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1 BBepeHue

1.1 )KypHan nuameHeHUHn hyHKLUHK

Bepcusa VisMgmt

[JobaBneHHasa hyHKUUA

Bepcua AMS

Bepcua BIS

1.0

Het

3.0.1

4.9

1.0.1

MpoBepKa Bxoda M Bbixofa nocetutenen bes
KapT

Monck HoMepoB cBODOAHBIX KapT
PasgeneHne pasHbiX MPUHUMAKOLLNX C
OAMHAKOBbIMW UMEHAMMU

(YnyulieHve nporu3BOAUTENBHOCTH)
ObHOBNEHWE AManoroBOro okHa c
NoBbILLEHHON AeTann3auunen

4.0

49.1

5.0

Mopoep»Ka nouToBOro cepeepa
Mopaep»kKa YHUBEPCANbHbIX CUMTbIBATENEN
kntouen HID

HactpavBaemble NOroTunbl KOMNaHUM

5.0

NOANEXUT
YTOUHEHMUIO

5.0.1

Mopaep»xka Mobile Access
MpenBapuTenbHOe HazHaueHMe MODOUNbHbBIX
YUETHbIX AaHHbIX

5.0.1

nognexwuT
YTOUHEHUIO

1.2 O nporpamme Bosch Visitor Management

MporpammHoe obecneuenue Visitor Management, ganee HasbiBaemoe VisMgmt, — ato
b6paysepHoe NporpaMMHoe CpefcTBO, KoTopoe paboTaeT COBMECTHO C CUCTEMAMM yNpaBneHua

OOCTYynom Bosch. OHo nosBonset ynpaBnATb NocelweHnAMHU 00BbEKTOB C KOHTPO/TUpyeEMbIM

AoCcTynom, B TOM ynucne nnaHMpoBaHUem I'IOCGUJ,eHVIl\/'I, nepcoHanbHbIMWU OAaHHbIMU ﬂOCQTMTeﬂeﬁ,

CBA3aHHbIMW OOKYMEHTaMWU U KOHTPaKTaMH, a TakKXXe Ha3HayeHneM BPeEMEHHbIX YUETHbIX

AaHHbIX.

Monb3oBaTeNnbCKUN MHTEPdENC HAaCTpanBaeTCsA, NPU 3TOM NMOOON NoNb3oBaTENb MOXET

onepaTMBHO U3MEHMWTb A3bIK MHTEpPdENCa, He 3aBepLUas CeaHc.

OCHOBHble NONb30BATENN U CLLEHAPHUU UCMONb30BAHUA:

Tun nonb3oBartens

CueHapuu UCNONb30BaHUA

PaboTHUK NpveMHOM

Pervcrpauunsa HOBbIX MOCELWEHUM U NOCETUTENEN
YTBEpPXKAEHWE U OTKNIOHEHWE NOCEeLeHUN
[obaBneHne nocetTuTenemn B UepHbIM CNUCOK
HasHaueHWe 1 oTMeHa Ha3HaueHWA KapT noceTuTenew
YnpaBneHve CBA3aHHbIMU JOKYMEHTAMM

OTcnexuBaHWe KONMMUeCTBa NOCETUTENEN Ha 0ObeKTe

[MoceTtutenb

[MognucaHne 4OKYMEHTOB

CosagaHue v conpoBoXaeHWe Npoduna nocetTutens

CamocToATenbHana u npenBapuTeribHaA perucrtpauna

MNpUHMMaloLas cTopoHa

noceTuTenemn

MpeaBapuTenbHasa perncrTpaymsa noceLeH1n

YnpaBneHue pacnucaHMAMU U CTIUCKaMH NnoceLeHnn U

Bosch Security Systems

PykoBoacTBo nonb3oBarensi

2023-0215.0.1 |




6 ru | BeegeHue Visitor Management V5.0.1

Tun nonb3oBaTtensa CueHapuu UCNONb30BaHUA
AQMUHUCTPATOP YcTtaHoBKa rnobanbHbiX NapameTpos
HacTtpolka noBefeHUA MHCTPYMEHTa U ero Nofb30BaTeNbCKOro
MHTepdenca
[ononHuTenbHO:

Bce BapuaHTbl ucnonb3oBaHWsA Ana paboTHMKA NpUEMHON

1.3 O cnyxbe Mobile Access

Cny»xba Mobile Access — 3To cpeacTBo ynpasneHua 4OCTYNOM ML, C MOMOLLbIO BUPTYyanbHbIX
YUETHbIX AaHHbIX, XpaHUMbIX Ha MOBWbHOM YCTPOWCTBE, HanpuMep Ha cMapTdoHe.
YnpaBneHvWe BUPTyarnbHbIMWU YUETHBIMU AAHHBIMKW OCYLLECTBNAETCA B OCHOBHOM CUCTEME
ynpasneHua goctynom, unu ACS.

—  Onepatopbl cucteMbl ACS reHepupytoT U Ha3HauakoT BUPTyalbHble YUETHbIE AaHHbIE, a
TaKXXe OTMPaBNAOT UX MONb30BaTeNAM C MOMOLLbIO B3auMogencTytolmx ¢ ACS Beb-
NpUNoXXeHunn, Taknx kak Credential Management unu Visitor Management.

—  Bnapenbubl MOOWMBbHBIX YUETHbBIX AAaHHbIX B3aMMOAENCTBYIOT CO CUMTbIBATENAMMU KOHTPO/A
poctyna no Bluetooth ¢ nomolbto npunoxeHus gna MobWNbHOTrO A4OCTYMNa Ha CBOUX
MOOMNbHbBIX YCTPOMCTBAX.

—  YCTaAHOBLIMKKU CUCTEM MODUNBHOIO AOCTYMNa HAaCTpaMBatkOT CUMTbIBATENIM KOHTPONA AOCTyNna
no Bluetooth ¢ nomollblo cneyranbHOro NPUNOXEHUA HACTPOMKK Ha CBOMX MOBMMBbHbIX
YyCTPOMCTBAX.

—  CucTema He XpaHWT NepcoHarnbHble AaHHble HA MODUMBbHBIX YCTPOMCTBAX.

14 LleneBana ayautopun

- YCTaHOBLMKK U agMUHKUCTPaTopbl VisMgmt
—  OcHoBHble TMNbI Nnonb3oBatenen VisMgmt

1.5 Ucnonb3oBaHMe AAHHOro AOKYMEHTA

—  Bocnonb3ayitechb dhyHKkuuMen Mouck B cpeacTtse NpocMoTpa CnpaBKKU, YToObl HAMTH
Heobxoanmoe coaepxumoe.

—  Paspenbl 0630p cucrtembl, YcTaHoBKa v KoHdurypauuma npevmyLecTBeEHHO
npencTaBnAT UHTEPEC ANA CUCTEMHbIX aiMUHUCTPATOPOB.

— Paspgen 3kcnnyartauua B NepBylo ouepenb NpeacTaBnseT MHTepec ANns nonb3oBartenem
CUCTEMBI.

2023-02 | 5.0.1 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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2 O6G30p M TONONOrUA CUCTEMDI

®

VisMgmt ACS

saL @
saL

HTTPS
ACS
Services
HTTPS
Mertka OnucaHue
1 Pabouas ctaHuusA Receptionist (PaboTHMK pecenweHa). 3Ta pabouas cTaHUMA

MOXET UMETb OMONHUTENbHOE NepudepuinHoe obopyaoBaHue, B UaCTHOCTH,
CuMTbIBaTENb PErucTpaLmu, Bedb-kamepy U cKaHepbl ANA NoANUCen U JOKYMEHTOB.

2 Pabouas ctaHuusa-krock Visitor (MoceTtutenb) c 6pay3epom B pexnume Knocka.
JTa pabouan cTaHUMA MOXET UMEeTb AOMNONHUTENbHOE NepudeprumnHoe
obopynoBaHue, B UacTHOCTH, BED-KaMepy M CKaHepbl ANA NOANUCEN U OKYMEHTOB.

3 Pabouas ctaHuusa Host (MpuHumarowmit) — sto pabouana ctaHUMA COTPYAHMKA,
NPUHMMALOLLLEro NOCeTUTENA.

4 MopaepxuBaeT paboTy B bpaysepe ¢ cantom VisMgmt

5 Cepsep ACS (BIS unu AMS)

6 Jk3emnnAp 6a3bl AaHHbIX cepBepa ACS
(MOXXeT HaxoAMTbCA Ha OTAENbHOM KOMMbOTEPE).

7 OnunoHanbHaa Hapctpoika ana nepudepuiiHbix yctpoictB Bosch, perynupyet
obmeH faHHbIMKW Mexay bpaysepom u nepudeprinHbiM obopygoBaHUEM.

PekomeHayemas Tononorua cuctemMbl BKNtoUuaeT cepBep VisMgmt, pacnonoXeHHbIM Ha TOM Xxe
KOMMbIOTEPE, UTO MU OCHOBHAA CUCTEMA YNpaBNeHUA AOCTYNOM, U ero 6asy faHHbIX B TOM Xe
aKk3emnnape 6asbl JaHHbIX.

HancTtpoika ana nepudepuinHbix yCTPOMCTB Bosch yctaHaBnnBaeTcs TONbKO Ha Tex pabouunx
CTaHUMAX, KOTOPbIM TpebyeTcAa AOCTYN K NepudepUmHbIM YCTPOMCTBAM.

Bosch Security Systems PykoBoacTeo nonb3oBartens 2023-02 | 5.0.1 |
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[ns pabouei cTaHUUKU NPUHMMaAlIOLLEN CTOPOHBI 0ObIUHO TpebyeTcA TONbKO AOCTYN K cepBepy
VisMgmt ¢ nomouybto bpaysepa.

2023-02 | 5.0.1 | PykoBoacTBO nonb3oBatens Bosch Security Systems



Visitor Management V5.0.1 YctaHoBKa v yganenue | ru 9

3 YcTtaHOBKa U yaaneHue
3.1 TpeboBaHuA K 060pyAO0BaHUIO U MPOrpaMMHOMY obecneuyeHulo

YcTaHOBUTE cepBep VisMgmt Ha KOMMNbKOTEP, HA KOTOPOM YCTaHOBNEHA OCHOBHaA CUCTEMA

ynpaBneHusa ocTynom. [leNcTBytoT Te e TpeboBaHWA K NporpaMMHOMY U annapatHoOMYy
obecneueHuto.

TpeboBaHuA kK cepBepy

OnepauuroHHblie cuctembl | Windows 10, Windows Server 2016, Windows Server 2019

CucTteMbl ynpaBneHus MS SQL Server 2019 and later
6asaMu faHHbIX Bcerpa vicnonbayiTe TOT e ak3eMnnAp 6asbl AaHHbIX, uTo U ACS
(ocHOBHas cucTema ynpasneHuA 0OCTYMNOM)

Mopaep»xMBaeMble Google Chrome, Mozilla Firefox, Microsoft Edge (Chromium
6paysepsl based)

Mcnonb3ynTte camyto HOBYIO Bepcuto bpaysepa ana onepaunoHHOM
cuctembl Windows.

MuHMManbHoe Full HD 1920x1080
paspelleHne MoHMTopa
(&nAa ucnonb3oBaHusA
Nonb30BaTENbCKOrO
HHTepdenca
NPUNOXKeHUs)

TpeboBaHuA anA HaacTpouku nepudepuitHbix ycTtpoucTe Bosch

Hanctpoika nepudrepuitHbix yctpoincts Bosch — 310 nporpamma, obpabarbiBatoLan
3NEKTPOHHYIO CBA3b Mexay bpay3epom U nepudepuinHbiMKU YCTPOMCTBAMU, TAKUMU KaK
CUMTbIBATENb PErucTpauum, Beb-kamepa, cCKaHep NOAMUCKU U CKaHep JOKYMEHTOB.

KnueHTcKkum KOMMbOTEPOM ABNMAETCA KOMMNbKOTEP, (*)VI3W-I€CKVI I'IO,E[,KI'IIOHeHHbIVI K
nepudgepuinHoMy obopynoBaHuio. OH Takxe 3anyckaeT bpay3ep, KOTOpbIW NoaKNoUaeTca K
cepBepy VisMgmt.

HecmoTps Ha To, uTo NepudepuiiHble YCTPOMCTBA He ABNATCA 00A3aTeNnbHbIMU ANA YCTAHOBKH,
MX UCMNONTb30BaHMWE HACTOATENbHO PEKOMeHOYeTCA, TaK KaK OHU 3HAaUYUTETbHO MOBbIWAOT
3(pHEeKTUBHOCTb NMpoLIECCa PErUCTPALMM NOCETUTENEN.

TpeboBaHue OnucaHue
MuHUManbHoe Full HD 1920x1080
paspelleHue

MOHUTOpPA

MopaoepxvBaeMble Google Chrome, Mozilla Firefox, Microsoft Edge (Chromium based)
Opaysepbl Mcnonb3ynTe camyto HOBYHO Bepcuio bpaysepa ana onepaymoHHOM
cucteMbl Windows.

3.1.1 OcHOBHaA cucTemMa ynpaBneHus 4OCTYNoOMm
Be3 cnyx6b1 Mobile Access

Ecnu cnyxba Mobile Access He Tpebyetcsa, cuctema VisMgmt Bepcuu 5.0.1 moxeT paboTtatb co
cnepyroLWMMK cUCTEMaMu ynpaBneHus goctynom Bosch:
—  Access Management System (AMS) Bepcuu 5.0 v Bbllle

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-0215.0.1 |



10 ru | YcTaHoBKa M yoaneHue Visitor Management V5.0.1

3.1.2

3.1.3

3.14

Co cnyxb6oi Mobile Access

Ecnu Tpebyetca cnyxxba Mobile Access, cuctema VisMgmt Bepcuun 5.0.1 moxeT paboTtatb co

CcnefywnMu cucTeMamu ynpasneHus goctynom Bosch:

—  Access Management System (AMS) Bepcuu 5.0.1 (Bkntouan pacwmpeHue Mobile Access)
U Bbllle

3aBepliunTe U NpoBepbTe YCTAHOBKY OCHOBHOMW CUCTEMbI yNpaBneHUa AOCTYMOM Mo
COOTBETCTBYIOLLEN MHCTPYKLMK MO YCTAHOBKE Npexae, uem ycTaHaBnuearb VisMgmt.

dk3emnnAp 6a3bl AaHHbIX ANA pa3MelleHUA 6a3bl gaHHbIX Visitor Manager
Mpw ycTaHOBKE OCHOBHOW CUCTEMbI yNPaBNeHUA OCTYNOM co3aaeTca ak3emnnap 6asbl AaHHbIX,
KOTOpPbIM MOXHO MCMONb30BaTb ANA pa3dmelleHna basbl AaHHbIX VisMgmt,
dbVisitorManagement.

MMA Takoro aKk3emnasapa No yMonuyaHuio 3aBUCUT oT cepBepa ACS

- [Ona AMS nmeHem ABNAeTCA ACE

— [na BIS ACE nmeHem aBnsaetcA BIS ACE

BblAeneHHblﬁ nonb3o0BaTenb ANA A0CTyna K nokKkanbHou base AaHHbIX
MNMonb3oBatens VMUser obpaulaetca k 6ase gaHHbix Visitor Manager oT UMeHU NpPUNOXKeHUsA
VisMgmt.

Mporpamma yctaHoBkM cepBepa VisMgmt cospaet nonb3osatena Windows VMUser Ha cepBepe
VisMgmt.

BbigeneHHbIM nonb3oBaTenb ANA AOCTYyNa K yaaneHHou 6a3e AaHHbIX

Mpn HeobxoanmocTh ncnonb3osaTb AnAa VisMgmt 6a3bl 4aHHbIX Ha yaaneHHoM cepBepe 6a3
[aHHbIX, CO3aanTe U HacTpoMTe nonb3oBartena VMUser B Windows un Ha cepBepe SQL Server,
KaK onMcaHo HUXxe.

BHUMAHMWE: He 3anyckalTe HacTpokKy VisMgmt 0o 3aBeplueHMA 3TOM onepaLuu.

1. HaypaneHHoMm cepBepe 6a3 gaHHbIX co3aanTe nonb3osartensa Windows co cnegyroumMmu
napameTpamu:

—  WmA nonb3oBaTtens (C yueToM perucrpa): VMUser

— TMaponb: HacTpoKTe Naposib B COOTBETCTBUM C MONUTUKAMKU ODE30MacHOCTHU, MPUMEHAEMbIMU
KO BCEM BallMM KommnbloTepam. ObpatuTe BHUMaHKe, UTo OH NoTpebyeTca AN HACTPOMKHU
VisMgmt.

—  YuacTHMK rpynnbl: Administrators

—  Mpwu cnepgyowem Bxoae B cMcTeMy Nonb3oBaTenb AOMNXKEH U3MEHUTb Naponb: NO

— Monb3oBatenb He MOXET U3BMEHUTb Naponb: YES

—  CpoK AeWCTBUA Naponsa He OorpaHUueH: YES

- Bxop B KauecTBe cnyxb6bl: YES

—  YueTHaA 3anucb OTKNKOUYEHa: NO

(JobaBUTb VMUser KaK AaHHble ANA BXOAa Ha yaaneHHbin cepsep SQL Server)

1. Otkpo#nTe LeHTp SQL Management Studio

2. TlopkntouunTtech K yaaneHHoMy ak3emnnapy SQL

3. Tlepenaute B pa3gen Security (BesonacHocTtb) > Login (Bxoa)

4. [NobaBbTe nonb3oBaTens VMUser C PONblO cepBepa sysadmin

2023-0215.0.1 |
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3aTem, Korga Bbl 3anycTute HacTporky VisMgmt Ha cepBepe VisMgmt, Bbibepute onuuto

KOMMbLOTEPA yAaneHHOoro cepeepa 6a3 paHHbIX U BBEgUTE naponb, 3afaHHbIM Bbllle AnA

VMUser.

3.15 BbigeneHHbI# NONb3oBaTeNnb B OCHOBHOW CUCTEME YyNpaBNeHUA A0CTYNoM

1.

B ocHOBHOM cucTeMe ynpaBneHuns AOCTYNOM co3fanTe nonb3oBatens ¢ yHKLUUen
HeorpaHuyeHHoOro ucnonb3oBaHua APl-uHtepdeiica.

MoppobHasa nHdopmauma npueedeHa B rnaBe HasaHaueHue npocuner nonb3oBarenewu
(onepaTopoB) pyKoBoACTBa onepaTopa OCHOBHOM CUCTEMbI YNpPaBNeHUA LOCTYMOM.

2. 3anoMHuTe MMA NoNnb3oBaTensa U Naponb, MOCKONbKY OHW NoTpebytoTca AnA MactepoB
ycTtaHoBKM VisMgmt.
3.2 YcTaHOBKa cepBepa

He 3anyckaiTe nporpammMy yCTaHOBKM, MOKa He ByayT cobniogeHbl Bce TpeboBaHUA K

nporpaMmHomy obecneueHuto.

3.2.1 3anyck nporpamMmmbl YCTAaHOBKU cepBepa

1.

Ha byayuiem cepsepe VisMgmt oT UMeHU agMUHUCTPaTopa 3anycTure

BoschVisitorManagementServer.exe.

2.  HaxmuTte kHonky Oanee, utobbl NPUHATb NAKET YCTAHOBKKU MO YMOMUAHUIO.

3. Ecnu Bbl cornacHbl ¢ MMLEH3MOHHbIM cornalleHMem KoHeuyHoro nonb3osatensa (EULA),
npumuTe ero U Haxkxmute Oanee.

4. BblbepuTe nanky HadHaueHWA ANA yCTaHOBKU. PeKoMeHayeTcA MCNonb3oBaTh Nanky no
YMOMUaHUIO.

—  Ha akpaHe KoHdwmrypauusa SQL-cepBepa BbiNONHUTE criefytollne AenCTBUA.

5. BbibepuTte, cnegyet nv co3patb 6asy AaHHbIX HA NMOKanbHOM ak3eMnnape SQL-cepsepa,
KOTOpPbIM HaxoauTCcA B ak3eMnnape H6asbl AaHHbIX Ha cepBepe VisMgmt, nubo Ha
yAaneHHOM KoMMnbtoTepe cepBepa 6as AaHHbIX.

—  TMpumeuaHue. Ecnv BoibpaH yaaneHHbl cepBep 6a3 AaHHbIX, NporpamMmMa yCTaHOBKH
3anpocuT Naponb VMUser, NONb30BaTeNA C NpaBaMW aMUHUCTPATOPA, CO3AAHHOMO Ha
yaaneHHoM cepBepe 6a3 gaHHbix (cM. pasgen «TpeboBaHMA K NporpaMMHOMY
obecneyeHuo»).

6. TlpoBepbTe W, ecnv HEOOXOAMMO, UBMEHWTE 3HAUEHUA ANA CNefYyLWKUX NapaMeTpoB:

Cepsep SQL Mma KomnbloTepa cepBepa Hasbl AaHHbIX
dk3emnnap SQL MmsA ak3emnnApa rnaBHoM 6asbl AaHHbix ACS. MMeHHO 3aech

cospaetcsa basa gaHHbIX NOCETUTENEN.
Ona AMS nmeHeM aBnaeTca ACE
[na BIS ACE nmeHem ABnAetca BIS ACE

Uma nonb3oBartens Mma nonb3oBatena C NnpaBaMu agMUHUCTpaTopa ak3emnnAapa. Kak

SQL npaBuno, aTo sa.
Maponb SQL Maponb aTOro agMUHUCTpaTopa.
7. HaxwmuTte NMpoBepuTb NogKnoueHUe, UTodbl MPOBEPUTb BO3MOXKHOCTb AOCTYNa K

8.

3K3emMnnaApy 6asbl AaHHbIX C MOMOLLbIO YKa3aHHbIX BaMUW 3HaueHWi napametpos. Ecnu
npoBepKa He npoknaeHa, ybeautechb B NpaBUIbHOCTH YKa3aHHbIX NapameTpbl.
HaxkmuTe KHonKy [Aanee, uTobbl MPOAOMKUTD.

Bosch Security Systems
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-  Ha askpaHe KoHdurypauua goctyna k ACS (rge ACS o3HauaeT OCHOBHYIO CUCTEMY
ynpaBneHus goctynom, AMS munu ACE) BbinonHWTe crnenytoline 4eUCTBUA.
9. BseguTe 3HaueHWA ANA CNefyroLmMx napameTpoB:

Uma y3na ACS MmMsA KomnbloTepa, Ha KOTopoM paboTaeTt cuctema ACS

WUmAa nonb3oBatens MmaA BbigeneHHoro nonb3osarena ACS ¢ HeorpaHMUEHHbIM JOCTYNOM K

ACS ucnonb3oBaHuto APl. CM. pasgen «TpeboBaHUA K NporpaMMHOMY
obecneyueHuton.
Maponb ACS [Maponb gaHHOro BbigeneHHoro nonb3osarensa ACS.

10. Haxmute kHonky [lanee, uTobbl NPOAOMKHUTD.

—  Ha skpaHe KoHdmrypauusa cepsepa ugeHTUUKaLMKU BbINONHUTE Cneaytolme 4eNCTBUA.

11. Beegute URI cooTBeTCTBYIOLLErO CepBepa yaoctoBepeHu ACS:
- AMS: HTTPS: //<NMAaCepBepaACS>:44333
- BIS: HTTPS: //<NUMACepBepaACS>/BisIdServer

12. HaxmwuTte MpoBepuTb NoaKnUeHUe, UTobbl NPOBEPUTb BO3MOXHOCTb AIOCTYyMNa K cepBepy
naeHTUdMKaLmK.

13. HaxmuTe kHoMNKy Aanee onsa oTobpa)KeHWsA CBOAHbLIX CBEAEHUH, @ 3aTEM HAXMUTE
YcTaHOBMUTb, UTOObLI HauaTb Npouecc ycTaHoBKK cepBepa VisMgmt.

14. Tlocne ycTaHOBKMW nepesarpysute KoOMnbtoTep.

3.2.2 daitn JSON AppSettings

Heckonbko napameTpoB KoHpurypaumun cepsepa VisMgmt xpaHATcsa B cnegytolem

danne . JSON:

<installation drive>:\Program Files (x86)\Bosch Sicherheitssysteme\

Bosch Visitor Management\appsettings.json

Kak npaBuno, U3aMeHATb 3HAUEHWs MO YMONUaHWIo He TpebyeTcs, ofHako B pasaene Settings

(MapameTpbl) aToro charna MoOXeT ObiTb MONE3HO HACTPOWTL CrieaytoLine napameTpsbl. Mpu

U3MEHEHWW NapaMeTpoB HeoOXOAMMO NpeaBapUTENbHO CO3AaTb PE3EPBHYIO Konuto danna.

PesepBHasa KONKWA NOMOXET ObICTPO OTMEHWUTb U3MEHEHMUSA, ECNU 3TU U3MEHEHUA NPUBEOYT K

HecooTBeTCTBYyloLLeN paboTe.

CoxpaHuTe U3MeHeHUA U nepesanycTute cny>oy Windows VisMgmt, utobbl MaMeHeHHble

napameTpbl BCTYNUAKU B cuny. MMA cnyObl — Bosch Visitor Management.

Uma napameTtpa 3HaueHue no |OnucaHue

YMONUaHUIo

PageSizeNumberOfVisit 20 MakcumanbHoe KONMMUeCcTBO
noceueHmn, OfIHOBPEMEHHO
oTobpaXkaeMbIx Ha 3KpaHe.
Mpu NpoKpyunBaHUU
nonb3oBaTenemM Ha Ka)kgon HOBOM
CTpaHuLe oTobpakaeTca ykasaHHoe
KONMWUECTBO 3aMunCcen, 3arpy>KeHHoe
n3 6asbl JaHHbIX.

MaximumUploadFileSizeBytes 31457289 MakcumanbHoe KonnuecTso banTos,
KOTOPOE MOXET CofepXKaTbCs B
3arpyXeHHoMm dpamne.
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Uma napameTpa 3HaueHue no |OnucaHue
YMONUaHHUIo
StartoverTimeoutAskSeconds 300 KonunuecTtBo ceKkyH, KoTopoe

NPUNOXEHWE OXWAAET, eCNU
nonb3oBatesb NPUOCTaHABNMBAET
BBOJ permcrpaumoHHom
MHopMaLmu, a 3aTem
3anpallvBaeT yuyeTHble JaHHble.

StartoverTimeoutResetSeconds 60 Mocne 3anpoca npunoxeHue
OXunaaet B TeyeHne yKadaHHOro
KOnn4yecTBa CeKyHa, a 3atemM
cbpachbiBaeT akpaH Bxoaa B
CUCTEMY.

3.3 Hactpo#ka komnblotepa knueHta VisMgmt

Hapctporka ana nepudepuirHbiX yCTponcTB Bosch MoxeT bbiTb yCTaHOBNEHA Ha KOMMbIOTEP C
cepBepoM, HO 0ObIUHO OHa yCTaHaBIMBAETCA Ha KNMEHTCKUIM KOMMbOTEP B TOM Xe ceTu. B aTom
cnyuae cnegyet ckonuposatb ceptudpukatr HTTPS ¢ cepBepa ACS 1 yCTaHOBUTb €ro Ha
KNMMEHTCKOM KoMMbloTepe. MHCTPYKUUKU CM. B pasaene CepTughuKarsl 4718 3allHILEHHONH CBA3H,
CrpaHuya 14 Huxe.

HancTtporka ans nepudepuiHbix ycTponcTB Bosch — 310 nporpammHoe obecneueHune ans
NnoaKNtoUeHUA nepndepmrnHbIX YCTPOMCTB, TaKMX KaK PermcTpalMoHHbIe CUMTbIBATENN U
cKaHepbl. Ecnv TakMe ycTponcTBa He TpebytoTcsa, HanpuMep Ansa nonb3osartens host
(NpuHMMatoWwKMi), To ANA BXoAa B CUCTEMY M 3anycka npunoxeHua VisMgmt noctatouHo
nocTtyna K bpaysepy.

MopoepxuBaroTcA cnegyroLliMe permcTpaymMoHHble CUnTbIBaTENN U CbOpMaTbI KapT.

MIFARE MIFARE |MIFARE |iCLAS |[iCLAS |iCLAS |iCLAS |HID EM
DESfire DESfire |Classic S S S S Prox
Evl Kog |Evl CSN |CSN 26 35 37 48 26 26
Bosch out out out out out out
LECTUS X
enroll
ARD-
EDMCVO
02-USB
OMNIKEY X X X X X X X X
5427 CK
Cm.

- Cepruchukarsl 4714 3aLmLeHHOMN cBA3K, CTpaHnya 14
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3.3.1

3.3.2

HacTtpoika HaacTpouku anAa nepucepunHbIX YCTPOUCTB

HapgcTtpoika ans nepudepuiHbiX yCTPOWUCTB TpebyeTcs TONbKO Ha KNMEeHTCKUX KOMMbioTepax,

NoaKNIUYAEMbIX K PEFMCTPALMOHHbBIM CUUTbIBATENAMM, CKaHepPaM U APYruM nepudepriHbIM

ycTponcTBam. [TOBTOPUTE OMUCAHHYIO HUXE NpoLeaypy Ha KaXKAOM KNMEHTCKOM KOMMbloTepe,

roe aTo Heobxoaumo.

1. Ha BblgeNneHHOM KNMEHTCKOM KOMMbIOTEPE OT UMEHW aAMUHUCTPaTOpa 3anycTuTe
BoschPeripheralDeviceAddon.exe C YCTAHOBOYHOIO HOCUTENSA.

—  byayT nepeuncneHbl OCHOBHbIE KOMIMOHEHTHI, T. €. NporpaMMHoe obecrneueHue
KNWeHTa U nporpamMmMHoe obecneueHre ana oObIYHO MCMONb3YEMOro nepudeprmHbIX
YyCTPOMCTB. PeKoMeHayeTCs YCTaHOBWTb BCE NepeumncrneHHble KOMMOHEHTbI, aXe eciu
B HacToslee BpeMsa obopyaoBaHWe HELOCTYMHO.

2.  HaxmuTte kHonky Janee, uToObl MPUHATbL NaKeTbl YCTAHOBKKU MO YMOMUYaHMUIO.

3. Ha akpaHe KoHcurypauua KnueHTa BbiNONHUTE cneaytolime oencTBus.

—  Karanor yctaHOBKM: NpuvMuUTe BbiOpaHHOE Mo yMonuaHuio (peKomeHayeTcs) Unu M3aMeHuTe
no HeobxoaMMOCTH.

-  COM-nopr:

- [Mpy Mcnonb3oBaHUK perucTpaumnoHHoro cumtbiBatensa LECTUS BeBegute Homep COM-
nopTa, HaNpuMmMep COM3, K KOTOPOMY MOAKMIOUEH PEMMCTPALMUOHHBIM CUUTLIBATENb.
lMpoBepbTe 3TO 3HaUeHWe B gucneTuepe yctporcte Windows.

—  [pu ucnonbsoBaHuu cuntbisatenAa HID OMNIKEY octaBbTe 3TO none nycTbiM.

- Kawmepa, yctponcteo SignoPad v ckaHep JOKYMEHTOB roToBbl K paboTe M3 KOpoOKK U
He TpebytT HacTpolkn COM-nopTta. Korga B bpay3epe nosBUTCA OKHO C 3aMpOCOM
paspewunTb NoAKNOUEHWE, HAXXMUTEe Pa3pewwuTsb.

- Appec cepBepa 1 nopT:

- BBeguTe MMeHa NobbIX KOMMNbIOTEPOB C cepBepoM (Mo yMOonuaHuWio XoTa Obl UMA
OCHOBHOMO KoMMbtoTepa ¢ cepBepomM ACS) 1 HoMepa NOPTOB NHOObIX BHYTPEHHMUX
cny>06, KOTopbIM HEOOXOAKMMA BO3MOXHOCTb YNpaBnfaTb NnepudepuiHbIMU
YCTPOMCTBaAMM.
3aTteM HakmuTe KHomnKy MpoBepuTb NoAKNIOUEHUE U [0XKOUTECh NOATBEPXKAEHUA ANs
Ka)Kgoro KoMmnbloTepa UMK Cnyxobl.

HaxxmuTe [lo6aBuTb, uTobbl 4OOABUTL 4OMNONHUTENbHbIE CEPBEpbI.

HaxxmuTe Ypanutb, utoObl yaanuTb cepBepbl.

—  [lopTbl N0 yMONUaHWIO ANA CTaHOAPTHbIX CEPBEPHbIX CNYX0:

5806 ansa CredMgmt

5706 gna VisMgmt

HaxxmuTe [lanee onA nonyyeHuUs CBOAKU KOMMOHEHTOB, KOTOpble OyayT YCTAaHOBMEHDI.

HaxkmMuTe YCTaHOBUTb, UTOObI HauaTb YCTAHOBKY.

HaxxmuTe KHonKy FoToBO, UTOObI 3aBEPLUNTL YCTAHOBKY.

N o oA

Mocne ycTaHOBKMW nepesarpysaute KOMnbloTep.

CepTuchukaTtbl gnA 3alULLEHHOW CBA3U
[na 6e3zonacHoro obMeHa faHHbIMU Mexay O0pay3epoM Ha KMMEHTCKOM KOMMbOTEPE U
cepBepoM ACS ckonupynTte cnenyrolmni ceptudukar ¢ cepsepa ACS Ha KNUEHTCKUe
KOMMbloTepbl. [NA yCTAaHOBKW BOCMONb3YHWTECH YUETHOM 3aMMUChiO C MpaBaMu agMUHUCTPaTopa
Windows.
OObIUHbIM NYTb K cepTUdUKATY:
—  <YCTAHOBOUYHbIN OUCK> :

\Bosch Sicherheitssysteme\Access Management System\Certificates\Bosch

Security System Internal CA - BISAMS.cer
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00630p nyTeit nepegauun ceptTuchukaTon

Us - ACS MA DB S M R
B!l CepBepHan Bbaza |[punoxeHue |lMpunoxeHue |CuuTbiBaTen
yactb [aHHbI | HACTPOMKM noctyna b
cnyxo6bl X Bnagenbua
Mobile KapTbl
Access
ACS / MepenaetcA / / / /
MacTepom
YyCTaHOBKM (c
NoMOLLbtO
MHCTPYMEHTA
cepTudUKal
nn)
MA MNMepepaetca / / MNMepenaetca | MNepepaetca /
CepBepHan MacTepom npwu npw
yacTb YyCTaHOBKM perucTpaumu | perucrpauuu
cnyxosbl MOOUNbHOIO C MOMOLLBIO | C MOMOLLbIO
Mobile noctyna QR-kopa QR-kopa
Access
ObHoBnaetc | ObHoBRAETCA
Aac C NoMoLLblO
NMOMOLLbIO push-
push- yBeOMNEHUsA
yBEeAOMMEHMU
A
DB / / / / / /
basa
AaHHbIX
[ / MepepaeTcs / / / /
MpunoxkeHu npu
e peructpauymu
HaCTPOMKM C nomoLlbto
QR-kopa
M / Mepenaetcs / / / /
[MpunoxeHu npw
e poctyna perncrpaumu
Bnagenbua C nomoLlbto
KapTbl QR-kopa
3.3.2.1 Ceptudmkartbl ana 6pay3sepa Firefox
MO>HO NPOMyCTUTb 3TOT pasfen, ecnu Bbl He UcnonbayeTte bpaysep Firefox.
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Bpaysep Firefox obpabatbiBaeT KopHeBble cepTudMKaThl no-apyromy: Firefox He obpauaetca K
XpaHunuuy ceptudukatos Windows ans noBepeHHbIX KOPHEBbIX cepTudrKaToB. BmecTo aToro
KaXkablM npodunb bpaysepa noanep>kMBaeT COOCTBEHHOE XPAHWULLE KOPHEBbIX
cepTudukaTtos. [lononHUTeNnbHbie cBeaeHua cm. B https://support.mozilla.org/en-US/kb/
setting-certificate-authorities-firefox

Ha aToi Beb-CcTpaHuLe TaKKe COAepP)KATCA MHCTPYKLMKU MO MCMOMb30BaHWUIO XPaHUNULLA

ceptudukatos Windows ans Bcex nonb3osatenei B bpaysepe Firefox.

Kpome Toro, MOXHO MMMOPTUPOBATb UCMONb3yeMble MO YMOMUAHUIO CepTUdMKaTbl, Kak

onucaHo Huxe. MNpumeuaHue.

-  Heobxoanmo MMMNopTUMpoBaTb CePTUGMKATbI ANA KAXKAOro nonb3oBaTtens v npoduna
Opayasepa Firefox.

—  HwKeonucaHHbIM cepTUdMKaT cepBepa npeacTaBnaeT cobol cepTUdrKaT No yMonuaHuo,
CO3[0aHHbIN Mpu ycTaHoBKe. Ecnv Bbl NprMobpenu cobCcTBEHHbIN cepTUdUKaT y LeHTpa
cepTUMKaL MK, TO MOXETE UCMNONb30BaTb €ro BMECTO 3TOro cepTudurKaTa.

Umnopt ceptuchukaToB B xpaHunuue ceptucdpukaroB Firefox

Ona poctyna k cepepy ACS 13 Firefox Ha KNTMEHTCKOM KOMMbIOTEPE MOXHO UMMOPTUPOBATb

CcnefyoLlnin cepTudmKaTt No YMONUaHUIo C cepBepa:

—  <YCTAHOBOUHbIW AWUCK> :
\Bosch Sicherheitssysteme\Access Management System\Certificates\Bosch
Security System Internal CA - BISAMS.cer

Takxe anAa BIS ACE MOXHO 3arpy3untb cepTUdUKar uepes UHTepHeT:

- HTTP://<WMA npuHUMalowero>/<MmMa npuHMMatloLWero>. cer

MepudepuitHble ycTpoWcTBa: 4514 AOCTyNa K NOAKNIOUEHHOMY NepudeprinHomMy YCTPOUCTBY,
TAKOMY KaK CKaHep AOKYMEHTOB UK LMGPOBOM noanucH, us Firefox Ha komnbloTepe KnueHTa
MO>XHO UCMONb30BaTb CepTMdﬁ)MKaT no yMOn4yaHHUHo. Ero MOXHO HaNTW Ha KNMEHTCKOM
KOMMNbKOTEPE B cneayrolemM pacrnoioXXeHUu:

<YCTaHOBOUYHbIW ANCK>: \ Program Files (x86)\Bosch Sicherheitssysteme)

Bosch Peripheral Device Addon\BoschAcePeripheralDeviceAddonHardware CA.cer

Mopsapok aelcTBuit (NOBTOPUTb ANA KaXporo ceptucpukara u npoduna Firefox):

[na ycTaHOBKM HEoOX0oOAMMbIX CEPTU(MKATOB Ha KOMMbIOTEPE KNMEHTA BbINMONHUTE CcrneayoLlune
nencTema:

1. Hanpgurte cepTUdUKaT, KOTOPbIM XOTUTE YCTAHOBUTD.

2.  Ortkpo#Te bpaysep Firefox n BBeaute about :preferences B afPECHYIO CTPOKY.

—  OTKpoeTca CTpaHuLua napameTposB.

3. B none HaWth B napameTpax BBeauTe certificate

—  Ha cTpaHuue nossutca kHonka MpocmoTp ceptudmukaros.

4. HaxmwuTte kHonky MpocmoTp cepTUdUKaToB.

OTKpoOeTCcA AnanoroBoe oKHo fiucnetuep cepTUPUKaTOB C HECKONbKMMU BKNaAKaMM.
MepengnTe Ha BKNaaky LleHTpbl cepTudrKaLum.

Haxxmute UMmnopr...

OTKpoeTcA AManoroBoe OKHO Bbibopa cepTudurKaTa.

o o

7. BbibepuTte cepTudmKaT, KOTOPbIM Bbl HAXOAWUMK Ha wWare 1, u HaXXMUTe OTKPbITb.

—  OTKkpoeTcAa AuanoroBoe okHO 3arpy3ka cepTtudiukara.

8. Bbibepute [loBepAatb paHHomy LIC ana upeHTudukauum Beb-cantoB 1 Haxxmute OK.
— [OwnanoroBoe okHO 3arpy3ka cepTudukara 3akpoetcs.

9. B pguanorosBom okHe Oucnetuep ceptucukaroB Haxxmute OK.
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3.3.2.2

3.3.3

3.4

3.5

- HaaTtom npoueaypa MMnopTa cepTUdmrKaTa 3aBeplieHa.

Ceptudbukartbl gna bpaysepa Chrome

Mo>kHO nponycTUTb 3TOT pasaen, ecnuv Bbl He Ucrnonb3yeTe bpaysep Chrome.

CM. NpMMeyaHus K BbiNycKy Ballel Bepcun cuctembl ACS, UuTobbl 03HAKOMMTBCA C
u3aMeHeHUAMU B 0OpaboTke cepTudmkaToB B Opaysepe Chrome.

daitn JSON AppSettings

HeckonbKo napameTpoB KOHMUIypaLmMn KNMEHTCKOro koMnbtotepa VisMgmt xpaHAaTcA B
cneaywouwem dganne . JSON:

<YyCTaHOBOUYHbIW AUCK> : \Program Files (x86)\Bosch Sicherheitssysteme)

Bosch Visitor Management\appsettings.json

Kak npaBuno, UAMeHATb 3HaYeHMUA NO YMONYaHUIO HE Tpe6yeTcs=|, OQHaKO B pasgene
AppSettings sToro danna moxet OblTb NONE3HO HAaCTPOMWTb CreaylLMe napamMeTpbl.
CoxpaHuTe U3MeHeHUA U nepesanycTute cnyoy Windows VisMgmt, utobbl UBMeHeHHble
napameTpbl BCTYNWAKW B cuny. MMa cnyxbbl — Bosch Ace Visitor Management Client.

Uma napameTpa Mpumep OnucaHue

CorseOrigins "https://my-vm-server:5706" Anpec u HoMep nopTa cepsBepa
ynpaBneHUA NOCETUTENAMMU.

CardReaderPort "com3" Homep COM-nopTa, K KOTOpOMY
NOOKNIOUEH PErMCTPaLMOHHbIN
cuutbiBaTenb LECTUS.

Ona cuntbiBaTenen HID
OMNIKEY aTOT napameTp MOXHO
He 3amnonHATb.

MpoBepka ycTaHOBKU cepBepa

Ha koMnbtoTepe B TOM e CETU, UCMONb3yA OAWH U3 NoaAep>KMBaeMbIX Opay3epoB, OTKpOUTe
cnenyrouwmn URL-agpec:

https://<Komnbiotep cepBepa VisMgmt>:5706/main

Ecnu cepBep paboTaert, bynet otobpaxkeHa cTpaHMLa BXxoda B MPUNOXKeHUe.

YcraHoBKa cnyx6bl Mobile Access

BBeneHue

BHyTpeHHsAs cnyxba Bosch Mobile Access obecneunBaeT BO3MOXHOCTb MOBMNBHOIO AOCTyna

ana Credential Management u Visitor Management.

MPUMEYAHME. Ecnu Bbl ucnonb3yete U CredMgmt, 1 VisMgmt, focTaTouHO yCTaHOBUTb

cny»xby Mobile Access oauH pas.

—  Ee MOXHO yCTaHOBWTb Ha 0fIHOM cepBepe ¢ cuctemor ACS (coBMmellleHHanA yCTaHOBKaA)
nnbo Ha oThenbHOM cepBepe (pacnpeneneHHas yCTaHOBKA).

—  Ee MOXHO yCTaHOBUTb ANA UCMONb30BaHWA NOKaNbHOW WNK yaaneHHow 6a3bl AaHHbIX.

JocTynHocTb BHyTpeHHel cny>x6bl Mobile Access

BHyTpeHHAA cnyxba Mobile Access gonxHa 6biTb MOCTOAHHO AOCTYNHA ANA MOOUNbHbBIX
YCTPOMCTB.
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Mo coobpaxeHnaMm Be30MacHOCTM OUEHb HeXenatenbHO NPeaoCcTaBnATb MOBUNbHbLIM
YyCTPOWCTBAM CETEBOM AOCTYN K cepBepy cucteMbl ACS. Mo3ToMy peKoMeHayeTcA UCMoNb3oBaTh
pacnpefeneHHyo YyCTaHOBKY. 3TO NMO3BOMNUT 3amnyckaTb CepBepHYHo Cny»0by MobunbHOro goctyna
Ha bonee WKpoKoOOCTYNHOM obnayHoM cepBepe.

3.5.1 O0630p YCTAaHOBKU, HACTPOWKU U UCNONb30OBaHUA

[Ona pabotbl cnyxbbl Mobile Access HeobxoanmMo B3aMMOAENCTBUE HECKONTbKUX KOMMOHEHTOB.

3pecb nepeuuncneHbl obuwne atanbl. COOTBETCTBYIOLLME NpeaBapUTeNnbHble TpeboBaHUA U

npouenypbl OyayT onucaHbl B CNEAYIOWMX pasaenax aTon rnasbl.

YcraHoBKa cepBepa ACS

1. Cwucrema ACS ycTaHaBnvMBaeTcs, NULUEH3npyeTcsa U paboTaeT C NOCTOAHHBIM KOPHEBbLIM
cepTUUKATOM U COBMECTUMbIMU CUMTbIBATENAMMU AoCTyna. B Hewn onpepenatoTcA
ornepaTopbl C NpaBaMu Ha ynpaBneHue cnyxboi Mobile Access.

HacTtpoiika cny>x6b1 Mobile Access

1. CucTeMHbIM agMUHKUCTpaTOp yCcTaHaBnuBaeT B cucteme ACS o4HO U3 MPUNOXKEHUH,
ucnonb3ytolmx cnyoy Mobile Access: Credential Management unu Visitor Management,
nnbo oba NpunoXKeHuna cpasy.

2. CuCcTeMHbIM agMUHUCTPATOP yCTaHaBNMBaeT cepBepHyto cnyxby Mobile Access.

3. CuCTeMHbIM agMUHKUCTPaTOp akTUBKUpYeET cnyxby Mobile Access B ycTaHOBNEHHbIX BeD-
NPUNOXKEHMAX.

HacTtpoika cuutbiBaTeneu

1. CuCTeMHbIM aAMUHUCTPATOP CO3MAET YyCTaHOBLYMKA (NULO C NpaBaMu ANA HACTPOMKMU
cuuTbiBaTENEei MobunbHOro goctyna) B npunoxeHun CredMgmt.

2. YCTaHOBLUMK 3arpy»aeT npunoxeHve yctaHoBLIMKa (Setup Access) Ha MobunbHoe
YCTPOWMCTBO M3 00bIUHOIO 0OLEeaOCTYNHOro MarasmHa NPUNOXKeHuK.

3.  CuCTeMHbIM agMUHUCTPATOP OTNPABNAET NPUINalleHne Ha3HAUYEHHOMY YCTaHOBLUMKY.

4. YCTAHOBLUMK NPUHUMAET NPUrNalleHne B NPUNOXKEHUW YCTAHOBLLMKA. DTO NpUrnalleHune
[aeT yCTaHOBLLMKY NPaBO HaCcTpaMBaTb CUMTbIBATENM OOCTYNa ANA UCNONb30BaHUA CMy>KObl
Mobile Access.

5. YCTaHOBLUMK HaCTpaMBaET CUMUTBLIBATENM C MOMOLLbIO MPUNOXKEHMA YCTAHOBLLMKA.

Ucnonb3oBaHue cnyx6bl Mobile Access

1. Bnagenbubl YUeTHbIX fAaHHbIX, KOTOPble UMEIOT NMPABO UCMNONb30BaTb MOOUMbHbLIM JOCTYM,
3arpy>atoT NpunoXKeHue AnA BnanenbLeB YUeTHbIX AaHHbIX (Mobile Access) Ha cBou
MobUNbHbIE YCTPOMCTBA M3 0ObIUHOrO 00LLEeAOCTYNHOMO MarasmHa NpPUNoXeHUHN.

2.  Onepatopbl CredMgmt u/mnu VisMgmt c nomowbio QR-KoAa UnK Mo aNeKTPOHHOW nouTe
npefocTaBnAT MOOUNbHbIE yUeTHble AaHHble BNafenbLam YUeTHbIX JaHHbIX C
COOTBETCTBYHOLMMU NpaBaMM.

3. Bnapgenbubl yueTHbIX AaHHbIX CUMTbIBaOT QR-KOA UMK OTKPbIBAKOT 31EKTPOHHOE MUCbMO B
CBOEM MPUNIOXKEHWU ONA BafenbleB yueTHbIx AaHHbiX (Mobile Access). 9To nossonser
MCNoNb3oBaTb MOOWbHOE YCTPOMCTBO B KauecTBe (OM3MUECKOIO CPeACcTBa
MOeHTUUKALWKU, KOTAA NPUNOXKEHWE 3aMnyLLEHO.
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3.5.2

3.5.3

AnnapaTtHble TpeboBaHua cnyxbbl Mobile Access

Ons vcnonb3oBaHuA cnyxbbl Mobile Access HeobXxoaWMbI CUMUTBIBATENW AOCTYMNA C MOAYNEM
BLE. MoaxonATt cneaytowue cuntbiBaTenu Bosch:

ARD-SELECT -BOM, -WOM, -BOKM, -WOKM

-  bykBbl B 1 W 0bo3HauatoT UBET: UEPHbIM UK Oenbin

- byksa O obosHauaetr OSDP

—  bykBa K o3HauaeT Hanuuue KnaBuatypsbl

-  bykBa M obosHauaeT nogaepxky cnyxbbl Mobile Access

TpeboBaHuA K KOHcUrypauumu cnyxobol Mobile Access

BbiaeneHHblW Nonb3oBaTenb ANA yaaneHHoW 6a3bl AaHHbIX (ecnu Ucnonb3yeTcA yaaneHHas

6a3a paHHbIX)

Ecnu cnyx6a Mobile Access OyneT ncnonb3oBaTb 6a3y gaHHbIX Ha yaaneHHOM cepBepe 0asbl

OaHHbIX, TO CO3alTe U HAaCTPOMTe NONb30BaTeNs C NpaBaMy agMUHUCTPaTOpPa C UMEHEM

MAUser Ha 3TOM yaaneHHom cepsepe Kak B Windows, Tak 1 B cucteme SQL Server. Bo Bpems

BbIMONTHEHUA OMMUCAHHbIX HUXE HACTPOEK BblibepuTe BapuaHT ANA yaaneHHoro cepeepa 6asbl

OaHHbIX M BBEAUTE Napo/ib, YCTAHOBNEHHbINM ANA MAUser.

BHMMAHMWE: He 3anyckalTe HacTponKy Mobile Access 1o 3aBeplUeHUA 3TON onepauuu.

Mpoueaypa

1. HaypaneHHoM cepBepe 6asbl gaHHbIX co3aanTe nonb3oBatensa gomeHa Windows B ToM e
nomeHe, uto n ACS. Micnonb3ynte cnegyowme HaCTPOMKH:

—  Wma nonb3oBaTtensa (MMA Nonb3oBaTtena c yuetoM peructpa): <ACS-Domain>\MAUser

—  Maponb: HacTpolTe Naposib B COOTBETCTBMMU C NONUTUKAMK Be30nacHOCTU, NPUMEHAEMbIMU
KO BCeM BalLlMM KoMnbtoTepaM. ObpaTtuTe BHUMaHUe, UTo OH NoTpebyeTca AnA HACTPOMKHM
Mobile Access.

— MMpu cnegylowem Bxoae B CUCTEeMY NONb30BaTeNb [ONXKEH U3MEHUTb Naponb: NO

— Monb3oBartenb He MOXeT U3MEHUTb Naponb: YES

—  CpoK AeWCTBHUA Naponsa He orpaHUueH: YES

- Bxop B KauectBe Cny»XObl: YES

—  YueTHas 3anMcb OTKNOUEHa: NO

3atem fobaBbTe MAUser B KauecTBe NTOrMHa AnAa yaaneHHoro cepsepa SQL Kak OnncaHo HUXe:

OTkpo#Te LeHTp SQL Management Studio

MopkntounTech K yaaneHHoMy ak3emnnapy SQL

Mepengute B pasgen Security (BesonacHocTb) > Login (Bxop)

B obnactn Bbibepute cTpaHuLy Bbibepute nyHKT O6Wwme

Bbibepute nonb3oBatena MAUser

B obnactn BbibepuTte cTpaHuuy Bbibepute nyHKT Ponu Ha cepBepe

YcTaHoBUTE NaXKku public U dbcreator

No ok owbdbrH

BbiaeneHHblW Nonb3oBaTenb ANA NOKaNnbHOW 6a3bl fAaHHbIX (ecnu UCNoNb3yeTcA NoKanbHas
6a3a JaHHbIX)

MNMonb3oBatenb MAUser obpatllaetcs K 6a3e gaHHbIx cucteMbl ACS OT UMEHW NPUMOXKEHUs
Mobile Access.

HE Hy>XHO co3faBaTb 3TOro nonb30oBaTens, eCu UCNoNb3yeTcs nokanbHaA 6a3a AaHHbIX.
Mporpamma yctaHoBKkM Mobile Access aBToMaTUUeCcKH co3faeT NoNnb3oBaTens MAUser Ha
cepBepe ACS.
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3.54 Mpoueaypa coBMeLEeHHOW YCTaHOBKH
CoBMelleHHaA YCTaHOBKaA Noapa3ymMeBaeT, UTo BHYTpeHHAA cny»kba Mobile Access
3anycKaeTcA Ha TOM e cepBepe, uTo U cuctema ACS.
PacnpeneneHHasa ycTaHOBKa Mojpa3yMeBaeT, UTo BHYTPeHHAA cnyx0ba Mobile Access
3anycKaeTca Ha Apyrom cepBepe, Hanpumep B obnake.
MogpobHee o pacnpeneneHHON yCTaHOBKe CM. B criegytollemM pasgene Mpouepypa
pacnpeneneHHoW YCTaHOBKH.
CoBmelleHue ¢ nokanbHow B CoBmelueHue c yaaneHHow bl
ACS : - - ACS : - -
S M S M
— —
[ ] [ ] [ ] [ ]
p Q R MA p Q q MA
CM/VM CM/VM
e g
DB DB
KnaBuwa |[3HaueHune
ACS OcCHOBHa#A cuctema ynpaeneHua goctynom: AMS nnu BIS-ACE
CM/VM | CepBepHas uactb Beb-npunoxerus: Credential Management unu Visitor
Management
DB OcHoBHafA 6a3a gaHHbIX ACS
MA CepBepHas uacTb cny»kbbol Mobile Access
S Mpuno)keHue yctaHoBLMKa Setup Access AnA MOOWUIbHbBIX YCTPOWCTB CUCTEMHbIX
YCTaHOBLUMKOB U KOH(PpUTYpaTOpOB.
M MpunoxeHune poctyna Mobile Access aAns MOOUNbHbIX YCTPOMCTB OObIUHbIX
BNafenbLeB YUEeTHbIX AaHHbIX.
Mpoueaypa
1. Ha cepBepe cuctembl ACS, KOTOPbIM B Cllyuae COBMELLEHHOW YCTaHOBKMW TaKXXe ABMAeTcA
cepBepoM cnyxbbl Mobile Access, 3anyctute ann BoschMobileAccessBackend.exe OT
UMEeHW aMUHUCTpaTopa
—  OTKpoOeTCcA nporpaMmma yCTaHOBKH
2. Ha akpaHe MectononoxeHue Bbibepute TN yctaHoBk CoBMeLyeHHasa
3. Ha akpaHe KomnoHeHTbl ybeautech, uto BbibpaH BapuaHT Bosch Mobile Access, a
3aTeM HaxXMuTe KHonky Janee
4. BHMMaTenbHO NpouuTanTe UHGopMaunto Ha akpaHe EULA u HaxxmuTe MPUHATD, eCnv Bbl
NpPUHMMaeTe yCNOBUA NMULIEH3MOHHOTO COrnalleHusa C KOHeUHbIM nonb3osBatenem (EULA).
YCTaHOBKY MOXHO DyAeT NpoAonMKnTb TONbKO B TAKOM ClyJae.
5. HaakpaHe Katanor ycTaHOBKM:
—  BbibepuTte ueneByto nanky ana yCTaHOBKW MMM UCMOMNb3YyWTe Nanky, BblIOpaHHY Mo
yMonuaHuto (pekomeHayeTca)
- BBeawuTe HasBaHMe KOMMNaHWU, KoTopoe byaeT oTobpaxkaTtbcA B MOOUMTbHOM MPUNOXKEHUU U
B HTML-wabnoHax 3neKTpoHHbIX MUCEM
- Haxmute KHONKy Oanee
6. Ha akpaHe Ceptuchukar
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—  BepguTe nMA y3na, Ha KOTOpoM DyaeT 3anyckaTbca cepBepHana yacTb cny»kobl Mobile
Access
—  Tlpu XenaHuu Unu ecnu ceTb He NOAAEPXKMBAET pa3peLleHMe UMeHU y3na, BBeaguTe IP-
agpec ysna.
- Haxmute KHONKy Oanee
7. HaakpaHe SQL Server BbibepuTe 0aWH U3 OBYX BApPMAHTOB PACMONOXEHWUA 0asbl AaHHbIX.
HacTpolkuK HeMHOro oTnunyatotca. Boibepute oguMH U3 BapMaHTOB ANA cnefylouero atana:
- BAPWUAHT 1. Onuuna NokanbHaa 6a3a faHHbIX:
— [lporpamMma ycTaHOBKM HaxoOMT nokanbHyto 6a3y AaHHbIX U BbIDMpaeT ee.
- Baepute naponb agMuHucTpatopa SQL (no ymonuaHuio sa)
- Haxmute MpoBepuTb NogknioueHue
- Haxmute KHOMNKy Oanee
- BAPUAHT 2. OnuuAa YaaneHHana 6a3a AaHHbIX
-  BBeauTe umA HaxopgsLLerocsa B ceTy cepBepa SQL
- Bsegute uma sk3emnnapa SQL
-  BBepauTe naponb agMuHUcTpaTopa SQL (No ymMonuaHuio sa)
-  HaxmuTte NMpoBepuTb NoaknoueHue
— [lpoBepbTe UMA NONb3oBaTeNnAa U BBeAUTe naponb agMuHuctpatopa Windows u SQL,
KOTOpPbIV Bbl CO34anu AnA yaaneHHoro Mcnonb3oBaHUA 6asbl AaHHbIX (CM. pasgen
«[MpepBapuTenbHble TpeboBaHWA» BblLle)
- Haxmute KHONKy Oanee
8. Ha akpaHe KoHdmurypauus cepeepa ugeHTUUKaLMU BbINONHUTE Creaytolime 0encTBuUA.
—  CepBepoMm ygoCTOBEPEHUIM MO YyMONUaHuto (NpeaBapuTenbHO BbiOpaHHbIM) ABNAETCA
ocHoBHoM cepBep ACS c noptom 44333 https://<NameOfACSserver>:44333
- Haxxmute NMpoBepUTb NOAKNIOUEHUE
—  Ecnu npoBepka He npoluna, NpoBepbTe AOCTYNHOCTb CEPBEpa yAOCTOBEPEHUM elle pas.
- Haxmute KHONKy Oanee
9. Ha akpaHe OCHOBHble KOMNOHEHTbI yoeauTechb, uto BblbpaH BapuaHT Bosch Mobile
Access, 1 HOXXMWUTE KHOMKY YCTaHOBUTb
—  Pabota macTepa ycTaHOBKM 3aBeplUeHa
10. HaxmwuTte KHoMKy Aanee
11. Ha akpaHe OCHOBHble KOMMNOHEHTbI ybeauTech, UTO YCTAaHOBKA YCMNELIHO 3aBepLleHa, U
Ha>XMUTe KHOMKY 3aBepluunTb
12. B npunoxexnun Windows Services ybegutech, uto cnyxba Bosch Mobile Access
3anyuieHa.

3.56.5 Mpoueaypa pacnpeaeneHHOM YCTAaHOBKHU
CoBMelleHHaA YCTaHOBKA NoApasyMeBaET, UTo BHYTPEHHAA cny»ba Mobile Access
3anyckaeTca Ha TOM e cepBepe, uto u cuctema ACS.
PacnpepeneHHan ycTaHOBKaA MoApa3yMeBaeT, UTo BHYTPeHHsAs cny»kb6a Mobile Access
3anyckaeTcs Ha pyrom cepBepe, Hanpumep B obnake.
MNoapobHee 0 coBMELLEHHOM YCTAHOBKe CM. B npeabiayliem pasgene Mpoueaypa
COBMELLEHHOW YCTAaHOBKM.
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PacnpepgeneHue ¢ nokanbHou B[] PacnpeneneHue c yganeHHou B[
= = A = =
ACS : . . CSs : - N
— —
[J [J [ ] [ ]
288, = 288, =
CM/VM CM/VM
— m—
DB DB

KnaBuwa |3HaueHue

ACS OcHoBHafA cuctema ynpaenenusa goctynom: AMS wnu BIS-ACE

CM/VM | CepBepHas uactb Beb-npunoxenus: Credential Management unu Visitor

Management

DB OcHoBHanA 6a3a gaHHbIX ACS

MA CepBepHas uvacTb cny»xbbl Mobile Access

S MpunoxeHune ycTaHoBLMKA Setup Access AnA MOOWUMbHbBIX YCTPOMCTB CUCTEMHbIX
YCTAHOBLLMKOB U KOH(OUTYypaTOpOB.

M MpunoxxeHue goctyna Mobile Access AnAa MoOWNbHBIX YCTPOMCTB ODbIUHbIX
BNafienbLeB YYETHbIX AaHHbIX.

Mpoueaypa

1. Ha BHyTpeHHeM cepBepe cnyxbbl Mobile Access 3anyctute cann

BoschMobileAccessBackend.exe OT UMEHW agMUHUCTPaTopa

OTKpoOeTcA NporpaMmma yCTaHOBKM

Ha skpaHe MecTononoxeHue BbibepuTe TUN yCcTaHOBKM PacnpepeneHHas

Ha skpaHe Y3en Bbibepute BapraHT CepBepHan uacTb cnyx6bl Mobile Access u
Ha)XMUTe KHOMKY danee

MpumeuaHue. BapuaHt ACS Byaet BnocneacTBUKU MCNONb30BaTbCA B 3TOM Npoueaype npu
YyCTaHOBKe Cny»6bl MObOMNbHOTO AocTyna Ha cepeep cuctembl ACS.

Ha skpaHe KomnoHeHTbI yoeauTech, uto BbibpaH BapuaHT Bosch Mobile Access, a 3atem
HaXXMUTe KHOMKY Aanee

BHUMaTenbHO npounTanTe MHpopmMaumto Ha akpaHe EULA u HaxxmuTte MpUHATB, ecnu Bbl
NpUHUMaeTe yCNOBUA NMULEH3MOHHOIO COrnalleHnsa ¢ KOHeUHbIM nonb3osatenem (EULA).
YCTaHOBKY MOXHO DyAeT NpodonKuTb TONbKO B TAKOM ClyJae.

Ha akpaHe Katanor ycTaHOBKM:

BbibepuTe LeneByto nanky AnA YCTAHOBKKU UMM UCMONb3yWTe Nanky, BbIOpaHHyo No
ymonuaHuto (pekomeHayetca)

BBeaute HasBaHMe KOMMNaHWW, KOTOpoe byaeT oTobpaXkatbcA B MOOUNBHOM MPUNOXEHUU U
B HTML-wabnoHax aneKTpoOHHbIX MUCEM

Hakmute KHoNKy Oanee

Ha akpaHe SQL Server BbibepuTe OANH U3 ABYX BAPMAHTOB PACNONOXeHWUA 0asbl JaHHbIX.
HacTpolku HeMHoro otnunuatotcs. Boibepute ogmMH U3 BapuMaHTOB ANA cneayloliero atana:
BAPUAHT 1. Onuuna NokanbHaa 6a3a gaHHbIX:

—  [lporpamma ycTaHOBKM Haxo4MT NOKanbHyto 6asdy AaHHbIX U BblOMpaeT ee.

-  Baepgute naponb agMuHucTpatopa SQL (Mo ymonuaHuio sa)

- Haxmute NMpoBepuTb NogKNIOUEHUE
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- Haxmute kHonky Oanee

BAPUAHT 2. Onuua YpaneHHaa 6a3a JaHHbIX

- BepguTe umA HaxopgsAweroca B cetu cepsepa SQL

-  Begute uma sksemnnapa SQL

-  BeauTe naponb agMuHKcTpaTopa SQL (no ymonuaHuio sa)

- HaxmuTte NMpoBepuTb NoaknoueHue

— [lpoBepbTe MMA NoONb3oBaTena U BBeauTe naponb agMmuHuctpartopa Windows m SQL,
KOTOpbIW Bbl CO3anu Ana yaaneHHoro Mcnonb3oBaHWA 6asbl AaHHbIX (CM. pasgen
«MpenBaputenbHble TpeboBaHUA» BbilLE)

- Haxmute KHONKy Oanee

Ha atom 3T1ane pacrnpeneneHHou yCTaHOBKM HYXXHO MEPEKTHOYUTLCA Ha KOMIbIOTED, HA KOTOPOM
3anyujeH cepBep ACS, u HaCTponTb TaM MObOM/IbHbIH [OCTY, UTOObI BIOC/IE4CTBMU OH MOI
B3anuMOAeHCTBOBAaTh C CEPBEPHOH YaCTbro C/1yXbbl MOOUIBHOIoO 4OCTYNa Ha /10Ka/lbHOM

KoMrbroTepe.
[locre BbINoO/IHEHNA YKa3aHHbIX Tam aevcrBuii rnporpamma yCraHOBKW BEPHET Bac Ha J10Ka/1bHbIH
cepBep A71A MNOATBEPXKAEHNA U TTPOLAOTIXKEHNA pa6orb/.

Ha komnbtoTepe ¢ cepBepom ACS 3anyctute pann BoschMobileAccessBackend.exe OT
MMEHW afiMMHUCTPaTopa

OTKpoeTcA Nnporpamma yCTaHOBKM

Ha skpaHe MecTononoxeHue BbibepuTe TMN yCTaHOBKM PacnpepeneHHasn

Ha akpaHe Y3en Bbibepute ACS © HaxXMuTe KHoMKy Janee

Ha akpaHe MacTep-KOMNaHbOH NPOoUYUTanTe NOACHUTENbHbBIA TEKCT U HAXKMUTE KHOMKY
Danee

Ha skpaHe CepTtudiukar

BBeguTe MMA y3na, Ha KOTOpOM DyaeT 3anyckaTbCA cepBepHas yacTb cnyxobl Mobile
Access

Mpu KenaHWn UNKn ecnu ceTb He NOAAEPXKUBAET pa3pelleHe UMeHU y3na, BeBeauTe |P-
agpec y3na.

Hakmunte KHONKy Janee

Ha skpaHe KoHdurypauua cepeepa naeHTUUKaL MU BbINONHWUTE Crieaytoline AeNCTBUA.
CepBepoM yaOCTOBEPEHMWI MO yMONUuaHuto (NpeaBapuTenbHO BbibpaHHbIM) ABNAETCA
OCHOBHOM cepBep ACS ¢ noptom 44333 https://<NameOfACSserver>:44333

Haxxmunte NMpoBepuUTb NogKNOUEHUEe

Ecnu npoBepka He npolwna, NpoBepbTe AOCTYNHOCTb CEpBEpPa YAOCTOBEPEHMM ellle pas.
Hakmunte KHONKy Oanee

Ha skpaHe Co3patb haiin

3necb Mbl co3fiaemM hakn KoHUrypaumu B 3aliuiieHHoM naponem ZIP-chakne u genaem
ero AOCTyMNHbIM ANA cepBepHOM yactu cnyxbbl Mobile Access.

Maponb nonb3oBartens: BBeAMTe naponb Ana ZIP-channa

daitn KoHdUrypauuu: HanauTe nanky, B Kotopyt 0yaet nomeuleH ZIP-pan, unu Beeaute
nyTb K Hen. OBpaTnTe BHUMaAHKWeE, UTO 3Ta Nanka AomKkHa bbiTb 4OCTYNHA A4NA KOMMNbOTEPA,
Ha KOTOPOM 3anylieHa cepBepHas yacTb cnyxbbl Mobile Access. Ecnu 310 He Tak,
nepeHecwute ZIP-haln Ha 3TOT KOMMbIOTEP APYTMM CNOCOOOM.

HaxxmuTe Co3paTb daitn KoHdUrypauuu

HaxmuTe kHonky Janee

Ha skpaHe MNMepekniouuTb KOMNbIOTEP

[encTBuA no ycTaHOBKe Ha cepBepe cny>6bl ACS 3aBepLUeHbl.

Bosch Security Systems
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3.6

- HaxwmuTe kHonky MoaTBEepAUTb, UTOOLI 3aBEPLLWTL NpoLeaypy

Ha aTom aTane pacnpeneneHHoH yCTaHOBKH BaM HY)XHO BEPHYTbCA B MPOrpamMmy yCTaHOBKH Ha
KOMIbIOTEPE, HA KOTOPOM 3arlylljeHa CepBepHas YacTb C/1y»Kbbl MOBUIbHOIo 4OCTyNA.

1. BepHuTecb B NporpaMMy YCTaHOBKW BoschMobileAccessBackend.exe Ha KOMMNbIOTEPE C
cepBepoM cnyx6bl Bosch Mobile Access.

2. Ha ctpaHuue MepeknouuTb KOMNbIOTEP

—  ycTaHoBuTe chnaxkok A y>ke BbinonHun(a) Heobxoaumbie feHCTBUA Ha KomnbloTepe ACS

- Haxmute KHONKy Oanee

3. Ha akpaHe 3arpy3uTb thaitn

—  3arpyska thaitna koHdurypauuu: Boibepute danmn KoOHUrypaumnum, cosgaHHbin Ha
cepBepe ACS

— MpoBepka naponsa: BBeauTe Naponb, 3aaaHHbIM anAa ZIP-charina Ha cepsepe ACS

— [locne BBOAA NPaBUIbHOIO NAapOA MOXHO HaXaTb KHOMKY [anee ans uteHua danna
KOHUrypauum

4. Ha akpaHe OCHOBHble KOMNOHEHTbI yoeauTechb, uto BbibpaH BapuaHT Bosch Mobile
Access, 1 HOKMWUTE KHOMKY YCTaHOBUTb

— Pabota macrtepa ycTaHOBKW 3aBeplUeHa

5.  Haxwmute KHoMKy Oanee

6. Ha akpaHe OCHOBHble KOMMOHEHTbI yOeanTech, UTO yCTaHOBKA YCMELWHO 3aBepLleHa, U
Ha>XMUTe KHOMKY 3aBepLlUnTb

7. B npunoxeHun Windows Services ybeautecb, uto cnyxba Bosch Mobile Access
3anyuieHa.

YcraHoBKa npunoxxeHuu Mobile Access

BBepeHue

Bosch npepnaraet cnegytoline npunoxxeHusa aAnsa MobunbHoOro goctyna

—  Bosch Mobile Access: npunoxeHwe BnagenbLa KapTbl A4NA XPaHEHUA BUPTYanbHbIX
YUETHbIX aHHbIX U UX Nepegauun no Bluetooth Ha cunTbIBaTENM, HACTPOEHHbIE ANA
MobKuNbHOro AocTyna. 3ateM TakoW CUuTbiBaTeNb NPeAoCTaBNAET UK 3anpeLaeT 4OCTyn B
3aBMCUMMOCTM OT TOTrO, €CTb MK B NPUNOXKEHWUWN AENCTBUTENbHbBIE ANA HErO YUETHble AaHHbIE.

—  Bosch Setup Access: NnpunoxeHvWe yCTaHOBLLWKA ANA CKAHUPOBaHWA U HACTPOMKHU
cuuTbiBaTenen no Bluetooth.

YnonHoMoueHHble onepatopbl cucteM Visitor Management u Credential Management moryt

OTMNPaBNATb BUPTYyarbHble yUeTHble AaHHbIe ANA NMPUNOXKEHWI BNagenbLa KapTbl U YCTAHOBLLMKA.

Korga Ha MobunbHOM YCTPOMCTBE 3anyLeHo npunoxeHue U BknoueH Bluetooth, yctpoicteo
MOXHO MCMONb30BaTh B KauecTBe (hU3MUECKoM KapTbl. [1pK aTOM He TpebyeTcA AaBaTb Kakue-
NMBO KOMaHAbl U3 MPUNOXKEHUA UNKU Aaxe pa3bnoKMpoBaTb aKPaH.

3ameuaHue!

BHUMAHWE: He 3anycKalTe NpUoXKeHWUs Bnagenbla KapTbl M YCTAHOBLLIMKA OAHOBPEMEHHO
YbenuTechb, UTo HUKTO HE UCMOMb3YEeT NPUNOXEHWA YCTAaHOBLLMKA U Bnadenbla KapThbl
OLHOBPEMEHHO.
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3.7

3.7.1

Mpoueaypa
MpunoxeHuna Bosch ana MobunbHOro foOCTyNa MOXHO NPOCTO cKayaTb M YCTAHOBUTb M3

MarasuvHoB npunoxeHuin Google n Apple. x HazBaHMA B MaraamHax NpPUNOXeHUN:
—  Bosch Mobile Access
- Bosch Setup Access

NMepuchepunnHoe obopyaoBsaHue

Cnepywouime nepudepuiiHble USB-ycTpoicTBa bbinmv NnpoTecTUpoBaHbl M 0g00peHbl ans
ucnonb3oBaHua ¢ cuctemamu VisMgmt 1 CredMgmt Ha MOMEHT NOAroTOBKU AOKYMEHTa.

MocToAHHO OOHOBNAEMbIM CIIMCOK COBMECTUMbIX yCTpOﬁCTB CM. B KpaTKOM ONMUCaHunn OCHOBHOM

CHUCTEMbI ynpaBneHnA AOCTYyNnoMm.

PervcTtpaumoHHbin cuntbiBatenb |LECTUS enroll ARD-EDMCV002-USB, HID OMNIKEY 5427
KapT CK

CkaHep onA yaocToBepeHui ARH Combo, ARH Osmond

NUUYHOCTH

CkaHep nognucen signotec LITE, signotec Omega

[Nns NOAKNIOUEHWUA 3TUX YCTPOMUCTB K KMTMEHTCKUM KOMMbIOTEPAM CNeayrnTe MHCTPYKLUAM
npoussoguTenen.

PerucrpauMoHHble CUUTbIBaTeNM
[MopoepxuBaroTcA cneagyroliMe permcTpayMoHHblIe CUUTbIBATENN U d)OpMaTbI KapT.

MIFARE |MIFARE |MIFARE |iCLAS [iCLAS [iCLAS [iCLAS |HID EM
DESfire DESfire |[Classic |S S S S Prox
Evl Kog |[Evl CSN |CSN 26 35 37 48 26 26
Bosch ouT ouT ouT ouT ouT ouT
LECTUS X
enroll
ARD-
EDMCVO
02-USB
OMNIKEY X X X X X X X
5427 CK

Peructpauus nepudepuitHoro obopyaoBaHua B KNTMEHTCKOM KOMNbloTepe.

UTobbl 3apernctpmpoBaTb nepudepuiiHoe obopyaoBaHue Ha KITMEHTCKOM KOMMblOTepe
VisMgmt, 3anycTute c KNMeHTa NporpaMmMy HaCTPOMKK nepudeprmnHbiX ycTponcTB Bosch,

BoschPeripheralDeviceAddon.exe. UHCTPYKLUMK CM. B pasnene Hactposka HagCTpoHKM 4714

nepughepuiiHbix ycTporcts, CTpaHmya 14.

Cm.
—  Hacrtpoiika HagcTpokku 4718 nepughepuriHbix ycTpokcTs, CTpaHuya 14
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3.8 BoccTtaHoBneHue yctaHoBKHU cny>x6bl Mobile Access

BBepeHue

UtoObl 0OHOBKUTL ABOUUHbIE thalnbl MK co3aaTb cepTudukaTt Mobile Access NOBTOPHO, MOXHO

3anycTuTb NporpamMmMy yCTaHOBKWM UMetoLlenca unu bonee HoBol Bepcun Mobile Access, He

yOanAnA y>xe yCTaHOBNEHHY CNyx0by:

Mpoueaypa

1. Ha BHyTpeHHeM cepBepe cnyxbbl Mobile Access 3anycTiTe HOBYLO Bepcuto dharnna
BoschMobileAccessBackend.exe OT UMEHWU agMUHUCTpaTopa.

—  [loMHUTE, UTO B Cyyae COBMELLEHHOW YCTAHOBKU BHYTPEHHUM CEPBEPOM CNyXObl
Mobile Access aBnaetca cepBep cucteMbl ACS.

2. CnepyvTe ykasaHMAM B MacTepe YCTAHOBKU U BblDepuTe Te XKe HaCTPOMKHK, UTO U NpHU
nepBoHauanbHOW yCTaHOBKE.

—  Urtobbl 3aHOBO co3faTb cepTUdUKaT, Ha akpaHe CepTUdUKaTbI HAXXMUTE Nepekntouatenb
Co3patb cepTUdUKAT 3aHOBO.

3. Tlocne 3aBeplUeHUA NPOrpaMMbl YCTAaHOBKW 3aHOBO BOMAWUTE B CUCTEMY B Kaxk4om Beb-
NPUNOXEHWUH, Ucnonb3ytoleM cnyxby Mobile Access (B CredMgmt, VisMgmt vnu B 06oumx
NPUNOXKEHUSX).

-  Beb-npunoxxeHue byneT ncnonb3oBaTb HOBble ABOWUHbIE (hannbl.

—  Ecnv Bbl BKNOUMNK nepekntovatens Co3paTtb cepTUdMKAT 3aHOBO, BCe Nocneaylolime
npurnalweHua, oTnpaBnseMble Nonb3oBaTeNsaM U ycTaHoBLMKaM cnyxbbl Mobile Access,
OyayT ucnonb3oBaTb HOBbIW cepTUdmkaT Mobile Access.

3.9 YpnaneHue nporpamMmmMmHoro obecneueHun

UTtobbl yoanuTb nporpamMmmy ¢ cepBepa UNu KNueHTa:

1. 3anyctute npunoxexHune Windows YcTtaHOBKa U yAaneHue nNporpamMm c npasamu
afiMUHUCTPaTOpA.

2. Bbibepute nporpaMmy (cepBep UMW KNUEHT) U HAXKMUTE KHOMKY YAanuTb.

3. Tonbko ansa Visitor Management 1 TONbKO Ha cepBepe: YKaXuTe, CreayeT Ny yaanuTb
BMecCTe C NporpaMmMoin 6asy faHHbIX yrpaBneHUs noceTUTensamu.

—  TMpumeuaHune. baza faHHbIX COAEPXKMUT 3aMUCKU O BCEX MOCETUTENSAX, 3aPErMCTPUPOBAHHbIX
Ha MNPOTAXXEHUM UCMONb30BaHWA NPorpamMmMbl. BO3MOXHO, HY>KHO 3aapx1MBUpoBaTb basy
[aHHbIX UMM NEePEHECTH ee Ha APYryto CUCTEMY.

4.  YKaXuTe, HY)KHO NW yaanuTb annbl XXypHana.

5. 3aBepluTe yaaneHue obbluyHbIM 06pa3om.

6. PexkomenayeTcaA: nepesarpy3nte KOMMNbOTEP ANA BHECEHUA U3MeHeHUN B peecTp Windows.
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KoHcurypupoBaHue
Co3paHue nonb3oBateneu Visitor Management B ACS

BBepeHue

Y kaxgoro nonb3osatens VisMgmt ¢ npaBamu aaMuHUCTpaTopa, paboTHWKA MPUEMHON UK

NPUHUMatOLWEro JOMKeH ObiTb KapToaep»KaTenb C OTAENbHbIM onpeaeneHMem oneparopa B ACS,

T.€. B OCHOBHOM CUCTEME YNpaBNeHUs JOCTYNOM.

3TV onpepeneHns onepaTopoB CoAepKaT cneunanbHble npasa VisMgmt, npeacraBneHHble B

Buae Mpodmneit nonb3oBaTtenei. CM. oHNanH-cnpaBky B ACS ana nonyyeHuns nogpobHom

MHOPMaLUK U MHCTPYKLUUIM OoTHOCUTeNbHO MNMpocdunel nonb3oBartenei.

-  Heobxoaumo onpeaenutb OTAENbHOMO onepaTtopa AnfA KaXKaoro AepxaTtensa KapThbl,
KOTOpbIV paboTaeT B CMCTEMe yrpaBneHus nocetutenamu. OQHOMY onepaTopy Henban
Ha3HaUMTb HECKOMbKO AepKaTenen KapT.

3ameuaHue!

NT-6e30MacCHOCTb U YUETHbIE 3aMUCKU NONb30BaTeNnen

CornacHo npakTMUecKux pekomeHaauni no obecneueHuto UT-6e30MacHOCTU, KaXKabli
nonb3oBatesnb C NpaBamMmu paboTHMKA NPUEMHOMN, MPUHUMALOLLErO U adMUHUCTPATOPA AOMKEH
paboTatb noa ceBoer yuetHon 3anuncbio Windows.

CospaHue npodmMneit nonb3oBaTenen ANA ynpaBneHUA NOCEeTUTENAMMU

1. BbinonHWTe BXoA4 B OCHOBHYIO CUCTEMY YNpaBneHusa A4OCTYNoOM C NpaBamu
agMUHUCTpaTopa.

2. CospainTe o4WH UMM HECKONBKO Npodmnen nonb3oBatens (onepartopa) AnA nonb3opartenen
VisMgmt.
MyTb K AMANOroBOMY OKHY:

3. HasHaubTe 3TUM NPOoHUNAM OAHU U3 CNedyoLWKX NpaB Nonb3oBaTens.

- AOMUHUCTpaTOpP: Visitor Management > Administrator

- MpuHUMaloLWwana cTopoHa: Visitor Management > Host

—  PaboTHWK NpPUEMHOM: Visitor Management > Receptionist

Mocne cospaHusa npodunen nonb3oBatenen, HEOOXOAUMbIX ANA Pa3nuuHbIX ponen VisMgmt

(a@MUHUCTpaTOp, PabOTHUK MPUEMHOM, MPUHKMMalOLLAA CTOPOHA), MOXXHO Ha3HaUMUTb ANA

KaXkgoro npoduna HECKONMbKO ONepaTopos.

HasHaueHue npodmneit nonb3oBaTenei onepatopamM U Bnagenbuam Kapt ACS
MyTb K AUANOrOBOMY OKHY:

1. [obaBbTe HOBbIW TUMN onepaTopa (LWenKHUTe + unu I:;L , B 3aBMcuMocCTH oT ACS) #
NPUCBOWTE eMy MMS, UETKO CBA3aHHOE C oAHOM U3 ponen VisMgmt (aamMuHuKcTpaTop,
PabOTHUK MPUEMHON UMK MPUHUMALOLLIAA CTOPOHA).

2. HaBknagke O6wue napameTpbl onepaTtopa Bbibepute Operator ACE B CUCKe
aBTOpPM3aL UK.

3. Ha Bknaagke Mapametpbl onepatopa ACE ¢ NnoMOLLbKO KHOMOK CO CTPenKaMu HasHaubTe
co3faHHbIM paHee npocunb nonb3oBatena ACE.

OTMeHWTe HasHaueHWe NPOgUNA NO YMONUaHUIO UP-Administrator, 3a UCKITIOUEHUEM
cnyuas, Korga aeprkatento KapTbl TpebyroTca obluune npasa agmuHucTpatopa B ACS.

4. Ha tou e Bknagke Mapametpsbl onepatopa ACE Bocnonb3syitech naHenoto HasHauntb
NULO ONA NOUCKa B CUCTEME AiepXKaTena KapTbl, KOTOPOMY HEOOXOAMMO Ha3HAUUTb PONb
VisMgmt.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-0215.0.1 |



28

ru | KonduryprposaHue Visitor Management V5.0.1

4.2

4.3

4.4

5. LUWenkHuTe HasHauuTb NULO 4NA 3aBEePLUEHUA Ha3HAUEHWA PONK ANA BblIOpaHHOro
Jep)katena KapTbl.

- HeobxoouMo onpenenutb OTAENbHOrO onepartopa ANA KaKAoro gep)artena KapThbl,
KoTopbIM paboTaeT B cucTeMe ynpaBneHua nocetutenamu. OgHOMy onepatopy Henb3s
Ha3HauUUTb HECKONbKO AepKaTenen KapT.

Co3paHue aBTOpU3auui U npochunen noceTuTenemn B cucteme
KOHTpoONnA gocrtyna

BBepgeHue

PaboTHUK NpUemMHOM UK agMUHKUCTpaTop cucTeMbl VisMgmt BbiOnpaeT TUR ANA KaXXgoro
HOBOro nocetuTensa. Tun NocCeTuTena OCHOBAH Ha NpeaBapUTeNbHO HACTPOEHHOM B OCHOBHOM
cucteme ynpaeneHua goctynom (CKL) Tune nepcoHana, HasbiBaemoM MoceTurenb, UK Ha
noatune MoceTurenb, CO34aHHOM afMUHUCTPATOPOM cucTeMbl CKI.

AOMWHUCTPATOP TakXKe JOMXKEH HAacTpouTb TuN MoceTutens, ero noatunel B CKI 1 npodmnu
poctyna. MNpodunu goctyna Nno3BONAKT 3TUM TUMaM KL, OTKPbIBaTb ABEPU Ha obObeKTe.

HacTtpoika koMmnbloTepa paboTHUKA NPUEMHOM

Ha koMnbtoTepe paboTHMKa peceniieHa 3anyckaeTca HaACcTporKa Ansa nepudepuinHbIX
ycTpoiictB Bosch, koTtopana obecneurBaeT ousnyeckoe noaknoueHue nepudeprumnHbix
YCTPOWCTB [ANA CUMUTbIBAHWUA KapT, CKAHUPOBaHUE MOEHTUMUKALUOHHbIX JOKYMEHTOB U
CKaHWpoBaHWe noanucen.

Mepen yCTAaHOBKOM KMMEHTCKOro NporpaMmMHoro obecrneueHus nogkniouute Bce Heobxoanmble
nepudepuiHbie yCTPOMCTBA.

YbenuTechb, UTO KOMMNbIOTEP U €ro nepudepuinHble yCTPOMCTBA AOCTAaTOUHO 3allMLLEHbl OT
HecaHKLMOHWPOBAHHOIO AOCTYyMa.

Hactpouka KoMmnbloTepa-KMOCKa ANA NoCeTUTenem

BBepeHue

MoceTuTenn obbIUHO PETUCTPUPYIOT CBOU MOCELLEHUA U CO30a0T COOCTBEHHbIE MPODUIUN Ha
KOMMblOTEPE, KOTOPbLIA HAaXOAMUTCA B CBOOOAHOM AOCTyMNe B 30HE MPUEMHON 0ObeKTa C
KOHTpONUpyeMbIM JOCTynoM. B uenax 6esonacHoctu Beb-Opay3ep komnbioTepa paboTaeT B
pexnme KMOCKa, KOTOpbIM NpesocTaBnAeT AOCTYN TONbKo K VisMgmt, He No3BONAA OTKPbITb
HECKONbKO BKMNaJoK, NapameTpbl Opaysepa U NONyuMTb 4OCTYN K ONepauuoHHOM CUCTEME
KoMmnbloTepa. Bce nopaep)kMBaemMble bpay3sepbl NpeanaraoT PEXUM KMOCKa, HO TOUHasA
KOH(UrypaLma 3aBUCUT OT bpay3epa.

Ha komnbloTepe-KMoCcKe 3anyckaeTcsa HaacTporKa AnA nepudepuiHbix yctpoicTe Bosch,
KoTopana obecrneunBaeT huanMueckoe NoaKntUeHne nepudepunHbIX YCTPOMUCTB ANA
CKaHWPOBaHWA UOEHTUPUKALUOHHbBIX LJOKYMEHTOB U MOAMUCEN.

— URL-agpec onAa pexuma kmocka — https://<My_VisMgmt_server>:5706

HacTtpoiika pexxuma KMocka B 6pay3epax
Cnegytolme CCbINIKM OMUCbIBAOT HACTPOMKY pexnuma Krocka B bpaysepax, noaaep>KMBaeMbix
VisMgmt

WHCTPYKUMK NO HAaCTPO#Ke peXXMuma KHOCKa

Chrome https://support.google.com/chrome/a/answer/9273974

Firefox https://support.mozilla.org/en-US/kb/firefox-enterprise-kiosk-mode
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MHCTPYKUMM MO HAaCTPOMKe pexxMma KMockKa

Edge https://docs.microsoft.com/en-us/deployedge/microsoft-edge-configure-kiosk-
mode

3ameuaHue!
B uensax 6esonacHoCTM Bcerga OTKNOUaNTe aBTOMaTUUECKOe CoxXpaHeHWe naponen B bpaysepe.

4.5

4.6

Bxopa B cuctemy AnA BbINONMHEHUA 3a4auy KOHCerprpOBaHMH

[ns BbINONHEHWA 334a4 KOHUIypaumMm U aoMUHUCTPUPOBAHUA CnedyeT UCNONb30BaThb
KOMMbIOTEP, KOTOPbIM (hM3NUECKH 3aLLMLLEH OT HECAHKLLMOHUPOBAHHOIO AOCTYNa.
1. Bseawute B bpaysepe HTTPS-agpec cepBepa VisMgmt ¢ gBoeTounem U Homepom nopTa (no
YMOMUaHU — 5706)
https://<My_VisMgmt_server>:5706/main
MNosasutcA skpaH Bxop B cucremy
2. BbinonHuTe BXoA B KauecTBe nonb3oBartena VisMgmt ¢ npaBamu agMUHUCTpaTOpa.

©

3.  HaxmuTe 3HauoK , UTOObI OTKPbITb MeHto MapameTpbl.

KoHdomurypauusa c nomoubio meHio «MapameTpbi»

MeHto MapameTpbl coaepXMT noapasaensl, NO3BONAOLME BbINMOMNHUTL Cneaytolime AeNcTBUA
Nno HacTpowmKe.

OCHOBHble —  Cpok xpaHeHus (B gHAX). Ynpasnaet obpaboTtkon 3anucen o

napameTpbl noceleH1AX.

—  [lpv nepBOM UCTEUEHWW Nepuroaa NPUNOXKEHUE aHOHUMU3UPYET
3anuce.

—  [lpu BTOPOM MCTEUEHUU Nepuoaa NPUNoKeHue yaanser 3anucho.
3HaueHue No yMonuaHuw — 365.
[ns oTKNoUeHUA nepuoaa XpaHeHusa ycTtaHoBuTe 3HaueHue 0. B
TaKoM criyyae 3anucu byayT XxpaHuTbcA BeccpouHo.

—  PeXuMm XpaHeHUA OOKYMEHTOB. YKaXXuUTe, KaK XpaHWUTb JOKYMEHTbI: B
OyMa)KHOM WK LM POBOM BUAE.

— MakcumMmanbHO JonycTUMoe KONMUUECTBO NoceTUTenen, Kotopblie
MOTYT HaXOAUTbCA Ha 0ObEKTe OQHOBPEMEHHO.
3HaueHue No ymonuaHuwo — 100.

YcTaHOBMWTE 3HaueHWe 0 ANs NOMHOro OTKMIOUEHWA CUETUMKOB
noceTuTenemn Ha NaHenu MOHUTOPUHra.

—  Cpok peiictBuA foKymeHTOB (B AHAX). BBeauTe cpok, B TeueHue
KOTOPOTO 3arpy>kaemMble JOKYMeHTb! (Hanpumep cornallieH1a o
HepasrnaweHun (NDA) 1M ycnoBMA UCMONb30BaHWSA) OCTalOTCA
NEeNCTBUTENbHbIMU. ITOT CPOK PACNpPOCTPAHAETCA Kak Ha bymaxHble,
Tak U Ha LM POBble BEPCUN [IOKYMEHTOB.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-0215.0.1 |



30 ru | KoHdurypuposaHue

Visitor Management V5.0.1

Mo ncTeueHMH cpoKa AOKYMEHTbl MoMeuarTcsa B npodune

NMOCETUTENA KaK NPOCPOUEHHbIe (3HAUOK YAaCOB C KPaCHOM TOUKOW).

3HaueHne No yMonyaHuw — 365.

Mepuop npenynpexaeHua ob ucTeueHUU CPoKa AencTBUA

LOOKYMEHTOB (B AHAX). YKaXKuTe NpoaonXUTeNnbHOCTb Nepuoaa

npegynpexaneHua ob UcTeueHns cpoka AeNCTBUA JOKYMEHTOB.

B TeueHune neproaa npeaynpexaeHunsa JOKYMEHTbl C UCTEKAOLLUM

CPOKOM encTBMA DyayT nomeueHbl B npodune nonb3osBaTens

3HAUKOM YacoB C OpaHXXeBOM TOUKOM. [1o HacTynneHusa nepvoaa

npenynpexaeHua otobpakaeTca 3HAUOK YACOB C 3eNIEHON TOUKOW.

Norotun. YCTaHOBUTE UMK CHUMUTE DNAXKKKU, KOTOpble onpeaensatoT,

KaKoM norotun otobpakaetca B AMaNOroBbIX OKHax: CTaHOAPTHbIN

UMW HacTpaMBaeMbIl, a TakKe oTobpaxkaetcsa nu rpaduka Bosch.

-  TpeboBaHuA Ansa annoB HaCTpaMBaeMbIX TOFOTUMNOB CM. 3[€ECb:
Hactpovika norotuna komnaHuu, CtpaHuya 35

HaxxmuTe kKHonKy MpepBapuTenbHbIW NPOCMOTP, UTOObLI OTKPbLITH

CTpaHuLy AKNaNnoroBOro okHa B TOM BUAE, B KOTOPOM OHa byaet

oTobOpaXkaTbCA C yUeToM BbiOpaHHbIX NapaMeTpoB. [MoapobHble

CBe[eHWsA O pexume NpenBapuTenbHOro NPOoCMoTpa CM. B

cnepylollem pasaene.

A3bIKHK.

BbibepuTe A3bIKK, KOTOpPble DyAyT AOCTYMHbI B NONb30BATENbCKOM

UHTepdelice, a TakXXe NpeanouTUTeNnbHbIM hopMaT AaTbl ¥ BPEMEHH.

MouToBbI cepBep

Beenute IP-agpec, Homep nopTa 1 cBeaeHusa ob yueTHOW 3anucu ans

NMoOUTOBOrO CepBepa, UToObl paspeLlnTb OTNPABKY 3/TEKTPOHHOW NOUThbI

U3 NPUNOXKEHUA.

LLIabnoHbl 3NeKTPOHHOM! NoUThI

[ocTynHo Heckonbko wabnoHos HTML-coobueHnM, KoTopble 0ObIUHO

HacTpauWBalTCA NoA UHOMBUAYaNbHble NOoTPpeOHOoCTH. MNMoapobHblie

CBeeHWA CM. B CeLunanbHOM pasaene «lwabnoHbl 3NEeKTPOHHOMU

nouTbI» HUXeE.

Mobile Access

YcraHoBuTe chnaxkok Mobile Access, utoObl akTUBMPOBATbL CNYX0Y

Mobile Access.

MoaknioueHune. Beegute agpec cepBepa cnybbl MOOUNBHOrO
poctyna (agpec cny»6bl peructpaumm).
https://<MyMobileAccessBackendServer>:5700

Ona <MyMobileAccessBackendServer> B cpegax ¢ HECKONbKUMU
JoMeHaMu ucnonbaynte uma gomeHa (FQDN).

MpumeuaHue. Utobbl Mcnonb3oBaTb BMecTo FQDN IP-agpec,
Heobxoanmo BBeCTH 3TOT IP-agpec B AManoroBom okHe Co3pgaHue
ceptudmkaTa npu 3anycke mactepa yCTaHOBKW CEPBEPHOM yacTu
cnyx6bl Mobile Access.

PerucTtpauua ycTaHOBLYMKOB. BbibepuTte MHMDOPMaALMIO, KOTOPYHO
[OMKHbI NPEAoCTaBUTh YCTAHOBLUMKK ANA NMONyyeHUa goctyna K
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HaCTPOMKe cuMuTbiBaTeENEM MOOMNBHOro A4OCTyna ¢ nomolubio Bosch
Setup Access.

Bbingnte 13 Beb-npunoXeHnsa U CHoBa BOMAUTE B HEro, utobbl cpasy
HauaTb Nonb3oBaTbCA PyHKUMeEN MobunbHoro goctyna Mobile Access.

PaboTHuK
npUeMHOM

—  OTOT 3KpaH HACTPOEK COAEPXKUT ABa hna)kka AnA Kaxnoro nons
[OaHHbIX B MaNoroBblX OKHAX perncrpawumnu nocetTuTenen coTpyaHuKa
NPUEMHOMN.

—  CHUMMUTE UK yCTaHOBUTE NepBbIM hNaXkok, uTobbl yKasarb,
ABNAETCA N NoMe AaHHbIX BUGUMbIM BO BCEX AMaNOroBbIX
OKHax perucrpauuu.

—  CHMMMUTE UNU yCTaHOBUTE BTOPOMN priadkoK (oTMeueH
3Be340uUKom), utobbl ykasaTtb, ABAAETCA MK None AaHHbIX
ob6A3aTenbHbIM /19 3aMNOMHEHMSA.

—  HacTtpo#Te TeKCT 3arofoBKa no yMonuaHuio B ANANOroBbIX OKHaxX
cbopa AaHHbIX.

Bonee nogpobHble cBegeHWA cM. B pasaene Hactporika

10/1b30BaTe/IbCKOro nHTepgerica, CtpaHuya 34 Huxe.

Oco6an hyHKLHUA: paspellnTb perucTpauuio npubbiTua/ybbiTuA 6e3

KapTbl

NUuHble KapTbl He ABNAOTCA 00A3aTeNbHbIMKW ANA NOCETUTENEN, KOTOPbIE

MayT C MHAMBUAOYANbHBIM CONPOBOXAEHWEM UKW OrpaHUUMBatoTCA

obuecTBeHHbIMW MecTaMu. [InA TakWx cnyyaesB npegycMoTpeHa

BO3MOXHOCTb KOHTpONA nocetutenen 6es kapt. B uenax 6ezonacHoctu

3Ta PYHKLMA NO YMOMUAHUIO OTKNIoUeHa. UToObl BKNIOUMUTL ee, yCTaHOBUTE

hNaxkok:

—  TMpumeuaHue: ecnu ata hyHKLMA BKIOUEHA, TO Nt0OON noceTUTenb,
KOTOPbIA CAMOCTOATENbHO PErMCTPUPYETCA HA KOMMbIOTEPE B PEXHUME
KMOCKa, aBTOMaTUUeCKMW NonyyaeT paspelleHme U oqHOBPEMEHHO
perucTpupyet Bxog,.

—  Cwm. rnaBy 9kcnnyatauusa /IpoBepKa Bxoga U Bbixoga MoceTutesemn
b6e3 kaprt, CtpaHmya 51 3TOro 4OKYMeHTa, rae AeTarbHO ONUcaHo,

Kak nonb3oBaTeNb C NpaBamMy paboTHUKA NPUEMHON MOXeT
obpabaTbiBaTb Nonb3oBaTtenen bes Kapr.

MpuHumawowan
CTOpOHa

Mocetutenb

MapameTpbl anA nonb3oatenei NpuHuMalrwan cropoHa U NMoceTutennb
[OOCTYMHbI TONbKO ANA UTEHUA OO0 TEX Nop, NoKa He ByayT UBMEHEHbI U
coxpaHeHbl MapaMeTpbl AnA nonb3oBatenda COTPYAHUK NPUEMHOM.
Mons, oTMeUeHHble Kak HeEBUAMMbIE B HACTPOMKax nonb3oBaTens
PaboTHMK NpUeMHOM1, aBTOMATUUECKU 33[at0TCA KaK HEBUOMMbIE ANsA
nonb3oBatenen NMpuHumalowana ctopoHa v MoceTurteno.

[anee npouenypa KOHQUIypaumu MaeHTUUHa npeabliayLen.

Cwm.

HasHaueHune ¢puanyeckmx yuetHoix gaHHbix, CTpanuya 47
Hactpotika nonb3oBatesibCKkoro nHrepgperica, CtpaHuya 34
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4.6.1 LLIabnoHbl 3NEeKTPOHHOW NOUTbI
[ocTynHo Heckonbko wWwabnoHoB HTML-cooblieHUi, KoTopble 0ObIUHO HacTpauBalTCH nof
WHOMBWAYaNbHble NOTPEOHOCTU KoMMNaHWK. Kaxkabiv WwabnoH No3BONAeT COXPaHATb agpeca
3NEKTPOHHOM NOouUTbl ANA NonyyaTenei B KONUKU / CKPbITON Konuu / npobHow pacceinke (CC,
BCC u Test), KOTOPbIM MO>XHO MTHOBEHHO OTNPaBUTb TECTOBOE 3/1EKTPOHHOE coobulieHure. Mpu
3arpyske wabnoHa Ans pefakTMpoBaHWA OH KOMUPYETCA B Nanky «3arpy3ku» bpaysepa no
YMOJUaHMUIO.
—  MobileAccess.html lpurnaweHve ansa Bnagenbla KapTbl ANA MCNONb30BaHUA
naeHTMdMKaTOpPOB Ha base cmapTdoHa.
—  SetupAccess.html lNpurnawieHune Ans ycTaHOBLIMKA ANA HAaCTPOMKK CcuMTbiBaTenen ana
MOOMNbHOTO AocTyna.
- VisitorInvite.html [purnaweHne NoCeTUTb Ball CaWT C BO3MOXXHOCTbIO BNOXXEHUA
arna iCalendar B cooblieHWe 3NeKTPOHHOM NOuUThI.
—  InformHostAboutCheckin.html DNEKTPOHHOE YBeAOMIEHME NPUHMUMAIOLLETO O
NPUObLITUM NoceTUTeNA.
3anonHuTenu AnNA UCNONb30BaHUA B WAGNOHAX 3NEKTPOHHOMN NOUTbI
LLIaBnoHbl 2NeKTPOHHOM NOUTbl COAepPXaT HECKOMbKO 3anofHUTENEN ANA BKNOUEHUA B TEKCT
nonen 6asbl JaHHbIX. ITU 3aNOMHUTENMU OMMUCAHbI B CrieayoLmnx Tabnmuyax ¢ yuetom LWabnoHos,
B KOTOPbIX UX MOXHO WUCMONb30BaTh.
Cnyx6a Mobile Access
CoobuieHune Bnagenbly KapTbl (na npunoxeHua Mobile Access) nocne npegocraBneHua
MOOMNbHOTO AoCTyna
3anonHutenb OnucaHue
{{Title}} obpauleHue K nuuy (r-H, r-xa, o4-p U 1. 4.)
{{FirstName}} MMA nuua
{ {LastName} } damunusa nuua
{ { CompanyName} } KOMMNaHuA nuua
{{QrcodeLink}} QR-Kofa, KOTOPbIM COOTBETCTBYET CChINKe, NPeaocTaBnAoLLen
Bnagenbuy KapTbl MOOUNbHbIM AOCTYN Uepes NPUNoXKeHue
{{InviteLink}} CCbINKa, npeaocTaBnsatowan Bnagenbly KapTbl MOOUNbHbBIN
[OCTYN uepes NpUnoxXeHue
HacTtpoiika gocTtyna
CooblleHUe yCTaHOBLLMKY MOOWbHbIX YCTpoHcTB (AnA npunoxeHusa Setup Access) npwu
npenoctaBneHnn UM MobUNbHOTO AOCTyNa ANA HAaCTPOWKK CUMTbiBaTenen
3anonHuTtenb OnucaHue
{{Title}} obpallleHre K yCTaHOBLIUKY (r-H, r-Ka, A-p U T. A.)
{{FirstName}} MMA YyCTaHOBLLMKA
{{LastName} } hamMunusa ycTaHoOBLLMKA
{ { CompanyName } } KOMMNaHMWA yCTaHOBLYMKa
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3anonHuTtenb

OnucaHue

{{OrcodeLink}}

QR-Kof, KOTOPbIM COOTBETCTBYET CChINKe, NPegoCTaBAoLLEN
YCTAHOBLUMKY MODUMbHbBIM AOCTYN ANA HACTPOMKHM
cuuTbiBaTenen uepes npunoxeHune Setup Access

{{InviteLink}}

CCbINKa, NpefocTaBnAtoLLan yCTaHOBLMKY MOOWUNbHbBIM AOCTYN
ONA HACTPOMKK cUMTbiBaTENEN uepes npunoxeHue Setup
Access

MpurnaweHue noceTutens

ONeKTPOHHOE MUCbMO, KOTOPOE OTNPaBNAETCA NOCETUTENIO NPU CO3A4AHUU UNKU PEeAKTUPOBAHUU

NnocCeLleHNA.

3anonHuTtenb

OnucaHue

{{VisitorID}}

NpeHTUdMKaTOp NoCeTUTENS, CO3AAHHbIM NPUNIOXKEHUEM
VisMgmt

{{Title}}

obpalleHure K nocetutento (r-H, r-ka, o-p U 1. 4.)

{{FirstName}}

MMA NocCeTuTenA

{{LastName}}

dhamunua nocetTutens

{ {CompanyName} }

KOMMNMaHKWA noceTuTena

{{HostFirstName} }

UMA NPpUHUMatroLWero

{ {HostLastName}}

haMunma NnpuHUMaroLLero

{{ExpArrivalDate}}

nnaHoOBaA AaTta noceweHuaA

MoceTtutenb NpubbLIN

ONeKTpOHHOE MUCbMO, OTNpPaBNAeMOe NPUHUMAIOLWEMY 1LY, Korda pa6OTHVIK I'IpI/IeMHOﬁ

yTBEepPXOAEeT NocelleHne

3anonHuTtenb

OnucaHue

{{VisitorID}}

MaoeHTudMKaTOp NoceTuTens, Co3aaHHbli MPUNOXKEHUEM
VisMgmt

{{Title}}

obpalleHure K nocetuTento (r-H, r-ka, o-p U 1. A.)

{{FirstName}}

MMA NoceTuTenA

{{LastName}}

dhamunua nocetTutens

{ {CompanyName} }

KOMMNaHKWA noceTuTena

{{HostFirstName}}

MMA NPpUHUMaroLWero

{ {HostLastName}}

dhamunus npMHMMaroLLero

{{ExpArrivalDate}}

nnaHoOBaA Aara noceweHuaA

{{ArrivalDate}}

CbaKTMl-IeCKaH Aata noceweHunA

Bosch Security Systems
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Mponyck noceTutens
[OKYMEHT, KOTOPbIM MOXHO pacneuartaTb M NpeaocTaBuTb nocetutento. OH MOXKET BKouaThb
KapTy 34aHUA UMW KOHTPOINbHbIM CMUCOK.

3anonHutenb OnucaHue
{{VisitorID}} MpoeHTUdUKaTOp NoceTUTens, CoO3AaHHbIM NPUNOXEHUEM
VisMgmt
{({Title}} obpalleHre K nocetuTento (r-H, r-xa, o-p U 1. 4.)
{{FirstName} } “UMA noceTuTens
{{LastName} } damunua nocetTutens
{ {CompanyName} } KOMMNaHUA noceTnutena
{{HostFirstName} } MMA NPUHUMAKOLLEro
{ {HostLastName} } haMunusa NpUHUMalOLLEro
{{ExpArrivalDate}} nnaHoBaA Aarta noceweHma
{{ArrivalDate}} hakTMUecKas garta noceleHus
4.6.2 PeXxum npegBapuUTEenbHOro NpocmMoTpa

OnpepaeneHHble Habopbl NapaMeTpoB UMeIT KHoMKy MpeaBapuTenbHblii NPOCMOTP, KOTOpas
aKTUBHPYET PEXUM NpedBapUTeNbHOro NPOCMOTPa, NO3BONAIOLLIEro NPoOCMaTp1BaTh
AWanoroBble OKHa B TOM BWAE, B KOTOPOM OHW ByayT oTobpakaTbca npu Bbibope aTux
napameTpos.

B pexumMe npeaBapuTenibHOro NPoCMoTpa AeNUCTBYHOT Crieflytolue YCNoBUA:

— B BepxHel yacTv naHenu MOHUTOPUHIra oTobpaxkaetca baHHep.

—  WN3MeHeHMUA, BHECEHHbIE B MAHENM MOHUTOPUHIA UMK B MEHIO, HE COXPaHAIOTCA.

- HaXmuTe 3aKpbiTb peXXUM npeaBapUTeNnbHOro NnpocmoTpa B obnactn 6aHHepa, uTobbl
3aKpbITb PEXUM NpeaBapUTeNbHOrO NPOCMOTPa.

- Wcnonbsynte cnucok U3meHuTb ponb B obnactv 6aHHepa, UToObl MPOCMOTPETL BHELWHUM
BUA MHTepdeica Ana pa3nnMuHbIX TMNOB Nonb3oBaTenen.

4.6.3 LLIabnoHbl JOKYMEHTOB
Bbl MokeTe ckauuBaTb WAbNOHbI Pa3NUUHbIX JOKYMEHTOB W 3/IEKTPOHHbIX MUCEM, a TaKXke
3arpyartb oTpeaakTMPOBaHHbIe BEPCUM 3TUX LWABNOHOB C MOMOLLbIO 4UANOroBOro OKHa
MaHenb moHuUTOpUHra > NMapameTpbl > OCHOBHbIE.

4.7 HacTpo#ka nonb3oBaTenbCcKoro uHtepcenca

Monb3oBaTeNnbCKUN MHTEPENC MOXKHO HACTPOUTb B AMANOroBblix OKHax MlaHenb MOHUTOPHUHra
> MapameTpbl.

4.7.1 HacTtpoiika oTto6pakaemMbiX, HeBUAUMbIX U 00A3aTeNbHbIX NapaMeTpPoOB
BblﬁepI/ITe nonA AaHHbIX, KOTOPbIe 6y).'|,yT OTO6pa)KaTbCF| B AMNANOroBblX OKHaX, U YKaXXUTte, Kakne
N3 3TUX AaHHbIX ABNAKTCA obAasaTtenbHbIMU.
Mpumep:

2023-02 | 5.0.1 | PykoBoacTBO nonb3oBatens Bosch Security Systems



Visitor Management V5.0.1 KoHgurypuposaHnue | ru 35

(2 O°
O (3) O

— Tone (1) aBnsaeTcA BUOUMbIM U 0BA3aTeNbHbIM.
— Tlone (2) aBnsaeTcA BUOAUMbIM, HO HeObA3aTENbHbIM.
—  Tlone (3) aBnsaeTca HEBUAUMbIM.

4.7.2 HacTpoika pexxMuma KMOCKa
Ecnu Ha oObekTe HET OQHOMO UMM HECKOMbKKUX NepudeprunHbIX YCTPOMCTB, HanpMmep cKkaHepa
AOKYMEHTOB, MOXHO HaCTPOWUTb npouecc CaMOCTOFlTe}'IbHOVI perncTpaunn noceTuTena B pexmve
KMOCKa, CHAB (*)}'Ia)KKM COOTBETCTBYHOLLKUX WLIAroB pernucrtpauuu.

4.7.3 Hactpoitka norotuna KoOMnaHuu
padbmnueckue harnbl, 3arpy>kaeMble B KauecTBe NTOroTmna KOMnaHuu, AOMKHbI
COOTBETCTBOBaTh CreayoLlnm TpeboBaHUAM:

MopaepxmBaemMble PNG, JPEG, JPG
dopmarbl

TouHaA wupurHa 125

(nuKkcenu)

TouHas BbicoTa 63

(nukcenu)

Makc. pasamep (MB) 1

4.8 MapameTtpbl Opanamayapa

[obaBbTe BCnomoraTenbHble NPUOXKEHWUA B KOHUIypaLuuo bpaHaMayapa Ha cepBepHOM U
KMUEHTCKOM KOMMblOTEPAX.

1. 3anyctute 6paHamayap Windows, HaxkaB KHOMKY «[lyck» W BbiOpaB MaHenb ynpaBneHus >
Bpangmayap Windows.

Bbibepute [lononHUTENbHble HACTPOMKHU.

Bbibepute MpaBuna gnAa BXOAALLUX NOAKNIOUEHUN.

Ha naHenv JewucTtBua BbibepuTe NnyHKT HoBoe npaBuno...

B amanorosom okHe Tun npaBuna Bbibepute MopTh HaXkMUTe KHOMKY fdanee >.

Ha cnepytower ctpaHuue Boibepute TCP U KOHKpeTHble NoKanbHbie NOPTbI

N oA~

PaspelwnTb CBA3b Uepes crneagytoline nopTbl:
— Ha komnbtoTepe UM KoOMMboTEPax C CEPBEPOM
<MMA cepBepa>: 44333 — UCNoNnb3yeTca cepBepom yaoctoBepeHun AMS

<MMA cepBepa>:5706 — ucnonb3yercA cepsepom VisMgmt
<UMA cepBepa>:5806 — ucnonbayeTtca cepsepoM CredMgmt
<UMA cepBepa>:5700 — UCNONb3yeTcA BHYTPEHHUM cepBepoM Mobile Access

—  Ha KNMeHTCKUX KoMMnbloTepax
localhost:5707 — UCNONb3YeTCA HAACTPOMKOM ANA nepudepumHbix ycTponcts Bosch
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36 ru | KoHdurypuposaHue

Visitor Management V5.0.1

Ucnonb3oBaHKe NOPTOB B CUCTEME

Ucxopawmm Ucxop|Bxopawmmn Bxopg |[poTtoko |[KommeHTapuu
cepBep cepBep n
nopr nopt

VisMgmt * CepBepHaa yactb | 5700 | HTTPS KomaHabl M3 Beb-npunoxxeHus

WUnu cnyx6bl Mobile ONA cosgaHua U/vnu yaaneHus

CredMgmt Access MOOUNbHbBIX YUETHBIX AaHHbIX

MobunbHble * CepBepHas yactb | 5700 | HTTPS MobunbHble ycTponcTBa

YCTPOMCTBA B cnyx6bl Mobile nonyyatoT MOBbUNbHbIE yUeTHble

MHTepHeTe Access OaHHble yepe3 NHTepHeT

CepBepHasn * Google Firebase * HTTPS MobunbHble yCcTponcTBa

yacTb Cnyxo6bl (MHTepHeT) nonyuatoT push-yBegomneHnusn

Mobile Access (cM. pasgen o HacTpomkax
OpaHaMayapa B JOKYMeHTaumu
no Google Firebase)
https://firebase.google.com/
docs/cloud-messaging/concept-
options

KnueHTckum * CepBepHana vyactb | 5706 | HTTPS KomaHAbl C KNMEeHTCKOro

KOMMbtOTEP VisMgmt kKoMnbtoTepa VisMgmt B

nonb3osarensa cepBepHyto yacTtb VisMgmt

VisMgmt

KnueHTckum * CepBepHana vyactb | 5806 | HTTPS KomaHabl C KNMMEeHTCKOro

KOMMblOTEP CredMgmt komnbtoTepa CredMgmt B

nonb3oBarensa cepBepHyto yactb CredMgmt

CredMgmt

KomnbtoTep * CepBepHas uactb | 3389 |YpaneHH |[Mo coobpaxkeHnam

aAMUHKUCTPATO cnyx6bl Mobile bIM 0e3onacHOCTU agMUHKUCTPATOPY

pa Access pabouunit | HeobxoaMMO NpPenoCcTaBUTb NULLb

cTon BPEMEHHbIM JOCTYN K
(RDP) KOMMbIOTEPY, HA KOTOPOM

3anylieHa cepBepHan yacTb
cnyx06bl Mobile Access.

3ameuaHue!

Obpatute BHUMaHUe, uto cnyxba Mobile Access 1 cuctema ACS He noaaep>XMBatoT HU

BXoaAuWwero, HKU ucxogAauwero npAMoOro noaKNIYeHUA.

4.8.1 Mporpammbl U cnyX0bl B UCKNIOUEHUAX OpaHAMayapa
Bbl MoykeTe HacTpouTb bpaHamayap, 4o0baBUB NporpaMmbl U CNy»0Obl B UCKNOUEHUS
1. 3anyctute uHTepdelc bpaHgmayapa Windows, HaxaB Myck > HacTtpoitku > MaHenb
ynpaBeneHua > bpangmayap Windows.
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2. Bbl6epMTe BKnaaky PaspelueHue B3aUMOAENCTBHUA C npunoXxxeHuem Un"u KOMNOHEeHTOM B

6panamayape Windows.

3. BbibepuTe Paspewiutb Apyroe npunoxkeHue (ecnv ata KHOMKa He akTUBHA, akTUBUPYHITE

ee, LenkHyB USMEeHUTb HaCTPOMKHM.

4. MoykHO 0ob6aBWUTb B UCKNOUEHUA cnegyrowme nporpamMmmbl:

Mporpammbl

[lyTb yCTAHOBKMW NO YMONYaHUO — C: \Program Files (x86)\Bosch Sicherheitssysteme)

Mporpamma PacnonoxeHue chavina
acsp.exe [MyTb yctaHoBKkU]\AccessEngine\AC\BIN
ACTA-3.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN

BioVerify.exe

[MyTb yctaHoBKkU]\AccessEngine\AC\BIN

Bioldentify.exe

[MyTb yctaHoBKkU]\AccessEngine\AC\BIN

Bosch.Ace.CredentialManagement.exe

[MyTb
yctaHoBkM]\Bosch Credential Management

Bosch.Access.MobileAccessBackend.exe

[MyTb yctaHoBKkKM]\Bosch Mobile Access

Bosch.Ace.VisitorManagement.exe

[MyTb yctaHoBKKM]\Bosch Visitor Management

CalTa-3.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
CDTA-1.exe [MyTb yctaHoBKkU]\AccessEngine\AC\BIN
EMDP.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN

KCKemas.exe

[MyTb yctaHoBKkKM]\AccessEngine\AC\BIN

KCS.exe

[MyTb yctaHoBKU]\AccessEngine\AC\BIN

Loggifier-2.exe

[MyTb yctaHoBKM]\AccessEngine\AC\BIN

PictureServer.exe

[MyTb yctaHoBKKU]\AccessEngine\AC\BIN

ReplServer.exe

[MyTb yctaHoBKKM]\AccessEngine\AC\BIN

reps.exe

[MyTb yctaHoBKU]\AccessEngine\AC\BIN

TAccExc.exe

[MyTb yctaHoBKM]\AccessEngine\AC\BIN

EMAILSP.exe

[MyTb yctaHoBKkUM]\AccessEngine\AC\BIN

master-3.exe

[MyTb yctaHoBKKU]\AccessEngine\AC\BIN

querySrv-2.exe

[MyTb yctaHoBKKM]\AccessEngine\AC\BIN

webSrv-1.exe

[MyTb yctaHoBKU]\AccessEngine\AC\BIN

LicenseGateway.exe

[MyTb ycTaHoBKM]\AccessEngine\
AC\BIN\net6.0

DMS.exe [nyTb yctaHoBKM]\AccessEngine\MAC\BIN
lac.exe [nyTb yctaHoBKM]\AccessEngine\MAC\BIN
CepBuc

MyTb YCTAHOBKW MO YMONUaHUO — C:

\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System
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4.9

4.9.1

CepBuc

PacnonoxxeHue daitna

Bosch.States.Api

[nyTb yctaHoBKM]\States API

Bosch.Map.Api

[nyTb yctaHoBKKM]\Map API

Bosch.MapView.Api

[nyTb yctaHoBkM]\Map View API

Bosch.Events.Api

[nyTb yctaHoBKK]\Events API

Bosch.Alarms.Api

[nyTb yctaHoBku]\Alarms API

Bosch.Ace.ldentityServer

[nyTb yctaHoBKkM]\Identity Server

Bosch.Ace.Api

[nyTb ycTtaHoBKM]\Access API

Bosch.DialogManager.Api

[nyTb yctaHoBku]\Dialog Manager API

Bosch.Intrusion.Api

[nyTb ycTtaHoBku]\Intrusion API

Bosch Ace Visitor Management

[nyTb yctaHoBKM VM]\

KnueHT Bosch Ace Visitor Management

[nyTb ycTaHoBKM KnueHTa VM]\

Bosch.0SS-SO

[nyTb yctaHoBKM]\OSS-SO

Bosch.0SS-SO.Configurator

[nyTb yctaHoBKM]\OSS-SO.Configurator

Bosch.Access.ProductApi.Api

[nyTb yctaHoBKkK]\ProductApi

UT-6e3onacHOCTb

Be3onacHOCTb CUCTEMbI yNpaBneHMa AOCTYMOM OpraHM3aluu ABNAETCA Ba)XKHOW UacTbio ee
MHpacTpyKTypbl. KomnaHuA Bosch pekomeHayeT cTporo cobntogatb pekomeHgalmm no
obecneuenuto IT-besonacHoOCTH, NpeanucaHHble ANs CTPaHbl YCTAHOBKU MHCTPYMEHTA.
OpraHusalma, MCNonb3yloLlaa CUCTeMY yrpaBneHus 4OCTYNOM, HeceT OTBETCTBEHHOCTb 3a
cnepytolilee:

OTBeTCTBEHHOCTb 3a 06opyaoBaHue

— TpepnoTBpalleHWe HeCAaHKLMOHMPOBAHHOIO (OM3UUECKOTO AO0CTyMNa K KOMNOHEHTaM CeTH,
TaKUX Kak nogkntoueHua RJ45.

—  3noymbiliNeHHMKaM HeobxoanumM U3nMUecKni 4OCTyn ANA BbINMOMHEHMA aTak TMna
«aTaka nocepeauHer.

— lpepnoTBpalleHe HeCaHKLMOHMPOBaHHOIO (ODM3MUECKOro AOCTyNa K anmnaparHomy
obecneueHunto kKoHTponnepa AMC2.

- Wcnonb3oBaHWe BblAeNneHHOW CeTU ANA ynpaBneHua 4OCTYNOM.

—  3N0OyMbIlMEHHUKU MOTYT MONYUMUTb AOCTYN Yepes ApYyrMe yCTPOMCTBA B TOM XKe CeTH.

—  Wcnonb3oBaHue 3alMLLEHHbIX MAEHTUdMKATOPOB, Takkx kKak DESFire ¢ kogqom Bosch u
MHOroaKTOPHOMW NPOBEPKON NOANMHHOCTU C BUOMETPUUECKMMU AAHHbBIMU.

—  Perucrtpauma 3anpocoB C NOMOLbIO NpunoxeHuna Setup Access 1 cunTbiBaTENEMN
MobunbHOro goctyna ¢ moaynamu BLE (Bluetooth ¢ HU3k1M aHepronoTpebneHunem).
HesapeructpupoBaHHble BKMIOUEHHbIE CUUTbIBATENMU YA3BUMbI ANA B3NIOMa TPETbUMU
nuuamu. MHopmMaumio no ycTpaHeHUto NoaobHbIX B3NOMOB nyTeM cbpoca HacTpoek Ao
3aBOACKMUX CM. B PYKOBOZCTBE MO YCTAaHOBKE CUMTbIBAOLLMX YCTPOMUCTB.

—  [pepocTtaBneHne mexaHM3Ma oTpPaboTKKU OTKasa U pe3epBHOIro UCTOUHMKA NUTAHUA ANA
CUCTEMbI YrpaBneHusa 4OCTYNOM.

—  OTCcnexwuBaHWe U OTKMIOUEHUE YUETHbIX AaHHbIX, KOTOpble ObINKu yTepAHbI.
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4.9.2

4.9.3

—  Hapgnexallee cnvcaHue obopyaoBaHus, KOTopoe bornbliue He UCMOMb3YeTCs, B YUaCTHOCTH,
cbpoc 00 3aBOACKUX HACTPOEK W yaaneHue nepcoHanbHbIX AaHHbIX U MHOPMaL MK O
besonacHocCTH.

OTBeTcTBEHHOCTb 3a O
- Hapnexawee obcnyxnBaHue, obHoBneHue u obecneueHue pabotbl bpaHamayapa cetv
ynpaBneHusa LOCTYNOM.

- MOHMTOpVIHF CUTrHaNoB TPEBOIM, YKa3blBakOLWKUX HA OTKMHOYEHHNE annapaTHbIX KOMMNOHEHTOB,

TaKMX KaK CUMTbiBaTENM KapT UK KoHTponnepbl AMC2.

—  OTW CUrHanbl MOTyT 03HauaTb MNOMbITKY NOAMEHbI annapaTHbIX KOMMOHEHTOB
obopynoBaHuA.

—  MOHMUTOPUHI CUIrHANOB BCKPbITUA, BbI3BAHHbIX 3NEKTPUUECKMMU KOHTAKTAMMU
obopynoBaHuA yrnpaBneHusa AOCTYNOM, HaNnpUMep KOHTPOiepamMu, CUMTbIBAaTENAMU U
KNIOYHULAMMU.

- OrpaHuueHue WKpokoBelwaTtenbHon nepenaun UDP B BbiaeneHHOM ceTu.

—  OObHoBneHuA, ocobeHHo obHOoBNEHUA Be30MacHOCTU U UCNPaBEHUA ANA NPOrPaMMHOro
obecneueHus ynpaBneH1a 4OCTYMNOM.

—  OO6HoBNeHUA, B 0cobeHHOCTH 0OHOBNEHWA cucTeMbl 6e30NacHOCTU U UCNpaBneHua ana
MWKponporpamm obopynoBaHus.

-  OObpartvte BHUMaHUe, UTo faxke HefaBHO NOCTaBNeHHOe obopygoBaHUe MOXeT
TpeboBaTb OOGHOBNEHWA MUKPONPOrpaMMHOro obecneueHus. MHCTpyKLMK CM. B
pykoBoAcTBe no obopyaoBaHuio.

- KomnaHua Bosch He HeceT OoTBETCTBEHHOCTH 3a ywepb, HaHeCeHHbIM B pe3ynbTarte
3Kcnnyartauun obopynoBaHUA C yCTapeBLIMMU MUKPOMNPOrpaMmmMamu.

- Mcnonb3oBaHue 3aliumueHHoro kaHana OSDPv2.

- Mcnonb3oBaHWe HadeXHblX Naponemn.

—  TlpumeHeHue lpuHyMna MUMHUMAa/IbHbIX MOTHOMOYMH ANA NpeaoCcTaBleHnA 4ocTyna
OTAENbHbIX NONb30BaTeNEN TONbKO K TEM pecypcaM, KoTopble TpebyroTca UM Ana ux
3aKOHHbIX Leneu.

Bbe3onacHana paGOTa C MOOUNbHbIMHU YY€THbIMU AAHHbIMHU

—  He ocTaBnaWTe HEHACTPOEHHbIE CUMTbIBaTENU MOOMNBLHOIO AOCTYMNa 6e3 oxpaHbl.

—  3N0yMbILINEHHUK MOXET UCMONMb30BaTb TAKOW CUMUTbIBATENb A8 B3N1OMa APYron
cuctembl ACS. B pesynbtaTe noTpebyerca 3aTpaTHbIM cOpOC A0 3aBOACKUX HACTPOEK.

- Ecnv mobunbHoe yCcTPoOMCTBO C MOBOMMbHBIMU YUETHbIMWU [laHHbIMU MNOTEPAHO MK
YKpafeHo, HeobXoaMMO MPeanpUHATL Te e AeUCTBUA, UTO U B CNyyae NoTepu KapTbl: KaK
MOXHO BbicTpee 3abnokupoBaTh YCTPOMCTBO UMK YAANWUTL C HEFO BCe MOBMMbHbIE yUeTHble
JaHHble.

— [ns obnacrteMn, roe TpebyeTcA BbICOKMIM ypoBeHb besonacHoCcTH, komnaHusa Bosch
peKoMeHayeT UCMOoNb30BaTh ABYXMAKTOPHYIO NPOBEPKY NOANUMHHOCTU. B Takom cnyyae
BMafienblly YUETHbIX AaHHbIX NpuaeTca pa3bnokuposaTb MOBUIbHOE YCTPOWCTBO, Npexae
yeM UCMonb3oBaTb ero ANA WAeHTUPUKAL MWK,

—  MobOunbHble yueTHble JlaHHble He BOCCTaHaBNMBAKOTCA NPW BOCCTAHOBNEHWW [aHHbIX
TenedoHa M3 pesepBHOM Konuu. Ecnu Bnagenel, MOBUIbHbBIX YUETHbIX AaHHbIX HauMHaeT
UCMnonb3oBaTb HOBOE MOOUNbHOE YCTPOMCTBO, HEOOXOAMMO NOBTOPHO OTMPABUTbL EMY BCe
uMetoLMeca nNpurnatleHus.

—  3N0YMbILINEHHUK MOXET UCMONb30BaTb MYyLIWTENb CBA3M ANA ONOKMPOBAHUA CBA3K CO

CuuTbIBaTENAMU MOOUNBHOIO poctyna. CoTpyaHWKKU, KOTOPbIM KpaPIHe Heobxoaum AOCTyn B

onpegeneHHble 30Hbl, AONT>XXHbl UMETb MPKU cebe CbMSI/I'-leCKVIe cpencrtea M,EleHTMd)I/IKaLI,VIVI B
KayecTBe 3arnacHoro BapuaHTta.
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— B KauecTBe 3anacHoro BapuvaHTta BMecTo cny»0bl Mobile Access ncnonbayiTte ToNbKO
husnueckne KapTbl C HaOEXKHbIM WK poBaHUeM (TaknM Kak wrdpoBaHMe Bosch).

- 3awuMuanTe cepBep cnyxbbl Mobile Access OoT HECAaHKLIMOHWPOBAHHOTO PhU3UUECKOro
noctyna. KomnaHua Bosch pekomeHayeT UCNonb3oBaTb AONOMHUTENbHbIE MEPbI, TaKUe KakK
WK poBaHue ancka BitLocker.

-  3awmuuiante cepsep cnyxbbl Mobile Access oT aTak TMNa «oTka3 B 06cnyxusaHum» (DoS).
CepBep O0MKeH HaxoauTbcs B 6e30onacHoOM CeTeBOM cpefie C TaKUMK CPEeACTBaMM 3alluUThl,
KaK orpaHUumnTeNb CKOPOCTH.

—  ObpawanTtecb ¢ QR-kogamMu Ans NpUrnaweH1a yCTaHOBLIMKA KaK C YUETHbIMWU OdaHHbIMU
aAMUHUCTpaTopa. YKpadeHHbIn TenedoH yCTaHOBLLMKA C aKTUBHbIMUW YUETHbIMUW AAHHbIMU
NO3BONUT 3M10YMbILLNIEHHWUKY MEePeHacTPOUTb CUMTbIBaTENIM MOOMTIbHOIO AOCTyNa B CBOUX
NPEecCTYMnHbIX Lensx.

—  OTtnpaBnAnTe NpuUrnalweH1a yCTaHOBLIMKaM HenocpeacTBEHHO nepen HacTPOWKOM
cuuTbiBaTeNen U creguTe 3a TeM, UToObl OHM yaanAnNu yueTHble JaHHble cpasdy nocne
3aBepLUeHWUA HACTPOMKH.

— 1o BOBMOXHOCTH Nyyllle UCMOoNb3oBaTbh pyHKLUUIO «CKaHUMpoBaTb QR-Koabl C 3KpaHa,
a He NpwWrnaleHns no aNeKTPoHHOM noute. YoeauTech, UTO Ha3HAUYEHHbIW YCTAHOBLLUMK
Cpasy e 3arpy’kaeT yueTHble JaHHble.

4.10 Co3naHue pe3epBHOW KOMUKU CUCTEMDI
VisMgmt npencrtaBnaetr cobor AONONHUTENBHOE BEG-MPUNOXKEHUE ANA OCHOBHOW CUCTEMBI
ynpaBneHua gocTtynom. [na nonyyeHmnsa MHopmMaLmm o pe3epBHOM KOMUPOBAHWKU CUCTEMHbIX
6a3 gaHHbIX CM. IOKYMEHTaL M OCHOBHOW CUCTEMbI YNIpaBNeHUs 4OCTYNOM.
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5.2

5.2.1

JKcnnyatauyua
O630p poneu nonb3oBaTteneun

Tun nonb3oBaTtensa CueHapuu Ucnonb3oBaHUA
PaboTHWK npuemHom Pervcrtpauua HOBbIX MOCELWEHUN U NOCeTUTENEN

YTBEpPXKAEHWE N OTKNIOHEHWE NOCELEHUI
[obaBneHne nocetTuTenemn B UepHbIA CIMCOK
HasHaueHWe 1 oTMeHa Ha3HaueHWA KapT noceTuTenew
YnpaBneHWe cBA3aHHbIMW JOKYMEHTaAMMU
OTcnexuBaHWe KONMMUecTBa NOCETUTENEN Ha 0ObeKTe

Mocetutenb CamocToATeNnbHaA U NpeaBapuTenbHas perucrpaums
CosgaHue 1 conpoBoXaeHne Npoduna nocetTutens
MoagnucaHue OKYMEHTOB

MpuHnMalolas cTopoHa YnpaBneHue pacnmMcaHusaMMW U CMUCKAMKU MOCELLEHUN U
noceTuTenemn
MpenBapuTenbHasa perncTpauns noceLeHum

AQMUHKUCTPaTOP YcTtaHoBKa rnobanbHbiX NapameTpos

HacTpolka noBefeHWA MHCTPYMEHTa U ero Nonb30BaTenbCKOro
UHTepdelica

[JononHuTenbHo:

Bce BapuaHTbl MCNONb30BaHUA AnA pa6OTHMKa I'IpMeMHOf'II

Mcnonb3oBaHUe naHeNnu MOHUTOPUHTrA

[MaHenb MOHUTOPUHIa ABNAETCA MMaBHbIM 3KPAHOM, LLEeHTPanbHbIM AUANOrOBbIM OKHOM,
no3BonAWUAM nepeﬁTM KO BCe€M OCTallbHbIM ANAaNOroBblM OKHaM.

00630p U 6bicTpbie PUNbTPDI
BepxHsAA yacTb NaHenM MOHUTOPUHIA COAEPXKMUT KPaTKUIM 0030p NoceleHui 3a AeHb. 3TO
NMo3BONAET NONb30BaTENAM C IEFKOCTbIO OTCNEXMBATb KONIMUECTBO NOCeTUTeNnen Ha obbekTe.

Oxupaemoe cerogHa 3apeructpupoBaHHble MoceTutenu, Bbixon, MoceTtutenu c

yucno noceTuTenen: noceTuTenu: _°/o KOTOpPbIX cerogHA UCTEeKLWWUM BpeMeHeM

% NnoKa He perucTpauuu Bbixoaa
3aperucTtpupoBaH

<current count> <current count> <current count> <current count>

/ <total capacity> / <total capacity>

LLlenkHWTe noboM U3 3aronoBKOB, UTOObI OTOUNBTPOBaTb TabNULY NOCELEHUI B COOTBETCTBUHM
CO CMbICNTIOM 3aronoBKa. Hanpumep, WenKHUTe 3arofioBoK 3aperucTpupoBaHHble MOCETUTENH,
UTOObI MPOCMOTPETbL TONMbKO TEX MOCETUTENEN, KOTOPbIM HadHaueHa KapTa.

3HaueHUue <total capacity>— 3TO NapameTp KOHMUrypaLmu, HacTpanBaeMbli
aIMMHUCTPATOPOM cUCTeMbl. CM KOH@Urypauymna ¢ noMolbio MeHro «llapametpbi», CTpaHula
29.

Tabnuua noceweHum
Kaxkgana cTpoka B Tabnuue npeacraBnseTr cobon HasHaueHHoe MocelleHu1e.
—  Tabnuuy MOXHO OTCOPTUpPOBATb Mo NtOOMY M3 cToNbLOB, LLENKHYB 3aronoBok ctonbua.
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- Mo>Ho Bbl6paTb OTAENbHbIX NOcCeTUTenen Unu Cpa3y HeCKOJTbKO noceTutenen ¢ NOMoLLbto
CTaHOAaPTHbIX MHCTPYMEHTOB MbIlLUN U KNaBUaTypbl:

—  [1nA Bbibopa HECKONbKKUX OTAENbHbLIX CTPOK, BblAENUTE UX yaep)KuBas knasuuy Ctrl.
- UYT00bl yOanuTb yxe BblOeNeHHY CTPOKY M3 CcriMcKa BbibpaHHbIX, HaxmuTte Ctrl.
—  Urobbl BblAENWUTb HECKOMbKO COCEAHUX CTPOK, HaxXmuTe Shift.

- B Tabnuuy MoxHo fobaBWTb HOBblE MoceLleHUA

—  OObpabartbiBaTb NOCELLEHUA U CBEAEHUA O NOCETUTENAX MOXHO, HAXKMMaA Ha KHOMKMU

[NencTBun

- YTBepauTb nocelleHue

- OTKNOHWUTb NoceLleHne

- HasHauunTb nocetutento KapThbl

—  V/I3MeHWTb CBeAeHMA O NOoCELEHUM U NoceTuTene
—  MOXHO 3KCMOPTUPOBATb TEKYLLUE OTUITBTPOBAHHbIE CTPOKW B . CSV (haMn UK . XLSX

havin.

Ha roprM3oHTanbHOM NaHenu MHCTPYMEHTOB NpedyCcMOTPeHbl cneayowmne gyHKUNWHU:

“@ @ °

@ Le‘ i 0 D 'et Deassigno

ofd

MerTka

PyHKuUA

1

Kon-Bo npoxopoB

Obulee uncno noceuweHun (N); Kaxxgoe nocelleHMe — CTpoka B Tabnuue.

12

Mowuck

[TouCK NPOM3BONLHOIO TEKCTA MO MNOCELLEHUAM B Tabnuue

OTobpaxkeHue crnvcKa nocelleHnin, Kotopble Bbinu HegaBHoO obaBneHbl B
Tabnuuy.

OTKpbITUE AMANOroBoro okHa Ansa Bbibopa KpuTepues gunbTpa

BosBpat npeacraBneHua Tabnuubl N0 yMoNuaHWio U OTMEHa BCeX
(PUNbTPOB.

OTmeHa
Ha3HauYeHHOW
KapTbl

OTKpbITUE 4UMANOroBOro OKHa ANA OTMEHbI Ha3HaueHHOW KapTbl C
NMOMOLLbI NMOAKNKYEHHOIO PErMcTpaymMoOHHOro CUMUTbiBaTenA.

OTKpbITUE AMANOroBOro OKHa AnA Co3aHMA HOBOM 3amnucK O MOCELLEeHUN
B Tabnuue.

LLlenKHWTe 3HAaUOK C MHOFOTOUMEM ANA Bbl30Ba MEH0, UTODbI
3KCMOPTUMPOBATb TeKyLMe PUNbTPOBAHHbIE BU3UTbI, a TAKXE JOKYMEHTbI B
hannbl pasnuuHbix OPMATOB, HANPUMepP CSV UMK . XLSX
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Mertka PyHKUUA
Ob6paTnTe BHMMaHMe, uto anAa obecneveHns 6€30NacHOCTU AaHHbIX
3KCMOPT MOXHO BbIMOMHWUTb, TONbKO €CNK KNUeHT paboTtaeTt uepes
3awumuweHHoe coegmHeHre HTTPS ¢ cepTuduKaTom.
5.2.2 Crtonbubl U pekcTBuA B Tabnuue
Ctonb6upbl
Crtonbeu 3HaueHue OnucaHue
CocTrosHHUe 3HauyoK, oTpaXkaroLMh COCToAHKE
_,Q noceuieHuna
[MocelleHune
oXupaetca
+O
W
[MoceleHune
YTBEPXOEHO
e
[MoceleHune
OTKNOHEHa
o
=1
KapTa HasHaueHa
o
—
_—E
Cpok gencrteun
KapTbl UCTEK
[MocelleHune
3aBepLUEHO
(nocetutenb bonblie He
BNnageeT KapTamMu U MOKUHYN
TEPPUTOPUIO ODBbEKTA)
Umna MmA nocetuTensa c LLlenkHUTe rMnepccobinKy, uTobbl
rMNepCcChbiNKon NPOCMOTPETb CBEAEHUA O NMOCETUTENE U
TEeKyLEeM NOCEeLeHUH.
Oxxupaemoe [arta v BpemA Oxupaemble gata U Bpemsa npuobITUs
npubbiTHe nocetutens
Oxxupaemoe [arta v BpewmA Oxnpaemble gaTta v Bpemsa ybbitma
ybbiTHE nocetutens

Bosch Security Systems
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Cronbeu,

3HaueHue

OnucaHue

BaHO
npubbiTHe

3apeructpupo |[ata v Bpems

[aTta u BpemA HasHaueHWA NoceTUTento
nepBoM KapTbl.

3apeructpupo | [lata 1 Bpema
BaHO ybObiTHe

[ata u BpeMs OTMeHbl Ha3HaueHWs
noceTuTento NocnegHen KapTbl.

Homepa kapt |UucnoBoe 3HaueHue

Homepa KapT, Ha3HaYeHHbIX JaHHOMY
NnoceTuTento.

DenctBusa 3Hauku CM. oTaenbHyo Tabnuuy HUxe
DencTtBuAa
3Hauok PyHKUUA

v

YTBEepAUTb NnoceLleHune.

NMPMMEYAHME. HeBO3MOXHO Ha3HaUMUTb KapTy NOCETUTENAM, BKIOUEHHbIM B
yepHbIM cnucok. CHauana yganute NoceTuTenem U3 UepHOro CnNucKa unu
BPeMeHHO Uckntounte ux. CM. pasaen YepHsivi crincok: gqobasneHune, yaaneHue
u ucknroyeHune, CtpaHuya 52.

X

OTKNOHUTb NOCeLLeHME.

JTa KHoMKa aKTUBUPYETCA Nocne perucrpauunm I'IpVI6bITVIF| nocetutena, T. e.
nocne nonyyeHnA UM KapTbl.

E]

Ha3Hauutb noceTuTento ogHy MU HECKOMbKO KapT

&

U3MeHUTb cobbiTMe MOCELLEHUA U YUyeTHble AaHHblE noceTutenewu

5.3 PaboTHMK npuemMHOM
5.3.1 ABTOpHM3auuA nonb3oBaTtena B ponu «PaboTHUK NpUeMHOMN»
1. [nA BXxoda B CUCTEMY OTKpOMUTe https://< My VisMgmt_server>:5706/main/ B bpay3epe.
2. BBegute UMA nonb3oBaTens yYEeTHOM 3aNUCH C HeODXOAUMBIMK MpaBaMu ANA Ballel ponu.
ObpaTtutech K afiMMHUCTPATOPY CUCTEMbI, ECNIU Y BAC HET YUETHOM 3aMUCH.
3. Bseaute napone.
4. HaxmuTe BouTm.
5.3.2 Mouck U hunbTpaumA NoceLeHun
Ha naHenu moHuTOopuHra VisMgmt Hag Tabnuuen nocelieHun.
Mouck
[na novcka no MMeHaMm M MPUHMMAKOLWMM CTOPOHaM, BBeAUTE DYKBEHHO-LMMPOBOM 3anpoc B
none NouMcka u HaxxmuTe Knasmwy «BBO».
dunbTpauun
—  [OnA npocMoTpa BnvKammX K TeKyLeMy BPEMEHHW NOCELLEHUM HAXKMUTE KHOMKY
MocnepHue.
2023-02 | 5.0.1 |
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[nAa co3gaHuA cnoxHoro ounbTpa Ha OCHOBE cTaTyca NoCeLleHus, AaTbl NPUObITUA U
ybbITUA, a TaKXKe HOMEPOB KapT HAXXMUTE KHOMKY PUnNbTp.
—  Bo BcnnbiBaloLWeM AUMANOroBOM OKHeE YKaxute Tpebyemble KpuTepuu hunsTpalmu.
- Haxmute NMpUMeHUTb.
CucTtema oTobpasuT B Tabnuue nocelleHni TONbKO Te BCTPEeUU, KOTopble
COOTBETCTBYIOT KPUTEPHUAM (PUNBTPALUK.
UTo0Obl yaanutb Bce KpUTEPUU, HAXKMUTE KHOMKY COpPOCUTD.

5.3.3 Perucrtpauua noceweHun

BBepeHue

Y paboTHMKa NpUEeMHOM ecTb ABa 6a30BbIX CLLEeHAPUA PerucTpaLmm noceTuTenem:

A. Ecnv nocetutenb MCNoNb3yeT KMOCK ANA CO3[aHUA COOCTBEHHbIX MOEHTUHUKATOPOB
noceTuTenem U 3arpy3ku JOKYMEHTOB, COTPYAHUKY NMPUEMHOMN [OCTAaTOUHO NULb A0DaBUTb
HepocTalolme CBeleHNUA U MOAMMUCHU U HA3HAUMTb KapTy NOCETUTENIO.

B. Ecnv nocetutenb He UCMONb3yeT KMOCK M obpallaeTca HanpAMY K COTPYOHUKY
NPUeMHOM, MOCNEAHUI MOXET 3aperucTpMpoBaTthb nocelleH1e ¢ HynAa: cobpatb
HeobxoaWMble CBeAEHMs, NONYyUYUTb NOANUCHK ANA HEODXOAWMbBIX JOKYMEHTOB U Ha3HaUWUTb
KapTy NOCeTUTENIO.

CueHapui A yacTMUHO BXOAMT B cLieHapui B, noaTomy 3aechb onvcaH NonHblM cueHapui b.

Mcnonb3oBaHMe peXxnuma KUoCKa NOCETUTENAMU ONMUCHbIBAETCA B OTAENbHOM pasgene. Cwm.

pasaen Obiyme cBefeHUA 0 pexxume kmocka, CTpaHuiya 55.

Mpoueaypa
Ha naHenun moHuTopuHra VisMgmt Hag Tabnuuen nocelwieHmm.

Ha)kmuTe 3HauoK , uTOObI 4O6ABWTL Ha3HAUEHHOE MnocelleHre B TabnuLy NoceLeHni.
B nnanoroBom okHe MepcoHanbHble AaHHble BBeAUTe AaHHble, KOTopble TpebyeTcA
yKa3blBaTb ANA noceTutenen Bawero obbekta. Obas3arenbHble NONA NOMeUeHbl 3Be3404UKOM
(*)-

MO>XHO BBOAWTb AaHHble BPYUHYO, HO ObICTpee M TOUHee BbINMONHUTb BBOA MOXHO C
NMOMOLLIbIO CKaHepa JOKYMEHTOB, eC/iM OH AOCTyNeH Ha pabouel ctaHUMK paboTHUKa
npuemMmHom. MoapobHble cBegeHMA O NoaaepPKMBaeMbIX NepUdepPUnHbIX YCTPOMUCTBAX CM. B
pasgene [lepughepuriHoe obopyrnosaHmue, CtpaHuya 25.

O6wmue ceegeHun

—  HawawuTte 1 3arpyaunTte nonHbli Npodunb NOCETUTENA, CO3A0AHHbIM NPU NpeablayLLEM

noceuweHnu. na noMcka Nnpoduna HAKMUTE 3HAUOK Cl“’ (Mouck), pacnonoXeHHbIN
B none ®amunua*.
Mpu cosgaHnu Npodmnsa NoceTUTeNnb NonyyaeT YHUKaNnbHbIM OYKBEHHO-LMMDPOBOM Kof,
KOTOpPbIM HEODXOAMMO XPaHWUTb, UTODObI YCKOPUTb NPOLECC perncrpaunu Bo Bpems
nocneayoLmx noceLleHum.

— B nNpoTMBHOM cnyyae BBeAMUTE AaHHble BPYUHYIO.

UpeHTudMKaumoHHble poTorpachumn

—  3arpysurte poTorpaduio U3 annoBomn CUCTEMDI.

- Cpenaute poTO NOCETUTENA C MOMOLLbIO NMOAKNOUEHHON Beb-Kamepbl.

UpeHTUdMKaALMOHHbIE AOKYMEHTDI

-  Haxmute CkaHMpoBaTb JOKYMEHT, UTobObl cuMTaTh JaHHbIE C MOMOLLbIO CKaHepa
JOKYMEHTOB (MpW HaMMuMK) 1 aBTOMATUUECKK 3aMONHWTb COOTBETCTBYOLLME MONA
JaHHbIX B 3TOM AWanoroBoM OKHe.

—  Ecnu B Balel cucTemMe HET ckaHepa JOKYMEHTOB, JaHHble MOXXHO BBECTH BPYUHYIO.

Bosch Security Systems
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5.3.4

- HOpuauueckue JOKYMEHTbI

—  3arpyauTe JOKYMEHTbl, KOTOpble MOCETUTENb NoANMcan B 3N1eKTPOHHOM BUIE C
NMOMOLLbI KMOCKa.

—  Ecnu B Bawen cuctema He NpegycMOTPEH KMOCK ANA MOCeTUTENEeN, pacrneyatamnte 1
3arpysute HeobxoaumMble PDF-0oKymMeHTbl (C MOANKUCHIO MOCETUTENSA), XPaHSALLMeCs B
havinoBok cucteme.

3. Haxmute Oanee onsa nepexoda K avanorosomy okHy MoceweHusn.
4. B aunanorosom okHe MNMoceweHuna Ha naHenu Tekyulee noceweHue BBeaUTE JaHHble,

HeobxoAuMble ANA Ballero obbekTa. ObA3aTenbHble NOMA NoMeueHbl 3Be3aoukon (*).

- Bbibepute Tun noceTurens.
370 MoXxeT bbiTb MoceTuTenb (MO yMONUaHUIO) UMK HACTPanBaeMbiM NogKnacc
MoceTutensa, onpeaenseMblt Kak TUN NULA B OCHOBHOW CUCTEME yrpaBneHUsa 4OCTYNOM.
—  Bbibepute MMA coTpyaHWKa, KOTOPOro nNnaHupyeTe nocetuTb, B none Host

(MpuHuMaloWwmin).

—  BbibpaTb MOXHO TONbKO AeprKatenen KapT OCHOBHOW CUCTEMbI YyNpaBneHWs AOCTYNOM.

—  BcnnbiBatouwas nogckaska oTobpasvT agpec 3NeKTPOHHOM NouTbl 3TOro nuua ans
[OMNONMHUTENbHON UAEHTUDUKALMK.

-  Ecnu nocetutento Tpebyetca conpoBoOXAeHWE NO TEPPUTOPUN 0ObeKTa, BbiIbepuTe MMA

COMpPOBOXAAKLEro coTpyaHka B none ConpoBoOXAaloLUN.

—  Bbibpartb MOXHO TONbKO AeprKatenen KapT OCHOBHOM CUCTEMbl YNpaBneHWs 4OCTYNMOM.

—  BcnnbiBarouwas noackaska oTobpasuT aapec aMeKTPOHHOM NouThbl 3TOro nuua ans
[OMNONMHUTENBbHOM MAEHTUDUKALMMK.

—  Ecnu nocetutento Tpebyetcsa AONONHUTENBHOE BpeMA A8 Npoxoda yepes ABepb,
yCTaHOBMUTe chnaxkok PacluMpeHHoe BpeMs OTKPbITUA ABEPHU.
5. Haxmute KHonky COXpaHUTb.

ObpaTtute BHMUMaHUe, UTO COXPaHWUTb AaHHble HEBO3MOXHO, NMoKa He byayT 3anonHeHbl Bce

obnAs3aTenbHble nons.

- [lepucbepuriHoe obopynoBarue, CtpaHuya 25

YTBepXaeHue U OTKNOHEeHUe NoceleHUmn

MpumeuaHue: yTBepXaeHUe husnueckux Kaprt
Heobxoaumo yTBepamMTh NocelleHune, Npexne Yem MOXHO DyaeT Ha3HauMTb KapTbl MOCETUTENIO.

MpumeuaHue: yTBepXXaeHUe MOOUNbHbIX YUETHbIX JaHHbIX

MobGuWbHbIE YUETHbIE AaHHbIE MOXHO CO3[4aTb U NPEAOCTaBUTb B A€Hb NOCELLEHWUA aHaNorMuHo

Ha3HAUEeHU (PU3UUECKOMN KapTbl.

—  MNpumeuaHue. MobunbHble yueTHble AaHHble OyayT HeAeNCTBUTENbHbIMW [0 YTBEPXKAEHHWA
noceLleHus.

Kpome TOro, MOXXHO COo34aTb MODOUNbHbIE yuyeTHble AaHHble U NPeaoCTaBUTb UX 3apaHee. Korp.a

NoCeTUTeNb NPUXOOMT B MPUEMHYIO, YTBEPAMTE NOCELEHUE, KaK OMUCAHO HWUXe, UToDbI

aKTUBUPOBATb YUETHbIE JaHHbIE.

—  MNpumeuaHune. MobunbHble yueTHble AaHHble OyayT HefeNCTBUTENbHbIMW [0 YTBEPXKAEHHWA
noceuweHus.

—  Ecnu yctaHoBneHo npegnonaraeMoe BpeMA OKOHUaHMA MoCeLleHus, 3To Bpems byaet
NPUMEHEHO.
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5.3.5

—  Ecnu BpeMs OKOHUaHWA nocelleHns He 3aaaHo, byaet NpMMEHEeHO KONMMUeCcTBO YacoB No
ymMonuaHuio (8). ADMUHUCTPATOPbl MOTYT U3SMEHUTb 3TO 3HAUEHWE MO YMOMUaHUIO B MEHIO
Hactponku.

Mpoueaypbl yTBEPXKAEHUA U OTKNOHEHMUSA

YTBEPOUTb UK OTKNOHWUTb NOCELLEHUA MOXHO B 1BYX MecCTax:
— B Tabnuue nocelleHnU Ha NaHenM MOHUTOPUHIa

- B pefakTope nocelieHun

B 'ra6nm.|,e noceweHU Ha NaHenu MOHUTOPUHTra:

.

- YTtBepauTb: BbibepuTe CTPOKY B TabnuLe NOCELEHWI U LLENKHUTE 3HAUOK . Mocne
NOABNEHUA BCMN/bIBalOLLEro OKHA MOATBEPXKAEHUA 3HAUOK CTAHOBUTCA CepbiM, MOKa3bliBas,
YTO MOCeLLeHUE YTBEPXKAEHO.

X

- OTKNOHUTL: Bbl6epMTe CTPOKY B Tabnuue noceweHnmn 1 WeNKHUTE 3HAUOK . Mocne

NOABMNEHWA BCMN/bIBAKOLWEro OKHa NOATBEPXKAEHUA 3HAUOK YTBEPAUTb CHOBA CTAaHOBHUTCA
CHUHHUM, NOKa3blBaA, UTO AaHHOE NocelleHNUE NO-NPEXHEMY OXXWUOAET YTBEPXKAEHUA.

B pepakTope nocewieHun:
1. B Tabnuue noceuweHWi Ha NaHenM MOHUTOPUHTA BbIDepUTE CTPOKY U LLENIKHUTE 3HAUOK

4

AnA pegaktupoBaHMUA NOCELEHUA.

2. B pnanoroBom okHe MepcoHanbHble AaHHble HAXXMUTE KHOMKY [anee.
3. B aunanoroBom okHe MNMocelweHUa HaXXMUTE KHOMKY YTBepAUTb UM OTKNOHMUTb.
4. TloaTBepamTe AeWUCTBUE BO BCM/bIBAOLWEM OKHE.

HasHaueHue dmsuuecxux YUeTHbIX AaHHbIX

BBepeHue

HasHaubTe KapTy NoceTUTENA KaXXAOMy NMOCETUTENHO, KOTOPOMY paspeLleH BXOA Ha TEPPUTOPUIO

AaHHoro obbekTa. Mpu HeEOBXOAMMOCTU MOXHO HA3HAUMTb HECKONBbKO KapT O4HOMY

NnoceTUTento.

—  Bpemsa Peructpauuu npubbITUA NOCELLEHWUA — 3TO BPEMA Ha3HAUEHWA NEPBOM KapThl.

-  Bpema Peructpauum ybbITUA NoceLleHUA — 3TO BPeMA OTMeHbl Ha3HAUeHUA nocnegHemn
KapTbl, HA3HAUEHHOM MOCETUTENIO.

PaboTHUK NPUEMHON MOXET HadHauaTb KapTbl U OTMEHATb UX Ha3HAUEHUWEe Ha NaHenu

MOHWTOPUHTIA, €CNU K KOMMbIOTEPY PabOTHUKA MPUEMHOM MOAKMIOUEH CUMTbIBATENDb

perncTpaumoHHbIX KapT.

TeM He MeHee, eCNiu CUMUTbIBaTENb KapT OTCYTCTBYET, PEAaKTOP NOCELeHU NO3BONAET

HasHauaTb HOMepa KapT.
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3ameuaHue!

NMuua, 3aHeceHHble B UEPHbIN CMUCOK, He MOTYT NoNnyyaTb KapThbl

KapTbl HENb3A Ha3HAUWUTb MOCETUTENSAM, KOTOPblE HAXOAATCA B UepPHOM crnucke. MNepen
MOMNbITKOW Ha3HaYUTb KapTy yaanute nocetutena U3 4epHoOro CnnucKa Unu cos,uaﬁTe anA Hero

BpeMeHHO€e UCKNIUYEHHUE.

HasHaueHue KapTbl HA NaHEeNU MOHUTOPHUHIa (TpeﬁyeTcn perucrpauuouublﬁ C‘-IMTbIBaTeﬂb)

1.

MpurotoBbTe DU3UUECKYIO KApTy NOCETUTENSA, UTOObI MPUNOXUTb €€ K PErMCTPaLMOHHOMY
CuMTbIBaTEN!O.

YTBepauTe nocelleHune B Tabnuue noceuieHnn. CM. pasgen YTBepxxaeHue u OTKIOHeHHUe
nocewyerHuni, CtpaHuya 46.

Bbl6epMTe CTPOKY noceweHnAa U WenkKHUTe 3Ha4uoK
Cne,qyﬁTe MHCTPYKUMAM BO BCMbiBaoWeM OKHe AnA UCNoNb30BaHUA PErMcTpaulmMoHHOIo
CUuTbliBaTENA.

OTMeHa Ha3HauYeHUA KapTbl HA MaHeNM MOHUTOPUHra (Tpeﬁye'rcn perucrpauuouublﬁ

cuMuTbiBaTenb)

1.

MonyunTe oT Bnagenbla KapTbl (OU3UUECKYIO KApTy U MPUrOTOBbTECH MPUNOXKUTL ee K

n

Ha naHenu MHCTPYMEHTOB WEeNKHUTe OTMEeHUTb Ha3HaueHue KapThbl. ®

PerncTpauymMoHHOMY CUUTbIBATENHO.

Cne,qyﬁTe MHCTPYKLUMAM BO BCMMbiBalOWeEM OKHe AnA UCMOoNTb30BaHUA PerMcTpaumMoHHOro
CUMnTbIBaTeENA.

HasHaueHHue KapTbl B pefaKTope NoceleHuin

1.

B Tabnuue nocelueHU Ha naHenu MOHUTOPUHIa Bbl6epMTe CTPOKY M WWENKHUTE 3HAUOK

ONA pefakTMpoBaHUA 3TOro NocelleHus.
B nnanorosom okHe MNMepcoHanbHble gaHHble HAXMWUTE KHOMKY Janee
Ecnu noceleHne elle He YTBEPXKAEHO, HAXKMUTE KHOMKY YTBEpPAUTb B MaNoroBOM OKHe

MoceweHun.

ﬂpVI Hannunn NoaKNKOYEHHOro perncTpaymuoHHOro CYMnTbiBaTENA HAXXMUTE KHOMKY CuutaTtb
KapTy 1 cnegymTe MHCTPYKLMAM BO BCMNMblBaOLWEM OKHEe ANf UCNOMb30BaHUA
PEerucTpaLMoOHHOro CuMThiBaTen .

B npoTMBHOM cnyyae onA NpocMoTpa CrUCcKa AOCTYMHbIX KapT NOCETUTENEN HAXKMUTE
NMokasaTb AOCTYNHbIE KapThbl.

MpW HAaNMUKMKU HECOPTUPOBAHHbIX (PU3UUECKUX KAPT C NeUYaTHbIMY HOMEPAMMU MOXKHO TaKXe
BblOpaTtb ntobyto KapTy M ObICTPO HAWTU ee HOMEP B CMMUCKE C MOMOLLbI MHCTPYMEHTA
noucka.

1l

LLlenkHUTEe 3HaUOK PALOM C HOMEPOM KapThbl, UTOObI Ha3HAUMUTb 3TY KapTy TEKYLLEMY
NnoceTUTento.
Mpn HEOBXOAMMOCTM Ha3HAUWUTb U ApPYyrue KapTbl MOBTOPUTE NOCNeAHee AENCTBHE.

Haxkxmute CoXpaHUTb, yToOHI COXPaHUTb TeKyllee noceuwieHne C Ha3Ha4yeHHbIMU KapTaMu.
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OTmeHa Ha3HaueHUA KapTbl B pegakrope noceweHumn
1. B Tabnuue nocelleHni Ha naHenu MOHUTOPUHIa Bbl6epMTe CTPOKY U WENKHUTE 3HAUOK

ONA peakTMpoBaHWA 3TOro NoceleHus.
2. B puanorosom okHe MepcoHanbHble AaHHble HAXXMUTe KHOMKY [danee
3. B aunanorosBom okHe MNMoceweHUa Ha naHenu «KapTbl NOCETUTENEN» LLIENKHUTE 3HAUOK

X
pAOOM C KapToW, Ha3HaueHWe KOTopoM TpebyeTcA OTMEHWUTb, U NOATBEPAUTE
,u,eﬁcname BO BCMNbIBakOLWEM OKHeE.
MoBTOpPANTE 3TO AEeMCTBME A0 TexX Nop, Noka He DyaeT OTMEHEeHO Ha3HaueHue Bcex
HeobXoAMMbIX KapT.
4. Haxmunte COXpPaHUTb, UTOObI COXPaHUTb TEKYLLEE NOCELLEHWE C HAa3HAUEHHbIMW KapTaMu.
5. Tlpu OTMeHe Ha3HaueHWA nocrneaHen KapTbl, HA3HAUEHHOM NMOCETUTENt, CUcTeMa
3anucbiBaeT 3Ty AaTy M BpeMsA B KauecTBe BPeEMEHW perucrpaumm yobitua nocetuTens.

A

B Tabnuue noceuieHnn CoCToAHWE 3TOM 3aNMCKU MEHAETCA Ha

Cwm.

- KoHgurypauyma c nomotlbto MeHro «llapametpbi», CTpaHuya 29
- Peructpayma noceujeHmus, CtpaHuya 45

-  VrBepxxpeHue u oTK/IOHEHUE noceljeHur, CtpaHuya 46

5.3.6 HasHaueHue MOOUNbHbIX YUETHbIX OaHHbIX

MpenBapuTenbHble TpeboBaHUA
- B cucTeme yctaHoBNeHa v HacTpoeHa cny»xba Mobile Access.
—  WHCTpPYKUMM CM. B COOTBETCTBYIOLLEM pasfene rnaBbl «YCTaHOBKa» AAaHHOTO
OOKYMeHTa.
- Ha cmapT-ycTpoHncTBe NpUHMMAIOLLIErO UL YCTAHOBNEHO U 3anyLleHo npunoxexHune Mobile
Access.
—  WHCTPYKUMK CM. B COOTBETCTBYIOLLEM pasfene rnaBbl «YCTaHOBKa» AaHHOTO
OOKYMeHTa.

Mpouenypa Ha NaHeNU MOHUTOPHUHTA
1. BblbepuTte CTPOKY n1ua, KOTOPOMY HY>XHO NPefoCcTaBUTb MOBOWbHbIE YUETHbIE AaHHble

L.
2. B BbliOpaHHOM CTpOKE LWENKHWUTE 3HAUOK
3. BbibepuTe BapuaHT C NOMOLLbI OQHOMO M3 KPYMHbIX 3HAUKOB:
-  QR-kop
Unu

—  NUCbMO C NpUrnaweHuem

4. Ecnu BblOpaH BapuaHT ¢ QR-kopgom:

- Cucrtema otobpaxkaet QR-kon

- Monb3oBaTtenb ckaHupyeT QR-koa ¢ nomMollbio NnpunoxeHusa Mobile Access Ha MoOBUNbHOM
yCTpOMCTBE
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—  YTtoObl aKTUBMPOBATb YUETHbIE JaHHbIE, HY>KHO YTBEPAUTb NOCeLLEeHME.
MHCTPYKLMK CM. B pasaene YrBepxgeHue n OTKI0HeHue riocelyeHmns, CtpaHuya 46

—  Korga npunoxeHue 3anyLieHo, MObunbHOe YCTPOMCTBO AENCTBYET aHANOrMUHO
hM3nuecKomn KapTe gocTyna

5. Ecnu BbibpaH BapuaHT NMCbMa C NpUrnaweHuem:

—  [lo ymonuaHuio nporpamma BblbMpaeT agpec aneKTPOHHOM MouThbl, YKa3aHHbIM AnA
BbliOpaHHOro nuua. NMpu HeobxoaMMOCTU BBeAUTE APYron aapec 3NeKTPOHHOW NouThl

—  CucTtema oTnpaBnaeT 3N1eKTPOHHOE MUCbMO Ha BbIOpaHHbINM agpec

- JIMuo nonyyaet aNeKTPOHHOE MUCbMO HA MOBUNBHOE YCTPOMCTBO C YCTAaHOBNEHHbIM
npuNoXeHuem AnAa MobWnbHOro gocTyna

—  JlMuO OTKPbIBAET CCbINKY B 3IEKTPOHHOM MUCbME

-  Urobbl aKTUBMPOBATb YUETHbIE AaHHbIE, HY)>KHO YTBEPAUTb NOCELLEHUE.
MHCTPYKLMK CM. B pasfene YrBepxxgeHHue n OTKII0HeHHue riocelyeHmns, CtpaHuya 46

-  Korga npunoxeHue 3anyueHo, MOOWIbHOE YCTPOMCTBO AEMCTBYET aHANOMMUHO
hM3nuecKomn KapTe gocTyna

Mpoueaypa B AManoroBbiX OKHaX peAaKTUPOBaHUA
1. Bbl6epI/ITe CTPOKY nnua, KOTOpoOMY HY>XHO npeanoCtaBuUTb MobunbHble YUY€THbI€ AAaHHbIE

&
2. B BblbOpaHHOM CTPOKE LIENKHWUTE 3HAUOK
OTKpoOeTCcA AManoroBoe OKHO pefaKTMpOBaHMA
B VisMgmt HaxxmuTe kHonKy [lanee, utobbl NepeiTy Ha akpaH CBeAeHUA O NoceLeHun
HaxxmuTe kKHonKy [lo6aBUTb MOBUNbHBIA AoCcTyn
BbibepuTe BApUaHT C NOMOLLbIO OAHOIO U3 KPYMHbIX 3HAUKOB:
QR-kop,
nnu

oMo

—  NUCbMO C NpUrnaweHuem

6. Ecnuv BbiOpaH BapuaHT ¢ QR-koaoMm:

—  Cucrtema oTtobpaxaet QR-kof

— TNonb3oBartensb ckaHMpyeT QR-kog ¢ nomolbto npunoxeHnsa Mobile Access Ha MobunbHOM
yCcTpoKncTtBe

—  YT1oObl aKTUBMPOBATb YUETHbIE JaHHbIE, HY>KHO YTBEPAUTb NOCeLLeHMeE.
MHCTpYKLUMK CM. B pasaene YTBepxaeHue un oTkoHeHue nocelyeHmi, CtpaHuya 46

—  Korpa npunoxeHue 3anyLieHo, MOOWIbHOE YCTPOMCTBO AEMCTBYET aHANOMMUHO
husnueckom KapTte fgocTyna

7. Ecnuv BblOpaH BapyMaHT NUCbMa C NpUrnaweHuem:

—  [lo ymonuaHuto nporpammMa BblOMpaeT agpec 3MeKTPOHHOM MOUTbI, YKa3aHHbIW AN
BblOpaHHoOro nuua. Npu HeobxoaMMOCTU BBEAUTE APYrOM aapec 3MEeKTPOHHOW MouThl

—  Cucrtema oTnpaBnseT 3NeKTPOHHOE NMUCbMO Ha BbiOpaHHbIM agpec

—  JlMuo nonyyaet 3MeKTPOHHOE NMUCbMO Ha MODOWbHOE YCTPOMCTBO C YCTAHOBMEHHbIM
NpUNoXeHWeM AnAa MobWnbHOro gocTtyna

= JlMuo OTKPbIBAET CCbINKY B 9EKTPOHHOM MUCbMe

—  YTtoObl aKTUBMPOBATb YUETHbIE JaHHbIE, HY>KHO YTBEPAUTb NOCELLEHME.
MHCTpPYKUMKU CM. B pasnene YTBepxaeHne u oTKIoOHeHue rnocelyeHuri, Ctpanvya 46

- Korga npunoxeHue 3anyLieHo, MobunbHOe yCTPOMCTBO AENCTBYET aHANOrMUHO
h13nuecKomn KapTe gocryna
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Cwm.
—  YcraHoBka cnyxbbi Mobile Access, CtpaHuya 17
—  YcraHoBka npunoxerHunii Mobile Access, CtpaHuia 24

5.3.7 OTMeHa Ha3HauYeHUA YUYEeTHbIX AAaHHbIX

OTMeHa Ha3HaueHUA KapTbl HAa NaHeNU MOHUTOPUHra (TpebyeTcA perucTpaLUOHHbIN
cuuTbiBaTenb)
1. [onyuuTe oT BNagenbla KapTbl (OU3UUECKYIO KapTy W MPUTroTOBbTECH MPUNOXKUTL ee K
pervcTpaLmoHHOMY CUMTbIBATENIO.
1]
=]

2. Ha naHenu MHCTPYMEHTOB LenKHUTe OTMEHUTb Ha3HAUEeHUEe KapThbl. ®
3. Cneaoynte MHCTPYKLUMAM BO BCMNMbIBAKOLIEM OKHE A1 UCNONMb30BaHUA PErMCTPaALMOHHOTO
CcuuTbIBaTENSA.

OTMeHa Ha3HaueHus KapThbl B pefakTope yueTHbIX AaHHbIX
1. B Ta6nmue I'IOCELLI,eHMﬁ Ha naHenn MOHUTOPUHIa Bbl6epMTe CTPOKY U WWENKHUTE 3HAUOK

ONA pefakTMpoBaHWsA 3TOro Bnaaenbla KapThbl.
2. B avanoroBoM OKHe pedakTMpoBaHUA B cTonbue KapTbl COTPYAHUKOB LLIENKHUTE 3HAUOK

X
pPALOM C KapTOM, Ha3HauyeHue KOTopoK TpebyeTca OTMEHUTb, U NOATBEpAUTE
[EencTBME BO BCM/bIBAOLEM OKHE.
MNMoBTOpPANTE 3TO AENCTBME OO0 TeX Nop, Noka He bDyaeT OTMEHEHO Ha3dHaueHue BCex
HeobxoamMMbIX KapT.

3. Hakmnte COXpaHUTDb, uToObI COXPaHUTb TeKyllee noceweHne C Ha3HaYeHHbIMU KapTaMHu.

5.3.8 MpoBepka Bxoga U Bbixoga nocetrurenen 6es kapr

BBeneHue

NMMUHbIE KapThbl HeobA3aTenbHbI anAa HOCGTMTeﬂeVI, KOTOpble NayT ¢ UHOUBUAYanbHbIM
COMPOBOXOEHWEM MU OrpaHMuMBaloTCA 0bLEeCTBEHHbIMW MecTamMu. [1nA Takux cnyyaes
npenycMoTpeHa BO3MOXHOCTb KOHTPO/A noceTutenen 6es kapt. B uenax 6esonacHocTh aTa
(PYHKLMA MO yMOMUAHUIO OTK/HOUEHA.

MpepBapuTenbHoe TpeboBaHue.

CHUCTEMHbIM aAMUHUCTPATOP BKNHOUMN (DYHKLUIO perucTpauum npubbiTua/ybobiTua 6e3 KapTbl B
nvanorosom okHe Hactpoiku > PaboTHUK pecenweHa > MoceweHua. CM. MHCTPYKLMU B rnase
Nno KOHUrypaumnun KoHgurypauymsa ¢ nomoLybto MeHto «llapametpsbl», CtpaHuya 29.

Mpouecc

Ecnu aTta dhyHKUMA BKMOUEHA, TO MPOUCXOAUT cneaytollee:

- Jhobow noceTntenb, CAaMOCTOATENBHO PEMMCTPUPYIOLMUCA HA KOMMbOTEPE-KUOCKE,
aBTOMaTUMUECKW NOATBEPIKAAET NocelleHWe U OAHOBPEMEHHO PErMCTPUPYET BXOA,.

- Cucrtema BbicTaBnqaeT Aaty U BpeMAa BXoAaa Ha MOMEHT pernucrtpauuu.

—  KHonka Peructpauua npubbiTua/ybbiTua 6e3 KapTbl NOABNAETCA B pefakTope
nocelweHWn 1 Ha NaHeNnn MOHUTOPUHIa COOTBETCTBYIOLLEro BU3UTA.
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Mopapok AencTBuit: Peructpauuna Bxoga nocetutens 6e3s kapTtbl

Ecnu He MOXeT 3aperucTpupoBaTtb ceba B KMOCKe, HO My HY>KHO 3aperucTpupoBaTth BXog 0e3

KapTbl:

1. 3aperucTpupymTte nocelleHne BPyUHYHO, Kak ONUCcaHo B rnaBe Perucrpaymsa noceLyeHmH,
CrpaHuya 45

2.  LUWenkHWTe MMA noceTuTens B Tabnuue NocewweHni Ha NaHeNn MOHUTOPUHTA UNK LLENKHWUTE

, UTOObl OTpPEeaaKTMpPOBaTb NOCEeLleHHe.
3. B aunanoroBom okHe MNMepcoHanbHble faHHble HAXXMWUTe KHOMKY Janee
4. B aunanorosom okHe MNMoceweHusn, B obnactv KapTbl nocetuteneu, Haxxmunte Peructpauun

Bxoga 6e3 KapThbl

Mopapok aeiicTBuit: Peructpauua Bbixoaa nocetTutensa 6es KapTbl
Ecnu nocetutenb 6e3 KapTbl NOKUOAET NOMELLEHHUE:
1. LllenkHuTe UMA noceTuTena B Tabnuue nocelleHnin Ha NaHen MOHUTOPUHTA UMK LWENKHUTE

&
, UTOObI OTPEeAaKTUPOBaTb NOCELLEHMUE.
2. B gmanorosom okHe lMepcoHanbHble AaHHblIe HAXXMUTE KHOMKY [lanee
3. B ananorosom okHe MocelweHusn, B obnactu KapTtbl noceTutenen, Haxmute Perucrpauus
Bbixoga 6e3 KapThbl

Cwm.
- Peructpaynsa nocewjeqHnu, CtpaHuya 45

5.3.9 UepHbliii cnucok: gnobaBneHue, yaaneHue U UCKNUeHUe
MoceTuTenem, NPUCYTCTBME KOTOPbIX HA OObeKTe HeXXenaTenbHO, MOXXHO MOMECTUTb B UEPHbIN
CnMcoK. Noka NnoceTuTeNnb HaXOAMTCA B UEPHOM CMUCKE, eMY HENb3A HA3HAUMUTb KapTy.
MoceTuTena MOXHo B Ntoboe BpeMs yaanuTb UM BPEMEHHO UCKIOUUTb U3 UEPHOTO CMUCKA,
yToObl HA3HAUMUTL EMY KapTy.
Job6aBneHue B UepHbIA CMUCOK
1. B T1abnuue nocewieH1 Ha NaHenum MOHUTOPUHIA BblbepUTe CTPOKY M LLENKHWUTE 3HAUOK
ANA pefakTMpoBaHWA MoceLeHus.
2. B pauanoroBom okHe MepcoHanbHble faHHble HAXKMWUTE KHOMKY UepHbIA CNUCOK.
3. Bo BcnnbiBaloLWeM OKHe MOATBEPAMUTE, UTO 3TOT NONb30BaTeNna AeNCTBUTENbHO HEOOXOAMMO
BHECTU B UEPHbIN CMUCOK.
4. B cnegytolleM BCNMblBaloLLEM OKHe BBeAUTe NPUUKHY U NoaTBepauTe gobaBneHve B
UepHbIN CMUCOK.
- B penakTtope noceuieHus dyaet otobpaxkeH baHHep B uepHoM cnucke:
— Topg 6baHHepoM NosBATCA ABe KHOMKKW: ogHa — ANA yAaneHus, a apyras — ANnA BPEMEHHOro
WCKINIOUEHWSA MOCETUTENSA U3 UEPHOIO ChKcKa.
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- B Ta6m4ue noceweHna UMA KaxKgoro M3 3aHeCeHHbIX B ueprM CMUCOK noceTutenemn
Yadira Hamill

oTobpaxkaeTcA ¢ TpeyronbHbIM 3HAKOM npeaynpexaeHua. Mpumep:

YpaneHue U UCKNIOUEHUe
1. B Tabnuue nocelleHni Ha NnaHenuM MOHUTOPUHra BbibepuTe CTPOKY, B KOTOPOM NOCETUTENb

7

OTMEUEH KaK BKMIOUEHHbIM B lJGDHbIVI CMUCOK, U LLENKHUTE 3HAUOK , UTOObI

OTpeaaKkTMpoBaThb NocelleHue.

2. B pauanorosom okHe MepcoHanbHble AaHHbIe HAXKMUTE OAHY U3 CNEeayHLUX KHOMOK:

—  Ypanutb, uToObl HaBcerga yaanuTb NOCETUTENA U3 UePHOMO CrMCKa.

—  Hckniouuntb, uTobbl OCTaBUTb NOCETUTENSA B UEPHOM CIMUCKE, HO Pa3peLlnTb HasHaueHne
KapTbl TONbKO ANA AaHHOro NoceLleHus.

3. TloateBepauTe AEeWCTBME BO BCMNbIBAKOLIEM OKHE.

5.3.10 XpaHeHue npocdunein noceTuteneu
Cuctema XpaHuT Npodunu nocetTuTenen 4o Tex Nop, noka camu NOCeTUTENU UMK
aAMMUHUCTPATOPbLI UX HE YAAnAT.
o UCTEeUEHWH CPOKA XPaHEHWA, ONPEAENEHHOro B HACTPOMKaxX CUCTeMbI (3HaueHWe No
ymMonuaHuio — 12 mecsaueB), cucteMa ygansaeT 3afnmMcu O NoCeLeHUH.
Korga nocetutenb unv paboTHUK NpUEeMHOW co3aaeT HOBbIM NPOodunb NOCETUTENA, ITOT
nNpodub NONyyYaeT YHUKanbHbl OyKBEHHO-LUMGPOBOM KoA. [oceTuTenu Moryt BOMTU B CUCTEMY
C 3TMM KOAOM C NMOMOLLbIO KMOCKa NOCETUTENA U, CriefoBaTeNbHO, MOMYUMTb AOCTYN ANs
COXpaHeHUA CBOMUX CODCTBEHHbIX NpodUnen.
3ameuaHue!
3aumTa MaeHTUUKaTOPOB NoceTuTenem
CnegnyeT 3alluLiaTb UAEHTUMUKATOPLI NOCETUTENEN OT HECAHKLUMOHUPOBAHHOIO AOCTYNa, Tak
Kak OHWM obecrneuunBaloT AOCTYN K NEPCOHANbHbIM AAHHbIM.

5.3.11 MpocmoTp 3anucei o NoceweHUAX
1. B T1abnuue nocelwieHWi Ha NaHenu MOHUTOPUHIa BblbepuUTe CTPOKY M LLENKHWUTE 3HAUOK

74
ONA pefakTMpOoBaHUA 3TOro nocelleHus.
2. B puanoroBom okHe MNepcoHanbHble AaHHble HAXXMUTE KHOMKY [anee.
3. B aunanoroBoMm okHe TeKyLyiee noceweHue HaxxmuTe KHomnKy NMoka3saTb Bce NoceLlleHus.
B nnanoroBom okHe TeKkyuiee noceweHue otobpa)kaeTca CNMCoK npeablayLmnx
NnoceLLeHUN.
54 NMpuHuMaOLWan CTOPOHa

MpUHKUMalOLAA CTOPOHA — 3TO COTPYAHUK, KOTOPbIM NpUHUMaeT nocetutend. CoTpyAHUKH
MOTYT PErucTpMpoBaTh CBOU CODCTBEHHbIE BCTPEUW M MPOCMaTpPMBaTh B CUCTEME NoApPobHbIe
CBE[IEHUA O NOCETUTENAX WU UX MPOLLbIX, TEKYLIUX U ByayLMX noceLeHnnax.
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54.1

5.4.2

ABTOpu3auua nonb3oBatena B ponu «[IpMHMMaloLWwan CTOPoOHa»

1. [0nA BXxoda B CUCTEMY OTKpOMTe https://< My VisMgmt_server>:5706/main/ B bpay3epe.

2. Bsegute UMA Nnonb3oBaTens yYETHOM 3aNUCH C HEODXOAUMBIMK MpaBaMu ANA Ballel ponu.
Obpartutech K aAMMHUCTPATOPY CUCTEMbI, ECNIM Y BAC HET yUETHOM 3aMuUCH.

3. Bseaute napone.

4. HaxmuTe BouTn.

Mouck u dunbTpauuna

0 - @ o ©@ 7O OO (] + |
MaHenb MHCTPYMEHTOB Ha NaHeN MOHUTOPUHIa NPUHUMALOLLEN CTOPOHbI COAEPKUT
cneagyoume PyHKLUUKU:

MeTka PyHKUUA

o Obuiee uncno noceuweHuni (N); Kaxxgoe nocelleHMe — CTpoka B Tabnuue.

Kon-sBo npoxopoB

9 Mou1cK NPOM3BONBHOMO TEKCTA MO NocelleHWAM B Tabnuue

Mouck

OTobparkeHne crmncKka nocelleH1i, Kotopble bbinvM HegaBHoO fobaBneHbl B
e Tabnuuy.

OTKpbITUE AMANOroBOro okHa Ans Bbibopa KpuTepues gunbTpa

BosBpar npeacrasneHua Tabnuubl No yMonuaHuio U OTMEHa BCex
6 PUNLTPOB.

OTKpbITUE AMANOroBOro OKHa ANnA Co3[aHMA HOBOM 3anuCcK O MOCELLEHUN
B Tabnuue.

Mowuck

[nsa noncka no MMeHaM Y MPUHUMAIOLLMM CTOPOHAM, BBeAUTE OYKBEHHO-LMGPOBOK 3anpoc B
none nNoMcKa u HaXXMuTe Knasuiy «BBOO».

dunbTpauun
—  [Onsa npocMoTpa BnvKanmX K TeKyLeMy BPEMEHHW NOCELLEHUM HAXKMUTE KHOMKY
MocnepgHue.
— [nsa cospaHua CNOXKHOro hunbTpa Ha OCHOBE cTaTyca NocCeLeHus, Aatbl NpUbbLITUA U
ybbITUA, a TaKXXe HOMEPOB KapT HaXXMUTE KHOMKY DUNbTp.
—  Bo BcnnbiBaloWwem AUMANOroBOM OKHe YKaxute Tpebyemble KpUTepuu unbsTpaLmu.
- Haxmute NMpUMEHUTDb.
CucTtema otobpasuT B Tabnuue noceleHui ToONbKO Te BCTPeUmr, KOTopble
COOTBETCTBYIOT KPUTEPUAM (DUNBbTPALMUK.
-  YrtobObl yaanutb BCe KPUTEPUU, HAXKMUTE KHOMKY COpPOCUTB.
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5.4.3

5.4.4

5.5

5.5.1

Perucrpauua noceweHum

Uto0bbl 40OaBUTb Ha3HaUEHHOE MocellleHne NoCeTUTeNA, NPUXOAALLEro HAa OObEKT BNepBble,
BbINOMHUTE CreayloLlmne AencTBuma:

Ha naHenun moHuTopuHra VisMgmt Hag Tabnuuen noceweHun.

_+_

1. LUlenkHWTe 3HaUoK , UTOObI 4ODaBUTL CTPOKY B Tabnuuy noceLleHuM.
B pasgene O6wue cBegeHUA aManorosoro okHa NMepcoHanbHble faHHble BBEAUTE
nepcoHanbHble AaHHble, KOTOpble TpebyeTcA yKa3biBaTb O MOCETUTENAX Ballero oobekTa.
3.  VYkaxuTe HeobxoauMble cBefeHUs B pasaene CBeaeHUA O nocelleHUu. Kak npaBunio, ato
oXXMaaeMoe BpemaA NpubbITUA U yObITUA, a TaKXKe LeNb NoCeLleHus.
4. HaxmuTe KHonKy CoXpaHUTb, UTOObl COXPaHUTb Ha3HAUEHHOE NMOoCeLLEeHHE.
MocelweHne NOABUTCA Ha NAaHENM MOHUTOPWHIA B BUAE CTPOKK B TabnuLe noceleHun.

Konupoaal-me Ha3HAUEeHHbIX noceu.q,el-mﬁ

UToObl Ha3HaUMTb elle OAHO MocellleHue AN TOro Xe NOCeTUTeNs, BbIMONHUTE cneayolime
nencTeumAa:

1. Hangute B Tabnuue nocelweH1 Ha NnaHenM MoHUTopuHra VisMgmt cyliecTBytoLuyto

_I_

2. LlenkHWTe 3HAaUOK MeHblLEro pasmepa B KOHLIE CTPOKM.
3. B pasagene CeBegeHUA 0 NOCELEHUMU AManoroBoro okHa NMepcoHanbHble AaHHbIe YKaXuTe
Heobxoanmble cBefeHUs. Kak npaBunio, 3To oXxugaemoe Bpemsa NpubbiTMA U yObITUA, a

BCTpPeUy C TeEM XKe NoCceTuTenemMm.

TaKXXe LeNb NoceLleHus.
4. Haxmute KHonky COXpaHUTb, UTOObI COXPaHUTb Ha3HAUEHHOEe NocelleHue.
MocelweHne NOABUTCA Ha NAHENW MOHUTOPWHIA B BUAE CTPOKK B Tabnuue noceweHun.

Mocetutrennb

MoceTuTenu MoryT MCNonb3oBaTb CUCTEMY Ha TEPPUTOPUU 0DObEKTA B peXKMMe KMocKa AnsA
CO3[aH1A CODCTBEHHbIX MPOGUNEN NOCETUTENEN U NOANUCAHUA HEODXOAUMBIX JOKYMEHTOB
nepen NOnyyeHMeM KapTbl NOCETUTENA Yy paboTHUKA MPUEMHOMN.

OOLwuMe cBeaeHUA 0 peXxume KMocka

MoceTuTenu obbIUHO PErUCTPUPYIOT CBOM MOCELLEHWUA U cO3aatoT COBCTBEHHbIE NMPOdUIK Ha
KOMMbIOTEPE, KOTOPbIA HaXoAMTCA B CBOOOAHOM [AOCTyMNe B 30HE MPUEMHOMN 0ObeKTa ¢
KOHTPONUpPYyeMbIM OOCTYyNOM. B Lenax beszonacHoctu Beb-bpay3ep KomnbioTepa paboTaeT B
peXxMMe KMOCKa, KOTOpbIM NpeaocTaBnsaeT 4OCTyN TONbKo K VisMgmt, He no3BoNAA OTKPbITh
HECKONbKO BKNaAoK, NapameTpbl bpaysepa M NONyunTb AOCTYN K ONepaLuoHHON cucteme
KoMnbloTepa. Bce noagepskMBaeMble Bpaysepbl npeanaraoT PeXKMM KMOCKa, HO TouHan
KOHUrypaLua 3aBUCUT OT bpay3epa.

Ha KomnbloTepe-KMOCKe 3anyCcKaeTcs HaACTpoMnKa AnA nepudepuiHbiX ycTpoicTte Bosch,
KoTopaA obecneunBaeT PU3NUECKOe NoAKNtOUEHME NepUdPepPUMHbIX YCTPOMCTB ANs
CKaHUPOBaHWA UAEHTUDUKALUOHHBIX JOKYMEHTOB U MOAMUCEN.
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— URL-agpec ana pexuma knocka — https://<My_VisMgmt_server>:5706
— URL-agpec onAa Bxoga B cUCTEMY B PONW afiMUHUCTPATOpa, PaboTHUKA MPUEMHOM UMK
NpPUHUMalOLLIEW CTOPOHbI https://<My VisMgmt_server>:5706/main/

5.5.2 Co3paHue npochuna noceTuTena: CaMOCTOATENbHAA perucrpauuna
npubbITUA
Hosble noceTutenu
ObpaTtute BHMMaHWe, UTo TOUHas npoleaypa 3aBMCUT OT TOro, Kakue nepudepuinHbie
yCTpoKcTBa (CKaHepbl JOKYMEHTOB W noanucen, potoannapatbl) NOAKNHOUEHbI K KOMMbIOTEPY B
pexume KMockKa.
1. Ha akpaHe NpUBETCTBUA KOMMbIOTEPA B pPeXMMe KMocka Haxkmute NMpoaomxuTtb 6e3
maeHTU(UKaTOpa NoceTUuTens.
2. Ha cnepywouwem akpaHe HaxxmuTe CaMOCTOATENbHAaA perucTpauua.
3. Ha cnepytouwem skpaHe Bbibepute CKaHMpPOBaTb AOKYMEHT.
4. Cnenynte MHCTPYKUMAM Ha 3KpaHe BbiMOMHEHUA TpeboBaHWM, AENCTBYIOLWMX HA 0ObeKTe,
TaKUX KakK:
—  CKaHWpoBaHWe UAEHTUPULUPYIOLUX JOKYMEHTOB;
—  noanucaHuve obA3aTenbHbIX OPUOMUECKUX JOKYMEHTOB;
- doTorpadgupoBaHme.
5. Cuctema oTobparkaeT cobpaHHble cBefeHWA ANA UCNpaBNeHnA U 3aBeplleHns npoLecca.
6. Cwucrtema 3anpalimBaeT, TpebyeTca N1 BaM pa3pelleHre Ha 0cobbli AoCTyn, U coobuaeT ob
3TOM PabOTHUKY NPUEMHOM B cnyyae HeoOXOAMMOCTH.
7. B KoHUe npouecca perncrtpaumu Ha akpaHe otobpaxkaetcs YHUKanbHbIM MAEHTUDUKATOP
nocetutens.
CoobuiuTe 3ToT MAEHTUPUKALMOHHBIM HOMEp PabOTHMKY NpUeMHOM, uToDbl MONYUYNTb KapTy
nocetuTens.
3ameuaHue!
YHUKaNbHbIN MOEHTUDUKATOP NOCEeTUTENSA
BepexHo XxpaHuTe MOeHTUdUKATOP NOCETUTENA W 3allMLLIaNTEe ero OT HECAHKLIMOHUPOBAHHOTO
ucnonb3oBaHuA. OH NpefocTaBnAeT 4OCTYN K BaleMy npodunto nocetutens. MaeHTudpukaTop
MOXHO MCMONb30BaTb AN BXOAA B CUCTEMY Ha KOMMbOTEPE B PEXUME KMOCKA, UTOObI
YCKOPMWTb PErMCTPaLMIO NOCELLEHNS B AaNbHENLLIEM.
MoBTOpHbIE NOCeTUTENU
1. ABTOpPM3YyHTECb KOMMbIOTEPE B PEXMME KMOCKA, UCMOMb3YyA CBOM YHUKANbHbIN
MaeHTUUKaTOp NnoceTuTens.
2. Cuctema oTobparkaeT cobpaHHble cBefjeHWA ANA UCNpPaBNeH1A 1 3aBeplleHns npolecca B
cnyyae HeobXoaAUMOCTH.
3. ObpartuTechb K pabOTHMKY NPUEMHOM ANA NONYUEHUA KapTbl NOCETUTENA.
5.6 ABTOpMU3aLUA YCTAHOBLUUKOB CUUTbIBaTeNnen MmoobunbHoro
AocTtyna
BBepeHue
YCTaHOBLIMKKU CUMUTbIBaTENEN MOOMIBHOMO AOCTyNa MCnonb3ytoT Bosch Setup Access ans
CKaHUPOBAHUWA U HACTPOMKK cunTbiBaTenen no BLE.
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YnonHoMoueHHble onepatopbl cuctem Credential Management v Visitor Management

OoTNpaBnAT BUPTYalbHbl€ YYE€THbI€ AaHHbI€ B NPUNOoXeHWe YCTaHOBLKWKa AnA aBTopu3aunu

yCTaHOBLUMKA. B aTOM pasfgene onucaHa gaHHas npouenypa.

MpepBapuTenbHble TpeboBaHUA

B cucteme yctaHoBneHa M HacTpoeHa cny»ba Mobile Access.

—  WHCTpYyKUMKM CM. B COOTBETCTBYHOLLEM pasfene rnaBbl «YCTaHOBKa» AaHHOIO
OOKyMeHTa.

YbenuTechb, UTo YCTAHOBLUMK, KOTOPOMY HY>KHO aBTOPU30BaTbCA, YCTAHOBW/ U 3aNyCTUN

npunoxeHue Bosch Setup Access Ha cBoeM CMapT-yCTPOMCTBE.

—  VHCTpYyKUMK CM. B COOTBETCTBYIOLLEM pasfene rnaBbl «YCTaHOBKa» AaHHOIO
OOKyMeHTa.

Mpouenypa

2
B rmaBHOM MeHI0 WEenKHUTe . uTOObI OTKPLITH AManorosoe okHo Perucrtpauuna
YCTaHOBLUMKOB.

X

Haxxmute KHonky Jo6aBuUTb, UToObl 400ABUTL YCTAHOBLLMKA B CMIUCOK UMK , uTOObI

yAanuTb CYLLIECTBYIOLLErO YCTAaHOBLIMKA

OTKpoeTcA BCnnbiBalliee okHO [Jo6aBUTb yCTaHOBLUMKA.

Bo BcnnbiBatowem okHe [lo06aBUTb yCTaHOBLUMKA BBEAUTE HYXXHble CBEAEHUA, Hanpumep:
NUMA 1 paMunuio, HazBaHUe KOMMaHWW, afpec 3NeKTPOHHOM NouThbl, HOMep TenedoHa

&

MpumeuaHue. Mo3xe MOXKHO ByAeT HaxaTb 3HAUOK , UTOObI UIBMEHUTb CBELEHUA O
BblIOpaHHOM yCTaHOBLLMKE
Hakmunte KHONKy Janee

BbibepuTe BapnaHT C MOMOLLbIO OAHOIO U3 KPYMHbIX 3HAUKOB:

QR-kopn

nnu

MUCbMO C NMpUrnawieHnem

Ecnu BbibpaH BapuaHT ¢ QR-kopoMm:

Cuctema otobpaxaet QR-kon

MNMonb3oBartenb ckaHnpyeT QR-kof ¢ nomoLbio npunoxeHuna Mobile Access Ha mobunbHom
YyCTPOMUCTBE

Mpouecc perncTpaymm ycTaHOBLLMKA 3aBepLUEH

3TO NO3BONMMUT CKAHMPOBATb CUMTbIBATENN MODUNBHOIO AOCTyNa C MOMOLLbIO MOBUBHOIO
YCTPOWCTBA M HacTpamBaTb Mx no BLE, noka npunoxeHue 3anywieHo

Ecnu BbibpaH BapUaHT NUCbMa C NpUrnaweHuem:

Mo ymonuaHuto Nnporpamma BblOMpaeT afpec 3NeKTPOHHOW NOUThl, YKa3aHHbIM AnA
BblGpaHHOro nuua. Npu HeobxoaMMOCTU BBEAUTE APYIroW aapec 3MeKTPOHHOW MouThl
Cuctema oTnpaBnAeT 3NeKTPOHHOE MUCbMO Ha BblIOpaHHbIM agpec

NMUO NonyyaeT 3/IEKTPOHHOE NMUCbMO Ha cBoe MODBUNbHOE YCTPOMUCTBO, HAa KOTOPOM
YCTaHOB/EHO npunoxeHue Bosch Setup Access

JTMUO OTKPbIBAET CCbINKY B 9NEKTPOHHOM MUCbMeE

Mpouecc perncTpaymm ycTaHOBLLMKA 3aBEepLUEH

3TO NO3BONMMUT CKAHMPOBATb CUMTbIBATENM MODOUNBHOIO AOCTYNa C MOMOLbIO MOBUNBHOIO
YCTPOMCTBA M HacTpaunBaTb Mx no BLE, noka npunoxkeHue 3anyLieHo

Bosch Security Systems
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5.6.1

5.7

NMoBTOpHaA oTnpaBKa npurnal.ueHm'q
1. Bbl6epMTe HY>XHOTO YCTaHOBLIWKa B ANaNTIOFOBOM OKHE perncrtpaymmn yCtaHoOBLLUMUKaA

gd
X

2.  HaxMuTe 3HAUOK B TOW Xe CTpOKe, UToObl MOBTOPHO OTNPaBUTb BbiIOpaHHOMY
YCTaHOBLUMKY NpUrnaweHue gns aBTopusanuu ¢ nomollbio QR-Kofa vnm aneKTpoHHOro
nucbma.

NMPUMEYAHMUE. OTnpaBuTb NpuUrnawieHme gna aBTopmsaLm NOBTOPHO MOXHO NULLb B TOM
cnyuae, ecfiv yCTaHOBLLMK eLle He aKTUBUPOBan ero.

COpoc HacTpoek cuuTbiBaTeneu MobunbHoro gocryna

Mo>xeT BO3HWKHYTb HEODXOAMMOCTb COPOCUTb HACTPOMKKU CUMTbIBaTENEW JOCTyNa A0 3aBOACKKUX
napamMeTpoB MO YMONUYaHUIO, UTOObI HACTPOUTL UX MOBTOPHO.

Hanprmep, ecnu yCTaHOBLUKWKY HY>XHO OyAeT nepeHacTpouTb CUMTbIBATENU MODOUIBHOIO
[OCTyna, y>Ke HaCTPOeHHble ANA UCMONb30BaHWA Ha APYroM obbeKTe, UX HACTPOMKMU NpuaeTca
cbpocuTsb.

MHdpopmaumto no cbpocy HacTpoek cuuTbiBaTenem ¢ nomolbto DIP-nepekntouatenei cm. B
pykoBOACTBe MO aKcnnyatauuu cumntbiBatensa LECTUS select.

Mcnonb3oBaHue npunoxeHun Mobile Access Ha MOBOUNbHbBbIX
yCTPOMUCTBAX

MPUMEUYAHMUE. Vicnonb3oBaHue npunoxxeHnn Bosch Mobile Access ona cooTBeTCTBYHOLMX
nonb3oBartenemn NoapoOHO ONMCaHO B OTAENbHbIX KPaTKUX PYKOBOACTBaX Nonb3oBaTena. dTu
JOKYMEHTbl AOCTYMHbI B OHNaMH-Katanore npoaykros Bosch.

BBepeHue

Bosch npepnaraet cnegytolne npunoxxeHus ans mobunbHoro goctyna

—  Bosch Mobile Access: npunoxeHue BnagensLa KapTbl ANA XPaHEHWUA BUPTYanbHbIX
YUETHbIX AaHHbIX U UX Nepegauun no Bluetooth Ha cuuTbIBaTENM, HACTPOEHHbIE ANA
MobuNbHOro AocTyna. 3ateM TakoW CUMTbiBaTeNb NPeAoCTaBNAeT UK 3anpeLwaeT 4OCTyn B
3aBMCUMMOCTM OT TOTr0, €CTb MM B NPUNOXKEHWUWN AENCTBUTENbHbBIE ANA HErO YUETHbIE AaHHbIE.

—  Bosch Setup Access: NpunoxeHWe yCTaHOBLLUMKA ANA CKAHUPOBAHWA U HAaCTPOMKHU
cuuTbiBaTenen no Bluetooth.

YnonHoMoueHHble onepatopbl cuctem Visitor Management u Credential Management moryt

OTNPaBNATb BUPTyanbHble YUETHble AaHHble ANA NPUMOXEHWW BNafenbla KapTbl U YCTaHOBLLMKA.

3ameuaHue!

BHVUMAHWE: He 3anycKalTe NpUIOXKeHWs Brnagenbla KapTbl M YCTAHOBLLMKA OAHOBPEMEHHO
YbeauTech, UTO HUKTO HE UCMONb3YET NPUNOXKEHUA YCTAHOBLLMKA WM BNadenbla KapTbl
OQHOBPEMEHHO.

5.7.1

Hactpoiika noporoBbix 3HaueHui RSSI B npuno)xxeHuu Setup Access

BBepneHue
B koHTekcTe npunoxkeHua Bosch Mobile Access noporoBoe 3HaueHue RSSI n 30Hy AencTeuA
BLE MOXHO cuMTaTh NPaKTUUECKWU TOXKAECTBEHHbIMU NMOHATUAMMU.
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YcTponctBa MOBGUNBbHOro AocTyna nepegatot curHanbl BLE Ha cuuTbiBatenu nobnunsoctu.
YcTaHOBKA NOPOroBoro saHaueHna RSS|I — Ba)KHbIM 3Tan HACTPOMKKU CUMUTbiBaTeENA. ITO
NMopOoroBoe 3HaueHWe oTpaxKaeT MUHWMaNbHbIM YpoBeHb curHana BLE, nsmepsaembivn B Abm,
KOTOpbIW cunTbiBaTenb (R) onXeH NpUHATbL B KauecTBe 3anpoca Ha Bxof. bonee cnabble
curHansl BLE MrHopupytoTCcA cuMTbiBaTENEM.

Xa=> | |L]

gl ot ol il

3HaueHua RSSI MoryT cMnbHO OTIMUYATLCA B 3aBUCMMOCTU OT MHOTMX (haKTOpPOB, BKOUaA TUM
nepenaroLLero yCTpoMCcTBa, ypoBeHb 3apaaa batapeu, a Takke Matepuan v TONLWKUHY
bnuanexaulmx cteH. He cyuiectsyeT NTMHEMHOW 3aBUCUMOCTU Mexay 3HaueHrem RSSI u
paccToAHWEM MeXXay NepegaTyukoM U NPUEMHUKOM.

Moatomy npunoxeHune Setup Access npenocTaBnfaeT MHCTPYMEHT Ana uamepeHns RSSI
CUMTBbIBATENSA, UCXOAA U3 TEKYLLErOo NONOXEHUA MODOUNBHOIO yCTPOMCTBA. HWKe onncaHa
npoleaypa UCnonb30BaHWA 3TOFO MHCTPYMEHTA.

Korpa HavaeTe noaxopsfllee NoporoBoe 3HaueHue 30Hbl Aencteusa BLE, ncnonbayite
npunoxeHue Setup Access, UToObl COXpPaHUTb 3TO 3HAUEHWe B KOHMUIypaL MK cCunTbiBaTens.

Mpoueaypa

HacTtpoiTe 30Hy gewcteuAa BLE c nomoubio oqHOro U3 cneaytolmnx BapuaHTos, A unu b:

A. Micnonb3oBaHuWe onpeaensaeMblX CUMTbiBaTeneM 3HaueHui RSSI

1. BcraHbTe nepen cuMTbiBaTENEM B TaKOM MecCTe, e, Kak Bbl npeanonaraete, oyayT
HaXOAMUTbCA NONb30BaTENMM MOOUNBbHbBIX YYETHbIX AAHHbIX.

2. HaxmwuTte KHonky MpoBepuTb U UCNONb30BaTbh TEKYLLYIO 30HY AENCTBUA

—  TosaBwuTtcsa BCcnnbiBatolwee coobuieHne. HaxxmuTe kHonky OK

3. Otobpasutca 3HaueHue RSSI.

-  PekomeHayeTcA NOBTOPWTb 3TOT LWIAr HECKO/MbKO pas, CTOoA B OAHOM M TOM e MecTe, UuTobbl
OnpenenunTb CTeneHb BapuUaTUBHOCTU YPOBHA MPUHMMAEMOrO CUTrHana.

4. Korpa HangeTe noaxoafllee NoporoBoe 3HaueHue, HaXXMUTEe KHOMKY COXPaHUTb.

B. YcTaHoBKa noporosoro 3HaueHnA RSSI| BpyuHyto
1. BeauTte noporosoe 3HauyeHune RSSI.

CM. Tabnuuy TUNUUHbBIX MOPOrOBbIX 3HAUYEHWUM HUXKE
2. Haxmute KHonky CoxpaHUTb

TunuuHble noporoeble 3HaueHUsA (NpubnusnTenbHble):

O)xupaeMoe pacCcTofaHue OT Mo6unbHoro PekoMmeHgyemMmoe noporosoe 3HaueHue RSSI
YCTPOWCTBa A0 CUMTbiBaTenA

Bnunsko (5-10 cm) -30...-40 pbm
CpeaHe (0,5-2 m) -50...-60 gbm
Haneko (> 2 m) -70...-90 nbm
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3ameuaHue!

3HaueHnAa RSSI MOryT cMnbHO OTNMUaTbCA B 3aBUCUMOCTU OT MHOTUX CbaKTOpOB, BKNroYyaa tun

nepegaroLLero yCTpomncTea, ypoBeHb 3apsaa batapeu, a TakKe matepuan v TONMLWUHY
Onuane)awmx CTeH.
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n

occapum

ACS

OOLWMM TEPMUH ANA CUCTEMbI YNPaBNeHUA

noctynom Bosch, Hanpumep AMS (Access

BLE

Management System) unu ACE (BIS Access
Engine).

Cnyx6a Mobile Access

CpeacTtso ynpaBneHWa 4OCTYNOM UL, C MOMOLLbIO
BUPTYanbHbIX YUETHbIX AaHHbIX, XPaHUMbIX Ha
MOOMNbHOM YCTPOMUCTBE, HanpumMep Ha
cMapTdoHe.

Bluetooth ¢ HM3KKMM sHepronoTpebneHnem —
becnpoBoaHas ceTeBas TEXHOMOruUs, KoTopasn
obecneunBaeT TaKyto e 30HYy AeUCTBUA, UTO U
0bObluHbIM Bluetooth, HO ¢ MeHbLLIUM
noTpebneHnem aHepruu.

FQDN

MonHoe IOMEeHHOE MMA — 3TO CeTEBOE IOMEHHOE
UMS, KOTOPOE BbipaXkaeT cBoe abCcontoTHoe
MECTOTOMOXEHNE B MEPAPXUU CUCTEMbBI JOMEHHbIX
nmeH (DNS).

OoSsDP

OTKpbITbIM ABYHANPaBNEeHHbIM KOHTPONUPYEMbIH
NMPOTOKOJ YCTPOWCTB — 3TO CTaHAAPT CBA3MU C
KOHTpONeM AocCTyna, npeacraBneHHbin B 2011 roay
Accouuaumnen uHayctpum besonacHoctu (SIA). OH
NpPeBOCXOAMT CTapble MPOTOKOMbI B 001acTu

WK poBaHKA U DMOMETPUHU, a TaK)Ke NPOCTOThI
MCMONb30BaHWA U COBMECTUMOCTHU.

RSSI

lNokasartenb YpoOBHA NPUHMMAEMOrO CUrHana
(RSSI) — 310 M3MepAeMbIH B ABbM nokasartenb
CWUNbl CUTHaNa, NPMHUMAEMOrO YCTPOMCTBOM.
MobunbHble ycTponcTBa 0ObIUHO OTOOpaXkatoT
RSSI B BUAe ructorpammbl ypOBHA CUTHana.

nNpUMHMMaloWas CTOpoHa

B KOHTEKCTe ynpaeneHuA nNoceTuTenamMmu
NpUHUMatOLLLE CTOPOHOM HasbiBaeTcA NuLo,
npUHUMaloLLEee NOCETUTENS.

PeXUM KUOCKa

PexxMM ncnonb3oBaHWA Bpaysepa Co CTPOrMMH
OrPaHUUYEHUAMU, KOTOPbIM 0ObIUHO JoMNyCcKaeT
AOCTYN TONbKO K OAHOMY BED-MPHUNOXKEHUIO, He
Nno3BOMAs OTKPbITb NapaMeTpbl bpay3epa,
HECKONbKO BKNAAoK MKW NOMYUUTb OOCTYN K
onepaunoHHOW CHCTEME KOMMbloTepa.
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