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1 Be3onacHoOCTb

Ucnonb3yite camylo akTyanbHyto Bepcuio MO

Mepen nepBbiM UCMONb30BaHWEM YCTPOWCTBA YCTAaHOBUTE CaMyto akTyanbHyt Bepcuto MO.

[nsa obecneueHna onTUManbHbiX PYHKLMOHANbHbIX BO3MOXHOCTEN, COBMECTUMOCTH,

NpPOW3BOAMUTENBHOCTU M Be3omacHOCTU perynsapHo obHoBnaWTe MO B TeueHWe BCEro cpoka

3KcnnyaTaumu yctponcTtea. Cnegynte MHCTPYKLUMAM B JOKYMEHTALMKU K MPOAYKTY B OTHOLLIEHWMU

obHoBneHun MO.

Bonee nogpobHyto MHOPMALMIO MOXKHO MONYUMTb MO CNEAYIOLIMM CChITKaM:

—  obwwue cBegeHua: https://www.boschsecurity.com/xc/en/support/product-security/

-  peKkoMeHzauuu no 6e3onacHOCTH, a MMEHHO CMUCOK OOHapPY)KEHHbIX YA3BUMbIX MECT U
npegnaraembix peweHun: https://www.boschsecurity.com/xc/en/support/product-
security/security-advisories.html

KomnaHua Bosch He bGepeT Ha cebs HMKaKoM OTBETCTBEHHOCTHM 3a KakoMn-nrbo yuiepb,

Bbl3BaHHbIN 3KcnnyaTau,V|eP| €e NpoAyKTOB NMPpH MCNOJTb30BaHWKN yCTapeBLLUETNo no.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-09 | 5.2.0 |
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2 BBepeHue
2.1 )XypHan uameHeHun (pyHKLUHA
Bepcun Oob6aBneHHaa hyHKUUA Bepcua AMS [Bepcusa BIS
VisMgmt
1.0 - 3.0.1 4.9
1.0.1 MpoBepka BXxoAa U Bbixoda nocetutenen bes| 4.0 4.9.1
KapT
Mouck HoMepoB CBOOOAHBIX KapT
PaspeneHue pasHbix NPUHUMAIOLUX C
OAMHAKOBbIMW UMEHaMMU
(YnyulueHre Npou3BOAUTENBHOCTH)
ObHOoBNEHWE OMANOroBOr0 OKHa C
noBbIlEeHHOW AeTanun3ayuen
4.1 CneuunanbHo ana BIS 5.0 - 5.0
5.0 [Mopoaep)xKka NOUTOBOro cepBepa 5.0 —
Mopaep’kka yHUBepCcanbHbIX CUMTbIBATENEN
kntouen HID
HacTpanMBaeMble NOroTunbl KOMMNaHWM
5.0.1 Mopnepxka Mobile Access 5.0.1 5.0.1
MpeaBapuTenbHOE HazHaueHWe MOBUIbHbIX
YUETHbIX AaHHbIX
5.2 YnyulweHua 1 ycoBepLUEHCTBOBAHUA 5.2 5.0.1
2.2 O nporpamme Bosch Visitor Management

MporpammHoe obecneueHune Visitor Management, nanee Ha3biBaemoe VisMgmt, — 370

Hbpay3epHoe NporpamMHoe CPefcTBO, KOTopoe paboTaeT COBMECTHO C CUCTEMAMK
ynpaBneHusa goctynom Bosch. OHo no3BonAeT ynpaBnfaTb NOCELEHUAMU OOBbEKTOB C
KOHTPONMPYEMbIM AOCTYNOM, B TOM UYMCNE NTaHUPOBAHWEM MOCELLEHWUHM, NEePCOHANbHbIMMU
OaHHbIMUW MoceTUTenem, CBA3aHHbIMKW LOKYMEHTAaMW U KOHTPaKTaMK, a TakKe HasHaueHueM
BPEMEHHbIX YUETHbIX AaHHbIX.

Monb3oBaTenbCKU MHTEPENC HacTpanuBaeTcAa, Npu 3ToM NboW Nonb3oBaTeb MOXeT

onepatMBHO UBMEHUTb A3bIK MHTepd)eVlca, He 3aBepllaA ceaHcC.
OCHOBHble MONb30BaTENN U CLLEHAPWM UCTMONb30BaHMA:

Tun nonb3oBaTens

Cu,eHapvm UCNOoNb30BaHHUA

PaboTHWK NpUeMHOM

Pervcrpauna HOBbIX MOCELLEHUI U MOCeTUTENemn
YTBEPXKOAEHUE U OTKNOHEHUE NOCeLLeHUN
[NobaBneHue nocetutenen B UepHbIM CMUCOK
HasHaueHWe M OTMEeHa Ha3HaueHWA KapT NoceTuTenen
YnpaBneHue cBA3aHHbIMWU JOKYMEHTAMMU
OTcnexxvBaHWe KonuuecTBa nocetTutenen Ha obbekTe

[TocetuTtenb

CamocToATenbHanA v NpeaBapuTenbHan perucrpauua
CosfaHue v conpoBOXaeHWe Npoduna nocetTuTens

2023-09 1 5.2.0 |
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Tun nonb3oBartens CueHapuMu MCNONb30BaHUA

[TognucaHue LOKYMeEHTOB

MpuHUMaloLas CTopoHa YnpaBneHue pacnucaHMAMU U CMUCKAMU MOCELLEHWUH U
nocetutenem
MpenBapuTenbHaa perucrpanua noceLeHun

AoMUHUCTpaTOp YcTaHoBKa rnobanbHbix NapaMeTpoB

HacTpoMka noBegeHWs MHCTPYMEHTa W ero nofb3oBaTeNbCKoro
MHTepdenca

[JononHWTEeNnbHO:

Bce BapuaHTbl MCMONb30BaHUA ANA pabOTHMKA NPUEMHOM

2.3 O cnyx6e Mobile Access

Mobile Access — 3To cpefcTBO ynpaBneHWUs LOCTYNOM MWL C MOMOLLbIO BUPTYaNnbHbIX YUETHbIX

JaHHbIX, XPaHWMbIX Ha MOOMNbHOM YCTPOMCTBE, HANPUMEpP Ha cMapTgoHe. YnpaBneHue

BUPTYanbHbIMU YUETHbIMU AAHHBIMW OCYLLECTBNAETCA B OCHOBHOM CUCTEME ynpaBneHus

poctynom, unu ACS.

—  Onepatopsbl cuctembl ACS reHepupytoT U Ha3zHayalT BUPTyanbHble YUeTHbIe flaHHble, a
TaKXXe OTNpaBnAlT UX NONb30BATENAM C NOMOLLbIO B3anMogemncTeytowmx ¢ ACS Beb-
NPUNOXKEHUN.

—  Bnagenbubl MOOUNbHBIX YUETHbBIX AAHHbIX B3aMMOAENCTBYIOT CO CUMTbIBATENAMM
KOHTponA gocTyna no Bluetooth ¢ nomouwbto npunoxenua Mobile Access Ha cBomx
MOOMNBbHbIX YCTPOMCTBAX.

- YcTaHoBLWMKKKM cucTeM Mobile Access HacTpauMBatoT CUMTbIBATENM KOHTPONA AOCTyna no
Bluetooth c nomolblo cneunanbHOro NPUNOXEHUA HACTPOMKKU Ha CBOMX MODUMbHbIX
yCTpOMCTBax.

—  CucTeMa He XpaHWUT nepcoHanbHble faHHble HAa MODUMbHbBIX YCTPOMCTBAX.

24 LleneBasa ayauTopun

—  YCTaHOBLWMKK M agMUHUCTpaTopbl Visitor Management
—  OcHoBHble TMNbl Nnonb3oBaTenewn Visitor Management

2.5 Ucnonb3oBaHMUe AAHHOIro AOKYMEHTa

—  Bocnonb3ayWTtecb oyHKumnen MoUckK B cpeacTBe NpoCcMoTpa ClpaBKu, UToObl HaWTH
HeobxoaMmoe copgepXxrumoe.

— Paspgenbl 0630p cuctembl, YctaHoBKa U KoHdurypauua npenmMylecCTBEHHO
npencTaBnaAT UHTEpPeC ANA CUCTEMHbIX aAMUHUCTPATOPOB.

— Pasgen 3kcnnyatauMa B NepBylo ouepenb NpeacTtaBnsaeT UHTepec ANs nonb3oBaTenen
CUCTEMBI.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-09 | 5.2.0 |
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3

O6G30p M TONONOrUA CUCTEMDI

VisMgmt ACS

saL E
saL

HTTPS

ACS
Services

HTTPS

Mertka OnucaHue

1 Pabouas ctaHuuAa Receptionist (PaboTHUK pecenweHa). 3Ta pabouana cTaHUMA
MOEeT UMeTb [OMNOoNHUTENbHOE NepudepuiHoe obopyaoBaHMe, B YUaCTHOCTH,
cuuTbiBaTENb PErucTpaumu, Beb-kamepy 1 cKkaHepbl Ans8 NOANUCEN U
[OKYMEHTOB.

2 Pabouas ctaHuuA-knock Visitor (MoceTutenb) c 6pay3epom B pexxmme KMocka.
ITa paboyuas CTaHLMA MOXET UMeTb AOMONHUTENbHOE NepUdepunHoe
obopynoBaHue, B UaCTHOCTH, BeB-KamMepy U CKaHepbl ANA NOANUCEN U
[OKYMEHTOB.

3 Pabouas ctaHuus Host (MpuHumMalowmii) — aTo paboyan cTaHUUA COTPYAHUKA,
NPUHUMALIOLLErO NOCETUTENSA.

4 Mopnepxusaet paboty B bpaysepe ¢ cantom VisMgmt

5 Cepsep ACS (BIS unu AMS)

6 Jk3emnnsAp 6asbl AaHHbIX cepBepa ACS
(MOXeT HaxoAMTbCA Ha OTAENbHOM KOMMbIOTEPE).

7 OnuunoHanbHaa HapgcTpoiika pnAa nepudepuiHbix ycTtpoicte Bosch, perynupyet

obMeH AaHHbIMK Mexay bpaysepoM U nepudeprinHbiM 060pyaOBaHUEM.

PekomeHayemas TONONOrUsA CUCTEMbl BKMtouaeT cepBep VisMgmt, pacnonoXeHHbIH Ha TOM e
KOMMblOTEPE, UTO U OCHOBHAA CUCTEMA YNpaBeHWUA AOCTYNOM, U ero 6asy AaHHbIX B TOM Xe

aK3emMnnape 0a3bl AaHHbIX.

2023-09 1 5.2.0 |
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HapcTpowka ana nepudepuiHblx ycTpoicTB Bosch ycTaHaBnuBaeTcA TONbKO Ha Tex paboumnx

CTaHUMAX, KOTOPbIM TpebyeTca AOCTYyN K nepudeprUinHbIM YCTPOUCTBAM.
[nsa pabouew cTaHUWKU NPUHUMALOLLLEN CTOPOHbI 0ObIYUHO TpebyeTcA TONbKO AOCTYN K cepBepy

VisMgmt c nomolulbto bpaysepa.

Bosch Security Systems PykoBoacTBo nonb3osartens 2023-09 | 5.2.0 |
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YcTtaHOBKa U yaaneHue

TpeboBaHuAa K 060pyaOBaHUIO U NPOrPaMMHOMY
obecneueHulo

YcTaHoBUTE cepBep VisMgmt Ha KoMMbloTEP, HA KOTOPOM YCTaHOBNEeHa OCHOBHAA cUcTemMa

yrnpaBneHua AoCcTynom. [leNCTBYIOT Te e TpeboBaHUA K MporpaMMHOMY M annapaTtHoMy
obecneyeHuto.

TpeboBaHUA K cepBepy

OnepauunoHHble cucteMbl | Windows Server 2019 (Version 1809) (64bit, Standard,
Datacenter); Windows Server 2022 (64-pa3pagHan, BbiMyCcKu
Standard u

Datacenter)

CucTtembl ynpaBneHusa MS SQL Server 2019 and later
H6asamu gaHHbIX Bcerga Mcnonb3ymte TOT e ak3eMnnAp 6asbl AaHHbIX, uTo U ACS
(ocHOBHanA cucTema ynpaBrneHusa AOCTynom)

Mopnep>xnuBaemMblie Google Chrome, Mozilla Firefox, Microsoft Edge (Chromium
Opaysepbl based)

Mcnonb3syiTe camyto HOBYH Bepcuio bpay3sepa and
onepauMoHHoM cuctembl Windows.

MuHUManbHoe Full HD 1920x1080
paspellueHrue MoHUTopa
(ons ucnonb3oBaHuA
Nnonb3oBaTeNnbCKOro
MHTEepdenca
NPUNOXKeHWs)

TpeboBaHuA ANA HaQCTPOKKKU NnepucepuiHbIX ycTpoicTB Bosch

Hagctpoika nepudepuitHbixX ycTpoictB Bosch — 310 nporpamma, obpabatbiBatowlas
3NEKTPOHHYIO CBA3b Mexay Opay3epom v nepudepurnHbIMU YCTPOMCTBAMU, TaKUMKU KaK
cuuTbiBaTENb pPErucTpaumu, Beb-kamepa, CKaHep NOAMNUCHU M CKaHep LOKYMEHTOB.
KNMEeHTCKUM KOMMNbIOTEPOM ABNAETCA KOMMbiOTEP, (DU3MUECKU MOAKNIOUEHHbIN K
nepudepuinHomy obopyaosaHuto. OH TakKe 3anyckaeT bpaysep, KOTOPbIM MNOAKMNOUaeTCA K
cepBepy VisMgmt.

HecmoTps Ha To, uTo NnepudepuinHblie YCTPOMUCTBA He ABNAITCA 0bA3aTenbHbIMKU AN
YyCTAHOBKMW, UX UCMONb30BaHWE HACTOATENbHO PEKOMEHAYETCA, TaK KaKk OHW 3HAUUTENbHO
NoBbILWAT 3PPEKTUBHOCTb NpOLEecca PernucTpalmm noceTuTenem.

TpeboBaHue OnucaHue
MuHUManbHoe Full HD 1920x1080
paspelleHue

MOHMUTOpPA

MoppepxunBaemble Google Chrome, Mozilla Firefox, Microsoft Edge (Chromium based)
bpaysepbl Mcnonb3yiTe camyto HOBYH Bepcuto bpay3sepa Ansa onepaLyMoHHOM
cuctembl Windows.

2023-09 1 5.2.0 |
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411

4.1.2

41.3

41.4

OCHOBHaA cUCTeMa ynpaBneHUsA JOCTYyNnoM

Be3 cnyx6bl Mobile Access

Ecnu cnyx6a Mobile Access He Tpebyetca, cuctema VisMgmt Bepcun 5.2 moxkeT paboTtatb co
crnenylUMMU cMCTEMAMKM ynpaBrneHus aoctynom Bosch:

—  Access Management System (AMS) Bepcuu 5.2 # Bbille

Co cnyxb6ou Mobile Access

Ecnu B KauecTBe ONONHUTENbHOW NULIEH3MKU BbiOpaHo Mobile Access, cuctema VisMgmt

Bepcuun 5.2 moxkeT paboTaTb CO CrneayrolUMMKU CUCTEMAMK ynpaBrieHus aoctynom Bosch:

—  Access Management System (AMS) Bepcuu 5.2 (Bkntouana pacwmpeHre Mobile Access)
W Bbllwe

—  Building Integration System (BIS) Bepcuu 5.0.1 (Bkntouan paclunpeHue Mobile Access)
W Bbllwe

3aBepLunTe U NPoBepPbTE YCTAHOBKY OCHOBHOM CUMCTEMbI YNPaBneHUa JOCTYNOM no
COOTBETCTBYIOLLIEN MHCTPYKLMK MO YCTAHOBKE Npexae, Yem yctaHaBnuBatb VisMgmt.

dk3emnnAp 6a3bl AaHHbIX ANA pa3MelleHUA 6a3bl gaHHbIX Visitor
Manager

Mpu ycTaHOBKE OCHOBHOM CUCTEMbI YNpaBneHWA 4OCTYNOM CO3faeTcs ak3eMnnap H6asbl
AaHHbIX, KOTOPbIM MOXHO MCNONb30BaTh ANA pasmelleHns b6asbl faHHbIX VisMgmt,
dbVisitorManagement.

MmA Takoro aksemnnsapa no yMonuyaHuio 3aBUCKUT oT cepBepa ACS

- [Ona AMS nmeHeM aBnsaeTca ACE

- [Ona BIS ACE umeHeMm ABnAeTcA BIS ACE

BblAeneHHblﬁ nonb3oBaTtenb ANA AOoCTyna K noKkanbHoM base AaHHbIX
Monb3oBatenb VMUser obpalaertca Kk 6base gaHHbix Visitor Manager oT UMeHW NPUNOXeHWA
VisMgmt.

Mporpamma yctaHoBkM cepBepa VisMgmt co3gaet nonb3oBatena Windows VMUser Ha
cepBepe VisMgmt.

BbigeneHHbI Nnonb3oBaTenb ANA AOCTYNa K yaaneHHOW ba3e AaHHbIX

Mpun HeobxoanmMocTn ncnonbsoBatb AnAa VisMgmt 6asbl AaHHbIX Ha yaaneHHoMm cepBepe 6a3
JaHHbIX, cOo3alTe U HacTpoMTe nonb3oBatensa VMUser B Windows 1 Ha cepBepe SQL Server,
KaK OMUCaHO HUXe.

BHUMAHME: He 3anyckanTe HacTpomlKky VisMgmt o 3aBepllieHns 3TOM onepaumu.

1. HaypaneHHom cepBepe 6a3 gaHHbIXx co3aakTe nonb3osatens Windows co cnegyowmmm
napameTpamu:

—  WmAa nonb3oBaTtensa (C yYueToM perucrpa): VMUser

— TMaponb: HacTponTe Naponb B COOTBETCTBUM C MNONUTUKAMKU 6e30MacHOCTH,
NpUMeHAEMbIMW KO BCEM BallMM KommnbtoTepaM. ObpaTute BHUMaHWE, UTO OH
notpebyetca agna HacTporku VisMgmt.

—  YyacTHMK rpynnbl: Administrators

— Tpwu cnepylowem Bxoae B CUCTEMY NMONMb30BaTenb AONXKEH U3MEHUTb Naponb: NO

— Tlonb3oBaTenb He MOXXET U3SMEHUTb Naponb: YES

— CpoK AeicTBUA Naponsa He OorpaHUuYeH: YES

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-09 | 5.2.0 |
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Bxop B kKauecTBe cnyxb6bl: YES
YueTHaA 3anucb OTKNOYEHa: NO

(0obaBWTb VMUser Kak AlaHHble ANA BXo4a Ha yaaneHHbin cepBep SQL Server)

1.

2.
3.
4

OTKkpounTe ueHTp SQL Management Studio

MNMopkntounTechb K yganeHHoMy ak3emnnapy SQL

Mepenaute B pasgen Security (besonacHocTtb) > Login (Bxopn)
[obaBbTe nonb3oBatensa VMUser C POMblo cepBepa sysadmin

3aTteMm, Korga Bbl 3anycTuTe HacTpokky VisMgmt Ha cepBepe VisMgmt, BbibepuTe onuuto
KOMMblOTEPA YAaNneHHOro cepeepa 6a3 gaHHbIX U BBeAWTE Naponb, 3afaHHbIW Bbille AnA
VMUser.

4.1.5 BbioeneHHbIH nonb3oBaTeNnb B OCHOBHOM CUCTeMe ynpaBneHUA JOoCTYynom
1. B OCHOBHOM cUCTEME ynpaBneHusa AOCTYNOM CO3[aKnTe nonb3oBatens ¢ MyHKLUMeN
HeorpaHMueHHoro ucnonb3oBaHua APl-uHTepdeiica.
MoppobHana MHpopMauua npuBeaeHa B rnaBe HasHaueHue npocdunein nonb3oBaTeneun
(onepatopoB) pykoBOACTBa onepaTopa OCHOBHOM CUCTEMbI yNpaBneHua AOCTYNOM.
2. [pu ucnonbsoBaHuu BIS ACE BonauTe nog 3TMM Nonb3oBaTeNeM B Knaccuuyeckun BIS
KNWUEHT unu Smart KNMeHT uTobbl 3aa4aTh Naponb.
3. 3anomMHuTe UMsA NOoNb3oBaTensa U Naposb, NMOCKOMNbKY OHW NOTpebytoTcA ANnA MacTepoB
ycTaHoBKHM VisMgmt.
4.2 YcTtaHOBKa cepBepa
He 3anyckailTe nporpammy yCTaHOBKM, NoKa He DyayT cobnioaeHbl Bce TpeboBaHMsA K
nporpammHoOMy obecrneuyeHuto.
4.2.1 3anyck nporpaMmmMbl YCTAaHOBKU cepBepa
1. Ha byaywem cepBepe VisMgmt oT UMeHU agMUHUCTPaTOpa 3anycTuTe
BoschVisitorManagementServer.exe.
2. HaxkmuTte KHonKy Alanee, uToObl MPUHATL NaKeT YCTAaHOBKKW MO YMONUAHUIO.
3. Ecnu Bbl cornacHbl C NMULEH3MOHHbIM cornalieHmem KoHeuHoro nonb3osarena (EULA),
npuMuUTE ero U HaxxmuTe Oanee.
4. BbibepuTe nanky HasHaueHuWsa ANA yCTaHOBKU. PekomeHayeTcA Ucnonb3oBaTtb nanky no
YMONUaHHUIo.
-  Ha skpaHe KoHdurypauua SQL-cepBepa BbINoNHWTE cneayoline AencTBus.
5. BblbepuTe, cnegyeT nv co3gatb 0a3y AaHHbIX HAa NOKanbHOM 3k3emnnape SQL-cepsepa,
KOTOpPbIM HaxoOuTCcA B ak3eMnnsape 6asbl AaHHbIX Ha cepBepe VisMgmt, nnbo Ha
yAaneHHOM KoMMbloTepe cepBepa b6as gaHHbIX.
-  NpumeuaHue. Ecnu BbibpaH yaaneHHbi cepBep 6a3 AaHHbIX, MporpaMma yCTaHOBKM
3anpocuT Naponb VMUser, NONb30BaTeNaA C NpaBaMy aAMUHUCTPATOPa, CO34aHHOIo
Ha yoaneHHoMm cepBepe 0a3 aaHHbIX (cM. pa3gen «TpeboBaHUA K NporpaMmMHOMY
obecneueHutor).
6. T[lpoBepbTe U, ecnv HeobxoaMMO, U3BMEHUTE 3HAUEHUA OANA CNeayoLWMx napaMeTpoB:
CepBep SQL MmA KomnbloTepa cepBepa 6asbl AaHHbIX
dk3emnnap SQL MmMA aksemnnApa rnaBHon 6a3bl gaHHbIX ACS. MMeHHO 3aech
cospaetcAa basa faHHbIX NoceTuTeneu.
2023-09 | 5.2.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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4.2.2

Ona AMS nmeHem ABNAeTCA ACE
Ona BIS ACE umeHem ABnAetcA BIS ACE

Uma nonb3oBatena |MmA nonb3oBatenAa Cc NnpaBaMu aaMUHUCTPaTopa ak3emnnapa. Kak
SQL npasumno, aTo sa.

Maponb SQL [Maponb aTOro agMMHUCTpaTopa.

7. Haxmute NMpoBepuTb NnogKknoueHue, utTobbl NPOBEPUTL BO3MOXKHOCTb A0CTyNa K
ak3emnnApy 6a3sbl AaHHbIX C MOMOLLbIO YKa3aHHbIX BaMW 3HaUeHWK napameTpoB. Ecnu
npoBepKa He npowaeHa, ybeauTtecb B NPaBUIbHOCTU YKa3aHHbIX NapameTpbl.

8. Haxmute kHonky Oanee, utobbl NPOAONKUTD.

—  Ha akpaHe KoHdwmrypauua goctyna Kk ACS (roe ACS o3HauaeT OCHOBHYI CUCTEMY
ynpasneHus goctynom, AMS unu ACE) BbINONHUTE cneaylollne 4eNCTBUA.

9. BaegwuTe 3HaueHuWA ONA cnegyowmMx napameTpoB:

Umna y3na ACS MmA KoMnbloTepa, Ha KOToOpoMm paboTtaeT cuctema ACS

Uma nonb3oBatena |MmA BblgeneHHoro nonb3oBatenA ACS ¢ HeorpaHMUYeHHbIM OCTYNOM

ACS K ucnonbdoaHuto APIl. Cm. pasgen «TpeboBaHUA K NPpOrpaMmMHOMY
obecneueHuto».
Maponb ACS Maponb gaHHOro BblgeneHHoro nonb3oartena ACS.

10. Haxmwute KHonKy [lanee, utobbl MPOAOMKUTD.

—  Ha 3akpaHe KoHdurypauusa cepBepa uaeHTUMUKaALUKU BbINONHWUTE Cleaytolime oeNCTBUA.

11. BeeguTe URI cooTBeTcTBYlOLWErO CepBepa yaoctoBepeHni ACS:
-  AMS: HTTPS://<NUmaCepBepaACS>:44333
- BIS: HTTPS://<NMACepBepaACS>/BisIdServer

12. HaxmwuTte MpoBepuTb nogknioueHue, 4Tobbl NPOBEPUTL BO3MOXHOCTb AOCTYNa K cepBepy
WAEHTUPUKALUU.

13. Haxmute KHOMNKy [lanee ana otobpa)keHUA CBOAHbLIX CBEAEHMWM, a 3aTEM HAXKMUTe
YcTaHOBMUTb, UTOObI HAuaTb NpoLuecc ycTaHOBKU cepBepa VisMgmt.

14. Tlocne yCTaHOBKW nepe3arpy3nte KOMMNbOTEP.

®daitn JSON AppSettings

HeckonbKko napamMeTpoB KoHgUrypaumu cepeepa VisMgmt xpaHATcA B cnegyowem

chakine .JSON:

<installation drive>:\Program Files (x86)\Bosch Sicherheitssysteme\

Bosch Visitor Management\appsettings.json

Kak npaBuno, MU3MeHATb 3HaUeHWsA Mo yMOonuaHuio He TpebyeTtcs, ogHako B pasgene Settings
(MapameTpbl) aTOro hanna MoXeT bObiTb NONE3HO HACTPOUTL CneayrLlMe napaMmeTpsbl. Mpu
M3MeHEeHUM NapaMeTpoB HeobxoaMMo NpeaBapMUTENbHO CO34aTb PE3ePBHYI KOMUIO danna.
PesepBHana KoONuA NOMOXeT ObICTPO OTMEHUTb U3MEHEHWSA, €CNIU 3TU U3SMEHEHUA NMPUBEOYT K
HecooTBeTCTBYylOLLEeN paboTe.

CoxpaHuTe nameHeHuA 1 nepesanyctute cnyxby Windows VisMgmt, utobbl U3MeHeHHble
napamMmeTpbl BCTYNUNK B cuny. MMA cnyxbbl — Bosch Visitor Management.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2023-09 | 5.2.0 |
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Uma napametpa 3HaueHue no |OnucaHue
YMONUaHUIO
PageSizeNumberOfVisit 20 MakcrManbHOe KONMUYecTBO

noceleH1, OqHOBPEMEHHO
oTobpaXkaemblx Ha 3KpaHe.

[Mpn NpokpyuynMBaHuu
nonb3oBaTeneM Ha Ka)kgow HOBOM
CTpaHuLe oTobpaxaeTcs yKasaHHoe
KONMMUECTBO 3arnuceM, 3arpyxeHHoe
13 6asbl JaHHbIX.

MaximumUploadFileSizeBytes 31457289 MakcrmManbHOe KONMuecTBO
0anToB, KOTOPOE MOXET
COAEepKaTbCA B 3arpy>KeHHOM
hanne.

StartoverTimeoutAskSeconds 300 KonuuectBo cekyHA, KOTopoe
NPpUNoXeHne oXxunaaet, eCnu
nonb3oBaTtenb NPUOCTaHaBNNBaET
BBO/l PErMCTPaLMOHHOM
WHOPpMaLKUK, a 3aTeM
3anpawmnBaeT yuyeTHble AaHHbIE.

StartoverTimeoutResetSeconds 60 Mocne 3anpoca npunoxeHue
OXUWOaeT B TeUeHUe yKa3aHHOro
KOonnyectBa CeKyH[, a 3aTteM
cbpacbiBaeT aKkpaH Bxoda B

cuctemy.
4.3 Hactpoika komnbloTepa kKnueHTa VisMgmt
HapgcTtponka ans nepudepumHbix ycTponcts Bosch MoxeT ObiTb yCTaHOBNEHA Ha KOMMbIOTEP C
cepBepoM, HO OObIUHO OHa yCTaHABMMBAETCA HA KMMEHTCKUM KOMMbIOTEP B TOM XXe ceTu. B
3TOM Cnyuae creayet ckonuvpoBatb ceptudukar HTTPS ¢ cepsepa ACS M yCTaHOBUTb €ro Ha
KNUEHTCKOM KoMnbloTepe. MHCTpyKUUK cM. B pasaene CepTugunkatel 0N 3allnieHHOH CBA3MH,
CrpaHuya 16 Huxe.
Hanctpowka ana nepudepuriHbiX yCTporcTB Bosch — a3To nporpammHoe obecneueHue ansa
NOAKNOUEHUA NepUPePUNHBbIX YCTPOWUCTB, TAKUX KaK PerucTpaLnMoHHble CUMTbIBATENU U
cKaHepbl. Ecnu Takue ycTponcTBa He TpebytoTcA, Hanpumep anAa nonb3oBaTens host
(NpuHUMaloLWmMi), TO ANA BXoAa B CUCTEMY M 3anycka npunoxeHus VisMgmt goctatouHo
nocTyna K bpaysepy.
MopaepxunBatoTca cnenyolline perucTpaLmoHHble CunTbiBaTenu M popmMatbl KapT.
Kon MIFARE |MIFARE [HID |iCLASS |iCLASS |iCLASS |iCLASS |EM
Bosch DESFire | Classic |Prox |26 35 37 48 26
MIFARE | EV1 CSN 26 out out out out out
DESFire |CSN out
EV1
2023-09 | 5.2.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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LECTUS X
enroll
ARD-
EDMCV002
-USB

OMNIKEY X X X X X X X X
5427 CK

Cwm.

CepTtunkatel 0na 3aumiyeHHon cBa3un, CtpaHuya 16

4.3.1 Hactpo#ka HaacTpoiku ana nepudepUrHbIX YCTPOUCTB
HapcTtpowka ans nepudepumHbIX yCTPOUCTB TpebyeTcsa TONbKO Ha KNUMEHTCKUX KOMMbloTepax,
nogKntyaeMblX K peructpaymoHHbIM CUUTbIBATENAMU, CKaHEPAM U OPYTHUM I'IepVICbeleleblM
yCTpOﬁCTBaM. nOBTOpMTe OMUCaHHYK HUWXXe npoueaypy Ha KaxXXgomMm KIUMEeHTCKOM KOMMbLOTepe,
rae aTo HeobxoaMmo.

1.

o

Ha BblAeNeHHOM KNUEHTCKOM KOMIMbOTEPE OT UMEHU afiMUHUCTPATOPA 3anyCTUTe

BoschPeripheralDeviceAddon.exe C YCTAHOBOYHOIoO HOCUTENA.

—  byayT nepeuncrneHbl OCHOBHblE KOMMOHEHTHI, T. €. NporpaMmmHoe obecrneveHue
KNWeHTa u nporpaMmmHoe obecneueHne anA obbIYUHO MCNONb3YEMOro NepudeprUnHbIX
YCTPOMCTB. PekoMeHayeTcs yCTaHOBWUTb BCE NMEepPeuymncneHHble KOMMOHEHTbI, Aaxe
ecnu B HacTosllee BpeMAa obopynoBaHue HEQOCTYMHO.

HaxmuTte KHonKy [lanee, utoObl NPUHATbL NaKeTbl YCTAHOBKKW MO YMOMUAHUIO.

Ha akpaHe KoHdurypauua KnueHTa BbINOMHUTE CriefytoliMe 4encTBUA.

KaTtanor ycTaHOBKM: NpuUMHTE BbibpaHHOE NO yMonuaHuto (pekomeHayeTcs) Mnu

M3MEHWUTE NO HEODBXOOMMOCTH.

COM-nopr:

- [Mpn ncnonb3oBaHUK perncTpaumoHHoro cumntoiBatena LECTUS BBegute Homep
COM-nopTa, Hanpumep COM3, K KOTOPOMY MOAKNIOUEH PErucTpPaLnOHHbIN
cuuTbiBaTenb. [poBepbTe 3TO 3HaUeHWe B aucnetuepe yctpomncts Windows.

—  [lpu ncnonbsoBaHuu cuutbiBatensa HID OMNIKEY ocTtaBbTe 3TO none nycTbiM.

- Kamepa, yctponcTteo SignoPad v ckaHep JOKYMEHTOB roToBbl K paboTe U3 KOPOOKHU
n He TpebytoT HacTporkn COM-nopTa. Koraa B 6paysepe NoABMTCA OKHO C 3aMpOCOM
paspeLlnTb NOAKMIOUEHWE, HAXKMHUTE PaspeluuTb.

Appec cepBepa 1 NopT:

- BBeauTte MMeHa NobbiX KOMMbIOTEPOB C CepBepPOM (MO YMONUYaHUo XOoTs bbl UMA
OCHOBHOTrO KoMMbloTepa ¢ cepBepoM ACS) 1 Homepa NopToB NMOObIX BHYTPEHHUX
cnyx06, KoTopblM HeobXoAMMa BO3MOXHOCTb YNpaBnATb NnepuepunHbiMU
YCTPOWCTBAMMU.
3areM HaxxMuTe KHoMKy NMpoBepuTb NogKnOUEeHUe U JOXKOAUTECH NOATBEPXKAEHUA
ONA KKOOro KoOMMbioTepa Unu Cny»obi.

Haxxmute flob6aBUTb, UTOObI 00aBUTL AOMNONHUTENbHbIE CEPBEPDI.
Haxmute Ypanutb, utobbl yaanuTb cepBepbl.
—  [lopTbl N0 yMOMYaHUIO ANA CTaHOAPTHbIX CEPBEPHbIX CNYyX0:
5806 gna CredMgmt
5706 ana VisMgmt

Haxxmute [lanee gnA nonyuyeHnsa CBOAKU KOMMOHEHTOB, KOTopble ByayT yCTaHOBMEHDI.

HaxmuTe YCcTaHOBUTb, UTOObI HauaTb YCTAHOBKY.

Haxxmunte KHonKy NoTOBO, UTOObI 3aBEPLUMTL YCTAHOBKY.

Bosch Security Systems
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4.3.2

7. Tocne ycTaHOBKMW nepesarpysvTe KOMMbTep.

CepTtucukaTtbl AnA 3alULLEHHOW CBA3HU
[Ona 6esonacHoro obMeHa AaHHbIMU Mexay O0pay3epoM Ha KNMEHTCKOM KOMMbOTEPE U
cepBepoM ACS ckonupyHTe cneayoluni ceptudurkart ¢ cepBepa ACS Ha KNUeHTCKue

KoMnbloTepbl. A yCTaHOBKM BOCI'IOI'IbByVITECb yquHOVI 3anncbio C NnpaBaMn aAMUHUCTPATOpPA

Windows.

OObIUHbIM NYTb K cepPTUDUKATY:

- <yCTaHOBOLIHbI17I ANCK>:

\Bosch Sicherheitssysteme\Access Management System\Certificates\Bosch

Security System Internal CA - BISAMS.cer

0O0630p nyTek nepenauu ceptucukaroB

Us - ACS CepBepHas |DB S M R
Bl yactb MA baza |lpunoxeHue |lMpunoxeHune |CuutbiBate
Mobile JaHHbI | HACTPOUKH noctyna nb
Access X BnagenbLa
KapThbl
ACS / Mepepaetca / / / /
MacTepom
YyCTaHOBKM (C
NMOMOLL bt
MHCTPYMEHTa
ceptudumKkal
un)
CepsepHan | MNepenaetca / / Mepenaetca | MNepepaetcsa /
yactb MA MacTtepom npu npuv
Mobile YyCTaHOBKM perncrpauuu | pervcrpauum
Access MobunbHOro C MoOMOLbIO | C NOMOLWbIO
noctyna QR-koga QR-koga
O6HoBnAaetc | ObHoBNAETCA
AcC C NOMOLLbIO
MoMOLLblO push-
push- yBeAoOM/eHUA
yBeLOM/EHH
f
DB / / / / / /
basa
OaHHbIX
S / Mepenaertca / / / /
[MpunoxeHu npuv
e perucrpaumu
HaCTPOMKHM C MOMOLLbIO
QR-koga
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4.3.2.1

M Mepenaetca /
MpunnoxeHu npu

e focTyna pervcrpauuu

Bnagenbua C NomolLLbto

KapTbl QR-kopa

Ceptudmkarbl gna 6paysepa Firefox
MoXHO NpPonycTUTb 3TOT pasaen, ecnv Bbl He Ucnonb3yeTe bpaysep Firefox.

bpaysep Firefox obpabatbiBaeT KopHeBble cepTUdmKaTbl No-aApyromy: Firefox He obpallaetca

K XpaHunuuy ceptudukatoB Windows ana goBepeHHbIX KOPHEBbIX cepThudrKkaTtoB. Bmecto

3TOro Kaxabli npodunb bpaysepa noaaepkMBaeT COOCTBEHHOE XPaHUULLE KOPHEBbIX

ceptubmKkaTos. [JononHUTENbHblE CBeAeHMA CM. B https://support.mozilla.org/en-US/kb/

setting-certificate-authorities-firefox

Ha 3To BebG-cTpaHMLe TakXe codepaTca UHCTPYKLMK MO UCMONb30BAHUIO XPaHUHLLA

ceptucbmkaToB Windows ansa Bcex nonb3sosatenen B bpaysepe Firefox.

Kpome Toro, MOXXHO MMMNOPTMPOBATb MCMOMNb3yeMble MO YMONUAHWUIO CEPTUMUKATbI, KaK

onucaHo Huxe. MpumeyaHue.

-  HeobxoauMmMo MMMNOPTUMPOBATb CEPTUMMKATbI ANA KaXaoro nonb3oBatena U npoduna
6paysepa Firefox.

—  HwKeonucaHHbIM cepTUdMKaT cepBepa npeacrtaBnsaeT cobon cepTuduKar no yMonuyaHuio,
CO3[aHHbIM NpK ycTaHoBKe. Ecnu Bbl NprMobpeny cobCcTBEHHbINM cepTUdUKAT Y LeHTpa
cepThdmKaLmMu, TO MOXKETE UCNONb30BaTb €r0 BMECTO 3TOro cepTudmKara.

UmnopT cepTucbukatoB B XxpaHunuile ceptucpukaros Firefox

Onsa poctyna k cepsepy ACS un3 Firefox Ha KMEHTCKOM KOMMbIOTEPE MOXXHO UMMOPTUPOBATD

cnepylowmi cepTudmKaTt No yMOnUuaHULo ¢ cepBepa:

—  <YCTaHOBOUYHbIW AUCK>:
\Bosch Sicherheitssysteme\Access Management System\Certificates\Bosch
Security System Internal CA - BISAMS.cer

Takxe ana BIS ACE MoXHO 3arpysutb cepTUdUKaT uepes MHTepHET:

-  HTTP://<WMA NnpuHMUMarowero>/<NUma npuHUMarLWero>. cer

MepudepuitHbie ycTpoHUCcTBa: AN1A AOCTYyNa K NOAKMOUEHHOMY NepudepuinHOMy YCTPOMCTBY,
TAKOMY KaK CKaHep JOKYMEHTOB MK LM poBoM noanucu, us Firefox Ha KomnbloTepe KnueHTa
MOXHO MCMONb30BaTb CEPTUDMKAT MO YyMONUAHUIO. Ero MOXKHO HaWTW Ha KNUMEHTCKOM
KOMMNbOTEPE B cneayrowem pacrnonoXeHuu:

<YCTAHOBOUHbIM AUCK>:\Program Files (x86)\Bosch Sicherheitssysteme)\

Bosch Peripheral Device Addon\BoschAcePeripheralDeviceAddonHardware CA.cer

Mopapok peicTeuit (NoBTOPUTL ANA Kaxaoro ceptudukata u npoduna Firefox):
[nAa yctaHOBKKM HeODXOAMMbBIX CEPTU(DUKATOB Ha KOMMbIOTEPE KMMEHTA BbIMOMHUTE
cnepyrolwmMe encTBUA:

1. Hawngute cepTudmMKaT, KOTOPbIA XOTUTE YCTAHOBHUTD.

2. OtkpouTe bpaysep Firefox u BBeauTe about:preferences B ajpeCHYIO CTPOKY.
—  OTKpoeTcA CTpaHuLa napamMeTpoB.

3. B none Hautu B napameTtpax BBeauTe certificate

—  Ha ctpaHuue nossutca kHonka MpocmoTp ceptudmnkaTos.

4. HaxmuTe kHonky MpocMmoTp cepTUchUKaTOB.

Bosch Security Systems
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—  OTkpoeTcAa gnanorosoe okHo Aucnetuep cepTUHUKATOB C HECKONbKUMWU BKNAAKaAMMU.
5 Mepenaute Ha BkNaaky LleHTpbl cepTUdUKauuu.

6. Haxmute Umnopr...

—  OTKkpoeTcAa AnanoroBoe okHO Bbibopa cepTudUKaTa.

7. Bbibepute ceptTUdmKaT, KOTOPbIM Bbl HAaxXo4unu Ha ware 1, u HAXKMUTE OTKPbITDb.

—  OTKpoeTca AnanoroBoe OKHO 3arpy3ka ceptudmkara.

8. Bbibepute [loBepaTb aaHHomy LIC ana waeHTudbukauum Beb-cantoB 1 HaxkmuTe OK.
— [OwnanoroBoe OKHO 3arpy3ka cepTucukarta 3aKpoeTcs.

9. B aumanoroBoM okHe ucnetuep cepTucpukatoB Haxxmute OK.

- Ha aTom npouenypa umnopTta cepTudurKata 3aBeplueHa.

4.3.2.2 Ceptudhukatbl gna 6paysepa Chrome
MO>HO NponycTUTb 3TOT pa3aen, ecnu Bbl He ucnonb3dyete 6pay3ep Chrome.
CM. NnpUMeuaHus K BbiMyCcKy Ballel Bepcuu cuctembl ACS, utobbl 03HAKOMUTBLCSH C
M3MeHeHUAMU B 0bpaboTke cepTudukatoB B bpaysepe Chrome.
YcTtaHoBKa cepTudukata B bpaysepe Chrome gna Microsoft Windows:

1. CkauauTe pann cepTudukata.

2. TllepenguTte Ha cTpaHuLy HacTpoek bpaysepa Chrome (chrome://settings) U WENKHUTE
JAononHuTenbHoO.

3. B pasgene KoHdupeHuManbHOCTb U 6€30MaCHOCTDb LeNKHUTE YnpaBneHue
ceptudMkaTtamm

4. Ha Bknagke CepTudukatbl HOKMUTE KHONMKY UMNOPT, uToObI HauaTb YCTAHOBKY
ceptudumKkara:

- OTtobpasuntca mactep UMnopTa cepTUPUKaTOB.

5. BbibepuTe chaiin ceptudmrKata 1 3aBeplumMTe paboTy macTepa.

6. YcCTaHOBNEHHbIM cepTUdMKAT NOABUTCA Ha BKNaaKe [loBepeHHble KOPHEBbIE LLeHTPbI
cepTUdUKaLUU.

4.3.3 ®daitn JSON AppSettings
HeckonbKo napaMeTpoB KOH(UIypaLumnmn KNMeHTCKoro kKomnbtoTepa VisMgmt xpaHaTcs B
cnepyouwem danne . JSON:
<YCTAaHOBOUHbIM AUCK>:\Program Files (x86)\Bosch Sicherheitssysteme)\
Bosch Visitor Management\appsettings.json
Kak npaBuno, UaMeHATb 3HAUEHUA MO yMONMUaHUIo He TpebyeTcA, ogHAaKO B pasaene
AppSettings 31oro canna Moxet 6biTb MONE3HO HACTPOWUTb CReaytoLine napameTphbl.
CoxpaHuTe U3MeHeHUna U nepesanyctute cnyxby Windows VisMgmt, utobbl MU3MeHeHHble
napameTpbl BCTYMUNWU B CUNY. MMA cnyX0Obl —Bosch Ace Visitor Management Client.

Uma napametpa Mpumep OnucaHue

CorseOrigins "https://my-vm-server:5706" Agpec v HoOMep nopTa cepBepa
yrnpaBneHuUA NOCeTUTENAMMU.

CardReaderPort "com3" Homep COM-nopTa, K KOTOPOMY
NOAKMIOUEH PErnCTPaLMOHHbBIN
cuntbiBaTeno LECTUS.
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4.4

4.5

4.5.1

HUma napameTtpa Mpumep OnucaHue

Ona cuutbiBatenen HID
OMNIKEY sToT napametp
MOXHO He 3amnonHATb.

MpoBepka yCTaHOBKMU cepBepa

Ha KomnbtoTepe B TOM e CETU, UCMONb3ysA OAUH U3 NOAAepKUBaeMblx bpay3epoB, OTKpoUTe
cneaytowmmn URL-agpec:

https://<KomnbtoTep cepBepa VisMgmt>:5706/main

Ecnu cepBep paboTaeT, byneT oTobpaxkeHa cTpaHMLa BXOAa B NPUNOXKEHHUE.

YcraHoBKa cnyxb6bl Mobile Access

BBepeHue

BHyTpeHHsas cnyxba Mobile Access obecneunBaeT BO3MOXHOCTb MOOMIbHOIO AocCTyna anA

Credential Management u Visitor Management.

NMPUMEYAHME. Ecnu Bbl ucnonb3dyete n CredMgmt, u VisMgmt, 4ocTtaTouHO yCTaHOBUTb

cnyxby Mobile Access oguH pas.

—  Ee MOXHO ycTaHOBMWTb Ha ogHOM cepBepe ¢ cucteMor ACS (coBMellleHHada yCTaHOBKa)
nnbo Ha oTaenbHOM cepBepe (pacnpeneneHHas yCTaHOBKA).

—  Ee MOXHO yCTaHOBWTb ANA UCMNONb30BAaHUA NOKANbHOW WUNW yaaneHHoOM 6a3bl AaHHbIX.

JocTynHocTb BHYTpeHHel cnybbl Mobile Access

BHyTpeHHsas cnyxba Mobile Access fomnkHa ObITb MOCTOAHHO AOCTYNHA ANA MOOWUMbHbBIX
YCTPOWCTB.

Mo coobpaxeHnsam 0e30MaCHOCTU OUEHb HEXeNaTenbHO NPEeAOCTaBNATb MOOUNbHbBIM
YCTPOMCTBAM CETEBOM A0CTYN K cepBepy cucteMbl ACS. Mo3ToMy pekoMeHayeTcs
MCNONb30BaTb pacnpeneneHHy yCTaHOBKY. ITO MO3BOMMT 3amnyCcKaTb CEPBEPHYHO CNyX0y
Mobile Access Ha bonee WIMPOKOLOCTYNMHOM ODONayHOM cepBepe.

0630p YyCTAaHOBKHU, HAaCTPOUKHU U UCMONb3OBAHUA

Ona pabotbl cnyx6bl Mobile Access HeobxoanMMO B3aMMOAENCTBUE HECKOMbKUX KOMMOHEHTOB.
3pecb nepeuncnedbl obuume atanbl. COOTBETCTBYIOLIME NpeaBapuTenbHble TpeboBaHUA U
npouenypbl OyayT onucaHbl B CNeayoLlnx pasgenax 3Tou rnaebl.

YcraHoBKa cepBepa ACS

1.  Cuctema ACS yctaHaBnMBaeTcA, NUUEH3UpyeTcA M paboTaeT C NOCTOAHHbIM KOPHEBbLIM
CepTUdUKATOM U COBMECTUMbIMU CUMTBIBATENAMM JOCTYyNA. B Hel onpenenatoTcA
onepartopbl C NpaBamMu Ha ynpasneHue cnyxbok Mobile Access.

Hactpoiika cny6bl Mobile Access

1. CUCTEMHBbIM alMUHUCTPATOP yCTaHaBNMBaeT B cucteMe ACS OfHO M3 NMPUNOXKEHUH,
ncnonbaytowmx cnyxby Mobile Access: Credential Management unu Visitor
Management, nn6o oba npunoxeHus cpasy.

2. CuUCTEMHbIM afMUHUCTPATOP yCTaHaBNUBAET cepBepHYto cnyxby Mobile Access.

3. CuCTeMHbIW afMUHUCTPATOP aKTUBUPYET cny»Kby Mobile Access B ycTaHOBNEHHbIX BeO-
NPUNOXKEHUAX.
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HacTtpoiika cuutbiBaTeneu

1.  CuWCTeMHbIW aAMWHUCTPATOP CO3OA€eT YCTaHOBLMKA (NMLO C NpaBaMu AN HACTPOWKHM
cunTbiBaTenen Mobile Access MobunbHOTO AocTyna) B npunoxeHun CredMgmt.

2.  YcTaHOBLUMK 3arpyxaeT npunoxeHue yctaHoBlMKa (Setup Access) Ha MOBUNbHOE
YCTPOWCTBO M3 00ObIUHOTO 00LLEAOCTYNHOrO MarasnuHa NPUNOXKeHUN.

3. CHWCTeMHbIVM aiMUHUCTPATOpP OTNPaBAAET NPUrnaleHe Ha3HaueHHOMY YCTAHOBLLMKY.

4. YCTaHOBLMK NPUHMMAET NpuUrnalleHue B NPUNOXEHWU YCTaHOBLLKKA. DTO NpuUrnaweHue
[aeT yCTaHOBLIMKY NpaBO HacTpauBaTb CUMUTbIBATENM AOCTyNa ANA UCNONb30BaHMA
cnyxbbl Mobile Access.

5. YcTaHOBLMK HacTpanBaeT CUUTbIBATENM C MOMOLLbIO NMPUNOXKEHUA YCTAHOBLLMKA.

Ucnonb3oBaHue cnyx6bl Mobile Access

1. Bnagenbubl yUeTHbIX AaHHbIX, KOTOPble UMEIT NPaBoO MCMoNb3oBaTb NpunoxexHue Mobile
Access, 3arpy>atoT NnpunoxxeHue AnA BnagenbLeB yueTHbiX AaHHbix (Mobile Access) Ha
CBOW MODOMMbHbIE YCTPOMCTBA M3 0ObIUHOTO OOLLEAOCTYNHOrO MarasuHa NPUNOXKeHUH.

2.  Onepartopbl CredMgmt u/vnun VisMgmt ¢ nomowbto QR-Koaa Mnu no aneKTpoHHOM noute
NpPefoCcTaBNAT MOOUNbHbIE YUETHbIe JaHHble BNagenbLlaM yUYeTHbIX AaHHbIX C
COOTBETCTBYIOLWMMWU NpaBaMu.

3. Bnagenbubl yUeTHbIX AaHHbIX CuMTbIBaOT QR-KOA4 UMK OTKPbIBAKOT 3/1EKTPOHHOE MUCbMO B
CBOEM NMPUNOXEHWWU ANA BnagenbLeB yUeTHbIX AaHHbIX (Mobile Access). 31o nossonset
Mcrnonb3oBaTb MOBMNbHOE YCTPOMCTBO B KauecTBe (hM3NUeCcKoro cpeacraa
noeHTUHKaUnmM, Korga npUnoXKeHue s3anyLleHo.

4.5.2 AnnapartHble TpeboBaHuA cnyx6bl Mobile Access
[Ona ncnonb3oBaHua cnyxbbl Mobile Access HeobxoaMMbl CUMTbIBaTENM AOCTYNAa C MOAYNEM
BLE. NMoaxoanaTt cneaytowme cuntoiBateny Bosch:
ARD-SELECT -BOM, -WOM, -BOKM, -WOKM
-  bBykBbl B 1 W 0603HauatoT UBET: UepHbIM UK Benbiv
-  bykBa O obo3Hauaet OSDP
—  bykBa K o3HauaeT Hannuue KnaBuartypbl
- bykBa M obosHauaeT noaaepxky cnyxbbl Mobile Access
4.5.3 TpeboBaHua K KoHdUrypauuu cnyx6bl Mobile Access
BbiaeneHHbl nonb3oBaTenb ANA yAaneHHoW 6a3bl AaHHbIX (ecnu Ucnonb3yeTcA
yAaneHHaa 6a3a paHHbIX)
Ecnu cny»x6a Mobile Access bynet ucnonb3oBaTtb 6a3y AaHHbIX Ha yaaneHHOM cepBepe basbl
OaHHbIX, TO CO3[4aMlTe U HACTPOWTE NONb30BAaTENA C NpaBaMK aAMWHUCTPATOPa C UMEHEM
MAUser Ha 3TOM yaaneHHoM cepBepe Kak B Windows, Tak 1 B cucteme SQL Server. Bo Bpems
BbIMOMTHEHUA OMMUCAHHbIX HUXE HacTpoeK BbibepuTe BapuaHT ANA yaaneHHoro cepsepa Hasbl
[aHHbIX U BBEAUTE Naponb, YCTAHOBMNEHHbIW ANA MAUser.
BHUMAHMWE: He 3anyckanTe HacTpolky Mobile Access 0o 3aBeplLueHUA 3TOW onepaLuu.
Mpoueaypa
1. HaypaneHHoM cepBepe 6asbl AaHHbIX co3hanTe nonb3osatena gomeHa Windows B Tom
e nomeHe, uto M ACS. Mcnonb3yiTe cneayolmMe HaCTPOMKMK:
- UmA nonb3oBatensa (MMA Nonb3oBaTens C yueToMm perucrpa): <ACS-Domain>\MAUser
—  Maponb: HacTpoK1Te Naponb B COOTBETCTBUMU C NONUTUKAMKU Be3onacHoCTH,
npMMeHAeMbIMU KO BCEM BallMM KommnbtoTepaMm. ObpaTnTte BHUMaHUe, UTo OH
noTpebyetca anAa HacTpohku Mobile Access.
— Tpwu cnepywouem Bxoae B CUCTEMY NMONb30BaTeNb A0MKEH U3MEHUTb NMapornb: NO
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- Mo
— Cp
- Bx

Nb30BaTelNlb HE MOXXET UBMEHUTb NapPonb: YES
OK AeWcTBUA naponAa He OorpaHuyeH: YES
oA B KayectBe Cny)KGbl: YES

- YuyeTHana 3anucb OTKNUEHa: NO

3atem nobaBbTe MAUser B KauecTBe NOrMHa Ans yaaneHHoro cepsepa SQL Kak onucaHo

HUXe:

1. Otkpo#MTe ueHTp SQL Management Studio

Me

Bbl

No gk wd

MoakntoumnTech K yaaneHHomy aksemnnapy SQL

penaute B pasgen Security (BesonacHocTtb) > Login (Bxopg)

B obnactv Bbibepute cTpaHuuy Bbibepute NnyHKT OOWMe

6ep|4Te nonb3oBaTtenAa MAUser

B obnactv BbibepuTte cTpaHuuy BbibepuTe NnyHKT Ponu Ha cepBepe
YcTtaHoBHTE (hNnaXku public M dbcreator

BblgeneHHbiW Nonb3oBaTenb ANA NOKanbHOW 6a3bl JaHHbIX (ecnu ucnonb3yeTcAa

nokanb
[Tonb3o

HaA 6a3a AaHHbIX)
BaTenb MAUser obpallaetcs K 6ase gaHHbix cucTteMbl ACS OT UMEHU NMPUNOXKEHUA

Mobile Access.

HE Hy>XHO co3fgaBaTb 3TOro nonb3oBartenf, eCnu UCMNOoNb3yeTCcA NoKanbHas 6a3a gaHHbIX.

Mporpamma yctaHoBKKM Mobile Access aBToOMaTMUeCKM co3daeT nonb3oBarena MAUser Ha
cepBepe ACS.

4.5.4 Mpouenypa coBMeLEHHOW YCTaHOBKHU
CoBMelleHHana YCTaHOBKa NoapasyMeBaeT, UTo BHYTpPeHHsAsA cnyxba Mobile Access
3anycKaeTca Ha TOM e cepBepe, uto n cnuctema ACS.

PacnpepeneHHan ycTaHOBKa nofpasyMeBaeT, uto BHyTpeHHAA cny>kba Mobile Access
3anyckaeTtcs Ha Apyrom cepsepe, Hanpumep B obnake.

MonpobHee o pacnpeaeneHHOM ycTaHOBKe cM. B crieaytoliemM pasgene Mpouepypa
pacnpeneneHHON yCTaHOBKMU.
CoBmeleHUe ¢ nokanbHou B CoBmMeleHUue ¢ ynaneHHoun b}
ACS E - = ACS - -
S M < [
—> —>
[J [ J [
288, - 288, =
CM/VM CM/VM
S T
DB DB

KnaBuwa|3HaueHue

ACS

OcHoBHasA cucTema ynpasneHua goctynom: AMS wnu BIS-ACE

CM/VM

CepBepHas uacTb Beb-npunoxenua: Credential Management nnu Visitor
Management

DB

OcHoBHasA 6a3a gaHHbIx ACS

MA

CepBepHas uactb Mobile Access
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KnaBuwa|3HaueHue

S

MpunoxkeHue ycTaHoBLKWKa Setup Access Ana MOOUNbHbBIX YCTPOWCTB CUCTEMHbIX
YCTaHOBLUMKOB Y KOH(OUTYPaTOPOB.

Mpunoxxenune goctyna Mobile Access gna MOOUNbHbBIX YCTPOMCTB ODObIUHbBIX
BNafenbleB YUETHbIX AaHHbIX.

Mpoueaypa

1.

Ha cepBepe cuctembl ACS, KOTOPbIM B Cllyuae COBMELLEHHOW YCTAaHOBKK TaKxKe ABMNAETCA

cepBepomM cnyxbbl Mobile Access, 3anyctute gann BoschMobileAccessBackend.exe OT

UMEHU afiMUHUCTPaTOpa

OTKpoeTcAa nporpaMma yCTaHOBKH

Ha akpaHe MecTtononoxxeHue BbibepuTe TN ycTaHOBKKM CoBMeLleHHasn

Ha akpaHe KomnoHeHTbl yOeauTech, uto BbibpaH BapnaHT Bosch Mobile Access, a

3aTeM HaXXmuTe KHonky Janee

BHMMaTenbHO npouunTanTe MHpopMauuto Ha skpaHe EULA v HaxmuTe NMPUHATD, €Cnu Bbl

NpUHUMaeTe YCNOBWUA NULEH3MOHHOIO COrNalleH1a C KoOHeUHbIM nonb3oBatenem (EULA).

YCTaHOBKY MOXHO DyaeT npoaonKuTb TONbKO B TaKOM Clyyae.

Ha skpaHe KaTtanor yctaHOBKM:

BbibepuTe LeneByto nanky Ans yCTaHOBKU UMM UCMONb3YWTe Nanky, BblIOpaHHy no

yMonuaHuio (pekomeHayeTca)

BBeauTe Ha3BaHMe KOMMNaHWK, KoTopoe byaeT oTobpaxarbcA B MOOUIbHOM NMPUNOXEHUH

1M B HTML-wabnoHax aneKTpOHHbIX MUCEM

HaxxmuTte KHonky Janee

Ha akpaHe Ceptudukar

BBeoute umA y3na, Ha KOTopoM OyadeT 3anyckaTbCcA cepBepHana yacTb cnyxbbl Mobile

Access

[Tpu XenaHWKW UK ecnu CeTb He NOAAEPXKMBAET pa3pelleHne UMeHU y3na, Beegute IP-

agpec ysna.

HaxxmuTte KHonky Janee

Ha akpaHe SQL Server BbibepuTe O4WH U3 ABYX BapMUaHTOB PacnonoxXeHusa 6asbl AaHHbIX.

HacTpoMku HeMHOro oTnuuatoTca. Boibepute oguMH U3 BapMaHTOB ANA cneaytollero atana:

BAPUAHT 1. Onuua NokanbHaA 6a3a AaHHbIX:

— Tlporpamma ycTaHOBKW HaxoguT NoKanbHyto 0a3y AaHHbIX U BblIOUpaeT ee.

—  BepguTte naponb agMmuHucTpaTopa SQL (Mo ymonuaHuio sa)

- Haxmute MpoBepuTb NoAKNIOUYEHUE

-  Haxmwute KHONKy Oanee

BAPUAHT 2. Onuua YpaneHHana 6a3a AaHHbIX

- BBeauTe nma HaxopgAulerocA B cetTu cepBepa SQL

- Beawute umAa aksemnnsapa SQL

- BBeaute naponb agMuHucTpatopa SQL (no ymonuaHuio sa)

- Haxxmute NMpoBepUTb NOAKNIOUYEHUE

— [poBepbTe MMA Nonb3oBaTena U BBeauTe naponb agMmuHuctpatopa Windows u SQL,
KOTOPbIM Bbl CO34anu Ans yAaneHHOro Mcnonb3oBaHusa 6asbl JaHHbIX (CM. pasgen
«[penBapuTenbHble TPebOOBaHUA» BbILLE)

-  Haxmwute KHONKy Oanee

Ha skpaHe KoHdurypauusa cepeepa ngeHTUdMKaALUKU BbINONHWUTE Cledylolime AeNCTBUA.

CepBepoM yaoCTOBEPEHUIN MO YMONUaHWIO (NpeaBapuTeNnbHO BblIOpaHHbIM) ABNAETCA

ocHoBHoM cepBep ACS c nopToM 44333 https://<NameOfACSserver>:44333

Haxmute MpoBepuTb NOAKNIOUEHUE
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Ecnu npoBepka He npoluna, NnpoBepbTe 4OCTYNHOCTb CEPBEpa YAOCTOBEPEHUH elle pas.
HaxxmuTte KHONKy Oanee

9. Ha akpaHe OCHOBHble KOMNOHEHTbI yoeauTech, uto BbibpaH Bap1MaHT Bosch Mobile
Access, U HXXMUTE KHOMKY YCTaHOBUTb

— PaboTa macTepa yCcTaHOBKM 3aBepLleHa

10. HaxmuTe KHonky Oanee

11. Ha akpaHe OCHOBHble KOMMNOHEHTbl ybeanTech, UTo yCTaHOBKA YCMNELIHO 3aBepLUIEHa, U
HaXXMWUTE KHOMKY 3aBepLUUTb

12. B npunoxeHun Windows Services ybeguTtech, Uto cnyxba Bosch Mobile Access
3anyueHa.

4.5.5 Mpouenypa pacnpeneneHHoOn YCTaHOBKH

CoBMelLLeHHaa YCTaHOBKaA NoJpa3yMeBaeT, UTo BHYTpeHHAA cny>kb6a Mobile Access

3anycKaeTcs Ha TOM XXe cepBepe, uto n cnuctema ACS.

PacnpepeneHHana ycTtaHOBKa NofpasyMeBaeT, UTo BHYTPeHHAA cnyxba Mobile Access
3anycKaeTca Ha ApYyroM cepBepe, HanpumMep B obnake.

MNMonpobHee 0 coBMeLLEHHOW YCTaHOBKE CM. B Npeabiayliem pasgene Mpoueaypa
COBMELLEHHON YCTAaHOBKMH.

PacnpeneneHue c nokanbHoi B[ PacnpepeneHue c ygpaneHHou b}
ACS - - ACS - -
— —
3 [ M 3 S M
[ ] [ J [ ] [ ]
288, = 288 =
CM/VM CM/VM
B —
DB DB

KnaBuwa|3HaueHue

ACS OcHoBHaA cucrtema ynpasnenua goctynom: AMS mnnu BIS-ACE

CM/VM | CepBepHan uacTb Beb-npunoxenus: Credential Management unu Visitor

Management
DB OcHoBHasAa ba3a gaHHbIX ACS
MA CepBepHas uactb Mobile Access
S MpunoxeHue yctaHoBLMKa Setup Access AnA MODOUNbHbIX YCTPOMCTB CUCTEMHbIX
YCTaHOBLIMKOB M KOHMUIYPATOPOB.
M MpunoxxeHne goctyna Mobile Access ona MoBUNbHbIX YCTPOMCTB 0ObIUHbBIX
BNafenbleB YUYETHbIX JaHHbIX.
Mpouenypa
1.  Ha BHyTpeHHeM cepBepe cnyxbbl Mobile Access 3anycTtute chann
BoschMobileAccessBackend.exe OT UMEHU agMUHUCTPATOpPaA
—  OTKpoeTcA nporpammMa yCcTaHOBKMU
2. Ha akpaHe MecTtononoxeHue Bbibepute TN ycTaHOBKW PacnpepeneHHan
3. HaakpaHe Y3en BbibepuTe cepBepHyto yuacTtb Mobile Access 1 HaxxmuTe KHOMKy Oanee

Bosch Security Systems
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MNpumeuaHue. BapunaHT ACS GyaeTt BNOCNeacTBMU UCMONb30BaThCA B 3TOM npouedype npu

ycTaHoBKe cny»x0bl Mobile Access Ha cepBep cuctembl ACS.

Ha akpaHe KomnoHeHTbl yoeauTech, uto BhiOpaH BapvaHT Bosch Mobile Access, a

3aTeM HaXXMuTe KHoMnKy Janee

BHMMaTenbHO npounTanTe MHopMaLuto Ha akpaHe EULA v HaxxmuTe NMPUHATD, €Cnu Bbl

NPUHUMaeTe YCNOBUA NMULEH3MOHHOIO COrnalleHnsa C KoOHeUuHbiM nonb3oBatenemM (EULA).

YCTaHOBKY MOXHO DyaeT npoaonKmTb TONbKO B TaKOM clyvae.

Ha skpaHe KaTtanor ycTaHOBKM:

BbibepuTe LeneByto nanky AnA yCTaHOBKKW UMM UCMONb3YWTe Nnanky, BblIOpaHHyo Mo

yMonuaHuio (pekomeHayeTca)

BBeaute HasBaHMe KOMMaHWKU, KoTopoe DyaeT oTobpaxaTtbcA B MOOUMNTbHOM NMPUNOXEHUH

“n B HTML-wabnoHax aneKTPOHHbIX NUCEM

Ha>kmuTe KHONKy Oanee

Ha akpaHe SQL Server BbibepuTe OAWH U3 ABYX BapUAHTOB pacrnonoxeHus 6asbl JaHHbIX.

HacTpoikn HeMHoro otnuyatoTcA. Bolbepute oauH M3 BapMaHTOB ANA Cleaylollero atana:

BAPUAHT 1. Onuua NokanbHaA 6a3a AaHHbIX:

—  [lporpamma ycTaHOBKW HaxoguT NoKanbHyt 6a3y AaHHbIX U BbiOUpaeT ee.

- Beeaute naponb agMuHucTpatopa SQL (no ymonuaHuio sa)

-  Haxmwute NMpoBepuTb NnogKnwUeHUe

-  Haxmwute KHONKy Oanee

BAPUAHT 2. Onuusa YoaneHHasa 6a3a AaHHbIX

-  BBepuTte umA HaxopAweroca B ceTu cepBepa SQL

- Beseaute uma aksemnnapa SQL

- BBepguTe naponb agMuHUcTpaTtopa SQL (Mo ymonuaHutio sa)

- HaxmuTte MpoBepuTb NoaknUYeHUe

— [poBepbTe MMA Nonb3oBaTena WU BBeguTe naponb agMmuHuctpatopa Windows u SQL,
KOTOPbIM Bbl CO34anu ANA yAaneHHOro Mcnonb3oBaHua 6asbl AaHHbIX (CM. pasgen
«MpenBapuTenbHble TpeboBaHUA» BblllE)

-  Haxmute kHonky Aanee

Ha aTom aTane pacnpedeneHHOH yCTaHOBKM HY)XHO MepeKntoUNTLCA Ha KOMIbKTEP, Ha KOTOPOM
3anyiyeH cepep ACS, u Hactpoutb Tam cnyxby Mobile Access, uTobbl BnocnedcTBumu oH Mor
B3aumMoOelCTBOBaTh C CepBepHOH yacTbio cnyxbbl Mobile Access Ha noKaribHOM KOMIbloTepe.
[Mocne BbINONHEHUA YKa3aHHbIX TaM 0elCTBUI nporpaMma yCTaHOBKM BepHeT Bac Ha /T0Ka/lbHblH
cepBep 0718 No0TBepPKOeHUA 1 Npodo/mKeHusa paboTsi.

Ha komnbtoTepe ¢ cepBepom ACS 3anyctute gpamn BoschMobileAccessBackend.exe OT
MMEHU afMUHKUCTPaTopa

OTKpoeTcA nporpamMmma yCTaHOBKM

Ha skpaHe MecTtononoxxeHue BbibepuTe TUN ycTaHOBKKM PacnpeaeneHHas

Ha skpaHe Y3en Bbibepute ACS 1 HaxxmuTe KHOMKy Oanee

Ha skpaHe MacTep-KOMMNaHbOH MPOUNTANTE MOACHUTENbHbIM TEKCT U HAXKMUTE KHOMKY
Danee

Ha akpaHe Ceptucukar

BBeauTe vimA y3na, Ha KoTopoM DyaeT 3anyckaTbCa cepBepHas yacTb cnyxbbl Mobile
Access

Mpw XXenaHWW UNKU ecnun CeTb He NoAAEPXKMBAET pa3pelleHne UMeHH y3na, BeeauTe |P-
agpec ysna.

Ha>kmuTe KHONKy Oanee
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Ha skpaHe KoHdpurypauua cepeepa ugeHTUdMUKaLUKU BbINONHWUTE Cleadylolme AenNCTBUA.
CepBepoMm yAOCTOBEPEHUIM NO YMONUaHWto (npeasaputenbHoO BblIOpaHHbIM) ABNAETCA
ocHoBHoM cepBep ACS c nopToM 44333 https://<NameOfACSserver>:44333
Haxxmute MpoBepuTb NoAKNOUEHUE

Ecnu npoBepka He npoluna, NpoBepbTe AOCTYNHOCTb CEPBEpa YAOCTOBEPEHUN elle pas.
HaxxmuTte KHONKy Janee

Ha skpaHe Co3paTb haun

30echb Mbl co3faem aln KoHgUrypauum B 3alluileHHoM naponem ZIP-cbanne n genaem
€ro JOCTYMHbIM ANA cepBepHOM yacTu cnybbl Mobile Access.

Maponb nonb3oBaTenAa: BBeAUTe naponb aAnAa ZIP-canna

daiin koHdUrypauuu: HanguTe nanky, B Kotopyto dyaet nomelleH ZIP-chann, unm
BBeAMTe NyTb K Hern. OBpaThTe BHMMaHWeE, UTo 3Ta Nanka A4o/mKHa ObiTb AOCTYNHA ANA
KOMMNblOTEPA, Ha KOTOPOM 3anylieHa cepBepHan yacTb cny»bbl Mobile Access. Ecnu ato
He Tak, nepeHecuTe ZIP-pann Ha 3TOT KOMMNbIOTEP APYrMM cnocobom.

Haxxmunte Co3patb than koHcurypauum

HaxxmuTte KHONKy Oanee

Ha akpaHe MepeknwUyUTb KOMMNbIOTEP

[encTBua no yctaHoBKe Ha cepBepe cnyxbbl ACS 3aBepLUeHbl.

Haxmunte kKHonKy MoaTBepAUTb, UTOOLI 3aBEpPLUXTL NpoLeaypy

Ha atom atane pacnpedeneHHOH yCTaHOBKM BaM HY)XXHO BepHYTbCA B MPOrpaMmy YyCTaHOBKM Ha
KoMIbtoTepe, Ha KOTOPOM 3arylieHa cepBepHas yacTb ciyxbbl Mobile Access.

BepHuTecb B nporpaMmMy yCTaHOBKM BoschMobileAccessBackend.exe Ha KOMMblOTEPE
c cepBepoM cnyxbbl Bosch Mobile Access.

Ha ctpaHuue MepeknouuTb KOMNbIOTEP

ycTaHoBUTe hnaxkok f y>ke BbinonHun(a) HeobxoauMble AeHCTBUA HA KOMNbloTepe
ACS

HaxxmuTte kHonKy danee

Ha akpaHe 3arpy3uTtb chaun

3arpys3ka cpaiina koHcurypauuu: Bbibepute pann KOHpUrypaumm, Co3gaHHbIM Ha
cepsepe ACS

MpoBepka naponsA: BBeAMTe Naponb, 3aAaHHbiM Ans ZIP-danna Ha cepsepe ACS
MNMocne BBOAA NPaBUNbHOIO NMapoNfA MOXHO Ha)kaTb KHOMKY [lanee AnA uTeHus damnna
KOHUrypaumm

Ha skpaHe OCHOBHble KOMMOHEHTbI yoeauTech, uto BbibpaH BapuaHT Bosch Mobile
Access, 1 HAXXMUTE KHOMKY YCTaHOBUTb

PaboTa macTepa ycTaHOBKM 3aBeplueHa

Haxxmute kKHoMKy Aanee

Ha akpaHe OcCHOBHblIe KOMMOHEHTbI yOoeauTech, UTO YCTaHOBKA YCMELIHO 3aBepLUeHa, U
HaXXMUWUTE KHOMKY 3aBepLlUUTb

B npunoxernunn Windows Services ybeautech, uto cnyxba Bosch Mobile Access
3anyluieHa.

4.6 YctaHoBKa npunoxeHuin Mobile Access

BBepeHue
Bosch npegnaraet cnegyoume npunoxernua ansa Mobile Access

Bosch Security Systems
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—  Bosch Mobile Access: npunoxeHuwe Bnagenbua KapTbl ANA XPaHEHUA BUPTyanbHbIX
YyUeTHbIX AaHHbIX U UX Nepedauun no Bluetooth Ha cuuTbiBaTENU, HacTpoeHHble AnA Mobile
Access. 3aTeM TaKoOW CcuuTbIBaTENb NPEefOCTaBNAET UMK 3anpeLlaeT 4OCTyN B
3aBMCUMOCTH OT TOrO, €CTb I B MPUNOXEHUU AENCTBUTENbHbIE A/1A HErO YUETHbIE
OaHHble.

—  Bosch Setup Access: npunoXeHue yCTaHOBLUMKA ANA CKAHUPOBAHUA U HACTPOMKH
cuuTbiBaTenen no Bluetooth.

YnonHomoueHHble onepatopbl cucteM Visitor Management n Credential Management moryt

OTNPaBNATb BUPTyaNbHble yUeTHble faHHble ANA NPUNOXKEHWUW BnagenbLa KapTbl U

yCTaHOBLUMKA.

Korga Ha MOOMNBHOM YCTPOMCTBE 3anylleHo NpUnoXeHue U BKNtoueH Bluetooth, ycTporctBo
MOXHO MCMONb30BaTb B KAUeCcTBe (PU3MUECKOW KapTbl. [1pK 3TOM He TpebyeTcA AaBaTb KaKue-
nMbo KoMaHbl U3 MPUNOKEHUA UK daxe pa3bnokMpoBaTh 3KpaH.

3ameuaHue!

BHUMAHMUE: He 3anyckanTe NpUIOXeHUA Bnadenbla KapTbl U YCTAaHOBLIMKA OAHOBPEMEHHO
Ybenutecb, UTO HUKTO HE UCMNOMb3yeT NPUNOXKEHUA YCTAaHOBLUMKA U Bnadenbla KapThbl
OAHOBPEMEHHO.

Mpouenypa

Mpunoxennsa Bosch Mobile Access MOXHO NPOCTO cKayaTb U YCTaHOBUTb M3 MarasuHoOB
npunoxeHun Google u Apple. Mx HazBaHWA B MarasmHax NpUNOXeHUN:

— Bosch Mobile Access

— Bosch Setup Access

4.7 NepucepunHoe obopynosaHue
Cnepnyouime nepudepuinHble USB-ycTporcTBa Obinn NpoTecTUpoBaHbl U ofobpeHbl AnA
umcnonb3oBaHuA ¢ cuctemamu VisMgmt u CredMgmt Ha MOMEHT NOArOoTOBKU AOKYMEHTa.
[MoCTOAHHO OOHOBNAEMbIM CMTMCOK COBMECTUMbIX YCTPOWUCTB CM. B KPATKOM OMUCAHWUU
OCHOBHOW CHUCTEMbI YpaBneHWUs AOCTYMOM.
PervcrtpaunoHHbin cumtbiBatenb |LECTUS enroll ARD-EDMCV002-USB, HID OMNIKEY 5427
Kapt CK
CKaHep Ons yoocToBepeHmM ARH Combo, ARH Osmond
NUYHOCTH
CkaHep noanucen signotec LITE, signotec Omega
[nAa noaKNtoUeHUA 3TUX YCTPOMNCTB K KTMEHTCKUM KOMMbIOTEPAM CNneayruTe MHCTPYKLMUAM
npousBoauTENEN.
PerucrpauvoHHbie CUUTbIBaTENM
Mopnep)xuBaroTcAa creayoliMe perucTpalmoHHble CUMTbIBATENN U popMaThl KapT.
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4.71

4.8

Kon MIFARE |MIFARE [HID |iCLASS |iCLASS |iCLASS |iCLASS |EM
Bosch DESFire | Classic |Prox |26 35 37 48 26
MIFARE |EV1 CSN 26 out out out out out
DESFire |CSN ouT
EV1

LECTUS X

enroll

ARD-

EDMCV002

-UsB

OMNIKEY X X X X X X X X

5427 CK

Perucrpauua nepudepuintHoro obopynoBaHuA B KNTUEHTCKOM
KoOMMbloTepe.

UTobbl 3apeructpupoBatb nepudepuinHoe obopyaoBaHue Ha KNMEHTCKOM KOMMblOTepe
VisMgmt, 3anycTtuTe c KnueHTa NnporpamMmmMy HaCTPOMKU nepudepuirHbiX yCcTporcTB Bosch,
BoschPeripheralDeviceAddon.exe. MHCTPYKLUK CM. B pa3aene HacTposika HaOCTpokHKku Ons
nepughepuiitbix yctpoicts, CtpaHmya 15.

Cm.
—  Hacrtposika HaOcTporiku Ona nepugepmiHbix ycTpoicTs, CTpaHuya 15

BoccTtaHoBneHue yCTaHOBKHU cny>6bl Mobile Access

BBepeHue

UTtobbl 0OHOBUTb ABOUUHbIE halnbl UNK co3naTtb ceptTudmkar Mobile Access noBTopHO,
MOXHO 3anyCTWUTb MPOrpamMMy yCTaHOBKU MMetolenca unu bonee Hosow Bepcun Mobile
Access, He yaansas y>ke yCTaHOBNEHHYH CNyx0by:

Mpouepnypa

1.  Ha BHyTpeHHeM cepBepe cnyxbbl Mobile Access 3anycTute HOBYIO Bepcuio darna
BoschMobileAccessBackend.exe OT UMEHW aAMUHUCTPATOpPA.

—  TlOMHUTe, UTO B CNyyae COBMELLEHHOM YCTAHOBKM BHYTPEHHWM cepBepoM cnyx6bl Mobile
Access aBnAaeTca cepBep cucteMbl ACS.

2. CneaywTte ykasaHWMAM B MacTepe yCTaHOBKMW U BbibepuTe Te e HaCTPOMKU, UTO U NpwU
nepBoOHayanbHOM yCTaHOBKE.

—  UYrtobbl 3aHOBO co3aaTth cepTUdMKaT, Ha 3KpaHe CepTUdHUKaTbl HAXXMUTE NepekntovaTenb
Co3paTtb cepTUdhUKaAT 3aHOBO.

3. Tlocne 3aBeplUeHWA NporpamMmMbl YCTAaHOBKKW 3aHOBO BOWAWUTE B CUCTEMY B Kaxkaom Beb-
NPUNOXeHWUK, ncnonb3ayrollem cny»oy Mobile Access (B CredMgmt, VisMgmt unu B
000OUX MPUNOKEHUAX).

- Beb-npunoxeHue byaet MCnonb3oBaTb HOBble ABOWYHbIE dannbl.

—  Ecnu BbI BKNtOUKMNKM nepekntouatens Cosparb cepTUdUKaT 3aHOBO, BCe nocneayoLine
npurnaweHun, oTnpaBnfaemMble NoNb3oBaTeNnAM U ycTaHoBLMKaM cny»xbbl Mobile Access,
OyayT Mcnonb3oBaTtb HOBbIM cepTudmkatr Mobile Access.
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4.9 YpaneHue nporpaMmMHoOro obecneueHus

Utobbl yaanutb NnporpaMmy C cepBepa UIKu KNueHTa:

1. 3anyctute npunoxeHue Windows YcTaHOBKa ¥ yaaneHue nporpamMmm C rnpaBamu
agMMHUCTparTopa.

2. Bbibepute nporpammy (cepBep WAKW KNUEHT) U HAXXMUTE KHOMKY YAanuTh.

3. Tonbko anAa Visitor Management n TONbKO Ha cepBepe: yKaxuTe, cnegyet nu yganuTb
BMeCTe C nporpamMoin 6asy AaHHbIX YNpaBneHUA NOCeTUTENAMM.

— MNpumeuaHue. baza gaHHbIX COAEPKMUT 3aNUCKU O BCEX MOCETUTENAX,
3aperncTpMpoBaHHbIX Ha MPOTAXEHUWU UCMONb30BaHUA NPOrpaMMbl. BO3MOXHO, HYXHO
3aapxvMBuMpoBaTb 06asy faHHbIX UK MEePEHECTU ee Ha APYrylo CUCTEMY.

4.  YKaXuTe, HY)KHO NU yaanuTtb hannbl XXypHana.

3aBepliuTe yganeHve obbluHbiM 0bpa3om.

6. PekomeHgyeTca: nepesarpysuTe KOMMNbloTeP ANA BHECEHWA U3MEHEHUN B peecTp

o

Windows.

2023-09 | 5.2.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems



Visitor Management V5.2 KoHdurypuposaHue | ru 29

5 KoHcdurypupoBaHue
5.1 Co3pgaHue nonb3oBarene#n Visitor Management B ACS
BBepeHue

Y kaxkgoro nonb3oBatensa VisMgmt ¢ npaBamu agMUHUCTpaTopa, PaboTHUKA NPUEMHOM MK

NpUHUMatOLWeEero AoMmKeH OblTb KapToAepKaTenb C OTAENbHBIM ONpefeneHMemM oneparopa B

ACS, T.e. B OCHOBHOM CUCTEME YNpaBneH1A 4OCTYNOM.

3Tu onpeneneHuns onepaTopoB CoaepxkaT crneyuanbHble npasa VisMgmt, npeactaBneHHble B

Buae Mpodwmnen nonb3oBatene. CM. oHNnamH-cnpaBky B ACS ana nonyuyeHus nogpobHoOM

MHGOPMaLMKU U UHCTPYKUKMKM oTHOCKUTeNbHO Mpoduneit nonb3oBaTenen.

-  HeobxopguMmo onpedenvTb OTAENbHOro onepartopa ANA KaX4oro Aep)atens KapThbl,
KOTOpPbIM paboTaeT B cucTemMe ynpaBneHuAa nocetutenamu. OgHOMY onepaTopy Henb3s
Ha3HaUWTb HECKONbKO AepKaTenen KapT.

3ameuaHue!

MNT-6e3onacHOCTb M yueTHble 3anMcKu Nonb3oBaTenem

CornacHo npakTUUecKMx pekomeHaauumn no obecneueHuto UT-6e3onacHOCTH, Kaxkabli
nonb3oBaTe/b C NpaBaMu PaboTHWKA NPUEMHON, MPUHUMAIOLLLErO U afMUHUCTPATOPa AOMKEH
paboTaTb Noj cBoen yuyeTHou 3anucbio Windows.

Co3paHue npodunel nonb3oBaTeneun AnA ynpaBneHUA NoceTUTenaAMu

1. BbINONHWTE BXOQ B OCHOBHY CUCTEMY ynpaBfeHusa 4OCTYNOM C NpaBaMu
aAMWHUKCTpaTopa.

2. Co3pgaKlTe oAMH UMK HECKONbKO npoduner nonb3osaTena (onepartopa) ans
nonb3soatenen VisMgmt.
MyTb K AMANOrOBOMY OKHY:

—  KoHdwmrypauusa > Onepatopbl U pabouue craHuuu > NMpocunu nonb3oBarenen

—  KoHdurypatop > Administration (AgmuHuctpuposarue) > ACE User profiles (Mpodpunu
nonb3osartenen ACE)

3. HasHaubTe 3TUM NpodUNAM OOHU U3 CNeayloLWmMX NpaB Nonb3oBartens.

- AOAMMHUCTPATOP: Visitor Management > Administrator

- [llpuvHMMarwan ctopoHa: Visitor Management > Host

- PaboTHWK NPUEMHON: Visitor Management > Receptionist

Mocne cosgaHunA npodunen nonb3oBartenei, HeobXoAMMbIX AN Pa3nuuUHbIX ponen VisMgmt

(agMUHKCTpaTop, PabOTHUK MPUEMHOM, MPUHKMMAIOLLAA CTOPOHA), MOXKHO Ha3HAuUWTb ANA

KaXkaoro npoguis HECKONbKO OnepaToposB.

HasHaueHue npocdunein nonb3oBatenen oneparopam 1 Bnagenbouam kapt ACS
MyTb K AMANOroBOMY OKHY:

—  KoHdurypauua > Oneparopbl U pabouue craHuuu > NMpaBa nonb3oBatenen
-  BIS KoHdurypatop > AGBMUHUCTPUpPOBaHUe > OnepaTtopbl

1. [OobaBbTe HOBbIM TMN onepaTtopa (LenKHuTe + unu I:gr) , B 3aBMcUMoOCTH oT ACS) u
NPUCBOMTE eMY UMS, UETKO CBA3aHHOE C oHOM M3 ponen VisMgmt (agMuHUcTpaTop,
pPaboTHMK NPUEMHOM UMK NPUHUMAalOLLAsA CTOPOHA).

2. Ha Bknagke Obwue napameTpbl onepaTtopa BbibepuTe Operator ACE B CMUCKe
aBTOpU3aLMN.
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5.2

5.3

54

3. Ha Bknagke NapameTtpbl onepatopa ACE c nomMoLblo KHOMOK CO CTPeKaMu HasHaubTe
co3faHHbIM paHee npocunb nonb3oBaTena ACE.

OTMeHMTe Ha3HaueHWe NPoUNA MO yMONUYaHU UP-Administrator, 3a UCKMTIOUEHUEM
cnyuasn, Korga gep»xartento KapTtbl TpebdytoTca obLine npaBa agMuHucTpatopa B ACS.

4. Ha Tow xe Bknagke MapameTpbl onepatopa ACE Bocnonb3yiTtechb naHenbto HazaHauutb
nULo A58 NOUCKa B CUCTEME epKaTensa KapTbl, KOTOPOMY HEOOXOAWMO Ha3HAUUTb POnb
VisMgmt.

5. LUlenkHuWTe Ha3zHaunTb NULO [NA 3aBepPLUEHWA Ha3HAYEHUA PONK ANA BbIOpPaHHOro
hep)karena KapTbl.

- HeobxogmMmo onpenenvTb OTAENBHOTO oneparopa ANfA Kax4oro Aep)artensa KapThbl,
KOTOpbIM paboTaeT B cUCTeMe ynpaBneHua nocetutenamu. OQHOMy onepatopy Henb3s
Ha3HAUWTb HECKOMbKO AepKaTenemn KapT.

Co3paHue aBTOpU3aLUKA U npodunen noceTutenem B CUCTEMeE
KOHTpPONA pgoctyna

BBeneHue

PaboTHWK NpUEeMHON WK afMUHKUCTPaTOp cucTeMbl VisMgmt BbiIOMpaeT TUN ANA Kaxaoro
HOBOTro nocetutena. TUMN NOCETUTENA OCHOBAH Ha NpeaBapuTENIbHO HACTPOEHHOM B OCHOBHOW
cucteme ynpasneHusa goctynom (CK[) Tune nepcoHana, HasbiBaeMoM MoceTuTtenb, UK Ha
noatune Moceturenb, CO34aHHOM agMUHUCTPaTOpoM cucTembl CKL.

AOMUHUCTPATOP TaKXe AomKeH HacTpouTb TN MoceTutenb, ero noatunbl B CKO v npodunu
pocTtyna. MNMpodunu gocTtyna No3BOMAKT 3TUM TUMaM NUL OTKPbIBaTb ABEPU Ha obbeKkTe.

HacTtpo#ka komnbloTepa paboTHMKA NPUEMHOM

Ha komnbtoTepe paboTHWKaA pecenileHa 3anyckaeTca HaacTponKka Ans nepudepunHbiX
ycTpoiicTtB Bosch, koTopasa obecneurBaeT husnueckoe noaknoueHne nepudeprumnHbix
YCTPOWMCTB ANA CUUTbIBAHWUA KapT, CKAHUPOBaHWE UAEHTUMDUKALMOHHbIX JOKYMEHTOB U
CKaHWpoBaHWe Noanucen.

Mepen yCTaHOBKOW KNMEHTCKOro NporpaMMHOro obecneueHuns nNogknoyunte Bce
Heobxoaumble NnepudepuinHble yCTPOMCTBA.

Ybenutechb, UTo KOMMNbIOTEP U €ro nepudepuinHblie YCTPOWCTBA AOCTAaTOUHO 3alMLLEHbl OT
HEeCaHKLMOHMPOBAHHOIO AoCTyna.

HaCTpOﬁKa KoOMnNbOTEpPa-KUOCKa ANnA noceTuTenew

BBeneHue

MocetTuTen obbIUHO PErUCTPUPYIOT CBOU MOCELLEHWUA U CO34at0T CODCTBEHHbIE NMPOMUIU Ha
KOMMblOTEPE, KOTOPbIA HaXOAUTCA B CBOOOAHOM AOCTyNe B 30HE NPUEMHOMN obbeKTa C
KOHTPONMpPYeMbIM AoCTyrnoM. B uensx 6esonacHocTy Beb-6paysep komnbioTepa paboTaeT B
pexunme KMOCKa, KOTOpbIW NpeaocTaBnaeT AoCTyn ToNbKo K VisMgmt, He No3BonAA OTKPbITh
HEeCKONbKO BKNagokK, NapamMeTpbl bpaysepa W NonyuymTb 4OCTYN K ONepayuoHHON cucteme
KoMnbtoTepa. Bce nogaepxxnuBaemble bpaysepbl NpegnaratoT pexmumM KMOCKa, HO ToUHan
KOH(Urypaums 3aBUCUT OT bpaysepa.

Ha KomnbloTepe-KMOCKe 3anycKaeTcsa HaAcTpownKa Ansa nepucepuitHbix yctpoicte Bosch,
KoTopas obecneunBaeT hM3MUECKOe NOAKNOUEHME NepUdepUnHbIX YCTPOWUCTB AN
CKaHWPOBaHWUA WAEHTUMDUKALMOHHbBIX JOKYMEHTOB M Noanucen.

— URL-agpec anAa pexxmma KMocka — https://<My_VisMgmt_server>:5706
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HacTtpoiika pexxuma kMocka B 6paysepax
CnepytoLime CChINKKW OMUCbIBAOT HACTPOMKY pexnma KMocKka B bpaysepax, NnoanepKMBaemblx
VisMgmt

MHCTPYKLUU MO HacTpoiKe peXkMmMa KMocKa

Chrome https://support.google.com/chrome/a/answer/9273974

Firefox https://support.mozilla.org/en-US/kb/firefox-enterprise-kiosk-mode

Edge https://docs.microsoft.com/en-us/deployedge/microsoft-edge-configure-kiosk-
mode

3ameuaHue!

B uensax 6besonacHocTW Bcerga oTKNOUalTe aBToMaTMueckoe coxpaHeHue naponen B
Opay3sepe.

5.5

5.6

Bxoa B cucTeMy ANA BbINONHEHUA 33a4a4 KOH(UrypupoBaHua

[nA BbiINONHEHWA 3aau KOHUIypaunum u afMMHUCTPUPOBAHUA CleAyeT UCNOMb30BaThb
KOMMNbIOTEP, KOTOPbIM (OM3NUECKH 3aLULLEH OT HECAHKLUMOHWPOBAHHOIO AOCTyna.
1. BaenguTe B Opaysepe HTTPS-agpec cepBepa VisMgmt ¢ ABoeTtounemMm M HOMepoM nopTa
(no ymonuaHuio — 5706)
https://<My_VisMgmt_server>:5706/main
MoAaBuTCA akpaH Bxoa B cucremy
2. BbinonHuTe BxoA B KauecTBe nonb3osartena VisMgmt c npaBaMu agMUHUCTpaTopa.

&
3. HaxmwuTe 3HauokK , UTOObI OTKPBITb MeHo MapameTpbl.

KoHdurypauua c nomowbio meHo «MapameTpbi»

MeHio MapaMeTpbl COAepXXMT Noapasaenbl, N03BONAOLME BbINONHUTL CNeayoLline AencTBUA
Mo HacTpowmKe.

OCHOBHbIe — Cpok xpaHeHun (B aHAX). YnpaBnAeT obpaboTkoMn 3anucen o
napameTpbl noceLleHmaAx.
—  [lpuv nepBOM UCTEUEHMU Mepuoaa NPUNOXKEHUE aHOHUMU3UPYET
3anuce.
—  [lpu BTOPOM WCTEUEHUU Nepuoaa NpPUNoXKeHUe yaansaeT 3anuchb.
3HaueHMe NO YMOMUYaHWIO — 365.
[nsa oTKNtoueHUA nepuoaa XxpaHeHusa yctaHoBuUTe 3HaueHue 0. B
TaKOM Cnyyae 3anucu byayTt XxpaHWUTbca BeccpouHo.
—  PeXMWM XpaHeHUA AOKYMEHTOB. YKaXKWUTe, KaK XpaHUTb JOKYMEHTbI:
B OYyMa)XHOM MUK LundpoBOM BUAE.
— MakcuManbHO [ONyCTUMOE KONMUUEeCTBO NoceTUuTenen, Kotopble
MOTYT HaXOAUTBLCA HAa 0ObeKTe OfHOBPEMEHHO.
3HaueHMe No ymonuaHuto — 100.
YcTaHOBMTE 3HaUeHWe 0 AnA NOMHOIO OTKMOUEHWUA CUETUMKOB
noceTUTenen Ha NnaHenu MOHUTOPUHTA.
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Cpok gencTBuA AOKyMeHTOB (B oHAX). BBeaute cpok, B TeueHUe

KOTOPOTO 3arpyaemble OKYMEHTbl (Hanpumep cornaweHus o

HepasrnaweHun (NDA) 1 ycnoBMA MCNONb30BaHUA) ocTatoTCcA

NeNcTBUTENbHBIMWU. ITOT CPOK pacnpoCTPaHAETCA Kak Ha DyMaKHble,

TaK U Ha UM POBbIE BEPCUM JOKYMEHTOB.

Mo ncTeueHUM cpoka AOKYMEHTblI MoMeyalTcsa B npodune

NOCeTUTENA KaK NPOCPOUEHHble (3HAUOK UAaCcOB C KPaCHOM TOUKOW).

3HaueHWe Mo yMONUYaHuo — 365.

Mepuop npepynpexaeHua 06 UCTeueHUU cpoka AeUCTBUA

AOKYMeHTOB (B AHAX). YKaXXuTe NpoAomKUTENbHOCTb Nepuoaa

npeaynpexneHus ob cTeueHns cpoka AeMCTBUA JOKYMEHTOB.

B TeueHne nepuopa npenynpexgeHusa OKYMEHTbl C UCTEKALWMM

CpOKOM AencTBuA OyayT noMeueHbl B npoduie nonb3oBaTens

3HAUKOM YacoB C OpaHXXeBOMW ToOUKowW. [1o HacTynneHua nepuoaa

npeaynpexmneHua oTtobpa)kaeTcA 3HAUOK YaCcOB C 3e/1eHOW TOUKOW.

Norotun. YCTaHOBUTE UMK CHUMUTE PrIaXKKU, KOTOpPble OnpeaenstoT,

KaKoW norotun otobpakaetcA B AMaNoroBbiX OKHaX: CTaHAAPTHbIN

MNW HacTpauBaeMbli, a Takxe oTobpaxkaeTca nu rpacpuka Bosch.

-  TpeboBaHusa onA gannoB HacTpanmBaeMblX NOFOTUMOB CM.
3fecbk: Hactposika norotuna KommnaHuu, CtpaHuya 37

HaxmuTe kHonky MpepBapUTenbHbli NPOCMOTP, UTOObLI OTKPbITh

CTpaHWLYy AMANoroBoro OkHa B TOM BWe, B KOTOPOM OHa OyaeT

oTobpaxarbcA C yueToM BbibOpaHHbIX NapameTpoB. [ogpobHble

CBefleHUA O pexnme NpeaBapuTeNnbHOro NpocMoTpa CM. B

cneayrollem pasgene.

A3bIKK.

BbibepuTe A3bIKK, KOTOpble OyAyT 4OCTYMNHbI B NONb30BaTENbCKOM

UHTepdence, a TakKe NpeanouTUTeNnbHbIM dpopmar AaTbl U1

BPEMEHM.

MouTtoBbIN cepBep

Beenute IP-agpec, Homep nopta U cBegeHnsa ob yueTHOM 3anucu

ONA MOUTOBOro cepBepa, UTobbl paspellnTb OTNPABKY 3MEKTPOHHOM

NnouTbl U3 MPUNOXKEHHUA.

LLIaGnoHbl 3NEeKTPOHHOW NMOUTbI

[ocTynHo HeckonbKko wabnoHos HTML-coobuieHUI, KoTopble

0bObIUHO HacTpauMBalTCA Mo MHAUMBUAYaNbHble NOTPEOHOCTH.

MogpobHble cBeAeHWA CM. B CnelyanbHOM pasgene «wabnoHbl

3NMEeKTPOHHOM NOUTbI» HUXE.

Mobile Access

YctaHoBuTe chnaxxok Mobile Access, utoObl akTUBUpPOBATb CNYy»KOy

Mobile Access.

MopaknwoueHue. Beegute agpec cepepa cnyxbbl Mobile Access
(agpec cny»bbl perucTpaummu).
https://<MyMobileAccessBackendServer>:5700

Ona <MyMobileAccessBackendServer> B cpenax ¢ HECKONbKUMH
OOMeHaMM ucrnonb3ynTte uma gomeHa (FQDN).

MpumeuaHue. Ytobbl Mcnonb3oBaTb BMecTto FQDN IP-agpec,
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HeobxogMmo BBeCTH 3TOT |P-agpec B gManoroBom okHe CospgaHue
cepTtudpmMkaTa npy 3anycke mMacrepa yCTaHOBKU CepPBEPHOM YacTu
cnyx6bl Mobile Access.

Perucrtpauusa ycTaHOBLYMKOB. BbibepuTte MHDOpMaLUIo, KOTOPYHO
LOMXKHbl NPeoCTaBUTb YCTAHOBLUMKKW ANA NMOMyYeHUA gocTyna K
HaCTpPOWKe cuuThbiBaTeENEM MOBUNBHOro AOCTyNa c noMoullbio Bosch
Setup Access.

BbinauTte M3 BEO-NPUIOXKEHUA U CHOBa BOWAMUTE B HEro, Utobbl Cpasy
HauaTb Nonb3oBaTbCcA PyHKLUMEN MOobOMUNbHOTO aocTyna Mobile
Access.

PaboTHuk
NPUeMHOM

—  OTOT 3KpaH HaCTPOEK COAEPKUT ABa pNaXkka ANA KaXkaoro nons
JaHHbIX B AMANOroBbIX OKHaxX pPerucrpaumnu nocetTutenemn CoTpyaHmuKka
NMPUEMHOMN.

—  CHMMWTE UNU yCTaHOBUTE NepBbii PNaXKokK, uTodbl yKasaTb,
ABNAETCA NW none AaHHbIX BUAUMbIM BO BCEX [MaNorosbix
OKHax perucrpaumu.

—  CHWMMWTE UNU yCTaHOBUTE BTOPOMN pnaxKok (oTmeueH
3BE300UKOM), UTOObI YyKa3aTb, ABNAETCA NU None AaHHbIX
obA3aTenbHbIM 171 3aMONHEHUA.

—  HacTpo#Te TEKCT 3aronoBKa no yMONUaHWio B AManoroBbiX OKHax
cbopa gaHHbIX.

Bonee nogpobHble cBeaeHnsa cM. B pasaene Hacrporika

Mo/1b30BaTeIbCKOro uHTepgerica, CtpaHmya 36 HUXe.

Ocob6ana (hyHKLUA: pa3pellnTb perucTpauuto npubbiTua/ybbiTua 6es

KapTbl

NMnuHble KapTbl He ABNATCA 06s3aTeNbHbIMU AN NOCETUTENEN, KOTOPbIE

nayT C UHAWBUAOYANbHBIM COMPOBOXAEHWEM WU OrpaHUUMBAtOTCA

o0LecTBEHHbIMU MecTamMu. [ TakKMX clyyaeB npeaycMoTpeHa

BO3MOXHOCTb KOHTPONA noceTutenen b6es kapt. B uenax 6ezonacHocTH

3Ta PYHKLMA NO yMONUaHUIO OTKNtoUeHa. YtoObl BKMOUKTDL ee,

yCTaHOBUTE (hnaXKokK:

— TpumeuaHue: ecnv aTa yHKUKUA BKItOUEH], TO NtoboK noceTutens,
KOTOPbIA CaMOCTOATENBHO PETUCTPUPYETCA HA KOMMblOTEPE B
peXxume KMOCKa, aBTOMATUUECKK MOMyyaeT paspeLleHre U
OOHOBPEMEHHO PErUCTPUPYET BXOA,.

—  Cwm. rnaBy 3kcnnyaTtauusa [IpoBepka Bxoda 1 Bbixoda nocetutesei bes
kaprt, CTpaHulya 54 3Toro AOKYMeHTa, rae AeTanbHO ONMUCAHO, Kak
nonb3oBaTe/lb C NpaBaMu paboTHUKA NPUEMHON MOXET
obpabatbiBaTb Nonb3oBaTenen 6es KaprT.

MpuHumaowan
CTOpPOHa

Mocetutenb

MapameTpbl AnA nonb3osatener MpuHumarwan ctopoHa v Mocetutens
AOCTYMHbI TONbKO ANA UTEHWA 4O TeX Nop, Noka He ByayT U3MeHEeHbl U
COXpaHeHbl NapameTpbl AnA nonb3oBatens COTPYAHUK NPUEMHOMN.
MonA, oTMeUEeHHble KaK HEBUAMMbIE B HACTPOMKAx NONb3oBatens
PaGoTHMK NpUeMHOM’, aBTOMaTUUECKM 3a[al0TCA Kak HeBUAMMbIe ANA
nonbsoBaTtenen MpuHuMalwwWwana ctopoHa U NMoceTurtenb.

[anee npoueaypa KOHPUrypaumu MAeHTUYHA NpeablayLlen.

Bosch Security Systems
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Cwm.
—  HasHaueHune ¢hnsmyeckux yyeTHbix OaHHbiX, CTpaHuya 50
—  HacTtporika nonb30Bate/ibCKOro uHtepegherica, CtpaHuya 36

5.6.1 LLIaGNOHbI 3NEeKTPOHHOMW NOUThI

[ocTynHO HeckonbKko wabnoHosB HTML-coobuieHui, KoTopble 00bIUHO HacTpaMBalTCA Noj

MHOMBHUAYaNbHbIe MOTPEOHOCTH KOMMNaHWK. Kaxabli WwWabnoH nNo3BonseT CoXpaHaTb agpeca

3NEKTPOHHOM MOUTbI ANA Nonyyatenen B KONUKU / CKpbIToM Konuu / npobHoM paccbinke (CC,

BCC u Test), KOTOPbIM MOXHO MFHOBEHHO OTMPABUTb TECTOBOE 3/IEKTPOHHOE CoOobLLeHHE.

Mpwu 3arpyske wabnoHa AnA pefakTMpPOBaHUA OH KOMMpyeTca B nNanky «3arpy3ku» bpaysepa

no yMonyaHuto.

— MobileAccess.html lMpurnaweHne gnAa Bnagenbua KapTtbl ANA UCNONb30BaHMUA
WOEHTUUKATOPOB Ha ba3e cmapTdoHa.

—  SetupAccess.html lpurnaweHve ANA yCTaHOBLUKWKA ANA HACTPOMKKU CuMTbiBaTenen ansa
Mobile Access.

- VisitorInvite.html lMpurnaweHre NoCeTUTb Ball CaMT C BO3MOXHOCTbIO BIOXEHWSA
danna iCalendar B cooblueH1e 3NeKTPOHHOM MOUTHI.

- InformHostAboutCheckin.html DNeKTPOHHOE yBeAOMEHWE NMPUHUMAIOLLETO O
NPUOBBLITUM NOCETUTENSA.

3anonHuTenu AnA UCNONb30BaHUA B wabnoHax 3neKTpOHHOﬁ nouyThbl

LLlabnoHbl BHEKTpOHHOVI noyTbl cogep>Xat HECKONTbKO 3anonHuTenen AnA BKNHOYEHUA B TEKCT
nonew 6asbl OaHHbIX. 9TW 3aMNONHUTENU OMUCaHbI B cneagyrouwmnx Ta6r||4uax C YUETOM LIJa6FIOHOB,
B KOTOPbIX UX MOXHO UCMNONMb30BaTb.

Cnyx6a Mobile Access
CooblyeHune Bnagenbuy KapTbl (4na npunoxeHua Mobile Access) nocne npegoctaBneHus
MoOMNbHOroO gocTyna

3anonHuTtenb OnucaHue

{{Title}} obpalueHune K nuuy (r-H, r-xa, g-p 1 7. a.)

{{FirstName}} MMA nuua

{{LastName}} damunua nuua

{{CompanyName} } KOMNaHUA nuua

{{QrcodeLink}} QR-Kof, KOTOPbIM COOTBETCTBYET CChINKe, NPeaoCTaBnAoLLEN
BnafenbLly KapTbl MOOUNbHbBIVW AOCTYN Yepes NPUNOXKeHWe

{{InviteLink}} ccbinka, NpefocTaBnatollan Bnagenbly KapTbl MOOUIbHbIM
AOCTYN uepes3 NpUNoXeHue

Setup Access (HacTtpoiika gocrtyna)
CoobuieHune yctaHoBLMKY Mobile Access (ana npunoxeHua Setup Access) npwu
npenoctaBneHMn UM MOBUNBHOMO [OCTYNa ANA HACTPOWKK CUMTbIBATENEN.

3anonHuTenb OnucaHue

{{Title}} obpalleHue K ycTaHOBLIMKY (r-H, r-Xa, A-p U T. A.)
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3anonHuTenb

OnucaHue

{{FirstName}}

MMA YCTaHOBLUHNKa

{{LastName}}

damunma yctaHoBLMKa

{ {CompanyName}}

KOMMNaHWA YCTaHOBLUIKWKaA

{{QrcodelLink}}

YCTaHOBLLWKY MOOWUNbHbBIM AOCTYN ANA HACTPOMKHU
cuuTbiBaTeNnen yepes npunoxeHue Setup Access

QR-kog, KOTOprVI COOTBETCTBYET CChbl/iKe, I'IpED,OCTaBFIHIOLLLEI;I

{{InviteLink}}

CCbINKa, NpefocTaBnAtoLan yCTaHOBLMKY MOOUNbHbIN
[OCTYN ANA HACTPOMKK CUMTbIBaTENENn uepes NpunoxeHune
Setup Access

MpurnaweHue nocerurenn

ONEeKTPOHHOE NMUCbMO, KOTOPOE OTNPaBNAETCA NOCETUTENIO NPU CO34aHUN UNH

peaakTMpoBaHWK NocCeLleHUA.

3anonHuTenb

OnucaHue

{{VisitorID}}

NoeHTUdHKaATOp NOCETUTENSA, CO3AAHHbIA NPUTOXKEHUEM
VisMgmt

{{Title}}

obpalleHune kK nocetTuTento (r-H, r-xa, o-p M 1. 4.)

{{FirstName}}

MMA noceTutTena

{{LastName}}

d)aM MNnAa noceTutTena

{ {CompanyName}}

KOMMNaHWA nocetuTenna

{{HostFirstName}}

MMA MPUHUMaKoLEero

{{HostLastName}}

damMunma npuHUMaroLLero

{{ExpArrivalDate}}

nnaHoBaA AaTa nocelleHunA

MoceTutenb NnpubbIN

INeKTPOHHOE NMUCbMO, OTMPaBNAeMoe NpPUHUMatoLEMY KLY, Koraa paboTHUK NpUemMHowM

yTBEpPXOaeT noceuweHne

3anonHuTenb

OnucaHue

{{VisitorID}}

NoeHTUdHUKATOP NOCETUTENSA, CO3AAHHbIM NMPUMTOXKEHUEM
VisMgmt

{{Title}}

obpalleHue K nocetTutento (r-H, r-xa, a-p u 7. 4a.)

{{FirstName}}

MMA noceTutTena

{{LastName}}

d)aM MNnAa nocetTutTena

{ {CompanyName} }

KOMMNaHWA nocetutenna

{{HostFirstName}}

MMA MPUHUMaKLWero

{{HostLastName}}

hamMmMnua NnpUHUMaroLWero

{{ExpArrivalDate}}

nnaHoBaA AaTta NocCeleHnA

Bosch Security Systems
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3anonHuTenb

OnucaHue

{{ArrivalDate}}

d)aKTVI'-IeCKaH Aata noceweHunA

Mponyck noceTutensa

[OKyMeHT, KOTOprVI MOXHO pacneyatatb U NpegoCcTtaBUTb MOCETUTENIO. OH MOXeT BKMOUaTb

KapTy 30aHUA UMW KOHTPOMbHbIM CMUCOK.

3anonHurenb

OnucaHue

{{VisitorID}}

NoeHTUdUKaTOp NOCeTUTens, Co3aaHHbii NPUNTOXKEHUEM
VisMgmt

{{Title}}

obpalleHune K nocetutento (r-H, r-xa, o-p 1 7. a.)

{{FirstName}}

MMA noceTuTena

{{LastName}}

damunua nocetuTens

{{CompanyName} }

KOMMNaHWA nNoceTuTenA

{{HostFirstName}}

MMA NMPpUHUMaKoLLero

{{HostLastName}}

dhamMunma NnprHUMatoLLero

{{ExpArrivalDate}}

nnaHoBaA AaTa noceuweHuA

{{ArrivalDate}}

CbaKTI/ILIeCKaH Aata noceweHunA

5.6.2 Pexxum npepnBapuTenbHOro NnpocMmoTpa
OnpepeneHHble Habopbl NapamMeTpoB UMetoT KHoMKy MpepBapUTENbHbIN NPOCMOTP, KOTOpas
aKTUBHMPYET PEXUM NpPeaBapUTeNbHOro NPOCMOTPa, NMO3BOMNAOLWEro NpocMaTpuBaTb
OWanoroBble OKHa B TOM BKUAe, B KOTOPOM OHW DyayT oTobpaxatbca npu Boibope aTnx
napameTpos.
B pexxume npenBapuTenbHOro NpocMoTpa AeMCTBYIOT CNeaytolne yCNoBUA:
— B BepxHeW yacTi NaHenu MOHUTOPUHIra oTobpaxkaetca BaHHep.
- WN3MeHeHUA, BHECEHHbIe B MAHENW MOHUTOPUHIA UMK B MEHIO, HE COXPAHAIOTCA.
- Haxmute 3aKpbiTb peXXuM NpepBapUTENbHOro NpocmoTpa B obnactu baHHepa, uTobbl

3aKpbITb PEXUM NpeaBapUTENBHOrO NPOCMOTPA.
- Hcnonbaynte cnncok U3meHUTb ponb B o6nactv 6aHHepa, UTobbl NMPOCMOTPETb BHELLIHWUM
B MHTepdenca AnA pasnnuHbIX TUMOB NoNb3oBaTenen.

5.6.3 LLUabnoHbl JOKYMEHTOB
Bbl MOXeTe ckaunBaTb LWABNOHbI Pa3NUUHbIX JOKYMEHTOB U 3NEKTPOHHbIX MUCEM, A TaKXKe
3arpy»aTb OTpefakTMpPOBaHHble BEPCHUU ITUX WABNOHOB C MOMOLLbIO AWMANOrOBOro oKkHa
MaHenb MoHUTOPUHTA > MapameTpbl > OCHOBHbIE.

5.7 HacTtpoika nonb3oBaTtenbCKoro uHtepdeunca
MNMonb3oBaTenbCKUM MHTEPMENC MOXKHO HACTPOUTbL B AMANOroBbiX OKHax MaHenb
MOHUTOpPUHra > NMapameTpbl.
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5.7.1

5.7.2

5.7.3

5.7.4

HacTpoiika oTtobpakaeMbiX, HeBUAUMDbIX U 00A3aTeNnbHbIX NapaMeTpPoB
BbibepuTe nonsa gaHHbIX, KOTopble OyayT oToOpaXkaTbCA B AMaNOroBblX OKHAX, U YKaXXuTe,
KaKne U3 3TUX OaHHbIX ABNAKOTCA obA3arenbHbIMU.

Mpumep:

(1) *
(2) 0"
O (3) O

— Tone (1) aBnAeTcA BUAUMbBIM U 0bsA3aTEeNbHbIM.
— Mone (2) aBnAaeTcAa BUOAMMbBIM, HO HeODA3aTENbHbIM.
—  Tlone (3) aBnAeTcA HEBUOUMbIM.

Hacrpov"lKa TEKCTOB nNonb30BaTenbCKOro m-nepcbeﬁca AnA NoOKanu3auuu
TeKCTbl NONb30BaTENbCKOIrO MHTEP(ENCA MOXKHO NIEFKO HACTPOUTL ANA ONpPeaeneHHoro A3bika.
Mo yMONUaHWIoO TeKCT NOKanu3auuu COAEPXKUT CTaHOAPTHbIE 3aroNoBKKW AnA 6n1oKoB noneu
OaHHbIX B AMaNOroBblXx OKHax cbopa AaHHbIX.
YToObl HACTPOWTbL 3aroNIOBKM B COOTBETCTBUM C MECTHbIMU TPebOBaHUAMM, BbINMOMHUTE
cnepylowme enCTBUA.
1. BblbepuTe A3bIK NONb30BaTENbCKOTO UHTEPdENCA U3 CMIUCKA.
2. TlepenuwuTe TEKCT B TEKCTOBOM Mofe.
[onyckaeTtcAa ncnonbsoBaHMe HTML-TeroB ana npoctoro popmMaTtupoBaHuUA, Hanpumep:
<b>this text will appear bold </b>

<i>italics</i>

<u>underline</u>
Loz 2Rt il Logiki
General information EM

HacTtpoiika pexuma KMocKa

Ecnu Ha oObeKkTe HET OAHOrO UNTKU HECKOMbKUX NepudepUnHbIX YCTPOWUCTB, HanpuMep cKaHepa
OOKYMEHTOB, MO>XHO HAaCTPOUTb npouecc CaMOCTOATENbHOM perncTpaumnm nNnoCceTnuTenAa B
pexxnmme KMOCKa, CHAB PNaXKW COOTBETCTBYHOLLMX LIAroB perucrpaumu.

HacTtpo#ka norotuna KOMNaHuu
paduueckure haknbl, 3arpy>kaeMble B KauecTBe NoroTMna KOMMNaHWu, AOMXKHbI
COOTBETCTBOBATb CNneaytownmMm TpeboBaHUAM:

MopooepxuBaemble PNG, JPEG, JPG
cdopmartbl

TouHas WUpUHaA 125

(nnkcenu)

TouHas BbicOTa 63

(nukcenu)
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Makc. pasmep (MB)

5.8 MapameTtpbl OpaHagmayapa

[obaBbTe BCcnomMoraTtenbHble NMPUNOXKEHUA B KOHMUTypauuto bpaHamayspa Ha CEPBEPHOM U

KNUEHTCKOM KOMMblOTEPAX.

1. 3anycTtute bpaHamaysp Windows, HaxkaB KHoOMKY «[lyck» 1 BblopaB MaHenb ynpaBneHus

> bpaHamayap Windows.

2. BbibepuTte JJononHUTenbHble HACTPOUKHU.

3. Bbibepute NMpaBuna ana BXoAALWMUX NOOKMNIOUEHUN.

4. Ha naHenv OeictBuna Bbibepute nyHKT HoBoe npaBuno...

5. B ananoroBom okHe Tun npaBuna Bbibepute MopTh HaxXMuTe KHoNKy Oanee >.

6. Ha cnepytowehn ctpaHuue BbibepuTe TCP M KOHKpPEeTHbIe NOoKanbHbie NOPTbI

7. PaspelwuTb cBA3b uepes cnepyroline nopTbi:

- Ha komnbloTepe Unu KOMMblOTEPAX C CEPBEPOM

<UMSA cepBepa>:44333 — UCMNONb3yeTcA cepBepoM yaoctoBepeHun AMS (*)

<MMA cepBepa>:5706 — ucnonb3yetca cepeepom VisMgmt

<uUM#A cepBepa>:5806 — ucnonb3lyetcAa cepsepomM CredMgmt

<uMfA cepBepa>:5700 — ucnonb3dyetcAa cepeepomM Mobile Access

—  Ha KnWeHTCKUX KoMMbtoTepax

localhost:5707 — MCNONb3YEeTCA HAACTPOMKOM ANnA nepudepuinHbIX yCTPorcTB Bosch

(*) Mbl ucnonb3yeMm cepBepbl naeHTUUKaunn AMS 1 BIS, Kak on1McaHO B COOTBETCTBYHOLLIMX

PYKOBOLCTBaX MO MX yCTaHOBKE.

Ucnonb3oBaHWe NOPTOB B CUCTEME

UcxopAawmn Ucxo |Bxopawmun Bxop |[poTtoko [KommeHTapuu

cepBep A. cepBep n

nopr nopr

VisMgmt * CepBepHasa uactb | 5700 | HTTPS KomaHabl U3 BeO-npunoxeHusa

Mnu Mobile Access ONA co3haHuA U/WUNW yaaneHus

CredMgmt MOBOUNbHBIX YUETHbIX AAHHbIX

MobunbHble * CepBepHana vactb | 5700 | HTTPS MobGunbHble ycTponcTea

yCTpoWCTBa B Mobile Access nonyuaroT MOOWNbHbIE YUeTHble

NHTepHeTe OaHHble uepe3 UHTepHeT

CepBepHas * Google Firebase |* HTTPS MobunbHble ycTponcTea

yactb Mobile (MHTEpPHET) nonyyaroT push-yBegomneHus

Access (cm. pa3gen o HacTpoMKax
OpaHoMayapa B LOKYMEHTaLWUK
no Google Firebase)
https://firebase.google.com/
docs/cloud-messaging/concept-
options

KnueHTCKuUK * CepBepHan vactb | 5706 | HTTPS KomaHAabl ¢ KNUeHTCKOro

KOoMMbloTEP VisMgmt komnbtoTepa VisMgmt B

nonb3oBatens cepBepHyto vacTtb VisMgmt

VisMgmt
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Ucxopawun Ucxo |Bxopawmun Bxop (MpoTtoko [KommeHTapuu
cepBep A. cepBep . n
nopr nopr
KnueHTckun * CepBepHaa yactb | 5806 [HTTPS KomaHAbl C KNMEHTCKOro
KOMMbtOTEP CredMgmt KomnbtoTepa CredMgmt B
nonb3oBarens cepBepHyto yactb CredMgmt
CredMgmt
KomnbtoTep * CepBepHas yactb | 3389 |YganeHH |lMo coobpaxeHuam
agMUHUCTpaT Mobile Access bIN 0e30nacHOCTU agMUHUCTpaTOpPy
opa pabounit | HeobxooMMO NpPesoCcTaBUTb
cTon NWLWb BPEMEHHbIW 4OCTYN K
(RDP) KOMMbIOTEPY, HA KOTOPOM
3anylleHa cepBepHan yacTb
cnyx6bl Mobile Access.

3ameuaHue!
ObpatuTe BHMMaHHWe, uto cnyba Mobile Access n cuctema ACS He noaaep>kMBatoT HU
BXOAALEro, HA UCXOOALLETO NPAMOIO NMOAKMOUYEHMUSA.

5.8.1 Mporpammbl U CNy>X0bl B UCKNIOUEHUAX OpaHamMayapa

Bbl MOXeTe HacTpouTb bpaHamayap, 4ob6aBUB NporpaMmbl U CNyKObl B UCKMOUEHUA

1. 3anyctuTe uHTepdenc bpaHamayspa Windows, Haxas Myck > Hactpoiku > MaHenb
ynpaBneHusa > bpangmaysap Windows.

2. BbibepuTe Bknaaky PaspelueHne B3aMMOAEHCTBUA C MPUNOXKEHUEM UNTU KOMMNOHEHTOM
B bpangmayape Windows.

3. Bblbepute PaspelunTb gpyroe npunoxxeHue (ecnu ata KHOMKa He akTUBHA, aKTUBUPYHUTE
ee, WenkHyB U3MEHUTb HACTPOMKH.

4. MoxHo 006aBUTb B UCKMIOUEHUA CnefytolmMe nporpaMmbl:

Mporpammbl
[TyTb yCTAaHOBKM MO yMONUaHUIO — C: \Program Files (x86)\Bosch Sicherheitssysteme)\

Mporpamma PacnonoxeHue dakna

acsp.exe [MyTtb yctaHoBKKM]\AccessEngine\AC\BIN
ACTA-3.exe [MyTb ycTtaHoBKKM]\AccessEngine\AC\BIN
BioVerify.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
Bioldentify.exe [MyTtb ycTtaHoBKkKU]\AccessEngine\AC\BIN
Bosch.Ace.CredentialManagement.exe [MyTb

yctaHoBKM]\Bosch Credential Management

Bosch.Access.MobileAccessBackend.exe [MyTb yctaHoBKM]\Bosch Mobile Access
Bosch.Ace.VisitorManagement.exe [MyTtb ycTtaHoBKkKU]\Bosch Visitor Management
CalTa-3.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
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Mporpamma PacnonoxeHue caina
CDTA-1.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
EMDP.exe [MyTtb yctaHoBKkU]\AccessEngine\AC\BIN
KCKemas.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
KCS.exe [MyTtb yctaHoBkU]\AccessEngine\AC\BIN
Loggifier-2.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
PictureServer.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
ReplServer.exe [MyTtb yctaHoBKkU]\AccessEngine\AC\BIN
reps.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
TAccExc.exe [MyTtb yctaHoBkU]\AccessEngine\AC\BIN
EMAILSP.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
master-3.exe [MyTtb yctaHoBKU]\AccessEngine\AC\BIN
querySrv-2.exe [MyTtb yctaHoBKkU]\AccessEngine\AC\BIN
webSrv-1.exe [MyTb yctaHoBKM]\AccessEngine\AC\BIN
LicenseGateway.exe [MyTtb yctaHoBKkU]\AccessEngine\
AC\BIN\net6.0
DMS.exe [nyTb ycTtaHoBKM]\AccessEngine\MAC\BIN
lac.exe [nyTb yctaHoBKM]\AccessEngine\MAC\BIN
CepBHuc

MyTb YCTAHOBKM MO YMOMUAHWI0 — C:

\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System

CepBuc PacnonoxeHue caitna
Bosch.States.Api [nyTb yctaHoBKMK]\States API
Bosch.Map.Api [nyTb ycTaHoBKM]\Map API
Bosch.MapView.Api [nyTb yctaHoBKM]\Map View API
Bosch.Events.Api [nyTb ycTaHoBKM]\Events API
Bosch.Alarms.Api [nyTb yctaHoBKM]\Alarms API
Bosch.Ace.ldentityServer [nyTb ycTtaHoBKM]\Identity Server
Bosch.Ace.Api [nyTb ycTtaHoBKM]\Access API
Bosch.DialogManager.Api [nyTb yctaHoBKM]\Dialog Manager API
Bosch.Intrusion.Api [nyTb ycTtaHoBKM]\Intrusion API

Bosch Ace Visitor Management [nyTb ycTaHoBKM VM]\

KnuneHT Bosch Ace Visitor Management [nyTb ycTaHOBKM KnueHTa VM]\
Bosch.0SS-SO [nyTb ycTaHoBKM]\OSS-SO
Bosch.0SS-SO.Configurator [nyTb yctaHoBKM]\OSS-SO.Configurator
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CepBuc PacnonoxeHue danna
Bosch.Access.ProductApi.Api [nyTb yctaHoBKM]\ProductApi
5.9 UT-6e3onacHoOCTDb

Be3onacHOCTb cUCTEMbI yNpaBneHua OCTYNOM OpraHu3aunu ABNAETCA BaXXHOM UacTbio ee
WHppacTpyKTypbl. KomnaHua Bosch pekomeHayeT cTporo cobniogatb pekomMmeHgaumu no
obecneueHuto IT-6e3onacHOCTU, NpeanUcaHHble ANA CTPaHbl YCTAHOBKWM MHCTPYMEHTA.

OpraHu3sauuma, ncnonb3yrwouwad CUCTeMy ynpaBneHna oOCTynom, HeECET OTBETCTBEHHOCTb 3a

cneaymollee:

5.9.1 OTBeTCTBEHHOCTb 3a 0bopyaoBaHue

MpepoTBpaleHne HECAHKLMOHUPOBAHHOIO (OM3MUECKOrOo AOCTYNa K KOMMOHEHTaM CeTH,

TaKux Kak nogkntouveHua RJ45.

—  3noyMbllEHHWKAM Heobxoaum hU3MUEeCKUIM OOCTyN ANA BbINMOMHEHWA aTak Tuna
«araka nocepeguHer.

MpenoTBpalleHe HECAHKLULMOHUPOBAHHOIO (OM3MUECKOro AOCTyNa K annapaTHoMy

obecneueHuto KoHTponnepa AMC2.

Mcnonb3oBaHWe BblAeNeHHOW CeTU ANA ynpaBneHusa OOCTYMNOM.

—  370yMbILUNTEHHWKKM MOTYT MOMYUYUTb AOCTYN Yepes Apyrue yCTPOMCTBa B TON »Ke CeTu.

Mcnonb3oBaHKWe 3allMLLEHHbIX MOEHTUUKATOpPOB, TakMx kKak DESFire ¢ kogom Bosch u

MHOTOaKTOpPHOM NPOBEPKOMN MOANMHHOCTU C DUOMETPUUECKUMU AaHHbIMU.

Perucrtpauns 3anpocoB ¢ NoMoLLbto NpUnoxeHua Setup Access 1 cuMTbiBaTenemn

MobunbHoro goctyna ¢ moaynamu BLE (Bluetooth ¢ HU3KKMM sHepronoTpebneHunem).

HesapernctpupoBaHHble BKNIOUEHHbIE CUMTbIBATENU YA3BUMbI ANA B3/TIOMA TPETbUMMU

nvuamu. MHdopmaumio no ycTtpaHeHUo noaobHbix B3NoMoB nyteM cbpoca HacTpoek Ao

3aBOACKMX CM. B PYKOBOACTBE MO YCTAHOBKE CUMTbIBAIOLLUX YCTPOMWCTB.

MpenoctaBneHne mexaHMaMa oTpaboTKM OTKa3a M Pe3epBHOr0 UCTOUHMKA NMUTAHUA ANnA

CUCTEeMbl ypaBfieHWsa OOCTYNOM.

OTcneXxuBaHWe M OTKNOUEHUWE YUETHbIX JaHHbIX, KOTOPble ObiNK yTepsHbI.

Hapnexalee cnucaHve obopyaoBaHusa, kKoTopoe Bonblue He UCMONb3yeTCA, B UaCTHOCTH,

cbpoc 0o 3aBOACKUX HACTPOEK U yaaneHne nepcoHanbHbIX AaHHbIX U MHGOPMALKWKU O

6e3onacHoCTH.

5.9.2 OTBeTcTBEeHHOCTb 3a 10

Hapgnexauiee obcnyxuBaHue, obHoBneHne n obecneueHne paboTtbl HpaHaMayapa ceTu

ynpaBneHWA 4OCTYMNOM.

MOHWTOPUHI CUTHANOB TPEBOIM, YKa3blBatOLWMX Ha OTK/OUEHUE annapaTHbIX

KOMMOHEHTOB, TaKMX KaK CUMTbiBaATENM KApPT UK KOHTponnepbl AMC2.

—  OJTW CWUTHanNbl MOTYT O3HauaTb MOMbITKY MOAMEHbI annapaTHbIX KOMMNOHEHTOB
obopynoBaHuA.

MOHWTOPUHI CUTHANOB BCKPbITUA, BbI3BAHHbIX 3MIEKTPUUYECKMMU KOHTAKTaMK

obopynooBaHUA ynpaBreHWa OCTYyNOM, HanpuMep KOHTPONNepamMu, CUMTbIBaTENAMU U

KNIOUHWULAMMU.

OrpaHunyeHuWe WNpoKoBeLlaTenbHon nepenaun UDP B BbigeneHHOW CeTH.

Ob6HoBneHunA, ocobeHHOo 0OHOBNEHMA 0e30MacHOCTU U UCNPaBNeHWUA ANA NPOrpaMMHOro

obecneueHus ynpaBneHWA AOCTYNOM.

ObHoBNEHUA, B 0COOEHHOCTM OOHOBNEHWA CUCTEMbI O€30MAaCHOCTU U UCNpPaBNeHus ansa

MWKponporpamMmm obopynoBaHus.
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5.9.3

—  ObpatuTe BHMMaHMWe, UTO JaXKe HeJaBHO NOoCTaBNeHHOoe obopyaoBaHME MOXET
TpeboBaTb OOHOBNEHWA MUKPOMNPOrpaMMHOro obecneueHunsa. MHCTPYKUKUK CM. B
pykoBoAcTBe no obopyaoBaHUIo.

—  KomnaHua Bosch He HeceT oTBETCTBEHHOCTH 3a yuepb, HaHeceHHbIW B pe3ynbraTe
3KCnnyaTauuu obopyaoBaHMsa C yCTapeBLIMMU MUKPONPOrpaMmamMu.

Mcnonb3oBaHWe 3almiLeHHoro kaHana OSDPv2.

Mcnonb3oBaHWe HafEXHbIX Naponew.

MpumeHeHue lpuHyMna MUHMMa IbHbIX MOTHOMOYMI ANA NPeaocTaBNeHua JocTyna

OTAENbHbIX MONb30BaTeNnen ToNbKO K TEM pecypcam, KoTopble TpebytoTca UM ansa ux

3aKOHHbIX Lenen.

Be3onacHasn pa60Ta C MOOUNbHbIMHU YUY€THbIMU OAAaHHbIMHU

He ocTaBnAnTe HEHACTPOEHHbIE CUMTbIBATENW MODOUNbHOIO AOCTyna 6e3 oxpaHbl.

—  3N0yMbILWNEHHUK MOXET UCMNONb30BaTb TAKOW CUMUTbIBATENb A/1A B3NoMa ApYyrom
cuctembl ACS. B pesynbTaTe noTpebyeTca 3aTpaTHbl cOpOC [0 3aBOACKUX HACTPOEK.

Ecnu mobunbHoe yCTPOMUCTBO C MOOUMbHbIMW YUETHbIMU AAaHHLIMU MOTEPSAHO UMK

YyKpageHo, HeobXxoaAnMMo NpeanpuUHATL Te XKe OeMUCTBUA, UTO U B Criydyae NoTepu KapTbl: Kak

MOXHO ObicTpee 3ab6noK1poBaTh YCTPOMCTBO UMW YAANUTb C HEFO BCE MOOUMbHbIE

YUETHble aHHble.

[nAa obnactew, roe TpebyeTcsa BbICOKUMIN ypOBEHb He3onacHoOCTH, KomnaHusa Bosch

peKoMeHOyeT UCNOoNb30BaTh ABYX(PAKTOPHYIO NPOBEPKY NOANMHHOCTU. B Takom cnyuae

BNafenbly YUYETHbIX AaHHbIX NpuaeTca pa3bnokuposaTb MOOUNbHOE YCTPOWCTBO, Npexae

yeM MCMNonb30oBaTb ero AN UAEHTUPUKALMWH.

MobGuWnbHble yUeTHble JaHHble He BOCCTaHaBNMBAOTCA NMPU BOCCTAHOBNEHUU AaHHbIX

TenedoHa 13 pesepBHOW Konuu. Ecnu Bnageney MOOUNbHbIX YUETHbIX flaHHbIX HauMHaeT

Mcnonb3oBaTb HOBOE MODUNbHOE YCTPOWCTBO, HEODXOAMMO MOBTOPHO OTMNPABUTbL EMY BCe

UMeLWMeCcH NpUrnalleHus.

3M0yMbILNEHHUK MOXET UCMONb30BaTb MMyLWUTENb CBA3KU ANA BNOKMPOBAHMA CBA3U CO

cunTbiBaTENAMU MobunbHoro goctyna. CoTpyaHMKU, KOTOPbIM KpalHe Heobxoaum focTyn

B onpefeneHHble 30Hbl, JONXHbl UMETb NPU cebe usnueckre cpeactea UoeHTUPUKALINK

B KauecTBe 3aMacHOro BapuaHTa.

— B KkauecTBe 3anacHoOro BapuvaHta BMmecTto cnyxbbl Mobile Access ncnonbsyinte
TONbKO PU3MUECKME KapTbl C HAAEXHbIM LUMMPOBAHMEM (TaKUM KaK WM poBaHue
Bosch).

3awmuanTte cepsep cnyxbbl Mobile Access oT HeCaHKLMOHUPOBAHHOIO PU3UUECKOro

noctyna. KomnaHuua Bosch pekomeHaoyeT MCNONb30BaTh AOMNONHUTENbHbIE MEPbI, TAKKEe

Kak WngpoBaHue ancka BitLocker.

3awumwante cepep cnyxbbl Mobile Access oT atak TMNa «0TKa3 B 00CNY>XMBaHWUMU»

(DoS). CepBep AOMKEH HaxOAUTbCA B be30nacHoOM ceTeBOM cpeae C TaKMMK CpeacTBaMu

3alLMTbI, KaK OFPaHUUYUTENb CKOPOCTH.

ObpauwamnTtecb ¢ QR-kogaMu AnA NpurnalleHrs yCTaHOBLMKA KaK C YUETHbIMUW JaHHbIMHU

aAMUHUCTPaTopa. YKpaAeHHbIN TenemoH YCTaHOBLLUMKA C aKTUBHbIMW YUETHbIMWU AaHHbIMU

NO3BOMMUT 3/TOYMbILLNTEHHWUKY NEPEHACTPOUTb CUMTbIBATENN MOOUNBHOIO AOCTYNa B CBOMUX

NMPEeCTYNHbIX LEensx.

—  OTnpaBnsawnTe NpurnalleH1a ycTaHOBLIMKAM HENMOCPEACTBEHHO Nepen HaCTPOMKOM
cuuTbiBaTENen U cneauTe 3a TeM, UTOObl OHM yAANANKU YUETHble JaHHble cpa3y nocne
3aBePLUEHWA HACTPOMKH.

—  [lo BO3MOXHOCTH nyulle UCrnonb3oBaTb PyHKUMIO «CKkaHMpoBaTb QR-Koabl C
3KpaHa», a He NpurnalleHna No 3NeKTPOHHOM noute. YoeamTech, UTO Ha3HaAUYEHHbIM
YCTaHOBLLMK Cpa3y e 3arpy>aeT yUeTHble JaHHble.

2023-09 1 5.2.0 |

PykoBoacTBO nonb3oBatensi Bosch Security Systems



Visitor Management V5.2 KoHdurypuposaHue | ru 43

5.10 Co3paHue pe3epBHOW KOMUU CUCTEMDI

VisMgmt npeacTtaBnaet cobo gononHuTenbHoe Beb-NpunoxeHune Ana OCHOBHOW CUCTEMbI
ynpaeneHua gocTynom. Ons nonyyeHns MHMOpMaLm1 O pe3epBHOM KOMUPOBAHUU CUCTEMHbIX
6as faHHbIX CM. JOKYMEHTAL W0 OCHOBHOMW CUCTEMbI YNpPaBNeHUsA AOCTYNOM.
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6.2

6.2.1

JKcnnyaTtauus
O630p ponei nonb3oBareneu

Tun nonb3oBaTtens CueHapuu UCnonb30BaHUA

PaboTHWK nprvemMHOM Pernctpauuna HOBbIX MOCELLEHUN U MOCETUTENEN
YTBEpPXOEHUE U OTKITOHEHWE NOCeLleHUI
[JobaBneHune noceTutenen B UepPHbIM CMUCOK
HasHaueHWe ¥ OTMEeHa Ha3HaueHMA KapT noceTuTenen
YnpaBneHue cBA3aHHbIMU OKYMEHTaMMU
OTcnexuBaHWe KonMuecTBa nNoceTutenen Ha obbekTe

MocetuTtenb CamocToATenbHaA U npeaBapuTenibHas perncrpauus
Co3agaHue 1M conpoBoOXaeHWe Nnpoduna nocetTutens
MognucaHne OOKYMEHTOB

MpuHMMaloLLas CTOpoHa YnpaBneHue pacnucaHMaAMMU U CIUCKAMU NOCELLEHUN U
noceTutenen
MNpenBapuTenbHaa perncTpaums noceLleHum

AaMUHUCTpaATOp YcTaHoBKa rnobanbHbix NapaMeTpoB

HacTpowka noBefeHuUss MHCTPYMEHTa U ero Nonb30BaTeNbCKOro
UHTepdenca

[lononHuWTenbHO:

Bce BapuaHTbl MCnonb3oBaHWA ANsA pa6OTHVIKa I'IpVIeMHOVI

Ucnonb3oBaHUe NaHeNM MOHUTOPHUHrA

[TaHenb MOHUTOPUHIA ABNAETCA MMaBHbIM 3KPAaHOM, LEeHTPanbHbIM AMANOroBblIM OKHOM,
NMNOo3BONAKOWNM I'Iepel‘/lITVI KO BCEM OCTa/ilbHbIM ANaNOroBbiM OKHaM.

00630p u ObicTpblie hunbTPbI
BepxHAA yacTb NaHenM MOHUTOPUHIA COAEPXUT KPaTKUIM 0030p NocelleHni 3a AeHb. ITO
NMo3BONAET NONb30BaTENAM C NErKOCTbiO OTCMEXMBaTb KOMMUECTBO NOCeTUTeNnen Ha obbeKTe.

Oxupaemoe cerogHa 3apeructpupoBaHHble MoceTutenu, Boixon, MMocetutenm c
uucno nocetutenei: nocerutenu: _% KOTOpPbIX CEeroaHA MCTEKLUUM BpeMeHeM
% noka He perucTpauuu Bbixoaa

3aperucTpupoBaH

<current count> <current count> <current count> <current count>

/ <total capacity> / <total capacity>

LLlenkH1Te ntobon M3 3aronoBKOB, UTobbl OTOMNBTPOBaTh TabnuLy NoceleHUn B COOTBETCTBUM
CO CMbICNIOM 3aronoBka. Hanpumep, LWeNKHUTE 3aroNoBoK 3aperucTpupoBaHHble
noceTuTenu, utobbl MPOCMOTPETb TOMbKO TEX NOCETUTENEN, KOTOPbIM Ha3HaueHa KaprTa.
3HaueHue <total capacity>—3TO NapamMeTp KOHMUrypaLu1m1, HacTpaMBaeMbln
aAMMWHUCTPATOpPOM cucTembl. CM KoHurypaums ¢ nomoLybro MeHo «lapametpbi», CTpaHuya 31.

Tabnuua nocelleHUM

Kam,u.aﬂ CTpOKa B Ta6l'IMLI,e npegcraBnAaeT cobon HasHaueHHoe noceuieHue.

—  Tabnuuy MOXHO OTCOpPTMpPOBATb No NbomMy M3 cToNOLOB, LENKHYB 3aronoBoK ctonbua.

- MOXHO BbIOpaTb OTAENbHbIX NOCETUTENEN UMK CPa3y HECKONbKO NOCETUTENEN C
NOMOLWbIO CTaHAAPTHbIX MHCTPYMEHTOB MbILKW U KNaBHUaTypbl:
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ObpabaTbiBaTh
[NEeNCTBUN

YTBEPAUTL

ann.

[na Bbibopa HECKONbKKUX OTAENbHbIX CTPOK, BblAenuTe UX yaep>kusas knasuiuy Ctrl.
UToObl yOoanutb yxe BblAeNeHHY CTPOKY M3 CMMCKa BblOpaHHbIX, Haxxmute Ctrl.
UYToObl BblAENUTb HECKONBbKO COCEAHUX CTPOK, HaxkmuTe Shift.

B tabnuuy MmoxHo gobaBUTb HOBbIE NoceleHUn

nocewieHnA U ceegeHnA o nNoceTuTenAax MOXHO, HaXXMMaA Ha KHOMKK

nocetjeHue

OTKNOHWTb NocelleHue

HasHauuTb noceTuTento KapTbl

M3MeHUTb cBeAeHUA O NMOCELLEHUU U NOCeTUTENE

MOXHO 3KCNOPTUPOBATb TEKYLLME OTUNBTPOBAHHbIE CTPOKKU B .CSV haln Unu . XLSX

Ha ropusoHTanbHOM NaHenM UMHCTPYMEHTOB NPeayCMOTPeHbl cneaytolime QyHKUUK:

saoﬂ Q,

)

(€] '-o‘ 7 '° ) Fet Deassigno

ofd

MeTtka

DyHKUUA

Kon-so npoxopoB

Obuee uncno noceuweHun (N); kakgoe nocetlleHne — CTpoka B Tabnuue.

2]

Mouck

Mouck NpPoOU3BONBHOIO TEKCTa MO NoceleHuAM B Tabnuue

OTobOpaxkeHMe cnncKa NocelleHnm, Kotopble ObiNKM HeaaBHO AobaBNeHbI
B Tabnuuy.

OTKpbITHE AMAnoroBOro okHa Ans Bbibopa KpuTeprues punbTpa

Bo3Bpart npeacraBneHua Tabnuubl N0 yMONUaHUIO U OTMEHA BCEX
UNbTPOB.

OTmeHa
Ha3HauUeHHOW
KapThbl

OTKpbITME AMANOroBOro OKHA ANA OTMEHbI HasHaueHHOM KapTbl C
NMOMOLbBIO NOAKNKOUYEHHOIO PErMCTPAULMOHHOIO CUMUTbIBATENA.

OTKpbITUE AMANOroBOro OKHa Anda co3gaHWA HOBOM 3aMucK o
nocelueHuu B Tabnuue.

LLlenkHUTe 3HaUOK C MHOTOTOUMEM AON1A BbI30Ba MEHI0, UTODbI
3KCMOPTUPOBATb TEKYLLIME PUNbTPOBaHHbIE BU3WTbI, a TAKXKE JOKYMEHTbI
B channbl pasnuuHbIX OPMaToB, HAaNPUMep CSV UMK . XLSX
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Mertka

PyHKUMA

ObpartuTe BHMMaHWe, uto aAnsa obecneueHns 6e30MacHOCTU AaHHbIX
3KCNOPT MOXHO BbINOMNHWUTb, TONBKO €CNU KNUEHT paboTaeT uepes
3awmueHHoe coegnuHeHre HTTPS ¢ ceptudukatom.

6.2.2 Ctonbubl U AelCcTBUA B Tabnuue
Cton6ubl
Crtonbeuy 3HaueHue OnucaHue
CocroAiHUe 3HauoK, OTpaXkarLMn COCToAHNE
_’Q noceleHun
[MoceweHune
oXupaaetcs
+O
"
[MoceweHune
yTBEPXKOEHO
*%
[MoceweHune
OTKNOHEHa
o
=1
KapTa HasHaueHa
o
—
_—ﬂ
Cpok gencreusa
KapTbl UCTEK
[MocelweHune
3aBepLUeHOo
(nocetutenb 6onblie He
BNafieeT KapTaMu U NMOKUHYN
TEPPUTOPUIO 0ObeKTa)
Umna MmA nocetutena c LLlenKHUTe rMnepcchinKy, YTobbI
rMNepCcChbiNKoOn NPOCMOTPETb CBEAEHUA O MOCeTUTENE U
TEKYLLEM MOCELLEHUH.
Oxupaemoe |[lata v BpewmsA Oxupgaemble aata U Bpems NpubbITUs
npubbiTHe noceTutens
Oxupaemoe |[arta v BpewmsA Oxupaemble aaTa U Bpema yobiTvs
ybbiTHE nocetutens
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Cronbey,

3HaueHUue

OnucaHue

BaHO
npubbiTue

3aperucTtpupo |[ata 1 Bpemsa

[aTa u BpemsA HasHaueHWs NOCeTUTENIO
nepBoKn KapThl.

3apeructpupo | [lata n Bpema
BaHoO ybObiTUe

[ata u Bpema OTMeHbl Ha3HaueHus
NOCETUTENIO NOCNEAHEN KapThl.

Homepa kapt |UuncnoBoe 3HaueHue

Homepa KapT, Ha3HaYeHHbIX AaHHOMY
NOCEeTUTENIO.

DenctBun 3Hauku CM. otaenbHyto Tabnuuy Huxe
DencTtBUA
3Hauok PyHKUUA

v

YTBEepAUTb nocelleHue.

NMPUMEYAHWNE. HEBO3MOXXHO Ha3HAUMUTb KapTy NOCETUTENAM, BKTIOUEHHbIM B
yepHbIM cnucok. CHayana yganuTte noceTuTenen U3 UepHoro crnucka unu
BPEMEHHO UCKNtounTe Ux. CM. pasgen YepHbii cnucok: dobasneHne, ydaneHue 1

ncknryeHme, CtpaHuya 55.

OTKNOHUTb NOCelleHHe.

JTa KHOMKa AaKTUBUPYeETCA nocne perncrTpaunmn I'IpM6bITVIF| noceTuTenA, T. e.

nocne nonyyeHMA UM KapThbl.

HasHauuTb NoceTuTento ogHy UM HECKONbKO KapT

&

U3MeHUTb cobbiThe nocelleHna m YUYeTHblE AAaHHbIE noceTuTenem

6.3 PaboTHUK npueMHON
6.3.1 ABTOpH3auuAa nonb3oBartena B ponu «PaboTHUK NPUEMHOW»
1. [nA Bxoga B cMCTEMY OTKpowWTe https://< My_VisMgmt_server>:5706/main/ B
b6paysepe.
2. BBepguTe UMsA NONb30BaTENs YUETHOM 3aNUCKU C HEODXOAMMbIMU NpaBamMu ANs BalleK
ponu.
Ob6patuTech K aAMUHUCTPATOPY CUCTEMBI, €CNU Y BAC HET YUETHOM 3anucH.
3. Beeaute napons..
4. Haxmute BounTu.
6.3.2 Mouck n hunbTpaumua NoceweHumn

Ha naHenu moHutopuHra VisMgmt Hag Tabnuuen noceweHum.

Mouck

[nAa novcka No MMeHam M MPUHUMAIOLLKWM CTOPOHaM, BBeauTe ByKBEHHO-LUMDPOBOKM 3anpoc B
none nNoucka n HaxxmuTe Knaesuwy «BBOO».

Bosch Security Systems
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dunbTpauuna
—  [Ons npocmoTpa ONMKanLKMX K TEKYLLEMY BPEMEHU MOCELLEHUN HAXKMUTE KHOMKY
MocnepHue.
— [na co3gaHusa CNOXXHOro ounbTpa Ha OCHOBE cTaTyca NMocelleHus, AaTbl NPUObLITUA U
ybbITUA, a TaKXXe HOMEpPOB KapT HaXXMUTe KHOMKY PUnbTp.
— Bo BcnnbiBawolWeM AManoroBOM OKHE YKaXKuTe TpebyeMble KpUTepUU OUNbTPaLMK.
-  Haxmute MpUmMeHUTb.
Cuctema oTo6pasuT B Tabnuie nocelleHMn TONbKO Te BCTPEUM, KOTopble
COOTBETCTBYIOT KpUTEPUAM (DUNbTPALMH.
-  Y700bl YyganuTb BCe KPUTEPUU, HAXKMUTE KHOMKY COpPOCUTD.

6.3.3 Peructpauua noceweHumn

BBepeHue

Y paboTHUKa NpueMHOM ecTb ABa 6Aa30BbIX CLEHAPUA PerncTpaumm noceTuTenen:

— A. Ecnu nocetuTtenb UCMOMNb3yeT KUOCK AN1A CO3aHUA CODCTBEHHbIX MOEHTU(DUKATOPOB
NoCeTUTENen M 3arpy3ku JOKYMEHTOB, COTPYAHUKY NPUEMHON AOCTAaTOUHO NULb
[00aBUTb HeJoOCTaloWMe CBeAeHWsA U NOAMUCH U Ha3HAUWTb KapTy MOCETUTENIO.

— B. Ecnv nocetuTtenb He UCMNONb3yeT KMOCK M obpallaeTca HanpAMYH K COTPYAHUKY
NPUEMHOM, NOCNEAHWN MOXET 3aperncTpMpoBaTb NocelleHne ¢ Hyna: cobpaTtb
HeobXxoAuMble CBeAEHUA, NONYUUTb NOANUCKU ANA HEOOXOAMMbIX IOKYMEHTOB U Ha3HAUMUTb
KapTy NocCeTUTento.

CueHapui A yaCTMUHO BXOAMUT B clieHapui B, No3TOMY 34eChb onucaH NoMHbli cueHapun b.

Mcnonb3oBaHUe pexunma KMoCcKa MOCETUTENAMU ONMUCbIBAeTCA B OoTAenbHoM pa3sgene. Cum.

pasgen Obuume cBedeHns o pexunme Knocka, CtpaHuuya 59.

Mpoueaypa
Ha naHenu moHuTopuHra VisMgmt Hag Tabnuuen noceuieHmm.

1.  HaxmuTte 3HauokK , UTOObI 4OOaBKUTb Ha3HAaUeHHOe NocelleHne B Tabnuuy
noceLlleHu1mn.

2. B auvanoroBom okHe lNepcoHanbHble AaHHble BBeAUTE AaHHble, KOTOopble TpebyeTcA
yKa3blBaTb ANA NOCeTUTeNen Ballero obbekta. ObssatenbHblie NONA NOMEUEHbI
3Be3goukon (*).

MO>HO BBOAMTb laHHble BPYUYHYIO, HO ObICTpEE U TOUHEE BbIMONHWUTL BBOJ MOXHO C
NMOMOLLbIO CKaHepa AOKYMEHTOB, €ClIM OH AOCTYNeH Ha pabouen cTaHLUMKU paboTHMKA
npuemHon. MNMoapobHble CBeAEHWA O NMOAAEPKUBAEMbIX NEPUDEPUNHDBIX YCTPOUCTBAX CM.
B pasnene llepughepuiiHoe obopydoBaHne, CTpaHuya 26.

- O6bwwue cBepeHus
—  HawguTe u 3arpysuTe NOMHbIM NPOoMUIb NOCETUTENS, CO3AaHHbIM NPW NPeablayLEM

nocewleHuun. [na nomcka npodurna HaXXMUTE 3HAUOK % (Mowuck),
pacnonoXeHHbln B none damunua*.
MpK co3gaHK NpodUNA NoceTUTeNnb NonyyaeT YHUKanbHblii OyKBEHHO-LUGPOBOK
KoA, KOTOPbIM HEOOXOAMMO XPaHUTb, UTOObI YCKOPUTb NMPOLIECC pPerucTpaLuu Bo
BPEMA NOCNeayoLnX NocelleHnH.
- B npotMBHOM cnyuyae BBeguTe flaHHble BPYUHYIO.
-  WpeHTUdbMKauuoOHHbIe choTorpachuu
—  3arpysure otorpaduio M3 annoBon CUCTEMBI.
- CpenaiTte oTo NoceTnTeNnsa ¢ NOMOLLbIO MOAKNOUEHHOW Beb-kamepbl.
-  WUpeHTU(hUKALMOHHDbIE JOKYMEHTbI
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HaxmnTe CKaHUpOBaTb AOKYMEHT, UToObl CuMTaTb JlaHHbIE C NMOMOLLbIO CKaHepa
OOKYMEHTOB (MpW HanuMuMn) U aBTOMaTUUECKU 3aNONHUTb COOTBETCTBYHOLLME NMONSA
[aHHbIX B 3TOM [JManoroBOM OKHe.

Ecnu B Ballen cUCTeEME HET CKaHepa [JOKYMEHTOB, JaHHbI€ MOXXHO BBECTHU BPYUHYIO.

HOpuanueckue JOKYMEHTbI

3arpysure JOKYMEHTbI, KOTOPbIe MOCETUTENb MOAMMUCAN B 3N1EKTPOHHOM BUE C
MOMOLLbI KUOCKaA.

Ecnu B Balwei cuctema He NpeaycMOTPEH KWOCK ANA NMOCETUTeNnen, pacneyaranrte u
3arpysute Heobxoaumblie PDF-gokymeHTbl (C MOAMUCHIO MOCETUTENA), XPaHALLMECA B
dannosomn cucreme.

3. Haxmwute Danee onAa nepexoda K Auanorosomy okHy MoceweHus.
4. B puanoroBom okHe MNMoceweHua Ha naHenun TeKkyLiee NoceweHne BBeanTe AaHHble,
HeobxoaMmble AnA Bawero obbekra. ObA3aTenbHble NOMA NOMeyeHbl 3Be3404ukon (*).
—  BbibepuTte Tun nocerturtens.
3710 MoxeT bbiTb MoceTuTenb (Mo yMONUaHWO) UNKU HacTpaMBaeMblM MNoAKNAaCC
Mocetutensa, onpegensemMbli kKak TUN NULA B OCHOBHOMW CUCTEME YyNpaBneHWs AOCTYMNOM.
-  BbibepuTte MMA coTpyaHMKa, KOTOPOTo NMiaHWpyeTe NoceTuTb, B none Host
(MpuHumaowmn).
—  BbibpaTb MOXHO TONbKO Aep’KaTenen KapT OCHOBHOW CUMCTEMbl yNpaBneHus
OOCTYIMOM.
—  BcnnbiBatowan nofackaska oTobpasuT aapec 3NeKTPOHHOM NoYuThbl 3TOro nuua AnA
OOMONHWUTENBHON UOEHTU(UKALIMK.
—  Ecnu nocetutento Tpebyetca conpoBoXaeHWe No TeppuTopun obbekTa, BbibDepuTe MMA
CONpPOBOXAAKLEro COTpyAHMKa B none ConpoBOXAaloLWui.
—  BbibpaTb MOXHO TONbKO AepKaTenen KapT OCHOBHOW CUCTEMbI yNpaBneHus
[LOCTYMOM.
—  BcnnbiBaulas noackaska oTo0pasuT agpec 3NeKTPOHHOM NouThl 3TOro nuua Ans
JOMONHUTENBHOW MAEHTUDUKALMK.
—  Ecnu nocetutento Tpebyetca 4ONONHUTENbHOE BpeMs ANA NpoxoAa uepes ABepb,
ycTaHOBUTe (hriaxkok PaclumMpeHHoe BpeMsA OTKPbITUA OBEpPU.
5.  HaxmuTte KHonKky COXpPaHUTb.
ObpartuTe BHMMaHWe, UTO COXPaHUTb JaHHble HEBO3MOXHO, NOKa He OyayT 3aMofHeHbl
Bce obA3aTenbHble nons.
Cwm.
- [lepugpepuiiHoe obopydosarue, CtpaHuia 26
6.3.4 YTBepXXaeHue U OTKNOHEHUE NocelleHUmn

MpumeuaHue: yTBepxaeHne hU3UUECKUX KapT
HeobxogMmo yTBepAUTb NocelleHue, Npexae YueM MOXHO ByaeT HasHauMUTb KapTbl
noceTUTento.

MpumeuaHue: yTBep>KaeHUe MOBUNbHbIX YUYeTHbIX AaHHbIX

MobunbHble yueTHble aHHble MOXHO cO34aTb U NPefoCTaBWUTb B IeHb NocelleHun
aHaNoOrMyHoO HasHaueHuo PU3MUYECKON KapTbl.

MpumeuaHue. MobUNbHbIE yUeTHblE faHHble DyayT HeAeNCTBUTENbHbIMK A0 YTBEPXAEHUSA

NnocCeLlleHunA.
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6.3.5

Kpome Toro, MOXHo co3gatb MOOWNbHbIE YUeTHble AaHHble U NPeaoCTaBUTb X 3apaHee. Koraa
noceTuTenb NpPUXoauT B NPUEMHYHO, YTBEPAUTE NOCeELLEHNE, KaK ONMMCAHO HUXe, yTOoObI

AKTUBMUPOBATb YY€THbI€ laHHbIE.

Mpumeuanune. MobOUbHbIE yUeTHble flaHHble OyayT HeAeNCTBUTENbHBIMWU 40 YTBEPXKAEHMUA
nocelieHus.

Ecnu yctaHOBNeHO npefnonaraeMoe BpeMs OKOHUaHWA nocelleHus, 3To BpeMs byaeT
NPUMEHEHO.

Ecnu BpemMsa OKOHUaHWA nocelleHnsa He 3aaaHo, byaeT NPUMEHEHO KONMMUeCTBO Yacos no
ymonuaHuio (8). ADMUHUCTPATOPbl MOTYT U3MEHUTb 3TO 3HAUEHUEe MO YMOMUaHUIO B MEHI0
Hactpouku.

Mpoueaypbl yTBEPXKAEHUA U OTKNOHEHHUA
YTBEpPAWUTb UK OTKNOHWUTbL MOCELIEHUA MOXHO B ABYX MecTax:

B Tabnuue noceweHWn Ha naHen MOHUTOPUHTA
B pefakTope nocelieHua

B Taﬁnuu,e noceweHUWW Ha NaHenu MOHUTOPUHTa:

.

YTBEepAuTb: BbibepuTe CTPOKY B Tabnuie nocelleHni U LWenKHUTEe 3HaUOK
Mocne NoABNeHWA BCMMbIBAOLIEr0 OKHa NOATBEPXAEHUA 3HAUOK CTaHOBMTCA CEPbIM,
nokKasblBas, UTo MocellleHWe YTBEPXKAEHO.

X
OTKNOHUTb: BbibepUTe CTPOKY B Tabnuue NocelleHni v LWenKHUTe 3HauoK
lMocne nosiBNeHUsA BCMNMbIBAOLWEro OKHA NOATBEPXKAEHUA 3HAUOK YTBEpAUTb CHOBA
CTAaHOBMUTCA CMHWUM, MOKa3sblBad, UTo JaHHOE MocelleHne No-NPexHeMy oXKugaert
yTBEPXAEHUA.

B pepakTtope noceweHusn:

1.

P on

B Tabnuue I'IOCGUJ,eHMVi Ha NaHeNU MOHUTOPUHIa Bbl6epMTe CTPOKY U LWLENKHUTE 3HAUOK

&

B ananorosom okHe MepcoHanbHble AaHHbIe HAXXMWUTE KHOMKY [anee.
B nnanorosom okHe MoceweHUa HaAXXMUTE KHOMKY YTBepAUTb UK OTKNOHUTD.
MNMoaTBepauTe ENCTBUE BO BCMNIbIBAKOWEM OKHE.

aonAa peaaktmpoBaHUA NMOCeWEHNUA.

Ha3sHaueHue hU3NUECKUX YUETHbIX OaHHbIX

BBepeHue
HasHaubTe KapTy MOCETUTENA KAXKAOMY NMOCETUTENIO, KOTOPOMY paspelleH BXOA Ha
TEPPUTOPUIO AaHHOIo obbekTa. MpU HEOOXOAMMOCTU MOXHO Ha3HaAUWUTb HECKONbKO KapT

OAQHOMY NOCETUTENIO.

Bpewms Peructpauuun npubbITUA NocelleHUsa — 3TO BPeMs HasHaueHUA NepBoM KapThbl.
Bpemsa Peructpauum ybbITUA NocelleHUA — 3TO BPEMSA OTMEHbI Ha3HaueHWUs nocnegHen
KapTbl, HA3HAUEHHOW MOCETUTENIO.
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PaboTHUK I'IpMeMHOVI MOXeT Ha3HauaTb KapTbl U OTMEHATb UX HAa3HAUYEeHWE Ha NaHeNnun
MOHUTOPUHTIA, €CNNK K KOMMNbKOTEPY pa6OTHVIKa I'IpVIEMHOﬁ NOAKNKYEH CUNTbIBATENb

PerncTpauymnoHHbIX KapT.

Tem He MeHee, eCcliM CUMTbIBaTeNb KapT OTCYTCTBYET, PeAaKTop MocelleHni no3sonsaeT

Ha3HayaTb HOMepa KapT.

3ameuaHue!

NMuua, 3aHecCeHHble B UEPHbIM CMUCOK, HE MOTYT NofnyyaTb KapThbl

KapTbl HENb3s Ha3HaUMTb NMOCETUTENAM, KOTOPblE HAaXOAATCA B UepHOM cnucke. Mepen
FIOFIbITKOﬁ HAa3HaUUTb KapTy yaanute nocetutenAa U3 4epHoro Cnucka mnu co3,an|Te anAa Hero

BpeMeHHOEe UCKNoUYeHHUe.

HasHaueHue KapTbl Ha MaHEeNU MOHUTOPHUHIa (Tpe6yeTca perucrpauuouublﬁ C'leTblBaTenb)

1.

MpurotoBbTe DU3MUECKYIO KapTy MOCETUTENA, UTOObI MPUNOXUTL €€ K PErmcTpalMoOHHOMY
CUMTLIBATENIO.

YTBEpAMTE nocelleHne B Tabnuue nocelleHu. CMm. pasgen YreepxoeHne u OTKIIOHeHHe
noceujeHmni, CtpaHuya 49.

BbibepuTe CTpOKY NOCeLleHUA U WENKHUTE 3HAUOK
CnenynTe UHCTPYKUMAM BO BCMNMbIBAlOLWEM OKHe ANA UCMONb30BaHWUA PerMcTpaLMoHHOro
cuuTbIiBaTens.

OTMeHa Ha3HaueHUA KapTbl Ha NaHenu MOHUTOpPUHra (TpebyeTcAa perMcTpaLUOHHDbIN
CUMTbIBaTENb)

1.

Monyuute OT BnagenbLa KapTbl (PU3MUECKYIO KapTy U MPUIrOTOBbTECH MPUIOXKUTbL €e K
pPerucTpaymMoHHOMY CUMTbIBATENIO.

Ha naHenu MHCTPYMEHTOB WenkHUTe OTMEHUTb Ha3HAaUeHUe KapThbl. ®
Cneaoynte MHCTPYKLUMAM BO BCM/bIBalOLLIEM OKHE A9 UCMONb30BaHWA PErMCTPALMOHHOTO
cuuTbiBaTenA.

HasHaueHue KapTbl B pegaKkrope noceleHui

1.

B Tabnuue noceweHM Ha NaHenM MOHUTOPUHTA BbibepuUTe CTPOKY M LENKHWUTE 3HAUOK

&

B aManoroBom okHe lNMepcoHanbHble faHHble HaXXMWUTe KHOMNKY Odanee

Ecnu noceweHune elle He yTBEPXKAEHO, HAXXMUTE KHOMKY YTBEpPAUTb B 4MANOrOBOM OKHe
MoceweHus.

[Mpn HaNWUMK NOAKNOUEHHOIO PErUCTPALMOHHOIO CUMTLIBATENA HAXXMUTE KHOMKY
CuuTtaTb KapTy U cneaymTe MHCTPYKLMAM BO BCMNMbIBAOLWEM OKHE [N UCMOMb30BaHUA

ANA pefakKTMpoBaHUA 3TOrNo noceweHuA.

PEerncTpaynmoHHOro cumnTbiBatena.
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— B npoTMBHOM cnyyae Ans NpocMoTpa CNMcKa AOCTYMHbIX KapT NOCETUTENEN HAaXMUTE
Moka3aTb AOCTYNHbIe KapTbl.
MpW HANUUMK HECOPTUPOBAHHbBIX (DU3UUECKUX KapT C NeyaTHbIMM HOMEepPaMKu MOXKHO
Tak)e BblbpaTtb Ntobyto KapTy U ObICTPO HAWTU ee HOMEP B CMUCKE C MOMOLLbIO
MHCTPYMEHTA MOMCKa.

)

TeKyLWeMY nNoceTuTento.

- LlenkHuTe 3HaUoOK PALOM C HOMEPOM KapTbl, UTOObI Ha3HAUWUTb 3Ty KapTy
—  [pu HEODXOAMMOCTU Ha3HAUWTb M Apyrve KapTbl MOBTOpPWUTE NocneaHee AeNCTBUE.
5. Haxmute CoXpaHUTb, UTOObI COXPAHUTb TEKYLLEEe NOCeLleHUe C Ha3HAUYEeHHbIMU KapTamu.

OTmMeHa Ha3HaueHUA KapTbl B pepaKkrope noceLeHu#n
1. B tabnuue I'IOCGLLJ,eHMFI Ha naHenn MOHUTOPUHTa Bbl6epMTe CTPOKY M LWWENKHUTE 3HAUOK

ONA pefakTMpPOBaHMA 3TOTO MoceLlleHuA.
2. B aunanoroBom okHe lNMepcoHanbHble AaHHble HAXMWUTE KHOMKY Janee
3. B aunanorosom okHe MNMoceweHua Ha naHenu «KapTbl noceTutenemn» LWenKHUTe 3HauoK

pPAOOM C KapTOM, Ha3HaueHWe KoTopomn TpebyeTca OTMEeHUTb, U NoATBEpPAUTE
JelCcTBMe BO BCMMbIBAOLIEM OKHE.

MNoBTOpPAWTE 3TO AeWCTBME A0 TEX NOpP, NOKa He DyaeT OTMEHEHO Ha3HaueHue Bcex
HeobXxoaAuMbIX KapT.
4. Haxmunte CoxpaHUTb, UTODbI COXPaHUTb TEKYLLee NnocelleHne ¢ Ha3HaUeHHbIMW KapTaMu.
5. Tlpu oTMeHe HasHaueHWA nocnegHeMn KapTbl, Ha3HaUEHHON MOoCeTUTeNto, cucTeMa
3anucbiBaeT 3Ty AaTy M BPeEMA B KauecTBe BPEMEHUW perucrpauum yobiTua nocetutens.

A

B Tabnuue nocelleHMt COCTOAHWE 3TOM 3aNMUCKU MEHAETCA Ha

Cm.

—  KoHgurypauymsa c nomouybro MeHto «lapametpbl», CTpaHuya 31
—  Peructpauymsa noceujeHns, CtpaHuya 48

-  Y1BepxOeHue u oTKIOHeHHe rnoceujeHns, CtpaHuya 49

6.3.6 HasHaueHuWe MOOGUNDbHbIX YUETHbIX AaHHbIX
MpepBaputenbHblie TpeboBaHUA
- B cucteme yctaHoBneHa u HacTpoeHa cny»xba Mobile Access.
—  MHCTPYKUMK CM. B COOTBETCTBYIOLLEM pa3aene rnasbl «YCTaHOBKa» AaHHOMO
[OKYMeHTa.
- Ha cmapT-ycTponcTBe NpUHUMAIOLLEro N1LA YCTAHOBNEHO U 3aMyLeHO NPUNOXKeHWe
Mobile Access.
—  MHCTpPYKUMK CM. B COOTBETCTBYIOLLEM pa3aene rnasbl «YCTaHOBKa» AaHHOMO
[OKYMeHTa.
Mpoueaypa Ha NaHeNU MOHUTOPUHIra
1. BblbepuTe CTPOKY NuLa, KOTOPOMY HYXXHO MPefoCTaBUTb MODUMbHbIE YUETHbIE AaHHble
2023-09 | 5.2.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems



Visitor Management V5.2

dkcnnyatauma | ru 53

L.
B BbIOpaHHOM CTPOKeE LENKHWUTE 3HAUOK
BbibepuTe BapraHT C MOMOLLBbIO OAHOTO M3 KPYMHbIX 3HAUKOB:
QR-kopg,
unu
NMUCbMO C NPUTNalIEHUeM
Ecnu BbibpaH BapuaHT ¢ QR-kogom:
Cuctema otobparkaet QR-kopg
MNMonb3oBaTtenb ckaHMpyeT QR-ko4 ¢ nomoLbio npunoxeHusa Mobile Access Ha
MOOUNbHOM yCTPOWCTBE
UToObl aKTUBMPOBATb yUETHble JaHHbIE, HY>XHO YTBEPAUTb MOCeLleHHe.
MHCTPYKLMK CM. B paspene YrBepxO0eHne u oTknoHeHue nocewyeHmi, CtpaHuya 49
Korga npunoxxeHue 3anyweHo, MOOUNbHOE YCTPOMCTBO AEeNCTBYET aHANOrMUHO
dusnueckon KapTe gocTyna
Ecnu BbibpaH BapMaHT NMCbMa C NPUrnawleHUeM:
Mo ymonuaHuio nporpamMmmMa BbiOMpaeT afpec 3NeKTPOHHOM MouTbl, YKa3aHHbIM AnA
BblbpaHHOTro nuua. Npu HeobxoaMMOCTH BBEAWUTE APYroW afipec 3MEKTPOHHOM NouThI
CucTtemMa oTnpaBnseT 3aNeKTPOHHOEe MUCbMO Ha BblbpaHHbIW agpec
NMuo nonyyaeT aNeKTPOHHOE NMUCbMO Ha CBOE MOBUbHOE YCTPOUCTBO, Ha KOTOPOM
ycTaHOBNeHo npunoxeHue Mobile Access
MO OTKPbIBAET CChINKY B 3N1EKTPOHHOM MUCbMeE
UToObl aKTUBMPOBATb yUeTHble JaHHble, HY>XHO YTBEPAUTb MocelleHue.
MHCTPYKUMKU CM. B pasaene YreepxOeHne 1 oTKoHeHMe noceljeHni, CTpaHuya 49
Korpa npunoxeHue 3anylleHo, MobunbHoe yCTPOMCTBO AENCTBYET aHanormuHo
hmn3nueckomn KapTe gocrtyna

Mpouenypa B AManoroBbiX OKHaX pefaKTUpPoOBaHUA

1.

o ko

Bbl6epVITe CTPOKY Nnnua, KOTOPOMY HYXHO npegoCtaBuUTb MOBUNbHbIE YUETHbIE AHHbIE

&
B BbIOpaHHOM CTpOKe LENKHWUTE 3HAUOK
OTKpoOeTCA [ManoroBoe OKHO pefakTMpPOBaHUA
B VisMgmt HaxxmuTe kHonky Oanee, utobbl NepemnTy Ha akpaH CBeAieHUA O MNOCELLEHUHU
Haxkmute kHonky [lo6aBuTb Mobile Access
BbibepuTe BapuaHT C MOMOLLbK OAHOIO M3 KPYMHbIX 3HAUKOB:
QR-kon
unu

NMUCbMO C NPUrNalieHueM
Ecnu BbibpaH BapuaHT ¢ QR-kogom:

Cuctema otobparkaeT QR-kopn

Monb3oBartenb ckaHMpyeT QR-koa ¢ nomoulybto npunoxeHuna Mobile Access Ha
MOOMNbHOM yCTpOWCTBE

YToObl aKTUBMPOBATb YUETHbIE JaHHbIE, HY>XHO YTBEPAUTb MOCeLleHHKeE.

MHCTPYKLMK CM. B pasaene YrBepxOeHne u oTknoHeHue nocewjeHni, CtpaHuya 49
Korga npunoxeHue 3anyleHo, MobUnbHoe yCTPOMCTBO AeNCTBYET aHaNnoOrMuHo
hr3nueckon kapTe gocryna

Ecnu BbibpaH BapMaHT NMCbMa C NPUrNalleHUeM:

Mo ymonuaHuio nporpamMmmMa BblbMpaeT agpec 3NeKTPOHHOM MoUTbl, YKa3aHHbIW AnA
BblOpaHHOro nuua. NMpuv HeobxoaMMOCTH BBEAUTE APYrOM afpec 3MEeKTPOHHOM MouThbI
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6.3.7

6.3.8

- Cucrema oTnpaBnAeT 3MeKTPOHHOE MUCbMO Ha BblbpaHHbIN agpec

—  JlMuo nonyyaeT 3NeKTPOHHOE NMUCbMO Ha CBOe MODOMIbHOE YCTPOWCTBO, Ha KOTOPOM
ycTaHoBneHo npunoxexHue Mobile Access

—  JIMUO OTKPbIBAET CChINKY B 3NEKTPOHHOM NMUCbMe

—  Urtobbl aKTUBMPOBATb YUeTHble faHHble, HYXXHO YTBEPAUTb NocelleHune.
MHCTPYKLMUK CM. B pasnene YrBepxdeHue n OTKIOHeHue rnocelyeHni, CTpaHula 49

- Korpga npunoxeHue 3anylieHo, MObUnbHoOe yCTPOUCTBO AEMCTBYET aHanormuHo
du3smueckomn KapTe gocrtyna

Cwm.
—  YcraHoBka cnyx6bl Mobile Access, CtpaHuya 19
- YcraHoBka npunoxenunii Mobile Access, CTpaHuya 25

OTmMeHa Ha3HaueHHuA YUeTHbIX AaHHbIX

OTMeHa Ha3HaueHUA KapTbl Ha NaHeNnu MOHUTOPHUHTra (TpebyeTcA perucTpauuoHHbIN

CuuTbIBaTeNb)

1. TonyuuTe OT Bnagenbla KapTbl PU3UUECKYIO KapTy U MPUroTOBbTECH NMPUNOXUTb ee K
pervcTpaLMoHHOMY CUMTbIBATENIO.

2. Ha naHenn MHCTpPYMeHTOB WenkKHMTe OTMEeHUTb Ha3HaueHue KapTbl. ®
3. Cne,qyﬁlTe MHCTPYKUMAM BO BCMN/ibiBalOWeEM OKHeE AnA MCnonb30BaHWA PErMCTPaLMOHHOTO
CUHUTbIBaTENA.

OTmMeHa Ha3HaueHUA KapTbl B pefaKTope yueTHbIX AaHHbIX
1. B Tabnuue nocelleHn Ha naHenu MOHUTOPUHTA Bbl6epMTe CTPOKY M LWWENKHUTE 3HAUOK

anAa pegaktupoBaHWA 3TONo Bnagenbla KapThbl.
2. B AManoroBom OKHe pefaKTMpOBaHMA B ctonbue KapTbl COTPYAHUKOB LLENKHUTE 3HAUOK

X
PALOM C KapTOMW, HasHaueHWe KOTOPOoK TpebyeTcA OTMEHUTb, U noaTBepauTe
[enCcTBMe BO BCMblBAOLLEM OKHE.
MNoBTOpAWTE 3TO AENCTBUE 4O TeX Nop, NoKa He DyaeT OTMEeHeHO Ha3HaueHue Bcex
HeobxoOouMbIX KapT.
3. HaxmuTe COXpaHMUTb, UTOObI COXPaHUTb TeKylllee NocelleHWe C Ha3HaUeHHbIMW KapTaMu.

MpoBepka Bxoaa M Bbixoaa nocetutenen 6es kapr

BBepeHue

NMuHble KapTbl HeobA3aTeNbHbl A4NA NOCETUTENEN, KOTOPbIE UAYT C MHAWBUAYANbHbBIM
COMPOBOXAEHUEM UNTK OrPaHUUMBAIOTCA ODLECTBEHHBIMKU MecTaMU. [NA Tak1x cnyyaes
npeaycMoTpeHa BO3MOXHOCTb KOHTPONA nocetutenen 6e3 kapt. B uensx 6esonacHocty aTa
hYyHKUMA MO YMONUAHWIO OTKNOUEHA.

MpepBapuTenbHoe TpeboBaHuUe.

CuCTEMHbIV aAMUHUCTPATOP BKMOUKMN PYHKLMIO perucTpauun npubbiTua/ybbiTua 6e3 KapThbl
B AuvanoroBom okHe HacTtpoliku > PaboTHUK pecenwieHa > MoceweHna. CM. UHCTPYKLUWUK B
rnaBe No KoHgurypauuu KoHgurypayma ¢ nomowbio MeHto «llapametpbi», CTpaHmya 37.
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6.3.9

Mpouecc

Ecnu aTa hyHKUMA BKIOUEHA, TO MPOUCXOANT CreaytoLlee:

- JlioboW noceTntenb, CAaMOCTOATENbHO PErMCTPUPYIOLLMMCA Ha KOMMbIOTEPE-KMOCKE,
aBTOMATMUECKW MOATBEPXKAAET MNOCELEHNE U OAHOBPEMEHHO PErMCTPUPYET BXOA.

—  Cwucrema BbICTaBMAET AaTy MU BPeMA BXo4a Ha MOMEHT perncrpauumu.

- KHonka Peructpauusa npubbiTuA/ybbiTUA 6e3 KapTbl NOABNAETCA B peaakrope
noceweH1 U Ha NaHenn MOHUTOPUHIa COOTBETCTBYIOLLENO BHU3UTA.

Mopapok peicTeuit: Peructpauua Bxoga nocetutena 6es kapTbl

Ecnu He mMoXeT 3apernctpupoBatb cebs B KUOCKE, HO eMYy HYXXHO 3apernctpupoBaTb Bxoq 0es

KapTbl:

1. 3aperucTpupymTe nocelleHue BPYyUHYo, Kak ON1caHo B rnaBe Perncrpaymns noceiyeHmH,
CrpaHuniya 48

2. LlenkHuTe uMA noceTutena B TabNuue NoceLleHn Ha NaHenn MOHUTOPUHTa UMK

&

LenKHnTe , UTOObI OTpeagaKTMpPOBaTb NOCeLleHME.

3. B avanoroBom okHe lNMepcoHanbHble JaHHble HAXXMWUTe KHOMNKY Oanee

4. B pguanoroBom okHe MoceweHun, B obnacty Kaptbl noceTutenem, HaXxxmuTe
Peructpauus Bxopa 6e3 KapThbl

Mopapok aeucrTeui: Peructpauuna Bbixoda noceTutensa 6e3 KapTbl
Ecnu nocetutenb 6e3 KapTbl NOKWMAAET NOMELLEHUE:
1. LllenkHuTe nMsa nocetutens B Tabnuue NoceweHnin Ha NaHen MOHUTOPHUHIa UNK

e

LWenKHUTe , UToDObl OTpenakTMpoOBaTb NoCeLleHHeE.
2. B pgunanoroBom okHe lNMepcoHanbHble AaHHble HAXXMUTE KHOMKY Janee

3. B aunanorosom okHe MoceweHus, B obnactv KapTbl noceTutenemn, Haxxmure
Peructpauusa Bbixoaa 6e3 KapThbl

Cwm.
—  Peructpauyma noceujeHun, CtpaHuiya 48

UepHbI¥ cnucokK: aobaBneHue, yganeH1ue U UCKNOUEeHUe

nOCETMTe}'Ieﬁ, NMPUCYTCTBUE KOTOPbLIX Ha obbekTe HeXenatenbHOo, MOXXHO NOMeCTUTb B l‘IeprIVI
cnucok. lNoka nocetutenb HaxoAWUTCA B UEPHOM CNUCKe, eMY HE/Tb3A Ha3HaUUTb KapTy.
[MoceTnTEna MOXHO B I'IIO60€ BpeMA yaoanutb Unu BpemMeHHO UCKNKYNUTb U3 YepHOro Cnmcka,
uTOOblI HA3HAUMUTb EMY KapTy.

Job6aBneHue B UepHbIi CNUCOK
1. B Tabnuue nocelieH1i Ha NaHenM MOHUTOPUHIa BbiDepuUTe CTPOKY W LLENKHUTE 3HauOK

AnA pefakKTMpoBaHUA NoceleHnA.
2. B ananorosom okHe lNMepcoHanbHble AaHHbIE HAKXMUTE KHOMKY lleprlﬁ CMUCOK.

3. Bo BcnnbiBaloleM OKHe NOATBEPAMTE, UTO 3TOT NONb30oBaTeNs AeNCTBUTENbHO
HEeobX0OQMMO BHECTU B UEPHbIW CMUCOK.
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6.3.10

4. B cnepytolleM BCMNMbliBatoleM OKHe BBeOAUTE NPUUKMHY M noaTBepauTe nobasneHve B
UepHbIW CMUCOK.
- B penakTtope noceuieHus byner otobpaxkeH 6aHHep B uepHoM cnucke:

— [on baHHepom NosABATCA ABE KHOMKW: oaHa — ANA yaaneHus, a Apyraa — Ans BPeMeHHOro
UCKMIOUEHMA NOCeTUTENA U3 UEPHOro CnucKa.
— B Tabnuue nocelleHna MMs Kaxxaoro 3 3aHeCeHHbIX B UePHbIM CMIMCOK MOCeTUTenemn

Yadira Hamill

oTObOpaXkaeTcs C TpeyronbHbIM 3HAKOM MpeaynpexaeHus. Mpumep:

YpoaneHue U UCKNIOUEHUe
1. B T1abnuue noceuweHW Ha NaHen MOHUTOPUHIa BbibDepuTe CTPOKY, B KOTOPOW

&

NMOCeTUTENb OTMEUYEH KaK BKMOUYEHHbIW B UEPHbIN CMMCOK, U LENKHUTE 3HaYOK
yTobObI OTPEeaaKTUPOBaTh NocelleHue.

2. B pauvanoroBom okHe MNMepcoHanbHble faHHble HAXKMUTE OAHY U3 CNeayoLLnX KHOMOK:

—  YpanuTtb, uToObl HaBceraa yaanvTb NOCETUTENA U3 UEPHOro CnUcCKa.

-  Wcknwouuntb, uTobbl OCTaBUTb MOCETUTENA B UEPHOM CMUCKE, HO pPaspeLlTb Ha3HaueHue
KapTbl TONbKO ANA AAaHHOMO MoceLlleHus.

3. [loaTBepauTe AelCTBUE BO BCMNMbIBAKOLEM OKHE.

XpaHeHue npodmnen noceTuteneun

CucTeMa XpaHUT Npounu nocetTutenen 4o Tex nop, Noka camu NoceTUTenu Unm
afMUHUCTPATOPbI UX HEe yaansr.

Mo “CTeueHUU cpoKa XpaHeHuUn, onpeaeneHHoro B HacCTpoMKax cMCTeMbl (3HaueHue no
ymMmonuaHuto — 12 mecsueB), cuctema yaanaeT 3anucu O NocCeLleHuu.

Korga nocetutenb Mnu paboTHUK MPUEMHON cO34aeT HOBbIM NMPOoMUNb NOCETUTENA, ITOT
npodunb nonyyaeT yHUKanbHbi DyKBEHHO-LUMPPOBOKU Koa. MoceTuTen MoryT BOWTH B
CHUCTEMY C 3TUM KOLOM C MOMOLLbI KUOCKA MOCETUTENA W, CNeaoBaTeNbHO, MONYUUTb AOCTYN
ONA COXpaHeHWs CBOUX CODCTBEHHbIX Npodunen.

3ameuaHue!

3aliuTa MaeHTUUKaToOpPOB NOCETUTENEN

CnepnyeT 3aliMlLaTh MOEHTUMUKATOPbLI NOCETUTENEN OT HECAHKLIMOHMPOBAHHOMO AOCTyNa, TaK
KaK OHW obecneunBaloT AOCTYN K NepcoHanbHbIM AAHHbIM.

6.3.11

MpocmoTp 3anucei 0 noceweHUax
1. B Ta6l'IMLl,e I'IOCELLI,eHVII;I Ha naHenn MOHUTOPUHTa Bbl6epMTe CTPOKY M LWWENKHUTE 3HAUOK

2

2. B ananorosom okHe lNMepcoHanbHble faHHble HAXXMWUTe KHOMKY Oanee.

aonAa pegaktmpoBaHWUA 3TOro noceweHunA.

3. B pauanoroBom okHe Tekylliee noceweHue HaxxmuTe KHonky NMokasaTb Bce nocelleHuUn.
B onanorosom okHe TeKyliee nocelieHUe oTobparkaeTcs CNUCOK NpeablayLinx
noceLlleHu1mn.
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6.4 NMpuHuMmaloLWwana cTopoHa

MpUHMMaloLWan CTOPOHa — 3TO COTPYAHMK, KOTOPbIA NpUHUMaeT nocetutens. CoTpyaHUKM
MOTYT PerucTpupoBaTb CBOM COBCTBEHHbIE BCTPEUM U NMPOCMaTpUBaTb B cMCTeMe NoapobHbie
CBefEeHWA O MOCETUTENAX U UX MPOLLMbIX, TEKYLLMX U ByayLMX NOCeLeHUsX.

6.4.1 ABTOopU3auua nonb3oBaTtena B ponu «lMIpuHuMmalowan CTOpoHa»
1. [nA Bxoga B CMCTEMY OTKpoWTe https://< My_VisMgmt_server>:5706/main/ B
b6paysepe.

2. BBeauTe uMA Nnonb3oBaTens yUeTHOM 3anncK ¢ HeObXoAMMbIMUM NpaBamu ANA Ballew
ponwu.
ObpartuTtecb K aAMUHUCTPATOPY CUCTEMbI, ECNTK Y BaC HET YUETHOM 3amnucHu.

3. BeawuTe naponb.

4. HaxmuTe BouTtw.

6.4.2 Mouck u bunbTpauun

Q- - @a 0O 7O °0 Y+ |
MaHenb MHCTPYMEHTOB Ha MaHenu MOHUTOPUHIa NMPUHUMAKOLLEN CTOPOHbI COLEPXKNUT
cneayoume QyHKUUK:

MeTka PyHKUUA

o Obuee yncno nocelernnn (N); kKaxgoe nocelleHWe — cTpoka B Tabnuue.
Kon-Bo npoxopoB

e MoucK NPOU3BONBLHOrO TEKCTA MO MOCeLleHUAM B TabnuLe

Mouck

OTobOpaxeHue cnucKa nocelleHni, KoTopble ObiNKM HeaaBHO Ao0baBNeHbI
9 B Tabnuuy.

OTKpbITUE ANANOroBOro OKHa AnA Bbibopa Kputepues unbTpa

Bosepar npeacraBneHus Tabnuubl Mo yMONUaHUIO M OTMEHa BCex
e dunbTPOB.

OTKpbITUE AMANOroBOro OKHa And co3faHnsa HOBOW 3arnucu o
nocelieHuu B Tabnuue.

Mowuck
[nAa novcka No MMeHam M NMPUHUMAIOLLKWM CTOPOHaM, BBeauTe ByKBEHHO-LUMDPOBOKM 3anpoc B
none Noucka n HaxxmuTe knaesuwy «BBOO».
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dunbTpauuna
—  [Ons npocmoTpa ONMKanLKMX K TEKYLLEMY BPEMEHU MOCELLEHUN HAXKMUTE KHOMKY
MocnepHue.
— [na co3gaHusa CNOXXHOro ounbTpa Ha OCHOBE cTaTyca NMocelleHus, AaTbl NPUObLITUA U
ybbITUA, a TaKXXe HOMEpPOB KapT HaXXMUTe KHOMKY PUnbTp.
— Bo BcnnbiBawolWeM AManoroBOM OKHE YKaXKuTe TpebyeMble KpUTepUU OUNbTPaLMK.
-  Haxmute MpUmMeHUTb.
Cuctema oTo6pasuT B Tabnuie nocelleHMn TONbKO Te BCTPEUM, KOTopble
COOTBETCTBYIOT KpUTEPUAM (DUNbTPALMH.
-  Y700bl YyganuTb BCe KPUTEPUU, HAXKMUTE KHOMKY COpPOCUTD.

6.4.3 Peructpauua noceweHumn
Ytobbl 106aBUTb Ha3HAUEHHOE NocellleHe NOCEeTUTENSA, NPUXOAsALLEro Ha OObeKT BnepBble,
BbINOMHUTE Cneayloline 4enCcTBuA:
Ha naHenu moHutopuHra VisMgmt Hag Tabnuuen nocelueHum.
_|_
LLlenkH1Te 3HauoK , UTOObI 4OOaBWUTL CTPOKY B TabNMLYy NOCELEHUN.
2. B pasgene Obwue cBeaeHus ananorosoro okHa MepcoHanbHble AaHHble BBegWTe
nepcoHanbHble AaHHble, KOTOPbIe Tpe6y6TCF| YKa3blBaTb O NOCeTUTENAX Ballero obbekTa.
3.  YKkaxuTe HeobxoauMmble cBeAeHWA B pasaene CeegeHUA o noceweHnu. Kak npaBuno, 3to
oXuagaemoe Bpemsa NpubbITUA U yObITUA, a TaKXKe LieNb NOCELLEHUA.
4. HaxmuTte KHoNKy CoXpaHUTb, UTOObl COXPaHWTb Ha3HAUeHHOe MoCeLLleHHe.
MocelleHMe NOABUTCA Ha NaHeNM MOHUTOPUHIa B BUAE CTPOKMK B TabnuLe noceleHuu.
6.4.4 KonupoBaHue Ha3HAUEHHbIX NOCELEeHUM
UTobbl Ha3HAUMTb €ellle OAHO MNMOoCelleHWe ANA TOro Ke NOCEeTUTENA, BbINMOMHUTE creayolime
[0encTBuA:
1. Hangute B Tabnuue noceleHUn Ha NaHenu MoHuTopuHra VisMgmt cyliecTsytoLiyto
BCTPEUY C TEM >Ke MOCETUTENEM.
_I_
2. LlenkHuTe 3HAUOK MeHbLUEero pasmepa B KOHLIE CTPOKMU.
3. B pasgene CBegeHuA o0 noceweHUU AnManorosoro okHa NMepcoHanbHble faHHble
yKaxkute HeobxoauMble cBefeHuA. Kak npaBuno, 3To oXxugaeMoe Bpema npubbitua u
ybbITMA, a TaKXKe Lenb NoCeLleHUA.
4. Haxmute KHOMNKy CoXpaHUTb, UTODbI COXPaHUTb Ha3HaUeHHOEe MocelleHune.
MocelleHMe NOABUTCA Ha NaHeNW MOHUTOPUHIA B BUAE CTPOKMK B TabnuLe noceleHun.
6.5 MocetuTtenb
[MoceTuTenu MoryT MCNoNb30BaTb CUCTEMY HA TEPPUTOPUM 0ObEKTA B pPEXMME KMOCKa AnA
co3faHuA cobCTBEHHbIX Npodunen nocetTutTenemn U NoanucaHmMa HeobxoaUMbIX IOKYMEHTOB
nepen nonyyeHMem KapTbl moceTuTena y paboTHMKa NpUeMHOMN.
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6.5.1

6.5.2

Obwue cBepeHUA 0 peXXuMme KMOCKa

MoceTntenu obbIUHO PErUCTPUPYIOT CBOU MOCELEHWA U CO30at0T cODCTBEHHbIE NPOMUIU Ha

KOMMblOTEpPE, KOTOPbIM HaxoaMTcA B cBODOOAHOM [0CTyNe B 30He NpUeMHOM obbeKTa ¢

KOHTpoNnuMpyemMbiM AocTynom. B uensax 6esonacHocTu Beb-Opaysep komnbloTepa paboTtaet B

peXxume KMOCKa, KOTopbIM NpeaocTaBnAeT AoCTyn Tonbko K VisMgmt, He no3BonAsA OTKPbITbh

HEeCKONbKO BKMaAoK, napamMeTpbl Opay3sepa v NonyuuTb A4OCTYN K ONepaLmMoHHOM cucteme

KoMmnbloTepa. Bce nogaepknBaeMble bpaysepbl npeanaratoT pexmm KMOCKa, HO TOYHas

KOH(Urypalms 3aBUCUT OT Opaysepa.

Ha KoMnbloTepe-KMOCKe 3anyCcKaeTcs HaAcTpoWKa Ans nepucepuitHbix ycTpoicTB Bosch,

KoTopas obecneunBaeT hManueckoe noaknouyeHue nepupepuHbiX yCTPOMCTB AN

CKaHWMpPOBaHUA MOEHTUPUKALUMOHHbBIX JOKYMEHTOB W NOAMUCEN.

- URL-agpec onAa pexwuma KMocka — https://<My_VisMgmt_server>:5706

— URL-agpec onsa Bxoda B CMCTEMY B PO afMUHUCTPaTopa, paboTHNUKa NpUeMHOMN UK
NPUHUMalOLLEeN CTOPOHbI https://<My VisMgmt_server>:5706/main/

Co3paHue npocuna noceTuTend: CaMoOCTOATENbHAA perucTpauus
npuobITUA

HoBble nocetutenu

Ob6paTuTe BHUMaHWe, UTO TOUHasA NpoLeaypa 3aBUCUT OT TOFo, Kakue nepudeprumHblie

ycTponcTBa (CKaHepbl JOKYMEHTOB W noanucen, dpoToanmnaparbl) NOAKMOUEHbl K KOMMbOTEPY

B peXuMme KMocKa.

1. Ha akpaHe NpMBETCTBUA KOMMbIOTEPA B PeXMUME KMOCKa HaxkmuTe Mpoaonxutb 6e3
naeHTudMKaTopa NoceTUTens.

2. Ha cnepywouiem akpaHe HaxxMuTe CaMOCTOATENbHaA perucTpaums.

Ha cnenytollem akpaHe BbibeprTe CKaHUPOBaTb [OKYMEHT.

4. CnepywTe MHCTPYKLUMAM Ha 3KpaHe BbiMONHEHUA TpeboBaHWI, AENCTBYIOLLMX HA OObeKTe,

w

TaKMUX Kak:
—  CKaHWpOBaHWEe UAEHTUDULUPYIOLMX LOKYMEHTOB;
—  noanucaHue obsa3aTenbHbIX OPUAUUYECKUX LOKYMEHTOB;
doTorpacmpoBaHue.
5. Cwuctema oTobpaxkaeT cobpaHHble cBeAeHWA ANA UCMpPaBieHMA U 3aBepLUeHUs npouecca.
6. CucTema sanpaluvBaet, TpebyeTcA N1 BaM paspelleHue Ha 0cobbli 4oCTym, U coobliaeT
00 3TOM pPabOTHMKY NPUEMHOMN B Criyyae HEOOXOAUMOCTH.
7. B KOHLe npouecca perncrpauumn Ha skpaHe oTobparkaeTca YHUKaNnbHblA MOEHTUUKATOP
nocetutens.
CoobuinTe 3TOT MOEHTUPUKALUOHHBIM HOMEp PabOTHUKY NPUEMHOM, UTOObI NONYUUTb
KapTy nocetutens.

3ameuaHue!

YHUKanbHbIWM MOEHTUUKATOP NoceTUTens

bepexHo xpaHWUTe MAEHTU(UKATOP NOCeTUTENA U 3allMLlanTe ero OT HEeCaHKLMOHWPOBAHHOTO
ucnonb3oBaHuAa. OH NpegocTaBnAeT 4OCTyN K BaweMy Npoguto noceTutens.
MOoeHTUdUKATOP MOXHO MCMONb30BaTb ANA BXOAa B CUCTEMY HAa KOMMbIOTEPE B pPEXUME
KMOCKa, UTOObl YCKOPUTb PervcTpaLmio noceleHns B ganbHenwem.

MoBTOpHbIE NOCETUTENHU
1.  ABTOpHM3yHTECb KOMMbIOTEPE B PEXUME KMOCKA, UCMONMb3YA CBON YHUKANbHbIN
naeHTUdUKaTOp noceTuTens.
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2. Cwucrema oTobpaxkaeT cobpaHHble CBeAeHWUA ANA UCNPaBNeH1A 1 3aBepLUeHna npoLecca
B cnyyae HeobxoauMOoCTH.
3. ObpatuTtechb K paboTHUKY NPUEMHOW ANA NONyUYeHUA KapTbl NOCETUTENS.

6.6 ABTOpMBaI.IMFl YCTaHOBLUHUKOB cuuTbiBaTeneu MoounbHoOro

AOoCTyna

BBepeHue

YCTaHOBLMKM cunTbiBaTENner MObMUNbHOro goctyna ucnonbaytotT Bosch Setup Access ans

CKaHWpPOBaHWUA U HAaCTPOMKKU cuuTbiBaTenen no BLE.

YnonHomoueHHble onepaTtopbl cuctem Credential Management v Visitor Management

OTNPaBNAT BUPTyanbHble yUeTHble faHHble B MPUNOXKEHWE YCTAHOBLLMKA ANA aBTOpMU3aLuu

yCTaHOBLUKWKaA. B aTOM pasgene onncaHa faHHaa npoueaypa.

MpepBaputenbHbie TpeboBaHUA

— B cucteme yctaHoBneHa v HacTpoeHa cny»ba Mobile Access.
—  WHCTpyKUMM CM. B COOTBETCTBYIOLLEM pa3fene rnasbl «YCTaHOBKA» A4aHHOTO

OOKYMeHTa.

- YbeguTech, UTO YCTAHOBLMK, KOTOPOMY HY>XHO aBTOPM30BaTbCH, YCTAHOBW/ U 3amnyCTU
npunoxeHue Bosch Setup Access Ha cBOeM CMapT-yCTPOUCTBeE.
—  WHCTpyKUMM CM. B COOTBETCTBYIOLLEM pa3fene rnasbl «YCTaHOBKA» AaHHOTO

OOKYMeHTa.

Mpoueaypa

1. B rnaBHOM MeHIO LeNnKHUTE , UTOObl OTKPbLITE AManorosoe okHo Peructpauusa
YCTaHOBLUKOB.

X

2.  Haxmute kKHonky [lo6aBuTb, uTobObl 4OOABUTL YCTAHOBLLMKA B CMUCOK UMK ,
yToObl yAANUTb CYLLECTBYIOLLENO YCTAaHOBLLMKA

—  OTkpoeTtca BcnnbiBawLllee okHO lobaBUTb yCcTaHOBLYMKA.

3. Bo BcnnbiBatoweM okHe [lo6aBUTb yCTaHOBLLMKA BBEAUTE HYXXHble CBeAEHMUA,
Hanpumep:

- WmA 1 dhamunuio, HazBaHWe KOMMNaHWUW, aapec 3NeKTPOHHOM MouTbl, HOMep TenedoHa

74

—  [pumeuaHue. Mo3xe MOXKHO DyaeT Ha)kaTb 3HAUOK , UTOObl U3MEHUTb CBEAEHMA
0 BblIOpaHHOM yCTaHOBLLMKE

4. Haxmute KHONKy Oanee

5. BbibepuTe BapuaHT C NOMOLLbI OAHOIO M3 KPYMHbIX 3HAUKOB:

- QR-kon
nnu

—  MUCbMO C NMPUrNaweHuem

6. Ecnu BbibpaH BapuaHT ¢ QR-kogom:

—  Cwucrtema otobpaxaetr QR-kof

— Tonb3oBatenb ckaHUpyeT QR-kog ¢ nomoLbio npunoxeHnsa Mobile Access Ha
MOOWNBbHOM yCTPOWCTBE

— T[lpouecc perucrpaumm ycTaHOBLLMKA 3aBepLUeH

—  3JTO MO3BOMWUT CKAHWMPOBATb CUMUTbIBATENM MODMNBHOMO AOCTyNa ¢ NOMOLb MOBUIBHOIO
yCTpOWCTBa M HacTpauBaTb Mx no BLE, noka npunoxeHue 3anyLeHo

7. Ecnv BbiOpaH BapuMaHT NUCbMa C NpUrnawleHnem:
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6.6.1

6.7

— [lo ymonuaHutio nporpammMa BblOMpaeT agpec aNeKTPOHHOW NOoUTbl, YKasaHHbIW Ans
BblOpaHHOro nuua. Npuv HeobXoAMMOCTH BBEAWUTE APYrOM afpec 3MEKTPOHHOM MOoUThI

—  Cwucrema oTnpaBnfeT aNekTPOHHOE NMUCbMO Ha BblOpaHHbIW agpec

- JlMuo nonyvyaeT 3MeKTPOHHOE NMUCbMO Ha CBOe MOBWIbHOE YCTPOMCTBO, HA KOTOPOM
yCcTaHOBNeHo npunoxeHue Bosch Setup Access

—  JlMuo OTKpbIBaET CChINIKY B 3M1EKTPOHHOM MUCbMe

— [lpouecc perucrpaumnm ycTaHoBLLMKA 3aBepLUeH

—  3TO NO3BONMUT CKAHMPOBATb CUMUTbIBATENM MODOUIBHOIO AOCTyNa C NOMOLLbD MOOWUIBHOTO
YCTPOMCTBA M HacTpauBatb ux no BLE, noka npunoxeHue 3anyweHo

MoBTOpHaA oTNpaBKa NpuUrnaweHumn
1. BblbepuTe HY>XHOTO yCTaHOBLIMKA B AMaNOrOBOM OKHE PerucTpaumnu ycTaHoBLMKa

il
e

2.  HamwuTe 3HaUOK 1 B TOM e cTpoKe, UTobbl MOBTOPHO OTNPaBUTL BbIBPaHHOMY
YCTaHOBLUMKY NpurnaweH1e ana aBTopusaumu ¢ nomollbio QR-koga Mnu aNeKTPOHHOro

nucbma.
NMPUMEYAHME. OTnpaBuTb NpurnaweHne gna aBTopu3auum NoBTOPHO MOXHO NMULb B
TOM Cryyae, eCnv YCTAHOBLLUMK €ellle He aKTUBUpPOBan ero.

COpoc HacTpoek cuuTbiBaTene MOBUNbHOro gocryna

Mo>eT BO3HUMKHYTb HEOBXOANMOCTb COPOCUTL HACTPOMKK CunTbIBaTENEN AOCTyNna A0
3aBOACKMX NapaMeTpoB MO YMONUaHUI0, UTOObI HACTPOUTb UX MOBTOPHO.

Hanpumep, ecnu ycTaHOBLUMKY HY)KHO By[leT NnepeHacTpOUTb CUMTLIBATENM, YXKe HACTPOEHHbIE
[ANA UCNONb30BaHWA Ha APYroM obbeKTe, UX HACTPOMKK NpuaeTca cOPOCHTD.

MHdopmMaLlmio no cOpocy HacTpoeKk cuuTbiBatenen ¢ nomouwbto DIP-nepekntouatenei cm. B
pPYKOBOACTBE MO 3KcnnyaTtauuu cumtbiBatens LECTUS select.

Ucnonb3oBaHue npunoxeHu Mobile Access Ha MOGUNDbHbIX
YyCTPOMCTBAX

MPUMEYAHMUE. 1cnonb3oBaHue npunoxeHui Bosch Mobile Access ans cooTBETCTBYHOLMUX
nonb3oBaTtenen NoapobHO onMcaHo B OTAENbHbIX KPaTKUX PYKOBOACTBaX Nonb3oBaTens. JTu
OOKYMEHTbI AOCTYMHbl B OHMaWH-KaTanore npoayktos Bosch.

BeBepneHue

Bosch npeanaraet cnegyouwme npunoxexnua ana Mobile Access

— Bosch Mobile Access: npunoxeHue Bnagenbla KapTbl ANA XpPaHEHUA BUPTYanbHbIX
YUETHbIX AaHHbIX U UX Nepedaun no Bluetooth Ha cunTbiBaTENM, HacTpoeHHble anAa Mobile
Access. 3aTeM TaKoW cuMTbiBaTeNnb NpeaocTaBnAeT Unu 3anpeLlaer 4oCcTyn B
3aBUCMMOCTU OT TOTO, €CTb 1M B NMPUNOXKEHUN OEUCTBUTENbHbIE AN HETO YUeTHble
OaHHble.

—  Bosch Setup Access: npunoxeHue ycTaHOBLIMKa ANA CKaHUPOBAHUA U HACTPOMKMU
cuutbiBaTenen no Bluetooth.

YnonHomoueHHble onepatopbl cuctem Visitor Management u Credential Management moryt

OTNPaBNATb BUPTyaNbHble YUETHbIE AlaHHble ANA NPUIOXKEHWW Bnaaenbla KapTbl U

yCTaHOBLMKa.
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3ameuaHue!

BHUMAHME: He 3anyckanTe NPUIOXEHUA Bladenbla KapTbl U YCTAHOBLIMKA OAHOBPEMEHHO
Y6enutech, UTO HUKTO HE UCMOMb3YeT MPUNOXEHUA YCTAHOBLLMKA W BNagenbLa KapThbl
OLHOBPEMEHHO.

6.7.1 HacTtpoiika noporoBbix 3HaueHu RSSI B npunoxeHuu Setup Access

BBepeHue

B koHTekcTe npunoxeHus Bosch Mobile Access noporoBoe 3HaueHne RSSI v 30HY gencTBuA
BLE MOXHO cunTaTb NpakTUUECKWN TOXKAECTBEHHbIMU NMOHATUAMM.

YcTporcTBa MobUnbHOMO AOCTyna nepefarT curHansl BLE Ha cunTbiBaTeENM NOBGNU30OCTH.
YcTaHOBKa NOpOroBoro 3HaueHunsa RSSI — BaXKHbIW 3Tan HaCTPOMKK cuuTbiBaTens. 3710
noporoBoe 3HaueHue oTpakaeT MUHUManbHbIW YpOoBeHb curHana BLE, namepaemsbivi B Abm,
KOTOpbIM cuuTbiBaTenb (R) AomKeH NPUHATbL B KauecTBe 3anpoca Ha Bxog. bonee cnabble
curHanbsl BLE MrHOpUPYIOTCA CUMTbiBaTENEM.

X b /) | |E]

gl ot ol il

3HaueHunsa RSSI MOryT CMNbHO OTNMUATLCA B 3aBUCHMMOCTM OT MHOTHUX PaKTOPOB, BKOUAA TUM
nepenaroLLero ycTpomcTea, ypoBeHb 3apsaaa bartapeu, a Takke mMaTepuan v TONLWUHY
Onusnexatmx cTeH. He cyuiectsyeT NTMHEMHOW 3aBUCMMOCTH Mexay 3HaueHnem RSSI u
paccToAHMEM Mexay nepefaTynkomMm U NPUEeMHUKOM.

[MosTtomy npunoxeHune Setup Access NnpenocTaBnAeT UHCTPYMEHT AnAa namepenHuna RSSI
cuWTbIBaTeNA, UCXOAA U3 TEKYLLEro NonoXeHnsa MobunbHOro ycTponcTBa. Huxe onuncaHa
npoueaypa MCNonb3oBaHWA 3TOrO0 MHCTPYMEHTA.

Korpa Hanpete nogxoasiyee noporoBoe 3HaueHue 30Hbl AencTtBua BLE, ncnonbsymnte
npunoxeHue Setup Access, uTobObl COXpPaHUTb 3TO 3HAUEHWE B KOHMUIYypaL MK CUUTbIBaTENA.

Mpouenypa

HacTtpoiTe 30Hy genctBua BLE c nomMoLlbio OAHOro U3 cneaylolinx BapuaHTos, A unu b:

A. Vicnonb3oBaHuWe onpeaenaemblx cuMTbiBaTenemMm 3HaueHun RSSI

1. BcTaHbTe nepen cuuTbiBaTenemM B TaKOM MecTe, rae, Kak Bbl npeanonaraete, byaoyt
HaxoOMTbCA MoNb3oBaTeNnn MODUMbHBIX YUETHbIX OaHHbIX.

2. HaxmuTte KHonKy NMpoBepuTb U UCNONb30BaTh TEKYLLYIO 30HY AE€UCTBUA

- MoABMTCA BCnnbiBatolee coobuieHne. Hakmute KHonky OK

3. Otobpasutca 3HaueHune RSSI.

—  PekomeHayeTcA NOBTOPMUTb 3TOT LAl HECKONbKO pa3, CTOA B OAHOM M TOM Xe MecCTe,
yToObl ONpenenunTb cTeneHb BapuMaTUBHOCTU YPOBHA NMPUHUMAEMOro CUMrHana.

4. Korpga HavaeTe noaxodsliee NOPoroBoe 3HaueHue, HaxXMUTe KHoMKY COXpaHUTb.

B. YctaHOBKa noporoBoro 3HaueHua RSSI BpyuHyto
1. BBeguTte noporoBoe 3HaueHue RSSI.
CM. Tabnuuy TUNUUHbBIX MOPOrOBbIX 3HAUEHUIN HUXKeE

2023-09 | 5.2.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems



Visitor Management V5.2 dkcnnyatauma | ru 63

2.  Haxmute kHonky COXpaHUTb

TUNUUYHbIE NOPOroBble 3HAUEHUA (npu6nu3u1’enbuble):

Oxxupaemoe paccToaHue ot Mob6GHunbHOIO

PekomeHayemoe noporoBoe 3HaueHue RSSI
yCTpOMCTBa A0 CUMUTbIBATENA

Bnusko (5-10 cm)

-30...-40 pbm
CpegHe (0,5-2 m) -50...-60 gbm
Hanexo (> 2 m) -70...-90 gbm

3ameuaHue!

3HaueHnsa RSSI MoryT CMNbHO OTNMUATLCA B 3aBUCMMOCTU OT MHOTUX PaKTOPOB, BKOUasa TUM

nepegarwLLero yCTponcTea, ypoBeHb 3apaaa batapeu, a Takxxe mMarepuan v TONLWMHY
B6nusnexaljmx CTeH.
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Fnoccapuun
ACS

O6BWUIN TEPMUH ANA CUCTEMbI YypaBNeHun
poctynom Bosch, Hanpumep AMS (Access
Management System) unu ACE (BIS Access
Engine).

BLE
Bluetooth ¢ HM3KKMM aHepronoTpebneHnem —
becnpoBofHasA ceTeBas TEXHONOIMMA, KoTopas

obecneuvBaet TaKYHO XXe 30HY ,D,eﬁCTBVIH, UTo U

00blYyHbIM Bluetooth, HO ¢ MeHbLLUM
notpebneHnem sHepruu.

FQDN

MNonHoe oOMEHHOE MMA — 3TO CEeTEBOE JOMEHHOEe

UMA, KOTOPOE BblpaXkaeT cBoe abconioTHoe
MECTOMOMNOXKEHWE B UEPAPXUN CUCTEMDI
noMeHHbIX uMmeH (DNS).

OSDP

OTKPbITbIM ABYHaNpaBneHHbIM KOHTPONMUPYEMbIH

NPOTOKON YCTPOWCTB — 3TO CTaHAAPT CBA3U C
KOHTpOneM AocTyna, NnpeacTaBneHHbi B
2011 rogy Accounaumemn MHOyCTpum

6ezonacHocTn (SIA). OH NPeBOCXOAMUT CTapble

NPOTOKOMNbI B 06M1acTH WKM(POBaAHHKA K

6VIOMeTpVIVI, a TaKXe NpoCTOoThbl NICNONMb30BaHUA U

COBMECTUMOCTH.
RSSI

Mokaszarenb ypOBHA NMPUHMUMAEMOrO CUrHana

(RSSI) — 310 M3MepAeMbIi B AbMm nokasartenb
CWUNbl CUrHana, NPMHUMAEMOrO YCTPONCTBOM.
MobOunbHble yCTPOMCTBA 00bIUHO OTOOpaxatoT

RSSI B BMAe ructorpaMmmMbl YPOBHA CUrHana.
NMPUHUMAOLWAA CTOPOHA

B KOHTEKCTE ynpaBeHUA NOCETUTENAMHU
I'IpMHMMaIOU.LeVI CTOpOHOﬁ Ha3blBaeTCA NMUuo,
npUHUMaroLee NoCeTuTenA .

peXxXumMm KHOCKa

PeXXMM Mcnonb3oBaHUA bpaysepa Co CTPOrnMHU
OrpaHUUEHUAMMU, KOTOPbIN 0OBbIUHO AoMnycKaeT
[OCTYN TONbKO K OfJHOMY BeO-MPUNOXKEHUIO, He

MO3BOMAA OTKPbITb NapameTpbl bpay3epa,
HECKONbKO BKMadoOK UMK MOMYUYnTb AOCTYN K
onepawMoHHOW CUCTEME KOMMbIOTEPA.

Cnyx6a Mobile Access

CpenctBo ynpaBneHua 4OCTYNOM NuUL, C MOMOLLbIO
BUPTYaNnbHbIX YUETHbIX AAHHbIX, XPaHUMbIX Ha
MOOWNbHOM YCTPOWCTBE, Hanpumep Ha
cMapTdoHe.
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