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1 Be3onacHoOCTb

Ucnonb3yiTe NnocneaHIol0 BepPCUIO NporpaMmMHoOro obecneueHusn

Mpexae uem BNepBble UCMOMNb30BaTh YCTPOMCTBO, yoeauTech B TOM, UTO Ha HEM yCTaHOBNEHa

nocnenHAA Bepcua nporpaMmHoro obecneuenuns. Utobbl obecneuntb NocTosHHyo paborty,

COBMECTUMOCTb, 3PPEKTUBHOCTb U Be30MacHOCTb, perynapHo oOHOBNANTE NporpammMHoe

obecneueHne B TeUEHUE BCErO CPOKa 3KCMNNyaTaumMu yctponctea. CneaymTe MHCTPYKLMAM Mo

0OHOBNEHMIO MPOrpammMHOro obecneyeHun, NPUBEOEHHbIM B IOKYMEHTALMK K MPOAYKTY.

JJononHuTeNnbHble CBEAEHUA CM. MO CCbhINKaM HUXe:

—  Obwwue cBegeHusa: https://www.boschsecurity.com/xc/en/support/product-security/

- PekomeHpgauuu no 6esonacHocTH, NpeacTaBnstowMe cobom CNMCOK U3BECTHbLIX YA3BUMbIX
MEeCT U npeanaraemMbix pewieHum: https://www.boschsecurity.com/xc/en/support/
product-security/security-advisories.html

KomnaHua Bosch He HeceT OTBETCTBEHHOCTU 3a ylepb, Bbi3BaHHbIW 3KCNyaTaluuen ee

npoaykKunn Cc yctapeswimMu nporpaMMHbIMHU KOMIMOHEHTAMMU.

2024-05]5.5.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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2 Mcnonb3oBaHUe CNpaBKHU

Mcnonb3oBaHuWe harna cnpasBKHu.

KHONKKM naHenu UHCTPYMEHTOB

KHonka |®PyHKkuua |OnucaHue

"'E CKpbITb

Ha)kMuTe 3Ty KHOMKY, UTOObl CKPbITb
naHenb HaBurauuu (BKnagku
"ConepxaHue", "YkasaTenb", "Mouck"),
ocTaBMB oTobOpakaTbCA TONbKO obnacTb
CNpaBKMU.

Mokasatb |[llocne Ha)kaTMA KHoMKKW "CKpbITh" OyaeT

oTobpaxarbcA KHomnka "lMokasartb". Mpwu
Ha)KaTUK 3TOM KHOMKW CHOBa
oTobpaxaeTcsa NaHenb HaBUraLuuu.

{}:l Hasapg

Ha)kmuTe 3Ty KHOMKY ANA nepemMeLleHua
K nocnegHemMy npocMOTPEHHOMY
pasaeny.

4

Bnepen

HaxxmuTe aTy KHOMKY ANA nepexona
Brepesa no 3TOM e Lenouke pasaenos.

% [Teuatb

Ha)kmuTe 3Ty KHOMKY, UTOObI HauaTb
neyatb. Boibepute "Haneuararb
BbiOpaHHbIM pasgen” unu "Haneuartatb
BbIOpaHHbIM 3arooBOK M BCE
nogpasaensl”.

Bknagku

CopepikaHue

Ykaszarenb

Mowuck

Ha aTow BKNnaake npeacrtaBieHO
nepapxmyeckoe OTO6pa)KeHVIe cogepxXaHuAa.
Ha)>xMuTe Ha 3HAUOK C |/|306pa>+<eHV|eM KHUTHU

@, uTOObI Pa3BeEpPHYTL ee ':EI U HaXMUTE
Ha 3HayoK pasgena @ yToObl OTKPbITb €rO.

Ha maHHOM BKknagKke otobpakaertca
yKasaTenb TEPMUHOB B andaBUTHOM
nopaake. Boibepute pasgen M3 cnucka unu
BBeAMWTE CNoBO, UTobbl HAWTU coaepsKallue
ero pasgenbi.

Mcnonb3ynTte 3Ty BKNaaKy AnA noucka
noboro Tekcta. BBeguTe TEKCT B none, 3aTeM
HaXXMWTe KHOMKY Pa3sgenbl Ana noucka
pasnenoBs, CoAepKallmMx BCce BBEAEHHbIEe
crnoga.

U3MeHeHHe pa3Mmepa OKHa CpaBKKU
MepeTawmTe yron unu Kpaw okHa Ao HeobxoaMmoro pasmepa.

OanbHe#lWwKe ycnoBHble 0003HAUEHUA, UCNONb3yeMble B 3TOM OOKYMEHTaLUuU
—  TekcT (MeTKM) UHTepdenca nonb3oBaTens oTobpaxkaeTcA NONY>XXUPHbIM WPUGTOM.

Bosch Security Systems

PykoBoacTBo nonb3oBarensi
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Hanpumep: CepBuc, ®ain, CoxpaHUTb Kak...
- MocnenoBaTeNnbHOCTb HaXkaTWA CBA3aHa C NMOMOLLbIO cMMBOMa > (3Hakom "bonblie uem").
Hanpumep: ®ain > Cosgartb > Manka
- M3MmeHeHuA TMNa ynpaBneHus (Hanpumep, MeHto, KHoMKa, onaxok, BKnaaka) B
nocnenoBaTeNibHOCTH YKasaHbl Nepen MeTKOM 3M1eMeHTa ynpaBneHus.
Hanpumep: HaxxmuTte meHto: flononHutenbHo > MapameTtpbl > BKagka: NMpocmoTtp
-  KombuHauuu KnaBuLL OnWcaHbl ABYMA CrneayowmnmMu cnocobamu.
—  Ctrl+Z: HaxaTb NepBYyo KNaBULLY WU, YAEPXKUBAA €e HaXaToM, HaXkaTb BTOPYHO.
— Alt, C: HaKaTb M OTNYCTUTb MEPBYIO KNaBMLLY, 3aTEM Ha)kaTb BTOPYHO.
—  ®YHKUMK KHOMOK-3HAuKoB A00aBneHbl B KBagpaTHble CKOOKKW Mocne caMoro 3Hauka.
Hanpumep: [CoxpaHuTs]

2024-05]5.5.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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3 O06 aTomMm goKymMeHTe

3T0 OCHOBHOE PYKOBOLCTBO MO NporpaMmMHomMy obecneueHuto 4ONONHUTENBHOW NPOorpaMmbl
AMS - Map View cuctembl Access Management System, nanee Ha3biBaemoe AMS.

—  PeXuM penakTMpoBaHMA: cOo3haHWe U HacTpoMKa KapT AnA B3aumoaencTema ¢ AMS.

—  Pexum npocmoTpa: paboTa C HAaCTPOEHHOMN cucTemMomn onepatopamu AMS - Map View.

CBA3aHHaA AOKYMeHTauusA

Cnepytowas MHopMaLMA NnpeacTaBneHa B OTAeNbHbIX JOKYMEHTax:
—  YcraHoBka AMS v [ONOAHWUTENbHbIX NPOrpamm.

- KoHdurypauusa u ucnonbloBaHune Access Management System.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2024-0515.5.0 |
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4

O630p cucrembl AMS

Access Management System — 310 MolHasa cucTtema, NnpeagHasHauyeHHasa UCKAUUTENbHO ANA

KOHTPONA AOCTyNa, KOTopaAa MOXEeT UCMOMb30BaTbCA CAMOCTOATENbHO WTK B COUETAHWUU C
dnarMaHCcKoM cuctemon BuaeoHabnogeHua Bosch BVMS.

Csovmu npenmyuiecteBamMun ata CMCteMa BO MHOIrom obssaHa YHUKaNbHOMY COUYETAHUIO

nepenoBblX U NPOBEPEHHbBIX BPEMEHEM TEXHONOrUM:

Yno6cTBO MCMONb30BaHWA: NMPAKTUUHbIMA NMOMb30BaTENbCKUN MHTEP(ENC C BO3MOXKHOCTbHIO
nepertackuMBaHuna Ha Map View, a TakXe ONTUMWU3UPOBAHHbIM AWANOTOBbIM OKHOM
OMOMETPUUECKOM pernucTpaumu.

BesonacHoOCTb AaHHbIX: cMCTeEMa noaaepKMBaeT HoBellne ctaHdapThl (EU-GDPR 2018),
onepauuoHHble cUCTEeMbI, Ba3bl JaHHbIX U 3aLLMEPPOBaHHbIE CUCTEMHbIE UHTEPdENCHI.
YCTOMUMBOCTb: rMaBHble KOHTPONNEpPbl 4OCTyNa CpeaHero ypoBHsa obecneuunsatoT
aBTOMAaTMUeCKyt oTpaboTKy OTKa3a U KOMMNEHCUPYHOT paboTy NOoKanbHbIX KOHTPONNEPOB
[OCTyna B cfiyyae ceteBoro cbos.

OpuveHTaumA Ha byayuiee: perynapHble OOHOBMEHWA U MHOTOUUCIEHHbIE MHHOBALMOHHbIE
yCOBEpLLUEHCTBOBAHMA.

MacwTabrpyeMocTb: OT Manbix A0 DONbLINX CUCTEM.

CoBmecTumocTb: APl-uHTepdencbl RESTful, HTepdenchl 4na NoAKNIOUYEHUA K cUCcTeMaM
00paboTKkK cobbITUI U BUaeoHabntoaeHuA Bosch, a Takke K cneunanmManmpoBaHHbIM
NapTHEPCKUM PELLUEHUAM.

3aliuTa MHBECTULMM: BOBMOXHOCTb paclUMPEeHWUs CUCTEMbI KOHTPONA AOCTyna M
noBblWeHNA ee 3PDEKTUBHOCTH.

2024-0515.5.0 |
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5 OcHoBHble cBegeHua o Map View

0630p

AMS - Map View — 3T0 npunoxeHne cucteMbl AMS, ¢ NOMOLL b KOTOPOro onepaTop MOXeT

KOHTPONMpPOBaThb U yNpaBnsaTb paboTol cucTteMbl 6e30NacHOCTH 30aHUA:

3arpy»aftb U HacTpamBaTb KapThl.

MosnumnoHnpoBaTb U PedaKTMpOoBaTb YCTPOMCTBA, KOTOpblie ObINW onpeaeneHbl B
penaktope yctponcts AMS.

CneauTb 3a COCTOAHUEM YCTPOMUCTB C MOMOLLbIO MepapXxumn KapT U (MNKn) cxem.
OTcnexuBaTb U oOpabaTbiBaTb TPEBOMM B KOOPAMHALMKU C APYTMMKU ONepaTtopamu.
padruecku pasrpaHMumMBaTb 0b6nacT obHapyKeHWs BTOPXXEHUW Ha KapTax M
HacTpauBaTb M3MEHEHMWE LiBeTa B 3aBUCUMOCTU OT COCTOAHMA.

MNMogaBaTb KOMaHbl Ha YCTPOMCTBA OOHAPYXXeHWUs BTOPXEHUW U yNpaBneHusa OOCTYMNoM,
MCNONb3ysl KOHTEKCTHbIE MEHIO 3HAUKOB 3TUX YCTPOMCTB Ha KapTe.

AKTUBMpPOBATb W OTKMIOUATb YPOBHHW Yrpos.

B pexxnme peanbHOro BpemMeHu npocMaTpuBaTbh COObITUA AOCTYNa B MHCTPYMeHTe Swipe
ticker.

MpocmatpuBatb 06nacTy ynpaBneHnsa OCTYNOM, KoTopble Obiin onpeneneHbl B
penaktope yctponcts AMS.

5.1 Hauano pab6oTbl

5.1.1 TpeboBaHuA

Heobxognmo umnoptrupoBatb cepTudunkatr HTTPS 1 yCTaHOBWTb €ro Ha KNMEHTCKOM
KoMnbloTepe.

[Tonb3oBatenb A4OMKEH BNageTb NpaBaMun Ha UCMOMb30BaHUe npunoxeHua AMS - Map
View.

MpaBa nonb3oBatena AMS - Map View HacTpauMBaloTCA B KNMEHTCKOM NpunoxeHun AMS:
FnaBHOe MmeHI0 > KoHcurypauua > OnepaTtopbl U pabouue ctaHuuu > Mpocunu
nonb3oBaTeneu.

Heobxognmbl npaBo Ha MpunoxxeHua Map cuctembl Access Manager v OfHO UK
HECKONbKO NMpaB Ha KOMMOHEHTbI:

KomMmnoHeHT OnucaHue

KomaHgbl asepu Pa3pelleHune Ha 0OCTYN K ABEPAM
BkntoueHnne/oTknroueHne pasbnokMpoBKu
3awmTa/6noKkMpoBKa ABEPHU

KomaHpbl cuutbiBaTens PaspelueHne goctyna K cuuTbliBaTento

OTKﬂI’Ol-IeHVIe/BKHIOLIeHVIe CUUTbIBaTeENA

KomaHpbl KOHTponnepa |[nA MOHUTOPUHIa NOCNeaoBaTe/IbHOCTU LOCTYNa Ha YPOBHAX

MAC w cuuTbiBaTensa
PaspelieHne goctyna
YcTaHOBKa O(DUCHOTO pexxrMma
3alwuTta aBepen

KomaHpbl cuctemMbl FopAUKMK U XonoaHbIM 3anyck KoHTponnepos MAC n AMC

Bosch Security Systems

PykoBoacTBO nosb3oBaTens 2024-05 | 5.5.0 |
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5.1.2

MepeknoueHre Ha pesepBHbIK KoHTponnep MAC (RMAC)
CuHxpoHusauua MAC ¢ RMAC

KomaHAabl cneuuanbHbIX
noBepeu

BkntoueHWe 1 BbIKNOUEHWE PYUHOrO pexunma

Komangbl DOP

BknoueHue u BbIKNtOUYEHUE LMPPOBLIX BbIXOAOB KOHTPONNEPOB

KomaHgbl cO cnucKkamu
TpeBor

HacTpoika TPeBOXHbIX CUIHANOB

O6paboTKa OAHON MM HECKONbKWUX Pa3fMUHbIX KaTeropun
TpeBOr, HacTpanBaeMbIX MO OTAENbHOCTH

PaboTa ¢ XypHanom TpeBor

Swipe ticker

Mcnonb3oBaHue yHKUKMKM Swipe ticker

KomaHAabl oXpaHHOM
CUCTEeMbI

YnpaBrneHne oxpaHAeMbIMU obnactamu, OXPaHHbIMU MaHENAMHU
N TOYKaMH

Bxog B cuctemy B nepBbiH pa3

AMS - Ma P
View

cTone.

[IBaXkabl WENKHUTE 3HaUOK npunoxeHna AMS - Map View Ha pabouem

- OT0bpasunTca AManoroBoe OKHO BXO[a B CUCTEMY.

BBeauTe naponb agMUHUCTPaTOPAa, 3a[aHHbl BO BPEMS HACTPOMKH.

2
3. HaxmuTte BouTtum.
4

BeBegute umA nonb3oBaTtens U naposb.

—  OTkpoeTca rmaBHOe OKHO npunoxeHua AMS - Map View.

3ameuaHue!

Ecnu Bxoa B cUCTEMY He BbINOMHEH, CM. coobuweHuna ob owmnbkax, 0To6pa>1<aeMb|e B

AnanoroBomMm OKHe BXo[da B CUCTEMY.

5.2

Pe>XXUMbl 0TOOpaXKeHUA: peXXUM NPOCMOTPA U PEXUM

peaakTUpoBaHUA

MpunoxeHune AMS - Map View nogaep>XvBaeT ABa pexvma pabdoTbl: peXXUm NpocMoTpa U

PeXUM pefaKTUPOBaHUA.

[nsa nepekntoyeHusa Mexany 3TUMWU OBYMA PEXMMaMU UCNOMNb3yNTe 3HAUOK

Ha rnaBHOM

naHenn UHCTPYMeHTOB. ECnun 3TOT 3HAUOK BblAENEeH, NPUMOXKEHNE HAXOAUTCA B peXXume

pPefaKTUpoBaHUA.

Ob6paTtuTe BHMMaHKWe, UTo ANA UCMNOMb30BaHWA peXXUuMa pefakTUpoOBaHUA onepaTopy
TpebytoTca paspelueHns. MHCTpyKuuK cM. B pasgene TpeboBaHusa, CtpaHuya 9.

Bbibop ycTpoiicTB U obnacten

B 0b60uMX pexnumax MOXHO BblOMpaTb Kak oTaeNnbHble YCTPOWCTBA, TaK U obnacTtu.
Mpu HeobxoaMMOCTU B cnucKke obnacTer MOXHO BbiOpaTb Cpasy HECKONbKO OXPaHAEMbIX

obnacren:

2024-0515.5.0 |
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—  Urobbl BbiIOpaTh NPOM3BONbHbIE 3TEMEHTbI CMUCKA, LLENKHUTE OTAENbHO KaXablK
anemeHT, yaepxusas Ctrl.

—  UTtobbl BbIOpaTb HEKOTOPYHO NOCNeNoBaTeNbHOCTb 3N1IEMEHTOB, LLIENKHUTE NepBbli
3M1EMEHT, a 3aTeM LIEeNKHUTE APYron aeMeHT B TOM e crnucke, yaepxusaa Shift.

Pexxum npocmoTtpa

B pexkumMe npocmoTpa onepaTopbl He MOTYT pefaKkTUpoBaTb yCTPOoWCTBa Ha KapTe. OHU MOryT

BbIMOMHATL CreayloLline 4encTBuUA:

- BblbupaTb yCTPOWMCTBA ¥ NofaBaTb Ha HUX KOMaHObl, UCMOMNb3YA KOHTEKCTHbIE MEHIO
YCTPOWCTB.
—  KOHTEKCTHOE MEHI0 YCTPOWMCTBA Bbi3biBAeTCA LWENUKOM MPaBOM KHOMKK MbilKW MO

YCTPOWCTBY.

—  OTcnexwusaTtb U 0bpabatbiBaTb TPEBOTH.

— [pocmaTtpuBaTtb 06NacTu ynpasneHusa 4OCTYNOM M NULa B HUX (MPU HaNmMUMK NULEH3WH
Ha 3Ty PYHKLMIO).

PeXXuM pepgakTUpoBaHUA
B pexuMe penakTMpoBaHWA MOMb3oBaTeNlb MOXET PefaKTUpPOoBaTb KapTbl U YCTPOWCTBA, HO He
MOXEeT OTMNPaBNATb KOMaHAbl YCTPOWCTBAM UYepe3 KOHTEKCTHbIE MEHIO.

Cwm.
- TpeboBaHus, CtpaHuya 9

5.3 FnaBHOE OKHO NMPUNOXXEeHUA

Bl Access Management System - Map View - ] X
Q a »
Az 191004Grundriss_AMS-Video_2000px v E DMS Servers

191004_Grundriss_AMSVideo_2000px ()
Filter map elements by type DMs

area3_2000px Intrusion areas DMS
Devices and links

i MAC Servers

MAC
MAC

B intrusion Panels

v E B706A10
IPanel BI5126

0630p CTPYKTYpbI

naBHOe okHO AMS - Map View MMeeT cneayoLLyto CTPYKTYpY:
—  Caepxy: rnaBHas naHenb MHCTPYMEHTOB

— CneBa: MeHo JepeBa KapT

Bosch Security Systems PykoBoacTBO nonb3oBartens 2024-0515.5.0 |
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— B ueHTpe: obnacTtb otobparkeHua KapThbl
— Cnpasa: ctonbel ana otobpaxkeHus NPUNoXKeHUn
— TMpaBbi# KpaW: MEHIO NMPUNOXEHUN, BKNIOYanA:
—  [epeBo yCTPOWCTB
- TpencTtaBneHue Tpesor
—  Swipe ticker
— [penctaBneHue obnacrewn
FnaBHaA NaHeNnb MHCTPYMEHTOB
[naBHaA NnaHenb UHCTPYMEHTOB PacnofioXKeHa ropM30HTaNbHO BBEPXY MMaBHOro OKHa
NMPUNOXKEHUA.
[naBHaA NaHenb UHCTPYMEHTOB COAEPXKUT CNneaytoLlne MHCTPYMEHTbI:

3Hauku PyHKUUH

—_— MpKn HaXkaTuM Ha 3TOT 3HAUOK MOABMAETCA pPaCKpblBalOLWEECA MEHIO C ABYMA
— BapuaHTaMu:
- HaxwmuTe O nporpamMmme..., UTobObl MONYUNUTb CNEYOLLYIO MHpOPMaLUIO:
- Bepcua: Homep BepcUn CUCTEMBI
—  States API: Homep Bepcuu
—  Access API: Homep Bepcuun
— Cbopka: HOMep yCTaHOBOUHOTO NakKeTa
—  Onepartop: Kakok nonb3oBaTtenb BbIMOMHWI BXOA4 B CUCTEMY
— Bpewmsa Bxoga: Kak JaBHO onepaTtop BOLEN B CUCTEMY
Haxkmute kHonky OK, uToObl 3aKpbITb AMANOrOBOE OKHO.
- HaxmuTe BbIWTH, UTOObI BbIMTHM M3 NpunoxeHua AMS - Map View.

< BosBpar Ha npeabiayLlyo CTpaHuLy.
> Mepexon Ha HOBY CTpaHMLYy NOCNe Bo3BpaTa Halaj.
) Mepesarpyska cTpaHuubl. XXenTbli TpeyronbHUMK ob6o3HauaeT U3MeHeHus, ans
oTobOpaXkeHnsa KoTopbix TpebyeTcsa nepesarpyska.

@ Mepexon K gomallHen KapTe (pexum npocmMoTpa).

y MepeknoueHne Mexay pexxmMmamu otobpakeHua (pexum peaakTMpoBaHUA U
- peXxum npocmMoTpa).

I? MonyueHune nHdpopMaunm o6 UCNONb30BaAHUW MPUNOXKEHUSA.

L ]

MeHio aepeBa KapT

MeHIo fepeBa KapT PacrnonoXeHO B TEBOW YaCTH MMaBHOrO OKHa MPUMOXKEHUA.

OHO COCTOMT M3 CeayroLIUX 3N1IEMEHTOB:

—  ToHKasa BepTUKanbHaA naHenb c bonee TeMHbIM (DOHOM, MO3BONAKOLWAA CKPbIBAaTb U
oTobpakaTb MeHIO flepeBa Kapr.

2024-05]5.5.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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3Hauok PyHKUUA
< OTobpaxeHne MeHIo JepeBa KapT.
@ OTobpaxkeHWe MeH!o JepeBa KapT.

Hebonblwan FOPMU30OHTaNbHaA NaHenb MHCTPYMEHTOB B BerHeﬁ YaCTWU MEHKO AepeBa KapT.
JTa naHenb OTO6pa)KaeTCF| TONbKO B peXuumMme pegaktnpoBaHuUA.

3Hauok PyHKUUA

[JobaBneHue HOBOW KapThl.

ObHoBNeHWe KapThbl.

YoaneHue KapTbl.

JKCnopT KapThl.

3apaHue KapTbl B KauyecCTBe OOMallHEN.

K& S+

- (DYHKLLMH Bce KapTbl HaxoauTcAa noa HebonbLon FOpM3OHTaﬂbHOVI NaHeNnbo

UHCTPYMeHTOB. LLlenkHute , UTOObI CBEPHYTb UMW Pa3BEPHYTb AePEBO HaBUraLuu
no KapTtam.

MeHI0 NpUNoXXeHUun
MeHI0 NPUNOXKEHUN pacnonoXeHo B cTonbLe B NpaBoM YacTy IMaBHOTO OKHA MPUMOXKEHMUA.
MeH0 NPUNOXKeHUA MOXHO CBEPHYTb U pasBepHYTb. OHO COAEPXKUT Cneayrolne 3eMEHTbI:

3Hauok PyHKUUA

> OTOobOpakeHMe MeHIO MPUNOXKEHUA.

D-[E OTobpaxeHue aepeBa yCTPOMCTB.
(]

ﬁ OTobpaXkeHune cnucka Tpesor.

OTobpaxkeHune Swipe ticker

Bosch Security Systems PykoBoacTBo nonb3osartens 2024-0515.5.0 |
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3Hauok

PyHKUHUA

OTobpaxeHre obnacten gocTyna U oxpaHsembix obnacten B Tabnuuax

B nepeBe ycTponcTs oTobpaxarTca YyCTPoWCTBa, co3aaHHblie B DevEdit, pegaktope

ycTporcTtB AMS. Copepxumoe aepeBa obHoBnAeTcA cuctemon AMS.

3Hauok

PyHKUHUA

MNepekntoueHre Mexay CBEPHYTbIM U Pa3BEPHYTbIM PEXUMOM OTODpaeHus
nepapxmu yCTpoOMUCTB.

Yctponcteso DMS.

Yctponcteo MAC.

Yctponcteo AMC.

Mpoxof, KOTOPbIA MOXET COCTOATb U3 OAHOW UMW HECKONbKUX ABEPEN U
CBA3aHHbIX CUMTbIBATENEN.

[Bepsb.

OxpaHHas naHenb

| B o ] @ a v

OxpaHsiemas obnacTtb

Touka BTOP)KEHMUA.
37O 3HAYOK NO yMonuaHutio. Mpru HeobXoaMMOCTH C MOMOLLbI KOHTEKCTHOTO
MEHIO MOXHO BblOpaTb Donee NoAxXoAALLMK 3HAUOK.

7!

TypHUKeT

v
C
AR

u

Touka cbopa

yCTpOVICTBO CUUTbIBAHHA.

CuuTbiBaTenb ynpaBneHUA BpemMeHeM

-8 EG‘] ILB

Ob6nacTb NapKoBKH.

2024-0515.5.0 |
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3Hauok PyHKUUA

LLnarbaymHbiv 6bapbep.

I
a Y NMudor.
LLinto3 Simons Voss.
[« — |

YcTtporcteo AMC ¢ MHAMBUAYaNbHO HAacTpaMBaeMbiMKU LIMGPOBbIMKU BXOAAMU U
lT Bbixogamu (DIPDOP)

L

Lindposoin Bxog (DIP).
Ecnu unudpoBoi BXxof He 3aaH, 3HAUYOK OoTobpakaeTcsa 3aUepPKHYTbIM.

Lindpposon Bbixog (DOP).
Ecnu umdpoBor Bbixod He 3afaH, 3HaUOK OToDparkaeTcA 3aUepPKHYTbIM.

NY MY

Ob6nactb oTOOpakeHUA KapTbl

ObnacTtb oTobparKeHUsa KapTbl PACMONOXeHA B LEeHTPe MMaBHOro OKHa NPUNoXeHuA. Ha He#
oTobparkaeTcs KapTa, BbibpaHHasA B JaHHbI MOMEHT B IepPeBe KapT, a TaKXe OXpaHAeMmble
06nacTi 1 3HaUKK A8 YCTPOWCTB, pasMeLLeHHbIX Ha 3TOW KapTe.

Ucnonb3ayite dnaxku, yTobbl CKPbITh MMM 0TOBPa3UTb 3NEMEHTBI Ha KapTe: OXpaHAeMble
obnactv 1 (MNK) 3HAUKK.

Bosch Security Systems PykoBoacTBo nonb3osartens 2024-0515.5.0 |
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191004Grundriss_AMS-Video_20!

Filter map elements by type
B Intrusion areas

Devices and links

54 HacTtpoika 3ByKOBOro onoBeLwEeHUA 0 TpeBorax

BBepeHue
AMS Map View no3BonfaeT NONHOCTbIO HacTpanuBaTb BOCMPOU3BEAEHWE PA3/TMUHbIX 3BYKOBbIX
CUrHanoB TPEBOrM ANA oneparopa B 3aBUCUMOCTU OT CEPbE3HOCTU TPEBOTHU.

Npoueaypa
1. PasmecTtuTe 0o ueTbipex amnnos TMNa . WAV B CneaytoLllen nanke:
<installation drive>:\Program Files (x86)\Bosch
Sicherheitssysteme\Access Management System\Map View\
Ob6patuTe BHUMaHKe, uTo halnbl NPUMEPOB AOCTYMHbI U3
<installation drive>:\Program Files (x86)\Bosch
Sicherheitssysteme\Access Management System\Map View\Sample Sounds\
2.  WmAa Kaxpgoro gamna gonKHo ObiTb OAHWMM M3 CneayroLLnX:

Threat.wav

2024-05]5.5.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems
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Critical.wav
Warning.wav

Maintenance.wav

Ob6paTnTe BHUMaHHWe, UTO TaK Kak hann .WAV BOCNPOU3BOAMUTCA LLEeNUKOM, KoMnaHusa Bosch
peKkoMeHayeM UCMNONb30BaTbh KOPOTKUE halnbl, HANPUMEpP ANUTENBbHOCTbIO O4HA UMW LBe
CeKyHAbI.
Mpouecc
1. Tpu BO3HUMKHOBEHUU TpeBorn Map View npoBepseT, ecTb Nu haln . WAV
COOTBETCTBYIOLLEro YPOBHA CEPbE3HOCTU B Manke Map view\.
—  Ecnu aT0 Tak, haln BOCNPOM3BOAUTCA HA YCTPOMCTBE BOCNPOU3BEAEHMA
KOMMbloTEPA MO YMONUAHMUIO.
— B npoTMBHOM cnyuae 3BYK He BOCNPOU3BOAMUTCA.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2024-0515.5.0 |
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6 Hactpoika KapT B peXxXume peaaKkTupoBaHUA

Obwue cBegeHUA 0 pexxuMme pefakTUPOBAHUA

PeXXuM pefakTMpoBaHWA NpefHasHaueH ANA BHECEHUA UBMEHEHUW B KapTbl U CBA3aHHbIE C
HUMW YCTPOMCTBA, a He ANA YyNpaBNeHUs yCTPONCTBaAMMU.

ObpartuTe BHMMaHKe, UTo onepaTopy TpebytoTcA paspelleHnsa ANA UCNONb30BaHWA peXxuMma
peAaKkTUpoBaHUA. MHCTPYKUMKM CM. B pa3gene TpebosaHua, CTpaHuya 9.

B cnepyrowmx pasgenax onucbiBaOTCA 33auM, KOTOPblE MOXHO BbIMOMHATL B PeXUMe
peaakTUpoOBaHMA.

6.1 3arpyskKa KapTbl

MNoppep>xuBaemble chopMaTtbl U306parkeHU
Mepen 3arpyskom M3obparkeHWUs KapTbl B npunoxeHne AMS - Map View ybegutech, uto gamn
M30b6paXkeHMA COOTBETCTBYET Cneaytowum TpeboBaHUAM:

MuHMManbHble TeXHUUYeckue TpeboBaHua anAa aobaBneHun dana nsobpakeHUa KapTbl

Mopgaep>xnBaemblt hopmat danna *.bmp, *.jpg, *.png
n3obpaxeHus

MakcuManbHble nogaepxnuBaemMble rabaputol | 2000 x 2000
KapThbl

3arpysuTte KapTy cnegyowum obpasom:

1. Haxmure , UTODObI MEepPenTU B PeXUM pedaKTUpOBaHUA.
—  OTO0bpasuTCA NaHenb MHCTPYMEHTOB PefaKTUpPOBaHUA KapT.

2. BbibepuTe y3en B gepeBe KapT, KOTOPbIM ByaeT poauTenbCKUM AnA HOBOMO y3na.

3. B MeHto gepeBa KapT HaOXXMUTE | .

—  OTKpoeTCcA AUanoroBoe OKHO.

4. 3anonHuTe nycTble MoONA AnA BBoAa:

—  ®dann usobpaxeHUA: HAXXMUTE ..., UTODbI 3arpy3unTb pann nsobpakeHusa c Ballero
KoMnbloTepa. BoibepuTte HyxXHOe n3obparkeHUe KapTbl B AManoroBom okHe CoxpaHUTb
KaK M HaXXMUTe KHOMKY OTKPbITb.

- WmA: cuctema NpUHUMAET UMA 3arpy>XeHHoro darnna no ymonuanuo. MNpu
HeobXoaMMOCTU UMA MOXHO M3MEHMUTD.

— OnwucaHue: npu HeobxognmocTn gobaBbTe onMcaHue.

— Ecnuy Bac ecTb NOTHOMOUMA A8 HECKONbKWUX NoApasaeneHun, Bbibepure
noapasgeneHue B Crmcke.

5. Haxmwute kHonKy OK.

- W3obpaxeHue KapTbl NoABNAeTcA B 06n1acT oToOparkeHns KapThbl.

- WNwmA 3arpykeHHOM KapTbl oTobparkaeTcA Kak nofysen nof BbibpaHHbIM Y3N0M B epeBe
KapT.
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3ameuaHue!
Y3nbl gepeBa KapT No yMONYaHU COPTUPYIOTCA B andaBMTHOM MopAaKe.

6.2 OGHOBNEeHUe KapTbl

O6HOBRNEeHue KapThbl:
BbibepuTe KapTy B AepeBe HaBUTaLuu Mo KapTam.

1. Haxmute , UTOObI MEepPenTH B peXXnM peaakTMpoBaHKA.

—  OT0obpasutca naHenb MHCTPYMEHTOB pPefaKTUPOBaHUA KapT.

2. LUWenkHWTe NpaBOW KHOMKOW MbILIW Y3€N KapTbl U B KOHTEKCTHOM MeHt0 BbibepuTe
PepakTupoBaTb KapTty.

—  OTKpoeTcA AManoroBoe OKHO.

3. 3anonHuTe nycTble nons Ansa Beoda.

—  ®ain n3obparkeHna: HAKMHUTE ..., UTODbI 3arpy3unTb APYyromn ann n3obpaxeHus c
KoMMNbtoTepa Npu HeobxoanMocTH. BeibepuTe HyXHbIM hain n3obpaxkeHua KapTbl U
HaXKMUTE OTKPbBITDb.

-  WMA: U3MeHWUTe UMA KapTbl, ecnu TpebyeTcs.

— OnucaHue: cucTeMa NPUHUMAET ONUCAHWE PaHEe 3arpy)XeHHOro gamna No yMonuaHuio.
Mpn HeoOXOAMMOCTU ONUCAHUE MOXKHO U3MEHUTD.

—  (Tonbko ecnu nofpasaeneHua NUUEH3MPOBaHbI U UCMONb3YOTCA)

MopapaspeneHue: BbibepuTe HOBOE NoApasaeneHne AnA KapTbl NPU HEOOXOAWMOCTH.

4. Haxmute kKHonKy OK.

— [uanoroBoe OKHO 3aKpoeTcH.

— PaHee BbiOpaHHas KapTa OyaeT 3aMeHeHa HOBbIM U300paXkeHWeM KapTbl.

6.3 YpnaneHue KapTtbl

YpaneHue KapTbl U3 AepeBa KapT:

1. Haxmute , UTODObI MEepPenTH B PEXUM PeaakTUpPOBaHUA.
—  OT0bpasunTcsa naHenb MHCTPYMEHTOB pedaKTUpPOBaHUA KapT.

2. BblbepuTe KapTy U3 AepeBa HaBUraumu KapTol.

3.  Haxmute I@I ANA yaaneHua BbIOpaHHOM KapThbl.

—  [loABKTCA HOBOE AMANOroBOE OKHO C 3aMpPOCOM MOATBEPXKAEHHUA.
4. Haxmute OK, utobbl noaTBepauTh yaaneHwe KapThbl.

- KapTa ynaneHa.
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3ameuaHue!
Bce ccbinku, gpobaBneHHble Ha KapTy, OyayT yaaneHbl BMeCTe C HEM.

6.4

DKCNOopT KapThbl

IKCNOPT KapTbl U3 AepeBa KapT:

1. Haxmure , UTODObI MepenTU B PeXXnM pedakTUpoBaHUA.
—  OT06pasuTCA NaHenb MHCTPYMEHTOB pPefaKTUpPOBaHUA KapT.

2. BbibepuTe KapTy U3 AepeBa HaBUraLuKu KapThbl.

A

3.  Haxmure j’— [NA 3KcrnopTa BbIOpaHHOW KapThl.

—  OT0bpasuTcs gManoroBoe oKHO COXpaHUTb Kak.

BbibepuTe MecTononoxeHue AnA COXpaHeHUA KapThl.

Haxmute COXpaHUTb ON1A COXPaHEHWA KapTbl B BbIOpaHHOM MmecTe.
- KapTa akcnopTvpoBaHa.

ok

3ameuaHue!

PenakTnpoBaHWe 3KCNOPTUPOBAHHOW KapThl M ee NMOBTOPHAA 3arpyska

JKCNOPTUPOBAHHYIO KapTy MOXXHO OTpeaakTMpoBaTb BHe AMS, a NOTOM CHOBA 3arpysuTb B
[epeBo KapT.

(LLlenkHMTe KapTy NpaBoM KHOMKOM MbllIK B flepeBe KapT, BbibepuTte PegakTupoBaTb KapTy U
HanguTe oTpeaakTUPOBaHHbIM haln AnsA 3arpysku M3 amnoBOM CUCTEMDI.)

Ecnu npwu 3arpyske MCMNonb3yeTcs TOT e MacluTab, 3HaUKW YCTPOMCTB, paHee NoMeLeHHbIX
Ha KapTy, CHOBa 0TobpasATcA B Tex e mecrtax. [1pu Ucnonb3oBaHWM Apyroro maciutaba
HEeOoDbXOAMMO HACTPOUTb MONMOXKEHWE 3HAUKOB BPYUHY!O.

YcTtaHOBKa KapTbl B KauecTtBe AOMaLUHEeMH KapTbl

BBepeHue
[omallHAA KapTa — 3TO KapTa, KoTopaa oTobpakaeTcA NepBoOM NMpuW BXOAE B CUCTEMY.

Mpoueaypa

1. Haxmwute = , UTOObI MepenTn B peXxXMM pefakTMpoBaHus.
—  OtobpasutcA naHenb MHCTPYMEHTOB pefakTUpPOBaHUA KapT.
2. BbibepuTe KapTy B AepeBe HaBUraLWKW KapTbl.

3.  Haxmurte @ Ha NaHenu UHCTPYMEHTOB PeAaKTUPOBAHUA KapT, UTOObl Ha3HAUMUTb
[OMaLLHIO KapTy.

—  Otobpasutca guanoroBoe OKHO, MHOPMUpPYOLLEee, UTO BbiDpaHHaA KapTa ycTaHOBNEHa B
KauecTBe AOMalLHEeW.

4. Haxmute kHonKy OK, utoObl 3aKpbITb 4MANOroBOE OKHO.

2024-0515.5.0 |
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6.6 JobaBneHue yCTPOMCTB Ha KapTy

Ha kapTy B obnactv otobpaxkeHWA KapT MOXXHO AobaBUTb YCTPOMCTBO Nntoboro tuna.
YcTponcTBa rpynnupytoTca crneayowmm obpasom: cepeepbl DMS, cepsepbl MAC,
>KoHTponnepbl AC, npoxodbl (B TOM UMCNe ABEPU U CUMTbIBATENN).

Kaxkgoe yCTpoMCTBO MOXeT oTobpaxkaTbCA Ha OOHOW M TOW XXe KapTe TONbKO OAMH pas.

[obaBbTe yCTPOWCTBO Ha KapTy cneayowmm obpasom:

1.  Haxmute — , UTOObI MEPENTU B PEXUM PedaKTUPOBaHUA.

O
a

LLlenkHUTe — , uTOBbl OTKPbITH 0BO3peBaTenb YCTPOUCTB.

3. HanguTe Hy)XHOe yCTPOMCTBO B OKHe obo3peBaTens yCTPOMCTB.

—  ObpaTuTe BHUMaHHWe, UTo ecnuv noapasfeneHus NULEH3MpPoBaHbl U UCMOMNb3YHOTCH,
oTObpaXKatTCA TOMbKO Te YCTPOWCTBA, A8 KOTOPbIX Bbl aBTOPU30BaHbI.

4, TllepeTalynTe YCTPOMCTBO M MOMECTUTE €ro B HYXXHYt0 0b6nacTb KapTbl B obnacTtu
oToOpaXkeHnA KapThbl.

5. OTnycTuTe KHOMKY MbILLH.

-  Ha kapTe noABMUTCA 3HAUOK.

3ameuaHue!
Ecnu Bo BpemA Bawero ceaHca pabotbl B Map View KTo-nnbo aApyro Mor npou3BeCTH
HACTPOWKY YCTPOMCTB B ANCMeTUepe AnanoroBbix okoH AMS Dialog Manager, Haxxmute

3HauoK CD (nepesarpyska), utobbl NtOObIE MU3MEHEHUA HeEMeANeHHO oTobpasununcbk B Map
View.

N3mMmeHeHHe CBOMCTB YyCTPOMCTBA

M3mMeHUTe CBOMCTBA YCTPOMCTBA creaytowmm obpasom:

1. UlenkHuTe ycTpoMncTBO B 06nacTv oTobpaxkeHusa KapTbl.

- B pepeBe ycTpomncTB 0TObpasuntca guanoroBoe okHo «CBOMCTBar.

2. Tpu HeobXOQMMOCTH U3MeHUTe cBoncTBa. OOpaTuTe BHUMAHUE, UTO YMCNO W TUMbI
pefakTMpyeMbIX CBOMCTB 3aBUCAT OT TMMa BbIOPaHHOro yCcTponcTBa.

Tabnuua cBOWCTB yCTPOMCTB

CBoiicTBO PyHKUUA
MmA MN3meHnTe MMsA yCTpOoMCTBa.
Mokasatb UmA YcTaHOBWTE hrnaxkok, uTobbl 0TO6pa3nTb UMA YCTPOMCTBA Ha KapTe.

CHUMUTE hNaXKoK, UToObI CKPbITb UMA YCTPOMCTBA Ha KapTe.

Pasmep 3Hauka Mo ymonuaHuio oTobpa)katoTcsa 3HAUKU CpeAHero pasmMepa.
1. M3meHUTe pa3mep 3HauKa Ha KapTe.
2. Haxmute CpeaHUN.

—  [loABMTCA pacKpblBalOLWMUNCA CMUCOK.
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6.7

CBOMCTBO PyHKUUA
3. Bbibepute oguH u3 pasmepos: ManeHbkuit, CpeaHuit, bonbLon.
— Pa3smep 3Hauka Ha KapTe U3MEHMUTCA.
PacnonoxeHue MepeTawmTe yCTPOMCTBO Ha KapTy, YTOObl UBMEHWUTb ero
pacnonoxeHue.
Yron N3meHUTe yron oTobpakeHuA 3Hauka yCTPOMWCTBa, KOTOPbIM HaxoOouTcA
Ha Kapre.
—  LenkHuTe CTpenku B BUAE Perynatopos, UToObl U3MEHWUTb yron.
NN
—  BBeAwWTe Yron HemocpeacTBEHHO B UnucnoBoe none. Yron
yBenuuMBaeTca rno yacosoM cTpenke ¢ 0 (No BepTMKanu).
NN
—  LlenkHWTe 3HAUOK U MOBEPHUTE KHOMKY KOMEeCUKa, eCIU OHO
OOCTYMHO.
3HayokK (JocTtynHo He onA BCcex yCTPOWCTB)
BbibepuTe 3HaAUOK, KOTOpbIM DyaeT oToOparkaTbCs Ha KapTte Ans
obo3HaueHnA 3TOro yCTponcTBa.
Ona yctponcTte DIP/DOP npegnaraetcs WWPOKUK BbIDOP 3HAUKOB.
LiBet M3meHUTe LBET 3HauKa yCTPOMCTBA Ha KapTe.
LiBeT hoHa Ona yctponctes DIP/DOP MoxHO BbiOpaTb CTPENKKU B BUAE

perynatopoB Ans coctosHun BKI1. (3agaHo) v BbIK/. (He 3agaHo).

OpraHu3sauuna aepesBa KapTt

MepemelweHue Unu cosgaHue NoaysnoB B AepeBe KapTt
Cyl.l.l,eCTByET nBa cnocoba co3gaHus noay3noB B JepeBe KaprT:

BapuaHT 1. [peobpasoBaHue CYyLLECTBYIOLEN KapThl BO BIOXEHHbIW y3€er.
1. BbibepuTe y3en B oepese KaprT.

2. [TepeTalinte y3en n pasmecTuTe ero Hag Apyrum y3fiom B iepeBe Kapr.

3.  OTnycTuTe KHOMKY MbILLIH.

—  HoBbIM y3en oTobpaxaeTcA B KauecTBe Moay3na B Aepese KapT.

BapuaHT 2. 3arpysKka HOBOMW KapTbl B CYLLECTBYIOLLIUI y3en KapT.
Mepen 3arpy3kon M3obparkeHnsa KapTbl B npunoxexHune AMS - Map View ybeautech, uto dann

I/I306pa)KEHVIF| COOTBETCTBYET crneayroumnm Tp66OBaHMHM:

MuHuMManbHble TexHUUeckue TpeboBaHua anAa aobaBneHun dana MsobpakeHUA KapTbl

n3obpaxeHun

Mopnep>xuBaeMbld dpopmart darna *.bmp, *.jpg, *.png

KapThbl

MakcumanbHble nogaep>xxknueaemble rabaputol | 2000 x 2000
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3arpyska HOBOM KapTbl B CYLLECTBYIOLWUNA y3en KapT:

1. B AepeBe KapT WENKHWTE NpaBoOM KHOMKOW MbIlLW Y3€/ KapTbl, K KOTOpoMy TpebyeTcs
nob6aBWUTb AOMONHUTENbHbIN y3ern.

2. LUlenkHuTe [lo6aBUTb CLEHY...

—  OTKpoeTCcA AManoroBoe OKHO.

3. 3anonHuTe nycTble Nonsa AnAa BBoaa:

—  ®dann u300paxKeHUA: HAXKMHUTE ..., UTODbI 3arpysuTb ann n3obpaxkeHUA C Balero
KoMMbloTepa. Bbibepute HyxHoe n3obpaxkeHue KapTbl B AManoroBom okHe CoXpaHUTb
KaK M HaXXMWUTe KHOMKY OTKpPbITb.

- MwMA: cuctema npuHUMaeT MMA 3arpy>KeHHoro garnna no ymonuaxuto. MNpu
HeobXoQMMOCTU UMA MOXHO U3MEHUTb

— OnucaHue: npu HeobxoanmocTu gobaBbTe onucaHue.

4. Haxmwute kKHonky OK.

-  KapTta oTobpakaeTcA B BMAe BNOXEHHOro y3na Ans y3na, KoTopbli Bbl Bbibpanu
M3HauvanbHoO.

MpopBuxeHue noaysna

Mpeobpa3ynte noaysen B y3en cneayrolMm obpasom:

1. B pepeBe kapT BbibepuTe y3en no Bawemy Bblbopy

2. TlepeTawmTe y3en M NnomecTuTe ero nosepx ysna Bce kapTbl B AepeBe KapT.
3.  OTnycTuTe KHOMKY MbILUK.

—  HoBbll nogysen otobpaxaeTcsa B KauecTBe y3na B AepeBe KapT.

6.8 CBA3blBaHUE CLEH KapT

Bbl MOXeTe co3faBaTtbh U pa3MellaTb CCbITKWM Ha ApYyrue CleHbl KapThbl.
OyHKUMA CCbINKKU Ha CLEHbl HaxoaMUTCA Nof AepPeBOM YCTPOMCTB.

3Hauok PyHKUUA

| 7l CBAXWTE KapTy C APYron KapTou.

G
LLlenkHMTe CCbINKKU Ha CLEHbI, yTobObI CKpPbITb UMK OTO6pa3VIT MHCTPYMEHT Ccbinka Ha
3HaAUoK.

K

1. LWenkHWUTe MHCTPYMEHT CcbinkKa Ha 3HauoK.

2. TepeTtalunte MHCTPYMEHT «CcCbiNka Ha 3HAUOK» M MOMECTUTE ero B HYXKHyt obnacTb
KapTbl B obnacti otobparkeHunA KapThbl.

3.  OTnyctuTe KHOMKY MbILUK.

—  Ha kapTte noABMTCA 3HAUOK.

— B HWXKHEWN yacTh MeHIo AepeBa YyCTPOMCTB NOABUTCA AMANOrOBOE OKHO CBOMCTB.

4. Tpu HeoHXOAMMOCTH U3MeHUTe obLKe cBoWcTBa. CM. pasaen Tabnuuya CBOKHCTB
ycTposcte, CtpaHuya 21.

5. W3MeHUTe CBOMCTBA, OTHOCALMECH K 3HAUKY CCbINKH.
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6.9

6.10

CBOMCTBO PyHKUUA

YKkasaHHaA clueHa MMA KapTbl, KOTOpaAa oTobpaXkaeTcA, eCNu LEeNKHYTb CCbINIKY Ha 3HAUOK
B peXXume npocMoTpa.

CumBon B packpbiBatowemca cnucke BbibepuTe BHELWHWIW BUL CUMBONA, UTOObI
OTPa3unTb HanpasieHWe BUPTYarnbHOIO ABUXEHHWA CChITKU B MEPapXuu
Kapr.

CBA3biBaHMe obnacrteun gocrtyna c KaptamMu

ObnacTtn gocTyna NpuBA3bIBAOTCA K KapTaM C MOMOLLbIO CUMTbIBaTenen nNpoxoaoB, AnsA
KOTOPbIX 3Ta 06nacTb ABNAETCA MECTOM Ha3HaueHUA. MecTononoXeHne U MecTo HasHaueHuUn
3a4at0TCA CUMTbIBaTENAM B pefakTope yctponcts ACE.

Mpouenypa
Utobbl NpuBA3aTbh CUUTbIBATENb M €ro obnactu AocTyna K KapTe, BbIMOMHUTE crieayloLmMe
[0encTBuA:

1.  HaxXmuTe 3HauoK , UTOObI MepenTU B peXXUM pesaKTUPOBaHUA.

2. [epeTaliuTe 04HO U3 YCTPOMCTB CUMTbIBATENA HA BbIOpaHHYO KapTy.

3. (HeobssatenbHo) MNpu HEOOXOAMMOCTU U3MEHMTE CBOWCTBA 3HauUKa BO BCM/bliBalOLEM
OKHe.

4. Tpun HeODXOAMMOCTU MOBTOPUTE ONMUCAHHbIE BbIlle AEeNCTBUA, UTODObI pa3MeCcTUTb 3HaAUKHK

OOHOIo U TOro Xe CUUTbliBaTeNA Ha HECKO/IbKUX KapTax B AepeBe KapThbl.

5. LllenkHWTe BblOeNeHHbIW 3HAUOK , UTOObI BbINTU U3 peXXUMa pefaKTUPOBaHUA.

— Y 3HAUKOB CUMTbIBATENEN Ha KapTax TeMepb eCTb KOHTEKCTHbIE MEHIO B peXXume
npocmoTpa.

— ObnacTb Ha3HaueHUA cuuTbiBaTENA B AepeBe obnacTer MMeeT KOHTEKCTHOE MEHI0, B
KOTOPOM ecTb aneMeHT MepelTn K KapTte. Vicnonb3yinTe ero, utTobbl OTKPbLITH NOOYIO K3

KapT, KOoTopas coaep»kaT flaHHbIA CUMTbIBATENb.

CBA3blBaHME OXpaHAEMbIX obnacreiu ¢c KapTtamMmu

B oTnnuue ot obnacten goctyna, AnA onpegeneHua rpaHul, oxpaHsaeMbix obnacTen Ha KapTax
B Map View MOXHO MCMonb3oBaTb MHOMOYronbHble hUrypbl. 3aTemM B pexxume nNpocMoTpa
MOXHO LLENKHYTb NMPaBol KHOMKOW MbILLIK NOBOM M3 3TUX MHOTOYroNbHUKOB M Bbl3BaTb
KOHTEKCTHOE MEHI0 [INA OXpaHHOW 0bnactu, KoTopyto oH obo3HauaeT. KOHTEKCTHOE MeHto
COAEPKWUT KOMaHbl ANA MOCTAHOBKKW Ha OXPaHy U CHATMA C oXpaHbl (UACTUUHO UMK
MOMHOCTbIO, C 3a€PXKKON UK Be3 3a0epKKu).

MpeaBapuTenbHble TpeboBaHUA

—  Bbl HacTpoWnKM OXpaHHble NaHeNn M OXpaHAeMble 30Hbl B AUCNeTYepe AManoroBbliX OKOH
ACE Dialog Manager. bonee nogpobHyto MHpopMaLuo CM. B CpaBKe Mo KOHMUrypaunu
W akcnnyatauumn AMS.

—  Bbl 3arpy3vnu no kpavHen mepe ogHy Kapty B Map View.

MyTb K AUANOroBOMY OKHY
[epeBo ycTtponcts B Map View > OxpaHHble NaHenu

Mpouenypa onpeneneHUA rpaHUL, oXpaHAeMoOn obnacTu Ha KapTte

1. HaxmuTe 3HauoK , UTODObI NepeinTU B peXkKuM pefakTUPOBaHUA.

2024-0515.5.0 |

PykoBoacTBO nonb3oBatensi Bosch Security Systems



Access Management System V5.5

HacTpotka KapT B pexumMme pefaktupoBaHus | ru 25

2. Top y3anom OxpaHHble NaHenu aepesa ycTponcTB B Map View pa3BepHWTe naHernb,

yTOObI yBUOETb OXpPaHAEMble obnactu, KOTOpble onpeaeneHbl AnNA 3TOW MaHenw.

3. T[epeTalunTte ofHY U3 OXpaHAEeMblX obnacTten Ha BbIOpaHHYO KapTy.

- BcnnbiBatollee oKHO obbACHAET, Kak c0o34aTb MHOIroyronbHuK anA obo3HaueHunA

rpaHuL, oxpaHsaeMon obnacTu Ha KapTe.

4. Cepuen LWEeNnuKoB NeEBOM KHOMKOW MbllLW onpenenuTe nepnuMeTp oxpaHsemon obnactv Ha

KapTe.
5.  UrobObl 3aBepLUUT
—  onpepeneHH

b onpegeneHne nepumeTpa, WenkKHuTe npaBoﬁ KHOMKOW MblILLIWN:
aA BaMW MHOIoyronbHad obnactb 6y}J,ET BblgeneHa CUHUM LBETOM.

— B pepeBse ycTpoictB oTobpasuntca obnactb CBOMCTB AN 3TOr0 MHOMOYroNbHUKa.

6. Ecnu tpebyeTtcs,

M3MEHUTE YKa3aHHble HUXKEe cBoMcTBa B 061acTy CBOMCTB UMM npocCTo

npuUMHUTE 3HAaUYEHUNA MO YMONYaHUIO.

CBoiicTBO OnucaHue
Umsa (TekcToBoe none) Ob6osHaueHMe obnacTu Ha KapTe.
MonoxxeHue (Cnucok) BbibepuTe TN BbipaBHUBAHWUA UMeHM 0bnacTu: cnesa,
o6o03HaueHun cnpasa WNu Mo LEeHTPY.

TonwmHa NUHUKU

(Cnucok) BbibepuTe TONWKUHY NMHUU MEepUMeTpa MHOMOyronbHUKa.

HenpospauHoctb | (Cnucok) BbibeprTe HEMPO3PaUHOCTb LIBETHOW 3aNMBKH
MHOIOYronbHWKa B MPOLEHTax.
NMPUMEYAHUE LiBeT choHa B obnacTtv cBOMCTB BbiOpaTb HEBO3MOXHO. LiBeT dhoHa

onpeaensaeTcA pexxMumMom (pexum pefakTMpoBaHWA UMW MPOCMOTPA) U
COCTOAIHMEM MOCTAaHOBKM 00NacTu Ha oxpaHy.

Cwm. pasgen PoHoBble LjBeTa oxpaHAeMbix obnactern (pexum npocmoTpa),
CrpaHuuya 33.

7. LWenkHWTe BblA€NeHHbIN 3HAUOK

, UTOObI BbIMTK U3 PeXumMa peaakTupoBaHHUA.

Mpoueaypa yaaneHua oxpaHAeMol obnacTu ¢ KapTbl

1.  HaxXmuTe 3HauoK
2. B rnaBHOM OKHe
yAanuTb:

, UTODbI MEPENTH B PEXXUM penaKTUPOBaHUA.
Map View wenkHuTe B ntobom Mecte obnactu, KoTopyto Tpebyetcs

- BepLwuHbl obnactu OT06pa3F|TCF| KaK KpaCHble KBaApPaTUKH.

-  BepxHuM npaBbii yron obnactv byaet nomeueH cuMBonomM X BHYTPU CEPOTo

KBaapaTtuka.

3. HaxmuTe cMumBOn X B CepOM KBagpaTtuke.

- OTO6pa3VITCF| BCn/biBaoWeEe OKHO NOATBEPXAEHUNA.

4. Bo BcnnbiBawoue

M OKHe HaxxmuTe OK, utobObl NnoaTBEpPAUTL yaaneHue obnacTtu.

— Obnactb OygeTt yoaneHa c KapTbl.

5. LlenkHWTe BblAeNEeHHbIM 3HAUOK

, UTODObI BbINTU K13 pexuma pegakKkTtupoBaHHUA.

Bosch Security Systems
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7

B3aumopencTteue KapT U nogpasgeneHumn

ITOT pasgen NPUMEeHUM, TONbKO ecnu PyHKUMUA nogpasaeneHnin AMC nuueHsMpoBaHa v

MCMONb3yeTCA.

B pnepeBe kapT M Ha camou KapTe
Onepatopbl Map View MoryT pegakTMpoBaTb U MPOCMaTPMBaATb TONbKO CLEHbI

no,qpa3,qeneHm71, AnA KOTOPbIX OHW aBTOPU30OBaAHbI.

- B pexxume npocmortpa:

—  CueHbl, ANA KOTOPbIX OHU He aBTOPU30BaHbl, He oTobpaxatoTca B AepeBe Bce
KapThbl.
—  Ecnu onepatop NOMELAeT CChINTKY Ha YCTPOWUCTBO Ha KapTe M YCTPOMCTBO 3aTeMm

nepemMellaeTcAa B nogpasageneHne, ona KoOToporo aTot oneparop He aBToOpn3oBaH, TO

3Ta cchbinka bonblie He byaeT paboTaTb M DyoeT NPUBOANTDL K OTODPaXKEHUIO
BCMNblBalLlero okHa: HeBO3MOXXHO HaUTU Ha3HAUEHHbIW KOMMOHEHT.
- B pexume penaKkTUpOBaHUA:

—  CueHbl, He NpUHaanexatiMe K aBTOpU30BaHHbIM MoJApasaAeneHUaAM, He
oToOpaxarTcA, 3a UCKNIOUEHUEM MMEHM CO 3HAUKOM 3aMKa B JlepeBe KaprT.

—  CueHbl, pacrnonoXeHHble B Mepapxin HUXKe BbiIOpaHHON CLEeHbl U He
npuvHaanexaltiMe aBTOPU30BaHHbIM NoapasaeneHnsam, He oTobpaxatoTca.
TpeyronbHUK NpeaynpexaeHna B UMEHU CLeHbl M BCM/bliBalolLlana noAcKaska
MHOPMUPYIOT onepaTtopa O NOAUUHEHHbIX CLEHaX, KOTOPble OHWU HEe MOTYT

penakTtnpoBartb UK NpocMmatpuBatb.

MpumeuaHue. B Takux cnyyasx BbiOpaHHas cleHa He MOoXeT ObITb yaaneHa unu

nepemMelleHa 3aTMM onepartopom.

B pepeBe yCcTpoOMCTB:
Onepatopbl Map View MOryT npocmaTtpuBatb yCTPOMCTBA TONbKO noapasaeneHun, ana

KOTOPbIX OHW aBTOPU30OBaHbLI.

B cnucke TpeBor u Swipe ticker
Onepatopbl Map View Moryt npocMatpmMBaTb TONbKO COObITUA B cnUcKe TpeBor U Swipe ticker

[ONA YCTPOUCTB B noapasaeneHuax, Ana KOTOPbIX OHW aBTOPU30BaHbI.
Ecnu 3apencTBOBaHHbIN Bnajaenewl KapTbl OTHOCKMTCA K APYromMy nofpasfaeneHuio,
oTobpaxkaeTtca cobbiTne, a AaHHble Baaenbla KapTel obe3nnumBatoTcs.

Moppasnene | Moapasnen | NMoagpasgeneHue | OTobpaxeHue cobbiTvsa B Map View
HUA eHue Bnagenbua (cnucok Tpesor unu Swipe ticker)
oneparopa | cuuTbiBaTe KapTbl
nAa
A A A OTobOpaxeHWe BCcex CBeAeHMN
A A B CobbiTHe ¢ 06e3NnUeHHbIMW CBEeAEeHUAMU O
Bnagenble KapThbl
A B A He otobparkaetcs
A B B He oTobpaxkaetcs

Tabnuua 7.1: CobbiTva goctyna
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8

8.1

8.1.1

MUcnonb3oBaHUe KapT U YCTPOUCTB B peXXume
npocmMmoTpa

O6wWwHe cBefeHUA 0 peXxuMme NpocMmoTpa

Pexxum npocmMoTpa npenHasHauveH Ana npocmMoTpa KapT v paboTbl ¢ yCTPOMCTBaMHU, a He AnA
ux nobaBneHusa, UameHeHUA U yaaneHua. Onepartopbl, B 3aBUCMMOCTH OT Ha3HAUEHHbIX UM
paspelleHuin B KN1MeHTe (aucneTuepe AManorosBbix oKoH) AMS, MOryT UCNonb3oBaThb

cnenytolMe NPUNOXEHWA B peXKMme npocmoTpa:
mE ]

o

- [epeso ycTponcTs

- Cnucok TpeBor A

Swipe ticker (beryuias cTpoka CUMTbIBaHMA KapT)

MpencrtaBneHne obnacren
Ucnonb3oBaHue AepeBa YCTpOﬁCTB

BBepeHue
[epeBo yCTPOMCTB NO3BONAET HAXOAUTb YCTPOUCTBA, KOHTPONMPOBATb UX PaboTy v ynpaBnaTb
UMU. YCTPOWCTBA B 3TOM MpPEACTaBNeHUU FPYNnupyoTCa cneayromMm obpasom:
Cepsepbl DMS
Cepsepbl MAC
KoHTponnepbl goctyna
Mpoxopabl
- [Bepu
—  YCTpoMcTBa UTeHuA
OxpaHHble NaHenu
- [laHenu
- Obnactu

Haxo)xaeHue yCcTpOHUCTB

oo
]

Haxmute — , uTobbl OTKPbITb AEPEBO YCTPOWCTB.

2. PasBepHUTe AepeBo YCTPOWUCTB A/1A MOMCKA HY>XHOMO YCTPOWCTBA.

3. (HeobsazatenbHo) LLlenkHUTEe yCTPOMCTBO NPaBOM KHOMKOW MbllKW U BbibepuTe MokasaTtb
Ha KapTe /17 MOWCKa 3HAUKOB YCTPOMCTBA, Pa3MeLleHHbIX Ha KapTe.

HabnioaeHue 3a COCTOAHMEM YCTPOUCTB
CocTofHuMA yCTpOl‘/IICTB 0TO6pa)KaI-0TCF| B (bopme HebonblWOro 3Hauka noBepxX rMaBHONro 3Ha4YoK
yCTpoWCTBa.
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3Hauo |[CocToAHuUe

D [Bepb 3aKkpbita (6enbiit 3HaUOK)

Eu [Bepb oTKpbiTa (6enblit 3HaUOK)

@ YcTponcTBO (Kak NpaBuMno, CUMTbiBaTeNb) OTKMOUEHO (KpacHbIM 3HAUOK)

ﬁ PyuHot pexum (opaHXeBbli 3HAUOK)

B |[sepb otnepra («NOCTOAHHO OTKPBITA ») (KPACHbIM 3HAUOK)

Tabnuua 8.2: OCHOBHblE COCTOAHMUA 3HAUKa

3Hauo |[CocToAHuUe

0 | MOHMTOPMHI NOCNefoBaTeNbHOCTHU AOCTyNa BKMIOUEH (3eNeHbli 3HauOoK)

E Benbit cNnMcoKk akTuBMpoBaH (benblit 3HAUOK)

| OxpaHsAemMas obnacTb NocTaB/eHa Ha OXpaHy

Tabnuua 8.3: CocTosHMWA BBEPXY CNeBa

3Hauo |[CocToAHuMe

CboW nuUTaHMA OT aKkyMynAaTopa (KpacHbIM 3HAUYOK)

HepoctaTtouHo 3apAna batapen CMOS (KpacHbIM 3HAUOK)

COoM NUTaHUA NOCTOAHHOTO TOKa (KpacHbIM 3HAUOK)

Cbol nuTaHuA (KpacHbIM 3HAYOK)

TpeBora, cBA3aHHasA ¢ batapeel cunTbiBatensa (KpacHbl 3HAUOK)

IR IR IR TR IR

YpoBeHb 3apAna batapeun cumTtbiBatens (KpacHbl 3HAUOK)

L YpOoBEeHb Yrpo3bl aKTUBUPOBAH

Tabnuua 8.4: CocTosHWA BBEPXY CrnpaBa

3Hauo |[CocToAHuUe

8 MAC nepekntoueH B Master (>kenTbl 3HAUOK)

8 MAC nepekntoueH B Slave (cepbli 3HaUOK)
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3Hauo (CocTtoAHue
K

r TpeBora B CBA3M C BMeLLaTeNbCTBOM (KpacCHbIM 3HAUOK)

Tabnuua 8.5: CocToAHMA 3HAUKOB BHM3Y cneBa

3Hauo |[CocTofAHue

& MogkntoueHue oTcyTcTBYeT (XKeNnTblM 3HAUOK)

Tabnuua 8.6: CocToAaHWA BHU3Y cripaBa

8.1.2 YnpaBneHue yCTPOMCTBAMMU C MOMOLLBbIO KOHTEKCTHbIX MEHI0

1. [nA paboTbl C yCTPOWCTBOM LLENKHUTE NPaBOW KHOMKOM MbIlIM COOTBETCTBYIOLIMM 3HAUOK
Ha KapTe WK1 B AepeBe YCTPOMUCTB.

2. OTobpasnTcA KOHTEKCTHOEe MeHt. Colep)KMMOoe MEHIO 3aBUMCUT OT TMMa YCTPOWCTBA, ero
TeKyLero CoCtoAHnA U pa3peLueHm71 ornepartopa.
Ecnu KOMaHOa He MOXeT OblTb BbINMONHEHA Ha yCTpO[/'ICTBe B TeKyweM COCTOAHWUU, MYHKT
MEHIO 0T06pa>+<aeTc54 CcepbiM LBETOM.
Ecnu KomaHaa He MoXeT ObITb BbIMOMHEHA ONEepPaTopoM M3-3a OTCYTCTBUA paspeLleHun,
NYHKT MeHto OyaeT CKpbIT.

3. LenkHuTe HY)KHYIO KOMaHAy, uTobbl BbIMOMHUTL €e.

B cnenyrouwmx Tabnuuax nepeumcneHbl OCHOBHbIE KOMaHAbl ANA Pa3NUUHbIX TUMOB YCTPOMCTB.
Komangbl MAC

KomaHpa OnucaHue

Ctapt MAC B XonogHoM pexume JTa KOMaHfAa yaansaeT Bce TOKanbHO
COXpaHeHHble flaHHble U NepesanyckaeT
ycTponcTBo. lMNpwu 3anycke byaeTt cHoBa
3anpolleHa KOH(UIypaunus C poaUTEeNbCKOro
yCTpoOWCTBa.

Ctapt MAC B ropauem pexume ITa KOMaHAa nepesanyckaeT yCTPOMCTBO, HO
COXpaHAET TOKANbHO COXPaHEHHbIE AAHHbIE.

CuHxpoHusmnposatb MAC 3anyckaeT CMHXPOHU3aLMIo BCcex Tabnuy
6asbl gaHHbIX MAC ¢ DMS.

Mepekntounts MAC OTa KOMaH4a NO3BONAET NepekntouaTbes
MeXay OCHOBHbIM W AOMNONHWUTENbHbIM
KoHTponnepom MAC.

AKTMBHbIM MAC nmeeT cocToAHue «Master».
PesepBHbit MAC uMeeT coctoAHMe «Slaver.

BKNOUNTL MOHUTOPUHT NocnefoBaTeNbHOCTU | MOXHO BKNOUKUTL ANA KOHTponnepa
aoctyna MOHUTOPWHI NOCNneaoBaTeNlbHOCTH AOCTyna
MNKU rnobanbHO BbIKNIOUMTL 3Ty PYHKLMIO Ha
ypoBHe MAC.
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KomaHpga

OnucaHue

ITa NpoBepKa MOXET ObITb BbIMONHEHA,
TONbKO €CNW OHa BKNtoueHa Ha ypoBHe MAC
mnu AMC.

OTKNOUUTb MOH UTOPUHT
nocnenoBaTenbHOCTU OOCTYMa

3Ta KOMaHAa OTKMUaeT NpPoBepKy
«MOHWUTOPUHT MocnefoBaTenbHOCTH
JocTynan.

lNokasaTb B AepeBe yCTPONCTB

BblgenaeT 3To yCTPOWCTBO B fiepeBe
ycTporncts MAP.

Tabnuua 8.7: Komanabl MAC

Komangbi AMC

KomaHnpga

OnucaHue

CTapT KOHTpONNepa B XONOAHOM pexume

dTa KOMaHAa ygansaeT BCe TOKanbHO
COXpaHeHHble AaHHble M nepesanyckaer
yCTPOMCTBO. [Npu 3anycke KoHdUrypauua
OyneT cHoBa 3arpyeHa C POAUTENbCKOro
yCTpOMCTBa.

CTtapT KOHTpONnepa B ropAayeM pexumme

3Ta KOMaHa nepesanyckaeT yCTPOWCTBO, HO
coxpaHfAeT NoKanbHO COXPaHEeHHble AaHHble.

OTtnpaBuTb Kntou TLS

Ecnn AMC Obin cOpoLIeH UMK OTKMIOYEH,
3HauoK oTobpaXkaeT BcnnbiBatoLee
npenynpexaeHve CoeguHeHUe OTCYTCTBYyeT
B Map View.

Ecnu cBA3b ¢ atum AMC 3awuiieHa
npoTtokonomMm DTLS, To oHa MOXeT ObITb
BOCCTaAHOBJ/IEHA TONbKO MOCNe TOro, Kak
koHTponnep MAC NOBTOPHO OTMPABUT K/THOU
DTLS B AMC.

YbeaoumBLIKCD, UTO COPOC MK MOBTOPHOE
nogknoueHue ObINU 3aKOHHbIMU, BbiDepuTe
OtnpaBuTb Kntou TLS.

lMoka ato He byaeT caenaHo, KOHTponnep
MAC 6ynet 6nokvposatb AMC, utobbl
HEeNTpanM3oBaTb BO3MOXHbIE aTaKu NyTeM
BpPeOOHOCHOM 3aMeHbl obopyaoBaHuA.

lNMokasaTb B AepeBe yCTPONCTB

BblaenaeT 370 yCTPOUCTBO B AepeBe
yctponcTts MAP.

Tabnuua 8.8: KomaHabl AMC

BpemeHHOe nepeonpeneneHue TeKywen KoH(pUrypauum ycTpomcTea

Mcnonb3ysa nepeuyncneHHble HUXKe KOMaHabl ABEPU U CUUTbiBaTENA, onepaTop 3ppeKTUBHO
nepeonpenenaeT TEKYLLYO KOHMUIYpaLUio rMaBHOW CUCTeMbI yripaBneHua goctynom (ACS),
BK/tOUaA ee BPEMEHHYI MoAeNb, ANA AAHHOTO KOHKPETHOro ycTponcTBa. KoHdurypaums

3apaeTcA B pefakTope ycTponcTs cucteMbl ACS.

2024-0515.5.0 |

PykoBoacTBO nonb3oBatensi Bosch Security Systems



Access Management System V5.5

Mcnonb3oBaHWe KapT v YCTPOWCTB B pexunme npocmoTpa | ru

31

UTtobObl BOCCTAHOBUTL KOHdI)VIpraLI,VIIO U BPpeMeHHY MoJerb nocne Takoro BpeMeHHoOro

nepeonpeneneHna, Bbl6epI/ITe BoccraHoBUTDb Koudmrypau,mo B KOHTEKCTHOM MEHIO

yCTpOVICTBa. [Toka 31O He 6yneT caenaHo, yCTpOl\/lICTBO OCTa€eTCA BHE ynpaBieHUA

KOHUrypaLuuen.

KomaHabl oBepu U npoxoaa

KomaHga

OnucaHue

BKNIOUNTb PYUHOW pPeXHUM

[Bepb BbIBOAMTCA U3-nof KoHTponsa AMS (o
cobbITUAX He coobLlaeTcsa, KOMaHabl He
BbIMOMHAIOTCA).

OTKMNIOUNUTD PYUHOMN PEXWUM

[Bepb BOo3BpaLaeTca noa KoHTponb AMS u
3anupaeTca B 0ObIUHOM pexume.

O6paTVITe BHUMaHUWe, UTO B NpUBeAEeHHbIX HUXe KOMaHAaX TEPMUHDbI «BXO,CI,HLU,VIe/
nexopgAawme»
NMPUMEHAKTCA TONbKO K HanpaBNeHHbIM Npoxoaam, TaKUM KaK TYPHUKETbI.

MpenoctaBUTb HOPMarnbHbIW AOCTYM Ha BXOA

MNepeBecTy ABEPb M3 3aMNepToro B OTNepToe
COCTOfIHUE, a 3aTeM CHOBAa B 3aneproe
COCTOfIHUeE.

MpenocTaBUTb pacLLUMPEHHbIN AOCTYN Ha BXOA,

MenneHHO NepeBecTU ABEPb U3 3aNepToro B
OTnepToe COCToAHME, a 3aTEM CHOBA B
3anepToe cocTosiHWe. CUrHan AnuHHee
00bIUHOTO, UTODObI NPEAOCTaBUTL NULLAM C
OrpaHUUEHHbIMU (PU3UUECKUMMU
BO3MOHOCTAMMW OOMNblUe BPEMEHMU.

MpenocTaBuTb HOpMaﬂbeIl‘;i OOCTyNn Ha BbIXon

MepeBecTy ABEpPb M3 3aNepToro B oTneproe
COCTOAHME, a 3aTeM CHOBa B 3anepToe
COCTOAHME.

MpefocTaBUTb PaCLUMPEHHbIM OOCTYN Ha
BbIXO[

MenneHHO NepeBecTU ABEPb U3 3aNepToro B
oTnepToe COCTOoAHMUE, a 3aTeM CHOBA B
3aneptoe coctoaHune. CUrHan annHHee
00OblUHOrO, UTODObI NPEAOCTaBMUTbL NULAM C
OrpaHUUYeHHbIMU PU3UUECKUMHU
BO3MOXHOCTAMMW OOMNblUe BPEMEHMU.

BkntouuTtb pexxnum «MocToAHHO oTnepTar

OTnepeTb ABEPb Ha Nepuos
HEKOHTPONMMPYEMOro JocTyna.

OTKNIOUUTb pexunm «NocToAHHO oTnepTa»

3anepeTb ABEPb B 0ObIUHOM peXHMe, T. €.
npeaocTaBnATb 4OCTYN TONbKO obnaaarensm
LEeNCTBUTENbHbBIX YUETHbBIX JaHHbIX.

Bnoknposatb ABeEPDb

3aumTa ABepr. HopmanbHbIi pexum paboThbl
npuocTaHaBnMBaeTcA. [IBepb MOXHO
OTnepeTb TONbKO crnelranbHbIMU YUETHbIMU
OaHHbIMU UKW NPAMOM KoOMaHaon ns AMS.

Bosch Security Systems
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KomaHpga

OnucaHue

PasbnokupoBaTtb ABEPb

3anepeTb ABepb B 0ObIUHOM pexume, T. €.
npenocTaBnATb AOCTYN TONbKO obnagatenam
JEeWCTBUTENbHbIX YUETHbIX AaHHbIX.

BocctaHOBUTb KOHUTYpaL Mo

OTMeHsEeT AencTBME BblllenepeymncneHHbix
KOMaHg M BOCCTaHaBNMBaeT COCTOAHUE
YCTPOWCTBA B COOTBETCTBMU C TEKYLLUUM
BPEMEHEM B COOTBETCTBUMU C KOHHTIypaumen
M BPEMEHHOW MOAENbIO B IMaBHOW cUcTeEME
ynpaBneHusa OOCTYNOM.

MNokasaTb B AepeBe yCTPONCTB

BbloensaeT 3To yCTPOWCTBO B AepeBe
ycTporncts MAP.

Tabnuua 8.9: KomaHabl ABepu M npoxopa

KomaHpbl cuutbiBaTens

KomaHpga

OnucaHue

BKnouMTb MOH MTOPUHT nNocnenoBaTeNbHOCTH
AocCTtyna

MOHUTOPUHT NocnegoBaTeNbHOCTM AOCTyNa
MOXHO BKMOUWUTb ANA OTAENbHOTO
KOHTpONnepa Unu rnobanbHO Ha ypoBHe
MAC.

BknoueHne Ha ypOBHE CUMTbIBATENA MOXET
paboTatb, TONbKO ecnu PyHKLUA TaKxKe
BKNtoueHa Ha ypoBHAx MAC n AMC.

OTKNHOUUTD MOHUTOPUHT
nocnenoBaTteNnbHOCTM OOCTyMa

JTa KOMaHga OTKNoUaeT MOHUTOPUHT
nocnenoBaTeNnibHOCTHU AOCTyMa.

MpenocTaBUTb HOPMarnbHbIM 4OCTYN

[TlepeBecTn ABepb U3 3aNepToro B oTneproe
COCTOAHME, a 3aTEM CHOBa B 3aneprtoe
COoCToAHMHE.

MpenocTaBUTb paclUMpPeHHbIM OOCTYN

MepneHHO NepeBecTU ABEPb U3 3aNepToro B
OTnepToe COCTOAHME, a 3aTeM CHOBA B
3anepTtoe coctoAHne. CurHan gnuHHee
obbluHOTO, UTObObI NPEegoCTaBUTb NMLAM C
OrpaHWUYEeHHbIMU PU3UUECKUMMU
BO3MOXHOCTAMMU bonblue BpeMeHMU.

BKNOUMTb PYUHOW pPeEXUM

CuuTbiBaTENb BbIBOAUTCA M3-MO4 KOHTpONA
AMS (cobbITUA He perucTpupyoTcs,
KOMaH[bl He BbIMONHAKOTCA).

OTKMIOUWUTD PYUHOMN PEXKUM

CuwnTbiBaTenb BO3BpaLlaeTCA Nog KOHTPONb
AMS wu 3anunpaeTtcsa B 0ObIUHOM pexunme.

3abnoku poBaTb CYUTbIBaATENb

3auMTUTb ABEPb, MPUOCTAHOBUB OObIUHBIN
pexum. CuntbiBaTenb dyaeT pearvpoBaTb
TONbKO Ha creuuanbHble YUeTHble JaHHble
UMW NPAMYIO KOMaHay U3 OCHOBHOM
CUCTEMBI.

2024-0515.5.0 |
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KomaHpga

OnucaHue

Pasbnokwu poBaTb CUUTbIBATENb

MomMeHATb COCTOsIHME A BEPU Ha 3anepToe B
00ObIUHOM pexume, B KOTOPOM CUMUTbIBATENb
OyneT npegocTaBnATb A4OCTYN TONbKO MPHU
npeabABNeHUN OENCTBUTENbHbIX YUETHbIX
OaHHbIX.

OtnpaeuTb kKntou OSDP

Ecnu cuntbiBatenb OSDP 6bin cOpoleH nnu
OTK/MIOUEH, ero 3HauoK oTobpaxkaet
BCMNNblBatoLWee npegynpexageHune
CoepuHeHHue oTcyTcTByeT B Map View.
Y6eauBLIKCh, UTO COPOC MMM MOBTOPHOE
NoAKntoueHue ObiNu 3aKOHHbIMK, BbiDepuTe
OtnpaBuTb Kntou OSDP, utobbl gatb AMC
paspelleHne Ha BOCCTaHOBNEHUWE CBA3KU CO
CuMTbIBaTENEM.

lNMoka 3To He ByaeT caenaHo, KOHTPONep
AMC byneT bnokuMpoBaTb CUMTbIBATENb,
yToObl HEMTPANM30BaTb BO3SMOXHbIE aTaKu
nyTem BPeaOHOCHOM 3ameHbl obopyaoBaHuA.

BoccTaHoBUTL KOHUTypaLmio

OTMeHAEeT AeNCTBHE BbilLenepeunucneHHbIX
KOMaH[ M BOCCTaHaB/IMBAET COCTOAHUE
YCTPOMCTBA B COOTBETCTBUU C TEKYLLUM
BPEMEHEM B COOTBETCTBUU C KOHUTIypaumen
U BPEMEHHOW MOAENbIO B IMaBHOM CUCTEME
yrnpaBneHua gOCTynom.

MNokasaTb B lepeBe YCTPOUCTB

BbloenaeT 370 yCTPOUCTBO B AepeBe
ycTponcTts MAP.

Tabnuua 8.10: KomaHabl cunTbiBaTeNA

DYHKLUU OXpaHbl (3aLUTbl OT BTOPXKEHUA)

DOHOBbIN LBET KaXKAOW OXpaHAeMOoW 0bnacTu, rpaHuLbl KOTOPo obo3HaueHbl Ha KapTe,
MEHAETCA B 3aBUCUMOCTU OT COCTOAHUA O6ﬂaCTVI.

ObpaTtnTe BHMMaHHWE, UTO B peXKuMe peAakKTUPOBaHUA (POHOBbLINM LIBET Y BCEX OXPaHAEMbIX

obnacter CUHUM.

doHoBbIe UBeTa oXpaHAeMbix obnacTtel (peXxum npocmoTpa)

LBer OnucaHue

CHHUN He rotoBo K NnocTaHOBKe Ha oxpaHy. CHATO C OXpaHbl.
3eneHbiv [OTOBO K MOCTAHOBKe Ha oxpaHy. CHATO C OXpaHbil.
Xentbin [TocTaBNeHO Ha OXpaHy.

KpacHbi [na sTon obnacTtv nogaH CUrHan TPEBOTU.
CeTno-cepbl HeunsBecTHOe cocTosiHMe.

Tabnuua 8.11: doHoBble LBeTa oxpaHAeMbix obnacten (pexxMm npocmoTpa)
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KomaHpbl onAa oxpaHaemMmou obnacTtu

KomaHpa

OnucaHue

AKTMBUPOBaTb
TPEBOXHYH CUPEHY
obnactu

BKMNIOUUTb TPEBOXHYIO CUPEHY AnA BblIOpaHHOM OXpaHAeMoMn
obnactu.

BbIKNIOUNTL TPEBOXHYHO
cupeHy obnactu

BbIKMIOUKNTL TPEBOXHYIO CUPEHY ANA BbiIOpaHHOW oXpaHAeMOowm
obnactu.

MONHOCTbIO Ha OXpaHe C
3aeP)KKOM

[MpepocTaBuTb NepPCcoOHany BPpeMA Ha BbIXO4, 3aTEM MOCTaBUTb Ha
OXpaHy BCE TOUKHK B OXpaHHeMOl‘/‘I obnactu.

MoNHOCTbIO Ha OXpaHe
6e3 3aaepKKu

HemeqaneHHO NOCTaBUTb Ha OXPaHYy BCE TOUKU B OXPaHAEMOMN
obnactu.

YacTMUHO Ha oxpaHe C
3a[ePXKKOM

MpenoctaBuTb NepcoHany BpeMs Ha BbiXO[, 3aTeM MOCTaBUTb Ha
OXpaHy TOMbKO TOUKK MO NepumeTpy B BbiIbpaHHOM OXpaHAeMoK
obnactu.

Mpu YaCTMUHOM NOCTAHOBKE Ha OXpPaHy NepcoHan MOXeT
cBobOaAHO NepemMeLatbCa BHYTPKU 0bNacTu, CUrHan TpeBoru npu
3TOM cpabartbiBaTb He bynerT.

YacTMuHO Ha oxpaHe be3
3aepXKKH

HemenneHHO NOCTaBUTb Ha OXPaHy TOMbKO TOUKK MO NepumMeTpy B
BbiOpaHHOM oxpaHsAemon obnactu.

lMpW YaCTMUHOM NMOCTAHOBKE Ha OXPaHy NepcoHan MoXeT
cBobofHO nepemMeLatbCcsa BHYTPKU 0O6NacTu, CUrHan TpeBoru npu
3TOM cpabaTbiBaTh He Oyger.

CHATb obnactb ¢ oxpaHbl

HemeoneHHO CHATb C OXpaHbl BCe TOUKHU B OXpaHHeMOl;I obnactu.

Cbpoc gatuvMkoB B
obnactu

[TocTaBUTb Ha OXpaHy BCe TOUKHU B OXpaHHeMOI‘/’I o6nacm, a 3aTem
HeMeaNneHHO CHATb BCe€ 3TU TOUKKU C OXpPaHbl.

[TokasaTtb B Aepese
YCTPOWCTB

BblgenuTb BbibpaHHyo obnactb B Aepese ycTponcts B Map View.

Tabnuua 8.12: KomaHabl Ans oxpaHAeMon obnactu

KomaHpgbl oxpaHAeMoun naHenu

KomaHnpga

OnucaHue

Moka3saTb B Aepese
YCTPOWCTB

BblaenuTb BbibpaHHyto NaHenb B AepesBe ycTponcTB B Map View.

Tabnuua 8.13: KomaHabl OXpaHAeMOoKn naHenu

KOMaHAbI TOUKHU BTOPIXKEHHUA

KomaHpa

OnucaHue

Obxop Touku

UrHopupoBaTb CUTHaMbl TPEBOrM OT 3TOW TOUKKU [0 TeX nop, noka
He OyneTt oTmMeHeH obxon.
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KomaHpga

OnucaHue

OTmeHa 06xofa TOUKHM

MNepecTaTb MTHOPWUPOBATb CUTHAMbl TPEBOTU OT 3TOM TOUKMU.
OTMeHUTb 06xona.

Tabnuua 8.14: KomaHabl TOUKW BTOPXKEHUA

KomaHgbl oxpaHHOro KoHTponnepa asepu B901

KomaHpga

OnucaHue

PasbnokupoBaTb ABepb

MepeBoauT ABepb B pa3bnoknpoBaHHoe cocToAHKWe. [1Bepb
OCTaHeTCA B 3TOM COCTOAHWMU, NOKA HE MONYUMUT APYryO KOMaHAy.

3abnokupoBaTb ABEPb

MNepeBoaUT ABEPb B 3abN0KMpOBaHHOE cocToAHMe. [1Bepb
OCTaHEeTCA B 3TOM COCTOAHWM, MOKA HE MONYUMT APYryo KoMaHay.

3awmTa gBepu

MUckntouaeT aBepb U3 cuctembl ACS. [IBepb MOXHO OTKPbITb
TONbKO BpPYyuHyto. CUrHanbl TPEBOMM He oTnpaBnsatoTcA. [1Bepb

pearvpyeT TONbKO Ha KOMaHAy BbiBecTu ABepb U3 pexuma
3alMUThbl.

BbiBecTn aBepb U3
pexxnuma 3almThbl

Bo3Bpallaet gBepb nof ynpaBneHue komaHgamu ACS u
bnokupyert ee.

BbINONHUTb UMKN ABEPU

Pasbnokupyet aBepb U cCHOBa ee BNOKUPYET, UTOObI paspeLlmnTb
AOCTYN C AeNCTBUTENbHBIMU YUETHBbIMU AAHHBIMU.
[OnvHa nmnynbca pa3sbnoKMpPOBKKW HacTpanBaeTca ANA TUNa ABepHU

B pefaKTope YyCTPOMCTB cucTtembl ACS.

Tabnuua 8.15: KomaHabl OXpaHHOTO KOHTponnepa asepu B9O1

Komanabl uudposoro Bxoga/sbixoga (DIP/DOP)

KomaHpga

OnucaHue

3agatb LM POBOM BbIXOA,

YcTtaHaBnvBaeT uugpoor Bbixog 1 Ha AMC

OUUCTUTb LU POBOM BbIXOA YcTaHaBnuBaeT Ungposor Bbixog 0 Ha AMC

[TokazaTb Ha KapTe

BbigeneHue ycTpolcTBa Ha KapTe, BbiIOpaHHOW B
pacKpbliBaloLEMCa ClUCKe.

Tabnuua 8.16: KomaHabl uMdgposoro sxoga/sbixoga (DIP/DOP)

KomaHpbl cuutbiBaTensa Simons Voss

KomaHpga OnucaHue
AKTUBMpPOBaTb Oenbi CIUCOK AKTUBMPYET PYHKLUMIO «Benbit cnucok»
[eaktuBupoBaTb Oenbii CNMCOK [eaktuBrpyeT hyHKUUIO «Benbii cnncok»

YaanuTb 6enbii cnucok

Ynanaet Bce 3anucu M3 benoro cnucka

CHHXpPOHU3MpPOBaTb Denbii CNUCoK CHHXpOHU3MpPYeT 3anucu B benom cnucke ¢ MAC

Tabnuuya 8.17: KomaHabl cumTbiBatens Simons Voss
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8.2 Ucnonb3oBaHUe CNUCKA TPEBOXXHbIX CUFHANoOB
B npeactaBneHn CAUCOK TPEBOXHbIX CUFHANOB OTODOpa)katoTcA CUCTEMHbIe cObbITHA,
Tpebytowme BMelwaTenbCcTBa onepatopa. OHO COOePXXUT cneaytolme NPUNOXKEHUA:
MpunoxeHue Uenb
® OTobpaxaeT HeobpaboTaHHblE TPEBOXHbIE CUTHambl
B OTKpbITHE XXypHana pervcrpaumnu cobbiTui TpeBOTM ANA NpocMoTpa
= NPOLNbIX COOLITUN
OTKPbITUE UHCTPYMEHTA KAaTEropui TPEBOT ANA HACTPOMKHU
OTHOCHTENbHOW BaXXHOCTU CUCTEMHbBIX CODBITUM, T. €. MPUHATHA
pelweHnsa o TOM, CneayeT I pacCMaTpMBaTb UTO-TO KaK TPEBOTH, U eCNn
0a, TO C KaKUM NMPUOPUTETOM:
Ecnu onepartopbl 3anyckatoT Map View, M Heobxoanmo Bbibpath, TpebyeTca nu um
HeMeaNeHHO NPOCMOTPeTb HeobpaboTaHHbIe TPEBOXHbIE CUIHalbl, MONYUYEHHbIX C MOMEHTa
nocnegHero 3anycka Map View.
NMpeaBaputTenbHblie TpeboBaHUA
PaspelleHns MOXXHO HasHauaTb OTAENbHO ANA BCEX KAaTeropuh Tpesor.
[nsa ucnonb3oBaHWA 3TOM PYHKLMKW onepaTopy TpebytoTcA paspelleHns xoTa bbl AnA ogHOM
M3 Kateropui Tpesor B npodune Mpunoxxenua Map cuctembl Access Manager. [1nn
KaTteropusauuu TpeBor TpebyeTca cobCTBEHHOE pa3pelleHue.
Ob6partuTtecb K CUCTEMHOMY aAMWHUCTPATOPY MU U3yuuTe pasgen CosgaHue npodunen
nonb3oBaTena (onepaTtopa) crnpaBKK MO KOHUrypaLMu 1 akcnnyatauum AMS.
Cm.
- TpeboBaHuA, CtpaHnya 9
8.2.1 PaboTta co cnuckoM HeobpaboTaHHbIX TPEBOXXHbIX CUFTHaNoB
370 AMaNoOroBoe OKHO OTKPbIBAEeTCA aBTOMATUUECKMU Npu 3anycke Map View u Hanuumu
HeobpaboTaHHbIX TPEBOT.
HeobpaboTaHHble TPEBOXHbIE CUTHANbl — 3TO COObITUA, KOTOPble Npou3oLwnu, korga Map View
He Oblo OTKPbLITO, UTWM KOTOPOE HU oauH onepatop Map View euie He obpaboTan.
Mpu 3anycke npencraBneHusa Map View:
» Bbibepute NokasaTb HeoOpaboTaHHble TPEBOrM Nocre BBoJa MMEHU onepaTopa U
napons.
Ecnun Map View yxe BbINnonHAeTCA:
1. HaxmwuTte A uTobbl OTKPbLITH CIUCOK TPEBOT.
|
2.  Haxmurte , UTobObl 0OTOOPa3UTL HeobpaboTaHHble TPEBOTU.
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O6paboTka TPEBOXXHbIX CUFTHANOB
Utobbl 06paboTath TpeBOXHbIM curHan B Map View, HeobxoauMo NpuHATb (NoATBEPAUTL) ero,
BbIMONMHUTb COOTBETCTBYIOLLIEE AeNCTBUE NPU HEODXOAMMOCTH, a 3aTeM yAanuTb ero U3 crucka
Nno 3aBepLUEeHUH.
—  [Ins MHOXeCTBEHHOTro Bbibopa UCMonb3ynTe obbluHble coueTaHusa knaBuw Windows:
Ctrl-A, uToObI BbIAENUTbL BCE,
Shift-wenuok anA Bbibopa CMEXHbIX 3N1EMEHTOB,
Ctrl-wenuok gnA BblAeNeHUA U OTMEHbl BblAENeHUA OTAeNbHbIX 3NEMEHTOB.
MpeaBaputenbHoe TpeboBaHue. CMUCOK TPEBOXKHbBIX CUFHANOB OTKPbIT.
1. Bblbepute TpeBOXHble CUrHanbl, KoTopble Tpebyetca obpaboTathb.
TpeBOXHbIW CUTHAN BbiAENAETCA B CMUCKe.

o JJIW Access Sequence Monitoring OFF
FM0/2019 6:25:21 PM

MAC
B Mew Accept

Ecnu TpeBora nocTynaeT oT yCTPOWCTBA, CBA3aHHOIo ¢ KapTol, To Map View
NnepeKkntoyaeTca Ha COOTBETCTBYIOLLYIO KapTy, & 3HAUOK YCTPOMCTBA HAUMHaeT Muratb. Ha
3HAUOK YCTPOMCTBA HaKNafblBaeTcA TPeyronbHUK NpeaynpexmaeHns 1 KOHBepT, KOTOPbIM
OTKPbIT UK 3aKPbIT B 3aBUCUMOCTU OT TOTFO, NMPUHAN NU ONepaTop TPEBOXHbIW CUrHan.

B,

N HaobopoT, ecnu LWEeNKHYTb 3HAUYOK YCTPOMCTBA, OTMEUEHHbIN TPEeYroNbHUKOM

npenynpexneHus, Ha KapTe, B CMIMCKE TPEBOXHbIX CUTHANOB BblAENAETCA
COOTBETCTBYIOLUMM TPEBOXKHbBIA CUTHAT.
2.  Utobbl yaanuTb TPEBOXHbIN CUIHAM, HAXKMUTE KHOMKY X B BEPXHEM MPABOM yrny.
TpPeBOXHbIA CUTHAN UCUE3HET U3 CrnucKa.
HecMoTps Ha TO UTO TPEBOXHbIM CUFHAN MCUe3aeT U3 CNUCKA, BCe AENCTBUA
3anucbiBalOTCA B OCHOBHOM cucteme AMC M B XXypHan uameHeHun Tpesor Map View.
3. UT00Obl HauaTb 06pPabOTKY TPEBOTU, HAXMUTE KHOMNMKY MPUMEHUTb.
KHonka MpuHAT uameHutcA Ha FotoBo.
Tenepb Bbl OTBeUaeTe 3a TPEBOXHbIW CUrHan. Opyrue onepatopbl Map View B cucteme
b6onbwe He yBUMAAT ero B cBomx Map View.
4. Y10obbl OTpearMpoBaTb Ha CUrHaN TPEBOrM, BbIMOMHWUTE COOTBETCTBYOLWME AENCTBUA.
5. Tocne 3aBeplleHUA 4eNCTBUI HaXXMUTe KHOMKy FoToBo.
TpeBOXHbIM CUTHAN UCUE3HET U3 CrnucKa.
HecMoTps Ha TO UTO TPEBOXHbIW CUIHAN McUe3aeT U3 CMUCKA, BCe AeNCTBUA
3anucbliBaloTcA B 0CHOBHOM cucteMe AMC u B KypHan MaMeHeHun Tpesor Map View.

8.2.2 Ucnonb3oBaHue XXypHana perucrpauum cobbiTU TpeBoru
XypHan peructpaumu cobbITUN TPEBOMM COAEPXKUT UCTOPUIO 00paboTKkK TpeBoOr onepaTtopamu.

Npoueaypa
1. Haxmute , UTODObI OTKPbITb CMIUCOK TPEBOT.

2.  Haxmute , UTOObl 0TOOPA3UTb XKXypHaN U3MEHEHUIN TPEBOT.
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8.2.3

8.3

3. Mcnonb3yiTe nons BBOAA, UTOObl OFrpaHUUUTb CMMCOK TPEBOT MHTEPECYIOLWNMHK Bac, a
3aremM HaxmuTe NMpUMEHUTb.
[vnanasoH par:
[nanasoH BpeMeHMU: B CUCKe BbIbepuUTe, NPUMEHAETCA N BPEMA Hauvana U KoHua K
KaXXgoMy OH0 AuanasoHa Aart unu K nepBoMy W NocnefHeMy AHKO COOTBETCTBEHHO.
Oneparop: MMA onepaTtopa, BbIMOMHUBLLErO AeWCTBUE
KaTteropusa: katreropusa TpeBoru.

4. Haxmute kHoNKy OK, utoObl 3aKpbITb OKHO NMOC/Ee 3aBEPLUEHUA.

Ka‘reropusauuﬂ TpeBor
TpeBorn Moryt 6bITb OTCOPTUPOBAHbI MO KAaTEropMsAM B 3aBUCUMOCTH OT CTEMEHU UX BAXKHOCTU
Ha Balem obbekTe. KateropmMrmusauuma TpeBOr U3MEHAET UX MPUOPUTET B CMUCKE TPEBOT.
Kateropuu no ymonuaHuto (oT Haubonee Ao HaMMeHee BaXKHbIX):

!'-i'
1.  TpuHyxXaoeHue "x

‘\.IJ'

2. KpuTnueckoe coctofHue g

3. [lpenynpexaeHune

4. ObcnyxuBaHue
—  (curHan TpeBOru OTCYTCTBYET)
UToObl U3MEHUTb 3HAUEHMA KaTeropui Mo yMONMUaHUIO, BbIMONHUTE Cneaytolline OenCcTBUA:

1. Haxmure , UTOObI OTKPbITb CMUCOK TPEBOT.

2. Haxwmure , UToObl 0TOOPA3UTL KaTeropuu TPEBOTH.
Kaxkabiv TMN cobbliTUM oTobpa)kaeTcAa BMecTe C pacKpbiBaOLWMMCH CIUMCKOM, KOTOPbIM
COLEPXKUT TEKYLLYIO KaTeroputo.

3. Bbibepute TMN cobbiTUA, KOTOpOe TpebyeTca M3MEHUTb, U BbibepUTe APYryto KaTeropuio B
pacKpblBatoWeMcs CrucKe.

4. TloBTopsAKTe ANA BCeX TUMNOB COObLITUM B COOTBETCTBUM C TPeDOBAHUAMMU.

5.  Haxmute kHonky OK, uToObl COXpaHUTb Ha3HaUEHUA KaTeropuu, UNn KHonky OTMeHa,
uyTobbl NpepBaTb onepauuto 6e3 coxpaHeHUA U3MEHEHUH.

MHULMaLKMA U OTMEeHa npeaynpexaeHua ob yrpose ¢
NOMOLbI0O KOMaHAbl NONb30BaTeNbCKOro MHTepdenca

B aTOM pa3pgene onucbiBaeTCA, Kak akTUBMpPOBaTb npeaynpexaeHue ob yrpose B AMS Map
View.
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8.4

MyTb K AUANOrOBOMY OKHY
°18

- AMS Map View > = (aepeBo ycTpoWcTB)
MpeaBaputenbHblie TpeboBaHUA
—  OnpepeneH xoTa bbl OAWH YPOBEHb Yrpo3bl.
- Kak MMHUMYM OfIMH YPOBEHb Yrpo3bl MOMEUEH B pefaKkTope YCTPOUCTB KaK aKTUBHbIW.
—  Bbl kak onepatop Map View n AMC obnagaete HeobxoaMMbIMKU pa3peLlleHUAMI:

—  [OnA paboTbl C ypOBHAMM yrpos.

— [na npocmoTtpa MAC B nogpasgeneHunu, B KOTOPOM HEOBXOAMMO aKTUBUPOBATb

npenynpexaeHue ob yrpose.

Mpoueaypa akTMBaLUK npeaynpexaeHusa ob yrpose
1. B pmepese yctponcts B AMS Map View LieNKHWUTE NPaBOM KHOMKOMW MblIlLW YCTPONCTBO

MAC, B koTopoM HeobxoaMMO akKTUBMPOBATb NpeaynpexaeHune ob yrpose.

-  OT0bpasuTca KOHTEKCTHOE MEHIO C KOMaHAaMM, KOTopble BaM paspeLleHo
BbINMOMHATb Ha 3TOM ycTporcTee MAC.

- ECnu HW OOMH U3 YPOBHEN OMaCHOCTH ellle He aKTUBUPOBAH, B MeHIo OyaeT oauH Unu
HECKOMNbKO 3M1EMEHTOB C METKOW AKTUBUPOBATb YPOBEHb Yrpo3bl, rAe «<name>» —
3TO MMA YPOBHA Yrpo3, onpefeneHHoro B pefaktope yCTPOWCTB.

2. BbibepuTe ypoBeHb yrpo3bl, KOTOPbIK TPebyeTca akTMBUPOBATb.

—  YpoBeHb yrpo3bl Oyaet akTMBMPOBAH.

Mpouenypa oTMeHbI NpeaynpexaeHua ob yrpose

MpenBaputenbHoe TpeboBaHWe. YPOBEHb Yyrpo3bl YKe UCMONb3yeTcA.

1. B pepese yctponcts B AMS Map View LenKHWUTE NPaBOM KHOMKOMW MbllLW YCTPONCTBO
MAC, B KOTOPOM HeObOXoAMMO OTMEHMTb NpeaynpexaeHune ob yrpose.
-  OT0bpasuTca KOHTEKCTHOE MEHIO C KOMaH4aMM, KOTOopble BaM paspeLleHo

BbIMONMHATL HA 3TOM ycTporcTtee MAC.

2. BbibepuTe OTKNIOUUTL YPOBEHb Yrpo3bl B KOHTEKCTHOM MEHIO.

—  TeKylWun ypoBeHb Yrpo3bl ByAeT OTKNIOUEH.

Ucnonb3oBaHue Swipe ticker

BBepeHue
Swipe ticker — 370 MHCTpyMeHT, Nnomorarwumi onepatopam Map View B peanbHOM BpeMeHH!
OTCNEeXWBaTb, KTO BXOAWUT Ha TEPPUTOPUIO UNKU MOKUAAET ee.

0630p

Swipe ticker —ato npunoxexHne B AMC Map View, B KoTopoM oTobOpakatoTca nocnegHue

10 MUHYT COOBITUI AOCTyna B AUHAMMUECKOM MPOKPyuMBaeMoM crnuncke. OTobpaxatotcs o 50

cobbITUM gocTyna, a cobbiTva cTapue 10 MUHYT yaanaTCA U3 CMUCKA aBTOMATUUECKH.

Onepartop MOXET OTCMEeXMUBaTb BCE CUMTbIBATENMU B CUCTEME MITM MOXKET BblOpaThb

NOAMHOXECTBO YCTPOWCTB.

Kaxxgas 3anucb B CMUCKe COAEPXUT NoapobHble cBeAeHUA 0 CODObITUM U UCMONb3yeMbIX

YUETHbIX AaHHbIX, HAaNpUMep:

- Wwm#A Bnagenbua KapTbl U coxpaHeHHas doTorpadua Ans BU3yanbHOro NOATBEPXKAEHUA
NUUHOCTH.

Bosch Security Systems PykoBoacTBO nonb3oBartens 2024-0515.5.0 |



40 ru | Mcnonb3oBaHKWe KapT M YCTPOWCTB B peXunme NpocMoTpa Access Management System V5.5

— BpemeHHasa meTKa.

— HasBaHMe KOMMaHWKU U (MNK) Noapa3geneHuns, eclm OHO COXPaHEHO.

— [poxoa v cuMTbiBaTeNb, HAa KOTOPbIX OblIMM UCNOMb30BaHbI YUETHbIE AaHHbIE.
—  Karteropus cobbiTMA C LBETOBOM METKOM:

—  3eneHbld UBeT: 3aBepLUeHHbIM 4OCTYN C AeNCTBUTENbHBIMU YUETHBIMW JAaHHbIMK

—  XenTblM UBET: HE3aBEPLUEHHbIW OOCTYN C AEMCTBUTENbHBIMU YUETHBIMU AAHHBIMMU,
HanpuMep Bnagenew KapTbl nepesanycTun 6NoKUPOBKY, HO HE OTKPbIN ABEpPb.

—  KpacHbli LBeT: HeyaauHas NonbiTKa A0CTyna ¢ HeAeUCTBUTENbHbIMU YUETHbIMMU
naHHbIMK. OTobpaXkaeTcA TMN HeAeNCTBUTENbHOCTU, HaNnpuUMep, yYeTHble JaHHble
nobaBneHbl B UePHbIA CMUCOK, HEU3BECTHbI UMM CPOK UX AENCTBUA UCTEK.

Swipe ticker He coxpaHsaeT cobCcTBEHHbIE apXUBbl; OH M3BrNeKaeT U oTobpaxaeT cobbiTUA
[0CTyrna U3 CUCTEMHOM 0asbl AaHHbIX. [JMHAMMUUECKYHO NMPOKPYTKY MOXHO MPUOCTAHOBUTb ANfA
NOAPOOHOI0 U3yUeHUs UMK OTKPbITb B OTAENbHOM OKHE A/A napannenbHOro MCnonb3oBaHusA C
apyrumu npunoxeHuamm Map View.

3ameuaHue!

3apepxKa nocne peaakTMpoBaHUA

[nA pacnpocTpaHeHUA U3MEHEHUIN MOEHTUDUKALMOHHbBIX (POTOrpacmuin U APYIrMX OAHHbIX
nepxarensa kaptbl U3 AMC B Swipe ticker obbluHO TpebyeTcA HECKONBbKO MUHYT. Bo Bpems
CUHXPOHU3aLUMKn Swipe ticker npogonkaeTt pearnposaTbh B pearibHOM BPEMEHMU Ha CTapble
LaHHble.

MpeaBaputTenbHblie TpeboBaHuUA

Mpod1nb Nonb3oBatena onepatopa TpebyeT HanMUMA cneuunanbHOW aBTOpU3aLmnK Ann

3anycka Swipe ticker.

1. B rnaBHom npunoxeHun AMC nepengute B meHto: Kondourypauua > NMpodomnu
nonb3oBaTenemn.

2.  3arpysuTe uMA NPoguIA HY>XXHOTo oneparopa.

3. B T1abnuue Bbibepute NMpunoxenna Map cuctembl Access Manager > CneuuanbHbie
cyHKUUM > Swipe ticker .

3anyck Swipe ticker

o=

» B Map View wenkHute , UTODObI 3aNyCTUTb UHCTPYMEHT.

BbiObop cuuTbiBaTeneu gna HabnogeHusa
Ecnu cunTtbiBaTenu ele He BbiOpaHbl UMK Bbl XOTUTE U3BMEHUTb BblOOP, BbIMOMHUTE
cneayrouiMe OencTBuUA:

1. B okHe Swipe ticker HOKMUTE KHOMKY (Hactpo#ku).
OTKpoeTcA OKHO PUNBbTP YCTPOUCTB.

2. B aepeBe yCTpOMCTB yCTaHOBUTE hNaXKKWM HaNnpOTUB MNPOXOAO0B UMW CUMUTbIBATENEN,
KOTopble TpebyeTca oTcnexusaTtb. Pnaxkkk paboTatoT cnenytowMm obpasom:
Ecnu BbiOpaTb npoxon, No ymMonuaHuio byayT BbiOpaHbl BCe NOAUYMHEHHbIE YCTPOMCTBA.
dnaxku oTaenbHbIX NOAYMHEHHbIX YCTPOWCTB 3aTEM MOXHO CHSATb, €CMIU OHW He
TpebytoTcA.
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Ecnu BbibpaHbl Bce fouepHUe aNeMeHTbl POAMTENbCKOrO YCTPOMCTBA, hNaXokK
poauTenbckoro obbekta otobpaxkaerca benbim LuBeToM. ECnm BbibpaHa TONbKO YacTb
3NeMeHTOB, (hNaXKOK POAUTENBCKOro oObeKkTa OTOOpaXkaeTcA cepbiM LLBETOM.

3. Haxmute kHonky OK, uTobbl 3aBepLUWTb BbIGOP CUMTbIBATENEN U 3aKPbITb OKHO PUNBLTP
YCTPOMUCTB.

OTobparkeHue BbIOpaHHbIX CUUTbIBaTENEen Ha KapTe

» [Baxkabl LWWEeNKHWUTe 3anucb B Swipe ticker.

=  Swipe ticker aBTOMaTMuecku npuvocTaHaBInBaeTCA.

= B rnaBHOM OKHe oToOpasutca Map view, nepBanA COOTBETCTBYIOLLAA CLLEHA KapTbl B
uepapxuu KapT, U byaeT BblgeneH cuMTbiBaTeNb, KOTOPbIM Bbl ABaXAbl WENKHYH.

MpuoctaHoBka Swipe ticker

» B okHe Swipe ticker wenkHuTe MNU ABaXXAbl LeNKHWUTE 3anncb B CNUCKe, UToDbI
NPUOCTAHOBWUTb AMHAMUUECKoe oTobpaxeHue.

= [OuHamuueckoe oTobparkeHWe ByaeT npuocTaHoBneHo. BxoaAalime 3anmcu cobbitui
nometluatoTca B bydep, Ho He oTobparkatoTca.

= B Hauano cnucka pobasnaetcs yBegoMneHue o TOM, UTO NMOTOK COObITUM MPUOCTAHOBIEH.

Bo3ob6HoBNeHMe npuocTtaHoBneHHoro Swipe ticker

» B okHe Swipe ticker HaxxmuTe , UTOObl BO30OHOBWTb AIMHAMHUUECKOE
oTobpaxeHue.

=  [OMHaMWUECKMW CNUCOK OTODparkaeT B XPOHOMOrMUeckoM nopagke (cHauana camble
HOBble) Bce coDbITUA AOCTyNa, NPOMU3O0LLEALME HA BbIOpaHHbIX CUMTbIBATENSAX 3a
nocnegHve 10 MUHYT (Makcumym 50).

=  CobbITMA AocTyna, KoTopble ctapule 50 caMbiXx HOBbIX UNK cTaplue 10 MUHYT, yaansarTcA
M3 CrnUcKa.

= HoBble cobObITUA AOCTYNa CHOBa oTobpakaloTcs B pearnbHOM BPEMEHU MO Mepe UX
noABMEHMUA.

Oy6nupoBaHue Swipe ticker B oTaenbHOM OKHe
ObpatuTe BHMMaHWeE, UTO B KaXKAblh MOMEHT BPEMEHU MOXHO OTKPbITb TONIbKO OAHO OKHO
nybnukarta Swipe ticker.

1. B okHe Swipe ticker wenkHuTte (JononHUTENbHOE OKHO).
OTnenbHOe OKHO ABnAeTcA Ay0nnKaTtoM U He 3aBUCUT OT Swipe ticker B rmaBHOM OKHe.
OHO MOAUMHAETCA TEM >KEe HACTPOMKaM.
Opyrve npunoxeHusa Map View, Takne Kak CMUCOK TPEBOT, TeNepb MOXHO MCMONb30BaTb
napannenbHoO B rMaBHOM OKHe.

2. [ocne 3aBeplleHnsa paboTbl C OTAENbHbIM OKHOM MCMONMb3yNUTe CTPOKY 3aronosKa, 4tobbl
3aKpbITb €ro.

Cwm.
- TpeboBaHus, CtpaHuya 9
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8.4.1 Ocobble cnyuau
MpunoxeHue Swipe ticker B Map View u asepu ¢ moaynamu B901
[nAa npegocTaBneHus NpaBWnbHOM MHOPMaLUK NpunoxeHuo Swipe ticker B
npeacrasnednn AMS Map View naeHTuduKaTopbl ABepen ¢ moaynamu B901 AonxHbl
coBnagaTtb C MOAEHTUMKATOPaAMKU UX ABEPHbIX Touek. Hanpumep, Asepb 1 AonxkHa ObiTb
HasHaueHa ABepHOM Touke 1, ABepb 2 ABEPHOM ToUuKe 2 U T. 4.
Doars 1 -4 Daoor 1 [Doar 2 [Door 3 Door 4
Door Name Text Dron Doo Do, Do
Door Mame Text (Second Language)
Door Source | S (eant) soif (B901) SO (B901Y) =oiff (Bo01)
Enfry Area 1 1 1 1
Lszzociated Keypad & pad 1 pad 1 pad 1 pad 1
Custom Function | zabled abled =ahled abled
Door Point 1 2 3 4
Door Foint Debounce BO0ms GO0ms GO0ms GO0ms
ITW Ha3HaueHUna Onsa KoHTponnepa aseper B901 BbinonHATCA B MHCTpyMeHTe RPS ans
HACTPOMKKU OXPaHHbIX NaHEeNen U KOHTPONNepPoB.
8.5 MoHuTOpHUHI obnacTeu gocryna
BBepeHue
Mocne pobaBneHuA 1 coxpaHeHMA obnacTen gocTyna B KNUeHTe (gMcrnetyepe AManoroBbixX
OKOH) AMS oHu oTObpa3ATcA B AepeBe obnacten Map View.
L ]
» Haxmurte , UTOObI 0OTOOPa3uUTb CNUCOK obnacTem.
[nAa novcka obnacTten B KpynHbIX AepeBbAX obnactel npeaycMoTpeHa naHenb noucka.
O6nacTtu gocTtyna otobpaxatoTca B Tabnuue B BMAE CNMcKa ¢ oTctynom. B Tabnuue
coep)artca cTonbubl ANA YKa3aHHbIX HUXKE 3N1EMEHTOB.
— HasBaHue obnactu.
—  Twun o6nactu. OH 3aBMCUT OT TMMa COOTBETCTBYIOLLErO NMPOXOAa B peaakTtope yCTPOWCTB, B
NPOTUBHOM crnyyae Ansa obblUHbIX MPOXOA0B UCMONb3yeTcA TUN «[1o yMonuaHuo».
Cnegyouwme aBa ctondua MMelT 3HaUeHWe TONbKO B TOM cliyyae, ecnv Ans Bxoda B
penakTope yCTPOMCTB aKTUBMPOBaHa (PYHKLUMA NnofacueTta nud.
—  Kon-Bo: TeKyllee KONMMUeCcTBO NuL (MM TPAHCMOPTHbLIX CPEeACTB B C/lyyae NapKOBKU) B
AaHHOM obnacTw.
—  Makc. uucno: MakcMManbHOe KONMMUecTBO NuL, (MM TPAHCNOPTHbLIX CPEACTB) ANA AaHHOM
obnactu.
—  CocTofiHMe: TeKyllee COCTOAHWE 0bOnacTu.
Search
Name Type Count Max. count
Parking 1 Parking
Handicap Parking
Supplier Parking
Visitors Parking
Cafeteria Default
Lobby Default
Offices1 Default
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3ameuaHue!
Mepesarpyska ana obHoBNeHWA NpeacTaBneHuns
Ecnu knueHT Map View paboTtan Bo BpeMsa BHECEHMA U3MEHEHUIN B KNUeHTe (gucnetyepe

AManoroBbiX oKoH) AMS, HaXXMWUTe KHOMKY QD (Mepe3arpy3nTtb), 4TobbI YOEAUTHCH, UTO
BCE U3MEHEHMWA NMPUMEHEHbI.

8.6 MOHUTOPHUHI OXpaHAEeMbIX ObnacTten U ynpaBneHue UMM

BBepeHue

Mocne pobaBneHUA U COXPaHEHUA YUETHbIX AAaHHbIX OXPAHHbIX NaHenen B KNueHTe
(omcneTtuepe gmManorosbix oKoH) AMS oHM ByayT oTobpaxkaTbcA B cnucke obnacTten B Map
View. B 3TOM CNUCKe MOXHO OTCNEeXWBaTb COCTOAHMA OXpaHAeMblx obnacTtel u nogasaTb Ha
HUX KOMaHAbl.

8.6.1 MOHUTOPUHI OXpaHAeMbiXx obnacreu
Mpouenypa
»
1.  HaxmuTte , UToObl 0TOGpPa3uTb Tabnuubl oxpaHAeMbIX obnacten u obnacrten
pocTtyna.

2. (HeobasatenbHo) [nA MoMcKa HyXHbIX obnacTten B bonblinx Tabnuuyax obnacten MOXKHO
BOCMOMb30BaThCA MNaHenbio Noucka.
— B T1abnuue otobpaxkaloTca oxpaHAeMble obnactu. Tabnuua cogepKuUT ctonbubl AnA
crnenyroLUMX 3NeMeHTOB:
- WmaAa: nma oxpaHAaeMon obnacTu.
—  TMaHenb: UMA OXpPaHHOW NaHenu, K KOTOPOW NPUHAANEXUT obnacTb.
—  CocTofAHMe: TeKylllee COCTOAHUE oXpaHAeMon obnacTu.
—  KHonka gnA KoMaHAabl N0 YMONUaHUIo
—  KHonka ¢ MHorotouuem [...] AnA Bbl30Ba KOHTEKCTHOTO MEHIK KOMaH[

Intrusion areas

Search

Name Panel

Area 1 B706A10 Disarm area

Area 2 B706A10 All On Instant

8.6.2 YnpaBneHue oxpaHAeMbIMU obnacTtamMmu
Mpouenypa
]
1.  Haxmute , UTOObI 0TOOpPasuTb Tabnuubl oxpaHAeMbix obnacten u obnacren
nocTyna.

2. (HeobssartenbHo) [InA noucKa HyXHblX obnactel B bonblinx Tabnuuax obnacteM MoXKHO
BOCMONb30BaTbCA MaHe bl MNOUCKa.

- B T1abnuue otobpaxalTca oxpaHAeMble obnacty. Tabnuua cooepXuT cneayrouime
ctonbubl ana obnactu: Uma, Manenb v Tekyllee CocToAHMUE. A TakxXe cneayoline
KHOMKW KOMaHbl:

Bosch Security Systems PykoBoacTBO nonb3oBartens 2024-0515.5.0 |



44 ru | MUcnonb3oBaHWe KapT M YCTPOWCTB B peXxunme NpocMoTtpa Access Management System V5.5

Disarm area
-  KHonka (Hanpumep, ) AN KOMaHabl NO YMONUAHUIO B KOHTEKCTe

TEKyLLEero COCTOAHUA.
- KHonka ¢ MHorotouuem [...] ANA BbiI30Ba KOHTEKCTHOrO MEHI0, Coflep)Kallero sce
NPUMeHUMble KOMaHAbl A4NA AaHHOW obnacTwu.
3.  HaXmuTe KHOMKY, UuToObl MOAATb KOMAHAY MO YMOMUAHHUIO.
Kak BapuaHT, MOXHO BblOpaTb OOUH MMM HECKONbKO 3MEMEHTOB U LLENKHYTb NpaBou
KHOMKOM MbILIW KHOMKY C MHOTOTOUMEM, UTOObI BbIOpaTh KOMaHAy M3 KOHTEKCTHOrO
MeHto. ObpaTuTe BHUMaHUe, UTo B Cliyyae BbIDOpa HECKONMbKUX 3/1EMEHTOB KOHTEKCTHOE
MEHIO COLIEPXKMUT TOMbKO T€ KOMaHbl, KOTOPble MOTYT OblTb UCMOMHEHbI ANA BCEX
BblOpPaHHbIX YCTPOWCTB.

Intrusion areas
h

Name Fanel State

Areal b BY06A10 Disarmed

= All on "
Araa 2 BF06A10
o i Instant armed
AllOn Instant L

Activate area alarm bell
Silence area alarm bell
B7OGA10 All On Delay
All On Instant
Part On Delay
Part On Instant
rea

Reset sensors in area

MpumeuaHue

B pexxume npocmMoTpa TO XKe KOHTEKCTHOE MEHIO MOXHO Bbi3BaTb, LLENKHYB NPaBOM KHOMKOM
MbilKM 0bnacTb Ha KapTe. UTobObl HaMTK 06MacTb Ha KapTe, HAXXMWUTE KHOMKY C MHOFOTOUMEM B
Tabnuue «OxpaHAeMble o6nacTu» 1 BbibepuTe NMoka3aTb Ha KapTe B KOHTEKCTHOM MEHI0.

2024-0515.5.0 |

PykoBoacTBO nonb3oBatensi Bosch Security Systems



Access Management System V5.5 Mcnonb3oBaHWe KapT U YCTPOWCTB B pexume npocmoTtpa | 45

Bosch Security Systems PykoBoacTBo nonb3osartens 2024-0515.5.0 |



46 | Mcnonb3oBaHWe KapT U YCTPOWCTB B pexume npocmoTpa Access Management System V5.5

2024-05]5.5.0 | PykoBoacTBO nonb3oBatens Bosch Security Systems






Bosch Security Systems B.V.
Torenallee 49

5617 BA Eindhoven
HugepnaHngbl

www.boschsecurity.com
© Bosch Security Systems B.V., 2024

PeweHunAa B cchepe ynpaBneHnA 3qaHUAMM ANA YNyYLLEHUA KauecTBa XU3HHU
202405241133




	 Содержание
	1 Безопасность
	2 Использование справки
	3 Об этом документе
	4 Обзор системы AMS
	5 Основные сведения о Map View
	5.1 Начало работы
	5.1.1 Требования
	5.1.2 Вход в систему в первый раз

	5.2 Режимы отображения: режим просмотра и режим редактирования
	5.3 Главное окно приложения
	5.4 Настройка звукового оповещения о тревогах

	6 Настройка карт в режиме редактирования
	6.1 Загрузка карты
	6.2 Обновление карты
	6.3 Удаление карты
	6.4 Экспорт карты
	6.5 Установка карты в качестве домашней карты
	6.6 Добавление устройств на карту
	6.7 Организация дерева карт
	6.8 Связывание сцен карт
	6.9 Связывание областей доступа с картами
	6.10 Связывание охраняемых областей с картами

	7 Взаимодействие карт и подразделений
	8 Использование карт и устройств в режиме просмотра
	8.1 Использование дерева устройств
	8.1.1 Наблюдение за состоянием устройств
	8.1.2 Управление устройствами с помощью контекстных меню

	8.2 Использование списка тревожных сигналов
	8.2.1 Работа со списком необработанных тревожных сигналов
	8.2.2 Использование журнала регистрации событий тревоги
	8.2.3 Категоризация тревог

	8.3 Инициация и отмена предупреждения об угрозе с помощью команды пользовательского интерфейса
	8.4 Использование Swipe ticker
	8.4.1 Особые случаи

	8.5 Мониторинг областей доступа
	8.6 Мониторинг охраняемых областей и управление ими
	8.6.1 Мониторинг охраняемых областей
	8.6.2 Управление охраняемыми областями



