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1 Be3onacHoOCTb

Ucnonb3yiTe NnocneaHol0 BepCUI0 NporpaMMHoro obecneueHun

Mpexae uem BNepBble UCMONb30BaTb YCTPOMCTBO, yoeauTecb B TOM, UTO Ha HEM yCTaHOBNEHA

nocnenHAA Bepcusa nporpaMmHoro obecneuenus. Utobbl obecneunTtb nocTtosHHyo pabory,

COBMECTUMOCTb, 3PPEKTUBHOCTL U BE30MNacHOCTb, PerynapHo o6HOBNANTE NporpamMHoe

obecneueHne B TeUeHWE BCErO CPOKa IKCMNNyaTauuu yctponctea. Cneaynrte MHCTPYKUUAM Mo

0OHOBNEHWIO NPOrpammMHOro obecrneyeHus, NPUBEAEHHbIM B IOKYMEHTALMUK K NMPOAYKTY.

JononHuTenbHble CBEAEHUA CM. MO CCbINTIKAM HUXe:

—  Obuwwue cBeneHua: https://www.boschsecurity.com/xc/en/support/product-security/

- PekomeHpauuu no 6besonacHoCcTH, npeactaBnstole cobor CNMCOK U3BECTHbIX YA3BUMbIX
MECT U npeanaraemMbix peweHunn: https://www.boschsecurity.com/xc/en/support/
product-security/security-advisories.html

KomnaHua Bosch He HeceT OTBETCTBEHHOCTM 3a YyLUepb, Bbi3BaHHbIM 3KCNNyaTalMen ee

npoaykKunmn Cc yctapeswmMmMun nporpaMMHbIMKU KOMIMOHEHTAMMU.
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Mcnonb3oBaHUe CnpaBKHU

Mcnonb3oBaHue haina cnpaBku.

KHONKKM naHenu MHCTPYMEHTOB

KHonka

DyHKUMUA

OnucaHue

p=|
-]

CKpbITb

Ha)xmuTe 3Ty KHOMKY, UTOObl CKPbITh
naHenb HaBurauuu (BKnagku
"CopepxaHue", "Ykasatens", "lMouck"),
ocTaBMB oTobpaXkaTbCA TONbKO obnacTb
CNpaBKMU.

[MokasaTtb

Mocne HaxkatnA KHonkKW "CKpbITh" Dyaet
oTobpaxarbcA KHomnka "lMokasatb". Mpwu
Ha)KaTUM 3TOW KHOMKK CHOBa
oTobpaxkaeTcsa NaHenb HaBUrauuu.

Hasapg

Ha)kMuTe 3Ty KHOMKY ANA nepemeLleHuns
K nocnegHemMy npoCMOTPEHHOMY
pasaeny.

&

Bnepen

HaxxmuTe 3Ty KHOMKy AnA nepexoaa
BNepes no 3TOM e Lenoyke pasgenos.

=

[Teuatb

Ha)kMuTe 3Ty KHOMKY, UTOObI HauaTb
neuyatb. Boibepute "Haneuatatb
BblOpaHHbIM pasgen” unu "Haneuatatb
BblIOpaHHbIM 3aroNnoBOK M BCe
nogpasaensi”.

Bknagku

CopeprkaHue

Ykazartenb

Mouck

Ha aToW BKnagKke npeacraBneHo

nepapxmyeckoe 0To6pa>+<eH ne cogepxaHua.

Ha>kMWTe Ha 3HAUOK C M306pa)KeHVIEM KHUTH

%, uTOObI Pa3BepHyTH ee ':EI U HaOXKMUTE

Ha 3HAUOK pa3aena

, UTOObI OTKpPbITb €ro.

Ha maHHOM BKnaake oTobparkaetca

yKasaTenb TEPMUHOB B andaBUTHOM
nopAaake. Boibepute pasgen U3 cnucka Unu

BBeAMTe CNoBo, UTobbl HAWTU coaepsKallue
ero pasgenbil.

Mcrnonb3yWTe 3Ty BKNaAKy AnA nomMcka

noboro Tekcta. BeeguTte TeKCT B none, 3aTem
HaXXMWTe KHOMKy Pa3genbl 4nA noucka
pasfenos, CoepXaliux Bce BBeOeHHble
cnosa.

U3meHeHUe pa3mepa OKHA CnpaBKH

MepeTalmMte yron unu Kpam okHa Ao HeobxoaMmoro pasmepa.

OanbHelwHe ycnoBHblie 0003HAaUEHUA, UCNONb3yeMble B 3TOW JOKYMEHTaLUHU

—  TekcT (MeTKM) MHTepdelca Nnonb3oBartena oTobpakaeTcs NONY>KUPHbIM WPUDTOM.

2024-0515.5.0 |
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Hanpumep: CepBuc, ®ain, CoxpaHUTb Kak...
- [MocnepoBaTenbHOCTb HaXkKaTWA CBA3aHa C MOMOLLbIO cMMBoO/a > (3Hakom "bonblie uem").
Hanpumep: daun > Cospgatb > Manka
—  M3meHeHuA TMNa ynpaeneHuns (Hanpumep, MeHIo, KHOMKa, MNaXKoK, BKNaaKka) B
nocrnenoBaTeNnbHOCTM YKasaHbl nepen MeTKOM afemMeHTa ynpaBneHus.
Hanpumep: Haxxmute meHto: flononHutenbHo > MapameTtpbl > BKknagka: NMpocmoTtp
- KomOuHauuu KnaBwul onucaHbl ABYyMsA CrlefylowmMmMu cnocobamu.
—  Ctrl+Z: HaxkaTb NepBy0 KNaBULY W, YAEPXKUBAA €€ HaXKaToM, Ha)kaTb BTOPYHO.
- Alt, C: HaxaTb M OTNYCTUTb NEPBYIO KNaBULLY, 3aTeEM Ha)kaTb BTOPYHO.
—  @OYHKUMM KHOMOK-3HAUKOB AobaBneHbl B KBagpaTHble CKOOKK Mocne caMoro 3Hauka.
Hanpumep: [CoxpaHuTb]
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3 O06 saTom poKymeHTe

3TO OCHOBHOE PYKOBOACTBO MO NporpammHomy obecneueHuto Access Management System.
B HeM paccmaTtpuBaeTcA UCNONb30BaHWE OCHOBHOMW MporpamMbl gucnetuepa AUanoroBbix
OKOH, KOTOpaA ganee Ha3sbiBaetcA AMS

- KoHdurypauuma cuctemMbl ynpaBneHua goctynom s AMS,

- PaboTta cUCTEMHbIX ONepaTopoB C HACTPOEHHOM CUCTEMOM.

CBA3aHHaA AOKYMEeHTauus

Cnegytowan nHpopmMaLma npeacTaBneHa B OTAENbHbIX JOKYMEHTax:
—  YcraHoBka AMS 1 OONOMHUTENBHbBIX NPOrpamMMm.

- ®yHkunoHuposaHue AMS - Map View.

2024-05 | 5.5.0 | Software manual Bosch Security Systems
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4 O630p cucrembl AMS

Access Management System — 310 MmowHasa cuctema, npegHasHaueHHasas UCKNOUUTENbHO ANA

KOHTPONA AOCTyNa, KoTopasa MOXET UCMOMb30BaTbCA CAMOCTOATENbHO UMTK B COUETaHUU C
dnarmMaHcKomn cuctemMon BuaeoHabnoaeHua Bosch BVMS.

CBOMMM NpenmyLLlecTBaMK 3Ta CUCTEMA BO MHOTOM obfA3aHa YHUKaNnbHOMY COUYETaHUIO
nepeaoBbiX U MPOBEPEHHbIX BPEMEHEM TEXHOMOTMUN:

Yao6CcTBO MCMONb30BaHMWA: MPAKTUUHbIM NMONb30BaTENbCKUN UHTEPdENC C BO3MOXKHOCTBIO
nepetackuMBaHuAa Ha Map View, a TakXe ONTUMMWU3UPOBAHHbIM AWANOrOBbIM OKHOM
OMOMETPHUUECKON perucTpaumu.

BesonacHocTb AaHHbIX: cUCTEMa NoadepXMBaeT HoBellWe ctaHaapTbl (EU-GDPR 2018),
onepauuoHHble CUCTEMbI, Da3bl AAaHHbIX U 3aIMEPPOBAHHbIE CUCTEMHbIE UHTEP(ENCHI.
YCTOMUMBOCTb: rMaBHble KOHTPONNEpPbl 4OCTyNa CpeaHero yposHa obecneuunsatoT
aBTOMAaTMUecKyto oTpaboTKy OTKa3a U KOMMNEHCHUPYIOT paboTy NoKanbHbIX KOHTPOMNEPOB
[OCTyna B cfyyae ceteBoro cbos.

OpueHTauuna Ha byayuiee: perynapHbie OOHOBNEHWA U MHOTOUWUCEHHbIE MHHOBALMOHHbIE
yCOBepLUEeHCTBOBAHMA.

MacwTabrpyeMocTb: OT Manbix 40 DOMbLIWX CUCTEM.

CoBmecTuMOCTb: APl-uHTepdenchl RESTful, nHTepdenchl Ana NOAKNIOUEHUA K CUCTEMaM
06paboTkK cobbITU U BUaAeoHabntoaeHuA Bosch, a Takke K cneynanmMsanpoBaHHbIM
NapTHEPCKUM pEeLUEHUAM.

3allmuTa MHBECTULMM: BO3MOXHOCTb paclUMPEeHUs CUCTEMbI KOHTPONA AOCTYNa U
noBblWeHUA ee 3pHEKTUBHOCTH.

Bosch Security Systems
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NMuueH3npoBaHUue cUCTEMDbI

MpenBaputenbHbie TpeboBaHUA

CucTema ycnewHo ycTaHoBneHa.
Bbl BbINMOMHWUAKW BXOA HA KOMMbloTep ¢ cepBepoM AMS (>kenaTtenbHO C npaBamu
aAMUHKUCTpaTopa)

Mpouenypa AnA NnpUobpeTeHHbIX NULLEH3UH

Tpeb6oBaHuA. Bbl NpMobpenu NUUEH3UKU, UCMONb3YA NOAMWUCH 3TOr0 KoMMbtoTepa. [AnA
NonyyeHusa MHCTPYKLMIN 0bpaTtuTecb K TOProBOoMy npeacTaBUTeNto.

AKTUBaLUA NULEH3UHU
Mytb

9.

[OucneTuep gManoroBbix OKOH cuctembl AMS > FnaBHoe meHio > KoHdurypauusa >
NMuueH3una

HaxxmuTe Alucnetuep NULEH3UHN

OTkpoeTtcsa mactep MeHep)kep NULLEH3UM.

HakmMuTe kHonNKy COXpaHUTb ANA COXPaHEeHUA MHopMaLMK O cucTeMe B chamn.
HakmuTe KHONKY MpoaomXKuThb.

BonguTte Ha ynaneHHbIM nopTtan remote.boschsecurity.com ¢ yueTHbIMW JaHHbIMU

KOMMNaHWU.

BbibepuTe NpoayKT, ANA KOTOPOro HY>XHO aKTUBWPOBATb NMULEH3UIO, U CNeaynTe
MHCTPYKUMAM Ha nopTane, utobbl co3haTb U cKauaTb NMULEH3UOHHbIW hann.

BepHuTech B MeHepKep NULEH3UN.

HaxxmuTte KHonky MpoaomxuThb.

Haxxmute kHonky UMnopT, utobbl HAMTK 3arpyXeHHbIM NULEH3UOHHbBIN hann U 4obaBuUTb
€ro B CUCTEMY.

HaxxmuTte kHonky FoToBo.

10. HaxmwuTte MNMepesanycTuTb AMcneTuep AManorosbix okoH AMS.

3ameuaHue!

Ecnu B npouecce noaBnaAtTcA coobuieHnsa ob ownbkax, obpaTutech B cnyx0y noaaep’xxku

Bosch.

3ameuaHue!

PesynbTathl annapaTHbIX U MPOTrPaMMHbIX U3MEHEHUN

M3meHeHMe annapaTHOro obecneueHun cepBepa MOXeT NPUBECTU K aHHYNTUMPOBAHUIO

NULEH3UU W NpeKpalleHUto PyHKLMOHMPOBAHUA NporpaMmMHoro obecneueHus. MNepeq
BHECEHWEM M3MEHEHWUIN B CepBeEP NMPOKOHCYNbTUPYHUTECH CO CMELUANUCTOM CNY>KObl
NOAAEPXKKHU.

Mpoueaypa ANA [EMOHCTPALUOHHOIO peXxuma
[JeMOHCTPaLMOHHbIN peXxuM npeaocTaBnaeT NMULUEH3UU Ha BCE CUCTEMHbIE KOMMOHEHTbI Ha

orpaHuueHHoe BpeMsa. Mcnonb3ynTe 4EMOHCTPALUOHHBIM PEXUM TONbKO B
HEeMNpoW3BOACTBEHHbIX cpeaax, utobbl onpoboBaTb KOMMNOHEHTbI Nepes NoKYMNKOW.

1.

2.
3.
4

Bxog B Access Manager

Mepenaute B pa3gen Kondmrypauusa > NMuueHsuu

HakmMuTe KHONKYy AKTUBUPOBaTb AE€MOHCTPALUOHHDbIH PEXUM

Ybenutech, UTO COOTBETCTBYIOLLME KOMMOHEHTbI MEPEUNUCeHbl B JUANOTOBOM OKHe
NMuueH3uu.
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Software manual Bosch Security Systems


https://remote.boschsecurity.com

Access Management System V5.5 NnueHsnpoBaHue cuctembl | ru 13

[eMOHCTPaLMOHHbIN PeXXUM akTUBUpPYeTCcA Ha 5 uacoB. ObpaTUTe BHUMaHKe, UTo BpeMmsa 40
OKOHUaHUA CpoKa AeNCTBUA pexxnma oTobparkaeTca BBEPXY AUANOroBOro okHa NIMLeH3uu 1 B
CTpOKe 3aronoska 00/blUIMHCTBA AMANOroBbIX OKOH.

Bosch Security Systems Software manual 2024-05]5.5.0 |
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6

6.1

HacTtpourka kaneHpapn

MnaHWpoBaHMe MePONPUATUI MO KOHTPOMKO AOCTYMNa OCYLECTBNAETCA C MOMOLLbIO
BpPeMeHHbIX Moaenen.

BpemeHHaAa mopaenb — 370 abCcTpaKTHaA NocneaoBaTeNbHOCTb MPOAOMIKUTENBHOCTbIO OAWH
unu bonee gHeN, KaXXablM U3 KOTOPbIX XapaKTepuayeTcs AHEBHOW MOAENDbIO.

BpemMeHHble MOAENN KOHTPONMUPYIOT AENCTBUA, KOrAa OHU MPUMEHSAIOTCA K bazoBomy
KaneHpaplo CUCTEMbl KOHTPONSA A0CTyna.

KaneHaapb cMCTEMbl KOHTPOMA AOCTyNa OCHOBAH Ha KaneHaape onepaluoHHOW CUCTEMbI XOCT-
KOMMblOTEPA, OAHAKO B CUCTEMHOM KaneHaape Takxe npeaycMoTpeHbl 0ocobble AHU, KOTopble
cB0obOAHO onpeaenAnTCA afiMUHUCTPATOPOM CUCTEMbI KOHTPONA A0CTyna.

OcobbIMU AHAMU MOXHO Ha3HaUMUTb ONpeAeneHHyto AaTy B KaneHgape Unuv onpeaenutb Mx
OTHOCHUTENbBbHO KAKOro-nMbo KynbTypHOro cobbituaA, Hanpumep Macxu. OHU MoryT
NOBTOPATLCA, HO 3TO HeobA3aTenbHO.

UToObl 30(PEeKTUBHO HACTPOUTb KaneHaapb ANA CBOEW CUCTEMbl KOHTPONA AOCTYNa,
BbIMONHUTE Ccreaytolline OenCcTBuUA.

1. OnpenenvTe ocobble AHM KaneHaaps, akTyanbHble ANA Ballero pacnonoX)eHus.

2. Onpenenute AHeBHble MOAENMU, ONMUCbIBalOLLME aKTUBHbIE U HEAKTUBHbIE Nepuoabl ANA
Ka)xgoro Tvna gHen. Tak, AHEeBHAsA ModeNnb rocylapCTBEHHOro npasgHuka byoer
oTnMuaTbCcA OT Moaenu obbluHoro pabouero gHA. PaboTa no cMeHaM TakXe BAUAET HA TUM
M HeobXxoaMmoe KONMUecTBO AHEBHbIX MOAenen.

Onpenenute BpeMeHHble MOAEenu, CoCToALLMe U3 0AHOW UNu bonee AHEBHbLIX MofENEN.
HasHaubTe BpeMeHHble MoAenu BnagenblamM KapT, pa3pelleHuamM U BXoAaMm.

E Special days
|E® Day models

P w

| 9@ Time modelz

OnpeneneHue ocobbix aHeH

MpW OTKPbLITUX JAHHOTO AMaNoroBOro OKHa B BEPXHEM Mofie CrucKa NnoABNAeTCcA CMUCOK BCeX
yKasaHHbIX NpasgHUUHbIX AHen. ObpaTuTe BHUMaHWe, UTo AaThl BCEX MPasgHUUHbBIX AHEN
yKasaHbl TONbKO ANA TeKyllero roga. OgHako KaneHaapb obHoBNsAeTCA M3 roga B rof B
COOTBETCTBMU C BBEAEHHbIMU AAHHbIMU.

Moa AaHHbIM CMMCKOM HaxXOAATCA pa3fMuUHble NONA ANA CO3[aHWA HOBbIX OCODbIX AHEHN, a
TakXXe ANA U3MEHEHWS UMK yaaneHusa CyLecTBYOLWKUX 0cobbix AHel. YTobbl 06aBWUTL HOBbIN
0CobbIM AeHb, XOTA Obl TPW U3 3TUX MONeW BBOAA AOMKHbI COAEPKaTb AlaHHble. Bo-nepBbiX, B
COOTBETCTBYHLMX MONAX HEOOXOAMMO BBECTM ONMcaHUe U paTy. B-TpeTbux, B
COOTBETCTBYIOLIEM CMUCKe Bbibopa HeobXxoamMMo BbibpaTbh KRAacc, K KOTOPOMY OTHOCKUTCA
JaHHbIM 0CODObIN AeHb.

2024-0515.5.0 |
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A < e

« System data

F@) Day maodels

| 9@ Time models

m’ Divisian:

rList of available special days

Date (cur, year) | Description Day model Division
i 01/01f2014 | Mew Year DMAC-Holiday Cammon
Mo 01/20§2014 | Martin Luther King Jr, Day DMAC-Holiday Common
Mo 02/17§2014 | Presidents' Day DMAC-Holiday Common
Mo 05/2602014 | Memarial Day DMAC-Holiday Common
Fr 07/04f2014  Independence Day DMAC-Holidaw Common
Mo 09)01§2014 | Labor Day DMAC-Holiday Cammon
Mo 10/15§2014 | Columbus Day DMAC-Holiday Common
Di 11§11§2014 | Veterans' Day DMAC-Holiday Common
Do 1172712014 | Thanksqiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DMAC-Holidaw Common
4| | i
r Create, modify, or delete a special day
Description: I Columbus Day
Day model: IDMAC-HDIiday : Holiday @ Cormmon j
Date: I 1001 etk j Ievery wear ﬂ
Days to add: I? j
Week day: IMontag i after the date j
Date in this year: | Ma 10/13(2014
Priority: I 60 j Walid From: I 3: uniil: I 33

TakaA garta yKasblBaeTCA 3a HECKONbKO LIaros. CHauana B none [lata BBOAUTCA OCHOBHasA

pJata. B jaHHbIM MOMEHT TaKad [aTta OnucbiBaeT HEKOTopoe cobbiThe TeKyulero roga. Ecnu

Tenepb NoONb3oBaTeNb YKa3blBaeT YaCTOTy NepmnognyecKoro noBTopeHnA B CnucKe Bbl60pa

PALOM C Monem Aatbl, 3MeMeHTbl AaTbl, ONpeaenatoLlne NepuoaMUHOCTb, 3ameLlaroTca
NMOoACTaHOBOUHbIMK cuMBonamu (*).

OAHOKpPAaTHO

Pa3 B rog

kkkk

pa3 B MecAl, B TeueHue roga

* %

pas B MecAl Kaxabli rog

*% kkk%k

B 3aBMCMMOCTHM OT Aatbl [Tacxu

k% kk kkkkx

[MpasgHUuUHble 4HW, KOTOPble 3aBUCAT OT AaThl [lacxu, yKa3biBakOTCA He Mo gaTe, a Mo pasHOCTH
OHen c NacxanbHbiM BOCKpeceHueM. [lata NacxanbHOro BOCKpPECEHUA B TEKYLLEM rogy

yKasbiBaeTcs B none [lata B JaHHOM rogy, a OTKNIOHEeHWe OT 3TOM AaTbl BBOAWUTCA UMK
BbiOMpaeTca B none JobaButb gHU. MakcrMmanbHoe uncno aHen — 188, nostomy gobasnss

MUNKN BblUNUTaA, MOXHO onpeaennTtb nobown AeHb gaHHOro roaa.

Bosch Security Systems

Software manual
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[pyrve naHHble, HaNpPUMep AeHb HeAenu AnA nNpasgHUUHOro AHA, He oba3aTenbHbl. ObpaTute
BHMMaHWe, UTO CNUCOK OHEW Heaenu onpeaenseTcA permoHanbHbIMUM HACTPOMKaMMU
onepauroHHomn cuctembl (OC). 3To HeM3bexHO BeAeT K 0TObpaXKeHUIo AaHHbIX Ha Pa3HbIX
A3blKax, Korga A3blK CUCTEMbl KOHTPONA AOCTyna oTnnuyaetca oT Asbika OC.

HasHaueHUWe cpoKa AeWCTBUA TaKXe He o0bA3aTenbHO. ECNM ANUTENbHOCTb HE yKa3aHa, Nno
YMOMUYaHWIO yCTAaHABNMBAETCA HEOrpaHWUEHHbIM CPOK AENCTBMA HauMHasa C AaTbl BBOAA.
Takxe MOXHO 3agaTb npuopuTeT. MNpuoputet oT 1 go 100 onpenenseT, Kakon nNpasgHUK
nomkeH bbITb Ucnonb3oBaH. Ecnv Ha oAWH AeHb NpPUXOAATCA ABa NPa3fgHUMUHbIX AHA, cHavana
nMaeT npasfaHuK ¢ bonee BbICOKUM NMPUOPUTETOM. ECNM NpUOpPUTETbI paBHbI, BbIOOP NpasaHuKa
He oCyLecTBnAeTCA.

[MpasgHuk ¢ npuoputeTtom O A€aKTUBUPYETCA U HE UCMONb3YeTCA.

B ananoroBom okHe BpemeHHble mogenu otobpa)kaloTcA TONMbKO aKTUBHble NMpa3gHUKK, T.e. C
npuvoputeTom Bbiwwe O.

3ameuaHue!

BpemeHHana momenb nogpasaeneduna "Obuee" MoXeT MCNONb30BaTh TONbKO Te Npa3fgHUKH,
KOTOpble Ha3HaUeHbl ANA 3TOro nogpasaeneHums.

BpemeHHasa mogenb ocoboro nogpasageneHua "A" MoXeT UCNONb30BaTb TONTbKO Te
npasgHWKK, KOTOPble Ha3dHaueHbl ANA 3TOro NoAapasaeneHums.

HeBO3MOXHO cMmellnBaTb NPa3AHUKW ONA pasHbiX NOApPa3AeNneHui, T. e. Kaxaoe
nogpasaeneHne MOXeT UCMONb30BaTb TONbKO KOHKPETHbIE NPa3aHUKK, KOTOPble Ha3HAUEeHbI
ONA 3TOro nogpasfeneHua B ero BpeMeHHON Moaenu.

6.2

OnpepeneHue AHEBHbIX Moaenen

Mopenu AHA onpeaenatoT WabnoH ana noboro AHA. B HUX MOXeT ObITb 0 TPEX BPEMEHHbIX
WHTEPBaNoB.

Mocne oTKPbITUA AAHHOTO AMANOroBOro OKHa oTobparkaloTcA BCe CyLLeCTBYIOLME MOAENU OHA.

2024-0515.5.0 |
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|—_T B ‘ < ° m Division:
« System data rList of available day models of the access control
Day model Description Skark kime End time Skark kime End time Skart kime End time Division |
E S CMACHelidsy Fioliday DT:00:00 AM_ 07:00:00 A1 Common |
DMAC-none none Zormon

9@ Time models

Create, modify, or delete day models of the access control

Mame: | DMAC-Holiday Description: IHoIiday

Time inkervals:  Stark time: End time:

Istinterval: |01:00 At = | o7i00 Am =
= | =
ardinkerval: I ﬁ I ﬁ

2nd inkerval:

3T0 AMaANOroBOe OKHO UCMOMNb3yeTcA ANA onpeaeneHna U U3MeHEeHWA UMEeHU Modenen,

OMWUCaHWUM W UHTEPBANOB. 3HAUOK 3anycKaeT HOBYK MOAenb.

Bpemsa Hauana v KoHUa MHTepBana ykasbiBaeTCcA B yacax U MUHyTax. Kak Tonbko HacTtynaet
COOTBETCTBYHOLLEE BPEMA, MHTEPBAN aKTUBUPYETCA U NEeaKTUBUPYETCA COOTBETCTBEHHO. UTOObI
bonee ueTKoO NPeACTaBUTb 3TW 3HAUEHUA BPEMEHM KaK OrpPaHUUMTENU, Ha MaHeNu CNUCKa OHU
oTobparkatoTca ¢ cekyHaamu (Bcerga 00). Hanpumep, aBTopu3saumsa B MOAENU BPEMEHU C
nHTepBanom 8:00 — 15:30 paspewaet goctyn ¢ 08:00 ytpa go 15:30, HO 3anpeLlaeTt gocTyn
nocne 15:30:01.

Mpv BBOJlIE 3HAUEHWIM BPEMEHM Hauana v KoHLa BbIMONHAETCA UX NOrMyeckana NpoBepKa,
HanpuMMep Bpemsa Hauana AOMXKHO NpeAlecTBOBaTb COOTBETCTBYHOLLIEMY BPEMEHU KOHLUA.
OfHO U3 CNeACTBUMM — HU OAWMH UHTEPBAN He MepexoiMT 3a NONMHOUb, a AOMKEH ObiTb pasaeneH
B 3TOM TOUKe:

1-M MHTepBan oT: no: 00:00

Cneayrowmmn UHTEpBan oT: 00:00 no:

3a ucknioueHuem nonyHouu (00:00), He gOMNyCKAOTCA NEPECEUYEHUA MexXay pasaenuTenamu
WHTEPBANoB B Mofenu oAHoro agHA. ObpatuTe BHMMaHWe, 3TO NpPaBMIO NPenATCTBYET BBOAY
OHOrO M TOro XK€ BPEMEHM B KaueCTBe KOHLUA OAHOrO MHTepBana v Havana cnegyloLero.
MckntoueHue: y 24-4yacoBOro UHTepBana B KauecTBe BPEMEHW Hauana U KoHua 3agaHo 00:00.

Bosch Security Systems Software manual 2024-05]5.5.0 |
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3ameuaHue!

CoBeT. MHTepBanbl MOXXHO MPOBEPATb, NPOCMaTPMBaA UX B 4MANOroBoM okHe "Mopenu
BpemMeHu". CHauana co3nante Mofenb BpeMeHU C 3afjlaHHbIMWU UHTepBanamu (CucteMHble
OaHHble > KaneHgapb > Mogenu aHs). 3atemM HasHaubTe JaHHY Mofenb AHA PUKTUBHOM
MOZEeNU BPeMEHU C NepruoaoM B oauH AeHb ("CuctemMHble gaHHble" > "KaneHgapb" > "Mogenu
BpeMeHH"). 3aTemM WHTepBanbl UIMIOCTPUPYIOTCA HA TMCTOrpamMmMe.

BbinauTte M3 aManoroBoro okHa "Mogenu BpemeHu" 6e3 coxpaHeHUsa U3MEeHEHUN.

6.3

Mopenb OHA MOXXHO yAanuTb TONIbKO B TOM Cllyyae, eClii OHa He Ha3HaueHa HU OgHOMY
cneynanbHOMy OHKO U HE UCNONb3YyeTCA BO BPEMEHHbIX MoAdeNnAX.

OnpeneneHue BpeMeHHbIX Moaenemu

I BAA] W -

« System data

E Special days
|E Day models

9® Time models

tE:( » ox { @ 1 Division:

r~ Time model of the access contral

Mlame: I Al Diescription: I

Period: IE, ::‘I Reference date: ITU 07/21/2015 3: [V Ignore special days
Presisw

Assignment of day models

Mo, |Day model 6:004M 12:00PM 6:00PM |Description Date {15t periad) ‘Divisiar

4

7274565 DMAC-Hol... Holiday Di 07/21§2015  Caomme
7274568  DMAC-Ho, .. Haliday Mi 07[22/2015  Comme
7274569 DMAC-Hali, .. Haliday Do 07/23/2015  Conme
FET4570  DMAC-Holi. .. Holiday Fr 07/24/2015  Commc
T274571 DMAC-Holi... Holiday Sa 07/25/2015  Comme

I i

Holiday Day model ” £:004M 12:00PM 5:00PM ”Descriptian ‘ Date {1st period) ‘Divisiur

CyuiecTBytoline MOAEN BpeMeH MOXHO BbibpaTb M3 CMMUCKa MOUCKA, a CBEAEHWUA O HUX
oTobparkatoTcs B NONAX AManoroBoro okHa. [ltobaa obpaboTka ocyllecTBnsercs B
COOTBETCTBUM C NPOLEAYPON CO3aHUA HOBbIX MOAENEN BPEMEHU.

Ecnu Macka nycrta, MOAenu BpeMeHU MOXHO co3faBatb ¢ Hyna. [ns aToro Heobxoanmo
BBECTM MMA W UUC/O IHEW B Nepuoae, a 3aTeM BblbpaTh AaTy Hauana unu UCXOL4HYIO AaTy.
Mocne noaTBep’KaeHWA 3ToM Aathl (Haxkatve Knasuiiv BBOJ) B pacrnonoXeHHOM HUXe none
Ananorosoro okHa HasHaueHue Mopenein [HA NOABNAETCA CMUCOK. YUNCMO CTPOK B AaHHOM
CMUCKe COOTBETCTBYET 3ajlaHHOMY Bblllie UMCNy AHeN. B gaHHbIX cTOnbLax ye cogep)KuTca
NopAAKOBbLIM HOMEP M AaThbl ANA 3TOro nepuoaa, HauMHaa ¢ BbiIbpaHHOW AaTbl Hayana.

B aTOM cnucke nonb3oBaTenb MOXET U3MEHATb UMK BCTaBNATb TOMbKO 3aMWcK B CTOﬂ6Ll,e Umsa.
Kak y>ke ynomuHanoco, 3anucu B ctonbuax NQ 1 Oara bepytca U3 onvcaHUi 3aronoska
auvanorosoro okHa. Ctonbel, OnucaHue 3anonHAeTCA CUCTEMOM Ha OCHOBe Bbibopa mMogenu
[HA U 0bbACHEHUI, BBEAEHHbIX B JAaHHOM [JMaflorOBOM OKHe.

Mone cnucka Bbibopa akTUBMpPYETCA ABOMHbLIM LLENUYKOM B COOTBETCTBYIOLLEN CTPpoKe cTonbua
Mopenb AHA. B 3TOM CnMcKe MOXHO BbibpaTb OHY M3 CYLIECTBYIOLUX Modenen AHA. Takum
cnocoboM KOHKPETHYI0 MOJleNb BPEMEHW MOXHO Ha3HAUWTb KaXKAOMY AHIO laHHOro nepuoaa.
Korpa nonb3oBartenb nepexonuT K ApYyron CTpoKe, cMcTemMa BHOCUT B ctonbel, OnucaHue
cyllecTBytollee onucaH1e BblbpaHHOW MOAenu aHA.
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B uenAax HaBMrauum M NPOBEPKU B HUXKHEM MONe Cnrcka oTobpaxkaloTcsa npeaBapuTenbHoO
onpeaeneHHble NpasgHUUHbIe AHU C COOTBETCTBYHOLMMKU ModenaMu aHA. [ns BbiOpaHHOM
WNW HeJaBHO CO3AAaHHOW MOoAEeNu BPEMEHU MOXHO M3MEHUTb Ha3zHaueHWe Mofenemn aHsA
onpeaeneHHbIM NpasaHUUHbIM AHAM. OQHAKO TaKWue U3MEHEHUA NPUMEHAITCA TONMbKO K
[AaHHOW KOHKpPeTHOoM Moaenu BpeMeHu. O0LiMe U3MeHEHUA, KOTOPbIE PachpOCTPAHAITCA Ha
BCe CyllecTBylollne U byayliMe Moaenu, BbIMOMHAKTCA TONbKO B MaNOrOBOM OKHe
«Mpa3gHUUHble HU». B COOTBETCTBMK C TAKMMMU HACTPOMKaMW AHW Headenu 3aaaroTca
Ha3HaUeHHbIMW MOAENAMU AHA C YUETOM Npas3gHUUHbIX OHEN.

Korga a3to gonyckaetca AaHHbIMW HAacTPOWKaMU, AHW Hedenu cConocTaBNATCA C
Ha3HaAYeHHbIMU MOLAENAMU AHA MPU PACCMOTPEHUU 0CODbIX AHEN. [INA BbICTPOM NPOBEPKHU
NpaBUIbHOTO Ha3HAYeHUA U UCNONb30BaHWA Moaenen AHA (0ocobeHHO B NpasAHUUHbie AHW) B
3TOM AManoroBoM OKHe npeaycMoTpeHa obnacTb npegBapUTENbHOro NPOCMOTPaA, B KOTOPOM
oToOparkaeTcs pacnpeaeneHnemM AHen onpeaeneHHbliX Nepuoaos.

HakoHel, ecnu HaxaTb KHonky MpepBapUTenbHbIM NPOCMOTP, OTKPbIBAETCA OTAENbHOE
[ManoroBoe OKHO, B KOTOPOM MOXHO yKasaTb BpeMeHHoM nepuoa Ao 90 aHewn, BKNouan
npasaHuuHble AHW. Ecnu HaxkaTb KHOMNKY PaccuMTaTtb, co3gaetcs M oTobpakaetcsa oTueT (CMm.
HUXe). DTOT NPOLIECC MOXKET 3aHATb HECKONbKO CEKYH[ B 3aBUCMMOCTU OT BEMTUUMWHBI

MHTEepBana.
-~ Propertiez |
Peniod: 7 Reference date: 26/06/2006
Start date: W End date: W i
Date [1st period] | Day model | UE: 0o 1200 1800 | Desciip

Mon 26/06/2006 | Weekday
Tue 27 /0672008 | weskdap
Wwhed 28/06/2006  weekday
Thu 23/06/2006 | *weekday

Fri 20/06/2006  “eekday
Sat 01/07/2008  weekend
Sun 02/07/2006 | wWeekend
Mon 03/07/2006 | wWeekday

B

Tue 04/07/2006 | DMACHali.. [T T T I I I I T 11 Halic
wied 05/07/2006 | Weekday o e o e
Thu 06/07/2006 | Weekday o e e |
Fri O7/07/2006 | ‘wWeekday e e e |
Sat 08/07/2006 | Weekend =il

Sun 09/07/2006 | *Weekend %

Mon 100742006 | wWeekday

Tue 11/07/2006 | YWeskdap

Wwhed 12/07/2006 | ‘weekday

Thu 13/07/2006 | weekday
Fri 14/07/2006 | “Weekday

< |

| £

|

Mo ymonuaHuio ocobble AHW NPUMEHSAITCA K MOAENAM BPEMEHU B COOTBETCTBUMU C UX
onpeneneHuamMu. Ecnu TpebyetcAa HaWTH ocobble AHW, HO Pe3yNbTaTOB HET, 3TO MOXeET bblTh
obycnoBneHo BbIbopoM HacTponkn UrHopupoBaTb ocobblie AHU. 3aNKUCH U3 OBYX HUKHUX
CMWCKOB yaanATCA OAHOBPEMEHHO, MO3TOMY OUEBWAHO, UTO NONb30BaTeNb HEMEANEHHO
0bOHapy»XKUT, UTo AaHHble 0Ccobble AHM W KNacchbl AHEN HE UCMOMb3YOTCA B 3TOW MOAENM.
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« System data [~ Time model of the access control
Mame: | gl Description: I
E Specisl days Period: ﬁ Reference date: [74 0772102015 = ¥ Ignore special days
Frexview |
|E® Day models
#Assignment of day models

Mo, |Day model 6:00AM 12:00PM &:00PM |Descrintion Date (1st period) ‘Diviswor
7274565 DMAC-Hol,. Holiday Di 07j21(2015  Comme
7274568 DMACHOl,. Holiday Mi 07j22{2015 | Comme
7274569 DMAC-Hol... Holiday Do 07/23{2015  Commc
7274570 | DMAC-Hali, . Holiday Fr 07/24/2015  Commc
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Comme
4 | |
Holiday Day model ” 6:00AM 12:00PM 6:00PM ||Descr|pt|on | Date (1st period) ‘Dlwswor
4| |
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7 HacTtpourka nogpa3aeneHuu

BBepeHue

CuctemMa MOXeT ObITb JOMONHWUTENBHO NMULEH3UpPOBaHA AnsA obecneueHns COBMECTHOTO
KOHTPONA AocTyna Ans obbekTa, KOTOPbIM COBMECTHO MCMONb3yeTcA NobbiM KONUMUECTBOM
He3aBUCHUMbIX CTOPOH, KOTOpble Ha3biBatoT MNoapaspeneHun.

Onepartopam CUCTEMbI MOXET OblTb HA3HAUEHO OAHO MMM HECKOMNbKO NOApasAeneHum.
Onepartopam BWAHbI N1LA, YCTPOMCTBA M NMPOXOAbl TONMbKO 3TUX NoApasaeneHum.

Ecnu dyHkuuna MoapaspeneHusa He NULEH3NPOBaHa, BCe 00beKThl, ynpaBnaeMble CUCTEMOW,
npuHaanexart ogHoMy nogpasaeneHuto noa HaseaHnem Obwmue.

MNMpepBapuTenbHble TpeboBaHuUA
- OyHKkuma «MoapasgeneHuaA» NULEH3WPOBaHA ANA Ballel YCTaHOBKM.

MyTb K AMANOroBOMY OKHY
— [naBHoe meHw > KoHdmrypauusa > NMogpaspeneHun

Npoueaypa

1.  Haxwmute I:gr) Ha NaHenn UMHCTPYMEHTOB.
— CospaetcA HOBOe noapasfeneHne C UMEeHEM MO YMO/UYaHHIO.

2. 3aMeHWTe UMSA MO yMONuaHuto U (Npyu HeobXoaMMOCTU) BBEAWUTE ONMMUCaHWe ANs APYrux
onepaTopos.

3. LWenkHute ctonbey UBet, uTobbl HA3HAUMTbL LBET WU Pas3NMuUWTb aKTUBbI Noapa3feneHus B
nonb3oBaTeNbCKOM UHTepdeNce.

4. Haxmute OnA COXpaHeHUA.

E Access Management System: Divisions [Administrator] (Demo mode expires: 07/04/2019 11:21:08 PM)

File Edit Data Help
[2) B ‘ < ? I@' Division:

« Main menu Divisions:
Division | Colour | Description
& Device data Common {Common division)

ACME Corp 1=t floor tennant
BCME Corp 2nd floor tennant

Operators and

E-E Workstations

=]

'H Options.

Tools

o

Licenses

A <]

I

Divisions

71 HasHaueHue noapasneneHUn yCTpoucTBam

HasHaueHWe nofApasaeneHui yCTpoOMCTBaM B pefaKTope YCTPOWCTB
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MyTb K AMANOroBOMY OKHY
naBHOe MeHto > KoHdmrypauua > [laHHble YyCTPOHCTBa

MpepBaputenbHblie TpeboBaHUA
— [MoapasgeneHua NULEH3UPOBAaHbI U UCMNOMNb3YHOTCA
— Co3[aHo Mo KpawHen Mepe ofHO nofpasfeneHue.

Npoueaypa
1. B aepeBe yCTPOWCTB BbibepuTe YCTPOWCTBO ANA Ha3HaueHuA.
—  Pepaktop ycTpoMcTBa NOABWUTCA B MMaBHOM MaHeNu AXaNoroBoro OKHa.
2. B cnucke nogpasneneHuin BoibepuTe HOBOE nodpasneneHue Ansa ycTponcrea
- B cnucke noAasuTCA HOBOe NMoApasfeneHue.

[

3. Haxmwure (CoxpaHuTb) ANsA coXpaHeHUA

3ameuaHue!

Bce KOMMNOHEHTbI NPOXoAa AOMXKHbI MPUHAANeXaTb 04HOMY NOAPa3neneHuo
CuctemMa He NO3BOMWUT COXPaHUTb NMPOX0A, NMOKa BCe ero KOMMNOHEHTbl He byayT
npuHaanexatb ogHOMY noApasaeneHuto.

7.2 Ha3sHaueHue nogpaspgeneHUi onepaTtopam

HasHauanTe nogpasgeneHua oneparopam B aManoroBom okHe MpaBa nonb3oBaTtenem

MyTb K AUANOroBOMY OKHY
naBHoe MeHto > KoHdmrypauua > Onepatopbl U pabouune ctaHuuu > MpaBa
nonb3oBarteneun

MpepBapuTenbHblie TpeboBaHUA

- TMoppasgeneHuns NULEH3UPOBAHbI U UCMOMb3YHOTCA

-  Co3s4aHo No KpanHen Mepe oOHO nomapasaeneHue.

— B cucTeme cospgaH No KpanHen Mepe OAWH onepaTtop

Mpoueaypa

1. B guanorosom okHe lMpaBa nonb3oBaTeneun BbiOepuTe 3anMcb 0 NepcoHane ans
Ha3HauyaemMoro oneparopa.

2. Ha Bknaake MNMoapaspeneHua UCNONb3yWTe KNaBULIK CO CTPenKamu Ana nepemMelieHuns
nogpasaeneHui U3 cnucka JocTynHble nogpasfeneHun B cnnucok HasHaueHHble
noapasaeneHuna Ons 3TOro onepatopa.

3. Haxmwure (CoxpaHuTb) ANsA coxpaHeHUA
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8

Hactpouka IP-agpecoB

NokanbHble KOHTPONMepbl 4OCTyNa B ceTh TpebytoT cornacoBaHHOW cxeMbl IP-agpecoB ans
yyactus B cucTeMe KoHTponsa goctyna. MHctpymeHt AMCIPConfig HaxoauT KOHTponnepsbl B
ceTu W npepocTaBnaeT yaobHbIM MHTepdenc ANA LeHTPanM30BaHHOIO afiMMHUCTPUPOBAHUA
aipecoB M OPYrux CeTeBbIX NapamMeTpoB.

MpepBaputenbHblie TpeboBaHUA

—  JlokanbHble KOHTPONNEepPbl OCTyNa NOAKMNIOUEHbI K 3NEKTPOMUTAHUIO U CETH.

—  [pn HEOBXOAMMOCTU MOXKHO BOCMONb30BaTbCA cXeMoM |P-afpecoB KOHTPONNEPOB U UX
naponfamu.

MyTb K AUANOTrOBOMY OKHY
FnaBHoe meHI0 > KoHturypauua > UHCTpyMeHTbI

Mpouenypa
1.  TponauTte Mo NyT4 K AMANOroBOMYy OKHY M HakmuTe KoHdmrypauua AMC.
2.  Haxmwute CkanupoBatb AMCIPConfig

OTOBpPasnTCA CNMUCOK NMOKaNbHbIX KOHTPONNEPOB AOCTYNa, KOTOPble eCcTb B CeTU. [inA

KaXk4oro KOHTponnepa ykasaHbl cnegytolne napameTpsbl:

- MAC-agpec: annapatHbli agpec KoHTponnepa. ObpatuTe BHUMaHKe, UTO 3TO He
afipec rmaBHOIO KOHTpO/epa AoCTyna, KOTOpbii Takxe Ha3biBaeTca MAC
UCKMIOUMUTENBHO M3-3a COBMNAZEHMUA.

— CoxpaHeHHbI# IP-appec:

- Homep nopta: no ymonuaHumio — 10001

—  DHCP: ucnonbayetca 3HaueHue [a, TONbKO €CNKU KOHTPONAEep HAaCTPOEH Mony4yarb
IP-agpec ot DHCP

- Tekywuit IP-agpec

—  CepuiiHbi HOMep

3. [OBaxabl wenkHute AMC B cnucke, utobbl MU3MEHUTb ero napamMeTpbl BO BCMMbIBAOLWEM

OKHe. KpoMe Toro, MoXHO BblOpaTb CTPOKY Hy»HOro AMC u HaxaTb KHONKy YcTpoicTBa/

Hactpoutb... Obpatnte BHMMaHUe, UTO MOXeT noTpeboBaTbCcA BBECTU NapO/b, ECNU OH

yCTaHOBNEH ANsA yCTPOMUCTBA.

M3meHeHHble NapameTpbl ByayT coXxpaHeHbl, Kak TONMbKO Bbl HaxxmeTe KHonky OK Bo

BCMNbIBAKOLLEM OKHE.

4. 3aBeplIMB HacTpoMKy IP-mapamMeTpoB KOHTpONNepoB, HaXxKMuTe Pann > BbIATH, UTOObI
3aKpbITb UHCTPYMEHT.

Bbl BepHeTecb B OCHOBHOE MPUMOXEHHUE.

[nsa nonyuyeHua 6onee nogpobHoM MHDOPMALUK HaXXMKUTe CnpaBKa B MHCTPYMEHTE
AMCIPConfig, utobbl NpocMoTpeTb ero cobCTBEHHbIM paln CnpaBKU.
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MUcnonb3oBaHue pepaKkropa yCTPOMCTB

BBepeHue

Penaktop yCTPOWCTB — 3TO MHCTPYMEHT ANnA AobaBneHus, yaaneHa U U3SMEHeHWA Touek
[0OCTyna v yCTPOWCTB.

B HeM JocTynHbl NnpeacTaBneHua ansa cneayoWmx pefakTupyeMbiX Mepapxuit:

—  KoHdurypaumua ycTponcCTB: 3/TIEKTPOHHbIE YCTPOUCTBA B CUCTEME KOHTPOMA AOCTyna.
— Pabouue cTaHUMHU: KOMMNbIOTEPHI, B3aWMOLAENCTBYOLME B CUCTEME KOHTPONA AOCTyna.
-  O6nacTtu: hu3nyecKre 30Hbl, Ha KOTOPble pasaeneHa cuctema KOHTPonA gocTyna.

MpepBaputenbHble Tpeb6oBaHUA
CucTeMa NpaBWIbHO YCTaHOB/EHA, NMULEH3WPOBaHA U NMOAKNIOUEHA K CETH.

MyTb K AMANOroOBOMY OKHY
- FnaBHOe MmeHI0 > KoHcurypauua > [laHHble yCTPOMCTBA

Ucnonb3oBaHWe NaHenu UHCTPYMEHTOB pefaKTopa yCTPOWCTB
HesaBUCHMO OT TOro, Kakoe npefcTaBneHne akTuBHo (YcTpoitcTBa, Pabouue cTtaHLUMU WK
O6nactu), Ha NnaHenM MHCTPYMEHTOB peaakTopa YCTPOMCTB AOCTYMHbI NPUBEOEHHbIE HUXE

PYHKLMH.
KHonka Apnbik OnucaHue
Ctrl + N CosfaHue HOBOTO anemMeHTa B BblOpaHHOM y3ne.
+ Kpome Toro, MOXHO LENKHYTb MO Y31y NpaBoW KHOMKOM, UToObI
OTKPbITb €r0 KOHTEKCTHOE MEH!0.
}{ Del YnaneHve BblIOpaHHOMO anemMeHTa U BCEX 3MTIEMEHTOB MOA HUM.
|‘ Ctrl-Page up |MepBbiit aNeMeHT B Aepese
< Ctrl - MpeablaywmMn sneMeHT
> Ctrl + Cnegyrowmmn anemMeHT
H Ctrl-Page MNMocnegHWi aneMeHT B Aepese
down
':"Eg Ctrl-A PasBopaunBaHue U cBOpaunBaHWe gepesa.
[}
!"\) Ctrl-K O6HOBNEHWEe AaHHbIX MYyTEM UX MOBTOPHOM 3arpy3ku u3 6asbl
AaHHbIX.
Bce HecoxpaHeHHble U3BMEHEHHUA YAaNAITCA.
E Ctrl-S CoxpaHeHUe TeKyllerh KoHgUrypaumu
Q Ctrl-F OTKpbITUE OKHA NOMUCKa
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9.1

E OTkpbiTve aepesa KoHdurypauua yctpoiictea

OTkpbiTHe aepeBa Paboune cTtaHuUM

OTKkpbiTHE AepeBa ObnacTtu

2

Bo Bcex npeacTtaBneHUAx pegakTopa yCTPOMCTB HauMHaWTe ¢ KOPHA Aepesa U AobasnanTe
3NEMEHTbI, UCMOMb3YA KHOMKU MaHenu UHCTPYMEHTOB, MEHIO UMM KOHTEKCTHOE MEHIO Ka)Kaoro
snemMeHTa (LenKHUTEe NPaBOM KHOMKOW MbILLK, UTOObI Bbi3BaTb ero). Ytobbl 406aBUTb
BNOXEHHbIe 3/IEMEHTbI K YCTPOWCTBY, CHauana BbibepuTe poauTenbCcKoe yCTPOMCTBO, Noj,
KOTOPbIM [IO/KEH O0TOOpaXKaTbCA 3TOT BMIOXKEHHbBIM 3MTEMEHT.

KonupoBaHue u BcTtaBka yctpoiicte AMC
Utobbl KonupoBatb ycTpoicTtea AMC 13 ogHOM uacTu gepeBa B ApYyryto:
1. WenkHute yctporcteo AMC npaBol KHOMKOW MbILKW U B KOHTEKCTHOM MeHI0 BbibepuTe
KonupoBatb.
2. LUWenkHWTe NpaBoOM KHOMKOW MblILWW MNOAXOAsALEE POAUTENBCKOE YCTPOUCTBO B APYIOM
yacTu fepeBa U B KOHTEKCTHOM MeHto BbibepuTe BcTaBUTD.
—  YCTPOMCTBO KOMUPYETCHA B HOBOE PacrnonoXeHne BMeCTe CO BTOXKEHHbIMU
yCTpOWCTBaMM U NapameTpamu.
—  3HaueHuA nNapaMeTpoB YCTPOWCTBA, Takue Kak IP-appec 1 UMA, KOTOpble LOMKHbI
ObITb YHUKANbHbIMW, HE KOMUPYIOTCA.
3. Tpu HeobXOAMMOCTU BBEAMUTE YHUKANbHbIe 3HAUEHMA ANA TaKWX NapamMeTpoB YCTPOMCTB.
370 06A3aTENBHO ANA COXPaHEHWs AepeBa YCTPOMWCTB.

CoxpaHeHue paboThbl

3aBepwuB fobaBneHne 3NeMeHTOB B 4EPEBO U UX U3MEHEHWe, HAXXKMUTe COXpPaHUTb B ,
yTobbl COXPaHUTb KOHUIYpaLHULo.

Utobbl 3aKpbiTb PEAAKTOP YCTPOMUCTB, HAXKMUTe PDann > Bbixoga,

Pe>XXumMbl KOH(ObUTYpPUPOBaAHUA U NepeonpeneneHun

PeXnM KOH(UTYPUPOBaAHUA — 3TO COCTOAHWE YCTPOMCTB yNpaBneHUaA AOCTYNOM Mo
YMONUaHUIO B pelakTope YCTPOMUCTB. B pexxnume KOHMOUrypupoBaHWs aBTOPU30BaHHbIN
nonb3oatenb AMS unnu BIS ACE MOXeT BHOCUTb B PefaKTope YCTPOMCTB U3MEHEHMHS,
koTopble ACS HemeaneHHO nepenaeT B NOAUYMHEHHbIE YCTPOUCTBA.

Onepartop MOXEeT nepeonpenenuTb PeXXMM KOHDPUIYPUPOBaHUA, NOCbINas KOMaHabl
HEMOCPEACTBEHHO B YCTPOMCTBO ynpaBneHus LOCTYNOM BHe pefdakTtopa ycTponcTs. ObbluHO
3TO NPOUCXOAMT, KOraa onepatop obpabartbiBaeT BXxoaALMe coobuieHns u TpeBoru. Moka
onepartop He oTNpaBWT KoMaHay BoccTaHOBUTb KOH(bUrypupoBaHue, 1A YCTPOMCTBA
coxpaHaeTca Pexum paboTbl.

Ecnv B pegakTope yCTPOMCTB NONb30BaTeNlb BbIOMPAET YCTPOMUCTBO, HAXOAALLEECH B PeXUMe
paboThbl, Ha CTPaHWLEe OCHOBHbIX CBOMCTB YyCTPOMCTBA OTOOpaXkaeTcA yBeAOM/EHHE.
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Hactpoika obnacrten KOHTpona gocryna

BBopaHble cBepeHuA ob obnacrax
OxpaHsaeMble 0ObeKTbl MOXKHO pasfaenuntb Ha obnactn. Obnactn moryT bbiTb Ntoboro pasmepa:
OAHO WM HECKONbKO 3[aHUMN, OOWUH 3TaXK UMK JaXKe OTAeNbHble KOMHaThI.
HekoTopble BapuaHTbl UCNONb30BaHWA obnacten:
—  Jlokanusauusa oTAenbHbIX MWL HAa OXPaHAEMOM OObeKTe.
— OueHka uMcna nvi B 3afaHHoM obnacTu B crniyyae aBaKyaluy UNW aBapuMHOW CUTyaLuu.
—  OrpaHuyeHue uucna nuuy Unv aBToMobMnen B HEKOTOPOM obnacTu:
Nno AOCTUXEHUW NpeaBapUTENbHO 3aaHHOMo Npeaena 3anonHeHus AanbHenLwne NonbiTKK
BXOAa MOTYT OTK/IOHATBLCA, MOKa NUua U1K aBTOMODOMNIM He MOKUHYT obnacTb.
—  Peanusauusa KOHTPONA NocnenoBatenbHOCTM A0CTyNa 1 3anpeT ABOWMHOro npoxona
CucTema pasnuuaet ABa Tuna obnacter ¢ KOHTponem gocTtyna:
— Obnactv AanAa nonen
— Obnacti anAa aBTomobunen (aBTOCTOAHKM)
Kaxxgas obnactb MOXeT MMeTb noaobnacty ana 6onee TOUHOroO U AeTaflbHOrO KOHTPONA.
O6nacTtu aAns nogen MoryT UMeTb 10 3 YPOBHEN BMOXeHUA, obnactu gnAa aBToMobunen —
TONbKO 2 YPOBHSA, @ UMEHHO MapKOBKa B LIENTOM U MapKOBOUHbIe 30HbI: OT 1 go 24.
ObnacTb N0 yMONUaHUI0, KOTOpaA CyLecTBYeT BO BCEX YCTaHOBKax, Ha3biBaeTcA CHapyXH.
OHa ABNAeTCcA POAMTENbCKOW ANA BCEX onpeaenAaeMbix nonb3oBaTenem obnacrer oboux
TUNOB: ANA Ntoaern U AnA aBToMobunen.

Mcnonb3oBaTb 061acTb MOXKHO TOMbKO B TOM Clyyae, eCfii K Hel BefieT Mo MeHbllel mepe
oOMWH BXO[.

Penaktop yctporncts DevEdit MoXxHO Mcnonb3oBaTb ANs HadHaueHWA nobomy Bxody obnacTu
MECTOMNONOXEeHUA U 0bnacTu HasHaueHuA. Korga KTo-nMbo ckaHWpyeT KapTy B cuMTbiBaTene,
npuHaanexallem onpegeneHHoMy nNpoxoay, 3T0 HOBOE MeCTOMNONOXeHWe N1La CTaHOBMUTCA
obnacTblo HasHaueHMA JaHHOro Npoxona.

3ameuaHue!

[nA ynpaBneHuWsa nocnenoBaTeNbHOCTbIO AOCTyNa M 3anpeTta ABOMHOro npoxona Tpebyetcs,
yTODObI Ha MPOX0OAax COOTBETCTBYHOLMX obnacTen ObiNM yCTaHOBNEHbl CUMThIBATENW BXOoAa U
BblxoAa.

[OnAa npenoTBpalleHnA CNyyanHoro UM HaMepeHHOro NPOXoa4a «BMPUTbIK» HACTOATENbHO
peKkoMeHAyeTCA UCNOMb30BaTb BXOAbl TUMA «TYPHUKET».

MopAapok co3paHuAa obnacren

TpeboBaHusa

Onepartopy cuctembl TpebyeTca pa3pelleHne CUCTEMHOIo afMUHUCTPATOpa Ha Co3aHune

obnacreMn.

MyTb K auanorosomy okHy (AMS)

1. B pucnetuepe guanoroBbix okoH AMS Bbibepute FnaBHOe meHlo > KoHdwurypauusa >
[aHHble ycTporcTBa

2. Haxmute «Obnactm»

2024-0515.5.0 |

Software manual Bosch Security Systems



Access Management System V5.5 HacTpoika obnacTtew KoHTpona goctyna | ru 27

10.1

_|_

3. BblbepuTe y3en CHapyXu Wiv O4WH U3 ero JOUYEPHMX Y3N0B U HAXMUTE Ha

naHenu MHCTPYMeEHTOB. Kpome TOro, MOXHO LLENKHYTb NPaBoOM KHOMKOMW Mbiliv CHapyXH,
uTOObI 100aBUTL 061ACTb UEPE3 KOHTEKCTHOE MEHIO.
Bce obnacTtu, cosgaHHble M3HauanbHO, NONyyatoT YHUKanbHoe MMA ObBnacTtb U UMCTOBOM

cydhduKc.

4. Bo BcnnbiBalllem oKHe Bbibepute TMn (Ob6nacTb Ans nogen unu ABTOCTOAHKa 414

aBTomMobunew.

ObpaTuTe BHUMaHWE, UTO JOUEpPHUE 3TEMEHTbI 0OOMUX TUMOB MOXET UMETb TOMbKO

obnacTtb CHapy»XHu. [1iobana BNoXeHHasa 30Ha 3TUX JJOUEPHMUX STEMEHTOB BCceraa Hacneayet

TWUM POAMUTENbCKOrO 3NEeMeHTa.

— OOnactu ans nogen MoryT UMeTb BIOXEHHble YPOBHMU (40 Tpex). [Ansa kaxaoun
obnacTtv unu noaobnacTu MoXHo onpeaenuTb MakCUMarnbHYO BMECTUMOCTb.

—  ABTOCTOAHKM — 3TO BMpPTyaNbHble 00bEKTbI, COCTOALLWE NO MEHbLUEN MEPE U3 OHOM
30HbI CTOAHKU. ECNM BMECTUMOCTb aBTOCTOAHKMW He TpebyeTca orpaHuumnBaTth
CUCTEeMHbIM 0bpasom, oTobpaxaetcsa 0. B NpoTUBHOM cliyyae MakCcumanbHoe
KONMMUECTBO MapKOBOUHbIX MECT Ha 30HY cocTaBndaeT 9999, a Ha rnaBHOW NaHenwu
aBTOCTOAHKMW OTODpaXkaeTcsa cymma BCex CBODOAHbIX MECT B ee 30Hax.

Mopapok pepakTupoBaHUA obnacren

1. LUWlenkHuTe obnactb B Mepapxuu, utobbl BoibpaTb ee.

2. [epe3anuunte oguH UNKU HECKONMbKO Creaytowmx aTpubyToB Ha rMaBHOM NaHenwu
AManoroBoro okKHa.

Umna MMA NO yMONuaHMto, KOTOpOe MOXHO nepesanucarb.
OnucaHue CBobogHoe TekcToBOE onucaHue obnactu.

Makc. kon-Bo niwopgei/ 3HaueHune no ymonuyaHuio O (HOMb), ecnu orpaHUUUBaTh
aBTOMObGMNei BMeCTUMOCTb He TpebyeTcs.
B npoTMBHOM cnyyae HeobxoaMMo BBECTH LieNoe Yncno,
orpaHvuunBarollee BMeCTUMOCTb.

MpumeuaHusn.
- HeB0O3MOXHO NepemecTUTb 0b6nacTb, NepeTalme ee B APYryto BeTBb Mepapxuu. Mpu
HeobxooMMoOCTH ee HeobxoaMMO yAanuTb U CHOBa CO34aTb B APYrol BETBU.

Mopapok ynaneHua obnacreit.
1. UWlenkHuTe obnactb B Mepapxuu, utobbl BoibpaTh ee.

x

2. Haxmute Yaanutb UNU WENKHUTE NMPaBON KHOMKOW MbILLIW, UTODbI BbINOMHWUTL
yoaneHue yepes KOHTEKCTHOE MEHHO.

MpumeuaHue. HeBO3MOXKHO yOanuTb obnacTb, Noka He DyAYT yaaneHbl BCe ee goyepHue

3NEeMEHTHI.

HacTtpouka obnacrteu gpna aBTomobunewu

Co3paHue obnacTeit onAa aBTomobunel (aBTOoCTOAHKa, MapKOBOUHaA 30Ha)
Ecnu BbibpaH TMN obnact ABTOCTOAHKA, 0TOOpasMTCA BCMbIBaOLLIEE OKHO.
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Marne skarts Central parking Apply

Tame Count Add
“ent 2] e
Central parking_02 15 Delete
Central parking_03 50

Central parking_04 100

‘

QK | Cancel

1. BBeauTe uma B none UMA HauuHaeTca ¢, UToObl co3aaTb rMaBHOE UMA ANA BCEX
nogobnactel aBTOCTOAHKW UMW MAaPKOBOUHbBIX 30H.
C nomowbto KHOMKK [lo6aBUTb MOXHO co34aTh A0 24 NAaPKOBOUHbIX 30H, U UMA KaXKOoM
OyneT cocToATb U3 FMAaBHOIO MMEHW W ABY3HAUHOTo cyddumkca.

2. Ecnu HeobxogMMO CUCTEMHBIM 06pPa3oM OrpaHUUYUTb BMECTUMOCTb 3TUX obnacTen,
BBEAWNTE UMCMO NapKOBOUHbIX MecT B cTonbue KonuuectBo. Ecnu orpaHuumBarth
BMeCTUMOCTb He TpebyeTcs, BBeauTe 0.

MpumeuaHnune. MakcumanbHasa BMECTUMOCTb BCEM aBTOCTOAHKM A0MXHa OblTb paBHa cymme

3TUX uncen. ToNbKO NapKOBOUHbIE 30HbI MOTYT COAEPXKaTb NAPKOBOUHbIE MECTA; aBTOCTOAHKA

npeacraBnaetr cobon BUPTyanbHbiM 0OBEKT, COCTOALLMM M3 MO MEHbLLENW Mepe O4HOM

NapKOBOUYHOM 30Hbl. MaKCMManbHOE UMCNO MNAaPKOBOUHbIX MECT Ha oHYy 30HY — 9999.

Co3paHue BXOAOB ANA aBTOCTOAHOK

Kak 1 c obbluHbIMKM 0bBnacTaMK, NapkoBKaM Tpebyetca Bxoa. MNoaxoasiian Moaenb ABepu —
ABTOCTOAHKaA 05C.

[nA MOHUTOPWHIa 3anonHeEHUA aBTOCTOAHKM B ogHoM AMC TpebyeTca ncrnonb3oBaTtb 2 BXoaa
c 3ToM mMogenbto aosepu. OauH — AnA Bbesna, Apyron — aAns Bble3ga.

TpeboBaHue

Co3nanTe aBTOCTOAHKY C MO MeHbLUIEN Mepe O4HOW NapKOBOUHOM 30HOM, KaK OMMWCAHO BhILLE.
MyTb K AUANOroBOMY OKHY

FnaBHoe meHI0 > KoHdurypauuna > [laHHble ycTpoiCTBa

=

Bbibepute LACs/Mpoxoabl/YcTpoicTBa

Mpouepaypa
1. B vepapxuu yctponcTs cosgante AMC unu Bbibepute AMC, y KOTOPOro HET 3aBUCUMbIX
BXOLOB.

2. LllenkHuTe npaBoOW KHOMKOM MbiwK naHenb AMC v BbibepnTe Co3paTb BXOA.

3. Bo BcnnbiBawlleM okHe Co3aaHue Bxoaa Bbibepute moaenb Bxoaa ABTocToAaHKa 05¢ 1
nobaBbTe BXOAHOW CUMTbIBATENb, TUM KOTOPOro COOTBETCTBYET TUMY YCTAHOBNEHHOMO Ha
Bbe3[e Ha aBTOCTOAHKY.

4. HaxmuTte kHonKy OK, utoObl 3aKpbITb BCM/blBatoLEee OKHO.

5. BbibepuTe TONbKO UTO CO3[4aHHbIM BXO[ B MEpPapXUK YCTPOWUCTB.

- ObpaTuTe BHUMaHWe, UTO CUCTEMA aBTOMATMUYECKM HasHauuWna CuMTbiBaTenb B
KauecTBe CuMuTbIBaTeNA BXoAa.

6. B oCHOBHOM NaHenu peaakTMpoBaHWA Ha BKNaake ABTocToAaHKa 05¢ BbibepuTe B

BbiNagatowemM MmeHtio MecTo Ha3HaUeHUA paHee CO34aHHY aBTOCTOAHKY.
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7. LlenkHuTe npaBow KHOMNKOM MbiwK AMC 1 cosganTe elle oauH BXxofd TMna ABTOCTOAHKA

05c, KaK yKasaHo Bbille.
—  ObpaTuTe BHMMaHWe, UTo B 3TOT pa3 MOXHO BbIOpaTb TONbKO BbIXOAHOM

CuuTbiBaTENb.
—  Haxmute kHonky OK, uTobbl 3aKpbITb BCMMblBaOLLEE OKHO.
8. BbibepuTe BTOPO#M TONbKO UTO CO3AAHHbBIN BXOM B MEPAPXUU YCTPOWCTB
Obpartute BHMUMaHWE, UTO CUCTEMa aBTOMaTMUECKW HasHauuna BTOPON CUMTbiBaTENb

B KauecCcTBe BbIXOOHOIo CYUTbIBaATENA.
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11

HacTtpoirka oxpaHAeMbiX obnacteu U naHenewu

BBepeHue

Cuctema ynpaBneH1A [OCTYNOM 33alelCTBYeTCA B YNpaBNeHUU OXpPaHHbIMKU NnaHensamu Bosch u
WUX aJMUHUCTPUPOBaHMU. CBeAEHNA O NOALEPXKMBAEMbIX MOAENAX CM. B KPAaTKOM OMUCaHWK
cucTeMbl ynpaeneHua goctynom. Cucrema ynpaBneHua 4OCTYNOM MPUBHOCKUT CBOO
cneundurKky B afMUHUCTPUPOBaHWE NoNb30oBaTeNnen OXpPaHHOM NaHenu. 3TW Nonb3oBaTenu
ABMNAOTCA NOAMHOXECTBOM BCEX AepKaTenen KapT obLien cuctembl ynpaBneHus 4OCTYNOM.
AOMUHUCTPATOPbI CUCTEMbBI YNPaBNeHUA AOCTYNOM NPeaoCTaBAAT 3TUM AepXKaTenaM KapT
cneuuanbHble paspelleHna Ha paboTy ¢ OXpaHHbIMKW MaHEeNAMM C MOMOLLbIO AUcneTyepa
nunanoroBbix okoH ACE.

UTto KacaeTcs caMuX OXpaHHbIX NaHenew, ANnsA UX HaCTPOMKK M OOHOBNEHUA, KaK U npexae,
MCNONb3yeTcA Ux coObCTBEHHOE NporpammMHoe obecneueHue Ans yaganeHHoro
nporpammupoBaHusa Remote Programming Software (RPS). ACE HenpepbIBHO CUMTbIBaeT
haHHble U3 RPS n oTobpaxaeT fLOCTynHble ANA Hee NaHenu.

ACE coaep>XuT aManoroBble OKHa ANf CO3[aHWA U HasHaueHusa npodunen aBTopmMsaumu, a
TakXXe ANA ynpaBneHua nonb3oBaTenamMu naHenen B RPS.

Puc. 11.1: YnpouieHHas Tononorusa cMcTeMbl OXpaHHOW curHanusauum ACS

ACS OcHoBHasA cucTema ynpasneHua goctynom: AMS wvnu BIS-ACE
API NHTepdenc npuknagHoro nporpaMMmnpoBaHus
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RPS Cuctema yganeHHoro nporpamMmmMpoBaHuaA: NPUNOXKEHWe ONA yNpaBneHus
(Remote |oxpaHHbIMW NaHenAMU
Programmi
ng
Software)
1 O1 ACS go naHenu: KoMaHabl NaHenu.

Ot naHenu oo ACS: cobblTMA Ha OrpaHHbIX TOUKaXx.

2 OT ACS no RPS: gaHHble Aepxatenen kapt

3 OT RPS fo naHenu: napameTpbl KOHUIypaLum

MpepBapuTenbHbie TpeboBaHUA

- MporpammHoe obecneueHre RPS nogaepkMBaeMbix oxpaHHbIX naHenen Bosch
YCTaHOBNEHO HAa OTAENbHOM KOMMbIOTEPE C CeTeBbIM NoAakntoueHnem k cepsepy ACE, a
He Ha camom cepBepe ACE. MHcTpyKumKu no yctaHoBKe RPS cMm. B COOTBETCTBYHOLLLEM
PYKOBOACTBE.

— O RPS HacTtpoeHo anA paboTbl C OXpaHHbIMK NaHeNAMM, KoTopble DyayT NpuHaanexaTb
cucteme ynpasneHua goctynom ACE. CM. MHCTPYKLMKU B pyKoBoaCcTBe nonb3oBarena RPS
MNKW B OHNaWH-CNpaBKe.

- Yachl Ha naHenax HaxoaAatca B npeaenax 100 gHen oTHOCUMTENbHO yacoB Ha cepBepe ACE
ans obecneyeHusa aBTOMaTUUECKON CUHXPOHM3ALMM.

— [lpoTokon pexuma 2 3afaH Ha BCEX yUaCTBYHOLLMX MNaHeENAX.

—  KapTbl C 0OAHWM W3 creayoUMX CTaHAAPTHbIX onpeaeneHuin:
-  HID 37 BIT -> Brop»xeHue 37 BUT ¢ kogom obbekTta 32767 UNK HUXKe.
-  HID 26 BIT- > BropxeHue 26 BUT
- EM 26 BIT- > BropxeHue 26 BUT

0630p
Mpouecc HaCTPOMKKM COCTOUT U3 NMEPEUNCTIEHHbIX HUXeE 3TanoB, KoTopble DyayT onucaHbl B
cneayloWmx pasgenax 3Tou rnasbi:
1. YcTaHoBKa oxpaHHOro uHtepdenca RPS API Ha komnbtoTep ¢ RPS
2. [lMoakntoueHWe cUCTEMbI yNpaBneHUa 4OCTYNOM K OXPaHHbIM NaHensam.
— OnpepeneHue noakntoueHuns K MHTepdercy RPS API.
—  HacTpoMka nogknoueHun naHenu.
3. CosgaHue npodunen npas A0CTyNa K NaHenam, onpeaensolmx, Kakue
(byHKLUMOHaNbHblE BO3SMOXHOCTU MOAKMNIOUEHHbIX NaHenel MoryT MCnonb30oBaTbCA.
4. HasHaueHWe npodunen npaB AOCTyNa K NaHenAaM Aep)KaTenam KapT.
—  Takum obpasom, 3TW AepKaTenu KapT CTaHOBATCA onepatopamMu OXpPaHHbIX NaHeneu.

YcTtaHoBKa oxpaHHoro uHrepcpeuca RPS APl Ha komnbloTep €
RPS

OxpaHHbIM MHTepdenc RPS APl — 3To kaHan cBAsu mexay nporpammamu AMS v RPS Ha
COOTBETCTBYIOLMX KOMMbOTepPax. CHauana HeobXoaAnMO yCTaHOBUTb UHTepdenc APl Ha
KoMmnbloTepe ¢ RPS, a 3aTeM ycTaHOBUTb cepTUdUKaTbI, CO34aBaeMble NPOrpaMMon
YCTaHOBKM Ha KomnbtoTepe ¢ AMS.

Mpouenypa
1. 3anyctute chann yctaHOBKM MHTepdenca RPS APl B COOTBETCTBMM C NpUnaraeMomn K Hemy
[OKyMeHTaLu1en.
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—  ®dain ycTaHOBKW U ero JOKyMeHTalLuA HaXxoA4ATCA Ha yCTaHOBOUHOM HocuTene AMS:
AddOns\Intrusion-RPS-API\Bosch RPS API Setup v*.exe
AddOns\Intrusion-RPS-API\RPS-API Application note v*.pdf

- Mporpamma ycTaHOBKM cO34acT ABa cepTUdmMKaTa U COXPAHUT UX HA KoMMbloTepe ¢ RPS:
$AppData%\Roaming\Bosch RPS API\BoschRpsAPI.cer
$AppData%\Roaming\Bosch RPS API\BoschRpsAPI.pfx (HeobXxoAMMO yCTaHOBWTb
naponb)

2. Ckonupy#nTe dannbl cepTuduKkaToB KoMnbioTep ¢ AMS.

3. YcraHOBWTE cepTUdUKaTbl Ha KOMMNbloTepe ¢ AMS B pacnonoXxeHue XxpaHunuiua:
Local Machine, XpaHUNuuie cepTUOUKaATOB:

Trusted Root Certification Authority.

11.2 MopaknwueHUe cUCTEeMbl ynpaBneHUA AO0CTYNOM K OXPaHHbIM
naHenam

BBepeHue

B aToM pasgene onucbiBaeTcA, Kak 0TOOPasnTb OXPaHHble NaHenu U caenaTtb UX AOCTYMHbIMU
ana ynpasneHus ¢ nomouwbto ACE client. Cuctema ynpaBneHusa 4OCTYNOM NogKnouaeTca
uepes uHTepgenc APl k MO RPS B cBoel ceTun. Uepes 31oT MHTepdenc APl cuctema
NOCTOAHHO OOHOBNAET BHYTPEHHUM CMMCOK AOCTYMHbBIX COBMECTUMbIX OXPAHHbIX MaHenew.
[na nogkntoueHUa 3TON CUCTEMbI K OXPaHHbIM NaHensam B AMS Hy>XHO BbINOMHWTb ABa Liara:
- Lar 1. Onpenenenne nogkntoueHusa kK RPS API

— LWWar 2. HacTpoiKka NoaKnioueHWn naHenu

MyTb K AUANOroBOMY OKHY
- T'naBHoe MeHto > KoHdurypauua > NMaHenu v BNOXeHHble AWANOrOBble OKHA

11.21 War 1. OnpepneneHue nogknioueHua kK RPS API
Ha ware 1 B cucTemy ynpaBneHus AOCTynomM nepenaerca MHgpopmauua ob agpece
koMmnbtoTepa ¢ RPS M yueTHble AaHHble agMUHUCTpaTopa.
MyTb K AMANOroBOMY OKHY
naBHoe MeHto > KoHdwmrypauua > NManenu > Kondurypauua RPS API
Mpouenypa
1. BBeouTe cnepyoLlyto MHOPMaLMIO:

UHdopmauuna OnucaHue

Mma xocta/lP-agpec HTTPS-agpec KomnbtoTepa, Ha KOTopom BbinonHAeTcA RPS,
M HOMep nopTa, uepes KOTopblh 0OMeHWBaETCA AaHHbIMU
RPS. Mcnonb3oBaHWe localhost He pa3peLleHo.

Homep nopTa no ymonuaHuwo — 9000.

MmA nonb3oBaTensa Mma agmuHucTpatopa RPS ana API.

[Maponb Maponb agMmuHucTpatopa RPS.

2. Haxmute kHonky MpoBepuTb NopgKnoyeHue, 4todbl NpoBepuTb paboty RPS
M OONYCTUMOCTb MMEHM NMONb30OBaTENA WU NAPONA.
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3.  Haxmure (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

LWar 2. HacTpo#Ka nogKnioueHUu naHenu
Ha ware 2 HaCTpanBaeTCA ypPOBEHb ynpaBneHNA CUCTEMDbI yrnpaBneHUA JOCTynoM Ana
OTAENDbHbIX naHeneﬁ B CETH.

MyTb K LUANOroBOMY OKHY

naBHOe MeHto > KoHdmurypauua > NaHenu > AGMUHUCTPUPOBAHUE NaHenu

B aTOM AgrManoroBom okHe NpuBeAeH CMUCOK COBMECTUMbIX OXPaHHbIX MaHenem, KoTopble

uHTepdenc RPS APl npenoctasun ansa ACE.

ITOT CNUCOK Nepuoanueckn obHoBnAeTcA B (POHOBOM pexume. [locne oTKpbITUA AUaNnoOroBoro
)

OKHa MOXHO BpPeMA OT BPEMEHU HaXXMMaTb KHOMKY Q , UTOObI HEMEeaNeHHO BbIMONHUTb

OOHOBNEHWE BPYUHYHO.

[aHHbIM CNMCOK AOCTYNEH TONbKO AN UTEHWA, 32 UCKTIOUEHUEM INIEMEHTOB YNpPaBNeHHs,

OMUCaHHbIX B cnedylollemM pasgene.

Mpouenypa

1. BbibepuTe naHenb U3 cnvcka

2.  Wcnonb3yunTe yKasaHHble HUXXe 3/1IeMeHTbl ynpaBneHus, utobbl onpeaennTb, Kakne
BO3MOXHOCTU CHCTEMA yrpaBneHus 4OCTyNoM OyaeT MMeTb Ha BblIOpaHHOM OXpPaHHOM
naHenw.

Crtonbel cnucka YcTaHOBHUTE hriaXkoK, UToObl MONb30BATENM OXPAHHOW NaHENM,
ABMUHUCTPUPOBAHUE NO | yKa3aHHble B 3TOM CTPOKe, OblNIM COXPaHeHbl B CUCTEME
nb3oBaTteneu yrnpaBneHWa JOCTYMOM, & He B CAMOM NaHesu.

BAXXHO! lMpu Bbibope 3TOM HAaCTPOMKU BCe NMONb30oBaTeNM
naHenu, cosgaHHble nokanbHo B RPS, byayT nepesanucaHbl.

Crtonbel naHenwu UToObl NaHenb Obina AOCTYNHA ANA BbINONHEHUA KOMaHA U
Map View ynpaeneHua nocpeactsom ACE client, yctaHoBUTe 3TOT hfiaXKoK.
3HauYoK HaCTPOMKM Ecnu B cTonbue Map View ycTaHOBNEH ona)okK, HaXXMmuTe

3HaUOK, UTOObI yKasaTb
- IP-agpec;

(wectepenka) B | _ HoMep nopTa (No ymonuaHuto — 7700);

cton6bue JaHHble .
—  naponb AnA otaenbHOW naHenu. 3T0T Naponb

ocTyna.
Aocty ycTtaHaBnuBaetcAa B RPS.

KHonka: Ecnu naHenb 6bina yaaneHa B RPS, oHa oTobpaxkaeTcA B CnUCKe C
YaanuTb BblIOpaHHYI0 Na | cocTosHWeM YpaaneHo. Boibepute naHenb U HaXXMUTE 3Ty KHOMKY,
Henb uTOOblI MONHOCTBLIO YOANWUTb €e U3 Da3bl AaHHbIX.

Co3paHue npodmnen npaB A0CTyna K NaHeNnAMm

BBepeHue

B 3TOoM pasgene onucbiBaeTcA NOPAAOK CO34aHUA NpodUIen aBTOPU3aLMK NaHENN.
Mpodunb NpaB AoCTyna K NaHensM — 3TO HAacTpanBaembl Habop paspelleHri Ha paboTy ¢
HacTpauBaeMbiM Habopom oxpaHHbIXx NnaHenen. AoMuHuctpatop ACE MoxeT co3gatb
HECKOMNbKO Npodunen aBTopu3almm naHen B 3aBUCUMOCTM OT 00A3aHHOCTEN pasHbIX rpynn
[epxkatenen kaprt.
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MyTb K AMANOroBOMY OKHY
— [naBHoe MeHto > CucTeMHble AaHHble Mpodunu aBTOpU3aUUK ANA OXPaHHbIX NaHenewn

Mpoueaypa

Utob6bl co3aaTb HOBbIM NPOMgUNb, LLENKHUTE I:;l, .

(ObszarenbHO) BBeauTte uma npoduna.

(HeobsAzaTtenbHo) BBeauTe NpoM3BONbHOE TEKCTOBOE OMUCAHUEe MaHenu.

Mop cnuckom HasHaueHHble naHenu HaxmuTe [lo6aBUTb..., UTOObI 4OOABUTL B CNUCOK
OOHY MKW HECKONbKO NaHenen u3 BCMNNblBalOLWEro cCnMcka naHenem, 4OCTYMHbIX B CETH.
Utobbl, HaNPOTHB, yAanuTb NaHenu 13 Cnucka, BblbepuTe ofHYy UMM HECKONbKO NaHenemn u
HaXXMUTEe YOanuTh.

Bobd-=

5. BbibepuTe naHenb B cnMcke HazaHaueHHble NaHeNM, LIENKHYB MO HeW.

- B obnactv MonHomouua otob6pasnTca CNUCOK, COAEPXKALLMM BCE OXpaHAEeMble
obnacTtu, npuHagnexatiMe BbIOpaHHOM NaHenu.

6. B cTonbue YpoBeHb nonHOMouui crivcka NMonHoMouuna Bbibepute ypoBeHb MONMHOMOUMKM
ONA KaXXOoW oxpaHAeMon obnacTv naHenu, KOTOPY HYXXHO BKMIOUWUTb B 3TOT NPOdUnb.
—  YpOBHM NOMHOMOUMIK onpenensatoTca U xpaHAaTca B RPS. Tam e nx MOXHO

HacTpauBatb. [lpexae yuem Ha3HauaTb YPOBEHb MOMTHOMOUWM NPOQUIIO,
nepenpoBepbTe ero onpegenenune B RPS.

—  [lo ymonuaHuio caMbli LUMPOKKK KPYr MONHOMOUMM faeT ypoBeHb L1, a c
yBennuueHmem HomMmepa ypoBHA (L2, L3, ...) nonHoMouus Bce bonee
OrpaHuMuYMnBaloOTCA.

—  Ecnv octaBWTb 3Ty AUEMKY NYyCTOM, TO NonyyaTtenb AaHHOTro npoduna He byaeT UMeTb
npaB AOCTyna K AaHHOW OXpaHAeMoMn obnactu BblOpaHHOW MaHenw.

7. ToBTOpuTe 3Ty Npoueaypy ANnA BCex oXxpaHAeMblix obnacTter Bcex naHenem, Kotopble
HY>XHO BKMIOUMUTb B AaHHbIM NPOdUNb.

8. (HeobsasatenbHo) B cnucke Fpynna nonb3oBaTtenen BbibepuTe rpynny nonb3oBatenen
naHenu, ecnu Hy»Ho, uTobbl NpefocTaBneHHble MONHOMOYNA AeUCTBOBaNW NULLb B
onpeAeneHHble NepUoabl BPEMEHMU.

— [pynnbl nonb3oBartenen onpenenstoTca u xpaHaTca B RPS. Tam e UX MOXHO
HacTpauBatb. [Tpexae yuem HasHauaTtb rpynny nofb3oBatenen npodunio,
nepenpoBepbTe ee onpegeneHune B RPS.

9. Haxmure (CoxpaHuTb) ONA COXpaHEeHUA U3MEHEHUN.

114 HasHaueHue npodunen aBTOpU3aLUU NaHENen gepxatenam
KapT
BBeneHue

B aTOM pasgene onuMcaHo, Kak HasHauyaTb pasHble NPoMUNu aBTopMU3aL MK naHenu
AepxaTensam KapT pasnuuHbIX TUMOB MKW rpynn.

MpeaBaputenbHoe TpeboBaHue
Bbl onpeaenvnv oguH UKW HECKONMbKO NPodunen aBTopu3aunmn naHenu B cucteme
ynpasfieH1a OOCTYNOM.

MyTb K AMANOroBOMYy OKHY
[naBHoe MeHto > Nnuuya > KapTtbl
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11.5

Mpouenypa

1.  OO6bluHbIM ciocobom HanaguTe 1 BbibepuTe TpebyeMoro aeprkatena KapTbl B 0a3e AaHHbIX.

2. OTkpouTe BKnagky OxpaHa.

3. Ha Bknagke OxpaHa yctaHoBUTe pnaxxok Monb3oBaTenb NnaHenwu.

4. (ObssatenbHo) B none Kop ponycka BBeaWTe KOA AOMYCKA, KOTOPbIM AAHHbIM AepxKaTenb
KapTbl OyaeT ucnonb3oBatb AnA paboTbl C OXpPaHHbIMK NAHENAMM.

—  [pn HEOBXOAMMOCTU UCNONb3YNTE KHOMKY, UTObbl CreHepupoBaTb HOBbLIN
Heucrnonb3yeMbli Koa Aonycka.

5. B cnucke UaeHTUdbMKaLUMOHHAA KapTa BbibepuTe O4HU U3 YUETHbIX AaHHbIX yNpaBneHus
[OCTYMOM, MPUCBOEHHbIX JAHHOMY [epKaTento KapThbl.

6. (OononHutenbHo) B none Homep yaaneHHOro ycTpoicTBa BBeaMTe HOMeEpP, KOTOPbIM
HameuaTtaH Ha YCTPOMCTBE yAaNeHHOro ynpaBneHua agepxxartena KapTbl A8 OXPaHHbIX
naHeneu.

7. B cnucke A3bik BbibepuTe A3bIK ANANOrOBbIX OKOH MaHenu, npeanoytuTenbHblv aAns
Aepkatens KapTbl.

8. Ecnu pepxxaTenb KapTbl UCNONb3yeT MOBUNbHOE NpunoxeHue Bosch ana oxpaHHbIX
naHenem, ycTaHoB1UTe NaXKoK YAaaneHHbI [ocTyn.

9. B cnucke NMpodwunb aBTOpU3auuu Bbibepute Npodrnb aBTOPMU3aLMKU NAHENH,
noaxoaALMnK AnA aepxxaTena KapTbl.

10. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.
—  [OepxaTento KapTbl OygeT HasHaueH 3TOT NPoduNb aBTOPU3aLMK MaHEeNU CO BCEMMU
BKNMIOUEHHbIMW B HETO NMaHenAaAMU U nonHomMmounamMu. Takum obpasom, aepxaTtenb
KapTbl CTAHOBUTCA ONEepaTtopoM OXPaHHbIX NaHenewn.
ObpaTuTe BHUMaHWeE, UTO B 3TOM AIMANOrOBOM OKHE TaKXe MOXHO MCMOMNb30BaTh NONA AaHHbIX

C KHOMKOW 3 AnA NMNOoUCKa nepmaTenePl KapT B 6a3e gaHHbIX.

YnpaBneHue aoBepAMHU ¢ nomoubio moayneu B901 Ha
OXpPaHHbIX NaHenAx

HauuHana c Bepcuun AMS 4.0.1, moaynamu nHTepderca ynpasneHus goctynom B901 MoxHo
ynpaBnATb ¢ noMmowbto AMS Map View.

Moaynb B901 — 3To NpOCTON KOHTPONNep ABEPU, NOAKNIOUAEMbIN K OXPaHHbIM NaHenam
Bosch cuctemHbiM agMuHKUCcTpaTtopoM. COOTBETCTBYHOLWAA OXPaHHAA NaHenb NOAKMOUAETCA K
AMS, KaK onucaHo B npegblayLmnx pasgenax.

Mogaynb B901 He HacTpauMBaeTcA B peflakTope YCTPOWCTB.

Mogaynu B901 moryT oTnupatb/3anupartb, NepeBoLUTb B PEXUM 3aLWTbl/BbIBOAWUTL M3 HETO U
BbIMOMHATb LMKN ABEPU, HO NepenatoT B CUCTEMY YNpaBneHUA AOCTYNOM TONbKO
OrpaHUUeHHY MHOPMaL Mo O COCTOAHUK. Hanpumep, oHK coobLyatoT, uto ABEPb
pas3bnoknpoBaHa, HO He MOryT COODLWMTb, OTKPbITA KM OHA PU3UUECKHU.

Kak 1 B cnyuae c ApYrMMU OXpaHHbIMKW YCTPOMCTBaMM, ANs OTNpPaBKU KoMaHg moaynto B901
n3 AMS Map View Hy>XHO BKNOUUTb NpeactaBneHne Map View ana cooTBETCTBYHOLLEN NaHenu
B IManoroBom okHe AMS:

naBHOe MeHto > KoHdmurypauusa > MNaHenu > AGMUHUCTPUPOBaHUE NaHenen
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MpunoxeHue Swipe ticker B Map View u asepu ¢ moaynamu B901

[nAa npegoctaBneHus NpaBWNbHOM MHOPMaLKUK NpunoxeHuo Swipe ticker B
npenctaeneHnn AMS Map View naeHTUdUKaTopbl ABepen ¢ moaynaMmu B9O1 fonKHbI
coBnaaatb C MAeHTUMKATOpaMK UX ABEpPHbIX Touek. Hanpumep, aoBepb 1 gomkHa bbiTb
HasHaueHa ABepHOM Touke 1, ABepb 2 ABEPHOM TOUKe 2 U T. 4.

Doors 1 -4 Droor 1 |DDUT 2 |Dor 3 |Door 4
Door Name Text Do Doo, Do, Dol

Door Mame Text (Second Language)

Doar Source SO (B901) SO (B901) SO (B901) SDIff (B901)
Enfry Area 1 1 1 1
Azzociated Keypad # pad 1 pad 1 pad 1 pad 1
_Cus‘tcrm Function | zabled abled sahled abled
Door Point 1 2 3 4

Door Foirt Debounce 600ms 600ms 600ms G00ms

ITW Ha3HaueHWnA Onsa KoHTponnepa aseper B901 BbinonHATCA B MHCTpyMeHTe RPS ans
HACTPOMKKW OXPaHHbIX NAHENENW U KOHTPONNEPOB.
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12

121

HacTtporka onepaTtopoB U pabounx CTaHUUMH

BBoaHble cBegeHUA 00 aAMUHUCTPATUBHbIX NMPaBaX KOHTPONA A0CTyna
AOMMHWUCTPATMBHbIE NpaBa AMf CUCTEMbl KOHTPONA AOCTyNa OnpeaenstoT, KaKMe AManorosble
OKHa CUCTEMbl MOXXHO OTKPbITb U KAKUMW (PYHKLMAMKU MOXKHO BOCMONb30BaTbCA B 3TUX OKHax.
MpaBa MOXXHO Ha3HauaTb Kak oneparopam, Tak U pabounm CTaHUMUAM.

MpaBa pabouen cTaHLUMK MOTYT BPEMEHHO OrpaHWUKUTb NpaBa ee onepaTopa, NOCKONbKY
KPUTUUECKHW BaXkHble AnsA 6e30nacHOCTU onepaumu AOMKHbI BbIMOMHATLCA TONbKO C 0C000
be3onacHbIX paboumnx cTaHLUUM.

MpaBa HasHauawTCcA onepaTtopam U pabounm cTaHUMAM B CBA3Kax, HasbiBaeMbix Mpodunu.
KaxkoblM npodurnb agantMpoBaH K 06A3aHHOCTAM OAHOIO M3 onpeneneHHbIX TUMOB
onepaTtopoB UNu pabouunx cTaHUMM.

KaxablM onepatop unu pabouas cTaHLMA MOTYT UMETb HECKOMbKO Npodunen aBTopmu3aLmu.

O6wana npoueaypa U NyTU K AUaNorosbiM OKHaM
1. Cospante pabouure CTaHUMK B pefaKkTope YCTPOMUCTB:

=
2

KoHdurypauusa > [laHHble ycTpoicTBa > Pabouue cTaHuuu

2. CospgaunTe npodunu paboumx CTaHUMM B AMANOrOBOM OKHE:
OnepaTtopbl U pabouue ctaHuuu > Mpocdunu pabounx cTaHuUM.

3. HasHaubTe npodunu paboumm CTaHUMAM B CNedytoLlleM AUanoroBOM OKHe:
Onepartopbl U pabouue ctaHuuu > MpaBa pabounx craHUUIA

4. CospawTte Nnpodunu oneparopa B cregytowemM AManoroBoM OKHe:
OnepaTtopbl U pabouue ctaHuuu > Mpocdunu nonb3oBarenen.

5. HasHaubTe npocunu onepatopam B creayrowemM 4UanoroBoM OKHe:
Onepartopbl U pabouue ctaHuuu > MpaBa nonb3oBarens

Co3paHue pabouux ctaHUUMU

Pabouune cTaHLUMKU — 3TO KOMMbIOTEPLI, C KOTOPbIX OMnepatopbl paboTaloT C CUCTEMOW KOHTPONA
JocTyna.

CHauana pabouylo cTaHUMIO HeODXOAMMO CO3AaTh, TO eCTb 3aPEerMcTPUMpPOBaTh KOMMbIOTEP B
cUCTeMe KOHTpOonA gocTtyna.

MyTb K AUANOrOBOMY OKHY
KoHcpurypauusa > [laHHble ycTpoicTBa > Pabouue ctaHuuu

Mpouenypa
1. LWenkHute DMS npaBoM KHOMKOW MbilK U BbibepruTe HOBbIH 0ObEKT B KOHTEKCTHOM
MEHIO UMK WenkHuTe #* Ha naHenu MHCTPYMEHTOB.
2. BseguTe cnegytoline 3HaUeHWA ANA NapamMeTpoB:
- WmA pabouer cTaHUWMU JOMKHO B TOUHOCTU COBMaAATb C UMEHEM KOMMbtoTEpa.
— OnucaHue — 3T0 HeobA3aTenbHoe none. Ero MoXHo Mcnonb3oBaTb, HaNnpumep,
yToDObI ONMUCaTb PYHKLMIO U pacrnonoxXeHue pabouern CTaHLUK
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12.2

-  Bxop uepes cuMuTbiBaTeNb: YCTAHOBUTE 3TOT (PIAXKOK TOMbKO B TOM Clyyae, ecnu
onepatopbl AOMKHblI BXOAWTb B CUCTEMY HA 3TOW pabouei cTaHUMK, NpeabABnas
CBOW KapTOUKW PErncTpaLMoOHHOMY CUMTbIBATENIO, MOAKMIOUEHHOMY K 3TOM pabouen
cTaHuuMu. MoapobHble cBeAeHUs cM. B pa3dgene [AByxdaKkTopHasa npoBepKa
NOANUHHOCTH

—  ABTOMaTHUecCKW# BbIXopA nocne BpeMeHU HeaKTUBHOCTU: BPEMA B CEKYHAAX nocne
ceaHca BXofa C UCMNONb30BaHUEM PErMCTPALMOHHOIO CUUTbIBATENA, NMOCE KOTOPOro
CceaHC aBTOMATMUECKM 3aBepliaeTca. YCTaHOBUTE 3HaueHue 0, 4Tobbl 3TO Bpems
OblNO HEOrpPaHUUEHHbIM.

Co3pgaHue npocunen pabounx craHUUM

BBogHble cBeaeHUsa o npodunax pabounx cTaHLuUM

B 3aBUCUMOCTU OT (*)VI3VI‘-I€CKOFO pacnonoXeHuAa pa6ouaﬂ CTaHUMA KOHTPONA AOCTyNna AO/TXKHa
ObITb TLIATENbHO HAaCTpPOeHa He3aBUCHUMO OT NMPUMEHEHMUA, HanpumMep:

—  KaKwue oneparopbl MOTYT €e UCMONb30BaTh;

- KaKue yyeTHble AaHHble HY>XXHbl ANA €e UCNONMb30BaHUA;

—  Kakue 3a4auMm KOHTPONSA AOCTyNa MOXHO BbIMONHATb C Hee.

Mpodunb pabouen cTaHUMKU NpeacTaBnAeT cobon Habop npaB, KOTOPbIM onpeaenseT

cnepymwulee:

- MeHI0 gMcnetyuepa AManoroBbiXx OKOH U AMANOroBble OKHa, KOTOPble MOXHO
MCMonb3oBaTb Ha pabouyewn cTaHLWUK

- Kakon(une) npodunb(n) nonbsosatena AOMKEH UMETb OMepaTop, UToDObl BbINOMHUTL BXOS,
Ha 3ToM pabouen CTaHLMK.

3ameuaHue!

Mpodunu paboumnx cTaHUMI NepeonpeaenstoT NPpodunr nonb3oBaTenem

OnepaTtop MOXeT MOMyUUTb TONTbKO Te U3 NMpaB CBOEro Npodua, KoTopble TaKXe BXOAAT B
npodunb pabouew CTaHUMKM KOMMbIOTEPA, C KOTOPOTO OH BOLWIEN B cUCTeMy. Ecnun y
npodunen paboumx cTaHUUM M Npodunen onepatopoB HeT obLLMX NpaB, y NONb3oBaTeNna He
OyneT HMKaKUX npaB Ha 3ToM pabouen cTaHUMMK.

MyTb K AUANOroBOMY OKHY
KoHdurypauua > Onepartopbl u pabouune ctaHuuu > NMpodunu pabounx craHuui

Co3paHue npoduna pabouei cTaHUUHU

LLlenkHuTe [g,) , UTODObI CO34aTb HOBbIM NPOMUNb
2. Bsegute umAa npodunsa B none Uma npodomuna (obsasarenbHO)
3. BBeawuTte onucaHue npodunsa B none OnucaHue (HeobssaTenbHO, HO PEKOMEHOYEeTCS)

4. Haxmute unu MPUMeHUTb, UToObI COXPAHUTD UBMEHEHUA
HasHaueHue npaB BbinonHeHUA ANA PYHKLUA CUCTEMDbI
1. B cnucke PyHKUMU BbibepUTe PYyHKLUUU, KOTOPbIE AOMKHbI OblTb OCTYMHbI 3TOM pabouek
CTaHLUMH, ¥ OBaXAbl LLENKHUTE WX, UTOObl 3a4aTb 3HaueHWe Yes B cTonbue BoinonHeHue.
- Kpowme TOro, Heobxoammo ybeautbca, uto AnA Bcex PyHKUUM, KOTOPble JOMKHbI
ObITb HEAOCTYNHbI, 33JaHO 3HaUeHHe No.

2. Hakmute unv NMpUMeHuUTDb, yTobbI COXPaHUTb UBMEHEHUA
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HasHaueHue npodunen nonb3oBatener npodunam pabounx ctaHuUMn

B obnactv NMpochunb nonb3oBartens.

Cnucok HasHaueHHble NpodMnu COAEPXKNUT BCE NPOMUIN, KOTOPbIM paspeLlleHo BXOAUTb Ha
pabouyto CTaHUMIO C MOMOLbIO TeKyLero npoduna pabouen cTaHumMK.

Mone JocTynHble NPOMUNU COAEPKUT BCe OCTanbHble Npodunu. OHU elLe He aBTOPU3OBaHbI
ONA BXofa Ha pabouylo CTaHLMIO C MCMOMNb30BaHWEM TeKyLLero npoduna pabouen cTaHLUuK.

1. C NOMOLWbK KHOMOK CO CTPENKaMU nepemMmectute I'IpOd)VII'IVI M3 OAHOIo CrnnckKa B ,El,pyI'OVI.

2. Haxxmute unu NMPUMEHHUTDb, yToObI COXPaHUTb U3MEHEHHUA

3ameuaHue!

Mpodurnu agMUHUCTpaTopa No ymonuaHutio ana nonb3osatena (UP-Administrator) v ana
pabouei ctaHumMn (WP-Administrator) HEBO3MOXXHO U3MEHUTb UMK yaaNUTb.

Mpodurnb WP-Administrator npvBaAsaH kK cepBepHo pabouer cTaHUMWU, U USMEHWUTb 3TO
HEBO3MO>HO. ITO rapaHTUpPYeT, UTo CyLecTBYeT KaK MUHUMYM OAMH MOMb30BaTeNb, KOTOPbIN
MOXEeT BOWTU B CUCTeMY Ha pabouel cTaHUMUKU cepBepa.

12.3 HasHaueHue npocdunen pabounx craHuum

Mcnonb3ywTe 3TO AMANOroBoe OKHO ANA ynpaBneHWA HazHaueHuAMKU npodunen paboumx
CTaHUMK paboumm cTaHUMAM. Kaxgas pabouasa cTaHUMA OOMKHA MMETb NO MeHbllel Mepe
oauH nNpodunb pabouei cTaHUMK. [TpU HANUUUK HECKONMbKUX NPodunen Bce npasa B 3TUX
npogUNAX NPUMEHSAIOTCA OJHOBPEMEHHO.

MyTb K AUANOrOBOMY OKHY

KoHdourypauusa > OnepaTtopbl U pabouue ctaHuuu > MpaBa pabouen cTaHuUuU
Mpouenypa

Cnucok HaszHaueHHble NPodMnKU COOEPXKNUT BCe NPOodPUIn paboumnx cTaHUKUIN, KOTopble
OTHOCHATCH K 3TOM pabouel CTaHLUK.

Cnucok AocTynHble NPOoUNKN COAEPKNUT BCE NPOPMIN paboumnx CTaHLMW, KOTOpbIE elle He
ObinM HasHaueHbl 3TOM pabouew CTaHUWM.

B cnucke pabouunx ctaHuMi BbibepuTe pabouyto CTaHLMIO, KOTOPYIO TpebyeTcsa HacTpoUTb
2.  C nomolbto KHOMOK CO CTpenKkamu nepemMellante BblbpaHHbie MPOGUNK Mexay

cnuckamu HasHaueHHblie v [locTynHble.

3.  Haxmure unv NMpUMeHUTb, UTOObI COXPaAHUTb UBMEHEHMUA

3ameuaHue!

Mpodunu agMUHUCTpaTopa No ymonuaHuo ana nonb3osatensa (UP-Administrator) v ans
pabouer ctaHunm (WP-Administrator) HEBO3MOXHO M3MEHWUTb UMW yOANUTb.

Mpodrns WP-Administrator npusasaH K cepBepHor pabouel cTaHUUKU, U UBMEHUTb 3TO
HEBO3MOXHO. ITO rapaHTUPYET, UTO CYLLECTBYET KaKk MMHUMYM OfMH MOMb30BaTe/b, KOTOPbLIX
MOXeT BOWTU B CUCTEeMY Ha pabouel cTaHUMUKU cepBepa.
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124 Co3paHue npochunen nonb3oBatensa (onepartopa)

BBoaHble cBegeHUA 0 NpodhUNAX nonb3oBaTeneun

MpumeuaHue. TepmuH Monb3oBaTenb B KOHTEKCTE NMpPaB MNoNb3oBaTeNfd CUHOHUMUUEH

TepmnHy Onepartop.

Mpodunb nonb3oBaTena npeactaBnseTr cobor Habop npas, KOTOPbLIM ONpeaenseT cneaywllee:

—  MeHto gucnetuepa AManoroBbiX OKOH U AManoroBble OKHa, KOTOpble BUAHbI onepaTopy.

—  BO3MOXHOCTM oneparopa B 3TUX AUANOroBbiX OKHaxX, B OCHOBHOM MpaBa Ha BbIMONMHEHWE,
M3MeHeHHUe, ,D,06aBFIeHVIe U yganeHne afieMeHTOB 3TUX ANaNOroBblX OKOH.

CnepgyeT TWaTtenbHO HAacTpamBaTtb NPOgUNM Nonb3oBaTenen B 3aBUCUMOCTHU OT OMbITa,

OnaroHageXXHoOCTU C TOUKU 3peHusA besonacHoOCTHM M obA3aHHOCTEN UuenoBeKa:

MyTb K AMANOroBOMY OKHY
KoHdurypauus > Onepatopbl u pabouune craHuuu > Mpocdunu nonb3osBaTtenei

Mpoueaypa

1.  LWenkuure I:ga , UTODObI CO3aaTb HOBbLIM MNPOMUNb
2. Baeaute umA npodunsa B none Uma npodouna (obs3atenbHO)
3. BaegwuTe onvcaHve npoduns B none Onucanue (Heobs3aTenbHO, HO PEKOMEHIYeTCA)

[

4. Hakmute unu NMpUMeHuUTDb, yTobbI COXPaHUTb UBMEHEHUA

3ameuaHue!
MpucBanBanTe NPodUNAM UMeEHa, KOTOPble MOHATHO W TOUHO OMUCHIBAOT BO3MOXHOCTHU U
orpaHuWueHua npoduns.

Job6aBneHue npaB Ha pefjaKTUPOBaHUe U BbINONHEHUE ANA CUCTEMHbIX DYHKLUN
1. B obnactu cnucka BbibepuTe hyHKUMK (MepBbIM cTonbel) U BO3MOXHOCTU B COCTaBe
3TON PYHKUMK (BbinonHUTb, U3MeHUTb, lo6aBUTb, YAanUTb), KOTOPbIe AOMXKHbI ObITb
OOCTYMHbI 3TOMY Npodunto. [ABaxKabl WENKHUTE UX, UTOObl UBMEHUTb 3HaueHue
napameTpa Ha Yes.
- Kpowme TOro, Heobxoammo ybeautbca, uto AnA Bcex PyHKUUM, KOTOPble AOMKHbI
ObITb HEAOCTYNHbI, 33JaHO 3HaUeHHe No.

2. Hakmute unv NMpUMeHuUTb, yTobbI COXPaHUTb UBMEHEHUA

125 HasHaueHue npodunen nonb3oBaTenen (onepaTtopos)

Mpumeuanune. TepmuH Monb3oBaTenb B KOHTEKCTE NpaB NONb30BaTeNA CUHOHUMUUEH
TepMuHy Oneparop.

TpeboBaHusa

—  Oneparop, KOTOPbIN AONXKEH NONYUMTb 3TOT NPOdUNIbL NONb30BaTeNA, onpeaeneH B
CUCTEME KOHTPONA AocTyna Kak Muuo.

- CooTBeTCTBYOLWMIM NPOodUNb NoNb3oBaTena onpeaeneH B CUCTEMe KOHTPONA AocTyna.
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- ObpatuTe BHUMaHKe, UTo BCerga MOXKHO Ha3HauuTb Npodunb nonb3osaTena C
HeorpaHuueHHbiMU npaBamu UP-Administrator, Ho 3Ta npaKTuKa yctapena no
coobpaxkeHuAm De30nacHoCTH.

MyTb K AUANOroBOMY OKHY

KoHdurypauua > OnepaTtopbl u pabouue craHuuu > NMpaBa nonb3oBaTenemn

Mpouenypa

1. 3arpysuTe 3anucb TMUHOTO Jena npeanonaraemMoro nonb3oBaTtens B AIMANOroBoe OKHO.

2. [lpu HeobxoaMMOCTH orpaHuUubTe AENCTBUTENBHOCTb NPOMUIA NOoNb3oBaTeNnd, yKasan
natbl B nonax JeWcTBuTenbHO ¢ 10 [leACTBUTENbHO A0.

HasHaueHue npoduneli nonb3oBaTena onepatopam

B obnactv NMpochunu nonb3oBaTteneu:

Cnucok HazHaueHHble NPodMNKU COOEPXKNUT BCe NPOdPUNIN NoNb3oBaTens, KoTopble

HasHaueHbl 3TOMY MOMb30BaTeNto.

B none JocTynHble Npodunu nepeuncneHbl Bce Npodunm, AOCTyNHbIe ANA Ha3HaueHuA.

C MOMOLLbIO KHOMOK CO CTpenKkamu nepemMecTuTe npodunm M3 ogHOro Cnucka B Apyrou.
2. YcraHoBWTe (naxkok FnobGanbHbIM agMUHUCTPATOP, UTOOLI NPEAOCTaBUTL 3TOMY
onepaTopy AOCTYN K 3aMMCAM M3 NIMUHOIO Aena C npaBamMu UTEHWUA U 3anucu, ans
KOTOPbIX aKTUBMpPOBaH aTpubyT FnobanbHoe agMUHUCTPUPOBaHHUe. [10 YMONUaHUIo
onepaTop nonyyaeT 4OCTYN K TaKUM 3anncAM U3 NTMYHOTO AeNa TONMbKO C NPaBOM UTEHHSA.

[

Ha3sHaueHue onepaTopam npaB Ha ucnonb3oBaHue API

3. Haxmute AnA CoOXpaHeHuA U3MEHEHMUN.

Mpu HaNUUKMK HEOOXOAUMBIX HACTPOEK M NMULEH3UN BHELWHWUIW NPOrPaMMHbIN KOO MOXEeT
Bbl3blBaTb PYHKLMWU CUCTEMbBI KOHTPONA JOCTYyMNA Yepes MHTepdenc NpUKNagHoOro
nporpammupoBaHua (Mnu API). BHelwHAA nporpaMma pyHKLMOHUPYET B CUCTEME Uepes
npokcu-oneparopa. PackpblBatowmica cnucok Ucnonb3oBaHue APl KoHTponupyeT
BO3MOXHOCTHU TeKyLLero oneparopa, eCiuv OH UCNONb3yeTCA BHELWHWM KOAOM B KauecTse
NpoKcKH-oneparopa.
KoHcpurypauusa > OnepaTtopbl U pabouue ctaHuuu > lMpaBa nonb3oBarenewu
-  BbibepuTe HacTponKy M3 cnucka Ucnonb3oBaHue APL.

[ocTynHble Ha BbIOOP BapHuaHTbI:

OocTtyn OnepaTtop He MOXeT ucnonb3oBaTbcA APl onA BbINONHEHUA CUCTEMHbIX
3anpeLieH PYHKLHHN.

Tonbko OnepaTtop MOXeT ucnonbsoBarbcA APl onA uTeHUA CUCTEMHbIX LaHHbIX, HO
CuMTbiBaHUE He anA gobaBneHunA, USMEHEHUA UNU yaaNneHUA 3TUX OAHHbIX.

bes Onepatop MOXeT ucnonb3soBaTbcA APl ana uteHun, gpobaeneHus,
orpaHuUeHuM U3MEHEHUA M yaaneHUA CUCTEMHbIX AaHHbIX.

[

- Haxmute OonA COXpaHeHUA U3MEHEH UM

12.6 HacTpoika naponeu gna onepaTtopoB

Kak 3agatb 6e3onacHble naponu ana cebs v ana apyrux.
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BBepeHue

CucTteme TpebyeTca xoTa Obl oguH onepatop. OnepaTop NO YMONUaHWIO B HOBOM YyCTaHOBKE
nmeeT umsa nonb3oBartensa Administrator v naponb Administrator. MepBbiM Warom B
HacTpoMKe cUCTeMbI BCeraa AonXKeH O6biTb BXO B CUCTEMY C STUMMW YUYETHBIMU AAHHbIMU U
M3MeHeHuWe napona nonb3osaTens Administrator B cooTBETCTBMM C NapONbHbIMW NOMUTUKAMMU
Ballle opraHuM3aumu.

Mocne atoro MoXxHo f0b6aBNATL APYrMX ONepaTopoB: C NPUBUMETUAMU U Be3 HUX.

Mpouenypa MaMeHeHUA COBCTBEHHOro Napons.
MpepnBapuTenbHble Tpeb6oBaHUA
Bbl BOWW B AUCNeTYEp AUANOroBbIX OKOH.

Mpouenypa

1. B Aaucnetuepe AMANOroBbiX OKOH BbloepuTe MeHto: @ann > U3MeHUTb naponb

2. Bo BcnnbiBawolWem OKHe BBeAUTE TEKYLLWW Naponb, HOBbIA Maponb, a 3aTeM HOBbIM
naponb elle pas, utobbl NOATBEPANUTD ErO.

3. Haxmute U3MEHUTDb.

Ob6patuTe BHUMaHKe, UTo 3Ta Npouenypa — eAUHCTBEHHbIM CNOCOb M3MeHWUTb Naponb ANA

Administrator.

Mpoueaypa M3MEeHEeHUA Naponei Apyrux onepaTtopos.

MpepBaputenbHbie TpeboBaHUA

Uto6bl M3MEHUTb Maponu Apyrux nonb3oBatenen, He0bXoaAMMO BOWTU B AUCTETUED

[MANoroBbIX OKOH C MOMOLLbIO YUETHOM 3aNUCH C MPUBUNErMAMU aAMUHUCTPATOPaA

(Administrator).

Mpouenypa

1. B rnaBHOM MeH0 AuMcnetuepa AManoroBbiX OKOH nepenaunte B pasgen KoHndurypauusa >
Oneparopbl U pabouune ctaHuuu > NMpaBa nonb3oBaTtens

2. B rnaBHOM AManoroBoM OKHE C MOMOLLbIO MaHENN MHCTPYMEHTOB 3arpy3uTte oneparopa,
naponb KOTOporo TpebyeTcs U3MEHMUTD.

3. Haxmute UI3MeHUTb naponb...

4. Bo BcnnbiBaloLWeM OKHe BBeguTe HOBbIW NMaponb, a 3aTeM BBeAWUTE ero elle pas, utobbl
NOATBEPAUTD.

5. Bo BchnbiBalowemM OKHe BBeAUTE CPOK AENCTBUA HOBOro napons: HeorpaHWUeHHbIH UK
YKa)KUTE UUCNO JHEN.
— [lnAa npoun3BOACTBEHHbIX Cpel HACTOATENbHO PEKOMEHAYETCA YCTAHOBUTb CPOK

nencreuma.
6. Haxmute kHonKy OK, utoObl 3aKpbITb BCMNNblBalOLWEE OKHO.

B rnaBHOM OManoroBoM OKHe HaXXMUTE 3HAUOK , uTobbI COXPaHUTb 3aMuUCb
nonb3oBaTenAi.

ObpaTnTe BHMMaHWe, UTO MHCTPYMEHTbI Bbibopa aatbl [feicTByeT ¢ 1 [leHcTBYeT Ao nos
KHOMKOM U3MEHUTb Naponb... OTHOCATCA K CPOKY AeWCTBUA NpaB MNoNb3oBaTesNfa B 3TOM
[MaNoroBOM OKHe, a He K Maporio.

MoapobHble cBepeHUA

Bcerga yctaHaBnuBawTe naponu B COOTBETCTBMU C MONMUTUKOM Maponen Ballen opraHusaumm.
MHCTPYKLMM NO COCTaBNEHUIO TAKOW MONUTUKKU MOXHO MONMYYUTb, HANPUMeEpP, B PYKOBOACTBE
Microsoft no cnegytowemy agpecy.
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https://www.microsoft.com/en-us/research/publication/password-guidance/
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13 Hactpouka kapTt

13.1 OnucaHue KapTbl

OTO AMaNoroBoe OKHO MCNONb3yeTcA ANA aKTUBaLWK, AeaKTUBaLMKU, UBMEHEHWA UMHU
nobaBneHunsa onucaHum KapT, MCNONMb3yEMbIX cUCTEMOM ynpaBneHnA AOCTYyMNoOM.

MyTb K AUANOrOBOMY OKHY

—  [naBHoe meHto AMS > KoHdhurypauua > Mapamerpbl > OnucaHue KapTthbl

CucTtema noctaBnsaeTcA ¢ Habopom NpenBapuUTENbHO ONpPeAeneHHbIX TUMOB KapT.
MpenBapuTenbHO onpeaeneHHble TUMbl KapT oTobparkatoTca Ha cepom hoHe B Tabnuue
JocTynHble TUNbI KAapPT M He NoAanexar pegaktnpoBaHuto. OQHAKO MX MOXHO nepemMellartb
Mexay TabnuuaMmu AKTUBHbIE TUMRbI KapT v [JoCTynHble TUMbI KapT.

13.1.1 Co3pgaHue U U3BMeHeHue
HaxxMU1Te KHOMKY CO 3HaKoOM Mntoc 3eneHoro useta (#*) Hag NpaBbiM Nonem cnucka, Ytobb
co3aaTb HOBbIM 3N1EMEHT CKUCcKa. B oTnnumne oT npeaBapuTenbHO onpeaeneHHbiX TUMNOB KapT
[aHHble BHOBb CO3[aHHbIX TMMOB MOXHO cBoboAHO peagakTupoBaTtb. YToObl MU3MEHUTL UMA,
onucaHue U KONMUYeCcTBO BUTOB, BaXKAbl LENKHWTE COOTBETCTBYIOLLME MOMA.
MakcumanbHasa gnuHa umeHun — 80 cMMBONOB, MakCMManbHaa ANWHa onucaHmMa — 255
cuMBoOnoB. Unucno butos orpaHuueHo 64 (ecnu BBedeHo bonbllee 3HaueHWe, OHO
cbpacbiBaeTcsA 40O yKa3aHHOro MakKCMMyMa, Kak TONbKO JaHHOEe TEKCTOBOE Mofe nepecraeT
ObITb B pOKyCe BBOAA).

3ameuaHue!

[OnvHbl OUTOB MCNONb3yOTCA, UTOObI pasnuuatb onpeneneHusa Wiegand. [MosTomMy y Kaxkgoro
HOBOrO onpeaeneHns OomxkHa bbiTb YHMKanbHasa agnvHa bUTOB, elle He UCNOoMb30BaHHanA B
CYLLECTBYHOLLUX onpeaeneHmax.

»  UTODObl U3BMEHUTb BUT AaHHbIX, ABaXAbl WENKHUTE COOTBETCTBYIOLLEe none. Ytobbl ero
yaanuTb, cHauana BbibepuTe BUT JaHHbIX, a 3aTEM LLENKHUTE KPAaCHYIO KHOMKY X ().

3ameuaHue!
MOX>HO U3MEHUTb UMW YAANWUTb TONbKO Te TUMbl KapT, KOTOpble ObiNK co3aaHbl
nonb3oBaTenem.

Mpwu BbiIBOpE 0QHOrO TMMNA KapTbl (B TEBOM MMM NPABOM CMUCKE) B HUXKHEN uacTu
[ManoroBoro okHa otobpaxaeTtca ero KogMpoBKka. B gaHHOM OKHe oTobpaxkatoTcs buTbl
JaHHbIX B 5 CTpoKax, a UMCno cTonbuoB paBHO KONMMUECTBY OMTOB B OMUCaHUMU.
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Kaxkgomy ctonbuy ctpoku Mone MoxeT ObITb NPUCBOEHA MeTKa, KoTopas onpeaensier
MHTEepnpeTaLm1io 3TOM yacty koga. [oCTynHbl cnegytolume MeTKu:
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F [MomeweHue: nomeyaer
NPUHAANEXHOCTb JAHHOW UacTu
Koda K MoOMeLLeHUo

C Homep Koga: uacTb Koaa,
cofieprkalliafd MHOAWBKUOYaANbHbIN
HOMEp KapTbl

E1 UeTHocTb 1: OUT ANA Mpun obbABNEHUH
6anaHCMPOBKU NepBOW MacKM 3TUX 3HAUEHUN

NPOBEPKMU Ha UETHOCTb ycTaHaBnuBaroTCa
naXKku anna
E2 UeTHOCTb 2: OUT AnA ®
COOTBETCTBYIOLLU

H6anaHCMPOBKU BTOPOM MACKHM

X CTPOK.
NPOBEPKM Ha YETHOCTb

o1 HeuyeTHocTb 1: 6UT AnA
GanaHCMPOBKM NEPBOMN MaCKH
NpPOBEPKU HA HEUETHOCTb

02 HeueTHoCTb 2: OUT AnA
6anaHCMpPOBKK BTOPOM MacKu
NPOBEPKM HA HEUETHOCTb

1 B koge cogepxkarca
0 (PMKCUpOBaHHbIe OUTOBbIE
3HaueHuA

B cnyuae meTtok E1, E2, O1 1 O2 0OCTAaTOUHO YCTAHOBWTb (P1aXKOK B COOTBETCTBYIOLLEN
cTpoke. ®naxku B ctpoke Mone yctaHaBNMBaKOTCA aBTOMATUUECKH.

OnucaHue:

CwvrHan, oTnpaBnAeMbli CUMTbIBATENEM NPWU NpeabsaABNEHUU KapTbl, COCTOWUT M3
nocnenoBaTenbHOCTM HyNen W eauHuL. N KaxXgoro TMna KapT TOYHO onpenenaetca AnvHa
Takoro curHana (1. e. uncno 6u1TOB).

KpoMme akTyanbHbIX JaHHbIX MONb30BaTeNA, KOTOPble COXPAHAOTCA Kak AaHHble Koaa, CUrHan
TaKXXe COAEPXWUT yrnpaBnatowme gaHHble, UTobbl a) MAEHTUDULUPOBATL CUTHAN KaK CUTHAn
KapTbl U 6) NPOBepPUTb NPABUBbHOCTb Nepeaaun.

B obuiem, bMKCMpoBaHHbIE HYNWU U eAUHULbBI MONE3Hbl ANA UOEHTUUKALUK TUMA CUrHana.
[nAa npoBepKW NpPaBUNbHOCTM Nepefayr UCNONb3yrTCA BUTbl MPOBEPKU UETHOCTHU, KOTOPbIE
JOMKHbI faBaTb HOMb (MPOBepKa Ha UETHOCTb) UMK eaAnHULY (NpoBepKa Ha HEUETHOCTb) B
KauecTBe KOHTPONbHON CyMMbl BblOpaHHbIX OUTOB cUrHana. KoHTponnepbl MOXHO HacTpPOUTb
TakK, 4ToObl OHM BbIUMCIANK OOHY UMW ABE KOHTPOMNbHbIE CYMMbl M MPU NPOBEPKE HA YETHOCTb,
M NpU NPOBEPKE HA HEUETHOCTb.

B cOOTBETCTBYIOLUMX CTPOKAX KOHTPOMbHbIX CYMM UeTHOCTU (UYeTHocTb 1, YeTHOCTDb 2,
HeueTHocTb 1 ¥ HEeUETHOCTb 2) MOXHO OTMEHUTb DUTbI, KOTOPbIE AOMXHbl ObITb BKNOUEHbI B
KOHTPONbHY cyMMy. B BepxHewn cTpoke ([Mone) ans Kaxaow MCNonb3yeMOW KOHTPONbHOM
CyMMbl onpefenserca 6uT, utobbl cbanaHcMpoBaTb KOHTPONbHYO CYMMY B COOTBETCTBUU C
TUMOM UETHOCTH. ECNU KaKoW-TO U3 BapMaHTOB UETHOCTM He UCMONb3yeTcA, COOTBETCTBYIOLAA
CTPOKa MPOCTO OCTAaeTCcsA NyCcToM.
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13.1.2 AKTUBauuA / peaKTuBaLUA onpeaeneHnun Kaprt
OOoHOBPEMEHHO MOXET OblTb aKTUBHO 10 8 onpeaeneHun KapT, kKpome kapt CEPAS.
AKTUBUpYyeMble onpeaeneHua HeobXoAnMMO NepeHeCcTU B NEBbIM CMUCOK AKTUBHbIE TUMbI
KapT. [1nA aToro cneayet BbibpaTb OAHO UMW HECKONbKO onpeaeneHuin Ha npaBow CTOpoHe U
HaXkaTb KHOMKY CO CTPenKoM Bneso (<).
3a 04MH pas MOXHO NepemMecTuTb He bonee BoCcbMW onpeneneHni. ECnM akTMBHbI BOCEMb
onpeaeneHui, B nepeHoce AOMNONHUTENbHbIX onpeaeneHuin byger otkasaHo. Ytobbl fobaBUTb
[OMONHUTENbHbIE ONpPeAeneHUa B CNMCOK AKTUBHbIE TUNbI KapT, HeobXxoaMMOo yaanuTb OAHO
MNU HECKONbKO ONpeaeneHni u3 nMeroLwmxca: Bolbpatb U NepeMecTUTb Ha NpaByto CTOPOHY C
NMOMOLLbIO KHOMKHK (>), TEM caMblM UX AeaKTUBUPYS.

3ameuaHue!

Mpu MCNonb3oBaHWKU CUMTbIBaTENEN C NpoToKonamu L-Bus nnu BG900 aKTUBUpPYHTE TUN
kapTbl CuMTbIBaTENb C NOCNEeAoBaTeNbHbIM UHTepdecoM. [pu 3TOM Ans gucneTuepa
OWanoroBbliX OKOH CUCTEMbI yNpaBneHWA AOCTYNOM CTaHeT AOCTYMNMHbIM AUANoroBoe OKHO
pyuHoro BBoga finanoroBoe okHo Bosch.

13.1.3 Co3paHue faHHbIX KapTbl B gUcneTyepe AManoroBbiX OKOH

BBoA AaHHbIX BPYUHYIO

Ona kapt Wiegand u Bosch ncnonb3syoTca pasHble MeToAbl BBOAA.

[Ona Bcex onpenenenun Wiegand (HID 26, HID 35, HID 37 1 32 Bit CSN) B okHe
DOuanorosoe okHo (Wiegand) moxxHo BBecTM Koa knueHTa 1 Homep KapTbl.

[nsa cunTbiBaTenen c nocnenoBaTtenbHbIM UHTEPdENCOM B okHe [iuanorosoe okHo (Bosch)
OOCTYMHbI TakKe nons Bepcua v Kog cTpaHbl.

BBoA JaHHbIX C NOMOLWbIO PErUCTPALMOHHOIO CYUTbIBaTEeNA

Kpome cpencts pyuHoro BeBofa, Ntobdyto pabouyto CTaHUMUIO MOXHO OCHACTUTb AMaNoroBbiM

cuuTbiBaTenem anA cbopa AaHHbIX KapT. Mcnonb3ynTe cunTbiBaTeNb M3 CMMCKA B CNEAyoLEM

OUanoroBoOM OKHe:

- fnaBHoe meHto AMS > KoHdmurypauusa > Mapametpbl > CuntbiBaTenb KapT

Ecnu ykasaHHbIM cuMTbiBaTenb BbiOpaH B KauecTBe cuuTbiBaTena BBoga Ansa kapTt Wiegand,

BCe aKTMBHble TUNbl kKapT Wiegand OyayT ykasaHbl BMECTe CO CUMTbIBATENEM.

— [naBHoe MeHto AMS > [laHHble nepcoHana > Kaptbl > kHonka «CuuTbiBaTenb» > »
(cTpenka Bnpaso)

Heobxoanmo BbIOpaTb OAWH M3 AaHHbIX TUMOB KapT, UuTobObl 0becneunTb NpaBUNbHOE

COXpaHeHWe KoAMpoBaHUA KapT. TO eCTb CaM CUMTbIBATENb HENb3A BbiOpaTb Hanpsamyto, a

TONbKO onocpenoBaHHoO, NyTeM Bbibopa onpenenenuna Wiegand.

Ecnu Tpebyemblivt TN KapTbl He oTobpaXkaeTcA B packpblBaloleMca CriucKke, ero Heobxoammo

aKTUBUPOBATb B IMANIOrOBOM OKHE OMWCAHUA KapTbl.

- FnaBHoe meHto AMS > KoHdurypauusa > Mapametpbl > OnucaHue KapThbl

D card no: Reader..

v  Standard wiegand 26 bit code

Authorizations Dialog (Wiegand)
Dialog (Bosch)

PervcrtpauunoHHble cuntbiBatenu HITAG, LEGIC n MIFARE Mo»xHO BbibpaTb NpsAMO B CMUCKe.
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13.2

Reader..

v DELTA 1200 LE BKL USE

1D card no;

Dialog (wiegand)
Authorizations l Other da  Cialog (Bosch)

HacTtpo#ka koaoB KapTt

KognpoBaHuWe KapT KOHTPONA AOCTyna rapaHTUpyeT YHUKANbHOCTb BCEX AaHHbIX KapT.

MyTb K AUANOroBOMY OKHY

FnaBHoe mMeHI0 > KoHdurypauus > Mapametpbl > KoHdUrypauua KogupoBaHUA KapTbl
Beoa uucen B AUaNnoOroBoM OKHe

BBop, uMcen B 4UaNoroBomM OKHe

[na ynobcTBa MOXHO BBOAMTb UMCNa B AECATUUHOM MU LWIECTHaaLaTepuuHoM cdopmare.
Bbibepute nepekniouatenu LLecTHaguaTepruuHbli v leCATUUHBIA B COOTBETCTBMU C
dopmaTom npousBoauTENs KapT.

OCHOBHOE AManoroBoe OKHO pa3AefieHo Ha ABe rpynnbl, KoTopble bonee NogpobHO onucaHsbl
HUXe:

- KoaupoBouHble faHHble KapTbl MO YMONUYaHUIO

— TMMpoBepATb TONbKO 3HAaUE€HUA UNEHCTBa

KopaupoBOuUHble faHHble KapTbl MO YMONUaHUIO

Mcnonb3yinTe 3TH TEKCTOBbLIE MONA ANA onpeaeneHna sHaueHu napametpos Bepcusa, Koa
cTpaHbl M1 Kopg o6bekTa, KOTOpble NpUcBanBaloTCA HOMepPY KapTbl, Korga KapTta
peructpupyertca B cucteme. ECnu nonsa HeQoCTyNHbl ANA 3anNUCKU, OHU HE OTHOCATCA HU K
OAQHOMY aKTMBHOMY onpefeneHuto KapT. [nAa koga Bosch Bce nons AocTynHbl ANA 3anuUcH.
Ecnu KapTa permctpupyerca BpyuHyto Ha pabouel cTaHLMM onepaTopa, oTobparkaetca
[ManoroBoe OKHO CO 3HAUEHWUAMMU MO YMOMNUAHUIO, KOTOPbIE MOXHO HAaCTPOUTb ANA Kaxnomn
KapThbl.

Card default code data

" Hexadecimal Yersion; ||:|
* Decimal Cauntry code: [0
Facility code: |-|

BBop, paHHbIX Koaa:

Ecnv naHHble NpenocTaBnsaoTCA NPOU3BOAUTENEM B BUE AECATUUHbBIX 3HAUEHUH, BbibepuTe
nepekntouatens «ecATMUHOE» U BBeOAMUTE NPeaoCTaBNeHHbIE 3HAUEHUA, HaNpUMep:
Bepcusa: 2

Kop cTpaHbl: 99

Kop, npegnpuatua: 56720

Haxmute MPUMEHUTb, UTODbl COXPaHUTb AaHHbIE.
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MpuMmeuaHua no BBOAY AaHHbIX KOAOB NO YMONMUYaHUIO
[aHHble MO YMONUaHWIO XPaHATCA B peecTpe onepalMoOHHON CUCTEMbI, @ HOMEP KaXAoro
63raka fobaBnseTca Bo BpeMA KOAUPOBaHUA. Perucrpauuns npuHUMaeT BUA 8-3HAUHOro
WeCcTHAAUATePUUHOro 3HAUEHWA C HauanbHbIMW HYNAMK, €cN HeobXoaAnMO.
Ecnu Homepa KogoB nepefaHbl MOMHOCTBLIO, CUCTEMA MOXET NpeobpasoBbiBaTb AECATUUHbIE
3HaueHuWA B WIeCTHaaLaTepUuHble, JOMONHAA A0 8 pa3pAAOB HauanbHbIMWU HYNAMU, U
COXPaHUTb COOTBETCTBYIOLIMM CUCTEMHBIN MapamMeTp.
- [Mpumep:
- Beopg: 56720
- [peobpasosaHue: DDI0O
—  CoxpaHeHo kak: 0000DD90
Ecnu HoMepa KofoB nepefaHbl oTAenbHO (pasgenbHan hopma), Toraa UCNONb3yeTcs TONbKO
AecATUUHbINW hopmaT. OHM npeobpasytoTcA B 10-3HAUHOE AECATUUHOE UMCIO, KOTOpOoe
CTPOUTCA cneaytoLmnm obpasom:
-  Bepcua: 2 umdpsbl
—  Kopg cTpaHbl: 2 umMdpsbl
- Kon nomeuieHus: 6 undp
- Ecnwu kakve-nn60o n3 atux 10 undp nNycTbl, OHW 3aNONHAKTCA HauaNbHbIMWU HYNAMM.
- Tpumep: 0299056720
Takoe 10-3HauHOe AecATUUHOE 3HaueHWe Npeobpa3lyeTca ANA XpaHeHUA B 8-3HaUHOe
LWwecTHaguaTepMuHoe 3HaueHue.
- [pumep:
- [decAaTtnuHoe: 0299056720
- LLlectHaguatepuuHoe: 11D33ES50

3ameuaHue!

Cucrtema npoBepsAeT WecTHaauaTepuuHble 3HaUeHUA B cnydyae pasgeneHHbiXx HOMepoB KooB,
uTOObI NPENOTBPATUTL BBOA HEAOMYCTUMbIX KOAOB CTpaH (NpeBbillatoLnx
lwecTHaguaTepuMuHoe 63 unu gecAtTMuHoe 99) M HeQoMyCTUMbIX KOAOB 0bObeKkTa
(npeBblWwaoWmUX WecTHaguatepuuHoe FA423F unu gecatmuHoe 999 999)

3ameuaHue!

Ecnu 3anucb KapTbl OCyLLeCTBNAEeTCA nocpeacTtBOM NOAKNKOUYEHHOIoO AManoroBoro
cuMuTbiBaTeNA, TOrAa 3HaUEeHMWA Mo YMONUAHMIO Ha3HauaTCcA aBToOMaTUUecku. B cnyuae
3anucKu U3 CUMTbIBaTENS HEBO3MOXHO Nepe3anncaTb 3HaUEHUA MO YMONUYaHMUIO.

[lnA aToro TMN 3anuWcu cneayet NepekntounTb Ha [luanorosoe OKHO.

Mpu pyuHOM BBOAE HOMEpa KapTbl UCMONMb3YeTCA AECATUUHbIM hopmar.
Mpu coxpaHeHnKn gaHHbIX co3gaetca 10-3HauHOe AeCcATMUHOE 3HaueHue (C HavyanbHbIMU
HYNAMMK), KOTOpOe 3aTeM NpeobpasyeTca B 8-3HaUHOE LecTHaauaTepuyHoe 3HaueHue. 310
3HaUeHMe COXpaHAeTCA BMeCTe C AaHHbIMM KoAa no yMOnuaHWIo Kak 16-3HauHbiM HOMep Koda
KapTbl.
- T[lpumep:

- BBog Homepa kopThl: 415

—  10-3HauHbIK: 0000000415

- T[peobpasoBaHo B WecTHaaLatepuuHoe 3HavyeHre: 0000019F

—  KoMOuHUpyeTcs ¢ AaHHbIMW KOAOB MO YMOMNUAHUIO (CM. Bbillie) M COXpaHAETCA KakK

HoMep Koaa 6avmka: 11D33E500000019F
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MpoBepATb TONbKO 3HAUEHUA UNEHCTBA

[MfpoBepKa TONbKO 3HAUEHMWM UNEHCTBA O3HAuYaeT, uTo YUYETHbIE AAaHHbIE MPOBEPAIOTCA TONBbKO
Ha YNeHCTBO B KOMNAaHWKU UNTKU OpPpraHn3auunu, a He C UeNbto M}J,eHTVIdZ)MKaLI,VIVI nHouBUaa.
CnepoBarenbHo, He VICI'IOﬂb3ypITe 3HaueHue MpoBepATb TONbKO 3HAUEHUA UNEHCTBa A7
cuuTbiBaTENEN, npegocTaBNAKWKUX AOCTYN K 30HaM NoBbILLEHHOW Be3onacHOCTH.

Jta rpynna napamMmeTpoB UCNONb3yeTCA ANA BBOAA UETbIpPEX KOAOB KOMMNAaHUN UNTKU KNHUEHTA.
[aHHble MOXXHO BBOAWUTb B AECATUUHOM MK wectHaguatepnyHom, 0gHaKO B peecTpe
OI'IepaLI,VIOHHOl\/lI CUCTEMbI OHU COXPaHAKTCA B BUOE OECATUUHDBIX 3HAUEHUN.

Check membership only walues

" Hexadecimal 1. value: [150

* Decimal 2 value: [p
3 value: ,07
4 value: ’07

BbibepuTe cuutbiBaTeNb B pedakTope ycTpoicTs, DevEdit, U akTUBUpPYTe NnapameTp
cuutbiBaTens MpoBepka uneHcTBa.

M3 gaHHbIX KapTbl TOMbKO KOAbl KOMMNAHWKU UMW KNWEHTA CUMTLIBAKOTCA M CPABHWBAKOTCA C
COXPaHEHHbIMUW 3HAUEHUAMMU.

3ameuaHue!
MpoBepka uneHcTBa pPaboTaeT TONbKO C ONMMCAHUAMMU KapT, KOTopble NpegonpeneneHbl B
cucteme (cepblMt OH), a He C MONb30BaTENbCKUMU ONpeaeneHnamMu.
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14

Hactpoika KOHTponnepos

BBepeHue

KoHTponnepbl B cUCTEME KOHTPOMNA AOCTYNOM NpeactaBnsatoT cobor BUPTyanbHble U
u3snueckre ycTponcTBa, KOTopble OTNPaBNAT KOMaHAbl Ha nepudepuitHoe obopyaoBaHKe
Ha BXxojax (CuMTbiBaTeNnsax v ABEpPAX) U OTNPaBNAT 3aNpOoChl CO CUMThIBATENEN U ABEpPEHN Ha
LeHTpanu30oBaHHOE NporpamMHoe obecrneyeHue No NPUHATHUIO PELLIEHUN.

XpaHunuLLe KOHTPONEPOB KOMUPYET onpeaeneHHyo nHopmMalnto ob yCcTporcTBe U
Bnagenble KapTbl M3 LeHTpanuMsoBaHHoro MO U, ecnu ata PyHKUKMA HACTPOEHA, MOXET
NPUHMMaTb pelLleHna B 06nacT KOHTPONA AOCTyNa Aa)ke B clyyae BPEMEHHOW U30MALMKN OT
LeHTpanusoBaHHoro 0.

MporpammHoe obecneueHue ANA NPUHATUA pelleHnn — 3To CUCTeMa ynpaBneHWus JaHHbIMMU.
CyLLecTBYIOT KOHTPOMNepbl ABYX TUMOB:

— [naBHbIM KOHTpONMNep AocTyna, U3BecTHbi kak MAC, 1 ero pesepBHbiv aybnvkatr RMAC.
—  JlokanbHble KOHTPONMepbl A4OCTyNa, 3BecTHble Kak LAC unn AMC.

KoHTponnepbl HacTpoeHbl B pegaktope yctponcts, DevEdit

MyTb K AUANOroBOMY OKHY pefaKTopa YCTPOWUCTB

=

FnaBHoe MmeHI0 > KoHdmrypauua > [laHHble YCTPOWUCTB > [lepeBo yCTPOUCTB

Ucnonb3oBaHue pepakTopa ycrpoucts, DevEdit
BasoBoe vcnonb3oBaHue DevEdit onvcaHo B pasgene Ucnonb3oBaHUe peAakTopa YCTPOUCTB
MO CChINKE HUXE.

Cm.
—  MUcnonb3oBaHue pedakTopa ycTpokcts, CTpaHuua 24

14.1 Hacrtpoika koHTponnepos MAC u RMAC
14.1.1 KoHdurypauua obwmux HacTtpoek goctyna MAC
Ha Bknagke O6LMe HaCTPOWKKU A0CTYNA MOXHO YCTAHOBWTb 3HAUEHWA CNedyroLmnx
napameTpoB:
-  BpemeHHOM haKTop ANA MWL C OrPaHUYEHHbBIMU (PU3UUECKMMU BO3MOXKHOCTAMM.
—  OrpaHuWueHWe BpeMEHU ANA rpynnoBoro focrtyna.
—  OrpaHuWuyeHWe BpeMeHU ANA BBOAA C KNaBWaTypbl YPOBHA AOCTyna.
-  Bpemsa ncTteueHuna nepuopa nepekntoueHms obnactu uenoseka.
UTtobbl 3aaTb NapameTpbl, PACCMOTPUTE CNEAYIOWMUI NYTb K AUATOTOBOMY OKHY:
FnaBHoe meHIo > KoHdmrypauua > [laHHble ycTpolcTBa > [lepeBo yctpoucte > DMS > MAC
> OOwWwMre HACTpPOMKKU pJocTyna
[ononHutenbHble cBeleHWA 0 paboTe C peaakTopoM YCTPOWCTB CM. B pa3aene Mcnonb3oBaHHe
pedaktopa yctpo#cTs, CTpaHuya 24.
YuuTbiBaMTE YKa3aHHble HWXe napameTpbl.
- BpemeHHoW hakTOp ANA NUL, C OFPAaHUUEHHbIMU (PU3UUECKUMU BO3MOXKHOCTAMMU:
—  3HaueHue «MaKcuManbHas ANUTENBHOCTb UMMYyNbca ANA 4BEPHOW 3alLeNnKu»
YMHOaeTcs Ha 3ToT KoaddurumeHT ([Bepu->Bknagka: napamerpsbl).
- Wcnonb3yinTe 3TOT NapameTp, UToObl OTMETUTb UeNoBeKa KaK NMULO C OFPaHUUEHHbIMU
hU3NUECKUMU BO3MOXKHOCTAMM.
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— OrpaHUueHMe BpeMeHMU ANnA rpynnoBoro gocryna:
- MakcumanbHoe BpemA A0 UTeHWs cneaytollen KapTol ANA rpynnoBoro Aocryna.
—  3HaueHue 0 -> OTKMOUAET OrpaHnyeHre BpeMeHu (beckoHeuHoe BpeMmAa).

— OrpaHuueHue BpeMeHH ANnA BBOAa C KNaBUaTypbl:

- MakcumanbHoe BpeMa BBOAA KaxaoW LMdpbl Ha cuuTbiBaTtene. Ecnu y Bac 4-
3HauHbIM PIN-kof, a 3HaueHWe orpaHMueHuna BpeMeHun pasHo 50 [1 ¢/10), y Bac ecTb
20 cekyHA (4 pasa no 5 cekyHa) onA BBoda. Bpema mexay BBOAOM LMAPP MOXKET
npeBbilaTth 5 CeKyHA, HO obliee BpemAa He MOXET ObiTb Honblue 20 cekyHA
(3HaueHua gna npumepa ¢ 4-3HauHbiM PIN-Kkogom 1 Bpemsa AnA BBOAA C KnaBuaTtypbl
50 1 ¢/10).

—  3HaueHue 0 -> OTK/OUAET OrpaHUUeHue BpeMeHH (beckoHeyHoe BpeMms).

- BpeMsa ucTteueHUa nepuoaa NepeknUYeHUA obnacTu yuenoBeka:

— 0 = oTKNoUEHHe PYHKLUMKU NPOBEPKK KapTbl (UenoBek ocTtaetcs B obnactv, noka He
3aperucTpupyeT nepexon B ApPYyryto obnactb Ha cuMTbiBaTeNe) -> HET OrpaHUUeHun
BpPEMEHMW, HET aBTOMATUUECKOW perMcrpauunu Bbixoaa.

- Bo3mMoykHO 3HaueHne oT 0 go 168.

- 1-168: BpemMs B uacax, NoKa cTaTyc uenoBeKka He byaeTt uameHeH Ha «CHapyXu»,
€CN1 Ha 3TO BPeMA HET pervcrpauuni ansa 3Toro yenoBeKa.

—  Ecnu BbIbpatb O, nepuon nepekntoveHmna obnactv byaet HeorpaHMUeHHbIM.

Cwm.
—  MUcnonb3oBaHue pedakTopa ycTporcts, CTpaHuya 24
14.1.2 HacTtpoika koHTponnepa MAC Ha cepBepe DMS
DMS SERVER
IP:* ** 20

MuHUManbHaA KOHpUrypauuma cucteMbl TpebyeT Hannuua Bcero ogHoro KoHtponnepa MAC. B
3TOM cnyuae koHTponnep MAC mMoOXeT HaxoauTbCA Ha cepBepe DMS.

Mpouenypa

OTKpOKWTE pegaKkTop YCTPOUCTB Ha cepBepe DMS u co3gaiTe KoHTponnep MAC B nepese
YCTPOMCTB, KaK onucaHo B pasaene Mcrnonb3oBaHue pedakropa ycTporcts, CTpaHuya 24.
Bbibepute koHTponnep MAC B penaktope yctponctB. Ha Bknagke MAC yKaxkuTe 3HaueHus
cnegyrowmx napameTpoB:

MapameTp OnucaHue

Nmn NmA, KoTopoe AOMKHO oTobpaXkaTbcs B AepeBe YCTPOMUCTB,
Hanpumep MAC-1.

Onucanue HeobnasatenbHoe onvMcaHue ANA CUCTEMHbIX ONepaTopoB
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14.1.3

MapameTtp

OnucaHue

C koHTponnepom RMAC
(dbnarxok)

<OcTaBUTb NYCTbIM>

RMAC-nopTt

<OcTaBUTb NYCTbIM>

AKTMBEH (hnaxkok)

CHUMMUTE 3TOT PIaXKOK, UTOObl BPEMEHHO NMPUOCTAHOBUTD
CUHXPOHM3aLMIO B peanbHOM BPEMEHW MeXAy 3TUM
koHTponnepom MAC u cuctemomn DMS.

3T0 MOXeT bbITb NONE3HbIM Nocne obHoBNeHUN cuctembl DMS
B KPYMHbIX CUCTEMAX, MOCKONbKY No3BonfAeT nsbexarb
OAHOBPEMEHHOTrO Nepes3anycka Bcex kKoHTponnepos MAC.

3arpyarb ycTpoucTsa
(dpnaxok)

CHUMMUTE 3TOT PIaXKOK, UTOObl BPEMEHHO NMPUOCTAHOBUTD
CUHXPOHM3aLMIO B peanbHOM BPEMEHU MeXAy 3TUM
KoHTponnepom MAC ¥ NoAYMHEHHBIMWU YCTPONCTBAMM.
IT0 No3BONAeT ObicTpee OoTKpbIiBaTh KOHTponnep MAC B
penakTope yCTPOWCTB.

IP-agpec

Localhost 127.0.0.1

YacoBown nofac

BAXHO! UacoBo#l nosc koHTponnepa MAC v Bcex
NnoAUYMHEHHbIX KoOHTponnepoB AMC.

[MogpasgeneHue

MogpasgeneHne, K KOTOPOMY OTHOCKUTCA KOHTponnep MAC
(ecnv npuMeHUMO).

[MocKkonbKy y 3TOro nokanbHoro kKoHTponnepa MAC HeT 3bbITOUHbIX KOHTponnepos MAC,

obecneunBalolLMX OTKA30yCTOMUMBOCTb, TO 3anycKkatb AnA Hero cpeacteBo MACInstaller He
TpebyeTtca. MpocTo ocTtaBbTe Nona Ansa AByx napameTrpoB RMAC Ha Bknagke MAC nycTbiMMU.

NoproroBka kKomnbioTepoB cepBepa MAC k pabote koHTponnepos MAC u

RMAC

B atom pasgene onmMcaHa NOAroToBKa KOMMbOTEPOB K MCMNONMb30BaHUIO B KayeCTBe CepBEPOB

MAC.

Mo ymonuaHuio nepebii KoHTponnep MAC B cucTeMe ynpaBneHus 4OCTYNOM BbIMOMHAETCA Ha

TOM e KoMNbloTepe, uto u cepsep DMS, ogHako B Lenax obecnevyeHua 4ONONHUTENbHOM

YCTOMUMBOCTU peKoMeHayeTcA, uTobbl KoHTponnep MAC BbINONMHANCA Ha OTAENbHOM

KOMMNbKOTEPE, KOTOprI‘/lI CMOXET NPUHATb Ha cebs 3agaum no KOHTPONK AOCTyMNa B Cny4yae cbon

KomnbtoTepa DMS.

OTaenbHble KOMMbIOTEPDLI, FAe pacnonoXxeHbl KoHTponnepbl MAC nnn RMAC, HasbiBatoTCcA
cepepamMi MAC He3aBUCHMO OT TOF0, KaKoM KOHTPONNep Ha HUX pacrnonoxeH: MAC unu

RMAC.

B uensx obecneueHus oTkasoyctonumMBocTH KoHTponnepbl MAC 1 RMAC gonXHbl
BbINMOMHATLCA Ha OTAENbHbIX cepBepax MAC.

Ybenutech, UTO Ha BCeX COOTBETCTBYOLIUX cepBepax MAC cobnogatoTca cneaytolune

yCrnoBuA:

1. B paHHbIM MOMEHT onepaLmnoHHble cucTeMbl Bcex cepBepoB MAC noaaepxuBaroTca

Koprnopauuen MalkpocodT U UMeIOT camble nocrnegHue obHOBNEHUA.

2. ALMHWHUCTPATOP Ha BCEX CepBepax MMEET OUH U TOT Xe naposb
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3. Bbl BbINOMHUNK BXOA B CUCTEMY Kak agMUHUCTpaTop (npu pabote ¢ MSTC ucnonbsyinTe

Tonbko ceccun /Admin /Console)

4. Otkntouunte IPv6. 3anomHuTe IPv4-agpec Kaxxaoro cepeepa.

5. Bkniouute .NET 3.5 Ha BCeX COOTBETCTBYHOLMX KOMMNbIOTEPAX.

MpumeuaHue. B onepaunoHHbix cuctemax Windows 10 u Windows Server oHa BKkntoueHa
Kak PyHKLMA.

6. [lepesarpysuTte KoOMnbrOTEP.

14.1.4 HacTpoiika koHTponnepa MAC Ha cobcTtBeHHOM cepBepe MAC

DMS SERVER
| RSS20

MAC. SERVER
Ip:** %27

- CepBep MAC noarotoBneH B COOTBETCTBMU C OMUCAHUEM B pasgene NogrotoBka

kKomnbtoTepoB cepBepa MAC k pabote koHTponnepos MAC n RMAC

1. Ha komnbtoTepe ¢ DMS cepBepoM B peaakTope YyCTPOWCTB

—  WeEeNnKHUTe NpaBoM KHOMKOM Ha KoHTponnepe MAC v BbibepuTte Disable all LACs
(OTkntoumnTb BCe KoHTponnepbl LAC).

—  [OeaktuBupymte KoHTponnep MAC, cHAB ANns Hero cnegyrolune gnaxku: Activate
(AktBaumna) u Load devices (3arpyska ycTpoWcTB).

2. Ha komnblotepe ¢ MAC cepBepomM B Windows services.msc

—  OctaHoBuTe cnyxby AUTO_MAC2 koHTponnepa MAC
—  HactpowiTte napametp Startup type (Tun 3anycka) aton cnyxbbel MAC, ykasaB
3HaueHre Manual (BpyuHyto).

3. 3anyctute MACInstaller.exe

- [Ona AMS 3ToT dann HaxoauTcs B nanke
\AddOns\MultiMAC\MACInstaller Ha yCTAHOBOUHOM HocuTene AMS (cM. pasgen
Mcnonb3oBaHue nHcTpymeHTa MACInstaller Huxe).

4. BbINONHUTE UHCTPYKLUMUU, KOTOPblE OTODpPaXKatTCcA B MHCTPYMEHTE, yKasaB 3HaueHus ans

cneayrowmx napamMmeTpoB.

Home |Mapametp OnucaHue

p

3KpaH

a

3 Manka Ha3HaueHUsA INokanbHbIM KaTanor Ansa yCTaHOBKW KOHTponnepa
MAC. Mo BO3MOXXHOCTH UCMONMb3yMTE 3HAUEHWSA NO
YMOMUaHMUIO.

4 CepBep Mma nnu IP-agpec cepBepa, Ha KOTOPOM 3anyleH
DMS.
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Home |Mapametp OnucaHue
p
3KpaH
a
4 MopT (nopt gna DMS) MopT Ha cepBepe DMS, koTopbin Oynet
MCNONb30BaTbCA ANA NONYyUEHWUA AAHHbIX OT
KoHTponnepa MAC.
Mcnonbaynte nopt 6001 gnA nepsoro
koHTponnepa MAC Ha cepBepe DMS, a ansa
Ka)xgoro nocneaytouiero koHtponnepa MAC — nopt
Cc HomepoMm Ha 1 bonbuue.
4 Homep (cucteMHblit Homep 3agante 1 AnAa 3Toro U BCex OCTallbHbIX
MAC) KoHTponnepos MAC (B otnnMune oT RMAC).
4 Mapa (uma unu IP-agpec OcTaBbTe 3TO None nycrbiM, €CNU KOHTPONepy
KOHTponnepa-naptHepa MAC) | MAC He fonXeH COOTBETCTBOBATb KOHTpPONnep
RMAC.

5. Ha cepepe DMS B penakTope ycTpoincTts Bbibepute MAC.

6. Ha Bknagke MAC yKaxuTe 3HaUeHWA CNeayroLWnX napaMmeTpoB:

MapameTtp OnucaHue

Nmna MmMA, KoTopoe AoNXHO oTobpaxkaTbCA B AepeBe YCTPOMUCTB,
Hanpumep MAC-1.

OnucaHue HeobssarenbHoe onucaHue Ans CUCTEMHbBIX ONepaTopoB

C koHTponnepom RMAC
(dbnarxkok)

<OcTaBUTb NYCTbIM>

RMAC-nopt <OcTaBUTb NYCTbIM>

AKTMBEH (hnaxkok)

CeMuac crneayeT yCTaHOBWUTb 3TOT paXKoK

3arpyarb yCTponcTBa
(dbnarxok)

CeMuac crnepyeT yCTaHOBWUTb 3TOT haXKoK

IP-agpec

IP-anpec cepsepa MAC (komnbloTepa).

YacoBown nofac

BAXHO! Yacoso#k nosic MAC 1 Bcex nogumMHeHHbIx emy AMC.

[ToppasgeneHue (Ecnu npumeHnmo) MoapaspeneHue, K KOTOPOMY MPUHAANEXUT
MAC.
14.1.5 JobaBnenue koutponnepos RMAC k MAC
3ameuaHue!
He nobasnsante koHTponnepbl RMAC k cTaHaapTHbIM KoHTponnepam MAC, noka He
ybenuTechb, uTo NnocnegHuUe yCTaHOBNEHbI U (DYHKLMOHUPYIOT NPaBMUIBHO.
B npoTMBHOM cnyuyae 3TO MOXeT NoMellaTb pennuMKaunum aHHbIX UK NOBPeaUTb OaHHbIe.
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MAC. SERVER
|P:* *.*.22

MAC. SERVER
IP:*.*.*.26

DMS SERVER
[P:EE*20

- KoHtponnep MAC ana gaHHoro koHTponnepa RMAC yctaHOBNEeH, Kak ONMCaHO B
npeablaywmx pasgenax, 1 QyHKLUOHUPYET NpaBUbHO.
- Kowmnbtotep cepBepa MAC ansa koHTponnepa RMAC noarotoBneH, Kak onmMcaHo B
pasgene MNoarotoBka KoMnbtoTepoB cepBepa MAC k paboTte koHTponnepos MAC u RMAC
Kontponnepbl MAC moryT bbiTb 3aa4ybnvMpoBaHbl M30bITOUHbIMK KOHTponnepamu MAC (RMAC),
obecneunBan 0TKa30yCTOMUMBOCTb U, CiefoBaTenbHO, bonee HagexHyt paboTy KOHTponA
foctyna. B aTom cnyuae gaHHble KOHTPONA 4OCTyNa aBTOMaTUUECKU PENNULMPYOTCA Mexay
ABYMA KOHTponnepamu. ECniv B 0O4HOM M3 KOHTPONNEPOB Napbl BO3HMKAeT cboM, apyrow
KOHTPONNep NpUHUMAET Ha cebAa ynpaBneHue NOKanbHbIMW KOHTPONepaMu 4OCTyna B ero

BeEHUU.

B KoHdurypaTtope Ha cepBepe DMS

1. B penakrtope ycTpowcTB Bbibepute MAC, aAna KoToporo HeobxoamMmo nobasutb RMAC.
2. Ha Bknagke MAC n3mMeHWTe 3HaUYEHUA cneayLmx napameTpoB:

MapameTp

OnucaHue

C koHTponnepom RMAC
(cbnakok)

CHUMMTE 3TOT (P/IaXKOK U He yCTaHaBNuBawTe ero 4o Tex nop,
noKa Ha cepBepe pe3epBHOro NOoAKMNOUeHUs He byaeT
YCTaHOBMNEH COOTBETCTBYIOLWNM KOHTponnep RMAC

AKTUBeH (pna>kok)

CHUMUTE 3TOT (pr1aXkoK, UTobbl BpEMEHHO NMPUOCTAHOBUTb
CUHXPOHMW3ALMIO B peanbHOM BPEMEHU MeXAay 3TUM
koHTponnepom MAC u cuctemorn DMS.

3T0 MOXeT ObITb NONEe3HbIM Nocne obHoBNeHUM cuctembl DMS
B KPYMHbIX CUCTEMAX, MOCKONbKY No3BonAeT nsbexarb
OAHOBPEMEHHOTO nepesanycka Bcex KoHTponnepos MAC.

3arpy»xatb yCTpOMCTBa
(cbnaxkok)

CHUMMUTE 3TOT PrIaXKoK, uToObl BPEMEHHO NMPUOCTAHOBUTL
CUHXPOHU3ALNIO B peanbHOM BPEMEHU MeXOy 3TUM
kKoHTponnepom MAC M NoAYMHEHHBIMU YCTPONCTBAMM.
370 no3BonAeT ObicTpee oTKpbiBaTh KoHTponnep MAC B
peaakTope yCTPOMCTB.

3. Haxmwute kHonKy MpUMeHUTb

4. He 3akpblBalTe pefaKTOp YCTPOWCTB, TaK KaK Mbl K HEMY CKOPO BEpPHEMCH.
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Ha cepBepe MAC gna RMAC

Onsa HacTporku cepepa RMAC BbiNnonHWTe cneayoline AencTBuA.

- Ha otgenbHOM u paHee NoaroToBneHHOM KommnbioTepe cepBepa MAC 3anyctuTe
nHcTpymeHT MACInstaller (cm. pasgen Mcnonb3soBaHune uHcTpyMeHTa MACInstaller) u
3afanTe cnegyrolMe napamMmeTpbl:

—  Cepsep: nma unu IP-agpec komnbiotepa cepsepa DMS

—  MopT: 6001 (TakoM xe, Kak AnA KoHTponnepa MAC)

- Homep: 2 (Bce koHTponnepbl RMAC umetoT Homep 2)

- Mapa: |IP-agpec KomnbloTepa, rae paboTtaeTt napHbiM KoHTponnep MAC.

BepHuUTECb B pefaKTop yCTPOUCTB Ha cepBepe DMS

1. BAXHO! YbeguTtecb, uto koHTponnepbl MAC 1 RMAC Ha COOTBETCTBYHLLIMX KOMMbOTEPAX
hYHKLMOHUPYIOT M BUAHbBI APYr APYTY B CETH.

2. HaBknagke MAC u3aMeHWTe NnapameTpbl CieayolMm obpasom:

MapameTtp

OnucaHue

C koHTponnepom RMAC
(dbnaxkok)

BbibpaHHble

Hosana Bknaaka ¢ metkon RMAC otobparkaetca paaom ¢
Bknagkon MAC.

RMAC-nopT

6199 (CTaTMUECKHUM NO YMONUAHUIO)
Bce koHTponnepbl MAC 1 RMAC vcnonb3ytoT 3TOT NopT, u4ToObl
NPOBEPUTb, UTO UX NAPTHEPbLI (PYHKLULUOHUPYIOT U AOCTYMHbI.

AkTuBeH (pnakok)

BbiOpaHHbIe
Mo3BonAeT ocyLecTBNATb CUHXPOHMU3ALUIO MeXay 3TUM
KoHTponnepoM MAC 1 NOAYMHEHHBIMW YCTPONCTBAMM.

3arpyxartb ycTpoicTBa
(dbnarxok)

BbibpaHHble
CokpalllaeT BpemMs, Heobxoanmoe AnA OTKPbITUA KOHTponnepa

MAC B penakTope yCTPOMWCTB.

3. Ha Bknagke RMAC yKaxuTe 3HaueHWA CNeayroLnx napaMmeTpoB:

MapameTtp OnucaHue

Uma MMsA, KoTopoe AOMKHO oTobparkaTbcA B AepeBe YyCTPOMUCTB.
Hanpumep, ecnu cootBetcTBytowMn MAC umeet uma MAC-01,
70 RMAC MOXHO npucBouTb MMAa RMAC-01.

OnucaHue LononHutenbHaa QOKYMeHTaUuWA ANA ornepaTtopoB ynpaBneHus
OOCTYMOM.

IP-appec IP-agppec RMAC.

Mopt MAC 6199 (CTaTMUECKHUM NO YMONUAHUIO)
Bce MAC 1 RMAC “cnonb3yoT 3TOT NopT, UTobbl NpoBEpUTH,
UuTO MX NApPTHEPbl PYHKLMOHUPYIOT U AOCTYMHbI.

Cwm.

—  Ucnonb3oBaHue cpedctBa yctaHoBkn MAC, CtpaHuua 58
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14.1.6 Hob6aBneHune apyrux nap koHtponnepos MAC/RMAC
B 3aBMCHMOCTHM OT UMCNa KOHTPONUPYEMbIX BXOAOB U HEODXOAMMOTO YPOBHA
OTKa30yCTOMUMBOCTU B CUCTEMHYHO KOH(UTIypaLmo MOXHO fobaBHUTb HONbLIOE KONUUECTBO
nap MAC/RMAC. Ytobbl y3HaTb TOUHOE KONMMUECTBO Nap, NoAaepX1MBaeMbiX B Ballel BEPCUM,
obpaThTech K COOTBETCTBYIOLLEMY KPAaTKOMY OMMUCAHMIO.

DMS SERVER
IP:*.**20

MAC SERVER
([P 00)

MAC SERVER
|p=sEiE

: MAC SERVER MAC SERVER :
: _ IP:* * * 76 IP:** %24

Onsa kaxgow gononHutenbHon napbl MAC/RMAC...

1. TNoarotoBbTe oTAeNbHble KOMMbtOTePbl AnA KoHTponnepoB MAC n RMAC, Kak onucaHo B
pasgene MNoarotoBka kKoMmnbioTepoB cepBepa MAC k pabote koHTponnepos MAC u RMAC

2. HactponTe KoHTponnep MAC, Kak onucaHo B pasgene Hactpoika koHTponnepa MAC Ha
cobcTBeHHOM cepBepe MAC

3. Hactpovte RMAC ans atoro koHTponnepa MAC, Kak onucaHo B pasgene [JobaBneHue
koHTponnepoB RMAC k MAC

ObpatuTe BHMMaHHWe, uTto Kaxaas napa MAC/RMAC nepefaeT AaHHble Ha OTAeNbHbIM NOPT Ha
cepBepe DMS. CnegoBatenbHo, ansa napametpa Mopt (nopt ana DMS) B MACInstaller.exe
Mcnonb3ynTe cnenylollee:

- 6001 gnAa oboux kKomnbloTepoB B nepsor nape MAC/RMAC

- 6002 ana oboux kKoMnbtoTepoB Bo BTopor nape MAC/RMAC

- wuT.A4.

B penakTtope ycTpoMcTB NopT 6199 MOXKHO BCerga Mcnonb3oBaTb AnA napametpos MAC-nopt
u RMAC-nopT. Homep nopTa 3apesepBUMpoOBaH ANA NOATBEPXKAEHUA B Kaxaon nape MAC/
RMAC, c nomoLbio KOTOPOro KaxablM KOHTponnep byaeT 3HaTb, AOCTYMNEH MM €ro naptHep.

3ameuaHue!

MoBTOopHas akTMBauuA KoHTponnepos MAC nocne oGHOBNEHWA CUCTEMDBI

Mocne obHoBNeHUA cucTeMbl KoHTponnepbl MAC u 3aBucHMble oT HUX AMC no ymonuaHuio
[eaKkTMuBUpoBaHbl. He 3abyabTe NOBTOPHO aKTUBUPOBATb UX B KOHUIypaTope, YCTAaHOBUB
COOTBETCTBYHOLLME PNAKKK B PeAaKTOpPe YCTPOMUCTB.
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14.1.7 Ucnonb3oBaHue cpencrea yctaHoBku MAC
MACInstaller.exe — 3TO CTAHAAPTHbIM MHCTPYMEHT ANA YCTAHOBKU KOHTponnepos MAC u
RMAC Ha komMmnbtoTepax (cepepax MAC), Ha KOTOPbIX OHW HaxoaATcA. MHCTpyMeHT cobupaet
3HaueHusa napameTtpos aAnA koHTponnepa MAC nnu RMAC 1 BHOCUT HeobXoAMMble UBMEHEHUA
B peectp Windows.

3ameuaHue!
MocKonbKy AaHHbIA MHCTPYMEHT BHOCUT M3MeHeHUA B peecTp Windows, To nepea ero
nepeHacTpomkon HeobXxoaMMO OCTAaHOBWTb BbIMONMHEHME BCeX CBA3aHHbix ¢ MAC npoueccos.

NHcTpymeHT MACInstaller MOXHO HalWTU Ha YCTAHOBOUHOM HOCUTENE MO chneayolemMy nyTu:
- \AddOns\MultiMAC\MACInstaller.exe

MHCTpyMeHT coOnpaeT 3HaueHUA ANA yKasaHHbIX HWXe napaMeTpoB, NocnegoBaTenbHO
oTobpaxas pag 3KpaHoB.

Homep |MapameTtp OnucaHue
3KpaHa
3 Manka Ha3HaueHUs NMokanbHbIK KaTanor Ans yCTaHOBKMU

KoHTponnepa MAC.

4 Cepsep Mma unu IP-agpec cepBepa, Ha KOTOPOM
3anyuweH DMS.

4 MopT (nopTt gna DMS) Homep nopTta Ha cepBepe DMS; atoT nopt byner
MCMNONb30BaTbCA ANA CBA3U Mexay
kKoHTponnepom MAC n DMS. Cm. nogpobHbie
CBefeHUA HUXe.

4 Homep (cuctemHblli HOmMep 3apaMTe 3HaueHue 1 4nA BCEX UCXOOHbIX
MAC) KoHTponnepos MAC.
3aganTe 2 AnA BCeX pe3epBHbIX KOHTPONEepoB
MAC (RMAC).
4 Mapa (uma unu IP-agpec IP-anpec komnbloTepa, rae byaet pabortatb
KOHTponnepa-naptHepa MAC) pe3epBHbIM NapTHep AnA atoro cepsepa MAC.

Ecnu HenpuMeHUMO, oCTaBbTe 3TO NOMe NyCTbIM.

MapameTp: nopt (nopt gna DMS)

Homepa nopToB npuvcBauMBatoTCA MO CNeaytoLen CXxeme HyMepaumu:

— B Heuepapxuueckow cucTeMe, rae CyLecTByeT TONbKo oauH cepBep DMS, kaxabln
koHTponnep MAC u cooTtBeTcTByOWMM eMy RMAC nepefaet AaHHble C OQHOMO U TOTO Xe
HoMepa nopTa (Kak npasuno, 6000). B oguH MomMeHT BpemeHn DMS moxeT
B3aMMOAENCTBOBATb TONbKO C OAHUM M3 KOHTponnepoB B nape MAC/RMAC.

— DMS nonyuaet curHanbl ot nepsoro koHTponnepa MAC vnu napbl MAC/RMAC B nopty
6001, ot BTOporo kKoHTponnepa MAC unu napbl MAC/RMAC B nopty 6002 1 T. 4.

MapameTp: Homep (cuctemHbliii Homep MAC)

3TOT NapamMeTp NO3BONAET pasnuuarb UCXOAHble KoHTponnepbl MAC 1 pe3epBHble
KoHTponnepbl RMAC:

—  Bce ncxogHble koHTponnepbl MAC nmetot Homep 1.

—  Bce pesepBHble koHTponnepbl MAC (RMAC) nmetoT Homep 2
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14.2

14.3

MapameTtp: TonbKo HacTpoiKa (nepekntouaTtenb)

BbibepuTe 3TOT NnapameTp, UToObl USBMEHUTL KOH(UTYPALMIO CYLLECTBYIOLLErO KOHTpONnepa
MAC Ha rnaBHOM cepBepe DMS, B UaCTHOCTU NPOUHGOPMUPOBATL KOHTPONNEP O TOMbKO UTO
YCTaHOBNEHHOM Ha APYroM KoMnbtoTepe pe3epBHOM KoHTponnepe RMAC.

B atom cnyuae BBegute IP-agpec nnu uma xocta koHtponnepa RMAC B none napameTtpa
Mapa.

MapameTp: OGHOBNeHUe nporpamMmmHoro obecneueHusa (nepeknrouartenb)

BbibepuTe 3TOT NnapaMeTp Ha KoOMMbloTepe, OTNIMUHOM OT rmaBHOro cepeepa DMS, utobbl
ycTaHoBUTb KOHTponnep RMAC Unu U3MeHUTb ero KOHgUrypauuto.

B stom cnyuae BBeauTe IP-agpec unu umsa xocta napHoro koHtponnepa MAC aToro
koHTponnepa RMAC B none napametpa Mapa.

AnnapaTHble YCTPOMCTBa ynpaBneHUA AOCTYNOM

KoHTponnepbl AMC, Ha KoTopbIx AocTyneH npotokon DTLS, 6onblue He noaaep>xuBatoT
coeanHeHuna RS485 nnu RS232 mexay xoctom (MAC) n AMC.

OTKNOUUTE UNK yaanute U3 KoHgurypauuun sce AMC, HacTpoeHHble HA COM-nopTtax. B
NPOTUBHOM CNlyuae pefaKTop YCTPOMCTB HE CMOXET 3aBePLUWTb NEPEHOC, @ KOH(UTypauns He
COXpaHMTCA.

B cnyuae AMS 4.0 HauanbHbIM 3arpy3unk obHoBneH go sepcuu 00.62 v02.30.00 LCM. AMC
OyayT oOHOBNEHbI aBTOMaTUUeCKkM ¢ nomouwbio AMS 4.0.

Ona obHoBneHua AMC BpyuHyto crieqyeT MCNonb30BaTb MHCTPyMeHT Bosch.AMCIPConfig.
Ecnu Bepcua HauanbHoro 3arpysumka B AMC —V00.49 unu 6onee paHHAA, cHavana
HeobxoamMmo obHoBUTb A0 V00.61v01.47.00, 1 Tonbko notom o 00.62 v02.30.00 LCM.

NMoHu>XeHue BepCuu MUKpPONpPorpaMmmbl

Utobbl Mcnonb3oBaTb KoHTponnep AMC, o6HoBneHHbIM go BIS 4.9.1 unu AMS 4.0 B cTapo#
cucteme ynpasneHusa goctynom (ACE, AMS vunu APE), HeobxoaMMO NOHU3UTb BEPCHIO
MUKponporpammbl AMC.

Bepcuun mukponporpammbl VO0.62 cHauana cnegyeT noHu3nTb Ao V00.61, npexae uem
NOHWXaTb A0 bonee cTapbiX.

Hactpouka LAC

Co3paHue noKanbHOro KoHTponnepa gocrtyna AMC

MopaynbHble KoHTponnepbl goctyna (AMC) noguMHAITCA rMaBHbIM KOHTPONMNepam A0CTyn

(MAC) B pemaKTtope YCTPOMUCTB.

Utobbl cosnatb KoHTponnep AMC, BbINONHUTE cneayollne encTBums:

1. B penakTtope YCTPOMWCTB LeNKHUTE KoHTponnep MAC npaBoM KHOMKOW MbIlIK U B
KOHTEKCTHOM MeHo BbibepuTe HoBbIN 06beKT
WUnu

2.  HaxmuTe kHonky .

3. Bbibepute ogmH 13 cneagytowmx tunos AMC B oTobpasuBlIeMCA MANOrOBOM OKHe:
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AMC 4W (no
YMOMUaHUIo)

AMC 4R4

C ueTbipbMsA UHTepdencamu cunToiBaTener Wiegand ana
NoAKNIOUEHWA [0 UETbIPEX CUMUTbIBATENEN

C yeTblpbMA UHTEpdercaMmu cunTbiBaTene RS485 ansa noaknoueHus
[0 BOCbMMW CUWTbIBaTENEN

Pe3ynbrart: B uepapxuu DevEdit cosgaetca HoBaa 3anncb AMC BblOpaHHOro TMna

Wiegand AMC ¢
BOCEMbIO BXOLHbBIMW U
BbIXOAHBbIMU CUTHANamMu

AMC 4-W MopaynbHbI Mo>HO HacTpouTb He bonee ueTbipex
KOHTpOnnep poctyna c |cuutbiBaTenen Wiegand gna nogkntoueHua K
yeTblpbM#Aa 1-4 npoxogam.

CUMTbIBATENAMMU [aHHbIM KOHTPONNEep NoaAepXXMBaeT BOCEMb

Wiegand. BXOAHbIX U BOCEMb BbIXOAHbIX CUTHanoB. [pu
HeobXoAMMOCTH NNaTbl paclMpPeHUs MOTyT
obecneunTb 40 48 [OMONHUTENbBHbBIX BXOAHbIX U
BbIXOAHbIX CUTHANOB.

AMC 2-W MoaynbHbI# MO>XHO HacTpouTb He bonee ABYX
KOHTponnep poctyna c |cuutbiBatenel Wiegand gna nogkntoueHua K 2
ABYMA CUMTbIBATENAMM npoxopam.

Wiegand. KoHTponnep nognep>X1MBaeT ueTbipe BXOAHbIX U
yeTblpe BbIXOAHbIX CMrHana.

AMC 4-R4 MoaynbHbI# Mo>HO HacTpouTb He Bonee BOoCbM#
KOHTpONnep Aaoctyna c |cuutbiBatenen RS485 gna nogkntoueHua Kk 1-8
yeTblpbMA npoxopam.

UHTepdencamm [aHHbIM KOHTPONEP NoAAepPXMBaeT BOCEMb

cuuTbiBaTenen RS485 BXOAHbIX N BOCEMb BbIXOAHbIX CUrHaNoB. Mpwu
HeobXoQMMOCTH NnaTbl pacllMpeHUs MoOryT
obecneunTb [0 48 [ONONHUTENBHBIX BXOAHbBIX U
BbIXOAHbIX CUTHANOB.

AMC_I008 MnaTta pacwupeHua ana |[enaeT 4OCTYNHbIMM AOMNONHUTENbHbIE
AMC c BoceMbto CUTHanbl.

BXOAHbIMWU U K AMC MOXHO NOAKNOUNTb A0 Tpex nnart
BbIXOAHBIMWU CUTHANaMu | pacliMpeHus.

AMC_IO16 MnaTta pacwupeHusa ana
AMC c 16 BXOAHbIMW U
BbIXOAHBIMU CUTHaNamu

AMC_l084W MnaTta pacwupeHuna anA

AKTMBauUA/peaKTUBaLUA KOHTPONNEPoB
M3HauanbHO NpU Co34aHWMKM HOBOTO KOHTPOMNNEepa ANs Hero BbibpaH (dnaXkok) cnenyrolimm
napameTtp: CBA3b C XOCTOM BKNIOUeHa.
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14.3.1

ITO OTKpPbIBAET ceTeBoe coeanHeHue mexay MAC 1 KOHTponnepamu, Tak uto nobbie
M3MEHEHHbIE TN pacCLUMPEHHbIe aHHble KOH(UTYpaLUK aBTOMaTUUECKM pacnpOoOCTPaHATCA
Ha KOHTPON/epbI.

OTKMtOUMTE 3TOT NapaMeTp, UTOObl COXPaAHWUTb MPOMYCKHY CNOCOOHOCTb CETHU, U TaKUM
006pa3om MoBbLICUTb NPOMU3BOAUTENBHOCTb, CO3[aBasAd HECKONbKO KOHTPONNEPOB U 3aBUCUMbIX
OT HUX YCTPOMCTB (BXOAbl, ABEPU, CUUTbIBATENM, NNaTbl PpacluMpeHns). B pegakTope ycTponcTs
3TU YCTPOWCTBA 3aTeM NMoMeUeHbl 3aTEHEHHbIMU 3HaUKaMM.

BAXXHO! He 3abyabTe CHOBa BKNIOUKUTb 3TOT NapaMeTp No OKOHUAHWUKM KOHMUTIYypaLmum
YCTPOMCTB. TO MO3BONUT HEMNPEPbLIBHO OOHOBNATE KOHTPONNEPLI C NIOOBIMU UBMEHEHUAMM
KOHMUIypaLmnm, BbIMONMHEHHBIMW HA APYTUX YPOBHAX.

Ucnonb3oBaHue pa3HbiX TUMNOB KOHTPONNEPOB B O4HOW YCTaHOBKe

CucTeMbl ynpaBneHusa 4OCTyNnoM o0bblUHO OCHALLAKTCA KOHTPONNEPOM U CUMTbIBATENEM NULLB

O[HOrO TMNa.

B pesynbrate obHOBNEHUA NporpaMMHoro obecrneueHunsa U pacliMPeEHUA YCTAaHOBOK MOXET

noTpeboBaTbCA AOMONHUTL CyLLEeCTBYIOLLIME annapaTHble KOMMOHEHTbl HOBbIMU. BO3MOXHbI

Jaxke KOHMUrypauuu, obbeguHaoline BapuaHtel RS485 (AMC 4R4) c BapvaHTamu Wiegand

(AMC 4W), ecnu yuuTbiBaloTCA CreayoliMe NnpeaoCcTeperKeHus:

—  cuutbiBatenun RS485 nepepatoT "Tenerpammy”, cogeprkallyo HOMep Koaa;

—  cuutbiBatenn Wiegand nepepatoT CBOW flaHHble TakKMM 0Bpasom, uto Mx HeobxoamMmMo
J[lekoauMpoBaTb C NMOMOLLbIO onpeaeneHns 6anaxKa, UTobbl COXPaHUTb NMPaBUNbHYO OPMY
HOMepa KoAa;

—  CMEeLaHHbIN pexnm paboTbl KOHTPONNEPOB MOXET (PYHKLUOHUPOBATb TONbKO B TOM
cnyJae, ecnu oba Homepa KoAOB NOCTPOEHblI OAUHAKOBO.

MapameTpbl U HacTpoitku AMC

OcHoBHble napameTpbl AMC
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Controller interface

Hacrtpoiika napametpos AMC

Description: | ApiC A

Port number:

AMC 4R4  [nputs Outputs  Terminals

Name : [AMC 4-R4-1

Communication ta host enabled: [

Interface type: |Ts v

1P address | host name: |AME-4F| 411

Device communication password: Configured at this device E

Bootloader: LCHMVODE2.RUMN

Program: |

Pawer supply supervision: l:|

Ma LAC accounting:

Division: | comman

MapameTtp Bo3MOXHble OnucaHue
3HaueHus

MmA KoHTponnepa OrpaHuWuyeHHoe Co3pgaHue uaeHTUdUKaTopoB (No
andgaBuUTHO- YMOMNUaAHWIO) rapaHTUPYET YHUKANbHOCTb

LUMDPOBOE 3HAUEHUE:

1-16 3HakoB

MMEH, OfHaKO MoMb30BaTeNM MOFYT KX
nepesanucatb. [1py nepesanmucu UMeHu
HeobxoauMmo ybeauTbes, uto
MOEHTUUKATOPbLI YHUKANbHbI.

OnucaHue
KOHTponnepa

andgaBnTHO-

LM poBOE 3HAUEHME:

0-255 3HakoB

MpPOU3BONbHbLIN TEKCT.

CBA3b C XOCTOM
aKTMBUpPOBaAHa

0 = oTKNOUEHO
(donaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBINEH)

[To ymMmOnuaHuio = BKNOYEHO

HanoxeHHble 3HaUKKM Ha KOHTponnepax B
[epeBe YCTPOMCTB NOKa3blBalOT COCTOAHUE
NoAKMOUEHUA K TNMABHOW cCUCTEME
(nogkntoueHo/oTKNOUEHO).

CHATHe dnaxkka aenaet cnyxby AMS
BPEMEHHO Hel0CTYNMHOW. ITO None3Ho Ans
nepeHacTpPoOMKK U TECTUPOBAHHA.
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Mpu 0OHOBNEHWU CUCTEMbBI YyNpaBNeHUA
OOCTYNOM 10 HOBOW BepPCUU hraXKKu Bcex
KOHTPONMEPOB aBTOMaTUUECKU CHUMAIOTCA.
YcTaHOBHUTE U CHUMUTE hnaxkkn AMC, utobbl
npoBepuUTb paboTy Kaxxgoro B 0OHOBNEHHOM
nporpamMmHoOmM obecrneuyeHuu.

YcTaHOBHTE PIaXKOK MPU UCNONb30BaAHUK
penakTopa yCTPOWCTB Ans yctaHoBkyM DCP
(napons cBsa3u c yctponctBoM) Ha AMC npwu
pasBepTbiBaHWU DTLS «cBepxy BHU3». [1pu
3ToM noABnsetcA 15-MUHYTHbIW UHTepBan
ana nepegaun DCP B AMC.

CHUMUTE M yCTaHOBUTE hrnaxok anA
nepesanycka BPEMEHHOro MHTepBana.

UHTepdenc KoHTponnepa

Tun uHTepdeica

TLS

TLS (= Transport Layer Security): npu
yctaHoBke DCP (naponb cBA3n C
ycTpovnctBoM) ansa AMC cBAsb ¢ MAC
ocyuiectenaetcsa uepes DTLS ¢ ycuneHHoM
H6e3onacHoCTbHO.

Ybeputech, uto DIP-nepekntouateny 1 n 5 Ha
AMC ycTaHOBneHbl B nonoxeHue BKJI.

IP-agpec/ nmsa xocta

CeteBoe nma unu IP-
anpec AMC

Ecnu IP-agpeca HasHauatotca DHCP-
cepBepoM, TO CrieayeT NpeaoCcTaBUTb CeTeBoe
nma AMC, utobbl AMC MOXHO BbiNno HaWTh
nocrne nepesanycka, gaxe ecnv uamMeHunca
IP-agpec.

[na ceten 6e3 DHCP BBeguTe |IP-agpec.

Homep nopta

YMCNOBOE 3HAUYEHUE:

3710 nopT AMC, uepes KOTopbii

10001 (no npuHumatotrca MAC-coobuieHums.
YMONUaHUIO)

Opyrve napameTpsbl

Mporpamma AndaBuTHO- Uma dakna nporpammbl, KOTopbli Tpebyercs

LUMDPOBOE 3HAUEHUE

3arpy3uTtb B AMC. [JocTynHble nporpaMmbl
HaxogAatca B MAC B kaTtanore BIN. Mx MoXHO
BblbpaTb M3 cnucka. [na ynobcTea Takxe
oTobpakatoTcA NPOTOKON U OMUCaHHMeE.

ITOT AOMNONHWUTENbBHbBIM NapaMeTp
HacTpanBaeTCA aBTOMAaTUUECKM, TaK KakK
nporpamMmmbl 3arpy>arTcsa aBTOMaTUUeCKU B
3aBMCMMOCTH OT MOAKNOUEHHbIX
cuuTbiBaTeNnen. B cnyuae HecooTBeTCTBUA
cuuTbiBaTENA/MPOrpaMMbl 3HaUEHKE
napameTpa nepesanucbiBaeTcA.

Bosch Security Systems
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KoHTponb nutaHua

0 = oTKntoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

KoHTponb HanpsaXXeHWA NUTaHuUA.

B cnyuae oTkasa MCTOUHMKA MUTAHUA
reHepupyetca MHPOPMaLMOHHOE
coobLleHue.

Hannune MBI (McTouHMKa GecnepebomHoro
nuTaHKA) — obA3aTenbHOe ycnoBue
MCNONb30BaHUA DYHKUWKU KOHTPONA, UTOObI
MOXHO ObINO BblAaTb COOOLLEHME.

0 = 6e3 KoHTponA

1 = KOHTPONb aKTMBUPOBAH

bes yuerta LAC

0 = oTkntoueHo
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

YcTaHOBMUTE 3TOT (PNAXKOK ANsA YCTPOMCTB
AMC, paboTalolMx COBMECTHO AnA
obecneueHus gocTyna K NnapKoBKam, rge yuer
BXOOALWMX U UCXOAALLMX DNEMEHTOB
OCYLLLeCTBNAETCA TONbKO POAUTENBCKUM
koHTponnepom MAC.

MpumeuaHue: ecnu 3TOT NapameTp BblbpaH 1
koHTponnep AMC HaxoguTcA B aBTOHOMHOM
pexume, AMC He cMOXeT npeaoTBpallatb
[OCTYN K nepenonHeHHbIM obnactaMm, Tak Kak
Yy Hero HeT foCTyna K NofHbIM AaHHbIM O
KONMWUEeCTBE 3/IEMEHTOB.

[MogpasgeneHue

3HaueHue no
yMonuaHuto = obuiee

MpuMmeHAeTcA TONbKO B TOM Clyyae, ecnu
dyHKuMA MoapaspeneHua NuLieH3MpoBaHa.
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Hacrtpoiika Bxogos AMC

AMC 44 Inputs l Dutputs ] Terminals ]
RENE | Serial resiztar J Parallel resistar Tirne model Meszages
01, AMC 4455 2k2 i K2 <MNo time model> 03, Open, close, Line cut. shart circuit
EiE,';t'f.l.ME. 4W8 none nu:uﬁe . <Mo tirﬁe n'u:u.c-lel>. o,
04, AMC 4-4/-3 nome none <Mo time model: 0o,
05, AMC 4-4/-3 none none <Mo time model: 0o,
06, AMC 4-4/-3 none none <Mo time model: 0o,
07, AMC 4-4/-3 none none <Mo time model: 0o,
0a, AMC 4-4/-3 none none <Mo time model: 0o,
[npLt type
" Digital mode single & Apalog mode, 4 state
Events Resistors
: zerial parallel
Time model: | <Mo time model> | it Fr
: o [ { il 1K
pen, cloze K
Line cut, short circuit [ = K5
" 1KB
 2KZ2
K7
T 3K3
" 33
oAk
~
ik
-

3TO AManoroBoe OKHO pa3fefieHo Ha YeTblipe yacTu:

—  CnucoK BX0oO0B MO MMEHU

- Twunbl BXoga

—  CoObiTHA, 0 KOTOpbIX coobLlaeTcA BXogamu

—  Tunbl pe3nMcTopoB, UCMONMb3YEMbIX B aHaNIOFrOBOM peXUMe

MapameTpbl BXOAOB
MapameTpbl BxogoB AMC onucaHbl B cnegytollen tTabnuue:

Umsa ctonbua | OnucaHue

ZIVE] Hymepauua Bxoga (o1 01 go 08) u uma cootsetcTBytouiero AMC unu AMC-
EXT.

MocnepoBate | OTobpakaeTcA 3aaHHOE 3HAUYeHWe NocnefoBaTeNbHOro pesucropa.

NbHbIN "HeT" (none) unu "---" = UMPPOBON PEXUM

pesuncTop

MapannensbH | OTobpaxkaeTcsa 3aAaHHOE 3HAUEHWE MapannenbHOro pesncropa.
biM pe3sucTop |"HeT" (none) unu "---" = UMPPOBON PEXUM

BpemeHHan NmnA BbIOpaHHOM BpeMeHHON Moaenu
mopnenb
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CoobuieHns |Homep KOHTPONbHOro AOoKyMeHTa M ob6o3HaueHne coobleHui, KoTopble
OyoyT reHepupoBaTtbcA
00 = HeT coobueHnn
01 = ecnu BbINK aKTUBKUPOBaHbI COOLITUA OTKPbITH, 3aKPbITb
02 = ecnu 6bINK aKTUBUPOBaHbI cobbITUA Pa3pbiB nuHUKU, KopoTKkoe
3amMblKaHue
03 = ecnu 6bINK akTUBUpPOBaHbl 0ba BapuaHTa cobbITUM
HasHaueHHbl |[llpu ncnonb3oBaHWKW mogenu npoxoaa 15 otobparkaetcsa MmA curHana DIP.
7

Mcnonb3ynte knaBuwu Ctrl v Shift anAa ogHoBpemMeHHOro Bbibopa HECKONbKKUX BXO4OB.
Itobble U3MeHAeMble BaMKW 3HaAUYeHUA DyayT NPUMEHATbCA K BbiDpaHHbIM BXoAaMm.

CoObITUA U BpeMeHHble Mogenu

B 3aBMCMMOCTU OT pexkrma paboTbl 0OHapyKMBalTCA M coobllaoTca cneaytoline CoOCTOAHMSA
nBepei: OTKpbITO, 3akpbiTo, lIMHUA NpepBaHa U KopoTkoe 3aMbiKaHHe.

YCcTaHOBUTE COOTBETCTBYIOLLIME (PNAXKKK, UTODbI caenaTb BO3MOXHOW nepeaavy sTux
COCTOAHMM B KauecTBe CoObITUIM KoHTponnepamu AMC B obLyto cucTemy.

BbibepnTe BpemMeHHyI0 MoAenb U3 PacKpbiBaloLWErocs CNUCcKa C TEM e MMEHEM, UToObl
orpaHuumnTb Nepenavy cobbITUM Nepuodamu, KOTopble onpeaeneHbl Moaenbo. Hanpumep,
cobbiTe OTKPbITO MOXET MMETb 3HaUeHUe TONbKO B Hepabouee Bpewms.

Tun Bxoaa

PesuncTtopbl MmoryT paboTaTh B LludppoBom pexxume vnu AHanorosom pexkxume (4 cocToAHUA).
3HaueHue no ymonuaHuio — LiucppoBoit pexum: obHapy>KMBakTCA TONbKO COCTOAHUA ABepen
OTKPbITO 1 3aKpPbITO.

B aHanoroBom pexunme NOMMMO 3TOro 0OHapy»XMBaAtOTCA NPOBOAHbIE COCTOAHUA NIMHUA
pasopBaHa ¥ KopoTkoe 3aMbiKaHue.

[Bepb CyMMa 3HaueHur nocnegosatenbHoro (Rg) v napannensHoro (Rp)
OTKpbITa pesucTtopoB: Ry + R,

[Bepb pPaBHO 3HAaUEHWAM MOCNEfOBATEbHbIX PE3UCTOPOB: Ry

3aKpbiTa

Pa3pbiB uenun |cymma 3HaueHuM nocnegosatenbHoro (Rs) v napannensHoro (Rp)

PE3UCTOPOB CTPEMUTCA BECKOHEUHOCTH.

KopoTkoe CymMMa 3HaueHun nocnepgosatenbHoro (Rg) M napannensHoro (R;)
3aMblKaHue pPEe3MCTOPOB paBHa HyNHo.
Pe3ucropbl

Mo yMOnuaHuio ANnA pe3nCcTopoB 3a4atoTCA 3HAUEHUA «HET» UMK «-—» (LUPOBOW PeXum).
B aHanoroBom pe)xume 3HaueHUs ANnA NocnefoBaTeNbHbIX U NapannenbHbliX Pe3nCcTopPoB
MOXHO 3afaTb, BbIODpaB COOTBETCTBYIOLLME NEPEKNoYaTENH.

orcytctByeT, 1K, 1K2, 1K5, 1K8, 2K2, 2K7, 3K3, 3K9, 4K7, 5K6, 6K8, 8K2 (npu 100 Om)

B 3aBMCHMOCTH OT BbIOpaHHOTO 3HAUEHUA pe3ncTopa ANA COOTBETCTBYIOLEro pesncropa
[OCTYMHbI Wb OrPaHUYEHHbIE AuanasoHbl.

B tabnuuax HUXe B NeBbix CTONOLAx nokasaHbl BbiOpaHHble 3HAUEHMS, a B NpaBblx cTonbuax
yKasaHbl fuanasoHbl, 4OCTYMHblEe APYroMy Pe3ncTopy.
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MocnepoBaTtenbHoO AunanasoH MapannenbHo AuanasoH
"Het" unn "---" 1K - 8K2 "HeT" unn "---" 1K - 8K2
1K 1K - 2K2 1K 1K - 1K8
1K2 1K - 2K7 1K2 1K - 2K7
1K5 1K - 3K9 1K5 1K - 3K3
1K8 1K - 6K8 1K8 1K - 3K9
2K2 1K2 - 8K2 2K2 1K - 4K7
2K7 1K2 - 8K2 2K7 1K2 - 5K6
3K3 1K5 - 8K2 3K3 1K5 - 6K8
3K9 1K8 — 8K2 3K9 1K5 - 8K2
4K7 2K2 - 8K2 4K7 1K8 - 8K2
5K6 2K7 - 8K2 5K6 1K8 — 8K2
6K8 3K3 - 8K2 6K8 1K8 - 8K2
8K2 3K9 - 8K2 8K2 2K2 - 8K2

Hacrtpotika Bbixogos AMC — O630p

B 3TOM AManoroBom oKHe NpefocTaBnAeTcA KOHUIypaLma KaXKgoro BbIXOAHOTO CUrHana B
AMC vnun AMC-EXT. MNpeaycMoTpeHbl TPU OCHOBHble 0bnacTu:

—  none cnucka c 0630pom 3aJaHHOro napameTpa AnfA KaXaoro BbIXOQHOTO CUTHana;

—  napameTpbl KOH(UTypaunK AN BbIXOAHbIX CUTHANOB, BblOPaHHbIX B CAUCKE;

-  onpepeneHue yCNOBUIN aKTUBALWWU BbIXOAHbBIX CUTHANOB.
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AMC 4-W'] Inputs  Outputs ] Terminals]

Output | Action type | Max. duration ] Delay Period Pulzing Diuration Count Time model Meszag
01, AMC 3-8 uzed by an entrance | 000, <Ma time model: [~
02, AMC 4-w/-8 uzed by an entrance | 000, <Ma time modsl>» =
04, AMC &4/-8 1 0 0 0 i 0 0

Mo time model> [

05, AM"El 4448 uzed b}ll ah ehtrance | .DD.D, {No tine mode.l; i

07, AMC 4-w'-8 1 a a a 1 i I 000, <Ma time model> i
03, AMC 4478 1 a a a 1 1] a 000, <Ma time model> ]
< -
Output data
Eere i~ Ewvents-
Input activated A Create events: [ Time model: |DDD, <Ma time model» LJ
|nput normal
Input ghort cincuit tamper R ationr e Eing
Input open tarmper
Input enabled :
I:E:t zir;:bIZd Achion type: |1 - Follow state - Enable: I
Output zet
Output reset
Door open 4 b aw. duration: |0 ELTo) Pulse width: | 110 sec.
Door closed
Door opened unauthonised Cielay: |0 60 #of pulses: |0
Door left open
Reader shows access grar Period: | seC.
Reader shows access deni
Tirna ramdal ankiue :
£ | >
F || Output # ] Opl | Drezcription Faramii ] Paraml2 | Op2 | Drescription Farameter21
03 Dioor open 10b. DM 10b HORMDOOR, Door-E
j 03 OR Dioor opened unauthorized . 10b, DM 10b MORMDOOR, Door-E
05 [oor open Ma, DM 01a6 MORMDOOR, Door-7
7 0 Door opened unaul 01a, DM 01 a-6 NORMDOOR
£ >

Bbibop Bbixoga AMC B Tabnuue

[nA HACTPOMKK KOHTAKTOB BbiXOAa HEODXOAMMO CHauana BbibpaTb COOTBETCTBYOLLYI CTPOKY
B BepxHey Tabnuue. Mcnonbsymnte knaBuwwm Ctrl n Shift gna oaHoBpemeHHOro Bbibopa
HECKONbKWUX CTPOK, €C/K 3TO HeobxoanumMo. M3MeHeHUA, BHOCMMbIE BaMUW B HUXHEW UacTu
OKHa, OTPasfATCA TONMbKO Ha BbiOpaHHbIX BaMUW Bbixodax.

Output | Action ype ] tdasx. duration | Delay | Period ] Pulzing | Drwration ] Cournt Time model Meszages
01, AMC 4-w/-8 uged by an entrance | 000, <Ma time model> oo

02, AMC 4-wi-g uzed by an entrance ! 000, <Ma time model> oo

1 i i i 1 i 0 000, <No time madel il

05

05, [ I ime modsl> |

06, AMC 498 uzed by an entrance | 000, <Ma time model> i}
07, AkC 4058 1 0 i] 1] 1 0 0 000, <Ma time model> an
08, AMC 4-w/-8 1 0 0 0 1 0 0 000, <MNa time modek 0a

CTpOKM, BbIXOAbl KOTOPbIX y>Ke ObINMU MPUCBOEHbI Uepe3 Moaenb ABEPU, UMW APYITUM
cnocobom, oTobpaxkaloTcsa CBETNO-CEPbIM LIBETOM C COODLIEHWEM «UCMONb3yeTCcA
npoxoaoM». Takue BbIXO[bl He NoanexaT AanbHENLLUM U3SMEHEHUAM.

BbibpaHHble BaMW CTPOKM BblAENATCA TEMHO-CEPbIM LiBETOM.

MapameTtpbl Bbixogos AMC

Umna OnucaHue
cTon6bua
Bbixoa TeKkylwan Hymepauma BbixogoB B cooTBeTcTBYOWMX AMC nnn AMC-EXT
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01-08 c AMC n AMC_|O08
01-16 c AMC_IO16

Tun yKa3aHuWe BbIOpaHHOro TMna Aencrems
nencTeua 1 = No cocToAHUIO
2 = Tpurrep
3 = [lepeMeHHbIN
Makc. ONWHa curHana B cekyHaax [1-9999; 0 = Bcerga, ecnv He NOABUNOCH
NpoaomkuTe |cooblueHne o npeobpasoBaHMM] — TONBKO C TUNOM aencteua 1
NbHOCTb
3a/epxKa 3aiepXKKa nogaun curHana B cekyHaax [0-9999] — TonbKko ¢ TMNaMu AeNCTBUA
Tun2
nepuon nepuvon nogauu CUrHana B CeKyHaax — TONbKO C TUMOM AeNUCTBUA 2

Mynbcauna adaKTUBaUnUA MMnynbCa — B NMPOTUBHOM Cliydyae CUrHan nogaetcA NOCTOAHHO

Onwur. ANWHA uMnynbca

Kon-Bo KON-BO UMNyNbCOB B CEKYHAOY

BpemeHHaa |uMsA BbiIbpaHHOM BpeMEHHOW Moaenu
mopnenb

CoobueHna | MapKUpPOBKa aKTUBHOCTU COODLLIEHUI
00 = HeT coobleHnn
03 = cospatoTca coobleHns o cobbITUAX

HasHaueHHbI | Mpu Mcnonb3oBaHMKM Modenu npoxoaa 15 otobpaxkaetca umsa curHana DOP.
]

Bbixoabl: CobbiTua, fleicrBue, NMynbcauyusa

Bce 3anucuK U3 npuBeaeHHOro Bbillle CNUCKa CO34akTCA C MOMOLLbI PNaXKKOB U Nonen BBoga
B obnacrax guanorosoro okHa CobbiTua, Adeitcteue 1 NMynbcauua. MNpu Bbibope anemMeHTa
Crnu1cKa B 3TUX 0bNMacTAX yKa3bliBatoTCA COOTBETCTBYIOLLME HACTPOMKK. ITO TaKKe BEPHO Ans
BbIOOpa HECKONMbKUX 3/IEMEHTOB CMMUCKA NPU YCNOBKUU, UTO BCE BbiOPaHHbIE BbIXOAHbIE
CUrHanbl UMeKT OAMHAKOBbIE NapaMeTpbl. M3MeHeHMA HACTPOeK NnapameTpoB NPUMEHSIOTCH
KO BCEM 3NeMeHTaM, BbiIOpaHHbIM B JaHHOM CMUCKe.

- Everts

Create events: v Time model: JDD‘I, niomnal week _'_]

Behaviour Pulsing

Action type: 12 - Trigger vi . Enable: =

Maw. duration: ii' $EC. Pulse width: 1410 sec.
Drelay: 11 zEC. # of pulzes: |0
Period: ]1 0 sec.

YcTaHoBUTe oniaxkok Co3paTb cOBbITUA, eCcnii HeobXxoaMMO OTNPaBNATL COObleHWe anA
aKTUBMPOBAHHOIO BbIXOOHOro curHana. Ecnu takme coobuieHna OOMKHbI OTNPaBNATLCA
TOMNbKO B 0COObIE MPOMEXYTKWU BPEMEHU, HAaNMPUMEP TOMbKO HOUbIO UMK Ha BbIXOAHbBIX, MOXHO
Ha3HauWTb COOTBETCTBYHOLLYIO BPEMEHHYI0 MoAenb.
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[OnAa oTaenbHbIX TUNOB ,D,eﬁCTBMVI MOXHO 3a[aTb cnegyroLline napamMeTpbl:

™n MakKc. 3apepx | nepuon nynbcauusa/ ANUTENbHO | KON-BO
OEeWUCTBUA | MPOAONMXUTE |Ka BKNIOUEHO CTb UMNYNbCO
NbHOCTb uMnynbca |B
CootBeTtctB |0 = Bcerga 0- HeT na 1-9999 Het
ve 1-9999 9999
COCTOAHMUIO
Tpurrep HeT 0 - 0-9999 Oa 1-9999 1-9999
9999 ecnu OTKMtouaeT
nynbcauusa |nepuon
He
BKNOUEHA
[lepeMeHH |HeT HeT HeT na 1-9999 HeT
bl

BbixoaHble gaHHble AMC

HW>XHAA yacTb AManoroBoro okHa Bbixoabl COAEPXKUT:

—  CMNMWCOK OOCTYMHbIX COCTOAHUMN A7 BblOpaHHbIX BbIXOA4OB.

—  Tabnuuy c BbIXo4aMW U COCTOAHUAMM, HACTPOEHHbIMU ANA UHULMUPOBAHWUA 3TUX

BbIXO40B.
Output data

Door clozed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok

Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper
Output reset

Output set
Boumar Fail

S| 2

Faraml2 | Op2 1 Description Farameter21 Farameter22
10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...

o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...

Output f] Opl |Descripti0n Param11
07 Droor open

HacTtpolika BbIXxoA0B, KOTOpble AONXXHbl UHULUUPOBATLCA ONpeaeneHHbIMU COCTOAHUAMMU
Bbl MO)eTe U3MEHMWTb HAaCTPOWKKW BbibOpaHHbIX BbIXOAOB Tak, UTObbl OHU MHULIMKMPOBANMUCH
OoTAENbHbIMU COCTOAHUAMM UMK NMTOTMUECKUMU KOMOMHALMAMU COCTOAHUN.

—  BbibepuTe oguH unu bonee BbIXOAOB B BEPXHEM MOMe CNuUcKa.

—  BbibepuTe cocToAHME U3 CMUCKA COCTOAHUMN.

—  Tpu HanWumu anAa BbIDPAHHOrO CTaTyca HECKONbKUX YCTPOMCTB UMW YCTAaHOBOK, KOTOPbIE
MOTYT NepefaBaTb 3TO COCTOAHWE, PAOOM C KHOMKOW | aKTUBUPYETCA KHOMKa .
LLlenkHuTe =1 (MNW ABaXKAbl LIENKHWUTE COCTOAHME), UTOObI ANA KaXXaoro BbiIbpaHHOro
BbIXO[a CO34aTb BXOA C 3TUM COCTOSHUEM ANA nNepBoro yctponcrasa (Hanpumep, AMC,
nepBbIM BXOA) M YCTaHOBKW (Hanpumep, NepBbii CUrHan, nepsas ABepb).
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Exit | Operand Description FParami1 Parami 2

04 Output set 00, AMC, AMC 4-w/-2 0 Out, 07, AMC 4-w/-2

Mpu HaxkaTuu »| BbiIOpaHHbIM CTAaTyCc NepemeLlaeTca B CNMCOK U CO30aeTcs BMeCTe C
noruyeckum oneparopom UMM ana Kaxkmoro ycTaHOBNEHHOTO YCTPOMCTBa (Hanpumep,
Bce Bxoabl AMC).

Exit | Dperand] | D ezcription Pararm1 Param] 2

04 Cutput set 00, AMC, AMC 4442 Out, 07, AMC 4-4w/-2
04 ] Cutput set 00, AMC, AMC 4442 Out, 02, AMC 4-4w-2
04 ] Cutput set 00, AMC, AMC 4442 Out, 03, AMC 4-w-2
04 ] Cutput sat 00, AMC, AMC 4442 Out, 04, AMC 4-40-2
04 OR Cutput sat 00, AMC, AMC 4442 Out, 05, AMC 4402
04 OR Output set 00, AMC, AMC 442 Out, OB, AMC 4-40-2
04 OR Output set 00, AMC, AMC 4442 Out, 07, AMC 4-40-2
04 oR Cutput set 00, AMC, AMC 4442 1 Out, 08, AMC 4402

—  [Onsa oaHoro Apnbika UM MOXHO Ha3HAUYUTb HECKOMbKO COCTOAHUMN.

Exit | Operand Description FParami1 Parami2

04 Output set 00, AMC, AMC 4482 0 Out, 07, AMC 4-/-2

04 R Imput Bormal 00, AMC, AMC 44942 1 I, 01, AMC 44942
aR C'oor open 0&a, Timernagm L |

Tak>xe BO3MOXHbl APMbIKK C U:

—  CocTtosHMe yxe MOXeT bObITb Ha3HauUeHO, U K HeMy AobaBnAeTcA ycnoBue NyTeM ero
BblbOpa B ntobom crtonbue.

—  3aTeMm npwv Haxkatuu I BbIbUpaeTca Apyroe COCTOAHWE U CBA3bIBAETCA C MOMEYEHHbIM

CTaTyCoOM.
Exit & ‘ Operandl | Diescription I Parami1 | Paraml2 | Operand? | D ezcription | Parameter21 | Parameter?? |
04 Output zet 00, AMC. AMC 444/-2 | Out, 01, AMC 4-w/-2
04 OR Input normal 00, AMC, AMC 442 | In, 07, AMC 44442
m- oR Door open 0Ea, Timemgm << sz AND Door opened unauthorized | 0Ba, Timemgm < s
3ameuaHue!

KakgoMy BbIXOOAHOMY CUIHany MOXHO HasHauutb go 128 ycnosumn UMA.
Kaxpgoe ycnoBue MOXeT coepXaTb ogHO ycnosue U.

Korpga yCTpOMCTBY MMM YCTaHOBKE Ha3HaueH HEKOTOPbIM CTaTyC, €ro TakKe MOXHO Ha3HauuTb
BCE€ OCTallbHbIM UMEIOLLMMCA YCTPOUCTBAM M YCTaHOBKaM.

—  BbibepuTe HasHaueHHyto 3anunch B ntobom ctonbue.

—  3JTOT cTaTyC CO3[aeTcA ANA BCEX MMEIOLIMXCA YCTPOWUCTB U YCTAaHOBOK NMPU HaXKaTuwu

All

NU3meHeHHe NapamMeTpPOB BbIXOA0B

CTPOKH B CMUCKE MOXHO U3MEHUTb

[N HECKONbKWUX YCTPOMCTB M YCTAHOBOK, KOTOPbIM MOXET COOTBETCTBOBATb Ha3HAUEHHbIM
cTaTyc, BCerfa 3afaHbl NepBble yCTPOUCTBA M YCTAHOBKMW 3TOrO TMMa.
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B ctonbuax Mapam11 v Mapam21 (c Apnbikamu M) oTobpaxkatoTcs ycTponctea (Hanpumep,
AMC, npoxoa). B ctonbuax Mapam12 1 Mapam22 cogepkaTca cneyunanbHble YCTaHOBKMU
(Hanpumep, BXOAHOM CUTHaN, ABEPb, CUMTbIBATENb).

MpW HaNMUKMKU HECKONbKKUX YCTPOWCTB (HanpuMep, Nnatbl BBOAA-BbIBOAA) MU YCTAHOBOK
(Hanpumep, AOMNONHUTENbHbBIE CUTHAMbI, CUMTbIBATENM) YKa3aTenb MblLKW MeHAET DopMy MpH
HaBeJeHWU Ha TakoM cTtonbel,.

Exit | Operandi Description Farami1 Faraml2 |
04 Output zet 00, AMC, AMC 402 Out, 07, AMC 42042
04 aR Ipt niormal 00, AMC, AMC 42 |n, 01, AMC 420002
04 aR Cloar open 0&a, Timemagm L1 I%

Ecnu gBaxkabl WENKHYTb 3anncb ctonbua, noAaBnaetcsa paCKprBaI-OLLl,I/Il\;iCH CMUCOK
NEeNCTBUTENbHbIX 3anucen anA napameTpa.

Exit © | Operandi Description Faram11 J Faram12 |
04 Output zet 00, AMC, AMC 4-w/-2  Out, 01, AMC 4-w/-2
04 OR Input normal 00, AMC, AMC 442 I|:|-| .-'-‘-.ME#WE

04 aR Cloor open 0Ba, Timermgm =

02, .-i‘n.ME 42
O, AML 4-4/-2
04, AMC 4-p/-2
05, AMC 442
OB, AMLC 4-p/-2
07, AMC 442
08, AMLC 4-w/-2

Mpu nameHeHnn 3anucen B ctonbuax Mapam11 u Mapam21 obHoBNAKTCA 3aNUCKU B cTonbuax
Mapam12 v NMapam22:

E xit ﬂ Dperand] Dezcription Farami Faraml2

04 Output zet 00, AMC, AT 442 Out, 07, AMC 4402
04 OR Dioor open 0&a, Timerngrm LM s

04 ]3] Input normal 01, AkC_ 10, AMC (016 002 1 I, 07, &RC_I01E_002_1

3ameuaHue!

370 BO3MOXHO TonbKko ana ctonbuos Mapam11, Mapam12, NMNapam21 v Mapam22.

Ecnu HeT gpyrux BapuaHToB (Hanpumep, Tak Kak Oblfl HACTPOEH TONbKO OAMH MPOXOA), TO
yKasaTenb MbllK He U3MeEHSAETCA, U BCe NonA oTobparkatoTcsa cepbiM LBeToM. Ecnu aBaxabl
LWENKHYTb TaKyto 3anucb, 3TO MHTEPNPETUPYETCA KaK KOMaHAa Ha yaaneHue, U NosABMseTCA
cooblieHre AnA NPOBEPKN yaaneHus.

YpaneHue cOCTOAHUN ANA UHULUUMPOBAHUA BbIXOO0B
BbibpaHHble Ha3HAUEHUA MOXHO yaanuTb, HaXkaB I '<' (MNK ABaXKObl WENKHYB 3NeMeHT
cnucka). BennbiBatollee cooblieHre 3anpocuT NoATBEPXKAEHUE yaaneHu A,

Ecnu ¢ BbIXOJOM CBA3aHO HECKOMbKO COCTOAHWM, UX MOXHO yAanuTb O4HOBPEMEHHO C
NOMOLLbIO CMeayoLMX eENCTBUM:
—  BblbepuTe NepBbi 3NeMeHT cnucka (ToT, KOTopbIM He UMeeT 3anucu B ctonbuy Op1), a
3aTeM HaXKMUTE KHOMKY «<<» ./,
—  3T0 TaKXXe MOXHO cAenatb, ABaXKAbl LENKHYB Mo NepBor 3anucu.
—  TloABuUTCA BCMMbIBatollee OKHO. [loaTBepauTe UK OTMEHUTE yaaneHue.
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- B cnyuae noatBepKaeHWA yganeHua, BTOpoe BCMN/bIBatloLEee OKHO 3aMNpOCHT,

»KenaeTe Nn Bbl yAaNuTb BCE CBA3aHHbIe 3anncu (HaxkmuTe Ja) unu TonbKo
BblOpaHHyto 3anuch (HaxmuTe Her).

OnAa yoganeHnA AONONHUTENBbHbIX COCTOAHMMN, KOTOpble onpeagenAoT nepBoe COCTOAHKUE C

nomoluibto onepatopa AND B ctonbue Op2, WenKHUTE CTPOKY, a 3aTeM HaXXMUTE KHOMKY

«MUWHYC» _J, KOTOpas akTMBHa TONMbKO TOrAa, KOrga B CTPOKE NMPUCYTCTBYET onpeaendatroLliee

cocTtoaHue AND.

OnucaHue COCTOAHUA

B Tabnuue Huxe npuBeneH ob3op Bcex AOCTYMNHbIX ANA BbibDopa COCTOAHWM, UX HOMEPOB

TUNOB U OMNMUCAaHUA.

B none cnucka CocTosiHMe TaKXe CoAeprKaTcA yKa3aHHble napaMeTpbl — OHHU OTOGpa)KaI-OTCH

Npu NPOKPYTKe CNUCKa BMNpaBo.

CoctosAHue Tun |OnucaHue

Bxoa aktuBupoBaH 1 JToKanbHbIW BXOA

OObIYHbIN BXOA, 2 JloKanbHbIN BXOA,

KopoTkoe 3amMblkaHWe Ha 3 NoKanbHbIM BXOA C PE3UCTOPOM HaCTPOEH

BXode Tamnepa

CpabatbiBaHue TamnepHoro |4 TNoKanbHbIW BXOJ C PE3UCTOPOM HaCTPOEH

BXoda

Bxop otkntoueH 5 JToKanbHbIM BXO A€aKTUBUPOBaH MOAENbIO BPEMEHU
Bxon BKNtoueH 6 JToKanbHbIW BXO[ aKTUBMPOBAH BPEMEHHOW MOAENbIO
YcTaHoBKa BbIxoaa 7 JToKanbHbIW BbIXOM, HE TEKYLLWIN BbIXon

Cbpoc Bbixoaa 8 JToKanbHbIW BXO[, HE TEKYLLUWIN BXOA,

[lBepb OTKpbITa 9 GID npoxoaa, HoMep ABepH

[Bepb 3aKkpbiTa 10 GID npoxopa, HoMep ABepHU

[Bepb oTKpbITa H6e3 11 GID npoxoga, HoMep ABepU, 3aMeHAET COCTOAHUE
aBTOPM3aLIMUK "Bepb oTKpbITa" (9)

[Bepb ocTaBneHa oTKpbiTon |12 GID npoxoaa, HoMep ABepH

CuuTbliBaTeNb NOKa3biBaET, 13 Aagpec cuutbiBatens

uTO AOCTYN paspeLlleH

CuuTbliBaTeNb NOKa3sbiBaeT, 14 Afpec cuuTbiBaTens

UTO LOCTYN 3anpeLleH

BpemeHHas mogenb akTuBHa | 15 HacTpoeHHaA BpemMeHHaA Moaenb

Tamnep cuuTbiBaTENA 16 Appec cuuTtbiBatensa

Tamnep AMC 17

Tamnep nnatbl BXxoga/ 18

BbIXxoda

CboM nuTaHus 19 Tonbko ana AMC, paboTatouiero ot batapeu
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[TTaHne BKNOUEHO 20 Tonbko ana AMC, paboTatoliero ot batapeu

CBA3b ¢ XocTOM B nopsagke |21

CBA3b C XOCTOM pasopBaHa |22

CoobuieHne ot cunTbiBaTensa |23 Aapec cuuTbiBatens

CoobuieHune ot LAC 24 Homep nnatbl

KoHTponb KapT 25 Anpec cuuTbiBaTens, PYHKUMA yNpaBneHusa uepes

KapTy.

HacTtpoiika BbixoaoB

Kpome HasHaueHUA CMrHanoB C MOAENAMU ABEPEN UNU C OTAENbHbIM Ha3HAUEHUEM MOXHO
onpeaenuTb YCNOBUA ANA BbIXOAO0B, KOTOPbIe elle He Ha3dHaueHbl. [1pn BbINONHEHUK TaKKUX
YCNOBUN aKTUBUPYETCA BbIXOAHOW CUIHaN B COOTBETCTBWMM C 3aflaHHbIM NapamMeTpoM.
HeobxoonMmo pelmnTb, Kakoe cobbiTue DyaeT nepeknouatb AaHHbIA CUTHaN. B oTnMune ot
CUTHANoB, KOTOPbIE MOXXHO Ha3HAUUTb KOHKPETHOM MOAENu ABepeN, ee ABEPAM U
CUMTbIBaTENAM, B 3TOM Clyyae MOXHO MCMONb30BaTb CUTHAlNbl BCEX YCTPOUCTB M YCTAHOBOK,
noakntoueHHbix kK AMC.

Ecnu, HanpumMep, ONTUUYECKUH, aKYCTUUECKMUIW CUTHAN UK cooblleHne AnA BHELLIHEro
YyCTPOMCTBa HEODOXOAMMO MHULMUPOBATb CUTHaNnaMu Bxoga KopoTkoe 3aMbikaHUe Ha BXxoge
Tamnepa v [1Bepb OTKpbITa 6€3 aBTOpPU3aLUU, TO BXO/ MU BXOAbl, KOTOPbIE MOTYT ObITb
paccMoTpeHbl, Ha3HavalTCA COOTBETCTBYHOLIEMY BbIXOAY.

Mprumep, B KOTOPOM B KaXXOoM criyuyae Obin BblOpaH TONbKO OAMH KOHTAKT:

Mpumep ¢ BbiIOpaHHbIMU KOHTaKTaMu:

E xit ﬁ | Operandl | D ezcription | Parami1 Faraml 2

04 Input zhart i 00, AMC, AMC 4-/-2 I, O, AMC 442

! R Dioor opened ... 06a, Timemam < M ry
MpuMep Co BCEMU KOHTaKTaMM:

E wit ﬁ Operandl Dezcription Fararnl1 Farami 2

04 [nput ghart circuit tamper 00, AT, AMC 442 I, 07, ARMC 4-48-2

04 0R [nput ghart circuit tamper 00, AkC, AMC 442 I, 02, AR 44882

n4 1R [nput ghart circuit tamper 00, AMC, AMC 442 I, 03, AME 4442

04 OR Input ghart circuit tamper 00, AMC, AMC 442 I, 04, AMC 4042

04 A Irput ghort circuit tarmper 00, AMC, AMC 4442 I, 05, AR 4042

04 0R [nput ghart circuit tamper 00, AT, AMC 442 I, 06, AMC 442

04 OR [nput ghart circuit tamper 00, AT, AMC 442 I, 07, AR 44842

04 oR [nput shart circuit tamper 00, AMC, AMC 4-00-2 I, 03, AT 44/-2

04 OR Door opened unauthorized 0Ea, Timerngrm

04 ORA Door opened unauthorized 03a, Entrance B:B REVDOOR, Revolving Door

Ecnu Haxatb »| UNK yaanuTb HEHYXHble KOHTAKTbl MOCNe Ha3HaYeHUA BCEX KOHTAKTOB, ANA

KaXXAoro KOHTakTa Co3gaeTcA ogHa 3alucChb:

E «it ﬂ D perandl Drezcription Faraml1 Faraml2

04 [nput short circuit tamper 00, AMC, AMC 4002 [, 01, ARC 44042

n4 1R [nput ghort circuit tamper 00, AMC, AMC 44042 I, 03, AT 4442

04 0R [nput short circuit tamper 00, AMC, AMC 402 I, 05, ARC 4-404-2

04 OR Input ghort circuit tamper 00, AMC, AMC 44042 Ir, OB, ARC 44072

04 0F Door opened unauthorized 06a, Timemam

04 OR Door opened unauthorized 03a, Entrance B:B REVDOOR, Revolving Door
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[N HeCKOMbKMX BbIXOAHbIX CUTHANOB MOXHO 3aaTb O4MHaKOBble YCNOBUA, €CNU, Hanpumep,
KpoMe ONTMUECKOTO CMUIHana TakKe HY»eH akycTuueckuin. OQHOBPEMEHHO crieyeT OTnpaBuTb
coobuieHne ANs BHELWHEro yCTponcTaa:

E st f'j | Operandl Dezcriphion Faram11 Farami 2
04 Input short circuit tamper 00, AMC, AMC 44042 In, 01, AMC 44042
04 OF [nput short circuit tamper 00, AkC, AMC 4442 In, 02, AMC 4-4-2
n4 1R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44842
04 R Input short circuit tamper 00, AMC, AMC 44042 In, 04, AME 44042
n4 aR Input short circuit tamper 00, AWC, AMC 4-44-2 In, 05, AMC 4442
04 oA Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
04 0F [nput short circuit tamper 00, ARC, AMC 4442 In, 07, AMC 4-40-2
n4 oA Input short circuit tamper 00, AMC, AMC 44042 In, 08, AMC 44842
n4 R Dioor opened unauthorized 0&a, Timerngrm LE I
04 0R Dioor opened unauthorized 03a. Entrance B:B REVDOOR, Revalving Doar
QG Input short circuit tamper 00, AT, ARC 4402 In, 01, AMC 40/-2
[ 0R [rput zhort circuit tamper 00, AMC, AMC 4002 In, 02, AT 4-4/-2
& aR Input short circuit tamper 00, AWC, AMC 4-44-2 In, 03, AMC 4442
& OR Input short circuit tamper 00, AMC, AMC 44042 In, 04, AMC 44042
06 oF [nput short circuit tamper 00, AWC, AMC 4442 In, 05, AMC 4-4-2
] 0R Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44842
& R Input short circuit tamper 00, AMC, AMC 44042 In, 07, AMC 44042
& OR [nput short circuit tamper 00, AWC, AMC 44042 In, 08, AMC 4442
& aR Dioor opened unauthorized 0&a, Tirmemgr LE I
s [rput zhort circuit tamper 00, AMC, AMC 4002 In, 01, AT 4-4/-2
07 aR [nput short circuit tamper 00, AWC, AMC 44042 In, 02, AMC 44842
07 R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44042
07 0F [nput short circuit tamper 00, AWC, AMC 4442 In, 04, AMC 4-4-2
07 oR Input short circuit tamper 00, AT, ARC 4002 I, 05, AMC 44/-2
a7 A Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
[nput short circuit tamper 00, AWC, AMC 44042 In, 07, AMC 4442

07 OR

CnK1COK BCEX CYLLECTBYOLWMNX COCTOAHMM CO 3HAUEHUAMM MO yMONYaHWUKO OnA napaMeTpoB
11/21 n 12/22:
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Diezcription Fararn1 Farar 2

Input activated 00, AMC, AMC 492 [, 01, AMC 442
Irput normal 00, AMC, AMC 44052 1 In, 07, AME 4002
[rput ghart circuit tamper 00, AMC, AMC 442 | [n, 01, AMC 44042
[rput open tamper 00, AMC, AMC 44052 1 [n, 07, AME 4402
|nput enabled 00, AMC, AMC 492 [n, 01, AMC 4-4%/-2
Input dizabled 00, AMC, AMC 4%/-2 1 [n, 01, AMC 4-3-2
Olutput zet 00, AMC, AMC d44%/-2  Out, 07, AMC 42
Output reset 00, AMC, AMC 482 Out, 07, AMC 4-04-2
Cioor open 0&a, Timemgm £ s

Door clozed 0Ba, Timermgrm £ s

Cioor opened unauthorised 0&a. Timemgm £ s

Droar left open 0&a, Timerngrm £ s
Feader zhows access granted Th-Reader IM
Reader zhiowsz acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T armper reader Th-Reader IM
Tamper Ak C

Tamper [0 board 00, AMC, AMC 4-40/-2
Poweer fail

Fower good

Host communication ok
Hast communication dowe

OnpepneneHue CUrHaANOB Ha BKNagke «TepMuUHanbi»

Ha Bknagke TepMuHanbl yKa3aHo Ha3HaueHue KoHTaktoB B AMC unu AMC-EXT. Mocne
co34aHunA NPOXOAOB YKa3blBatOTCA Ha3HAUEHWA CUTHANOB B COOTBETCTBMM C BbIOpaHHOM
MOJEeNblo ABEPEN.

Ha Bknagke TepMUHanbl KOHTPON/epa UNu nNnaT pacllMpPeHUa HeNb3A BHECTU U3MEHEHMUA.
MpaBKKM BO3MOXHbl TONbKO Ha BKMaAKe TEPMUHANOB CTPaHMLUbl Npoxoga. [o3aToMy HacTPOMKHM
TepMUHana otobpaxkatoTca Ha cepoM doHe. [Tpoxoabl, KOTopble OTODpaXkakoTCA KpPacHbIM
LIBETOM, YKa3blBatoT KOHUIypaLum COOTBETCTBYIOLMX BbIXOAHbIX CUTHANOB.
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AMC 4-R4 I Inputs I Outputs ~ Terminalz

Signal allozation of AT 4-B4" with 12 zignal pairing

Board T.. | entrance [rput zighal entrance Output zignal
AMC 4-F4 01 DM 01a Dvoor contact DM Oa Release door
AMC 4-R4 0z

AMC 4-R4 03

AMC 4-R4 04

AMC 4-R4 05

AMC 4-R4 0e

AMC 4-R4 07

AMC 4-R4 0a

BPR HI 01

BPR HI 0z

BFFR HI-1 01

BFR HI-1 0z

1| n
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15

Hactpouka DTLS ana 6e3onacHou cBA3M

BBepeHue

Cuctema ynpaBneHua goctynom (ACS) obecneunBaeT BbICOKYO 6€30NacHOCTb CBA3WU Mexay
yCTpoOMCTBaMHU, 3almeHHyto DTLS. CyliecTByeT iBa OCHOBHbIX cnocoba pa3BepTbiBaHUsA
npotokona ceA3un DTLS mexay ycTpOMCTBamMu B CUCTEME yNpaBleHUA AOCTYNOM:
Pa3BepTbiBaHUE «CBepXy-BHU3» (T) BbINOMHAETCA B pefaKTope YCTPOWCTB B cUCTEME
ynpaBneHusa JOCTYMOM.

Pa3BepTbiBaHUe «CHU3Y-BBepx» (B) BbinonHAeTca rnaBHbiM 06pa3om B cpeacTee
AMCIPConfig, ogHako ona 3aBeplleHus npouecca TpebyeTca peaakTop YCTPOWCTB.

=-§® oms
= ] MAC
=52 AMC 4-R4-1

=] .1]" DM 01a-1

[@ Door-1
53 LCTSLK-1 =- :
GE AMCIPConfig
i m LCTSL-1
File Devices Help
== AMC 4-R4-2
. =¥ DM 01a-2 T = - B S s
m Door-2 State Name MAC address
,'.q I-BPR-1 = AMC-DS-4W 00-10-17-13-08
‘@ I-BPR-2 (=] AMC-DS-4R4 00-18-86-00-90
252 AMC 4-R4-3 - b

=-4g® DM 01a-3
[@ Door-3
=2 HADP-1
== HADP-2

—  PasBepTbiBaHUe «CBePXY-BHM3» (T) MOXHO BbIMONHWUTb ABYMSA anbTepHaTUBHbIMU
cnocobamMu B penakTope yCTPOWCTB:
—  MCMNonb3ys OWH Naponb cBA3M ¢ ycTporcteom (DCP) Ha ypoBHe DMS ans Bcex
ycTporncTts AMC;
—  WMcnonb3yAa Heckonbko naponen DCP anA pasnuuHbiX BeTBEW AepeBa YCTPOUCTB,
HauMHaA C cooTBeTCTBYOLWMX KoOHTponnepoB MAC nnu AMC.
—  PasBepTbiBaHWe «CHU3Y-BBEPX» (B) MOXHO MHMLUMUpPOBATb ABYMA anbTepHATUBHbIMU
cnocobamu B cpeactee AMCIPConfig:
- Mcnonb3ysa annapartHbii knou AMC;
—  WMCnonb3yAa cnyyanHbin kKnou XK-gucnnes.

3ameuaHue!

Mpu pasBepTbiBaHUU «CHU3Y-BBEPX» MO-NPEXHeMy TpebyeTca HacTporka naponsa DCP B
pefakTope yCTPOMCTB.

PasBepTbiBaHWE «CHW3Y-BBEPX» MO3BOMAET YCTAHOBUTb Naponb DCP Ha ycTponctee AMC. Tem
He MeHee, HeobX0aMMO HACTPOUTb OAMH U TOT Xe naponb DCP B Tom »xe AMC B pegakrtope
YyCTPOWCTB, UTOObl 06ecneunTb NONHOLEHHYIO CBA3b Mexay KoHTponnepom MAC 1 AMC no
npotokony DTLS.
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CBoaka BapuaHTOB pa3BepTbiBaHuA DTLS

KpaTkoe Ha3BaHue MpeumywecTBa HepoctaTku
CBepxy- |CUCTEMHbIV afMUHUCTPATOP B bbicTpoe, npoctoe Bo Bpemsa nepepauu
BHU3 pepakTope yCTPOUCTB BBOAUT pasBepTbiBaHHE. rnaBHOrO Knkua Ha
HafeXHbIM naponb. M3 aToro KOHTpOnnepbl ABepen
naponA cucrteMa cosgaet AMC cBA3b YCTPOWCTB
rnaBHbIW KNIOU, KOTOPbIM OHa He 3alumuiaeTca
nepenaert cCBepxy BHM3 Mo gepeBy npoTtokonom DTLS.
YCTPOWCTB ynpaBneHun
poctynom, ot DMS uepes
kKoHTponnepbl MAC go
KOHTponnepoB ABepen AMC.
MO>HO yCTaHOBWTb OAWH Naponb
[ONA BCEro AepeBa YCTPOMCTB UMK
pa3Hble Naponu ANA Kaxxaon
BETBMW [lepeBa yCTPOMUCTB.
CHu3y- CHCTEMHbIM afiMUHKUCTPATOP YnyuweHHoe Bo BpemsA ycTaHOBKHM
BBEpX C Mcnonb3yeT CPeacTBo pasnenbHoe napona DCP Ha
nomouybio | AMCIPConfig, utobbl BbINONHWUTL | 0OCNYXXUBaHWE U KoHTponnepe AMC ¢
annapartH |pasBepTbiBaHue DTLS Ha ypoBHe |TrMbOKoOCTb NOMOLLbO CPeAcTBa
oro KOHTponnepos asepen AMC. pas3BepTbiBaHMA. IPConfig Heobxoanmo
Knoua obecneunTtb
AMC 3T0T MeTon, 3allMleHHoe
nossonnaet usbexarb |NoAKntUeHUe
OCHOBHbIX ApYyrMmu cnocobamu.
HegoCTaTKoB Hanpumep,
pa3BepTbiBaHMA noaknounute AMC
«CBEPXY-BHMU3», a HENOCPeACTBEHHO K
MMEHHO pasoBoe KOMMblOTEPY, Ha
He3alMLeHHoe KOTOPOM 3anyLeHo
nogkntyeHue cpenctBo IPConfig.
rnaBHOro Knoua.
Tem He MeHee, npu 3apaHHble B cpeacTse
yCTaHOBKe Maporns IPConfig naponu DCP
DCP Heobxogumo, TakXe HeobxoamMmo
uTOObl NOAKNIOUEHME | HACTPOUTb HA TOM XKe
Mexay cpencrsom AMC c nomMmoubto
AMCIPConfig u penaktopa yCTPOWCTB.
KoHTponnepom AMC
ObINO 3alUMLLEHHbIM.
CHu3y- YnyuweHHoe Bonee cnoxHoe u
BBEpX C pasgenbHoe NPOAOMXKUTENBHOE
NOMOLLbIO obcnyxvBaHue 1 pasBepTbiBaHUE.
cnyyamHo rmMbKocTb Heobxognmo
ro Knwoua pasBepTbiBaHUA. nepeHecTtu 27-
XKK- CUMBO/bHbIW KNHOY
aucnnes KK-oucnnes B
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KpaTkoe Ha3BaHue Mpeumyuwiecrea HepoctaTku
Bbicouanumm cpencTtBo IPConfig c
cTaHgapTt NOMOLLbIO He
0e3onacHoOCTH, TaK CBA3aHHbIX C CETbIO
KakK Knrou XK- cpencrs.

aucnnes He
nepegaetcs uepes
ceTb; a Nepegava
YUETHbIX AaHHbIX
3almulaeTcs
NMOCTOSIHHO.

MoapobHble cBEAEHWUA U UHCTPYKLMUK NMPUBEAEHBI B CNeayloLlnMX pa3aenax AaHHOW rMasbl.

TepmuHonorua npotokona DTLS

DCP (naponb cBA3u c ycTponcTeoM) OOMH HAAEXHbIM Naponb, U3 KOTOPOro cucTtemMa

naBHbIM KNOY

CnyualHbIi Koy XK-gucnnesn

AnnapatHbii kntou AMC.

ynpaBneHunsa goctynom (ACS) co3gaeT BHYTPEHHUM
rMaBHbIM KMoy, Maponb He06X0AMMO 3aLUUTUTb, TaK KaK
OH He coxpaHsaeTtcsa B ACS.

Kopn, co3gaHHbli cuctemor M3 napona DCP u
MCNONb3yeMbl ANA 3alMTbl YCTPONCTB ynpaBneHus
[OCTyrnoMm. [MaBHbIW KMoy He oTobparkaeTtcs
nonb3oBaTenfaMm.

BpemeHHbIN OyKBEHHO-LMDpoBOM Koa, KoTopbin AMC
cO3[aeT 3aHOBO NpHW Kaxpow 3arpyske. Kntou moxet
ObITb OTOOPAXKEH Ha XXUAKOKPUCTANTUUECKUX AUCTeAX
(PKK-gucnnesax) AMC 1 MoxeT 3anpalimBaTbcs
NporpamMMHbIMKU CPeacTBaMM AnA ayTeHTUdUKaALUK
CceTeBbIX COEANHEHUN.

BHYTpeHHUI Kof NpoBepKW NOANMHHOCTU, KoTopbin AMC
CO3[aeT Ha OCHOBE OMNpefeneHHbIX NapamMmeTpoB
obopynoBaHua. OH He oTobOparkaeTcA Nonb3oBaTenaMm.

15.1 PasBepTtbiBaHue npotokona DTLS cBepxy-BHU3
MpepBapuTenbHblie TpeboBaHUA
-  AMS 4.0 vunu BIS-ACE 4.9.1 (unvn Gonee no3aHAA Bepcus).
— [epeBo ycTpoOWCTB ynpaBneHua goctynom or DMS o koHTponnepos AMC cdursunuecku
HACTPOEHO U MOAK/MHOUEHO K CeTU, HO KoHTponnepbl AMC He BKMtOUeHbl. «BkntoueHo»
O3HauaeT, uto pnaxxkn koHTponnepos AMC CBA3b C XOCTOM BKMIOUEHA YCTaHOB/EHbI.
- DTLS ewwe He HacTpoeH Ha AMC ofHUM M3 METOOOB «CHM3Y-BBEPX» C MOMOLLbIO CPeACTBa
IPConfig.
Mpouenypa: oauH naponb DCP ana Bcex
1.  3anyctute pegakTop YyCTPOWCTB B CMCTEME YNpaBneHUA A4OCTYrNoM.
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— TnaBHoe meHto AMS > KoHdmrypauusa > [laHHble yCTPOMUCTB > [lepeBo yCTPOUCTB
-  OT0bpasunTcsa AManoroBoe OKHO C MpUrnalleHemM BBECTU HAAEXHbIM Naposb CBA3K C

ycTpouncteom (DCP).

2. Utobbl 3apgatb oguH naponb DCP gna Bcex KoHTponnepos AMC B oepeBe yCTPOWCTB,
BBeAMTE W NOATBEPAMTE HALEXHbIM Naponb, COOTBETCTBYIOLWMI NOKANbHbIM MOMUTUKAM
naponew.

— B 3aBMCMMOCTM OT 3HTPOMNUM Naponsa B AUANOrOBOM OKHEe MOABNAETCA coobLeHne o
HaJEeXHOCTU Napons.

3. 3anomMHuTe Naponb, TaK Kak OH He COXPaHAETCA B CUCTEME yNpaBneHWA 4OCTYMOM.

4.  Haxmute kKHonKky OK, utoObl 3aKpbITb 4UANOrOBOE OKHO.

AnbTepHaTMBHasA npoueaypa: Heckonbko naponew DCP gna pasnuuHbiXx BeTBEW AepeBa
yCcTpoicTB
1. 3anycTute peaakTop YyCTPOWCTB B CUCTEME ynpaBneHusa AOCTYNOM.

=

— [naBHoe meHto AMS > KoHdurypauusa > [laHHble ycTpoicTB > [lepeBo ycTponcCTB
-  OTobpasutca AManoroBoe OKHO C NMpurnaweHMeM BBECTU HaAEXHbIW Naponb CBA3MU C
ycTpowncteom (DCP).

2.  Haxmute KHonKy OTMeHa, uTobbl HacTPOUTb pasHble DCP B pasnunuHbix BETBAX AepeBa
ycTpouncTB (KoHTponnepos Mac n AMC).

— Bo BcnnbiBatowem gManoroBoM okHe otobpakaetcsa KonuuectBo KoHTponnepos AMC, He
umetowmx naponen DCP, B cucteme.

—  [epeBo yCTPOWCTB MOXHO OTKPbITb B peAaKToOpe YCTPOMUCTB.

3. Pa3sBepHUTe AepeBOo YyCTPONUCTB M BbibepuTe kKoHTponnep MAC unu AMC, ons KoToporo
TpebyeTcAa 3apatb naponb DCP.

- Mpu yctaHoBKe naponAa DCP Ha ypoBHe KoHTponnepa MAC oH 3agaeTca AnAa Bcex
noAYMHEeHHbIX KoHTponnepoB AMC koHTponnepa MAC.

—  [pwn yctaHoBKe napona DCP Ha ypoBHe KoHTponnepa AMC oH 3agaeTcAa TONbKo AnA
yKa3aHHOro KOHTponnepa.

4. HaXMUTe KHOMKY C MHOroTounem -l pagom ¢ TekcToBbiM nonem Maponb ¢BA3M ¢
YCTPOUCTBOM:

5. BBeguTe v noaTBEpPAMTE HALEXHbBIW NAPONb, COOTBETCTBYIOWMI NOKANbHBIM MONMUTUKAM
naponew.

6. 3anuwuTte naponb U BETBb, K KOTOPbIM OH MPUMEHAETCA, MOCKONbKY OH HE COXpaHAeTcA
B ACS.

7. TloBTopwuTe 3Ty Npouenypy AnAa kaxporo KoHtponnepa MAC wnn AMC, ana KoToporo
HeobXoaMMO YyCTaHOBMUTb OTAeNbHbIM naponb DCP.

8. Haxmunte kHonKky OK, utobbl 3aKpbITb AMaNOroBOe OKHO.

Pe3ynbraTt pa3BepTbiBaHUA «CBEPXY-BHU3»

Cuctema ynpaBneHusa AOCTYNOM MCMNOMb3yeT OAWH UKW HECKONbKO naponen DCP, utobbl
co3[aBaTtb BHYTPEHHUWE KMouu AnA Bcex KoHTponnepos AMC B BbiGpaHHoW DMS unu MAC.
3Ty npouenypy HeobxoAnMMO NMOBTOPATL, TONBKO €CNu BNOCNeacTBUM MeHAeTcA naponb DCP
Ha OIHOM MNU HECKONbKUX KoHTponnepax AMC c nomoubto cpeactea AMCIPConfig (cm.
pasBepTbiBaHWE «CHU3Y-BBEpPX»). B aTOM crnyuae cneayet HEMeANEHHO YCTaHOBUTb TOT Xe
cambii naponb DCP cBepxy-BHU3 B TOM Xe B pegaktope yctpomncte AMC.
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Ecnu BnocneactBuu yctponcTBa 6yayT 4o0aBnATbCA B AePEBO YCTPOUCTB, @ MMEHHO B
noguvHeHHble DMS u MAC, ona KoTopbix ye ycTaHoBneHbl naponu DCP, HoBble ycTpoWcTBa
OynyT aBTOMaTUUEeCKM HacnefoBaTb YCTaHOBMNEHHbIM naponb DCP OT BbIWECTOALMX YCTPOUCTB.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5

Hactpo#nka Bxogos | ru 83

16 Hactpouka Bxopos

16.1 Bxoabl — BBoAHbIe CBeAEeHUA

TepMuH lNpoxon O3HauaeT BECb MeXaHW3M KOHTPOMA A4OCTyrna B TOUKe BXoAa.

OneMeHTbl CUCTEMbI KOHTPO/A NMPOXOAO0B BKIKOUAOT cnegywouiee:

- CuuTtbiBaTtenu goctyna: ot 1 go 4

-  Hekui bapbep, Hanpumep ABEPb, TYPHUKET, NOBYLIKA MNW Wnarbaym.

- I'Ipoue,u,ypa AOCTyna, onpegenAaemMan npeaBapuTesibHO 3agaHHbIMU
nocnenoBaTtenNbHOCTAMU 3NTEKTPOHHbLIX CUTHANOB, KOTOPbIE NepefarTcA Mexay
3ieMeHTaMiu o6opy,q0|3aHm-|.

Mopenb nBepn — 3710 WwabnoH agnA onpeaeneHHoro tuna npoxoga. OHa onucbiBaeT

MMerLLMeca aneMeHTbl 4Bepu (UMCNO U TUN CUMTbIBATENEN, TUN ABEPU UNK Dapbepa U T. A4.) U

Bbl3blBaeT NPpUMeEHEHNE onpeaeneHHOoro npouyecca KOHTponAa goctyna ¢ Ucnob3oBaHWeEM

nocnenoBaTenbHOCTEN NPeABapUTENbHO ONpeaeneHHbIX CUTHANOB.
Mopaenuv aBepen 3HaUMTENbHO YNPOLLaT HACTPONKY CUCTEMbI KOHTPONSA AOCTyna.

Mopenb aBepwu 1

MpocTas unu obbluHasa ABepb

Mopenb aBepu 3

[BYCTOPOHHUWI TYPHUKET ANA BXOAA U BbiXoda

Mopenb oBepu 5

Bbesn/Bble3n ¢ aBTOCTOAHKMU

Mopenb oBepu 6

BxofHble/BbIXOAHbIE CUMTbIBATENM yueTa pa6ouero BpeMEHHU

Mopgenb aBepu 7

YnpaBneHve nudtom

Mopenb oBepu 9

Bapbep Tvna wnarbayma ansa aBTOMOBUNEN v OTKaTHbIE LWMIO3HbIe
BOpoOTa

Mopenb nBepu
10

npocTas ABepb C MOCTAaHOBKOW Ha OXpaHy/CHATUEM C oxpaHbl IDS

Mopenb nBepu
14

MpocTas ABepb C NOCTAaHOBKOM Ha oXpaHy/cHATUEM C oxpaHbl IDS u
cneyManbHbIMKM NpaBamMu JocTyna

Mopenb oBepu
15

HezaBUCHMble BXOAHbIE U BbIXOL4HbIE CUTHANbI

- Mopenu asepen 1, 3, 5, 9 n 10 BKNOUaOT BO3MOXHOCTb MUCMONb30BaHWA

AOONONHUTENbHbIX cuuTbiBaTenemn KapT Ha CTOpPOHE BXOA4a UMK BbiXoda.

- INoKkanbHbIM KOHTPONEp AOCTyna, Ucnonb3yembid B Mogenu asepu 05 (napkoska) vnu 07
(NMMdT) HEBO3MOXHO O4HOBPEMEHHO MUCMONMb30BaTh C APYrol MOAENbIO ABEPU.
- Ecnu npoxoa HacTpoeH ¢ UCNONb30BaHMEM MOAENW ABEPU U COXPAHEH, MOMEHATb

Monenb ABEepU Ha Apyryto He yaactcA. Ecnv TpebyeTcs vcnonb3oBaTth APYryO Mogdenb

NBepwu, cneayeT yaanuTb Npoxoa M HaCTPOWTb ero C PYrMMu napaMeTpamu C HynA.
HekoTopble moaenu ABepen MMetoT BapuaHThl (a, b, ¢, r) co cneayrowmMmn XxapakTepucTukamm:

a BXOHbl€ U BbIXOAHbIE CUMUTbIBATENM
b BXOOHOW CUMTbIBaTENb M KHOMKA 3anpoca Ha BbIXo[
c BxogHon UIMMW BbixoaHoW cumnTbiBaTenb (He oba — 3To ObIN Obl BapuaHT a)
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r (Tonbko ana moaenu asepu 1) OAUH CUMTbIBATENb UCKMIOUUTENBHO ANA
pervcrpaumu nuy B Touke cbopa, HanpMmep B cnyyae 3BaKyaluu. dTa Moaenb
[Bepen He nNpeaycmaTpuBaeT oM3nMuecKkoro bapbepa.

Knonka OK anAa 3aBeplueHnsa KOHMUrypaLmM cTaHOBUTCA aKTUBHOM TONMbKO NocCne BBOAa BCeX
HeobxoOMMbIx 3HaueHW. Hanpumep, Ans moaenen asepen BapuaHTta (a) HeobxogMmo
HaCTPOWUTb BXOJHbIE U BbIXOAHbIE CUUTbIBaTENM. [laHHbIE 3aNMCKU MOXKHO COXPaHWTb He
paHblue, uem bygeT BbibpaH TMN «a» Ans 06oUX cuuTbiBaTENEN.

16.2 Co3pgaHue npoxonos

Cnu1CcoK OOCTYNHbIX ANs Bbibopa cuMTbiBaTenen byaeTt anantMpoBaH B 3aBUCUMOCTHU OT

BbIOpaHHOIo TMNa KOHTponnepa.

— [Onsa tunoB AMC 4W focTynHbl TONbKO cuuTbiBaTeny Wiegand c knaBuaTypon v bes.

—  Ons tvuna AMC 4R4 foCTynHbl CUUTbIBATENM M3 criegytolen Tabnuubl. He ncnonb3yite
NPOTOKONbl Pa3HbIX TUMOB Ha OAHOM KOHTpPO/Iepe.

Uma cuutbiBaTensa MpoTtokon MpoTtokon MpoTtokon MpoTtokon
OSDP Wiegand LBUS HADP
CuuTbiBaTeNb OTNEUATKOB X X

nanbues BEW2

CuuTtbiBaTenb AnA X
HebonblWKWX ABEPHbIX
KocAkoB EM

CuutbiBaTenb HADP X
CuutbiBaTenb HADP ¢ X
KnaBuaTypow

CuuntbiBatenb HADP ¢ X

KnaBuaTypou 1 gucnneem

CuuntbiBatenb HID R15

CuutbiBaTtenb HID R30

CuuntbiBaTtenb HID R40

X | X | X | X
X | X | X | X

CuutbiBaTtenb HID RK40 c
KnaBuaTypow

CuuntbiBatenb HID RKL55 X X
C KNnaBMWaTypon u
auvcnneem

BeCcKOHTaKTHbIM MUHU- X
cuutbiBatenb HID

CuutbiBaTtenb HID Prox X
Pointplus

CuutbiBaTenb LECTUS X X
duo
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CuutbiBatenb LECTUS X X
Duo ¢ knaBuaTtypom

CuutbiBatenb LECTUS X X
secure 1000

CuutbiBatenb LECTUS X X
secure 2000

CuutbiBatenb LECTUS X X
secure 4000

CuutbiBatenb LECTUS X X
secure 5000

CuutbiBatenb LECTUS X
secure 9000

CuutbiBatenb LECTUS X
select
CuutbiBatenb LECTUS X

select ¢ knaBuatypou

CuuTtbiBatenb Morpho X X
Wave MDPI

CuutbiBateno OSDP X

CuutbiBatenb OSDP ¢ X

KnaBMaTypom

CuutbiBatenb OSDP ¢ X

KnaBMaTypomn v Aucnneem

CuutbiBatenb SIGMA Lite X X
Bio/iClass/Prox/Multi

CuutbiBaTenb SIGMA X X
Lite/Lite+iClass/Prox/

Multi

CuutbiBatenb STID ¢ X X
KnaBMWaTypowu

CTtaHOapTHbIN X X

cuntbiBaTenb STID

CuuTbliBaTeENb ANA X X
OBepHbIX kKocAkoB STID

CuunTtbiBatenb nuu Vision X X

Pass MDPI

CuuTbiBatens Wiegand X

CuutbiBaTenb Wiegand, X

KnaBuartypa

CuutbiBatenb I-BPR X
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CuutbiBaTenb I-BPR ¢ X
hyHKLMEN 3anncu

CuutbiBaTenb I-BPR, X

Knasuatypa

HADP X
HADP K (knaBuatypa) X
HADP KD (c knaBuatypom X

W gucnneem)

Mpu ucnonb3oBaHWKn cuutbiBaTena OSDP guanoroBoe okHO ByaeT BbIrMAAETb Cleayowmm
obpasowm:

+ x [ ooy ] [X_Discard |
E ¢ Connection servers

EH[Fg AC3IX0052UN2Z Device data | Device type assignment
L ] coessEnaine | AT IF VNS

& ﬁ?ﬂ DMS QSDP K |Opt|on5 I Door commll Additional settings | Offline locking system | Keycablnetl Cards I
=B MAC
EE AMC4-R4-1 )
&l DMo1s-2 Name : [05DP -1

@ Door1 Description: [OSDP K. ,
1-BPR P-
I-BPR-1
S AMC 4-R4-2
-l TM 011

Division: ICommon LI

Type: [0SDP K ~|

Activate encryption: []

3awMuweHHoe nogknioyeHue uepes OSDP

Mo ymonuaHuto hnaxkok Bknountb wudpoBaHue CHAT. YCTAHOBUTE €ro, eCfiM UCNoNb3yeTe
cuuTbiBaTenu ¢ nogaep>xxkon OSDPv2 secure.

Ecnu BnocneagctBuu Bbl OTKNOUKTE WKDPOBaHME, CHAB (hNaXoK, BbIMONHUTE cOpoc
CUMTbIBATE/NA B COOTBETCTBUU C UHCTPYKLMAMU NPOU3BOAUTENA.

B kauecTBe gononHutTenbHon Mepbl 6e30nacHOCTM Npu N0OHON NOMNbITKE 3aMEHUTb
HaCTpPOEHHbIM cunTbiBaTenb OSDP apyrum cuutbiBatenem OSDP B cucTeMe ynpaBneHun
[OCTyrnom reHepupyetca TpeBora. Onepatop MOXeT NOATBEPAUTb TPEBOTY B KNMEHTE U
OHOBPEMEHHO NpeaoCTaBUTb pa3peLleHre Ha 3aMeHy.

CoobueHune TpeBoru: OTka3aHo B 3aMmeHe OSDP cuuTbiBaTtensa

KomaHga: Paspewutb 3ameHy OSDP cuutbiBaTensa

[ocTynHbl cnegytowme TMnbl cumTbiBatenen OSDP:

OSDP CrtaHOapTHbIM cunTbiBaTenb OSDP
OSDP Keyb CuutbiBatenb OSDP c knaBuaTypom
OSDP Keyb+Disp CuutbiBaTenb OSDP ¢ knaBuaTypow 1 aucnneem
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Cnenytowme cumtbiBatenn OSDP Obinv NpoTecTMpPOBaHbI:

OSDPv1 — HebesonacHbl | LECTUS duo 3000 C — MIFARE classic
pexum LECTUS duo 3000 CK — MIFARE classic
LECTUS duo 3000 E — MIFARE Desfire EV1
LECTUS duo 3000 EK — MIFARE Desfire EV1

OSDPv2 — Hebe3onacHbi | LECTUS secure 2000 RO
M 6e3onacHbIM pPeXxumbl LECTUS secure 4000 RO
LECTUS secure 5000 RO

3ameuaHue!

Ha uto cnenyeT obpaTnTb BHMUMaHUe npu pabote ¢ OSDP

He Mcnonb3yinTe pasnuuHblie NUHENKW NPOAYKTOB ogHoBpemeHHOo (Hanpumep LECTUS duo u
LECTUS secure) Ha ogHow wnHe OSDP.

[nsa 3awndpoBaHHOM Nepefaun AaHHblX B cuMTbiBatenb OSDP co3gaeTtca v Ucnonb3yetca
cneunanbHbIM Kntou. Yoeautech, UTo CyLLecTBYeT caenaHHasa AOMKHbIM 00pa3om pesepBHan
KOMWA CUCTEMDbI.

XpaHuTe kntoun B 6e3onacHOCTU. BOCCTaHOBUTL NOTEPAHHbIE KMIOUKM HEBO3MOXHO; B Clyyae
yTePU KNoUen MOXHO TONbKO COPOCUTb HACTPOMKK CUMTbIBATENA HAa 3aBOACKWUE YCTAHOBKH.
B uensax 6e3onacHoCTW He UCNONb3yMTe OQHOBPEMEHHO 3alIM(POBAHHbIE U
He3alMn@pPpPoBaHHble PEXUMbl Ha oaHOM WKnHe OSDP.

Ecnu Bbl AeakTMBUpOBanu WngpoBaHue, cHAB diaXkok Ha Bknagke OSDP cuuTbiBaTena B
pefaKTope YCTPOWUCTB, BbIMONHUTE COPOC CUMTBIBATENA B COOTBETCTBUU C MHCTPYKLUUAMU
npousBoauTensa.

OM D1a ] Terminalz ]

Entrance name: |0 (114

Entrance dezcription: |Dik 014

Location: iDut&idE

L] Lo

Destination: | Dutzide

Division: ‘l:gmmDn J
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3HaueHue, ot 1 Ao
16 cumBONOB

Mapametp Bo3MoOXHble OnucaHue
3HaueHuUA

Uma npoxopa AndaBuTHO- B aTOM grManoroBom okHe reHepupyeTca
undposoe YHUKanbHOEe UMA Npoxo[a, OAHAKO Npw

HeobxoaMmoCTH onepartop, HaCTpaVIBa}OLLI,Mpl
npoxon, MOXeT ero nepe3anncartb.

(He NnapKoBKM)

OnucaHue npoxoaa andgaBnTHO- lMpounsBonbHOE onMcaHue, KoTopoe bynet
undposoe oTobpaxarbcA B CUCTEME.
3HaueHue: 0-255
CUMBO/OB

MecTtononoxxeHue Nioban MmeHoBaHHas 30Ha (B COOTBETCTBUMU C
onpeneneHHasn onpeneneHWem B CUCTEME), Fe PacnonoXeH
30Ha cuuTbiBaTenb.

3Ta MHGOpMaLMA UCNOoNb3yeTca Ans
ynpaBneHus nocnenoBaTeflibHOCTbIO AOCTyna:
€CNU KTO-TO MbITAETCA UCMONb30BaTb 3TOT
CUMTbIBaTE/b, OAHAKO OTCNEeXuWBaemoe
CUCTEMOM pacrnonoXXeHwe 3TOro uenoBeka
OTNIMUAETCHA OT PACMONOXEHUA CUMUTbIBATENSA,
CUMTbiBaTENb OTKAXET B AOCTyNne Takomy
nonb3oBarento.

MecTo Ha3HaueHus

Moban
onpeaeneHHas
30Ha

(He napkoBKM)

MMeHoBaHHaA 30Ha (B COOTBETCTBUMU C
onpeneneHWem B CUCTEME), K KOTOPOM
cuuTbiBaTeNb NpefocTaBnsaeT AoCTym.

3Ta MHOPMaLMA UCNoNnb3yeTca AnA
yrnpaBneHua nocnenoBaTenbHOCTbIO AOCTyNa:
€Cnu NULo MCMNOMNb3YyeT 3TOT CUMThIBATENb,
MeCTOMonoXeHue 3Toro nuua byger
M3MEHEHO Ha 3HaueHWe MecTo Ha3HaueHHUA.

Bpemsa oxxupaHuna
pelwweHuna o goctyne ot
BHELUHEeN CUCTEeMbI

KonnuecTtBo
OEeCATbIX CEKYHA

Bpems, B TeueHUe KOTOPOro KOHTponnep
JOCTyna OXMWOaeT pelleHUs OT BHeLLIHeN
CHUCTEMbI UK YCTPOWCTBA, MOAKTIOUEHHOTO K
OOHOMY M3 BXO[OB.

MoppaspeneHune

Moppasnenexue, K
KOTOpoMy
OTHOCMTCA
CuuTbiBaTENb.
3HaueHue no
YMONUaHUIO —
Obwee

MpuMeHAeTCA TONbKO B TOM Cliyuyae, eciu
dyHKUMA MoapaspeneHua NULEH3UPOBaHa.

Obnactb ¢
NOCTaHOBKOM Ha
oxpaHy

(Tonbko AnA moaenu
npoxopa 14)

OpHa bykBa: oT A
no Z

Mpoxoabl rpynnbl IDS 6yayT akTMBUpPOBATLCA
BMeCTe C aKTUBaUWeW cuMTbiBaTeNewn
obnacTv.
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16.3 Hactpo#ka tepmuHanos AMC

Mo cBoeMy coaoep>XMMOMY M CTPYKType 3Ta BKNnaaka uaeHTuuHa Bknagke AMC TepMuHanbl.
DM O1b  Teminalz l

Signal allocation of 'ARC 4-F4' with 8 zignal paining

B.. |T.. |entrance [nput zignal entrance Output zignal
0 0 DMOla Dioor contact Ok 01a Releaze door
0 02 DMOlb Door contact DM O1b Release door
0 03 DMOlb “"Request to exit™._.
]
]
]
]

04
05
0&
07
o 03

OfHaKo 34eCb MOXXHO BHOCWUTb M3MEHEHMSA B Ha3HaUYeHWA CUrHanoB Ans BblbpaHHOW Mogdenwu
npoxoaoBs. Ecnu ABaxabl LWENKHYTb B cTonbuax BbixogHo# curHan wnv BXxogaHow curHan,
OTKPbIBAOTCA MONA CO CMUCKAMMU.

DM ik Terminals l

Signal allocation of ‘AT 4-B4' with 3 zignal pairinig

B. | T.. | entrance | [nput zignal | entrance Output zignal
0 M DMOla Dvoor contact Dk 014 Releaze door

0 02 DM Olb Door contact DM 01b Releaze door
3 |"Flequest to exit"j

0 o4 < not azsigned >
0 0a Heauest to g3
0 0k Bolt sensor

o o7 Paszzaae locked
0 e Sabotage

Kpome Toro, MoXXHO co3faTtb AONONHUTENbHbIE CUTHAMbI AN COOTBETCTBYHOLMX MPOXOL0B.
Ecnu aBakabl WENKHYTb NYCTYO CTPOKY, OTKPbIBAETCA NOAXOAsLLEee None co CNUCKOM:

Dk 01k Terminals l

Signal allocation of ‘&kC 4-R4' with 8 zignal pairing

B.. | e | entrance | [nput zignal | entrance Output sighal

0o m DMOla Dioor contact DM 014 Release door

n 02 DMOlb Door contact DM Db Release door
01 03 DM 0Olb "Request to exit”__.

0 05

0 06

n o

o 0

HasHaueHWs CUrHanoB, KOTOpble He MOAXOAAT ANA PeAaKTUPYEeMOro npoxoaa, AOCTYMHbI
TONbKO ANA UTEHMA U UMEIOT cepbiM POH. VX MOXKHO pefaKkTUpoBaTb, TONbKO eCnu BbibpaH
COOTBETCTBYHOLMK MPOXOA.
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MoaobHbIN cepblit OH M NepefHUi NnaH bnegHoro UuBeTa NPUMEHAITCA K 3anucam
BbIXOAHbIX CUTHANOB, NapaMeTpPbl KOTOPbIX 334at0TCA Ha BKNaake BbixoAbl KOHTponnepa
AMC.

3ameuaHue!

Mons co cnuMckamu 3aBUCAT OT KOHTeKCTa He Ha 100 %, NO3TOMY MOXHO BblOpaTb CUrHanbl,
KOTOpble B peanbHOM XW3HU He cpaboTatoT. [pu gobaBneHUn N yaganeHumn CUrHanos Ha
BKknagke TepMUHanbl NPoOTECTUPYMTE UX, UTODObI yOeauTbca B UX NMOTMUECKOW U (DU3UUECKON
COBMECTUMOCTHU C MPOXOA0M.

HasHaueHue TepMUHaANOB

Ona kaxxnoro AMC v Kaxgoro npoxofa Ha Bknaake TepMUHanbl NnepeuncnaoTca Bce 8

curHanos ana AMC Ha 8 oTaenbHbIX CTPOKax. Hencrnonb3oBaHHbIE CUTHANbl MOMeueHbl benbiM

LUBETOM, a UCMONb30BaHHbIE — CUHUM.

[aHHbIM CNUCOK MMeEET CreaytoLlyo CTPYKTYpY.

- Nnarta: nopsgok Hymepauun AMC Wiegand Extension (0) unu nnatbl paclumpeHus Bxoaa/
Bbixogda (1-3)

—  TepmuHan: Homep KoHTakTa Ha AMC (01-08) unu Ha nnate pacwupeHusa Wiegand (09—
16)

- Mpoxopa: Ha3BaHWe npoxoaa

— BbIXOAHOW CUrHan: Ha3BaHWe BbIXOQHOIO CUrHana

— Mpoxop: Ha3BaHWe Npoxoaa

- BxopHOW cUrHan: Has3BaHWe BXOAQHOIO CUrHana

"AMC 4R4 | Inputs | Outputs Teminals |
Signal allocation of ‘AMC 4-R4' with 12 zignal pairing

Board | T. | entrance | Input signal entrance Clutput signal
AMC 4-R4 01 DMOla Door contact DM a Release door
AMC 4-R4 0z

AMC 4-R4 03

AMC 4-R4 04

AMC 4-F4 05

AMC 4-R4 06

AMC 4-R4 07

AMC 4-R4 08

BFR HI )]

BFR HI 02

BFR HI-1 )]

EFR HI-1 0z

4 | |

MU3MeHeHMe Ha3HAUEeHUA CUTHaNoOB

Ha BKnagKax TepMHWHANOB KOHTPONNEPOB Ha3dHaueHUA OTAEeNbHbIX CUTHANOB TOMbKO
oTobpaxatotcs (Tonbko Ans uteHuna). OAHaKo Ha BKNaaKax TEPMWHANOB COOTBETCTBYHOLMX
NMPOX0A0B MOXXHO U3MEHUTb UMK NeperpynnupoBaTb CUrHanbl BblbpaHHbIX MPOXOA0B.

Ecnu oBaxkabl WENKHYTb 3anucb, KOTOpPYo TpebyeTcAa U3MeHWTb, B cTonbLe BbIXogHOU CUrHanN
Mnv BXOAQHOW CUIHaN aKTUBMPYETCA PacKpblBatoLWENCcA CNUCOK, UTobbl AN CUrHana AaHHoOM
MOZenu npoxofa MoXHO bbino BbibpaTh Apyroe 3HaueHue. Ecnu Boibpath He Ha3HaueHo,
CUrHan BbicBODOOX/AAeTCA M ero MOXKHO MCMOoNb30BaTh ANA APYrMX NPOXoaos.
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Takum o6pa30M, CUrHanbl MOXXHO He TONbKO U3MEHATb, HO U Ha3HauYaTb APYIrMM KOHTaKTaM,

yTOoObI ONTUMHW3UPOBATb UCNOMb30BaHME AOCTYMHOIO NMUTaHKA. Bce cBobogHble Unu

0cBOOOXAEHHbIE CMIHaNbl MOXHO MCMOMb30BaTb NO3AHEE KaK HOBble CUIHanbl MU B

KauecTBe HOBbIX MO3WULMK ANA CyLECTBYHOLMX CUTHANOB.

3ameuaHue!

B npuHuUMne, Bce BXOAHbIE U BbIXOAHblIe CUIHabl MOXHO CBODOAHO BbIOMpPaTb, HO He Nobown
BbIOOpP MMeeT cMbICN ANA BCeX Modenen asepen. Hanpumep, HET cMbiCNa Ha3HayaTb CUrHanbl
IDS momenwu aBepen (Hanpumep, 01 unu 03), KoTopana He noaaepxkusaet IDS.
HononHutenbHble cCBeAEHUA CM. B Tabnuue B pa3gene "HazHaueHWe CUrHanoB Moaenam

nsepen".

HasHaueHue curHanoB mogenam nBepeu

UToObl M3bexaTb HenpaBUIbHOM NapaMeTpu3aLMn PacKpbiBatOLWKUXCA MEHIO,

npegHasHayeHHbIX ANA Ha3HaYe€HUA CUIrHanoB Mo4eNnAM ,depePl, B AAaHHbIX MEHIO

npeanaratTca TONbKO CUTHaNbl, COBMECTUMbIe C BblIODpaHHOW MOAeNbio ABEPEN.
Tabnuua BXOAHbIX CUrHanNnoB

BxopgHble cUrHanbi

OnucaHue

[BEpHOW KOHTaKT

KHonka 3anpoca
Ha BbIXOA

KHoNKa ana OTKpblBaHMA ABEPHU.

PurenbHbli gaTumk

Mcrnonb3yeTcsa TONbKO ANnA coobeHUn. DYHKLUU KOHTPONA HET.

[Tpoxopn
3abnokunpoBaH

Mcnonb3yeTca ANfA BPpeMEHHOW BNOKMPOBKMW MPOTUBOMOMOXHOW ABEPHU
B LUMO30BbIX BOPOTax. Ho TakXe MOXHO MCMONb30BaTb ANA ANUTENbHOM
ONOKMPOBKM.

[laTunK BCKPbITUA
Kopnyca

CurHan tamnepa BHELWHEero KOHTponnepa.

TypHUKET B
HOPManbHOM
NOMNOXEHMMU

TYPHUKET 3aKpbIT.

[Mpoxopn 3aBeplLueH

Mpoxof 6bin 3aBeplleH ycnelHo. MonyyeH MMnynbC BHELWHEro
KOHTponnepa.

IDS: roToBa K
NoCTaHOBKe Ha
oXpaHy

3agaetca cuctemon IDS, ecnu BCce AeTEKTOPbl HAaXo4ATCA B nNokoe 1 IDS
MO>XHO MOCTaBUTb Ha OXpPaHy.

IDS: noctaBneHa
Ha oxpaHy

IDS noctaBneHa Ha oxpaHy.

IDS: KHOoMKa
3anpoca
NOCTAHOBKMW Ha
oxpaHny

KHonka anA 3anpoca noctaHoBKM IDS Ha oxpaHy.
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[TopaBneHue

Mcnonb3yeTcA, eCnu B CUMY PacnonoXeHWAa ABEPHOro npoemMa ABepb

TPEBOMU Npu

M OTKPbITUU

oTKpbiBaeTcs 6e3 npuBnevyeHna AMC. AMC He oTnpaBnfeT cooblieHus
HEeaBTOPU30BAHHO |0 BTOPXXEHMWW, HO OTNpaBnAeT coobllieHMe "nokanbHan ABepb OTKpPbITA"
(door local open).

o JocTyne
BHeLLUHeN
cCUCTEMOM

MpuHATO peweHne |CurHan 3agaeTcA, eCii BHELWHAA cCMCTeMa NMPUHUMMaET AoCTyn

PeweHune o
[OCTyrMe OTKNOHEHO
BHELLHEN
cCUCTEMOMN

CurHan 3agaeTtca, eCnu BHELWHAA CUCTeMa OTKIOHAET 4OCTynN

Tabnuua BbIXOAHbIX CUTHANoOB

BbixogHble cUrHanbi

OnucaHue

PasbnokupoBatb ABEpPb

LLinto3oBble BopoTa:
3anepeTb
NPOTHUBOMONOXKHOE
HanpaBneHue

3anupaeT Apyryto CTOPoHy NOBYLWKW. TOT CUrHaAN oTnpaBnAeTcA
NPy OTKPLITUKU ABEPHU.

[MogaBneHue TpeBoru

... ana IDS. 3apaetcs, Korga ABepb OTKPbITa, UTOObLI M3bexaTtb
co3gaHua cucteMor IDS cooblleHUA 0 BTOPXKEHUM.

3eneHbl curHan

MHOMKaTOp KOHTPONUpPYeTcs, NoKa ABepb OTKPbITa.

MakcumanbHoe Bpems
OXWAAHWA OTKPbITUA
[IBEPU UCTEKIO UMK
HapylweHa
besonacHoCTb ABEpPHU

Ecnu aBepb yaepKnMBaeTcA OTKPbITOM COCTOAHUKU UMK OCTaeTCA
OTKprTOﬁ CMTUALWKOM Oonro

MogkntoueHne Kamepsbl

Kamepa akTuBupyeTca B Hauane nepexopa.

PasbnokupoBatb
TYPHUKET Ha BXOf,

PasbnokupoBatb
TYPHUKET Ha BbIXofq

[Bepb pasbnokupoBaHa

CurHan ans pasbnoknMpoBKU ABePU Ha ANUTENbHbIN MepUom.

IDS: noctaHOBKa Ha
OXpaHy

CurHan anA NoCTaHOBKMU Ha oxpaHy IDS.

IDS: cHATME C OXpaHbl

CurHan ana cHATUA C oxpaHbl IDS.

BKknoueHo pelleHne o
[OCTyNne BHeLHeN
cUCTEMOMN

[lnA BKNOUEHWA CUCTEMbI BHELLHEro JocTtyna HeobxoOoMMoO 3adaTb
CUTHan

Tabnuua conoctaBneHUa Mopenei ABepei BXOAHbIM U BbIXOAHbIM CUTHanam
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B C}'Ie,quOLLleVI Tabnuue nepeyncneHbl 3Ha4nMMble Ha3HayeHUA CUTHANoB U Mo,qeneﬁ ,qsepeﬁ.

Mopgenb |OnucaHue BxopHble curHanbi BbixogHble cUrHanbi
noBepeu
01 [MpocTaa ABepb CcoO - [1BEpPHOMN KOHTaKT - PaszbnokupoBatb ABEPb
cuuTbiBaTenem Ha - KHonka 3anpoca Ha BbIXxoa - Lnto3oBble BopoTa:
BXOAE W Bbixoae - PUrenbHblM fatumk 3anepeTb
CuuTbiBaTenu yueta |- lMpoxon 3abnoknpoBaH NPOTUBOMOMOXHOE
BPEMEHMU U - atumnk BCKpbITMA KOpnyca HanpaBneHue
npucyTCTBUA - [lTokanbHOe OTKpbITUE - NopgaBneHwe TpeBorm
[locTynHO pelleHue |paspelleHo - 3eneHbln curHan
0 [locTyne BHelWwHeN |- [IpUHATO pelleHne o - MogkntoueHne Kamepbl
cUcTemMon AOCTyne BHELWHEN cucTemMom - MakcumanbHoe Bpemsa
- PeweHnwne o goctyne OXXMAAHWA OTKPbITUA
OTK/TIOHEHO BHELUHEN OBEPU UCTEKNO UMK
cucTtemon HapyweHa besonacHoOCTb
nBepu
- BkntoueHo peleHne o
[OCTyrne BHeLIHeN
cCUCTEMOMN
03 Bpauwatouwanca - TYPHUKET B UCXOLHOM - llinto3oBblie BopoTa:
ABepb Co COCTOAHWUU 3anepeTtb
cuMuTbiBaTENEM Ha - KHonka 3anpoca Ha BbIXof NPOTUBOMONOXHOE
BXOAE W Bbixoae - MNpoxof 3abnoknMpoBaH HanpaBneHune
CuuTbiBaTenu yueta |- [laTuMk BCKPbITUA KOopnyca - PasbnokupoBarb
BPEMEHMU U - MpuHATO peleHne o TYPHUKET Ha BXOL,
NpPUCYTCTBMA [OCTyMne BHELWHEN CUCTEMOW - Pa3bnokupoBatb
[ocTynHo peweHne |- PeweHune o goctyne TYPHWKET Ha BbIXOA
0 AOCTyrne BHeLWHeN |OTKNOHEHO BHeLLHEN - [ogaBneHue TpeBoru
cUCTEMOM cUCTEMOM - MNopkntoueHne Kamepbl
- MakcumanbHoe BpemsA
OXXWOAHWA OTKPbLITUA
OBEPU UCTEKNO UMK
HapylleHa 6e3onacHoOCTb
asepu
- BkntoueHo peleHune o
[OCTyNne BHelHeN
cUcTeMom
05 Bxoa Ha - [1BEpHOMN KOHTaKT - Pa3bnokupoBatb ABEPb
ABTOCTOAHKY U - KHonka 3anpoca Ha BbIXOf - NopgaBneHwe TpeBorM
BbIXO[4 C Hee — 0 - NMpoxop 3abnokrMpoBaH - 3eneHbl curHan
24 30H NapKOBKU - [Mpoxog 3aBepLueH - MakcumanbHoe BpemA
CuwuTtbiBaTenu yueta |- [puHATO pelieHne o OXXMAAHWA OTKPbITUA
BPEMEHMU U [LOCTyrne BHELWHEN CUCTEMOW | ABEPU UCTEKNO UNU
npuUCyTCTBUA - Pewenune o goctyne HapyweHa besonacHoOCTb
[OCTynHO pelleHne |OTKNOHEHO BHELUHEMN nBepu
0 [OCTyrne BHELWHEN |CUCTEMOM - IBepb pasbnoknpoBaHa
cucTemomn
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- BKntoueHo peleHue o
aocrtyne BHELIHEeN

cUcTeMon
06 CuunTtbiBaTenu yueta
BPEMEHU U
NpUCYTCTBUA
07 NMudpt — po 56
aTaxeMn
09 ABTOMOOUNbHbIN - [1BEPHOM KOHTaKT - PazbnokupoBatb ABepb
Bbe3[ MN1 BXOAHOM |- KHoMKa 3anpoca Ha BbiXoa - NopaBneHue TpeBoru
CUMUTbIBATENb U - Mpoxopn 3abnokrMpoBaH - 3eneHbln curHan
KHOMKa - Npoxop 3aBepLueH - MakcumanbHoe BpemA
CuwnTtbiBaTtenu yueta |- [NpuHATO pelueHune o OXMAAHWA OTKPbITUA
BPEMEHMU U [OCTyne BHELHEeW CUCTEMOW | ABEPU UCTEKNO UMK
NPUCYTCTBUA - PeweHune o poctyne HapylweHa 6e3onacHoCTb
LOCTyNHO pelleHne |OTKIOHEHO BHELIHEN asepu
0 OCTyMne BHELIHEN | CUCTEMOM - [1Bepb pasbnokupoBaHa
cUcTeMom - BkntoueHo pelleHue o
[OCTyrne BHeLWHeN
cUcTeMom
10 [MpocTtaa aBepb co - [1BEpHOMN KOHTaKT - PasbnokupoBatb ABepb
cuMTbiBaTENEM Ha - KHonka 3anpoca Ha BbIXxoj - NopkntoueHne Kamepbl
BXOAe 1 Bbixoae u - IDS: rotoBa K nocTaHoBKe Ha |- IDS: noctaHOBKa Ha
NMOCTAHOBKOM Ha OXpaHy OXpaHy
oxpaHy / cHATMEM c |- IDS: nocTaBneHa Ha oxpaHy |- IDS: cHATME C oxpaHbl
oxpaHbl IDS - [laTunK BCKpbITUA Kopryca - MakcumanbHoe Bpema
CuutbiBatenu yueta |- IDS: 3anpocC NOCTAaHOBKMU Ha | OXKMOAHWA OTKPbLITUA
BPEMEHU U OXpaHy OBEpU UCTEKNO UNU
NPUCYTCTBUA - MpuHATO pelueHHne o HapyleHa be3onacHoCcTb
[OCTYyNHO pelleHWe |[OoCTyne BHEWHeW CUCTEMON | ABepH
0 AOCTyne BHelWHeN |- PeweHue o gocTyne - BkntoueHo peleHue o
cCUCTEMOM OTK/TOHEHO BHeLlHeN [OCTyrne BHellHeN
cHUCTEMOM CUCTEMOM
14 [MpocTtana aBepb co - [1BEpPHOMN KOHTaKT - PasbnokupoBatb ABepb
cuMuTbiBaTENEM Ha - KHonka 3anpoca Ha BbIxoj - NopkntoueHne Kamepbl
BXOAe U Bbixoae u - IDS: rotoBa K nocTaHOBKe Ha |- IDS: noctaHoBKa Ha
NOCTaHOBKOM Ha OXpaHy OXpaHy
oxpaHy / cHATMeM c |- IDS: nocTaBneHa Ha oxpaHy |- MakcuMmanbHoe Bpems
oxpaHbl IDS - [laTumnK BCKPbITUA Kopryca OXWOAHWUA OTKPbITUA
CuutbiBatenu yueta |- IDS: 3anpoc nocTaHOBKM Ha |OBeEpPU UCTEKNO UNU
BPEMEHU U OXpaHy HapyleHa be3onacHoCTb
NPUCYTCTBUA nsepu
15 UndpoBble
KOHTaKTbI
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HasHaueHue CUrHaNoOB CUUTbIBATENAM

B03MOXHOCTU cuMTbIBaTENEN C NocnenoBaTebHbiM MHTepdercom (T. e. cuuTbiBaTeNen Ha
AMC2 4R4) v cuutbiBaTenemn ¢ uHTepdencom OSDP MOXHO paclMpUTb C MOMOLLbIO
NOKanbHbIX CUrHANOB BBOAa/BbiBOAA. TakMM CMOCODOM MOXHO caenatb JOCTYMHbIMMU
[OMONHUTENbHbIE CUTHAMblI U COKPATUTb SMTEKTPUUECKHNE NMYTU K KOHTAKTaM ABepeN.

Mpu co3gaHnKM cuMTbiBaTeNs C nNocnenoBaTeibHbiM MHTEPEeNCcoM Ha BKaake TepMUHanbI
COOTBETCTBYIOLEro npoxoAa otobpaxatroTcs ABa BXOAHbIX U ABa BbIXOAHbIX CUrHana anq
KaXkOooro cuuTbiBaTens, NOAUMHEHHOTO JAaHHOMY KOHTPOMNNEpPY, U CUTrHanbl nnathbl
pacliMpeHums.

3ameuaHue!
[aHHble 31eMeHTbl CMMCKa COo34atoTcA ANA KaXKO0ro CUMTbiBaTENA C NOocnefoBaTe/bHbIM
MHTEPMENCOM, HE3ABMCMMO OT HANMMUMA Yy HEro NoKanbHbIX onepalui BBoaa-BbiBoaa.

Takue nokanbHble anAa CHMTbIBaTeﬂel’I CUTrHanbl He MOTyT 6bITb Ha3HaAYeHbI (*)yHKLLVIHM 7
napamMeTpM3oBaHbl Kak CUrHambl KOHTPONnepos 1 nnart. OHKU TakKe He NOABNAKTCA Ha
BKNaaKax BxopHou curHan v BbixogHo# curHan. MIx Takke Henb3A MCNoNb30BaTh ANA
nM@TOB (HanpumMmep, uTobbl NpeoaoneTb orpaHMueHue B 56 sTaxen). [03TOMY OHM Nyulle
BCEro noaxodAr And NpsaMoro ynpasneHusa asepamu (Hanpumep, 3alienkuBaHue wnu
ocBoboxaeHue aBepeit). Tem He MeHee, 3TO 0CBOBOXOaeT CUrHanbl KOHTponnepa ansa bonee
CNOXHbIX MapamMeTpPU30BaHHbIX MYHKLMI.

PepakTtupoBaHue CUrHanoB

Mpu co3paHuMn Npoxoda Ha Bknaake TepMUHanbl COOTBETCTBYHOLWEro npoxona otobpaxkatorcsa
[Ba BXOAHbIX WU ABa BbIXOAHbIX CUrHana ANA KaX4oro CunTbiBaTensd, NOAUMHAKOLWErocs
OaHHOMY KoHTponnepy. B ctonbue "lMnata" ykasbiBaetcs MMA cuuTbiBaTensa. CTaHOapTHble
CUTrHanbl ANA AAHHOTO NpoxoAa Mo YMONUaHWIo HasHaualTcA nepBbiM CBOOOAHBIM CUrHanam
Ha KoHTponnepe. YtoObl NneperTu Ha cODCTBEHHbIE CUIHaNbl CUMTbIBATENA, UX CHauana
HeobXoOQMMO yaanuTb U3 CBOEIro MCXOAHOro nonoxeHusa. Ytobbl aTo caenatb, BbibepuTe
31eMeHT cnucka <He HasHaueHo>

[OBaxabl WenkHUTe B cTonoue BxoaHow curHan vnv BbIXoaHOW CUrHan cuuTbiBaTens, 4tobbl
NPOCMOTPETb CMMUCOK AOCTYMHbIX CUTHANOB ANA BbiOpaHHOM Moaenu ABeper U U3MEHUTb
nonoxeHue curHana. Kak v Bce CUrHanbl, UX MOXHO NPOCMaTpMBaTb Ha BKNagke TepMUHanbl
KOHTpON/Mepa, HO He pegakTMpoBaTb.

3ameuaHue!
CTaTyc CUrHanoB CUMUTbIBaATENA HEBO3MOXHO OTCMEXMBaTh.
MX MOXHO MCNONb30BaTh TONbKO ANA TOM ABEPU, K KOTOPOM OTHOCWUTCSH AAHHbIA CUMTbIBATENDb.

16.4

NMpeponpepeneHHble CUTHANbl ANA MOoAEeneun gBepeu

Mopenb npoxopga 01

70| LBl o

BapuaHTbl mogenen:
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01a

ObbluHan ABeEpPb CO CYUTbIBaTENEM HA BXOOE U BbiXoae

01b

OObluHaA ABEPb CO CUMUTbIBATENEM Ha BXOAE U KHOMKOW

01c

OO6bluHanA ABepPb CO CUUTbIBaTeNNeM Ha BXOAE UMKU BbixXxoae

Bo3MoOXxHble CUTHanNbI:

BxogHble curHanbi BbixogHble CUrHanbl

[BEepPHON KOHTaKT PasbnokupoBatb ABepb

KHonka 3anpoca Ha Bbixoa LLInto3oBble BOopoTa: 3anepeTb MPOTUBOMNONOXKHOE
HanpaBneHue

[atumk BCKpbITUA Kopnyca 3eneHbl cUrHan

lMopoaBneHue TPeBOru Npu MoakntoueHne KaMepbl

HEaBTOPMU3OBAHHOM OTKPbITUU

MaKkcumanbHoe BpeMa 0XWOaHWA OTKPbITUA ABEPU
UCTEKNO UMK
HapylweHa be3zonacHoCTb ABEpPH

3ameuaHue!

Lna dyHKUMI pasgeneHna (B UaCTHOCTH, ANA BNOKMPOBKU NPOTUBOMOMNOXEHHOIO

HaI'IDaBFIeHVIH) 3HaYe€HNA MOXHO 3aaBaTb TO/IbKO C MOMOLbKO MOAENUN ,depePl 03.

MooaBneHWe TPEBOTM aKTUBMPYETCA TONMbKO B TOM Clyuae, ecfiv Bpemsa nogaBneHuns TpeBoru
nepep oTkpbiBaHWeM ABepu bonbuie 0.

9Ty MOJenNb NMpoxoaa TakXXe MOXHO NPUMEHWUTb ANA Bbe3da TPAHCMOPTHbIX CPEACTB; B 3TOM

cnydyae TaKXe peKoMeHAyeTcA UCNnob3oBaHWE BTOPUUYHOIO CUUTbiBaTENA ANA aBTomMobunen.

Mopenb npoxoaa 03

v X

BapuaHTbl Mogenen:

03a

[BYCTOPOHHMM TYPHUKET CO CUMTbIBATENEM Ha BXOAE W Bbixoae

03b

,D,BYCTODOHHVH\/'I TYPHUKET CO CUYUTbIBAaTENEM HaA BXOAE U KHOMKOM

03c

TypHVIKeT CO CUMUTbIBaTENEM Ha BXOAE UMK BbiXxoae

Bo3aMoOXHble curHanbi:
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BxoaHoW curHan BbixogHble CUrHanbl

TYpPHUKET B HOPManbHOM MONOXXEHWUU PasbnokupoBaTb TYPHUKET Ha BXOf
KHonka 3anpoca Ha BbIXOA Pa3bnokupoBaTtb TYPHUKET Ha BbIXO[
[aTtunKk BCKpbITUA Kopnyca Mpoxop 3abnok1MpoBaH

MopaBneHne TPEBOIrU NpMU MoakntoueHne KaMepbl

HEABTOPMU30OBAHHOM OTKPbITUU

MakcrMManbHoe BPeMsa OXWUAAHWA OTKPbITUA
[BEPU UCTEKO MUK
HapylueHa 6e3onacHoCTb ABepH

LlononHunTenbHble CUTHalbl, MCNOMNb3ylOLWMe NapaMmeTpbl NOBYLUKHU:

Mpoxon 3abnokupoBaH LLinto3oBble BOpoTa: 3anepeTb
NPOTUBOMONOXHOE HanpaBneHne

[MogaBneHue TpeBoru

3ameuaHUA Mo HACTpohKe ANA NOoBYyLIEK:

Korga TYpHUKET HaxodAaATCA B HOPManbHOM MOMOMXEHUUW, BKNOUAETCA NepPBbliM BXOAHOW CUrHan
BCEX MOAKMIOUEHHbIX cunTbiBaTenem. MNpu HanuuuKn y Bnadenbla KapTbl U Npas AocTyna and
JlaHHOro npoxopa:

—  eCNv B cuMTbiBaTene Ha BXOAe 3a[aH NepBbliv BbIXOAHOW CUTHANM Ha BPeMA akTUBaLIUK;

—  eCNu1 B cuuTbiBaTesne Ha BbiXOAe 3aJaH BTOPOW BXOAHOW CUrHan Ha BpeMa akTUBaLMM.
Mpu HaxkaTMM KHOMKK "3anpoc Ha Bbixoa" (REX) 3agatoTcA BTOPOM BXOOHOM M BTOPOM
BbIXOJIHOM CUTHanbl. B TeueHWe 3TOro BpeMeHW MOXHO MCMONb30BaTb Bpalllalollyoca ABEPb B
pa3pelleHHOM HanpaBneHuu.

Mopaenb npoxoaa 05c

BapuaHT mogenu:

05c CuuTbiBaTeNb Ha Bbe3[e UMK Bble3ae C aBTOCTOAHKHU

Bo3MoKHble CUTHanbl ANA 3TOW MOAENMU npoxoaa:

BxoaHble CUrHanbol BbixogHble CUrHanbl
[1BEPHOM KOHTaKT PasbnokupoBatb ABepb
KHonka 3anpoca Ha BbIXoA [Bepb pasbnokMpoBaHa
Mpoxopn 3abnokupoBaH 3eneHbl curHan
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Mpoxon 3aBepLueH MofaBneHue TPeBOMU

MaKkcumanbHOe BPeEMSA OXKUOAHWA OTKPbITUSA
[BEpPH UCTEKO UMK
HapylleHa besonacHoCTb ABepHU

Bbesn Ha aBTOCTOAHKY W Bble3[ C Hee AOMKHbI OblTb HACTPOEHbl HA OAHOM KOHTponnepe. Ecnu
[OCTYN K aBTOCTOAHKE He Ha3HaueH KOHTPONIepy, KOHTPONNep He MOXET yrnpaBnaTb
HUKAKUMU OPYrMMU MofenaMu asepen. [1nA Bbe3na Ha aBTOCTOAHKY MOXHO Ha3HauuTb
TONbKO CUMUTbIBaTENb Ha BXxoAe (HO He cuuTbiBaTeNb Ha Bbixode). ECnv BXo4 Ha3HaueH, To nNpwu
BbibOpe Mofenu ABeper MOXHO onpeaennTb TONbKO CUUThIBATENb Ha Bbixode. [na Kaxkaoun
aBTOCTOSIHKWM MOXHO onpenenuTtb Ao 24 nogobnacTten, M3 KOTOPbIX OAHA AOMXKHA coaepXaTbCA
B aBTOpM3aLMAX KapTbl, UTOObI KapTa paboTtana.

Mopgenb npoxoaa 06

@

v X

BapuvaHTbl mogenen

06a CuuTbiBaTeNb Ha BXOAE U BbIXoAe ANA yueTa BPEMEHU U NMPUCYTCTBUA

06¢c CuuTbiBaTENb Ha BXOAE UMM BbiXxoae ANA yyeTa BPpEMEHU U MPUCYTCTBUA

CuuTblBATENM, CO3MAHHbBIE C 3TOM MOAENbIO ABEPEN, HE YNPaBNAOT AOCTYNOM UK Bapbepamu,
a NULWb NepecbinatoT AaHHble KapTbl B CUCTEMY yueTa pabouero BpeMeHu. TakuMe cunTbiBaTenu
0ObIYHO YCTAaHOBNEHbI B MECTax C YK€ KOHTPONMPYEMbIM AOCTYNOM.

Mo3ToMy CHUrHanbl He onpeaeneHsbl.

3ameuaHue!

UTobbl B CMCTEME yueTa BPEMEHU M MPUCYTCTBUA MOXKHO OblIO cO3aaTb AOMNYCTUMYIO Napy
peructpaumu (Bpems Bxona Mnnoc BpeMs Bbixoda), HeobxoanMo 3aaatb NapaMeTpbl AN ABYX
OTAENbHbIX CUMTbIBaTENEN C MoAenbio ABepen 06: oAnH ANA perncrpaumnu BpeMeHu Bxoaa,
Apyrow Ans perncrpaumuv BpeMeHu BbiXxoaa.

Ecnu Bxog v Bbixod He pasaeneHbl, Cneayet MCNonb3oBaTb BapuaHT a. Ecnu Bxoa W Bbixof
pasgeneHbl NPOCTPAHCTBEHHO UMK €CNTU CUMTbIBATENM HEBO3MOXHO MOAKMOUWUTL K OAHOMY
KOHTpOnnepy, cnedyeT UCNONb30BaTb BapUaHT ¢. Ybeautech, UTO OAWMH U3 CUMTbiBaTENEN
onpeaeneH Kak BXOAHOW CUMTbIBaTENb, @ BTOPOM - KaK BbIXOAHOMN.

Kak u gnsa noboro Bxofa, HeobxoaAnMo co3fatb M Ha3HauMTb aBTopu3alMu. Ha Bknaake Yuer
BPEeMeHU B AManoroBblix OKHax ABTOpU3aLuu aoctyna 41 ABTopu3auuu obnactu/BpemeHu
nepeuncnATCA BCE CUUTbIBATENM yueTa pabouero BpeMeHu, KoTopble ObiM onpeaeneHbl.
AKTUBMPYHTE XOTA Obl OAWMH CUMTbIBATENDb B HaMpaBNeHWW BXxoAa U OAMH CUMTbiBaTeNb B
HanpaBneHWW Bbixoda. ABTOpPM3aLWW ANA CUMTbIBATENEN yUeTa BPEMEHHW U NPUCYTCTBUA
MOXHO HasHauaTb BMECTe C APYrMMU aBTOPU3ALUAMK JOCTyNa UK Kak oTAenbHble
aBTOpMU3aL UK.
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Ecnu gna 3agaHHOro HanpaBneHUA eCTb HECKONbKO cuuTbiBaTENEN yyeTa BpeEMEHU U
NMPUCYTCTBUA, TO onpedeneHHblIM CUnNTbIBaTENNAM MOXHO Ha3HauWUTb onpegeneHHbiX
BnagenbuesB KapT. Takue cuuTbiBaTENM 6y,qu perncTtpupoBatb U COXPaHATb TONNbKO 3HAaUEHUA
BpPpEMEHN NPUCYTCTBUA HA3HAUEHHbLIX U aBTOPU3OBAHHbIX nonb3oBaTenemn.

3ameuaHue!

MNoBeaeHWe cunTbiBaTENEN yUeTa BPEMEHU U MPUCYTCTBUA TaKKe 3aBUCUT OT APYTrUX PYHKLHUH
ynpaBneHunsa goctynomM. [03TOMy UepHble CMUCKU, BPEMEHHbIE MOAENW U AaTbl UCTEUEHUA
CpoKa AeNCTBMA TaKXKe MOTYT NPenATCTBOBaTb perncTpaumm 3HaueHU BpeMeHu gocTtyna
CYUTbIBaTENAMU yyeTa U MPUCYTCTBUA.

3apeI'VICTpVIpOBaHHbIe 3HayeHnA BpeMeHn BXoAa U BbiXoAa COXPAaHAKTCA B TEKCTOBOM d)aﬁlne
B KaTanore <SW_installation folder>\AccessEngine\AC\TAExchange)

noa umeHeMm TAcckExc EXP. txt B OXXWOgaHuu JKCNopTa B CUCTEMY yUeTa pa6ouero BpeMeHMU.
[aHHble perucTpaumu nepenaroTca B cregytolemM opmare:

ddMMyyyy; hhmm[s];Direction [0,1]; AbsenceReason; Personnel-Nr.

d=pgeHb, M=mecau, y=rog, h=uac, m=MUWHYT, s=neTHee BpemA (nepexon AHa NeTHee BpemsA),
0=BbIxoa, 1=Bx0n

darn akcnopTa COAEPKUT BCE MPOXOAbl B XPOHONOTrMUeCcKOM nopsake. B atom cakne B
KayecTBe pa3aenvutend nonem MCNONb3YyeTCA TOUKa C 3anAaTou.

BapuaHTbl BXoaHOW moaenu 07

Fosess

/
.

BapuraHTbl mogenen:

v X

07a NMUdT MakKc. Ha 56 aTaxewn

07c NMundpT 0o 56 3Taken ¢ BpeMeHHOW MOJENblo

Mopaenb npoxoga 07a
CurHanbi:

BxopHoW curHan BbixoaHble cUrHanbl

BbicBO6OOAMTL <Ha3BaHMWe 3Taxka>

Mo ogHOMY BbIXOQHOMY CUTHaNy Ha KaKablM
onpeneneHHbIM 3Tax, He bonee 56.

Mpu BbI30oBE NUTa BNagenel, KapTbl MOXET BblOpaTb TONMbKO Te 3Ta)MW, ANA KOTOPbIX
aBTOpM30BaHa ero KapTa.

Mogenv aBepen NUdTa HeNb3A CMeLlKnBaTh C APYrMMKU MOdEeNAMU ABEPEN HA OOHOM
KoHTponnepe. C NOMOLLbIO NNaT pacliMpeHus Ana Kaxaoro nudgta B AMC MOXHO onpenenvTb
[0 56 aTaxken. ABTOpM3aLUMM KapTbl AOMKHbI coaep»kaTb caM NUAT U XOTA Obl OAWH 3TaX.

Mopaenb npoxoga 07c
CurHanbi:

BxopHoW curHan BbixooHOW curHan
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BXO,D,HOVI KOO <Ha3BaHHWE 3TaXa> BbicBob0ooMTb <Ha3BaHWe aTa)ka>

[na Kaxknoro onpeneneHHoro ataxa CyLecTByeT BXoAHaA U BbixodHas 3anuch (0o 56).

Mpu BbI3OBE NUTa M HaXKaTUM KHOMKK Bbibopa sTaXka (COOTBETCTBEHHO, TPebytoTCA BXOAHbIE
CUrHanbl) NPOBEPAOTCA aBTOPM3aL MK KapTbl, UTOObI y3HaTb, BKOUAIOT NI OHW BbIOpPaHHbIN
3TaxX.

Bonee TOro, c 4aHHOM MOAENbIO ABEPEN MOXHO ONMPeAenuTb Nobble 3TaXU C 06LUM
[OCTYNOM, T. €. 1A TaKOro aTa)ka aBTopu3aL MK He NpoBepatoTCa U Noboe NULo MoxeT
noaHATbCA Ha NMTEe A0 3TOro 3TaXka. TeM He MeHee, CaMUMM OOLMM AOCTYNOM MOXHO
ynpasnATb C MOMOLLbIO BPeMEHHO! MoAenu, orpaHMunBaloLLen ero onpeaeneHHbIMM yacamu
onpeaeneHHbIx AHel. B apyroe BpemMsa NpoBepKW aBTOpM3aLMKU DyaeT OCyLIeCTBNATLCA B
0ObIUHOM pexume.

Mopenu oBepen nudTa HeNMb3A CMeLWnBaTb C APYrMMU MOAENSAMU OBEPEN HA OAHOM
KoHTponnepe. C NOMOLLbIO NNaT paclMpeHns Ana Kaxkaoro nudra 8 AMC MOXHO onpeaenuTb
[0 56 aTaxken. ABTOpM3aLIMKU KapTbl JOMKHbI coaepxkaTb caM NUAT M XOTA Obl OAUH 3Tax.

Mopgenb npoxoaa 09
I

07|

Bo3MoXHble curHanbi:

BxogHble curHanbi BbixogHble curHanbi
[BEepPHON KOHTaKT PasbnokupoBatb ABepPb
KHonka 3anpoca Ha BbiXxo[ [Bepb OTKpbITa AONTOCPOUHO
Mpoxop 3abnok1MpoBaH FopwuT 3eneHbI cBeTohop
Mpoxoa 3aBepLieH MNopgaBneHWe TpeBOTH

MaKkcumanbHOe BPeEMSA OXKUOAHWA OTKPbITUSA
[BEpPH UCTEKO UMK
HapyleHa besonacHoCTb ABepHU

Ons ynpaBneHus wnarbaymom npeanonaraeTcsa MCNonb30BaHWe BbIAENEHHOro 31eMeHTa
ynpaBnenusa (SPS). B oTnMune oT mogenu asepen 5¢, Takue BXoA WU BbIXO[ MOXHO HACTPOMUTb
Ha apyrux AMC. bonee Toro, oTCcyTCTBYOT NogobnacTt, MeeTcA TONbKo obuiaa aBTopMU3aumn
ana obnactv NapKoBKMU.

Mopgenb npoxoaa 10

\

BapuaHTbl mogenei:
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10a OObluHas ABepb CO CUMTbIBATENIEM HA BXOAE U BbIXOAE M MOCTAHOBKOM Ha OXpaHy /
cHATMEM c oxpaHbl IDS (cucTeMbl 0OHapyXeHWUs BTOPXKEHUH)

10b ObbluHas ABepb CO BXOAOM, KHoMKoM REX (3anpoc Ha Bbixod) M MOCTAHOBKOMW Ha
OXpaHy/CHATUEM C oxpaHbl IDS

10e ObbluHas ABepb C BXOAOM, KHOMKOM REX 1 AeleHTpannM3oBaHHOW NOCTaHOBKOMW Ha
OXpaHy/CHATUMEM C oxpaHbl IDS

Bo3MOXHble CUTHaNbI:

BxopgHble curHanbi BbixoaHble curHanbi

[BEPHOW KOHTAKT PasbnokupoBartb ABepPb

IDS: nocTtaBneHa Ha oxpaHy IDS: nocTaHOBKA Ha OXpaHy

IDS: rotoBa K MOCTAaHOBKE Ha OXpaHy IDS: cHATMe c oxpaHbl [Tonbko DM 10e]
KHonka 3anpoca Ha BbIXxoz MopgkntoueHne KaMmepbl

PurenbHbIl gatumk MakcumanbHoe BpeMsA 0XWOAHUA OTKPbITUA

[IBEPU UCTEKIIO UMK
HapyleHa 6e30nacHoOCTb ABepH

[aTtumk BCKpbITUA Kopnyca

[MogaBneHue TpeBOrM Npwu
HEeaBTOPMU30BAHHOM OTKPbITUU

IDS: KHOMKa 3anpoca NOCTaHOBKM Ha
OoXpaHy

3ameuaHue!
[nAa aToM MoAenu ABepewr HYXKHbl KnaBuUaTypHble cuMTbiBaTenu. Bnagenbuam KapThbl
TpebytotcAa PIN-KoAbl ANA NOCTAHOBKM Ha oxpaHy/CHATMA ¢ oxpaHsbl IDS.

Heobxogmmble npolenypbl 3aBUCAT OT YCTAHOBNEHHbIX CUMTbIBATENEN.

CuuTbliBaTeNM C NocneaoBaTenbHbIM UHTepdeicom (Bknouas I-BPR, HADP n OSDP)
UtobObl NOCTaBWUTbL Ha OXpaHy, CreayeT HaxkaTb KnaBully 7 v noaTBepauTb, HaxkaB Enter (#).
[Mpn npeabaBneHnn Kaptol BBoauTca PIN-Koa, AnA noaTBepXAeHMA CHOBA HaXKMMaeTcs
knasuwa Enter (#).

UToObl CHATb C OXpaHbl MO NpeabaBNeHUIO KapTbl, cneayeT BBecT PIN-kog v noaTBepauThb,
Haxkas Enter (#).

CuutbiBatenu Wiegand (Bkntouasa nocnegoBaTenbHbi npoTokon BPR)

UToObl NOCTaBUTb Ha OXpaHy, cneayeT Ha)kaTb KNaBully 7, NpeabsBUTb KapTy M BBecTH PIN-
koa. MNoaTeepxxaeHue knaeuiien Enter He TpebyeTcA.

UToObl CHATb C OXpaHbl, cneayeT npeabABUTb KapTy 1 BBecTu PIN-kog. CHATUE C oxpaHbl U
pa3bnoknpoBKa ABEPEN NPOUCXOOAT OOHOBPEMEHHO.

CneuuanbHbie oyHkuuu DM 10e
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Ecnu B cnyuae mogenewn aseper 10a n 10b Kaxkabi BXo4 HaxoAMTCA B COOCTBEHHOM 30HE
OesonacHocTH, B cnyyae mogenu 10e HeCKONbKO BXOAOB MOXHO CrpynnupoBaTtb B BNOKM.
NMioboM cunTbiBaTENb M3 TAKOM FPYMMbl CNOCOOEH NOCTaBUTb HA OXPaHY MM CHATb C OXPaHbl
Becb 6nok. UTobObl cOpocHTb cTaTyc, 3afaHHbii NOObIM CUUTbIBATENEM M3 JAHHOW rPyMMbI,
TpebyeTtca BbiIxogHOM curHan CHATb ¢ oxpaHbl IDS.
CurHanbi:
-  Mogenu asepen 10a n 10b:

— - MOCTaHOBKa Ha OXpaHy MHULMUPYETCA NOCTOAHHbIM CUTHANOM,

— - CHATME C OXpaHbl 3anycKaeTcA npepbiBaHWEM NMOCTOAHHOIO CUrHana.
-  Mogenb asepen 10e:

— - TlocTaHOBKa Ha OXpPaHy U CHATUE C OXPaHbl MHULMUUPYIOTCA CUTHANbHbIM

UMMYNbCOM ONUTENbHOCTbIO 1 cekyHAaa.

[[Byxno3unuLMoHHOE pene no3sBonAeT ynpasnAatb IDS oT HeckonbKWx ABepen. [na atoro
cUrHanbl Bcex ABepen TpebytoT onepauun UMW Ha pene. CurHanbl IDS nocraBneHa Ha
oxpaHy 4 IDS rotoBa K NOCTAaHOBKE Ha OXPaHY AO/MKHbl AyONMpoBaTbCA Ha BCEX
3aeWCTBOBAHHbIX ABepPAX.]

CneuuanbHbie NpoxoAbl

[ns mofgenen npoxoaa ¢ 0CobbIMU PYHKUMAMMU, TAKUMU KaK:

- NudTbl

—  OOHapyXeHWe BTOpPXKEHUA

—  YHuBepcanbHble UM pPOBble UKW BUHAPHbIE NepeKkntoyaTeny

- LWnwos3bl

LOMONHUTENbBHYO MHOPMaL Mo CM. B pasgene «CneynanbHble NPoXoabl».

Cwm.
—  CneumanbHbie npoxodsl, CtpaHmya 102

16.5 CneuManbHble Npoxoabl

16.5.1 Nudrtbl (DMO7)
O6wue 3ameuanHusa no nucram (BxoaHaa mogenb 07)
B ogHom koHTponnepe AMC nudTbl HEBO3MOXHO KOMOUHKWPOBATb C APYrMMW MOAENAMM
nBepen.
NudbTbl HENb3A UCNONb30BaThb C PYHKUMAMU cunTbiBaTens FpynnoBoi aoctyn nnu Tpebyerca
conpoBOXAeHUe
Ha ogHom AMC mMoHO onpenenuTb Ao 8 staxeMn. MNnata pacwupenua AMC npeanaraet 8 unu
16 [ONONHMUTENbHbIX BbIXOAOB Kaxaas.
Takum obpasom, UCnonb3ys MaKCMManbHOEe KONMMUECTBO caMblxX DOMbLIMX NMaT paclmMpeHus,
BO3MOXHO HAaCTPOUTb A0 56 sTaxen co cuuTbiBaTenaMun RS485 1 64 3Taxka CO CUMTbIBATENAMMU
Wiegand npu ©cnonb3oBaHWK SOMNONHUTENBbHOW CneluanbHOW nnatel paclwunpeHua Wiegand.
Pasnuuua mexay mogenamu npoxoga 07a u 07c
[unanoroBble OKHa aBTOpPM3aL MKW JOCTYNa CUCTEMbI MO3BONMAIT Ha3HaUaTb KOHKPETHbIE 3TaXM
onpeneneHHoMy nuuy.
Ecnu nudT cospaH ¢ nomouwbio moaenu npoxoaa 07a, To nonb3oBaTenb NpeabABNAET CBOIO
MOEHTUMUKALMOHHYO KapTy WM MONyyaeT AOCTYN K TEM 3TaXkaM, ANA KOTOPbIX Y HEro ecTb
paspeLlueHue.
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B cnyuae mopenu npoxofda 07c cuctema npoBepseT aBTopM3almMio AnA BbIOpaHHOro aTaxa
nocne Toro, Kak nonb3oBaTe/lb ero BblbepeT. ITaKK, MOMEUEHHbIE KaK 00LWeAoCTynHbIe,
NOCTYMHbI BCEM NULIAM HE3aBUCUMO OT aBTopu3aLnu. C MOMOLLbIO BPEMEHHOW MOJEenu
OaHHY0 0bLWenoCcTynHy MYHKLMIO MOXHO OrpPaHWUKTb 33aHHbIM nepuoaoM. BHe atoro
nepvoaa aBTopusauus AnA JaHHOro aTa)ka OyaeT npoBepATbCH.

Cxema nogKnueHus nudTos.

Ha pucyHKe HWXe MoKasaHa cxeMa CoefiMHeHWA NUdTa B paMkax Mmogenu asepen 07a.
E

I
|
|
|
|
|
|
.
CoaNWEO O ~N®

YcnoBHble 0603HaUEHUA:

— A = knaBuartypa nugra

- B = (cnnowHaA NMHKA) BbIXOAHbIE cUrHanbl AMC

— C = (npepbiB1cTana nuHKA) MoaknioueHne K anemMeHTam ynpaBneHuns nudTom

— D =k AMC MOXHO NOAKNIOUKTb A0 TPEexX Nnat BXxofa/BbixoAa, eCfu ero cobcTBeHHbIX
BOCbMW BXOAOB W BbIXOAOB HELOCTATOUYHO.

- E = nepepaya gaHHbIX U NuTaHMa oT AMC K nnaTam BxoAa/Bbixoga

- A =Bbibop 3Taxa

— G = cuutbiBaTenb. s Kaxnoro nudta MOXXHO HAaCTPOUTb iBa CUMTbIBATENSA.

Ha pucyHKe HUXe NMoKka3aHa cxema coequMHeHus nudTa B paMmKkax moaenu asepen 07c.
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
O = MNWho ® @0

YcnoBHble 0603HaueHusn:

- B = (cnnowHasa nuHKUA) BbiIXOAHble curHansl AMC

— C = (npepbiB1cTan nuHKA) MoaknioueHne K aneMeHTam ynpaBneHunsa nudTom

— D =k AMC MOXHO MOAKNIOUWTbL A0 TPpeX NnaT BXxoAa/BbixoAa, eCNu ero CoO6CTBEHHbIX
BOCbMW BXOA0B W BbIXOAOB HEQOCTAaTOUHO.

- E = nepepaua gaHHbix U NuTaHMa oT AMC K nnatam Bxofa/Bbixoaa

- A= Bbibop aTaxa

— G = cuutbiBaTenb. [Ans Kaxnoro nnudta MOXXHO HACTPOMUTb AABA CUMTbIBATENSA.

Kak 1 aBTOCTOAHKW, NUGTbl MMetoT napameTp O6WwenoCTynHO. ITOT NapameTp MOXHO 334aTb
OTAENbHO ANA KaXAOro ata)a no oTaenbHOCcTU. Ecnu napameTp O6WeA0CTYNHO aKTUBUPOBaAH,
aBTOPM3aL MK Ha AOCTYN He NPOBEPAITCH, TO eCTb NOOOM Braaeney KapTbl B TUdTE MOXET
BblOpaTb aTax.

Mpr¥ HEOBXOAMMOCTU MOXKHO HACTPOUTb BPEMEHHYIO MOAYNb ANA MOAENW BXOAA: BHE
yKasaHHOro nepuoga aBsTopusanuu byayT npoBepATLCA.

Ataxku gnAa moaenu npoxopa 07
Mcnonb3ynTe BKNaaKy dTaxku AnA AobaBneHUA U yganeHus ataxen ansa nudTa (¢ nomollbio
KHonok [Jo6aBuTb ¥ YOanuTb).

Elevator 072 Floors | Teminals |

Avaiable exits / floors: |4/ 4

GiplD_ | Name | Description | target location Division | aid |
85 Floor Tuside Eommon
8 Floorl Duside Common Remave
8 Floor2 Duside Common
8 Foo3 Oulsids Common

LleneBbIMM MECTOMONOXEHUAMMW ONA 3Taxka MOryT ObiTb Ntobble OBNacTU, KpoMe aBTOCTOAHOK
M 30H MapPKOBKM.

OnpegeneHHOMY 3TaXy MOXHO HasHauWTb TONbKO ogHy obnacTb. MoaTtomy Bbibop obnacren,
npegnaraeMbix B MOMAX CO CMUCKaAMM, COKPALLAeTCA NoCNe KaXaoro HasHaueHus,
npenoTepallas HenpegHaMepeHHble 4BOMHbIE Ha3HAUEeHHWA.
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Elevator 07a  Floors ]Terminals]

Available exits / floors: |4 /4

GrplD Mame Diescription ‘ target location | Divizion Add
Outside 2
BB Floor-1 | — - J = Femave
&7 Floor-2 Building B - fitness center ~
Building C - extension
69 Floor-3 Building C - extenzion - 1. floor Elevator 073 Floois ] Teminals }

Building C - extenzion - 2. floor
Building C - manaaement

Building C - manaaing board Available exitz / floors: |4 /4
Building C - secretarn =
GrplD MHame Description | target location ‘ Diivizion
ES Floar Building C - extension - 1. floor Commaon
EE Floor-1 Building C - extension - 2 floor Commaon
|Dutside j
88 | Floard Buldng B - kitchen | Cermen

Buildina B - server room
Building B - fitress center
Building C - extension
Building C - management
Building C - manaaing board
Eivilding C - secretan

Mpu ucnonb3oBaHWKM Moaenu npoxofa 07a oTAenbHble 3TaXKM MOXHO Aenatb
o0uenocTynHbIMM, ycTaHaBnuBas dnaxok Obwuin goctyn. B aTom cnyuyae aBTopusaunu He
nposepATCcA. Tem He MeHee, JONONHUTEeNbHOE HAa3HaueHWe BpeMEeHHOW Mogenu nossonaet
orpaHUyUKnTb AOCTYN NpeaBapuTenbHO onpeaeneHHbIMKU Nnepruogamm.

Elevator 07c  Flaors lTerminaIsl

Available exits / floors: |4/ 4

GrplD | Hame | D escription | target location | public access | Time model | Dix &dd
| Flovar-4 | Building B - & [ ]
BE Floor-5 Building B - kitchen | <ro time modell: Col Remove
BV Floor-6 Building B - server room [ <ro time modell: Col
B3 Floor-7 Building B - fithess center [v <ro time modell: Col

Ha Bknanke Mudpt Hag BepXHUM MONEM CNMCKa B AMaNoroBbix OKHax ABTopU3auuu goctyna v
ABTOopu3auumn obnactu/BpemeHun cHauana Bbibepute Tpebyemblit NUAT, a 3atem (HUXKe)
3TaXKK, K KOTOPbIM Aep)aTento KapTbl paspelleH AoCTyn.

wainmeny | 2 | B [ « o Division: | Mew division 2 -

Authorization narme: |

Description: |

Entrance] Time management  Elevator 1 Parking Iot] Alrmng]

Elevators:
Areatime
authorizations Mame Description |State |Diviswon
W Elevator 07¢ Elewatar 07 ] Comrmon

Acgess profiles

A Floors:

Areas

Mame Description From To | Stake ‘
9 Floor Building - extension Building C - extension - 1. Floor Ird
L] Floor-1 Building - extension  Building C - extension - 2.Floor Ird
Reset areas Floor-2 Building - extension  Building - managing board |
unkn own Floor-3 Building - extension  Building € - secretary v
=]
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16.5.2

Mopenu aBepen ¢ TpeBOXHbIMU curHanusauuamu (DM14)

BBepeHue

B oTnnune ot mogenu npoxoda 10 (DM10), moaens DM14 fonyckaeT NoCTaHOBKY CUCTEMbI

OXpaHHOM curHanusaumu (Mnu cuctembl IDS) Ha oxpaHy M CHATUE ee C oXpaHbl AnA

onpeneneHHon obnactn NocTaHOBKKU Ha oxpaHy. Mpoxoa DM14 TakXe MOXHO HaCTPOUTb Tak,

yToObI AepxKaTento KapTbl, CHUMaKLEMY CUCTEMY C OXPaHbl Ha 3TOM NMpoxoje,
npenocTaBnANCcA A4OCTYN MPKW YCNOBUK, UTO y AepxKaTena KapTbl eCTb BCe OCTanbHble
TpebyeMmble pa3pellieHna Ha AOCTy.

Mpouenypa HacTporku ana DM14 B pegaktope YCTPOUCTB M AMCNEeTUYEpPe AUANOroBbIX OKOH

BK/IOUAET cneayollne 3agaun:

1. HacTtpowTte oblue napameTpbl ANA UAEHTUDMUKALMW NPOXoaa U ero obnacTu NoCTaHOBKM
Ha OXpaHy.

2. HacTpo#Te KOHKpeTHble napaMeTpbl, UTobObl TOUHO HACTPOUTb MpoLieaypy CHATUA obnactu

C oxpaHbl.

3. Onpepenute BXoAHble U BbIXOAHbIE CUIHaNbl cucteMbl IDS B TepMUHanax npoxoaa

ABEPHOro KoHTponnepa.

4. BkntouuTte paspelleHnA Ha NOCTAHOBKY Ha OXpaHy/CHFlTVIe C OXpaHbl B MOMTHOMOUMUA

[ocTyna Tex BnagenbLeB KapT, KoTopble byayT ynpaBnath npoxogamu DM 14.

BbinonHeHne 3TUX 3a4au ONuUCbliBaeTCA B clefyrolmx pasgenax.

O6wue napameTpbl
Ha nepsoi Bknagke, DM14a unv DM14b, 3apante cneagytolune napameTpsbl.

BN DevEdit - [System configuration]
File Edit View Windows 7

Xll-ﬂ 4 > & B

]

Q

0|24

=-§= DMms

&g MAC
25 AMC 4-W-17
-4 DM 14a-1*

DM 142  Alarm system Terminals

Neme : | ETERTEEN]

Description: |DM 14a

Location: | Dutside ~
Destination: | Qutzide £

Waiting time external access dedision: EI 1/10 sec.
Division: | Comman w

Arming area: |4

MapameTtp

Tun
3HaueHHU
f

OnucaHue

Mpouss
ONbHbIN
TEeKCT

Mma npoxoga.
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MapameTp

Tun
3HaueHuU
f

OnucaHue

OnucaHue

Mpouss
ONbHbIN
HeobnA3a
TeNbHbIN
TeKcT

OnucaHue npoxopa.

MecTtononox
eHue

Cnucok
onpenen
€HHbIX
obnacrte
n,

ecnu
OHM
UCnonb3

ytoTca

ObnacTb gocTyna, B KOTOPOW PacrnofioX)eH npoxom.

MecTo
Ha3HaueHunA

Cnucok
onpenen
€HHbIX
obnacrte
a,

ecnu
OHM
UCnonb3

ytoTca

ObnacTb gocTyna, B KOTOPY BeAeT npoxom.

Moppaspene
HuUe

Cnucok
onpenen
€HHbIX
nogpass
eneHunn
, €CNnu
OHM
MCnonb3
ytoTCA

MoppasneneHune UNM apeHaaTtop B cMcTeMe yrpaBneHWUa JOCTYNom,
K KOTOPOMY OTHOCMKTCA AaHHbIM npoxon.

Bpemna
OXXHUAAHUA
pewieHus o
pocTyne oT
BHeELWUHeN
cuUcTeMbl

LecAaTtblie
oonu
CeKyHAb

Ecnu Bbl NOAKNOUMNY BHELWHIO cUcTeMy K kKnemmam AMC, utobbl
peleHnsa o 4oCTyne NPUHUMaNMUCb 3TOM CUCTEMOM, 3TOT NapameTp
OrpaHWuUMBaAET BPEMA OXWOAHWA OTBETa OT BHELLUHEN CUCTEMDbI.
MpumeuaHue. PewleHre o goctyne TpebyeT BbINONHEHUA BCexX
YCNOBWK, ONpeaeneHHblIX B CUCTEME ynpaBieHusa AOCTYNoM,
HanpuMep NONHOMOUYWK OOCTyNa, BPEMEHHbIX MOAENEN U
noapasaeneHui (ecCnv oHW UCNONb3yHTCA).

Mo ymMonuaHuio yCTaHOBNEHO 3HaueHue 0, T. e. 3TOT NapamMeTp
UrHOpUpyeTcH.

Bosch Security Systems
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Mapametp Tun OnucaHue
3HaUeHHU
A
Ob6nacTb Cnucok |BykBa, no kotopok npoxoabl DM14 rpynnupytoTca B obnactu
NMOCTAaHOBKM |MPOMUC |MOCTAHOBKMW Ha OXPaHy.
Ha OXpaHy HbIX
OykB OT
ApoZ

MapameTpbl CUCTEMbI CUTHANU3aLUU

Ha BTOpo# BKNnagke CUCTeMa CUrHanu3auuu yCTaHOBWTE NepeyuncneHHble HUXe napaMmeTpsbl.
3TW NapameTpbl ONPeaensioT yUeTHble faHHble U npoueaypy Ans cHATUA IDS ¢ oxpaHbl, a
CHATWE C OXPaHbl BNUAET Ha BCe MPOXOAbI B Npefenax ogHoM obnactv NOCTaHOBKKW Ha OXpaHy,
KaK onpedeneHo Ha NnepsBov BKNagke.

DM 14b Alarm system Terminals

Authorizations

Name of disarming
authorization:

Name of the arming

authorization:

Description:

Description:

Disarming

(O By card alone
(® With card and keypad

(® Confirmation key + PIN code

(O By PIN code alone

(O By confirmation key alone

Automatic door cycle:

Arming and disarming

Output signal with a 1 sec pulse:

Procedure
With card and keypad

1. Press confirmation key '7'.

2. Press confirmation key 'Enter’ or #,
3. Present the card.

4, Enter PIN code.

5. Press confirmation key 'Enter’ or #.
6. The alarm system is disarmed.

7. The door is cycled automatically.

Confirmation can also be given by an input signal (e.g. from a
key switch).

MapameTtp Tun OnucaHue

3HaueHun

O6nacTtb «MMonHOMOUUA»

Uma Mpownseon | MmA, KOTopoe oTobparkaeTcA B MPOTOKONAaxX M oTyeTax, Korga
NONHOMOUYMUM | bHbIN aepxxarenb KapTbl CHUMaeT IDS ¢ oxpaHbl Ha 3TOM MPOXOAe.
Ha CHATHE C |TeKCT
OXpaHbl
Umna Mpownsson | UmA, KOTopoe oTobparkaeTcA B MPOTOKONAxX M oTyeTax, Koraa
MONHOMOUYUM | bHbIN nepxartenb KapTbl cTaBUT IDS Ha oxpaHy Ha 3TOM Npoxofe.
Ha TEeKCT
NOCTaHOBKY
Ha OXpaHy
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MapameTtp Tun OnucaHue
3HaueHusA
OnucaHue MNpownsBon | OnMcaHWe NOMHOMOUMKIM HA NMOCTAHOBKY Ha OXpaHy.
(ogHoO onA bHbIN
KaXkablX Heobsa3ar
NOMHOMOUUW | €NbHbIN
) TeKcT
Ob6nactb «CHATUE C OXPaHbI»
Tonbko Mepeknto | BblbepuTe 3TOT BapuaHT, €CNK HYXXHO paspelnTb cHATHe IDS ¢
KapTa yarenb OXpaHbl C MOMOLLbIO NULWb KapTbl U cuMTbiBaTeNns bes
[OMONMHUTENBHOW ayTeHTUDUKALMMU.
Kapra u Mepeknto | BbibepuTe 3TOT BapuaHT, €CNKU HYXKHO, UToObl AnA cHATUA IDS ¢
KnaBuatypa |uatesnb OXpPaHbl HY>KHO ObINO NPEABABUTL KAPTY CUUTHLIBATENIO U NMPOUTH
[OMONHUTENbHYIO ayTEHTU(UKALMUIO C MOMOLLbIO KNnaBuaTypbl
CuMuTbIBaTenA.
Mpouenypa ayTeHTUUKALUKU M CHATUA C OXPaHbl YyTOUHAETCA
cnefyrwmMMu AOMNONHUTENbHBIMU NapamMeTpamm:
Kniou Mepeknto | Oepxatenu KapT AOMKHbI MCNONb30BaTh ANA ayTeHTUDUKALKUK
noarBepXpe |uaresb CBOO KapTy, KNty nogreepxneHua un PIN-kog.
HuA + PIN-
Kop,
Tonbko PIN- |[Mepeknto |[Oepkatenu KapT 4OMKHbI MCNOMb30BaTb ANA ayTEHTUUKALWK
Kona yatenb cBOtO KapTy u PIN-kog.
Tonbko Mepeknto |[dep»ateny KapT OOMKHbI UCMONb30BaTh ANA ayTEHTUPUKALMUU
Koy yarenb CBO KapTy M KMNOU NOATBEPXKAEHUA.
noaresepxxae
HUA
ABTomatuue | Gnaxok |YcTaHOBMUTE 3TOT (DNAXKOK, €CNU NOCNEe CHATUA C OXPaHbl JOMXKEH
CKUW UUKN ObITb BbIMOMHEH LMK yNpaBneHUA 3aMKOM ABePHU, UTobbl
ABepu Aepxatenb KapTbl MOT BOMTU OJJHOBPEMEHHO CO CHATUEM C

OXpaHbl.

MpumeuaHue. LMKN ynpaBneHus 3aMKoM OyAeT BbIMOMHEH,
TONBbKO €CNW y AepyKaTens KapTbl TakKe eCcTb paspelleHre Ha
[OCTyn yepes 3Ty ABepb.

O6nactb «Mpouenypa»

B 3aBMCMMOCTM OT NapamMeTpoB, 3a4aHHbIX B obnactv CHATHe C OXpaHbl, B 3ToM obnacTu

oTobpakaeTcs cTaHAgapTHaA npouenypa ansa cHATMA IDS ¢ oxpaHbl. CoobwuTte 3Ty npoueaypy
Bnadenblam KapT, KoTopble byayT ucnonb3oBaTb npoxoabl DM14 B aTon obnacTu
NMOCTaHOBKM Ha OXpaHy.

O6nactb «lMocTaHOBKA Ha OXpPaHY U CHATHUE C OXPaHbi»

BbixogHoM
CUrHan c
WMMNYNbCOM
1c

dnaxok

YCTaHOBUTE 3TOT (PNAXKOK, €CNU Bbl UCMOMb3yeTe OXPaHHYHO
naHenb B-Series unu G-Series komnaHuu Bosch. B aTom cnyuae
Ha Bbixof byaeT nofaBaTbCA He MOCTOAHHbIA YPOBEHb «1»

Bosch Security Systems

Software manual 2024-05]5.5.0 |




110 ru | HacTpo#ika BxogoB

Access Management System V5.5

MapameTtp

Tun
3HaueHus

OnucaHue

(nocTtaBWTb Ha oxpaHy) Unu «O» (CHATb C OXPaHbl), a OAMHOUHbIN
UMMYNbC ANA NepPeKkntoUYeHnsa COCTOAHMA NMOCTaHOBKKU Ha OXpaHy
oxpaHAeMoMr obnacTtu, oTHOCALLENCA K npoxoay.

Knemmbl ABEepHOro KoOHTponnepa

Utobbl anA npoxoga DM14 MOXHO Obl/1o BbINMONHATL MOCTAHOBKY Ha OXPaHy U CHATUE C
OXpaHbl, He0HX0AMMO ONpeaAenuTb UCNONb3yeMble BXOAHbIE U BbIXOAHbIe curHanbl IDS ans
COOTBETCTBYIOLWMX KNEMM ABEPHOIrO KOHTPO/Iepa npoxoaa.

3710 gencTBue TpebyeTcsa BbIMONHUTL OAUH pa3 ANA KaXO4oro KOHTponnepa ¢ Npoxoaamu
DM14. Bce octanbHble npoxoabl DM14, KoTopble Bbl NOC/e 3TOF0 ONpeAenuTe Ha 3TOM Xe
KOHTpONMepe M ero nnarax paclupeHun, dyayT HacnegoBaTb CUrHanbl 3Toro obuiero

KOHTpoOnnepa.

CurHanbl N0 YMONUaHUIO

onucaHbl B criegylollen Tabnuue.

CurHan Bxop |OnucaHue
/
BbIXO
a
IDS nocraBneHa | Bxoa | IDS noctaBneHa Ha oxpaHy Ans AaHHOW OXpaHAeMoMn obnacTu.
Ha oxpaHy
IDS rotoBa Kk Bxoa | H1 ogHa Touka IDS He HaxogWTCA B COCTOAHMM HEUCNPABHOCTH
nocraHoBKe Ha (pa3oMKHyTa UK He ToTOBA).
OXpaHy
MocraButb IDS | Bxopg | 3anpoc noctaHoBKMU IDS Ha oxpaHy.
Ha oxpaHy
KHonka 3anpoca | Bxog
Ha Bbixoa (REX)
PurenbHbi Bxopa | [aTunK, KOHTPONUPYIOLWKWIM 3aCOB ABEPH.
AaTuuK
Oatuuk Bxop | OBbHapyXeHO BCKpbITUE Kopnyca.
BCKpPbITUA
Kopnyca
NMopaBneHue Bxopg | lMogaBneHne TpeBOru Ha ykasaHHoe AONOMHUTENbHOE KONUUYECTBO
TpeBoOru npu ceKyHA, ecnu curHan REX nofaH OeTeKTOPOM ABUXKEHMUSA.
HeaBTOPU30BaH MoapobHee cM. B pa3gene o yHKUMK WyHTUpoBaHuA REX.
HOM OTKPbITUH
PasbnokupoBat | Bbix | Pa3bnoknpoBaTb n cHOBa 3abnoknpoBaTb MeEXaHU3M [BEPU, UTOObI
b ABepb Of | paspeLwnTb AOCTyn.
MocraHoBka IDS | Bbix |[1oCTaBMUTb Ha OXpPaHy UMK CHATb € oxpaHbl IDS B 3aBUCMMOCTH OT
Ha oxpaHy 0of | ee TeKyLlero cCocToaHUA (NepekntoueHume).

2024-0515.5.0 |

Software manual Bosch Security Systems



Access Management System V5.5 Hactpowka Bxogos | ru 111

CurHan Bxoa (OnucaHue

BbIXO

MoaknioueHue Bbix | AKTUBHpPOBaHWE Kamepbl, COEAUHEHHOW C MPOXOAOM.
Kamepbl of

UcTekno makc. Bbix | [Bepb yaoepX1MBaeTcsa OTKPbITOW UK cUCTEMA Npednonaraet, uTo
Bpems Of, | NPOM30LWNO0 HapylleHne 6e30NacHOCTU ABEPHU.

OTKPbITUA
nBepu

Unu
HapyweHa
6e3onacHocTb
nBepu

Mpouenypa Ha3HauYeHUA CUrHaANOB KNeMmMam

1.  OTKpouTe 3-10 BKNaaky TepMuHanbl.

— B Tabnuue otobpaxatoTca TepMUHaNbl 4BEPHOIrO KOHTPONnepa AaHHOIO MPOXOAaA, a TakXe
ntobbIX NNaT paclMpeHUs 3TOro KOHTponepa.

DevEdit - [System configuration]
File Edit View Windows 7

X |k« b oo E|B[Q 0|2 &SQ
E"i:a DMS DM 14a  Alarm system Terminals
=g MAC
E--EEI AMC 4-W-1* Signal allocation of 'AMC 4-W-1' with 8 signal pairing

E"'r'r' DM 14a-1* Board | T. | Entrance Input zignal Entrance Output signal
AMC 4441 01 DM 14a-1 Door contact DM 14a-1 Release door
AMC 4441 02 DM 14a-1 IDS armed DM 14a-1 Arming IDS
AMC 44041 03 DM 14a-1 IDS ready to arm
AMC 4441 04 DM 14a-1 Am IDS
AMC 441 05
AMC 4441 0&
AMEC 4441 o7
AMC 441 08

2. BblbepuTe CTPOKY, COOTBETCTBYIOLLYIO TEPMUHANY, KOTOPYI Bbl XOTUTE MCNONb30BaTb ANA
BXOOHOrO cuUrHana.

3. B cootBetcTBylOLEN AUeEKe cToNOLa BxogHo# curHan BbibepuTte TpebyemMbl CUrHan 13
packpblBatoleroca cnucka. Obpartute BHUMaHWe, UTO B CMIMCKe OTOOpaXkaroTcA TONbKO
elle He Ha3HayeHHble CUrHanbl.

4. TloBTopwuTe Npeabiayliue waru, utobbl 4obaBUTb Ntobble Apyrve BXoAHble CUrHanbI,
HeobOxoguMble ANA AaHHOro nNpoxoaa.

5. TloBTOpwHTE 3Ty NpoLeaypy CTONMbKO pa3s, CKONbKO HYXHO, UTobbl JoDaBUTL NOObIE
Tpebyemble BbiXxoAHble cUrHanbl B cTonbel, BbixogHOM cUrHan.

OnpepeneHne NONHOMOUYMUI ANA NOCTAaHOBKU Ha OXPaHY U CHATUA C OXPaHbl NPOXOA0B

DM14

Mocne co3ganua npoxoda DM14 B pegaktope yCTPOWCTB 3TOT MPOXOA CTAHOBMTCA AOCTYMNEH

ANA BKMOUEHUA B NMONMHOMOYUMA JOCTyra.

1. B aucnetuepe AMANOroBbIX OKOH MepenauTe K:

— [naBHOe MeHi > CucTeMHble AaHHble > MonHomouuna > Bknaaka: MocraHoBKa Ha
OXpaHy uU3BelLaTenen BTOPXKEHUA
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16.5.3

2. 3arpysure cylwecTBylLiMe NOTHOMOYMA AOCTYyNa B AMANTOrOBOE OKHO UMK HaXXMuUTe

3HauoK [2') (Cospatb), uTobbI CO3a4aTb HOBbIE.
3. Hangute Tpebyembint npoxoa DM14 B cnucke U ycTaHoBUTe dhnaxkku NMoctaBneH Ha
oxpaHy 1 (unu) CHAT C OXpaHbl.

—‘] L | = » | ? r@l (=L HE Common
FlAQ w «x > » <3
« Main menu Authorization name: [ TestAuth MAC: |MAC MAC-1 Camman ;I
Descriph'url:l
J- Autherizations
=0 Time model; | TM_0530_1530 : 630 1530 : Commen =]

Attention: Authorization will be withdrawn after being

Inactivity limit: | (No entr -
% Access profiles iy I o ¥ unused for the spedified period
{% Areas Entrance I Time managementl Elevator | OTIS elevator | Parking lot  Arming intrusion detection |PagaSys |
MName | Description IFrom To | Armed | Disarmed | Division
Reset areas
{%}?‘ e DM 14a-1 DM 14a Outside of the system Outside of the system Icd Icd Common

M. Random screening

4. HaxmuTte 3HauoK (CoxpaHuTb), uTobbl COXPaHWTb MONMHOMOUYKSA AOCTyNa C
BbIOpaHHbIMW paspeLlleHUaMU.

5. HasHaubTe 3TM MONHOMOUMA [OCTYNa AepXKaTenAM KapT, KOTOpble AOMKHbI YNpaBnATb
npoxogamu DM 14.

Moaynu DIP u DOP (DM15)

Co3paHue mopgenu npoxoga 15.
JTa MoJenb npoxoaa npeannaraet HesaBUCUMble BXOAHblE U BbIXOAHblI€ CUTHAlbI.

New entrance E|

- Settings-

Entrance model; (BN REANT

Max. number outputs/auhorizations: |2 /0
Mumber of DIPs finputs) of 0: |0 —
Mumber of DOPs [outputs] of 2. |00 =

Ecnu npuHMMmatoTca BCce MHTepdEenChbl CuMTbiBaTeNEN, JaHHAsA MOJENb NpoxoAa CTaHOBUTCH
[OCTYMHOW. DTy MOoAeNb NpoxoAa MOXHO onpeaenuntb, ecnyu cBoboaHbl XoTs Obl ABa CUrHana.
[aHHyo Mofenb NpoxoAa HEBO3MOXHO HasHauuTb AMC ¢ nudptamu (Mmogenb 07) unu

aBTOCTOAHKamMK (Mogenb 05c).

Mopenb npoxoaa 15
BO3MOXHble CUTHanNbl: 3TM UMEHa MO YMONMUAHMUIO MOXHO nepesanucarb.

BxooHou curHan BbixogHoOW curHan
DIP DOP
DIP-1 DOP-1
DIP-63 DOP-63
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16.5.4

B oTnuuue oT Apyrux mopenen asepen, Moaenb npoxoaa 15 ynpasnseT Bce elle cBOHOAHbIMU
BXOAHbIMW U BbIXOAHbIMW CUTHANamMu KOHTpOMepa 1 nepegaeT UX Kak BXOJAHbIE CUrHanbl
obLlero HasHaueHu1A 1 BbIXO[IHbIe CUTHaNbl 6e3 HanpsAXXeHWA B pacnopsKeHWe BCeW CUCTEMbI.
B oTnnuMe OT BbIXOOHbIX KOHTAKTOB APYrMx Modenen ABepen, BbIXOAHbIe KOHTAKTbl MOAENM
npoxoda 15 MOXHO NpocmatpMBaTth Mo OTAENbHOCTU B pefakTope yCTPOUCTB.

BoccraHoBnenne moayneit DOP nocne nepesanycka

Mpu nepesanycke koHTponnepa MAC nnu AMC 3HaueHWA COCTOAHWM NOAUMHEHHbIX MOaynen
DOP, kak npaBuno, cbpacbiBaloTCsA A0 3HaUeHUs No ymonuaHuio O (Hynb).

UtoObl rapaHTUMpoOBaTh, UTO Npu Nepesanycke 3HaueHne DOP Bcerga cbpacbiBaeTca 4o
nocneaHero HasHauYeHHoOro emy BPYUHYH COCTOAHMUA, BbibepuTte DOP B AepeBe YCTPOWCTB U
ycTaHoBUTe COXpPaHATb COCTOAHUE B IMaBHOM OKHe.

Mopenu aBepel-noByLUEK

Co3paHue NOBYLUKHU

Mopenu npoxoga 01 1 03 MOXXHO MCMONBb30BaATb KaK «NOBYLKW», UTOObI pasgenuTb 4OCTyN
BnagenbueB KapT. C nomouwbto dnaxkka MapameTpbl NOBYLIKU MOXHO cAenarb AOCTYMHbIMU
HeobxoaMMble [LONONHUTENbHbIE CUTHANbI.

New entrance

Setlings

Entrance modst: [DM 1 Common door with entry and exit readsr -

Max number outputs/suhonizations: |8 /4 0f Iv Mantiap option

Mo>HO KOMBOWHUpPOBaTb BCe TUMNbl Mogener 01 u 03, HO 3TOT NapamMeTp cneayeT 3a4aTb Ha
oboux npoxonax, NpUHaANeKalnx K JaHHOW NOBYLUKE.

Hapsaay ¢ obblUHbIMWM Ha3HaUEHUAMW CUrHaNoOB ANS AaHHOW MoAenu ABepew, ANs napaMmeTpoB
NOBYLIKK TpebyoTcA 4ONONHUTENbHbIE COOCTBEHHbIE Ha3HAUEHWA CUMTHANOB.

MpuMmep: noByLIKa Ha OAHOM KOHTponnepe

TypHUKeTbl — Hanbonee pacnpocTpaHeHHble CPeACTBa PasaenunTb 4OCTYN Bnagenbues KapT. B
crnenyroWmMx npumepax UCnonbayetcs moaenb Asepen 3a (TYPHUKET CO CUMTbIBATENEM Ha
BXO[E W BbIXOAE).

KoHdurypauusa nosyliku ¢ AByMs TypHuketamu (DM 03a):
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Turnstile in rest position (door

outside) \

Turnstile in rest position (door inside) |

2 a2
[ NE )
| Passage locked (door outside) == el ] Passage locked (door inside) |
I =5 =
Release tumstile entrance (door =T 5 =T Relesse tumstile entrance (door
outsida) J %“r 5| |5 -nlg | Insida)
| =13 & f-E
- € £ [Be—Ll__ |
| Release tumstile axit (door outside) r___...:-'_""ﬁp.— = E — """-—-—-..__1 Release tumstile axit (door inskde)
2| 2|z \
| = & ]
Door lock of opposite direction (door = Door lock of opposite direction (door
outsida) EE IEE Inside)
{potentialfree, normally - ] = (potentialfree, normally
(potens e B EE | e
N ] = | :\_
L o™=
- - )
58 el
|y =
Alarm masking (door outside) 1"']_;::/ %::Q“Jj Alarm masking (door inside)
— —

v X v X
7 moseH | 73 mosen
Qutbound reader
Door outside

!
QOutbound reader
Door inside

Inbound reader
Door outside

Inbound reader
Door inside

X

[TogkntoueHue K ABEPHbLIM 3aMKaM AnsA O6paTHOFO HanpaBeHWA rapaHTUpPyeT, UTO TOTbKO
OOWH N3 TYPHUKETOB MOXET ObITb OTKpPbIT B KaXkOblM MOMEHT BPEMEHMU.

Outside Mantrap Inside

3ameuaHue!

BbixoiHble curHanbl 3 U 7 AOMKHbI ObITb 3a/laHbl Kak MNOTEHLMANbHO CBOOOAHbIE (PEXUM C
"CYXMM" KOHTaKTOM)

CurHan «3anvpaHue ABepU B NPOTUBOMOMOXHOM HanpaBneHWU» akTUBUPYETCA Npw
3HaueHun 0. OH ucnonb3lyeTca ANA «HOPMaNbHO 3aKPbITbIX» BbIXO[OB 3 U 7.

MpuMep: noByLIKa Ha ABYX KOHTponnepax

KoHdu1rypauua nosylku ¢ AByms TypHuketamu (DM 03a), pacnpeneneHHbiMU Mexay ABYyMS
KOHTpONnepamu.
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1_
—
3

L E | L I I I L ] 3 L
ey Py L Py
n nog ng | jng | ng | |Ing ng| o
AM

|
o
AMC2 4R4 (outside) C2 4R4 (inside)

Out | [Out Al [Out| [Out A+ |Out] |Out Out | [Out
Rdr1 1|2 || a2 3 |4 Rart | [ 1|12 || Rar 3 ||a
12 1 1 12 [112] f 1 12| [1 12| |1 1

P | Door lock of \ Door lock of 1
opposite opposite
direction : direction
Tumstile {potential
in rest free,
position normally
closad)
Rel Alarm Release Alarm
r}iiszga tumstile masking tumstile masking
g entrance entrance Release
tumstile turnstile
exit exit

v X —Q s v X
| I = mosen | | | | masen Fmosen | |
Inbound reader Outbound reader Inbound reader Qutbound reader

Door outside Door outside Door inside Daoor inside

Outside Mantrap Inside

[TogkntoueHWe K ABEPHbIM 3aMKaM AndA O6paTHOI'O HanpaBNneHWA rapaHTUPYET, UTO TOJTbKO
OOWH U3 TYPHUKETOB MOXET ObITb OTKPbLIT B Ka)K,ElbIﬁ MOMEHT BPeMEHMW.

3ameuaHue!

BbixogHoM curHan 3 goneH ObiTb HACTPOEH Kak becrnoTeHuManbHbIM (PEXUM C «CYXUM»
KOHTaKTOM).

CurHan «3anvpaHue ABEPU B NMPOTUBOMOOXHOM HanpaBneHUW» aKTUBUPYETCA Npw
3HaueHun 0. OH nUcnonb3yeTca ANA «HOPManbHO 3aKPbITOro» Bbixoda 3.

16.6

OBsepwu:
Bknapka: aBepb
MapameTtp Bo3MoXxHble OnucaHue
3HaueHusA
Mma AndaBUTHO- CreHepUpoOBaHHOE 3HAUYEHUE MO YMONUAHUIO

LM poBOe 3HaAUEHUE, | MOXET ObiTb 3aMEHEHO YHUKANbHbIM UMEHEM.
no 16 cumBonos

Onucanue AndpaBuUTHO-
LU poBOE 3HAUEHMUE,
no 255 cumBonos
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[MogpasgeneHue

MoapasaeneHve no
yMONYyaHUKO —
«Obuee»

MpuMmeHAeTCA TONbKO B TOM Clyyae, ecnu
dyHKuna MoapaspeneHua NuLieH3MpoBaHa.

Tonbko ansa mogenen asepen 01

n 03, ecnu HacTpoeHa NoBYyLUKa:

OYyHKLUMA NOBYLLKK

0 = oTKNtoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(bnaxkok
YCTaHOBIEH)

JToByLIKa cyllecTByeT, eCnu ABe
obbeAnHEHHbIe ABEPU MCMOMNb3YOT MOAENb
nBepert 01 unu 03. AKTUBUPYHMTE NapameTpbl
noBylWw KW Ansa obeux asepen. [nsA AaHHbIX
ABepew Takxke noTpebyeTca cneunanbHas
hun3snueckas NpoBoOAKa.

Bknapka: napameTtpbl

Mapametp

Bo3mMoOXHble
3HaueHun

3ameuaHun

CospaTb coobliieHne
ONA OTKpbITUA/
3aKpbITHA

0 = pnaXKoK cHAT
1 = donaxok
YCTaHOB/EH.

0 = Korga aBepb OTKpbiBaeTcA (oTBOpAETCA OT
NBEPHON paMbl Ha onpeaeneHHblin yron) unu
3aKkpbiBaeTcs (MONHOCTbIO PUKCUPYETCA B
OBepHOM pame), coobLlueHUA He co3gatoTcs.

1 = B XXypHane cobbITWi cosaatoTcA
COOTBETCTBYIOLIME COObLLEHMA.

[lBepb ycTaHOBNeHa B
PYUHOW pPexXunm

0 = bnaXKoK CHAT
1 = donaxok
YCTaHOBINEH.

0 = oBepb HaxoOAMTCA B HOPMaNbHOM peXumMme
(no ymonuaHuio), To eCTb KOHTPONb AoCTyna
ocCylLlecTBMAET BCA CUCTEMA.

1 = ABepb UCKNIOUEHA U3 CUCTEMDI
ynpaBneHus AocTynom. [laHHasA ABepb He
KOHTpONMpyeTca, U coobLleHnsa co3naBaThcA
He byayT. Ee MOXHO 3anepeTb UK OTNepeTb
TONbKO BPYUHYto. Bce ocTanbHbie NnapameTpbl
ONA 3TOW ABEpPU BbIKIOUEHbI.

3TOT NnapameTp HeobxoAuMMO OTAeNbHO 3adaThb
ONA OBEPU U CUMUTbIBaTeNA.

Pexxum asepu

0 =[Bepb B
HOPManbHOM pexume

1 = [1Bepb OTKpbITA
2 = [1Bepb
pasbnoknpoBaHa B
3aBMCUMMOCTHU OT
MOZEeNn BPEMEHH
3 = [1Bepb
OTKpbIBaeTCA B
3aBMCUMOCTHU OT
MOZEeNn BPEMEHH
nocne nepBoro
npoxopa

0 = 0OblUHbIW peXxum (Mo yMonuaHuo) —
aBepb OnokupyeTca U pasbnokupyeTcs B
3aBWCUMMOCTM OT MpaB AOCTyNa YUETHbIX
OaHHbIX.

1 = pa3bnokupoBaTtb Ha ANUTENbHbIN
nepuop — KOHTPO/b JOCTyNa Ha 3TOT Nepuof,
Oynet NpuUoCTaHOBNEH.

2 = pa3bnokupoBaTb Ha NePUO BPEMEHH,
onpeneneHHbi No BpEMEHHOW MOAENU.
KoHTponb focTyna Ha 3TOT Nepuog,
npuvocTaHaBnMBaeTCA.

3 = 3abNoKUpOBaHO, NOKa BpeMeHHas
Mo[enb aKTUBHA, 4O Tex NMop, Noka nepeoe
NULO He NonyuuT aocTyn. MNocne aToro ABepb

OTKpPbITa, MOKa aKTUBHA BpeMeHHaA MOoA€EeNb.
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5 = [1Bepb NOCTOAHHO
3abnoknpoBaHa

6 = [1Bepb
3abnokupoBaHa B
3aBUCHUMOCTH OT
MOJENn BpeEMEHHU

5 = 3abnokupoBaHa (MCKNtOUEHa U3 CUCTEMbI
ynpaBneHua OOCTYyNoM) A0 Tex Nnop, Noka He
Oynet paszbnoknpoBaHa BPYUHYHO.

6 = 3abnokupoBaHa (MCKNOUEHa U3 CUCTEMbI
ynpaBneH1A OOCTYyNnoM) noka gencreyeT
BpeMeHHasA Moaenb. YnpaBrneHve ABEpPbIO
OTCYTCTBYET, ABepPb HENb3A UCMNONb30BAaTb,
noka IelCTByeT BpeMeHHas Moaelb.

BpemeHHasa moaens

OflHa U3 OOCTYMHbIX
BPEMEHHbIX Moaenen

BpemeHHana mopenb Ans BpeMeHU
OTKpblBaHWA ABepu. Ecnu BbibpaHbl Mogenu
nBepen 2, 3,4, 6 u 7, 4OCTYNHO Mone crnucka
ONA Modenen BpeMeHHu.

TpebyeTtca BbIOpaTb BpEMEHHYIO MOAENb.

MakcumanbHas 0-9999 MakcuManbHasa ANUTENbHOCTb CUTHana
ANUTENbHOCTb pa3bnoknpoBkKn. EAMHULA U3MepEHUA —
umnynbca gnsa 1/10 c. 3HaueHuMs no ymonuaHuto: 50 ana
OBEPHON 3allenKu: nBeper, 10 ansa BpalwaroWmMxcs gBepen
(mopenb aBepu 03) 1 200 ans wnarbaymoB
(monenu neepen 05¢ unm 09c).
MuHUManbHan 0-9999 MuWHUManbHaA ANUTENbHOCTb CUTHana
ONUTENbHOCTb pa3bnokuposku B 1/10 cek. 3HaueHue no
umnynbca ansa ymonuaHuto — 10.
[OBEPHON 3allenKu:
lMpeaBapuTenoHoe 0-9999 [ononHuTenbHoe nogaBneHue TPeBOru
noaaBneHWe TPEBOTH nepeg MMNynbCoM ANA ABEPHOM 3allenKu.
($PARAMETER WAITEMA)
B peakux cnyuasx, Kkorga ABepHas 3allenka
pearnpyeTr MeafneHHee, UEM CUIHaN OXpPaHHOM
TPEBOIrM, MOXXHO BPEMEHHO NOOaBWUTb CUIHAN
TPEBOIU, NPeXae Yem OTNpPaBuUTb Ha ABEpPb
CcUrHan pasbnokUpoBKH.
EavHuua namepenna — 1/10 cek. 3HaueHue
no ymonuyanuto — 0.
3HaueHue 20, paBHOe 2 cekyHaam, obbluHO
ABNAETCA AOCTaTOUHbIM AaXke AN OYeHb
MeL/eHHOW ABEpPHU.
Mocneaytouwee 0-9999 [ononHuTenbHoe nogaBneHue TPeBOru

nogaBneHune TpeBoru

nocne vMnynbca ANns ABEPHON 3aLLENKK.
($PARAMETER OPENINRT)

Mocne NpPoxXoXxaeHWAa UMNynbca AnA ABEPHOM
3auwenku (curHana pasbnoknpoBKK) B
TeueHWe onpeneneHHoro BpeMeHu ABepb
MOXHO OTKpbITb 6e3 cpabaTbiBaHUA TPEBOTU.

EavHuua namepenna — 1/10 c. 3HaueHue no
ymonuaHuto — 0.
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Pexxum nBepHoM
3allenku

3anucb B none
crnucka

0 = KHonka REX (3anpoc Ha Bbixof)
OTK/MOUaeTCA Nocne BpeMeHU akTuBaLmu

1 = KHonka REX (3anpoc Ha BbIxoa)
OTKMOUaEeTCA MITHOBEHHO (= MO YMOMUaHu o)

[BepHOM aaTumK
npucyTCTBYET

0 = oTKNOUEHO
(donaXkok cHAT)
1 = BKNOUEHO
(cbnaxkok
YCTaHOBINEH)

0= Yy ABEPU HET ABEPHOI0 KOHTAKTa

1 =y ABEepU ecTb BEPHOMN KOHTAKT.
3aMKHYTbIM KOHTaKT 0ObIUHO O3HauaeT, uTo
OBepb 3aKpbiTa. (= MO yMONUYaHUIO)

PurenbHbi gatumk
npucyTcTByeT

0 = oTKkntoueHo
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

0 (No ymonuaHuio) = y ABEPU HET PUTENbHOTO
Jatumka

1 =y ABepu ecTb pUrefbHbIN OaTUMK.
CooblueHWe cosgaeTcs, Korga ABepb 3anepra
Wnu oTnepTa.

PaclimMpeHHoe Bpema
OTKPbITUA ABEepHU
(ana uHBanuaos)

0 = oTKnoUeHo
(dbnaxkok cHAT)
1 = BKNOUEHO
(bnaxkok
YCTaHOBIEH)

0 = curHan pa3bnoKMpPoOBKKU UMeeT
CTaHOAPTHYH NMPOAOMKUTENbHOCTb, KOTOPan
3afaetcA napameTpom aBepu «Makc. Bpems
aKTMBaLMKU BNOKUPOBKU», T. €.
NPOAOMKUTENBHOCTb UMMYNbCa ANA ABEPHOM
3allenKku.

1 (N0 yMONuaHUI0) = NPOAOIKUTENbHOCTb
CUrHana pasbrnoKMpoBKKW YMHOXaeTcA Ha
KO3ppULMEHT, 3aaaHHbIM NnapameTpom MAC
«BpemeHHOM hakTOp ANA NUuy C
OrpaHMUEeHHbIMU (PU3UUECKUMHU
BO3MOXXHOCTAMM» (BKnaaka Obwue
HacCTPOMKM [oCcTyna).

3HaueHue 0 gnA storo napametpa MAC
OTK/MIOUAET NPOANEHUE BPEMEHWN OTKPbITUA

nBepu.

Bknagka: 6e3onacHocTb gBepen

Mapametp Bo3mMoOXHble 3ameuaHun
3HaueHun
Co3paBatb 0 = OTKNIOYEHO 0 = HeT coOobLEHMIM O BTOPXKEHUU. ITO

coobuieHune ansa
CoCTOoAHMA «[Bepb

(donaxkok cHAT)
1 = BKNOUEHO

nonesHo, ecnu Bepb MOXeT CBOOOAHO
OTKPbIBaTbCA U3HYTPU.

OTKpbITa (cbnaxkok 1 = (Mo yMONuaHU1I0) NpU HEeaBTOPMU30BAHHOM

MPUHYOUTENBHO» YCTaHOBINEH) OTKPbITMM, @ 3aTEM MOC/Ee 3aKPbITHUA
OoTnpaBnATCA coobLeHus.

Co3spgaBatb 0-9999 Ecnu aBepb ocTaeTcA OTKPbLITOM Mo

coobuieHune ansa
COCTOAHMA «[lBepb
LEePXKNUTCA OTKPBITOM»
yepes:

MCTEeUEeHUU 3TOro BPEMEHMU, OTNpaBnseTcs
coobuieHne, npenynpexaarollee, uto ABEPb
OCTaeTCs OTKPbITOM CMULIKOM AONTO.
EamMHuua nsmepennsa — 1/10 c. 3HaueHue no
ymonuaHuto — 300.
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16.6.1

0 = 6e3 TanM-ayTa, 6e3 coobLEeHUN.

[Mpoaonenune
nogaBneHnA TPeBOru
npu COCTOAHWUU
«[lBepb OTKpbITa
NMPUHYOAUTENBHO»

0-9999

Mcnonbayetcs B PYHKUMKU «lYHT REX»:
EavHuua nameperdna — 1/10 c. 3HaueHue no
ymonuaHuto — 0.

Ecnu nocne nonyueHua curHana REX ot
[eTeKkTopa ABWXEHUA OBEPb 3aKpblBaeTCA B
TeUeHMWe 3TOro NPoMeXyTKka BPEMEHMU, TO
0bObluHOE coobleHne Unauthorized
opening of door N 3amMeHAeTCA
coobueHnem Door N opened (in alarm
suppression mode),

roe N —3To HoMep OBepH.

Co3pgaBatb
NOKanbHbIA CUTHAN
TpeBoru ans

0 = oTKNOUYEHO
(bnaxkok cHAT)
1 = BKNOUEHO

MpenBapuTenbHble YCNOBWA: dNaXkoK
«Co3paBaTtb coobuieHne ANA COCTOAHUA
«[lBepb OTKPbITa NPUHYAUTENBHO» B 3TOM

NOKanbHbIK CUTHAnN
TpeBoru onsa
coctofAHuA «[Bepb
AEPXKNUTCA OTKPbITOM»

coctoAaHUA «[Bepb (cbnarkok [MAnoroBOM OKHe yCTaHOBMEH (CM. Bbllle).
OTKpbITa YyCTAHOBIEH) 0 = (N0 ymOnuaHuio) cumTbiBaTeNM,
NPUHYOUTENBHO» NoAKMIOUEHHbIE K 3TOW ABEPH, He nojatoT
NOKanbHbIM CUTHAN TPEBOTHU.
1 = cuMTbIBATENM, MOAKNIOUEHHbIE K 3TOM
ABepM, MNOAAIOT NOKaNnbHbIM CUTHAN TPEBOTH,
€CNnu ABepb OTKPbIBAETCA MPUHYAUTENBHO.
CospgaBatb 0-9999 Ecnu nBepb ocTaeTca OTKPbITON Mo

WUCTEUYEHUU ITOr0 BPEMEHMU, CUUTbIBATENMH,
NnoaKNtoUeHHble K 3TOW ABEPH, NoaatoT
NOKanbHbIA CUTHAN TPEBOTU.

EavHuua namepenna — 1/10 c.

nocne: 0 = (N0 ymonuaHuto) NoKanbHbIM CUTHAnN
TPEeBOrv He nopaeTcs.

WyHT REX

BBepeHue

Ha npoxopaax, roe HeT yrpo3bl 6€30NacHOCTM NpU OTKPbIBaHWW ABEPEN BPYUHYO U3HYTPH,
[leTeKTOp ABWXXEHMSA UacTo 3amMeHsAeT cobol kHonky REX ans pasbnokupoBaHua asepu. [AnA

Takux cueHapue B ACS npengyCcMOTpPeH NPOCTOM cnocob yBeNnMUUTb NPOAOMKUTENbHOCTb
curHana REX oT geTektopa ABUXXEHUA C OAHOBPEMEHHbIM LYHTUPOBaHWEM (NodaBneHuem)
Door forced open TPEBOIMU.

3Ta yHKUMA HasbiBaeTCcA «WYHT REX».

Korpa ata dpyHKLMA aKTMBHA, AepXaTenu KapT, BbIXxoAAllMe uepes ABepU B TeUeHWe [eNCTBUA

LIYHTUPOBAaHUA, co3aatoT cobbiTe JocTyna

Door N opened (in alarm suppression mode), a He

Unauthorized opening of door N.
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3ameuaHue!

LLyHT REX B coueTaHuM C NOCTaBNEHHbIMM Ha OXpaHy CUCTEMAMM OETEKTOPOB BTOPXKEHUA
dyHKuMA WyHTHpPoBaHMA REX nogaBnAeT TpeBOrM B TeueHue BpeMeEHMU, 3a4aHHOro B
napameTpe

Penaktop yctponcTts > ... > iBepb > BKknagka besonacHocTb aBepu > NMpopneHue
nopaBneHUsa TPeBOru NpU COCTOAHUMU «[lBepb OTKPbITAa NPUHYAUTENBHOY,

HEe3aBUCUMO OT TOro, NnoCtaBneHa N1 B D,aHHbIl‘;I MOMEHT 3Ta ABepPb Ha OXpPaHY B COCTaBe
cUCTEMbl OOHAPYXEHUA BTOPXKEHMUA.

16.6.2

MpepBaputenbHbie TpeboBaHUA

—  HactpawuBatoTca gBepu cnegytowmnx tunos: 01a, 01b, 01c, 03a, 03b, 03c, 10a, 10b, 10e,
14a, 14b

- ®wusnueckas ABepb OCHaLLAeTcA AATYMKOM ABUXKEHMA, a He KHonkoW REX ans
pasbnoKUpoOBKK ABepPU. YCTaHOBUTE MPOAOMKUTENBHOCTb CUTHana oT AeTeKTopa
OBWXXEHWA No KpalHen Mmepe Ha 1 cekyHay.

MyTb K AMANOroOBOMY OKHY
- FnaBHOe MmeHI0 > KoHcurypauua > [laHHble yCTPOMCTBA

Npoueaypa

1. B pepakTope yCTpOMCTB NepelanTe K HYXKHOMY Npoxoay (HenocpeacTBeHHOMY
[louepHeMy Y31y KOHTpoOnnepa aBepw).

2. Ha Bknagke TepMHUHanbl NPoxofa co3fanTe HOBbIM BXOAALWMN CUTHAN TUNA

Suppress alarm from unauthorized opening

il

BbibepuTe ABEPb, HAXOAALLYIOCHA B HY>XHOM MpoXofe

5. Ha BKknagke besonacHOCTb ABepM 3TON ABepPU 3aalTe 3HaueHne napameTpa
MpoaneHue nogaBNneHUA TPEBOrU NPU COCTOAHUM «[lBepb OTKPbITA NPUHYOUTENbHO»

—  3HaueHuWe 3a4aeTcs B AeCATbIX AONAX CeKYHAbI.

3. Haxmurte (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.

»

- 3HaueHue no ymMmonuaHuto — 0. To ecTb no yYMON4YaHWUKO npoaneHne nogaBneHnAa Tpesoru
nocne Bbixoda AepxXarenAa KapTbl U3 30HbI ,EleDICTBMH AEeTEKTOpPa ABUXEHUA OTCYTCTBYET.

6. Haxmurte (CoxpaHuTb) ANA COXpaHEeHUA U3MEHEHUMN.

HacTpo#ka aBepew AnNA NoKanbHbIX 3BYKOBbIX CUrHaNoB TPEBOru

BBeneHue
Mpu cnepyloLmnx coctoaHnAx Asepent ACS nogaet 3ByKOBble CUTHalbl Ha BCEX CUMThbIBATENSAX,
NOAKMIOUEHHbIX K ABEPHU.

CocrosiHue [JeWcTBMe NoKanbHOro CUrHana TpeBoru

[Bepb OTKpbITa TpeBora 3ByuYWT B TeueHUe 17 ceKyHA UMK OO 3aKPbITUA OBEPH.
NPUHYAUTENBHO

[Bepb aepxutca CH1rHan TpeBorv 3ByUMT 4O 3aKPbITUA OBEPH.

OTKPbITOH

MpeaBaputenbHblie TpeboBaHuUA
—  CuutbiBatenu ucnonb3ytot npotokon OSDP unun Wiegand.
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—  CuuTbiBaTeNM OCHaLLEHbl YCTPOWCTBAMU 3BYKOBOW CUTHaNU3aLunu, NOAKNIOUEHHbIMU K
3NEeKTPONPOBOAKE KOHTPONNepa ABEPHU.
- Mukponporpamm AMC obHoBneHa go sepcun 02.38 nam 6onee HOBOM.

CneaytouimMe TUNbl CUUTbIBATENEN HE NOoAAepKMBaAOTCA:
—  CuutbiBatenu IDEMIA

—  CuwutbiBaTenu Suprema c npotokonom Wiegand

- CuuntbiBatenu LBUS

- CuuntbiBatenu BG900

MyTb K AUANOroBOMY OKHY
— naBHoe meHo > KoHdurypauusa > [laHHble yCTPOMUCTBaA

Mpouenypa AnA coctoAaHUA «[lBepb OTKPbITA NPUHYAUTENBHO»

1. B aepeBe yCTPOMCTB BbibOepuTe ABEPb, KOTOPYHK HY>KHO HAaCTPOUTb.

2. Ha Bknagke besonacHOCTb ABepM 3TOMN ABEPU YCTaHOBUTE (DNaXKoK
Co3paBaTtb coobLeHUe AnA COCTOAHUA «[iBepb OTKPbITa NPUHYOUTENbHO»

3. YcraHoBuTe onaxkok Co3aaBaTb NOKaNbHbIA CUrHAN TPEeBOrU ANA COCTOAHUA «[Bepb
OTKpPbITAa NPUHYAUTENBHO»
3HaueHue No ymonuaHuio — 0 (naxok He ycTaHOBMNEH). ITO O3HayaeT, uTo Nno
YMOMUaHMIO NOKaNbHbIM CUTHAN TPEBOTU OTKMIOUEH.

4. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.

Mpouenypa anA coctoAaHUA «[Bepb AePXKUTCA OTKPbITOM»

1. B aepeBe yCTPOWMCTB BbiOepuTe ABEPb, KOTOPYH HY>KHO HAaCTPOUTb.

2. Ha Bknagke BbesonacHOCTb ABepM /1A 3TON ABEPU 3adanTe Nboe HeHyneBoe 3HaueHue
napameTpy
«[lBepb [EepP>XXUTCA OTKPbITOW» MocCne:

- 3HaueHue 3aaeTcA B AeCATbIX A4oNnAX CeKyHAabl.

—  3HaueHue Mo ymMonuaHuio — 0. 3To 03HaUaeT, UTo MO YMOMUAHWUIO NTOKaNbHbIM CUTHAN
TPEBOIM OTK/MIOUEH.

[

16.7 YcTponcTBa UTeHUA

3.  Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUHN.

Hactpolika cuutbiBaTena. OCHOBHble NapameTpbl

I-BPRK Options Door control  Additional settings  Cards

Mame :

Description:

Division: | Common

Type: |IBPRK ~

Activate encryption: Supported only by OSDP v2 readers.
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Mapametp Bo3MoOXHblIe OnucaHue
3HaueHuA
MmA cuuTbiBaTensA andgaBnTHO- [aHHOe 3HaueHWe Mo YMONUYaHMUIO MOXHO

LM poBOE 3HAUEHME,
1-16 cumBOnoB

3dMEeHUTb YHUKaNbHbIM UMEHEM.

OnucaHue andgaBnTHO- Mpou3BONbHOE TEKCTOBOE OMUCAHMUE.
LM pPOBOE 3HAUEHME:
0-255 cumBonos
MogpasneneHue MoppaspeneHve no AKTyanbHO, TONbKO €CNu BCe noapasneneHus
yMONUYaHUIo — NUUEH3UPOBAHbI MU UCMOMb3YHTCA.
«Obuee».
Tun andgaBUTHO- Twun cunTbiBaTENA UMK TPYNMbl CUUTbIBATENEN

LM poBOE 3HAUEHME,
1-16 cumBonoB

HacTtpoika cuutbiBatens. MapameTpbl

I-BPR K Options | Door control | Additional settings | Offine locking systeml Keycabinetl Cards I

FIM code required: IEI = PIN code tuned c;l
Time model for PIN codes: Imn time modell> ;I

Access also by PIN code alone: [

Reader terminal / bus address: |1 ,I

Attendant required: [

Membership check: ||:| - o check LI
Membership time model: Imn time modell= ;I

Group access: |1

Deactivate reader beep f access aranted: [

Deactivate reader beep f access denied: [

VDS - Mode: [
Max. time for aming: [gn 1/10 Sec.
Mapametp Bo3MOXHble OnucaHue
3HaueHun
Tpebyetca PIN-kog 0 = PIN-kopg AKTUBMPYWTE 3TO MNOJEe TONbKO B Clyyae, ecnu

OTKMIOUEH — BBOA He
Tpebyetca (no

YMOMUaHUIO)

Yy CUnUTbIBaTenA eCtb yCTpOﬁCTBO BBOAA.
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1 = PIN-kog BKNtoueH
— Bcerpga Tpebyetcs
BBOL

2 = PIN-kop
ynpasnaeTcsa
BPEMEHHOW MOEeNbto
— BBOA, Heobxoaum,
TONbKO Korga
BpeMeHHana Moaenb
He gencTeyeT

ObpartuTe BHMMaHWe, UTO NMPoOBEPKA Ha
aBTOPM3aLMIO U NOCNEAOBATENbHOCTb
JocTyna (ecnu oHa aKTUBMpPOBaHa) KapThbl
npeBanupyeTt Hag npaBunbHocTbio PIN-koaa.

BpemeHHas mogenb
ana PIN-kopoB

ofHa M3 JOCTYMHbIX
BPEMEHHbIX Moaenen

Bbibop BpemeHHOM Moaenu obssarteneH,
ecnu napametpy Tpebyertca PIN-kopg 3agaHo
3HaueHue 2.

Takxe gocTyn
ocyulecTsnsaeTcsa
WCKMIOUUTENBHO MO

0 = OoTKNOUYEHO
(bnaxkok cHAT)
1 = BKNOUEHO

Ecnu cuctema KOHTPONA JOCTyna HacTpoeHa
COOTBETCTBYIOLMM 06pa3om, onpeaenser,
MO>eT N1 3TOT CUMTbIBaTENb paspeLlaTb

PIN-koay (pnaxok OOCTyn ucknouutenbHo no PIN-kogy 6es
YCTaHOBINEH) KapTbl. CM. pasaen [JocTyn UCKNOUUTENBHO
no PIN-kogy.
Anpec TepmuHana/ 1-4 Ona AMC 4W: npoHymMepoBaHbl B

LWWKWHbI CYMNTbIBaTENA

COOTBETCTBUU C UHTepdencamun Wiegand.
Ona AMC 4R4: npoHymepoBaHbl Kak agpec
CcuuTbIBaTENA, 334aHHbIM NepeMbluKamHu.

Tpebyetca
COMNpoBOXAEeHUE

0 = oTKknoUeHo
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnaxkok
YCTaHOBNEH)

0 = nocetuTento He Tpebyetca
ConpoBOXAarLWMM (Mo yMonuaHuio)

1 = CONPOBOXKAALMIN TAKXKE OOMKEH
MCNONb30BaTb AaHHbIM CUMTbIBATENb

[MpoBepKa uneHcTBa

3anucbk B none
cnucka

MpoBepKa uneHcTBa 0ObIYHO UCMONb3yeTcA
Ha paHHUX CTaaMAX, Npexae YUem cuctema
ynpaeneHus 4OCTYNOM CTAaHOBMUTCA aKTUBHOM.
3pecb npefocTaBnAeTcA 4OCTYN C yUeToM
YHUBEpPCANbHOro naeHTUrKaTopa
KOMMaHWK, a He YHUKaNbHOTO
MOeHTMUKaTOpa B KaUuecTBe YUETHbIX
OaHHbIX.

BAXKHO! lNMpoBepka uneHcTBa pabotaet
TONbKO C (hU3UUYECKMMU YUETHBIMU AAHHBIMH,
ONA KOTOPbIX onpeaeneHua KapT
npenBapuTeNbHO 3afaHbl B cUcTeMe (cepbln
(hOH), a He C NoNb30BaTENbCKUMMU
onpefeneHUAMU Unu BUOMETPUUECKUMMU
YUETHbIMUW AAaHHbIMH.

0 — 6e3 npoBepkH

lMpoBepKa UneHCTBa BbIKNOUEHA, 04HAKO
KapTa NpoBepseTcA Ha Hanuuue aBTopu3aLmi
B 0OblUHOM pexume (Mo yMOnuaHuio)
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1 — npoBepka

KapTa npoBepAeTcA ToNbko Ha ID KomnaHwuu,
TO €CTb TONIbKO Ha U/TIEHCTBO B CUCTEME.

2 — B 3aBUCMMOCTHU OT BPEeMEHHOMW MoAenu
KapTta npoBepsaetca Ha |ID komnaHuu
(uneHcTBO), HO TONMBKO B TEUEHUE Nepuoaa,
onpeaeneHHoro BoO BpeMEHHOW Moaenu
uneHcTBa.

BpemeHHaa mogenb
unieHcTBa

OoAHa U3 AOCTYNHbIX
BPpeMEHHDbIX MO/J,eI'IeVI

JTa BpeMeHHasa moaenb no3BonAer
BKMIOUNTL/OTKIOUUTb NPOBEPKY
NPUHAANEXHOCTH.

Bbibop BpemeHHOW Moaenu obsasarteneH ans
BapvaHTa 2 NPOBEPKU UNEHCTBaA.

pynnoBo# gocTyn

OnA cuuTbiBaTenemn ¢ KNaBUaTypom
MWHMManbHOE YMCNO AONYCTUMbIX KapT,
KOTOpble OOMXHbl OblTb NpeabABNEeHbI
CUMTbIBaTENO KapT, UToObl ABEPb OTKPbINACh.
[aHHaA rpynna MoxeT COCTOATb U3 Donbliero
unMcna KapT; B 3TOM cflyyae UCMNonb3yeTcA
knaBuwwa ENTER/#, utoGbl CMrHanM3aMpoBaTb
O 3aBeplleHun rpynnol. 3aTem ABEpPb
OTKpbIBaeTcs.

OnAa cuutbiBaTenen 6e3 KnaBuaTypbl:
TouHOe UMCno AeNCTBUTENDbHbIX KapT,
KOTOpPble AOMXHbl OblTh NpeabABNEHbI
CUMTbIBATENIO KapT, UTOObI ABEPb OTKPbINACh.
3HaueHuWe no ymonuaHuto: 1.

[eaktnBnpoBaTtb
BByKOBOVI CHUrHan
CuuTbiBaTeNnA, ecnu
AOoCTyn npenoctaBrneH

0 = oTKkntoueHo
(cbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

Ecnu aktuBupoBaH (1), To cuMTbiBaTeNb He
nonaeT 3ByKOBbIX CUIHANoB, ecinu
aBTOPM30BaHHbIM NOMb30BaTe/Nb Nnonyvyaer
paspelieHue Ha AoCTyn.

[eakTnBMpoBaTb
3BYKOBOW CHrHan
CUUTbIBaTENA, eCcnu
JOCTyn He
npenocTaBnex

0 = oTKNtOUEHO
(dnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

Ecnu aktuBupoBaH (1), To cunTbiBaTenb He
noAaeT 3ByKOBbIX CUIHaNoB, ecnu
HeaBTOPU30BaHHbIM NoNb30BaTeNb Nonyyaer
oTKa3 B OCTyre.

d)yHKLI,VIH "[leakTMBUpPOBATb 3ByKOBOVI CUrHan cuutbliBatenA" 3aBMCUT OT COOTBETCTBYHIOLLETO

annapartHoro obecrneueHnAa cuuTbiBaTENA.

AnnapaTtHoe obecneueHue HEeKOTOpPbIX CuMTbiBaTENEN MOXET HE noagep>XXmBatb 3Ty

hyHKLMIO.
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Pexxum VDS

0 = oTkntoueHo
(pnaxkok cHAT)
1 = BKMOUEHO
(bnaxok
YCTaHOBNEH)

Ecnu aktuBupoBsaHo (1), curHanusauma
CuMTbIBaTENA BbIKMIOUEHA.

Makc. BpemMA nocCT. Ha
OXpaHy

1-100 [1/cek]

MaKcuManbHoe BpeMs OXMOAHWA CUrHana
NOATBEPXAEHUA 3aBepPLIEHWUA MOCTAHOBKH Ha
OXpaHy OT OXPaHHOW MaHenu.

CeTb ¥ pexxuMmbl paboThbl

JTa BKNnagka OTO6pa)KaeTCF| TONbKO ANA CeTeBbIX 6I/IOM6TDVILIeCKVIX cuuTbiBaTENEN.

LLlabnoHbl — 3TO COXpaHeHHble 0bpasubl. OHW MOTYT NpeacTaBnATb coboOW AaHHble KapT UNu

OnomeTpUyecKne faHHble.

LLlabnoHbl MOXHO XpaHWTb KaK Ha YCTPOMCTBAX, KOTOpble B AepeBe YCTPOWCTB HaxoaATcA

Bbllle CUUTbIBaTENA, TaK U HA CaMOM cuuTbiBaTene. [laHHble O cuMTbiBaTeNe NepruoLuUecKu

0BOHOBNATCA YCTPOMCTBAMM, PACMONOXEHHBIMU HaA HUM.

CuuTbiBaTENb MOXHO HACTPOWUTb ANA MCNONb30BaHUA CcobCTBEHHbIX WabnoHoB npnu NPUHATUN
DELI.IGHMVI O goctyne unn onAa Uncnonb3oBaHUA UCKNKOUYNUTENTbHO wabnoHoB ¢ PacCnonoOXeHHbIX

BbllLE HETro YCTpOﬁCTB.

MapameTp OnucaHue
IP-agpec. IP-agpec aToro NOAKNOUEHHOIO K CETU CUUTbIBaATENA
[TopT: [TopT no ymonuaHuo — 51211

LLlabnoHbl Ha cepBepe

TonbKo KapTa

CuuTbIBaTENb CUUTBIBAET TONBKO AAHHbIE KaprT.
OH BbINOMHAET KUX ayTeHTVId)MKaLlMI-O OTHOCHUTENDBbHO AaHHbIX,
NOoNy4YeHHbIX OT CUCTEMbI.

KapTta n otneuatok nanbua

CuuTbiBaTENb CUUTBIBAET U fAHHbIE KapT, U AaHHble
OoTneyaTtkoB nanbLues.

OH BbINOMHAET MUX ayTeHTI/ICbVIKaLlI/HO OTHOCHUTENTbHO AAaHHbIX,
NONYyYeHHbIX OT CUCTEMbI.

LLlabnoHbl Ha ycTpolcTBe

[MpoBepKa B 3aBUCUMOCTHU OT
nuua

CuunTbiBaTeNb NO3BONAET ONPEAenATb UCMONb3YEMbIN PEXUM
MaeHTUUKALKUKU N0 NapamMmeTpaM COOTBETCTBYIOLLENO
BnagenbLua KapT. [JaHHble NepcoHana NpefocTaBnAT
cnegytoLlme BO3MOXHOCTH:

— TonbKo oTneyartok nanbua

- TonbKo KapTa

- KapTa 1 otneuarok nanbua

OHM onucaHbl HUXe B 3TOW Tabnuue.

TonbKo oTneyatoKk nanbua

CuuTbiBaTENb CUUTBIBAET TONbKO AaHHbIE OTNEeUaTKOB
nanbues.

OH BbINONHAET UX ayTEHTUMDUKALMUIO OTHOCUTENBHO
COOCTBEHHbIX COXPAHEHHbIX AAHHbIX.
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Mapametp OnucaHue

Tonbko kapTa CuunTbiBaTENb CUMUTBIBAET TONBKO AaHHbIE KapT.
OH BbINOMHAET UX ayTeHTVI(bVIKaLLVIPO OTHOCHUTENDBHO
cobCTBEHHbIX COXpPaHEeHHbIX AaHHbIX.

KapTa M OTNneyaToK nanbua CunTbiBaTENb CUMUTBIBAET U AaHHbIE KapT, N AaHHble
OoTneyaTkoB NanbLueB.

OH BbINOMHAET MX ayTEHTMd)VIKaLI,MlO OTHOCHUTENTbHO
COBCTBEHHbIX COXPaHEHHbIX AaHHbIX.

KapTa unu otneuvaTok nanbua | CuMTbiBaTeNb CUMTLIBAET AaHHbIE KAapPTbl UNTW AaHHbIE
oTneyarka nanbla B 3aBMCUMMOCTHM OT TOr0, UTO npeanaraet
BnageneL KapTbl.

OH BbINOMHAET UX ayTEHTUPHUKALMIO OTHOCHUTENBHO
COOCTBEHHbIX COXPAHEHHbIX AaHHbIX.

Hactpoiika cuutbiBaTensa. YnpaBneHue pBepbMH

I-BPR K Options Door control  pdditional settings  Cards

Reader blocking: | (j - Reader iz in nomal mods ~

Time model to blodk reader: | =na time model=

Office mode: []
Manual operation: []
Chedk time model upon access:

Additional verification:

[

Host request timeout: |33 1/10 sec.

Open door if no answer from host:
Mapametp Bo3MoOXHble 3ameuaHun
3HaueHuA
Bnokunposka 3anucb B none 0 = cunTbiBaTenb B 0bObIUHOM pexunme — bes
cuuTbiBaTenA crnucka BNOKMPOBKU (= NO yMONUaHwuio)

1 = cunTbIiBaTENb MNOCTOAHHO 3ab0NOKUPOBAH —
nocTtoAHHas bnoknposKa

2 = cuuTbiBaTeNb ONOKMpyeTCA B
3aBMCUMOCTH OT MOAENU BPeMeHU —
6NOKMpPOBKA OCYLLECTBNAETCA B COOTBETCTBUU
C MOoJenbio BPeEMEHM, 3ajaHHOM C MOMOLLbHO
napametpa Modesnb BpemeHu 0718 6/10KMPOBKH
cuuTbIBaTenA
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Moaenb BpemeHu ana
6NOKMPOBKHU
cuuTbiBaTENA

ofijHa U3 BPeMeHHbIX
Mopeneu,
onpeneneHHbIX B
cucTteme.

CuuTbiBaTENb BNOKMPYETCA B COOTBETCTBUMU C
BblOpaHHOM BPEMEHHOM MOAENbIO.

OWMUCHbIN peXnUm

0 = oTKNOUEHO
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnaxkok
YCTaHOBIEH)

lMo3BonAeT AaHHOMY CUMTbIBATENMO
nepeBecTy NPOXOA B OPUCHBIN PEXUM.
CuwnTtbiBaTeNb AONXKEH UMETbL KNaBuaTypy.
Ecnun 3TOT napameTp akTMBUMpPOBATb, TO
aBTOPM30BaAHHbIN AOMKHBIM 00pasom
AepxKaTtenb KapTbl MOXET BKIOUATb U
BbIKMOUATb PEXMUM Oohuca HaxXaTUem
KnaBuWK 3 nepeqn NpefocTaBneHneM CBOeN
KapTbl. CM. pasgen ABTopu3ayma nuy 018
HacTpoKKu opucHoro pexuma, CtpaHuya 216.

PyuHan onepauuma

0 = oTKnUeHo
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnarkok
YCTAHOBIEH)

0 = cuuTbiBaTENb B HOPMaNbHOM pPeXume
(=no ymonuaHuio)

1 = cunTbiBaTENb 3PPEKTUBHO yaanseTca us
CUCTEMbI YNpaBneHUA AOCTYNOM, TO eCTb «He
paboTtaeT».

CuctemMa He nonyuyaeTt HUKaKUX KoMaHg. Bce
ocTalbHble MapameTpbl ANA 3TOro
CUMTbIBATENA BbIKMIOUEHbI.

3T0T NnapameTp HeobxoauMMo 3aaBaTb
HEe3aBMCUMO U ANA CUMTbIBATENSA, U ANA
aBepu.

MpoBepka moaenewn
BPEeMeHU BO BpeMs
JocTyna

0 = oTKNOUEHO
(bnaxkok cHAT)
1 = BKNOUEHO
(cbnarkok
YyCTaHOB/EH)

0 = Moenu BpeMeHu He ByayT npoBepATbCA.
HeT orpaHMueHuin No BpeMeHu Ana gocTtyna.

1 = ecnu Bnagenbly KapTbl Ha3HaueHa
BpeMeHHaA MoJenb (HenocpeaCcTBEHHO UMK B
KauecTBe aBTOpPU3aLMKU MO BPEMEHU U
obnactu), BpeMeHHaa moaenb oyoet
npoBepATbCH.

(= no ymonuaHwo)

[JononHutenbHasn
npoBepkKa

0 = oTknoueHo
(bnaxkok cHAT)
1 = BKNOUEHO
(hbnaxkok
YCTaHOBNEH)

0

npoBepKa onepatopomM He obasatenbHa

1 = TpebyeTcsa npoBepka onepatopom (no
YMONUAHMUIO)

(BAXKHO! AkTBauuA aToro napameTpa
HeobxoaMMa AnAa AONONHUTENBHOMO
BMAEONOATBEPXKAEHUA ONepaTopoM CUCTEMbI
Bosch BVMS unu cuctembl ynpaBrieHus
[OCTyrnom).

Bosch Security Systems

Software manual

2024-0515.5.0 |




128 ru | HacTpotika BxogoB

Access Management System V5.5

OxugaHue oTBeTa

0 = feakTMBUpPOBaHO

0 = AMC pabortaet 6e3 npoBepku
onepatopoM (He paboTaeT ¢ napameTpamu
UameHeHune obnactu unu odcuer nrodest).
ITOT 3NEeMEHT ynpaBneHua akTUBEH, TOMbKO
ecnu napameTp «lpoBepka onepatopom» = 0
(neaktuBupoBaH), a napameTtp OTKPbITb 0Bepb
no ucxody BpemeHu oxudaHua = 1
(akTMBMpPOBaH).

oT 1 0o 9999 x 1/10 cekyHabl. (Mo
ymonuanuio = 330 = 33 cekyHabl).
CuuTbiBaTeNb 3anpalliMBaeT NoaATBepPXaeHne
OT CMCTeMbI yrpaBneHua goctynom. Ecnu B
TeueHWe 3TOro nepuoaa NoATBEPKAEHHUE He
nonyuyeHo, AMC npoBepfAeT napameTp
OTKpbITb ABepb MO UCXOAY BPpeMeHHU
OXXMAAHUA W COOTBETCTBYIOLLMM 0bpasom
npenocTaBnAeT AOCTyN UMW OTKa3blBaeT B
HeM.

OTKpbITb ABEPb MO
ncxony BpeMeHu
OXMAaHWA

0 = oTKNtoUeHo
(donaxkok cHAT)

1 = BKNoueHo (no
YMOMUaHUIo)
(dbnaxkok
YCTaHOBIEH)

3TOT 3NEMEHT yrnpaB/ieHUsa aKTUBEH TOMbKO B
TOM cnyuae, ecnu 3agaH napametp Mpoeepka
onepaTtopom.

0 = OBepb He OTKPbIBAETCA, €CNK rNaBHad
cucTeMa He BbldaeT NoATBepXaeHWe 00
UCTEUEHWUA BPEMEHMW OXUOAHUA.

1 (no ymMonuaHuio) = ABEPb OTKPbIBAETCA MO
UCTEUEHUN BPEMEHW OXUOAHWUA, eCNu
rnaBHas cMCTEMa He Bblaana noaTBepXxaeHue
[10 UCTEUYEHUA BPEMEHU OXUOaHUA.
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Hacrpoﬁka cuuTbiBaTenAa. lononHUTenbHble NapamMeTpbl

I-BPR K Options Door control

Access sequence chedd | [ - Deactivated

Time management:

Double access contral

Enable:
Door group ID:

Anti-Pass-Back timeout:

Random screening

Random screening:

Screening rate:

Additional settings

Cards

O

O

1]
minutes

O
]
]

Timeout random screening: Mirutes
REX button active when IDS armed:
Read permanenty:
MapameTtp Bo3moXxHble 3ameuaHun
3HaueHusn

MpoBepka 0 — JeaktuBupoBaHo |0 = cunTbiBaTeNb HEe YUaCTBYeT B MPOBeEpPKe
nocrnefoBaTteibHOCTU |1 — AKTUBMPOBAHO; nocnenoBaTenbHOCTM gocTtyna (= no
aoctyna [eaKTuBMpoBaTb No YMONUYAHUIO)

HeuncnpaBHocTn LAC
2 — AKTMBMPOBAHO;
OCTaBWTb aKTUBHbIM
MO HEUCMPABHOCTH
LAC

3 - AKTUBMPOBAHO;
MCMONb3yNTE UETKYIO
nocnenoBaTenbHOCTb
NPOBEpPKU Jaxke Npwu
HencnpaBHocTn LAC
(npumeuaHue:
obHoBHTE
MEeCTOMONOXeHUE NuL,
BPYUHYHO)

AKTUBMpPOBaAHHaA NpoBepKa
nocnenoBaTenbHOCTM MOXeT obpabaTbiBaTb
nuL ¢ 3agaHHbIM ctatycom HEM3BECTHBIE
YyKasaHHbIM HUXe obpa3om.

1 = nepBoe uTeHWe KapTbl byaeT 3aBepLIeHO
6e3 npoBepKkK MecTononoxeHus. Bce
KOHTpONNepbl AONXHbl HAXOAWUTLCA B
onepaTtMBHOM peXxume.

2 = nepBOe UyTeHWe KapTbl OyaeT 3aBepLUeHOo
0e3 NpoBEPKU MECTOMONOMKEHMUSA.

3 = ecnun LAC HeucnpaBHa, NnpoBepkKa
MEeCTOMoNoXeHnsa byaeT 3aBeplueHa anA
Ka)KOoro CUMTbIBAHUA KapThbl.
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Ectb obuas MAC-komaHaa Ana akTuBaLMu UNK AeakTuBaLMKU BCeX NMPOoBEpoK

nocnenoBaTeNnibHOCTHU AOCTyMa.

Ytobbl AE€aKTUBUPOBATb NPOBEPKY NocrieaoBate/ibHOCTHU A0OCTyNna Ha HEKOTOprVI nepuon

BpeMeHU, 3afaeTca 3HaueHne B MMHyTax He bonee 2880 (= 48 uacoB). Ecnu 3agaHo

3HaueHue "0", npoBepKa nNocnefoBaTeNbHOCTM AOCTyNa NOMNHOCTbIO AeaKTUBUpPYETCA.

MpumeuaHue. 3Ta KOMaHAa MOXeT U3MEeHUTb NpoBEPKY nocnenoBaTte/ibHOCTHU AOCTyNna

TONbKO ANA TexX CcY MTbIBaTeﬂeﬁ, ANA KOTOPbIX 3a4aH NMapamMeTp BknouuTtb

nocnegoBaTenbHOCTb goctyna. OHa He [leaKTUBUPYET/aKTUBUPYET NPOBEPKY
nocnefoBaTeNbHOCTU AOCTyNa ANA BCeX CUMTbiBaTeNen.

YyeT BpeMeHH

0 = oTKntoueHo
(cbnaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

Ecnu aTOT napametp BbibpaH, cuctema
yrnpaBneHWa AOoCTynom cobupaeT faHHble AnA
yueTa pabouero BpeMeHu.

KoHTponb ABoitHOro gocrtyna (3anpet 4BOWHOro npoxoaa)

Bkntountb 0 = OTKNOUEHO 0 = 6e3 KOHTpONA ABOWHOTO AocTyna (= no
(donaxkok cHAT) YMOMUYaHUIO)
1 = BKNOUEHO
(dbnaxok 1 = Cc KOHTpPONEeM ABOMHOro AocTyna
YCTaHOBIEH) B TeueHue BpeMeHHOTo NPOMEXYTKa,
3agaBaeMoro napaMetTpom ANUTENnbHOCTD,
3TOT CUMUTbIBATENb U APYrMe CUMUTbIBATENU B
rpynne He MOryT MCNonb30BaTbCA C OQHOM U
TOM e KapToM.
Ecnu 3T0T napameTp akTMBMPOBaH,
HeobxoQMMO MCNONb30BaTb UOEHTUUKATOP
rpynmnbl ABEpeK, AaXke ecnv UCMnonb3yeTca
OAWH CUMUTbIBaTENb.
NpoeHTudUukatop BykBbl CuuTbiBaTENM MOXHO FpynmnMpoBaThb C

rpynnbl ABepen

A-Z n a-z, a Takxe
2 cumBoOna

NoMOLLbIO MAEHTUdMUKATOPA FPYNNbl ABEPEN.
Mpu NpeabsaBNEeHUU KapTbl HA OAHOM
cuuTbIBaTeNe nocneayloLne perucrpauum
OGNOKUPYIOTCA Ha BCEX CUMTbIBATENAX M3
[aHHOM rpynnbl ABepen (Mo yMonuaHutio =

-- ), NOKa He UCTeyeT TalMm-ayT.

Tanm-ayT 3anpeTa
[BOMHOro npoxona

1-120

[aHHbIW cCUUTbIBaTENb MOXHO MCMONb30BaThb
C OQHOM M TOM e KapTOM MO UCTEUEHMHU
[aHHOro BPEMEHHOro MHTepBana. Kak TonbKo
[aHHaA KapTa UCMoNb3yeTca Ha cuuTbiBaTene
He M3 JaHHOM rpynnbl, HEMEeANeHHO
BKMoyaeTcs BNoKnpoBKa.
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3HaueHuA 3a4al0TCA B MUHYTax, Mo
yMONUaHuto = 5.

CnyyanHbI 0OCMOTP

0 = OTKNOYEHO
(pnaxkok cHAT)
1 = BKNOUEHO

0 = 6e3 cnyyanHoro gocmoTpa

1 C}'thlallebll\;I AOCMOTpP B COOTBETCTBUU C

(cbnaxkok OaHHbIM (DaKTOPOM He MONMyuMnT paspeLleHunsn
YyCTQHOBIEH) Ha BXxof, NoKa He byaeT cHATa BNoOKMpoBKa B
AvanorosomMm okHe bnokupoBka.
YacToTa gocmoTpa 1-100 MpoueHT cnyyanHbIX JOCMOTPOB AnsA
paclwupeHHOM npoBepku. JOCTynHO, ecnu
BK/OUEH CNyyanHbIM OCMOTP.
Bpema oxugaHua 1-120 [Tpn 3agaHHOM BpeMeHU nonb3oBatenb

cnyyamHoro
focmoTpa

ABNAeTcA 0ObeKTOM ClyyamHOro AocmoTpa.
3HaueHMA 3a4ak0TCA B MUHYTaX -
no ymMonuaHuto = 5.

KHonka REX akTuBHa,
korga IDS nog

0 = oTKNOUYEHO
(bnaxkok cHAT)

Tonbko gna DM10 1 DM14: ecnu IDS
nocTaBneHa Ha oxpaHy, kHonku REX no

OXpaHoM 1 = BK/OYEHO YMONUAHUIO OTKMIOUEHDI. [To3TOMY
(dbnaxok HEeBO3MOXHO BbIMTU U3 Habntogaemon
YCTaHOBIEH) obnacTtu. 3TOT HOBbIM MapamMeTp CuMTbiBaTENS
akTuBupyeT KHonKy REX, gaxe ecnu IDS
NnocTaBfeHa Ha OxXpaHy.
MNMocTosiHHOE 0 = OTKMOUEHO CuunTbiBaTENDb MNOCTOAHHO BbINOMHAET

CYUTbIBaHHUE

(bnaxkok cHAT)
1 = BKNOUEHO
(cbnarkok
YCTaHOBNEH)

CUWTbIBAHWE, €CNIU Ha HEM YCTaHOB/IEHO
COOTBETCTBYIOLLEE MUKPOMPOTrPaMMHOe
obecrneueHne nponsBoauTENA.
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Hactpoiika cuutbiBatens. KapTbi

Card validation
Motorized card reader:

Withdraw card:

Triggering critera:

WIETK Headerl Options ] Dioor cortral l Additional settings ] Cffline locking system ] Biometrics ] Key cabinet Cards

[ Blocked card

[ 1%igitor card
[1Card iz blacklisted
[ lreealid tirme model

1Mo authonzation
[1Ahways collect

[lrwealid areadtime model

[]Collect wisitar cards on collecting date

[1Collect wisitar cards on last day of validity

[]Collect other cards [no wistor cards) on collecting date
[1Collect ather cards [no visitor cards) on lazt day of validity

1 Tine model defined and invalid, independent of access and reader parameters

[ AreaTime model defined and invalid, independent of access and reader parameters

MapameTtp

Bo3MoOXHble
3HaueHun

3amMmeuaHun

MoTopH3nUpOBaHHbIN
cuuTbiBaTENb

0 = oTKNtoUeHo
(donaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok
YCTaHOBIEH)

YCTaHOBUTE 3TOT PNAXKOK, €CNIU UCMONMb3yeTca
MOTOPWM30BaHHbIM CUMTbIBATENb KapT

M3BneueHne KapTbl

0 = oTKNOUEHO
(dbnaXkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

«M3BneyeHue» Npu UCNonb3OBaHUK
MOTOPU30OBAHHOIO CUUTbIBATENA KAaPT
o3HauaeT (PU3NUECKOe yaepXKaHUe KapThl.
MpW MUCNoNb30BaHWK OPYrUX CUMUTbIBATENEMN
KapT «M3BneyeHre» O3HaAUaeT, UTo cUcTemMa
[enaeT KapTy HeleMCTBUTENbHOM.

Kputepum
cpabaTbiBaHMA

0 = oTKNOUEHO
(dbonaxkok cHAT)
1 = BKNOUEHO
(dbnaxok
YCTaHOBINEH)

BbibepuTe B 3TOM CMUCKE KPUTEPUK, KOTOPbIE
JOMKHbI UHULMMPOBATbL AENCTBUE
U3BneueHue KapTbl.

3ameuaHue!

MoTopur30oBaHHbIE CUUTBIBATENWU KapT MOTyT OblTb MCMNONb30BaHbl TONBKO CO CUMTbIBATENAMM

IBPR.
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16.7.1

16.8

Cwm.
- ABTopu3aluna nul OnA HacTPOHKU oghUCcHOro pexunma, CtpaHuya 216

HacTpo#ka cnyuaiHOro gocmoTtpa
CnyyanHbIM OCMOTP — 3TO PACMNpPOCTPaHEHHbIA METOA MOBbIleHUA Be30NacHOCTM 0bbeKTa
nyTeMm cnyyarnHoro Bblbopa nepcoHana aAnA AONONHUTENbHbIX NPOBEPOK He30MacHOCTH.

TpeboBaHuna

-  Tpoxon nomxeH bbiTb 06opyaoBaH NOBYLIKOW UMW TYPHUKETOM, UTOObI HUKTO HE CMOT
NMPOMNTH BNMNOTHYIO 32 APYrMM YenoBekoM be3 npeabsaBneHUsa COBCTBEHHOro
naeHTUdUKaTopa.

- YCTPOWCTBO CUMTbIBAHMA KapT AOMKHO MPUCYTCTBOBATb MO MEHbLUEN MepPe B OAHOM
HanpaBneHWn npoxona.

—  CuuTbiBaTENM HEOOXOAMMO HACTPOWTb Ha 0DOblUHOE yNpaBneHWe AOCTYMNOM.

—  OTAenbHOo ANA KaXkAoro CUMTbiBaTeNA MOXHO HACTPOMUTb reHepaTop CryyanHbiX YMcen.

—  Tpwu cHAaTUK noboro 6noka, 3aAaHHOro CUCTEMOM, B HEMoCpeaCcTBEHHON Bnn3ocTu
[IONMXHa HaxoOMuTbcA paboyana CcTaHLUMA.

Mpouenypa

1.  HanguTte HY>XHbIM cuMTbiBaTenb B pegaktope yctponcts DevEdit

2. Ha Bknagke MapameTpbl ycTaHOBUTE hnakok CnyuanHbli [JOCMOTP.

3. B none MpoueHTHOE COOTHOLIEHUEe [O0CMOTPA BBEAWTE NMPOLEHT NtoAeN, KOTOPbIX
TpebyeTcA focMaTpuBaTb.

4. CoxpaHWTe CBOU HACTPOMKMU.

Aoctyn ucknwuutrenoHo no PIN-koay

MpeabicTopun

CuuTbiBaTENM C KNaBMaTypOW MOXHO HACTPOWUTb TaKMM 00pasoMm, UTobbl OHUW paspeLlanu
poctyn Tonbko no ssoAy PIN-koga.

Korpa cuuTbiBaTtenu HacTpoOeHbl TaKUM obpa3om, onepaTtop CUCTEMbl YNpaBieHWsa JOCTyNnoM
MOXeT npucBauBatb UHamMBMAYyanbHble PIN-Koabl oTAenbHbIM COTpyAHUKaMm. B
OEeNCTBUTENBHOCTU TaKMe COTPYAHUKM MONyUaroT «BUPTyanbHYH KapTy», KOTOpas COCTOUT
TonbKko M3 PIN-koaa. 370 Ha3biBaeTca MaeHTUdMKaLMOHHbIM PIN-Koa. B oTnvune oT Hero,
MoaTteepxpatowmit PIN-kog — 310 PIN-KO4, MCNONb3yeMblii B COUETAaHWU C KapTOM B Lenax
ycuneHus 6e3onacHoCTH.

Onepartop moxeT BBoAMTb PIN-Koabl A4nA COTPYAHUKOB BPYUYHYO Mnu npucBamBatb uM PIN-
KOAbl, aBTOMAaTUUECKH CreHepUpPOBaHHbIE CUCTEMON.

Ob6paTiTe BHUMaHKe, UTO Te XXe COTPYAHUKKU He YyTPaTAT LOCTYN C MOMOLLbIO (PU3UUECKUX KapT,
NMPUCBOEHHbIX UM.

MpenBapuTenbHblie YCNOBUA aBTOPU3aLUK ANA onepaTopos

MpaBo AocTyna B nomMelleHue Tonbko no PIN-Kogy MOXeT npenocTaBnATbCA AepxKaTento KapTbl

TONbKO onepaTtopamu, MMeLUMKU CneLmanbHoe NpaBo BbiAdaun BUPTyanbHbIX KapT. Ons

npenocTaBneH1a onepaTopy Takoro rnpasa BbIMOMHWUTE creayloline AencTBUA:

1. MepenauTte B [NaBHoe MeHio > KoHdurypauua > Onepatopbl U pabouune ctaHuum >
Mpodunu nonb3oBateneu
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16.9

2. BbibepuTe npodunb Nonb3oBaTtens, KOTOPbIA AONMXEH NONYyUYUTb aBTOPU3aLMIO:
Beeaute ero B TekctoBoM none UMa npodmna nnv BoCcnonb3ynTeCb MeEXaHU3MOM
noucKa ANnA HaxoXAeHUA HYXXHOro npoduns.

3. B cnucke oManoroBbiX OKOH LLENKHUTE AUenKy, codepallyto anemMmeHT KapTbl
BcnnbiBalolwee okHo CneyuanbHbie BO3MOXHOCTHU MOABMAETCA BO3/1€ HUXHEN UacTu
OKHa rnmaBHOrO OKHa.

4. YcraHoBuTe chnakok HasHauuTb BUpTyanbHbie KapTbl (PIN) Ha naHenu «CneyuanbHble
BO3MOXHOCTH».

5. Haxmute unu MpUMeHuUTDb, yTobbI COXPaHUTb UBMEHEHUA

Hactpotika anuHbl naeHTudukauuonHoro PIN-kopa anAa nopaepxuBaeMbiX TUNOB
cuuTbiBaTenem

[nvHa BBeAEHHbIX BPYUHYIO UMK cOo3aaHHbIX cucTtemolr PIN-KofoOB perynvpyetca napamMeTpom,
33aHHbIM B KOHDUTYpPaLUKU CUCTEMBI.

- FnaBHoe meHto > KoHdmrypauusa > NMapametpobl > NMUH-kogbl > OnuHa PIN-koga

HacTtpoiika cuutbiBaTena gna gocrtyna tonbko no PIN-kogy
1. MNepengute B [NaBHOe MeHto > KoHdmrypauua > [laHHble ycTpoicTBa > Pabouune

=
CTaHUUHU 22

2. B none Pabouasa ctaHuuAa Bbibepute pabouyto CTaHLMIO, K KOTOPOW PU3UUECKH
NOOKMNIOUEH CUMUTbIBATEND.

3. TpaBoi KHOMKOW LeNnKHUTe pabouyto cTaHLMto, uTobbl 4O0OaBUTbL CUMTbIBATEND, U
Bbibepute BBectu PIN unu CreHepupoBathb PIN.

4. Bbibepute cuntbiBatenb B none Pabouue ctaHuuu.
CnpaBa oT nonA Pabouue ctaHuuu otobpasuTca none crneunanbHOM HACTPOMKHU
cumTbiBaTENA.

5. YbeguTecb, UTO packpbiBatolWmica cnucok Ucnonb3oBaHUe KapTbl MO YMONUYAHUIO
COAEPXUT 3HaueHue No ymonuaHuio BuptyanbHasa kapta. Ucnonb3soBatb PIN-koa kak
KapTy.

6. Haxmure unv NMPUMeHUTb, UTOObI COXPaAHUTb U3MEHEHUA

7. B penaktope yctponcTte DevEdit nepenaute k nepesy KoHcurypauua ycrpoicrea E'

8. BbibepuTe cuntbiBaTENb M NPOXOA, ANA KOTOPOro TpebyeTcA HACTPOWTbL AOCTYN TONBKO MO
PIN-kogy.

9. Ha Bknaagke MapameTpbl ycTaHOBUTE hnaxkok Joctyn Tonbko no PIN-koay.

10. Haxmute unu MpUMeHUTb, UTobbl COXPaHUTb UBMEHEHMUA

Mnartbl pacwupenua AMC

CospaHue AMC-I/O-EXT (nnaTtbl pacwiMpeHusa BBoga/BbiBoa)

Mnatbl pacwMpeHnsa obecneunmBaloT JONONMHUTENbHbIE BXOAHbIE U BbIXOAHbIE CUTHAlbI, €CNHK
BOCbMW KOHTaKTOB, PacnonoXeHHbix Ha AMC, He OCTaTOUHO ANA NOAKNHUEHUA
HeobXxoAMMbIX KOHTaKTOB (Hanpumep, B cnyyae nudTos).
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Takuve nnatbl pacliMpeHunna pusnuecku noaknovarTca k ceAsaHHbiM AMC. B penakTtope
YCTPOMCTB UX MOXHO YCTAHOBWUTb C MoAUMHEHUEM cooTBeTcTBYOWMM AMC. Mpu cospaHunu
AMC-EXT B npoBOAHUKe BblOWpaeTcsa cooTBeTcTBYtOWaAA 3anncb AMC, a B KOHTEKCTHOM MeHHo

M k

Delete object Cerl+L Mew extension board Chkrl4+E

3ameuaHue!

Ecnu Ha)kaTb KHOMKY + Ha NaHenu MHCTPYMEHTOB pedaKTopa YCTPOWCTB, CO34akoTCsA
TONMbKO HOBble MPoxoabl. [MnaTbl paclMpPeHUA MOXHO BbiOpaTh C MOMOLLbIO KOHTEKCTHOTO
MEHI0.

MoABnsAeTcA AManoroBoe OKHO AnA Bblbopa KpUTEpUEB pacllMpPeEHUN.

AMC /O extensions

Ed

Mame | Tvp |Nummer £ | Add

AMC_IO0E_006_1  AMC_IC0G 1

Cancel

Mnata AMC-EXT gocTynHa B ABYX BapuaHTax:

- AMC_|O08: 8 BxogoB 1 8 BbIXO4OB;

- AMC_IO16: 16 BxogoB 1 16 BbIXO[OB;

- pacwunperHme AMC 4W: 8 BxoaoB 1 8 BbIXOAOB.

B naHHOM auanoroBoM okHe Bbibopa copgepxutca 3anncb AMC_1008. [IBaxkabl LENKHYB none
cnucka B ctonbue Tun, Takke MoOXHo pasmectutb AMC_IO16.

AMC /O extensions

E

Mame | Tvp |Nummer - | #Add
=

AMC_I008_N05_L I"."MC 1008 ~| 1 -

oK | Cancel

K ogHomy AMC MOXHO NMOAKNOUUTb A0 TPex nnaT paclumpeHuni. [lonyckaeTca cMellaHHoe
MCNONb30BaHWE faHHbIX ABYX BapuaHToOB. HaxxmuTe KHOMKY [lo6aBuTb, uTobbl CO34aTh Apyrue
3NeMeHTbl cn1cKa. Bce anemeHTbl cToN6LOB MOXHO HacTpauBatb.
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AMC /O extensions E|
Mame | Typ | Mummer ¢ | | £le |
aMC_IO0% 00& 1 AMC_IO03 1
AMC_IO08_008_2  AMC_IO0S z e
AMC_IO08_008_3  AMC_IO0S 3
oK Cancel

Mpu cosmaHmMu nnatbl paclimpeHus HymepytoTesa 1, 2 unu 3. [ns Kaxkgow nnatbl HymMepauumn
curHanos HauuMHaetca ¢ 01. Homep curHana Bmecte ¢ HOMepoM nnatbl obecneunBaroT
YHUKaNbHYI MAeHTUMKauKUo. CurHanbl NnaT paclunMpeHuna Takke oTobparkatoTcA Ha BKNaake
AMC, K KOTOPOMY OHW OTHOCATCA.

Takum obpa3om, BMeCTe C BXOAHbIMU U BbIXOAHbIMU cUrHanaMmu Ha AMC MOXHO obecneuntb
0o 56 nap curHanos.

Mnatbl pacwMpeHrnsa MOXHO [00aBNATb MO OTAENbHOCTH MO Mepe HeOobBXOAMMOCTH UMK
nosgHee, 4O MakcumanbHoro uucna (no 3 Ha AMC).

Co3paHue AMC2 4W-EXT

[nAa KoHTponnepoB ¢ uHTepdencamu cuntbiBatenen Wiegand (AMC2 4W) MOXHO HacTpPOUTb
cneuuManbHble nnaTel pacwmnperna (AMC2 AW-EXT). Kaxabii U3 aTUX moaynen obecneunBaer
NOAKNOUEHWE UeTbipeXx A0MNONHUTENbHbIX cunTbiBaTenen Wiegand, a Takke 8 BXOOHbIX U 8
BbIXOAHbIX KOHTAKTOB. [103TOMY MaKCHMManbHOE UUCMO CUMUTbIBATENEN U OBEPEN,
nogkntoyaembix yepes AMC2 4W, MoXXHO goBecTy Ao 8.

3ameuaHue!

AMC2 AW-EXT HEBO3MOXHO MCNONb30BaTb B KAUECTBE aBTOHOMHOIO KOHTpOnepa, TonbKo
Kak pacwupeHue AMC2-4W. YnpaBneHue ABEPAMU U NMPUHATUE PELLEHUIN NO yNpaBNeHUto
[OCTYNOM OCyLLecTBNAET TONbKO KOHTponnep AMC2 4W.

AMC2 4W-EXT MOXHO ncnonb3oBaTb ToNbko BMmecTte ¢ AMC2 4W. Tak Kak JaHHaA nnarta
noafAep>XnBaeT TONbKO MHTepdenchl cunTbiBatener Wiegand, ee HEBO3MOXXHO MCMONb30BaTh C
BapunaHToM AMC2 4R4.

MopgobHo nnatam paclumMpeHunsa Beoga-Bbisoga (AMC2 81-80-EXT 1 AMC2 161-160-EXT) AMC2
AW-EXT noakntouaeTtcs uepes UHTepdenc pacumpednn AMC2 4W. Y gaHHow nnatbl
paclUpeHns HET HU COBCTBEHHOMW NaMATH, HU aucnnen. OHa NOMHOCTbIO yNpaBnaeTca
KOoHTponnepom AMC2 4W.

K kaxxgomy koHTponnepy AMC2-4W MOXHO noakntouutb ogHy nnaty AMC2 4W-EXT u go Tpex
nnart paclwMpeHua BBoAa-BbIBOAA.

Utobbl B cucteme cosgatb AMC2 4W-EXT, npaBoM KHOMKOMW MbIlK LWeNKHUTE B [TpoBOAHKUKE
HY>XHbIM poauTenbCcKui KoHTponnep AMC2 4W 1 B KOHTEKCTHOM MeH BbibepuTe HoBbIH
00beKkT > HoBas nnarta paclupeHus.

3ameuaHue!

KHonka #* Ha naHenu MHCTPYMEHTOB pefaKTopa AaHHbIX YCTPOMCTB UCNONb3yeTCA TONbKO AMA
nobaBneHus npoxodoB. MnaTtbl paclMpPeHUa MOXHO 400aBNATb TONbKO Uepe3 KOHTEKCTHOEe
MEHI0.
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MoABNAeTCA TaKoe e AManorosBoe OKHO Bblbopa, KaK AnA co3gaHuA nnat pacllMpeHusa BBoaa-
BbIBOAA, TONbKO B cnucke ana AMC2 4W cogepuTca 4ONONHUTENbHbIA 3TEMEHT
AMC_|008_4W.

AMC /O extensions

X

Iarne l Tvp | Murnmer 3| Add

AMC_IO08_011_1 | AMC_IO0G 1

AMC 1008 4% |
AMC 1016

Cancel ]

dnemeHT cnrucka AMC2 4W pnobaBnseTtcsa TONbKO OAWMH pa3, HO MOXHO AobaBuTb A0 Tpex nnat
pacliMpeHua BBoAa-BbIBOAA.

Mpu HaxkaTMm kKHonku [lo6aBUTb 0OaBNAOTCA HOBbIE 31IEMEHTbI cnucka. B cnyuae AMC2 4W
MaKCUManbHOEe unucno — 4, No3ToOMYy MOXHO CO34aTb ueTbipe 3anucuK ana nnatel AMC2 4W-EXT.
[Mnatbl pacwrpeHna HymepytoTcAa B nopAagke cosganua: 1, 2 unu 3. AMC2 4W-EXT nonyuaet
Homep O (Honb). Hymepauua curHanos AMC2 4W-EXT npogonkaetcsa ¢ HoMepa 3Toro
KoHTponnepa (c 09 no 16), Toraa Kak AnA Kaxaon nnatbl BBOAa/BbiBOAA HYMepaLusa
HauuHaetcAa ¢ 01. CurHanbl onA Bcex nnat pacllMpeHUnna TakxKe oTobpaXkatoTca Ha BKNagKe
CcoOTBeTCTBYlOLWEro KoHTponnepa AMC2 4W.

Takum obpasom, BMecTe C BXOAHbIMU U BbIXOAHbIMU curHanamu AMC2 4W MOXXHO
obecneunTtb 0o 64 nap cMrHanos.

U3meHeHMe U yaaneHue nnat paclinupeHus
Ha nepBoi BKNagke coep»KatcA ONMUCaHHble HWXKe 3MeMeHTbl ypaBneHua Ana HacTPOMKHU
nnaT paclwupeHus.

MapameTp Bo3mMoOXHble OnucaHue
3HaueHunA

MmA nnatbl OrpaHunueHHoe MoeHTUdUKaLMA N0 YMONUAHWIO rapaHTupyeT
andgaBWTHO- YHUKaNbHOCTb UMEHU, KOTOPOE, OHAKO,
LM poBOE 3HAUEHME: | MOXHO Mepe3anuncatb BpyuHyto. Yoegutech B
1-16 3HakoB YHUKaNbHOCTU naeHTUdMKaTopa. Ons

ceTeBbix coeinHeHu ¢ DHCP-cepBepamu
cnefyeT UCMONb30BaTb JAHHOE CETEBOE MMHA.

OnucaHue nnatbl andaBMWTHO- ITOT TeKCT oTobpaXkaeTcA B JAHHOM
undpoBoe 3HaueHue: |orBeTBneHmMn OPC.
0-255 3HakoB

Homep nnatbl 1-3 Homep nnatbl, nogkntoueHHon kK AMC.
Tonbko oTobpaxkaemoe none.

MCTOUHUK NUTaHMA 0 = BbIKMIOUEHO KOHTPONb HaNpPAXeHWA NUTaHKUA.
(cbnaxok B cnyuae anekTpuueckux npoboes B KOHLE
YyCTaHOBIEH) 3alepXKKK co3gaetca coobueHue.
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1 = BKNOYEHO [JaHHaa dyHKLMA KOHTpONA npeanonaraer
(dbnaxok ucnonb3oBaHue USV, NnoaToMy MOXET ObITb
YCTaHOBIEH) co3gaHo coobuieHue.

0 = 6e3 KoHTpoONA
1 = KOHTPO/Nb aKTUBUPOBaAH

Mogpasgenenue 3HaueHue no MprMmeHAeTcA TONbKO B TOM Cnydae, ecnu
ymonuaHuto — Obwee | hyHkuuA MogpasaeneHua nuLeH3MpoBaHa.

Bknagku «BxogHble curHanbl», «BbixogHble CUrHanbl» U «HaCTPOMKU CUIrHaANOB» UMEIOT MaKeT
1 DYHKUKUK, cOBMNaatoliMe C COOTBETCTBYOLMMU BKNaAKaMU KOHTPONNEPOB.

YpaneHue nnart paclwiUpeHUn
Mnaty paclWwWpeHUs MOXHO yAaNWTb, TOMbKO €CNIM HU OQWH W3 ee MHTEP(ENCOB He 3aHAT.
CHayana cBA3aHHble C HEM CUTHaNbl HEOOXOAMMO HACTPOWTb Ha ApPyro nnaTe. ToNbKo 3aTem

CTAHOBATCA AOCTYMHbIMW KHOMKA yaaneHus M NYHKT KOHTEKCTHOro MeHo YaanuTb
00beKT.

AMC2 4W-EXT

Tak Kak cuMTbiBaTeNM, 3aHMMaloLWMe NnaTbl pacliMpeHna, HeNb3A MO OTAENbHOCTU yAanAaTb U
NOBTOPHO HacTpauWBaTb, MX HEOOXOOMMO yAanuTb BMECTe C COOTBETCTBYHOLMMU NMPOXOAAMMU.
TonbKo nocne aToro MoXxHo yganute AMC2 4W-EXT.

2024-0515.5.0 |

Software manual Bosch Security Systems



Access Management System V5.5 CneunanbHble KOHMUrypauuu cuntoiBatena | ru 139

17 CneuuanbHble KOH(pUrypauum cuuTbiBaTens

171 BBepeHue

B cuctemax BIS 4.9 1 AMS 4.0 cuctembl ynpaBneHua goctynom Bosch no3sonatoT
Mcnonb3oBaTb HacTpanMBaeMble napameTpbl MIFARE DESFire. Mo)HO co3faBaTtb
3alMndpoBaHHble haknbl NapamMmeTpPoB C MOMOLLbIO AOMNOMHUTENBHOFO MHCTPYMEHTa
Bosch.ReaderConfigTool.exe. OH BXOAUT B KOMMNeKTbl yctaHoBKW ana BIS ACE 4.9, AMS
4.0 n bonee NO3OHWUX BEPCUN U UMEET COOCTBEHHYIO AOKYMEHTaLM0. TeKyL MM CNUCOK
COBMECTUMbIX CUMTbIBATENEN CM. B JOKYMeHTaLuu

B cnenytowmx pasgenax paccMaTpuBaeTcsa MCMONb30BaHWe pedakTopa yCTPOWCTB AnA
MMnopTa 3aMdpoBaHHOro anna napameTpoB U MPUMEHEHUA ero K nobomy Unv BCceMm
COBMECTMMbIM CUMUTbIBATENAM B MEPAPXMUU YCTPOMUCTB yNpaBneHnsa OCTYNOM.

17.2 CBOMCTBO cuuTbiBaTenA: flononHUTEnNbHblie NapaMeTpbl
cuuTbiBaTenn

JocTynHble Habopbl AOMNOMNHUTENbBHbLIX MAapaMeTPOB ANA COBMECTUMbIX CUMTbIBaTENEN
oTObpaXkatoTCA Ha COOTBETCTBYHOLMX CTPaHWLAaX CBOWCTB B pefaKTope YCTPOWCTB B pasaene
[JononHuTenbHble NapamMeTpbl CUUTbIBATENA.

Device data  Device type assignment

X |"BEQQ
] i’;:ﬁ LCTSL | Options | Door contro | Verfications | Addtional seings | Paim vein verfication | Offine Locking System | Key cabinet | Cards |
=g MAC
=52 AMC 4-Re-1
- Mame - [LCTSL1
£ DM 0121
[@ Deor1 Description:  [LCTSL
s LCTSLK-1
33 1CTSL-1
=53 AMC 4-R4-2
- DM 012-2
ﬂ Deor-2 Division: |Eurrlmn ;I
s -BPR-1
21 1.8PR-2 Type: [LCTSL: Lects Selectreader |
=53 AMC 4-R4-3
- DM 0123 Activate sncryption: [~
ﬂ Door-3
s HADP-1 Extended rader parmetens: ]— No extended parameters — j
nﬂa HADP-2 - No extended parameters -
Corfiguration Lishon

Puc. 17.1: JononHWUTeNbHble NapameTpbl CUMTbIBATENA

3HaueHMEM NO YMOMUYaHMUIO B pacKpbiBatloLeMCA CNMCKe ABNAeTCA No extended
parameters. 9TO eAMHCTBEHHOE 3HAUeHWe, eCnu Habopbl 4ONONHUTENbHbBIX NAapPaMeTPOB He
MMMNOPTUPOBAHDI.

Mpoueanypa

Utob6bl NPUMEHUTb UMMNOPTMPOBaHHbIM HAabop NapameTpoB K OTAENbHOMY COBMECTUMOMY
CUWTbIBaTENtO, BbIMNOMHUTE CrieaytolmMe 4eNCTBUA.

1. B penaktope yCTPOWCTB BblOepuTe HYXXHbIW CUMTbIBaTENb B lepeBe YCTPOUCTB

2. BbibepuTe nepByto BKNaaKy CBOMCTB

3. Bblbepute Tpebyembiit Habop NapaMeTpoB B cnucke [lONONHUTENbHbIE NapaMeTpbl

i

CUUTbiBaTenA

4. HaxmuTe kKHonky MpUMeHUTb Unu
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17.3 MmnopTt Habopa napamMmeTpoB CUUTbiBaTens
d®alnbl napaMeTpoB MMMNOPTUPYIOTCA M yAanNATCA TONbKO Ha ypoBHe DMS B uepapxuu
YCTPOWCTB.
MpepBaputenbHbie TpeboBaHUA
HocTyn K dphariny napaMeTpoB, YTBEP)KAEHHOMY ANA Ballel CUCTEMbI yNpaBneHusa AOCTYNOM.
Tun charna no ymonuaHuioo: .ReaderConfigSave
Mpouenypa
1. B pepaktope yCTPOWCTB LWENKHUTE NPaBOW KHOMKOW MblwK y3en DMS u BbibepuTe
UmMnopT Ha6opoB NapamMmeTPoOB CUUTbIBATENA B KOHTEKCTHOM MEH!IO.
OTKpoeTca BcnnbiBatowee okHo UMNopT HabopoB NnapamMeTpoOB CUUTbIBaTeNA.
2.  Haxmute Pain 1 HalguTe haln napameTpoB B NMPOBOAHMKE.
3. B oTBeT Ha 3anpoc BBeAMTe Naponb AnA anna napameTpos.
Ecnv naponb npaBWNbHbIN, B HUXHEN MOMOBWHE BCM/bIBAKOLLIErO OKHA 0TOOpasnTcA
cnegyrowan MHpopmauma:
—  CnuWCOK TUMOB CUMTbIBATENEN, K KOTOPbIM NPUMeEHAETCA Habop napamMeTpos.
- Wmna Habopa napameTpoB. B 3ToM AManoroBoOM OKHE ero MOXHO U3MEHMTb.
—  [pon3BONbHOE TEKCTOBOE OMNMUCaHWe, eCcnin co3gatenb Habopa napaMeTpoB NpeaocTaBun
ero. B aTom A1ManoroBom OokHe MOXHO A00aBUTb MU U3MEHUTbL ONMUCAHKE.
4. HaxmuTe kKHonky UMmnopT, uTobObl MMNOpTMpPOBaTh Habop NapaMeTpoB ANA AaNbHENLIEro
MCMONb30BaHWA CUCTEMOM yNpaBneHnsa AOCTYNOM.
- Habop napameTpoB MMMNOPTUPYETCA U COXPAHAETCA B CUCTEME yNpaBNeHWA JOCTYMOM.
—  OH pobaBnseTcA B CNUCOK AOCTYMHbIX HAOOPOB NapameTpoB BBEPX BCM/bIBAIOLLENO OKHa.
5.  HaxmuTe kHonky Bbixoa, uTobbl 3aKpbiTb BCMMbIBatlollee OKHO UMnopT HabopoB
napamMeTpoB CUUTbIBaTENs.
17.4 anMeHeHMe Ha60pa napamMmeTpoB K CUuuTbiBaTenaAm
BBepeHue
MMnopT Habopa napaMeTpoB B CUCTEMY YNpPaBNeHUA AOCTYNOM COXPaHAET ero ans
OanbHENLLIEro UCMONb30BaHWUA, HO HE MPUMEHSAET K CUMTbIBATENAM B cucTeme. [pumeHeHne
Habopa napamMeTpoB — 3TO AOMNONHUTENbHbBIM LWar, KOTOPbIA MOXHO BbIMOMHATE Ha Pa3nUUHbIX
YPOBHAX MepPaPXUU YCTPOMUCTB:
- DMS
-  MAC
- AMC
Ha ypoBHe DMS, MAC nnu AMC Habop napaMeTpoB MOXXET MPUMEHATLCA TONbKO K
NOAYMHEHHbBIM CUMTBIBATENAM TEX TUMOB CUMTbIBATENEN, ANA KOTOPbIX OH Obin co3faH. Bee
OoCTanbHble NOAYMHEHHbIE CUUTbIBATENM HE 3aTparMBatTCA.
MpepBaputenbHbie TpeboBaHUA
[onxeH ObITb UMMOPTUPOBaAH Habop NapaMeTpoB CUMUTbIBaTENSA.
Mpouenypa
1. B pepaktope yCTPOWCTB LWENKHUTE NPaBON KHOMKOW MbILIKW CUUTbIBATENb UMW YCTPOWCTBO
(DMS, MAC unu AMC), ubu cuuTbiBaTenu Tpebyetcsa napaMeTpusnMpoBaThb.
2. BbibepuTe YnpaBneHue HabopamMmu napameTpoB CUUTbIBATENA B KOHTEKCTHOM MEH!O.
3. B BepxHe# naHenu cnnucka Habopbl napameTpoB AnA TUNOB CUUTbIBaTenewn Bbibepute
Habop napameTpoB, KOTOpPbIM TpebyeTcA NPUMEHUTb.
COOTBETCTBYIOLLME CUMUTBIBATENM OTODPaXKatoTCA B HUXKHEW NTeBOM NaHenM CuMTbiBaTenw,
K KOTOPbIM MPUMEHUM 3TOT Habop nNapameTpoB.
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4. B cnucke CunTbiBaTenu, K KOTOPbIM NPUMMEHUM 3TOT HAbop napameTpoB BbibepuTe
CUWTbIBaTENM, K KOTOPbIM TpebyeTca NpUMeHUTb BbiIOpaHHbIM HAbOp NnapameTposB.

—  Ecnu KonuuecTBO cuuTbiBaTenen BeNUKO, UCMOMb3yWTe pacKpbiBatoWMeCca CNUCKU, UToObI
OrpaHWUKnTbL OTOBpPaKeHWe NOAUUHEHHBIMW CUUTBIBATENAMMU KOHKPETHBIX KOHTPONNEPOB
MAC vnun AMC.

5.  Wcnonb3ya KNaBWLLK CO CTPeNKamu, nepemectute BbibDpaHHble CUMTBIBATENN B HUXKHIOK
npaeyto NaHenb Bce cunTbiBaTenu, K KOTOPbIM NPUMEHEH BblOpPaHHbIW Habop
napamMmeTpoB.

3ameuaHue!

OTobOpaxkeHne COBMECTUMbIX CUMUTbIBATENEN

B cnucok byayT BKNOUeHbl CUMTbiBaTENM, COBMECTUMbIE C IaHHbIM HAOOPOM NapaMeTpoB.
Ecnu yctaHoBUTb chnaxkok MokasaTb Bce cUUTbIBaTeNu, Takxke OyayT oTobpakarbca
CuMTbIBaTENMU C APYrMMKU Habopamu napameTpoB. Mx cepbiMt hOH O3HAUAET, UTO OHWU OOCTYMHbI
TONMbKO ANA UTeHUs Ans BblOpaHHOro Habopa napameTpos.

17.5

6. Haxmute kHonky OK, uTobbl 3aKpbITb BCMMbIBaOLLLEE OKHO.

il

Ha6op napameTpoB NPUMEHAETCA KO BCEM CUMTbIBATENAM B cnucKe Bce cuuTbiBaTenu, K

7. B pemaKktope yCTPOWCTB HaXMUTe KHOMKY MpUMEeHUTb unu

KOTOPbIM NPUMeEHEeH BbiOpaHHbI Habop NapaMeTpoB B laHHOM BCMN/bIBalOLWEM OKHE.

YnpaBneHue Habopamu napamMeTpoB CUUTbIBaTeNs

BBepeHue

MpumeHeHWe HAabOPOB NapamMeTPOB MOXHO MEHATb Ha Pa3MIMUHbIX YPOBHAX MepapXuH
YCTPOWCTB:

- DMS

-  MAC

- AMC

M3meHeHuAa Ha ypoBHe DMS, MAC vnu AMC MOXHO MPUMEHATb K MOAUMHEHHbIM
CUMUTbIBaTENAM TEX TUMOB CUMThLIBATENEN, ANA KOTOPbIX ObiN co3aaH AaHHbIM Habop. Bece
OoCTalnbHble NOAUMHEHHbIE CUMTbIBATENM HE 3aTparMBatoTCA.

MpepBaputenbHoe TpeboBaHue
[onmxeH bbiTb UMMOPTUPOBaAH Habop NapameTpoB CUUTbIBATENA.

Mpouenypa

1. B pemaktope yCTPOWCTB LENKHUTE NpaBoW KHOMKOW MbIIKW CUUTbIBATENb UMK YCTPOUCTBO
(DMS, MAC unu AMC)

2. BbibepuTe YnpaBneHune HabopaMmu napamMeTpoB CUUTbIBATEeNA B KOHTEKCTHOM MEHIO.

3. B BepxHel naHenu cnucka Habopbl napameTpoB ANA TUMNOB cUUTbiBaTenensbibepuTe
Habop napameTpoB, KOTOPbLIN TPebyeTcA NPUMEHUTD.

—  [lpUMeHHUMble CUMTbIBaATENM OTODPAXKAKOTCA B HUXKHEN NeBoW naHenu CuuTbiBaTenw, K
KOTOPbIM NPUMMEHUM 3TOT Habop napamMmeTpoB.

—  CuuTbliBaTeNM, K KOTOPbIM YXXe NPUMeEHeH hainn napaMeTpoB, OTODpaXkatoTCA B HUXKHEN
npaBok naHenu Bce cuuTbiBaTenu, K KOTOPbIM NPUMEHEH BblOpaHHbIN Habop
napameTpoB.

4. BbibepuTe cunTbiBaTeNM B NIOOOM cnucke. Mcnonb3aya KnaBuLLKW CO CTPENKaMM,
nepemecTuTe BbiOpaHHbIE CUUTLIBATENM B HUXHUIK NpaBbli CNMCOK Bce cuuTbiBaTenu, K
KOTOPbIM NMPUMEHEH BblOpaHHbI# HAaboOp NapaMeTpPoOB WM U3 HETO.
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-  BAXXHO! Ob6asatenbHO 3aNOMHWUTE CUMUTbIBATENU, KOTOPbIE Bbl YOUpaeTe U3 cnucKka, Ans
nocnefHero wara B 3ToW npouegype.
5. 3aBepluB U3MEHEHUA, HaXXMHUTe KHOMKY OK, uTobbl 3aKpbITb BCNNbIBaOLLEE OKHO.

6. B penaktope yCTPOWCTB HAXXMUTe KHOMKY MPUMEHUTb unu B

- [aHHbli NapameTp NPUMEHAETCA KO BCEM CUMTbIBATENAM, KOTOPble OCTaBMeHbl B CMUCKe
Bce cuuTbiBaTenu, K KOTOPbIM NPUMeHeH BblOpaHHbIM Habop NnapamMmeTpoB.

—  OH ypanAeTcA U3 cuuTbiBaTeNnem, Kotopble ObinK ybpaHbl M3 AAHHOMO CrKCKa.

7. BbINONHWTE OQHO M3 CNEAYOLWMX AEUCTBUMI AN BCEX CUMTbIBATENEN, YOPaHHbIX U3
crnucka:

—  BbinonHuTe cOpoc K 3aBOACKMM HAcTpoMKaM Mo yMonuyaHuto, ucnonbaya DIP-
nepeknoyateny Ha CUMTbiBaTeNsX.

- TpuUMeHUTe K HUM Opyron Habop napameTpos.

3ameuaHue!

YoaneHve Habopa napamMeTpoB He MPUBOAUT K NepeHacTPOMKe UCMNONb3YHOLKUX ero
cuuTbiBaTENEN.

YpaneHHaAa KoHgUrypauus byaeT COXpaHATLCA B UCMOMNb3YIOLMX €e CUUTbiBaTENAX A0
BbINOMHEHMA cOpoca cuMThiBaTENSA UK MPUMEHEHWA APYroro Habopa napameTpos.

17.6 YpaneHue HabopoB napamMmeTpoB cuUTbiBaTens

d®alnbl napaMeTpoB MMMNOPTUPYIOTCA U yAanAoTcA TONbKO Ha ypoBHe DMS B uepapxuu

YCTPOWCTB.

MpenBapuTenbHblie TpeboBaHUA

Kak MUHUMYM OAMH chaln napaMeTpoB yXKe AOMKEH ObiTb MMNOPTUPOBAH B CUCTEMY

ynpaBneHus AOCTYMOM.

Mpouenypa

1. B pemaktope yCTPOMCTB LLENKHWTE NPaBOM KHOMKOW Mbllwn y3en DMS 1 Bbibepute
Yaanutb Habopbl NapaMeTPoOB CUUTbIBATENA B KOHTEKCTHOM MEHHO.
OTKpoeTcs BCNMbiBakllee OKHO YaanuTb Habopbl NapamMeTpOB CUUTbIBaTENs.

2. B cnucke Habopbl napamMeTpoB ANA TUNOB CUUTbiBaTenen BbibepuTe Habop
napamMeTpoB, KOTOpbIW TpebyeTca yaanuTb.

— B HWXHeN npaBow YyacTu BCMNMblBalOLWEro okHa otobpakatoTca BCe CUMTbIBATENM, K
KOTOPbIM B J@HHbI MOMEHT NMPUMEHEH (HacTpoeH) BbiOpaHHbIM Habop napamMeTpoB.

— O06sA3atenbHO 3aNOMHMUTE 3TWU CUMTbIBATENM, NMOCKOMNbKY NMocne yaaneHusa Habopa
napamMeTpoB NoTpebyeTca BbIMOMNHWUTb X COPOC MU MOBTOPHYIO HACTPOMKY. MNoapobHbie
CBe[leHUA CM. B NMOCNeAHEeM Liare 3Ton npoueaypbl.

3. HaxmuTe KHONKYy YaanuTtb

4. Haxmute KHOMKy Bbixop,

5. B pepaktope yCTPOWCTB HaXXMWUTe KHOMKY NMpUMeHuTb unu B

6. BbINoNHWTE OQHO M3 CneayoLnX AEUCTBUI ANA BCEX CUMTbIBATENEN, KOTOPbIE
MCNonb30Bany yaaneHHbli Habop napameTpos.

—  BbinonHuTe cHpoc K 3aBOACKMM HACTpOWKaM Mo yMonuaHuo, ucnonbays DIP-
nepekntoyaTenu Ha CUMTbiBaTeNsAX.

—  [pumeHUTe K HUM Apyron Habop napameTpos.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 CneunanbHble KOHMUIypauuu cuntoiBatena | ru 143

3ameuaHue!

YnaneHue Habopa napaMeTpoB He MPUBOAMT K MepeHacTPOMKe UCMOMb3yHLMX ero
cyuTbiBaTeNneu.

YpaneHHaa KOHUrypauma byaeT CoXxpaHATbCA B UCMONb3YIOLIUX €e CUMTbiBaTENAX A0
BbIMONHEHUA cOpoca cunThiBaTENA UMK NMPUMEHEHUA APYroro Habopa napameTpos.
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18

NMonb3oBaTtenbCKUe NONA ANA AaHHbIX nepcoHana

BBepeHue

[Mons gaHHbIX ANA NepcoHana MOXHO HacTpanBaTb MHOTOUMCIIEHHbIMUK criocobamu:

—  fBnAOTCA NW NONA BUAUMbIMHU, TO ECTb OTODPAXKAOTCA MM OHW B KNMEHTE B NMPUHLMME.

—  ABNAKOTCA MU OHM 06A3aTeNnbHbIMMU, TO €CTb MOXHO MU XPaHWTb 3aMucCb AaHHbIX, HE
BBeAA OOMYCTUMble AaHHble B 3TOM Mofe.

—  [onXHbl N1 3HAYEHUA, KOTOPble OHWM cofdepkaT, ObiTb YHUKaNbHbIMKU B MacluTabe
CUCTEMBI.

—  Kakue Tunbl gaHHbIX OHU cogepkaT (TeKCTOBble, AaTa U BpeMsA, LeNoUYMCNEeHHbIe U T. 4.).

— Tpe (Ha Kakow BKNajKe, B KAKOM CTONOLE U KaKOW CTPOKE) B KMUEHTE OHMU
oTobpaxkatoTcs.

—  Hackonbko bonbliMMKW OHU OTODOparkatoTcA.

—  byayTt nv paHHble MCNONb30BaTbCA B CTAHAAPTHbIX OTUETAX U rae.

KoHeuHo, Nno-npexHemMy MOXHO onpeaenTb COBEPLIEHHO HOBbIE MOMA AaHHbIX CO BCEMMU
yKasaHHbIMKW 34ecb aTpubyTamu.

18.1 MpepBapuTenbHbIX NPOCMOTP U PpeAaKTUPOBaHUe
HaCTpauBae€MbIX Noneu
MyTb K AMAaNOroBoMy OKHY
— TnaBHoe meHt > KoHdurypauusa > NMapameTpbl > HacTpanBaemblie nons
['NaBHOe OKHO pa3feneHo Ha ABe BKMaAKH
0630p 3Ta BKNadKa U ee BNoXeHHble BKNaaku (Aapec, KoHTakt, lononHUTenbHble
NUYHbIE AaHHble, [loNONHUTENbHbIE AAaHHbIEe 0 KOMNAaHUU, Mpumevanun,
KoHTponb kapT v [lononHUTenbHble CBeAEHUA) NOCTYMHblI TONbKO ANA UTEHUS U
cofepkat npumepHoe npeacrtasneHre suaa WYSIWYG («uTo BUMAMLIb, TO U
Nnonyuullib») O TOM, KaKWe laHHble byayT oTobpaXkaTbcA B KNUeHTCKoM O U Ha
KaKuX BKNagKax.
MogpobHo  STa BKNagKa COAEPXKWUT CMMUCOK pedakTopoB — MO OAHOMY ANA KaXAoro 3apaHee
onpeaeneHHoro UNu onpeaeneHHoro Nnonb3oBarenemM NonA AaHHbIX.
PepakTUpoBaHMUe CyLLECTBYIOLMUX NONen faHHbIX
Ha Bknagke HactpauBaemblie nona > Mopapo6HO y KaXKgoro nons AaHHbIX
(npeponpeaeneHHOro UNK onpeneneHHoro nonb3oBaTenemM) MMeeTcAa cobCTBEHHOE OKHO
penakTopa, rae MOXKHO U3MEHUTb aTPUOYThl 3TOro nons.
LllenkHUTe B pegakTope Nond, KoTopoe TpebyeTca U3MeHUTb. AKTUBHbIN pedakTop byner
BblaeneH.
[ |
Minimurm|
PepakTnpyemble aTpMbyThbl HacTpanMBaeMbIxX MNOMEN onucaHbl B cneaytollen Tabnuue.
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TeKcT MeTKu

OnucaHue

Mertka

MeTtka — 3T0 MeTKa Nons AaHHbIX B TOM BUAE, B KOTOPOM OHa oTobpaxaeTca
B KNnueHTe. Ee MOXHO cBODOAHO Nepe3anucbiBaTb B COOTBETCTBUU C
NPUHATON Ha 0ObEKTE TEPMUHOMNOTHEN.

Tuvn nonsa

Tun nonAa — 370 TUN AaHHbIX, onpeaenaeT AManoroBbii 3N1eMeHT
ynpaBneHus, KOTopblM onepaTtop byaeT ncnonb3oBaTb ANA CO34aHUA
3anucen B KnueHTe. KaxkablM TMN NonA npenocTtaBnAeT MHCTPYMEHTbI AnA
npoBeAeHUA NPOBEPKU ONpeaeneHHbIX BBOAMMbIX 3HAUEHWUM Ha
equHoobpasue ¢ Luenbio NPOBEPKU NPABUNbHOCTHU AaT, BPEMEHMH,
cobnoAeHUA ANUHbI TEKCTA M UMCNOBbIX OFPaHUYEHUN.
- TekcroBoe none
- Haxkmute KHOMKY C MHOrotoumMem pAaanom, yTOObI YKa3aTb
[OMNyCTUMOE UMCIO CUMBOOB.
- ®naxok
- Mone patbl
- Bpems
— Tone paTbl U BpeMeHHU
- NMone co cnuckom
- BBe,El,MTe B OTKPbIBLUEMCA TEKCTOBOM Mnone AonyctuMmblie 3HaUeHUA
ONA Ballero nons co cnuckoMm. Pasgenute ux 3anAaTbiMU UMK
CMMBONAMW BO3BpaTa KapeTKHu.
-  Uudposoii BBOA,
- BBeauTe MMHMManbHOE U MaKCUManbHOE 3HAaUEeHUA YUCNOBOro
BBOJA B COOTBETCTBYIOLMX MOMAX CO CUETUMKOM.
- KoHtponb 3gaHuAa 1 v KonTtponb 3gaHua 2
- 3T0 crneyuranbHble 3NeMeHThbl YyNpaBneHua, KoTopbiM 3a4ech (B
none MeTka) MOXHO NMPUCBOUTb APYTYHO METKY U KOTOPbIE MOXHO
CBA3aTb C KOMaHAaMKW B NOMb30BaTENIbCKOM MHTepdence KNMeHTa.
TakvuMm 0b6pa3oM MOXKHO NpeaoCcTaBUTb onpeaeneHHbIM
nonb3oBartensam (Uepes UX KapTbl) paspelleHMe Ha BbIMOMHEHWE
onpeneneHHbIX onepauui Ha obbekTe. B KauecTBe npuMepa Takux
onepauui MOXHO Ha3BaTb BKOUEHWE MPOXKEKTOPOB MU
KOHTPONb cneuManbHoro obopyaoBaHus.

Bupumoe

UToObl none gaHHbIX He OTOGDa)KaFIOCb B KNUeHTE, CHUMUTE 3TOT Cbl'la)KOK.

YHuUKanbHoe

Utobbl rapaHTMpOBaTh YHUKaNbHOCTb 3HAUEHUI, BBOAWMbIX B JaHHOM none,
yCTaHOBMWTe 3TOT chnaxkok. Mocne 3Toro cuctemMa byaet OTKNOHATbL BBOA,
noboro saHaueHus, KOTopoe yxe bblNo CoXxpaHeHo AnsA 3Ttoro nonsa B b6ase
OaHHbIX. Hanpumep, y KaXaoro cCoTpyaHUKa AONXKeH ObiTb YHUKaNbHbIN
YUETHbI HOMEp, a Yy TPaHCMNOPTHbIX CPEACTB — HOMEPHbIe 3HAKMU.

3eneHbl CBET 03HauaeT, UTo None AaHHbIX B HAcTosALlee BpemMA He
ucnonb3yeTcA B 6a3e AaHHbIX.

KpacHbli CBET 03HauaeT, UTo Nnone AaHHbIX B HacTosALee BpeMs
ucnonb3yetcs B 6ase faHHbIX.

OTobpakaTb B

Mcnonb3yiTe 3TOT pacKpbliBatoLWMWCA CMUCOK, UTOObI BbIOpaTh BKNaaKy
KMUEHTA, Ha KOTOPOK AOMKHO O0TOBpaXkaTbCA none AaHHbIX.
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TeKkCcT MeTKu OnucaHue

Tpebyerca |YcTraHoBMTE 3TOT haXkok, Utobbl caenatb BBOA AaHHbIX B 3TOM Mone
obsasatenbHbIM. Hanpumep, 3anncu BCex COTPYAHMKOB [OMXHbl COAepKaTb
UX paMuUnmMun. XpaHWUTb 3aNnUcCb JaHHbIX 6€3 haMUNTUU HEBO3MOXHO.
ObpaTtuTe BHMMaHKe, UTO peaakTop He MO3BONUT caenatb obAsaTenbHoe
none faHHbIX HEBUAMMbIM C NMOMOLLbIO pnaxkka Bugumoe.

[nAa ynobctea paboThbl HACTOATENbHO PEKOMEHAYeTCA NoMellaTbh Bce
obs3atenbHble NONA Ha NePBY BKNAAKY KNUEHTa.

PacnonoxxeHu | icnonb3yite cueturk Ctonbew 1 CTpoka, uTobbl pacnonoXuTb none

e OaHHbIX Ha BKNafKe, YKasaHHOM B pacKkpblBatowemMcs cnnucke OTobpaxaTtb
B.
OObpaTtuTe BHMMaHKe, UTO peaakTop He MNO3BONAET BbIOpaTb NONOXKEHUE,
KOTOpOE yXXe UCMONb3YeTCA, UMU NEPEKPbITb CYLLECTBYIOLLME NOMA AAHHbIX.
Mcnonb3ynte cuetumk LWupuHa (B npoueHTax), utoObl 3a4ath pasmMep
onpefeneHHbIX 3NeMEHTOB yNpaBNeHWA C BO3SMOXHOCTbIO M3MEHEHNA
pasmepa, Taknx Kak nonAa AaHHbix. 3HaueHue «100 %» o3HauaeT, uTo
3NEMEHT yNpaBneHWs 3aWMeT BCe NMPOCTPAHCTBO, KOTOPOE eLle He 3aHATO
METKOM MOnA AaHHbIX.

Pasmepbl Mcnonb3yhTe Nona co cueTuMkom Ans napametpos Cronbeuy v CTpoka,
uToObl YKa3aTb UMCNO CTONOLOB M CTPOK, KOTOPble AOMKHbI OblTb 3aHATHI Ha
BKNadKe C UMEHEM B pacKpbiBatollemca cnucke OTobpaxartb B.

ObpaThTe BHMUMaHWe, UTO PefaKTop He NMO3BONMUT NePeKpPbITh
CyLLecTBytOLlLME NOMA AaHHbIX.

Co3faHue U pefaKTUpPOBaHUe HOBbIX NONeEN AaHHbIX

Ha Bknagke HactpauBaemble nonsa > MoAapo6HO y KaXgoro nona gaHHbixX
(npeponpeaeneHHOro UNK onpeaeneHHoOro nonb3osaTtenemM) MMeeTca cobcTeeHHaa obnacTb
penakrtopa, rae MOXXHO M3MEHWUTb aTpUbYThl 3TOro nons.

Haxkmute kHonky HoBoe none, utobbl co3aaTb HOBOE HacTpauBaemMoe none ¢ COBCTBEHHbIM
penaktopom. Obnactb akTUBHOro peagakTopa byaeT BbigeneHa.

B 3ToM pefnaktope AOCTYMHbI Te e AManoroBble 31eMeHTbl yNpaBneHusa, uto v ans
penakTMpPOBaHUA CYLLECTBYIOLLMX MOMen AaHHbiX (cM. Tabnuuy Bbile), U elle OBa:

Ucnonb3oBaTb B oTueTax | YCTaHOBMTE 3TOT (NaXKoK, UTobbl oToOpaXkaTb HOBOe none
(dbnaxok) NaHHbIX B CTaHOAPTHbIX OTUETax.

MopaakoBbIi HOMep MNopsAAKoBbIM HOMep onpenenseT ctonbel, KoTopbin bygert
3aHMMarTb Mone AaHHbIX B CTaHOAPTHbIX OTUeTax.

3ameuaHue!
B HacTtonulee Bpemsa B KoHcTpyKkTOpe G6anpken 1 OTueTax noaaepKMBaroTCca TONbKO
nopagkoBble Homepa ot 1 go 10.
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18.2 MpaBuna gnA nonew AaHHbIX

- PacnonoxeHue nonem gaHHbIX
- Kaxpoe none MoxeT oTobpa)kaTbCA TONbKO Ha OAHOM BKNaaKe.
—  Kaxpoe HacTpauBaeMoe Nnone MOXeT NoABUTbCA Ha Ntobon JoCcTynHOM AnA Bbibopa
BKNagke.
— [lonAa MOXHO NepeMecTWUTb Ha ApYrve BKNaAKWU, USMEHUB 3aMnucChb B
packpbiBatoLlemMca cnucke OTobpakaThb B.
—  MeTKa MOXeT cofepxaTb Ntobon TeKCcT ANUMHOU He bonee 20 CUMBONOB.
— HacTpauBaemble TEKCTOBbIE NMOMA MOTYT coaepxaTtb Ntobon TeKCT AnuHOM He bonee 2000
CUMBOINOB.
- Jlioboe none MOXHO cenatb obA3atenbHbIM, O4HAKO HEOOXOAMMO YCTaHOBUTL €ro
dhnaxxok Bugumoe.

3ameuaHue!

HactoATenbHble peKoMeHAauun nepeq NPoAyKTUBHbIM UCMONb30BaAHUEM

CornacymnTe u onpeaenvrte TUMbl MONEN U UX Ha3HaAUYEHUWe, NPeXxae YeM COXPaHATb B HUX
OaHHble Kakux-nnbo nuu,.

Kaxxgoe none onA BBoAa AaHHbIX Ha3HAUaeTCA KOHKPETHOMY Monto 6asbl JaHHbIX, UTOObI
JlaHHble MOTTK ObITb HaWAEHbl Kak BPYUYHYIO, TaK M reHepaTopamu otyeToB. [ocne
COXpaHeHus 3anuMcen AaHHbIX U3 HacTpanMBaeMblx Nonen B base AaHHbIX 3TW nonA bonblie
Henb3A nepemellaTb UTM M3MeHATb be3 pucka NoTepu AaHHbIX.
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19

19.1

19.2

HacTpoiika ynpaBneHue YypOBHEM Yrpo3bl

BBepeHue

Llenb ynpaBneHMAa ypoBHEM yrpo3bl 3aKN0UaeTcsa B TOM, UTOObl 3dpheKTUBHO pearMpoBaTb Ha
ypesBblUalHble CUTyaLMK, BHOCA MTHOBEHHbIE U3MEHEHUA B paboTy NPOXOA0B BO BCEM
3aTpPOHYTOM obnactu.

KoHuenuuu ynpaBneHUs YpOBHEM Yrpos3bl

- Yrposa— 370 KpuUTMUecKana cutyauus, Tpebytollan HeMeANeHHOro U OAHOBPEMEHHOTO
OTKNUKa BCEX UMK HEKOTOPbIX MPOXOA0B B CUCTEME YNPaBNEHUA [OCTYNOM.

—  YpoBeHb yrpo3bl — 3TO peaKLMUa CUCTEMbI HA OXWAAeMYo CUTyauuto. KaxabiM ypoBeHb
yrpo3bl 4OMKeH ObITb TWATENbHO HACTPOEH TakKUM 06pa3oM, UTOObI KaXbl U3 MPOXOAOB
MAC 3Han, Kak pearvpoBaTb.

YPOBHM Yyrpo3 NOMHOCTbIO HAacTpPauBaKTCA, HANPUMeEpP CTaHAAPTHbIE BbICOKWME YPOBHM

Yyrpo3bl MOXXHO HaCTPOUTb cneayowmnm obpasom.

—  BnokupoBKa: BXOAWTb MOTYT TONbKO CNYy»0Obl ObICTPOro pearMpoBaHus C BbICOKUM
ypoBHeM 6e3onacHoOCTH.

—  3akpbiTHe: BCe iBepM 3anepTbl. Kak BxoA, Tak U BbIXod 3anpelleHbl Ana Bcex
YUETHbIX JaHHbIX C YpoBHEM 6e30MacHOCTU HWXKEe YKAa3aHHOTO.

—  JBaKyauMA: BCe BbIXOA4Hble ABEPU OTKPbLITHI.

—  CTaHOapTHble HU3KWE YPOBHU YrpO3bl MOXHO HACTPOWTbL CneaytoLlunm obpasom.

— CnopTMBHOE MEepPONpUATHE : ABEPU B CMOPTUBHbIE 30Hbl OTKPbLITHI, BCE ApYyrue
obnacTv 3almLLeHbl.
- Beuep pogutenei: fOCTYNHblI TONbKO BbiOpPaHHblE ayAUTOPUK U TMaBHbIW NMPOXOA,.

— MpepynpexpeHue o6 yrpose — 3T0 CUrHan TPEBOrU, KOTOPbIM aKTUBUPYET YPOBEHb
yrpo3bl. YNONHOMOUYEHHbIe NMla MOTyT aKTUBMPOBATb NpeaynpexaeHue ob yrpose ¢
NMOMOLLbIO KPAaTKOBPEMEHHOIO AENUCTBUA, HAaNpUMep B NONb30BaTebCKOM UHTepdence
onepatopa, C MOMOLLbI annapaTHOro curHana (HanpumMep, KHOMKKU) UMW NpeabABUB
crneunanbHyto TPEBOXHYIO KapTy Ha ntobom cuuTbiBaTene.

— YpoBeHb 6e30nacHOCTU — 3TO aTpUOyYT npochunen 6e3onacHOCTU BNagenbLeB KapT U
cuuTbiBaTENENW B BMAE Lenoro uncna B gvanasoHe 0-100. KaxablM ypoBEHb Yrpo3bl
yCcTaHaBNMBaeT ANA CUMTbiBaTENEN rMaBHOro KoHTponnepa goctyna (MAC) HaszHaueHHble
ypOBHU B6e30MacHOCTU. 3aTeM 3TU CUMUTbIBATENM NPELOCTaBNAT AOCTYN TONbKO NUUaM C
YUETHbIMW JAHHBbIMU TAKOTO e UNKn bonee BbICOKOTo ypoBHA 6e30MacHOCTHU, 334aHHOTO B
nx npocunax 6esaonacHocCTy.

- Mpodwmnb 6e3onacHocTu — 370 Habop aTpnbyTOB, KOTOPbIE MOXHO Ha3HAUWUTb TURY
nepcoHana (Mpodwunb 6esonacHocTu nuua), asepu (Mpocunb 6esonacHocTu ABepH)
unu cumtbiBatento (Mpodunb 6esonacHocTu cuntbiBaTena). MNpodunu besonacHocTH
perynupytoT cneaytolime TUnbl NOBeAeHWA ynpaBneHus AOCTYMNOM.

- YpoBeHb 6e3onacHOCTH, KaKk onpeaeneHo Bbille, ANA TMNA nuua, 4BEPU UMK
cuuTbiBaTENA

— YactoTta gocmoTpa. BepoATHOCTb CNyyalHOro 4OCMOTPa 3TUM TUMOM NuLa UNn
cuuTbiBaTena (B npoLeHTax).

0630p npouecca KoHUrypauum

[na ynpaBneHua ypoBHAMM yrpo3 TpebyloTca cneaylolme warv KoHdurypaumm, nogpobHo
ornucaHHble nocne atoro obsopa.
1. B pemaktope yCTpOWCTB

- OnpeneneHue ypoBHeW OMacHOCTH
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- OnpepeneHue npodunen 6esonacHoCTU ABepen

- OnpepeneHue npodunen 6e30NacHOCTU CUMTbIBATENEN

—  HasHaueHue npodunen besonacHoOCTH ABeEpPEN NPOXoaam
2. B pguanoroBom okHe «CUCTEMHbIE JaHHbIe»

- OnpepeneHune npodunen 6e3onacHoCTU nuy,

- HasHaueHue npodunen 6e3onacHOCTH N1l TUNAM NuL,
3. B AavanoroBbix OKHax AaHHbIX O MepcoHane

- HasHaueHWe TMMNOB NUL, COOTBETCTBYIOLIUM NKLIAM

— HasHaueHue TMMNOB NUL Fpynnam nuu,

Mocne ycnewHon HaCTPOMKK yNpaBneHus yPpOBHEM Yrpo3bl MOXHO OTCMEXMWBaTb U
KOHTPONMPOBATb TPEBOMM U COCTOAHMA YCTPOMCTB KOoHTponnepa MAC 13 npunoxeHua Map
View. MNogpobHble cBeAeHWA CM. B MHTEPAKTUBHOM cripaBke no Map View.

19.3 LUaru KkoHchurypauum B peaakrope yCTPOUCTB
B aToM pasgene onvcbiBaloTCA HEOOXOAMMbBIE WArk KOHMUIypaLuu, UCNoNb3yemble B
pefakTope YCTPOMCTB.
3ameuaHue!
[aHHble yCTpoMcTBa He MOTYT ObITb U3MEHEHDBI B PeaKTope YCTPOMCTB, Noka AeNCcTByeT
YPOBEHb Yrpos3bl.
19.3.1 Co3paHue ypoBHA Yyrpos3bl
B aToM pasgene onucbiBaeTcs, Kak co3faBaTb YPOBHUW yrpo3s Ans Bawero obbekta. MoxHo
cosfatb Ao 15 ypoBHeMn.
MyTb K AUANOroBOMY OKHY
— naBHoe meHIo > KoHdurypauusa > [laHHble yCTpOHCTBa
MNpoueaypa
1. BbibepuTte BNOXeHHYO BKNaaKy YPOBHHU yrpos.
—  OTobpasuTca Tabnuua «YpoBHU yrpo3». OHa MOXET cofepKaTb 40 15 ypoBHew
Yyrpos, y Kaaow U3 KOTOPbIX eCTb UMSA, ONMUCaHUE U PNAXKOK ANA aKTUBALMUW YPOBHS
yrposbl NOCne HaCcTPOMKM.
2. LUWenkHuTe cTpoKy BBeauTe Ha3BaHWE YPOBHSA Yrpo3bl.
3. BBeawute uMA, KOTopoe OyaeT MOHATHO onepaTopam CUCTEMDbI.
4. (HeobssatenbHo) B ctonbue OnucaHue BBeauTe Honee nonHoe onucaHne noBefeHUn
NPOXOAOB HA 3TOM YPOBHE yrpo3bl.
5. He ycrtaHaBnvBamnTe hnaxok AKTUBEH ceruac. CHauana BbIMOMHUTE BCe OCTalbHble LWaru
KOH(UIypaunuu Ana 3TOro YpoBHA Yrpos, Kak ONMCcaHo B CreayloLnx pasaenax.
6. Haxmute (CoxpaHuTb), uTobbl COXPaHWUTb HOBbIW YPOBEHb Yrpo3bl.
19.3.2 Co3paHue npochuna 6e3onacHOCTU ABepHU

B aTOoM pasgene onucbiBaeTcsa cosaHue npodunen 6e3onacHoCTU ANns pasNUUHbIX TUNOB
[iBEpen 1 onpeneneHne CoOCTOAHWUA, B KOTOpoe DyayT nepexonuTb BCe ABEPU OAHHOIO
npoduna Npu akTUBaLMKU onpeaeneHHoOro ypoBHA Yyrposbl.
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19.3.3

MyTb K AMANOroBOMY OKHY

FnaBHoe MeHI0 > KoHdurypauua > [laHHble yCTpoKCTBa

MpepBapuTenbHblie TpeboBaHUA

OnpepeneH xoTs Obl OAWH YPOBEHb YrpO3bl.
B nepeBe yCTPOMCTB HacTPOeH XOoTA Obl 04MH NPOXOoA.

Mpoueaypa

1.

BbibepuTte BnoxeHHyto Bknaaky Mpodunu 6e3onacHocTu aBepei.

— TnaBHOe AManoroBoe OKHO pasfeneHo Ha aBe obnacTv: Beibop v Mpodmnb
6e3onacHocTH gBepU (MMA MO YMONUAHUIO).

HaxxmuTte kHonKy Co3patb.

-  bypet cospaH HOBbIM Npodunb 6e3o0nacHOCTU ABEPU C UMEHEM MO YMOMUYaHUIO.

— Tabnuua YpoBeHb yrposbl Ha naHenu Mpodcdunb 6e3onacHOCTU ABepyU 3anonHAETCA
yXe cO34aHHbIMU YPOBHAMM Yyrpo3 BMeCTe CO 3HaUeHWMeM He onpeaeneHo AN
Kaxkgoro ctonbua CocrofaHue.

B obnactu Mpocdunb 6e3onacHocTh ABepu BBeAWUTe UMA TUNA ABEPU, KOTopomy byaeT

Has3HaueH 3ToT NPodUnb.

—  WmAa HoBoro npoduna otobpasutca Ha naHenu Boeibop. MNpu HeobxoaMmocTH ero
MOXHO YAANuTb U3 KOHMUIypaLuu, HaxxaB YaanuTb B 3TOM obnactu.

(HeobnAzaTtenbHo) BBeauTte onucaHue npoduna, ytobbl MOMOUb OonepaTtopam npaBUNbHO

Has3HauMTb NPodUnb.

Ecnu sToT npodunb AomkeH bbiTb Ha3HaUeH TYpHUKeTaM, yCTaHOBUTE diaxkok TYpHUKeT.
—  2TO NpPefoCTaBMT AOMNONMHUTENbHbIE NapamMeTpbl ANA LeNeBOro COCTOAHUA ABEPHU Ha
PasNUUHbIX YPOBHAX Yrpo3, HanpuMMep napameTpbl, NO3BONAOWME BXOLUTb UMK

BbIXOAWTb TONbKO MO OAHOMY MM TONbKO BMecTe.

B cTtonbue CocroAaHue Tabnvubl YpoBeHb Yyrpo3bl ANs KaXXA0Oro YPOBHSA yrpo3 BblibepuTe

noaxopnsliee LeneBoe COCToAHWE ANA BCEX ABEPEN AaHHOIO Npoduna npu

cpabaTblBaHWKW JAHHOTO YPOBHA yrpos.

Haxkmute (CoxpaHWTb) ANA COXPaHEHUA U3MEHEHUN.

MoBTOpPUTE NpoLUenypy, YTobbl CO3h4aTh CTONBKO Npoduien 6e3onacHoCTU ABEPU, CKOMbKO
CYyLLECTBYET TUMOB [BEPEN B Ballel KOHMUrypauuu. Huxke npencraBneHbl pacnpocTpaHeHHble
TUNbI ABEpen:

maBHanA oblleqocTynHas aBepb.
DBaKyalMOHHbINM JOCTYN UM3BHe.
LocTyn B aygutopuu.

OOWMM OOCTYN K CNOPTUBHOMN apeHe.

Co3paHuve npocuna 6e30MNacHOCTU CUUTbIBaTens
B aTom pasgene onucaHa npoueaypa cosgaHuna npodunert 6e3onacHoCTU AnA pasnnuHbIX

TMMNOB CUMUTbIBaTENEN. I'Ipodwmw 0e30nacHOCTU cuMTbiBaTENEN onpenenAarT cnegyouwiune

aTpubyTbl cuMUTbIBaTENEN ANA KaXKA0ro YPOBHA Yrpos3bl.

MWHUManNbHbIM YpoBEHb 6€30MaCHOCTU, HEOOXOAMMbIN YUETHbIM AaHHbIM ANA NONyYeHun
[OCTyrna Ha cuMThbiBaTene.

KoadhduumeHT nocMoTpa, T. €. NPOLEHT BnadenbLeB KapT, KoTopble OyayT BbiOpaHbl
cnyyamHbiM obpa3om Ans AONONHUTENbHOM NPOBEPKU DE30MacHOCTH.
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19.3.4

- Mpumeuanue. Yactota fOCMOTpPa, 3agaHHasA B npod)mne 6e3onacHoOCTHU cuuTbiBaTens,
nepeonpengenAaeTt 4actoty, 3afaHHYKO Ha CaMOM CUMUTbIBaTerne.

MyTb K AUANOroBOMY OKHY
— naBHoe meHio > KoHdurypauusa > [laHHble yCTpOHCTBa

MpepBaputenbHble TpeboBaHUA
— OnpepgeneH xoTa Obl OAMH YPOBEHb Yrpo3bl.
- B pepeBe yCTPOWMCTB HAcTpoOeH XoTA Obl 0OAWH NPOoXo[.

Mpouenypa

1. Bbibepute BnoxeHHyo Bknaaky Mpodunu 6e3onacHoOCTU cunTbiBaTenemn.

— [naBHOe OManoroBoe OKHO pasfeneHo Ha aBe obnactv: Beibop 1 Mpodunb
6e30nacHOCTU cuuTbiBaTena (MMA Mo yMONUaHu1io).

2. Haxmwute KHonky Co3partb.

—  bypet co3pgaH HOBbIM Npodunb 6e30NacHOCTU CUMTBIBATENA C UMEHEM MO
yMONUYaHuIo.

-  Tabnvua YpoBHM yrpo3 B obnactv Mpocunb 6esonacHocTu cuuTbiBaTens
3aMoNnHAETCA yXKe CO34aHHbIMW YPOBHAMM Yrpo3, a TakKe 3HaUYeHWeM Mo yMOonJyaHuto
0 onA KaXkgoro M3 HUX B cTonbuax YpoBeHb 6e3onacHocTn v YacToTta gocmoTpa.

3. B ob6nactu Mpocunb 6Ge3onacHOCTU cuuTbiBaTeNA BBeAWTE UMA TUMNA CUMTbIBATENS,
KOTOpoMy OyZeT HasdHaueH 3TOT Npodunb.

- Mwm#aA HoBoro npoduna otobpasuTca Ha naHenu Boibop. Mpu HeobXxoaUMOCTH ero
MOXHO yAanuTb U3 KOHMUIypaLuuK, HaxkaB YaanuTb B 3ToW obnacrtu.

4. (HeobssatenbHo) BBeguTte onucaHune npoduna, utobbl mMoMoub onepartopam npaBUNbHO
Ha3HauUMTb NPOdUNb.

5. B cTonbue YpoBeHb 6e3onacHocTH Tabnuibl YpoBeHb Yyrpo3bl AN1A KaXaoro ypoBHA
yrposbl BblbepuTe MUHUManNbHbIM YpoBeHb Be3onacHocTH (Lenoe umcno B AuanasoHe 0—
100), KoTOpPbIM HeEODXoAUM onepaTtopy, UTobbl paboTaTb CO cuMTbiBaTENEM AAHHOTO
npodunAa Npu akTUBaLMK 3TOTO YPOBHSA Yrpo3bl.

6. B cTtonbue YUactota gocmotpa 1abnuvubl YpoBeHb Yyrpo3bl 4N1A KaXA0ro ypoBHA yrpo3bl
BbibepuWTE NPOLEHT BNaenbLUeB KapT, KOTopble byayT BbIbUMpaTbCcA cunTbiBaTENEM
cnyyalHbiM 06pa3omM AnsA AOMNONHUTENbHOW NPOBEPKU H€30MaCcHOCTU NPU aKTUBaLMUK
3TOro ypPOBHA Yrpos.

7. Haxmute (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

HasHaueHue npocdunen 6e3onacHoCcTy ABepen U cuuTbiBaTenem npoxoaam
B atom pasnene onmncblBaeTCA, Kak Ha3HaA4YUTb I'IpOd.)VIFIVI besonacHoOCTH ,qeepeﬁ u
CUMUTbIBaTENEMN ABepAM U CUUTbIBATENAM Ha KOHKPETHbIX nMpoxoaax.

MepBana nognpouenypa 3akntoyaeTcs B TOM, UTobbl MAEHTUULUMPOBATb U OTPUNBTPOBATL
Habopbl NPOXOA0B, KOTOPble TpebyeTca Ha3HauWTb, a BTopanA npoueaypa — B TOM, UTOObI
caenartb Ha3HayveHuA.

Kpome TOro, Bbl MOXeTe NPOCMOTPETb COCTOAHUA, YPOBHHU 0e30MacHOCTHU M UacToThl AOCMOTpPa
BbIOpaHHbIX MPOX0OA0B, KOTOpble DyayT 3aA4aBaTbCA PA3MUHbIMU ONpPeaeneHHbIMU YPOBHAMM
yrpos, HaCTpOeHHbIX BaMH.

MyTb K [UANOroOBOMY OKHY
- FnaBHOe MeHI0 > KoHcurypauua > [laHHble yCTPOMCTBA
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MpepaBaputenbHble Tpeb6oBaHUA
—  OnpepneneH xoTa Obl OINH YPOBEHb Yrpo3bl.
— B nepeBe yCTpOMCTB HACTPOEH XOTA Obl OAWH NPOXO[.

Mpouenypa

1. B pepeBe yctpolcTB Bbibepute DMS (KopeHb AepeBa yCTPOMUCTB).

2. B rnaBHOM AManoroBoM OkHe BbibepuTe BKNaaKy YnpaBneHue ypoBHEM yrpos.

- B rnaBHOM AManoroBoM OKHe MOABATCA HECKONMbKO BMOXEHHbIX BKNAOOK.

Moanpouenypa 1: BbIGOp NpoxonoB ANA Ha3HAUEHUA

1. Bbibepute BnoxeHHble Bknaaku Mpoxoabl.

— TnaBHOe AManoroBoe OKHa pasfenuTca Ha ABe obnacTtv: YcnoBuAa dunbTpa v
Tabnuuy co BceMu npoxoaamMu, KoTopble ObiNM co3aaHbl B CUCTEME.

2. (HeobnasatenbHo) B obnacti YcnoBusa chunbTpa BBELUTE KPUTEPUK, UTOOBI OFrPaHUUUTD
Habop npoxonos, oTobparkaeMblx B Tabnuue, B HUXKHEW YaCTM AMANOroBOro OKHa,
Hanpumep:

- YcTaHOBUTE UMW CHUMUTE hbNaXkKku, onpenenstolme, otobpaxarTca nv B Tabnuue
BXOAHble CUUTbIBAaTENU, BbIXOAHbIE CUUTbIBATENU W (UNH) ABEpPHU.

-  BBepuTe cMMBONbHbIE CTPOKMU, KOTOPbIE AOMKHbI MPUCYTCTBOBATb B UMEHAX
npoxoaoBs, obnacten, Nnpounen unu cuMTbiBaTeNemn BCeX BXOAO0B, NEPEUNCTEHHbIX B
Tabnuue.

—  YCTaHOBWUTE UMW CHUMUTE (PNAXKOK, onpedenatowmii, otobpaxatotca nu B Tabnuue
OBEPU M CUMTbIBATENM, KOTOPbIE elle He HACTPOEHbI.

3.  Haxmute MpumeHUTb pUnbTp, UTOOLI OTPUNBTPOBATE CIMCOK MPOXOAO0B, UTK HAXKMUTE
C6pocutb hunbTp, UTOOLI NPUCBOUTL INEMEHTAM yNpaBneHusa punbTpaM 3HaueHus no
YMONUaHWIo.

Mpoueaypa 2: Ha3HaueHUue npoduner 6esonacHOCTU BbIGPaHHbIM Npoxoaam

MpenBaputenbHoe TpeboBaHWe. HazHauaeMble NPOXoAbl Dbl MOAEHTUPULMPOBAHbI U

oTobOpaxkaroTcA B TabNu1LE B HUXKHEN YaCTW MANOroBOro OKHa.

ObpatuTe BHUMaHKe, UTO Kaxkabli Npoxod obblUHO COCTOWT M3 ABepu MK Bapbepa U ogHOro

MNU HECKONbKKUX CuMTbiBaTeNnen kapt. O4HAKO Y HEKOTOPbIX CMeLUanM3npoBaHHbIX TUMOB

NPOX0A0B, TaKUX KaK TOUKK cbopa, OHW MOTyT OTCYTCTBOBATb.

1. B cton6ue Mpodunb 6e3onacHOCTU ABEPU UNU CUUTbIBATENA LLENKHUTE AUENKY,
COOTBETCTBYIOLLYIO ABEPU UMW CUMUTBIBATENIO, KOTOPbLIM TpebyeTcA Ha3HauUuTb.

2. BbibepuTte npocdmnb 6e30nacHOCTH ABEPU UMK CUMTBIBATENA M3 pacKpblBatoLwwerocs
CnUCKa AYENKHU.

(Heob6as3arenbHo) MpeaBapuTenbHbli NPOCMOTP NOBEAEHUA ABEper U CUMTbIBaTenemn Ha

pasnuuHbIX YPOBHAX Yyrpos3

Ctonbubl B NnpaBoM yacTy Tabnuubl 4OCTYMHbI TONBbKO ANA UTeHUA. B HUX oTobpakatoTcA

cocTofiHWe bnoknpoBku (Pexxum), ypoBeHb 6€30NacHOCTU M UACTOTa [OCMOTpA ABEPEN U

cuuTbiBaTenen B Tabnuue, kotopble ObinK Bbl akTyanbHbIMKU, ecnn Bbl 3TOT YPOBEHb Yrpo3bl

6bin BbibpaH B cnucke BoibepuTe ypoBeHb yrpo3bl ANA CBEAEHUN.

MpenBaputenbHoe TpeboBaHue. Mpoxoabl, KOTOPble Bbl XOTUTE MPOCMOTPETb, ONPeAeneHbl 1

oTobpaxkatoTca B Tabnuue B HUXKHEN YacTh AMANOroBOro OKHa.

» B cnucke Bbibepute ypoBeHb yrpo3bl AnA cBegeHUi BbibepuTe ypoBEHb Yyrposhl,
KOTopbIM TpebyeTcA NpoCcMOTpeTh.

= B T1abnuue otobpaxkaetcsa coctoAHWe BNOKMPOBKU ABepel (Pexum), a TakKe YPpOBEeHb
6e30MacHOCTH 1 YacToTa AOCMOTPA CUMTbIBaTENEN, KOTOpble ObiNK Obl akTyanbHbl, KOT4a
BblOpaH 3TOT YPOBEHb Yrpo3bl.
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19.3.5

Ha3HaueHue ypoOBHA yrpo3bl annapaTHOMY CMrHany
B atom pasanene onucbiBaeTCA, KakK Ha3HauunUTb annapaTHbuZ BXO}J,HOVI CUIrHan anAa aktuBauuu
WUNW OTMEHbl NpeaynpexaeHua ob yrpose.

MyTb K AUANOroBOMY OKHY
— T'naBHoe meH > KoHdurypauua > [laHHble yCTPOUCTBA

MpepBapuTenbHblie Tpe6oBaHUA
- OnpegeneH xoTa bbl OOMH YPOBEHb YrPO3bl.
- B paepeBe yCTPOMCTB HAcTPOEH XOTA Obl OAWH NPOXo[.

Mpouenypa
1. B pmepeBe ycTpoWCTB BbibepuTe npoxopd, noa KoHTponnepom AMC, BXxogHble CUTHanNbI
KoToporo TpebyercA Ha3HaAUUTb.
2. B rnaBHOM AManoroBoM oKHe BblbepuTe BKNaaKy TepMuUHanbl.
—  [oABuKTCA Tabnuua NpoxoaoB U CUTHaNOB.
3. B cTpoke curHana, KotTopbii TpebyeTca Ha3zHauuTb, LIENKHWUTE AUEKYy BXOAHOro CUrHana.
— B packpbiBaloleMca CUCKe COAEPXKUTCA KoOMaHaa YPOBEeHb Yyrpo3bl: OTKMIOUUTb U
YpoBeHb yrposbl: <name> A/1A KaXO0ro YPOBHA Yrpo3bl, KOTOPbIM Obin onpeagenex
paHee.
- KomaHaa YpoBeHb yrpo3bi: OTKNIOUUTb OTMEHAET BCE TEKYLLMUE YPOBHU yrpo3.
4. HasHaubTe KOMaHabl TpebyeMblM BXOAHbIM CUrHanam.

5. HaxmuTte (CoxpaHuTb) ANnsA CoXpaHEHUA U3SMEHEHUN.

3ameuaHue!

OrpaHuueHune gna DM 15

Mogenb asepu 15 (DIP/DOP) B HacTosALLlee BPpeMs He MOXEeT MCMNOoNb30BaTbCA A/1A aKTMBaL UK
YPOBHA Yrpo3bl.

194

19.4.1

dTanbl HaCTpOﬁKM B AUaNOroBbiX OKHaxX CUCTEMHDbIX OdHHbIX

B aTom pasgene onucbiBaeTcA, Kak co3gaTtb npod)unu 6e30nNacHOCTU NUL, U HA3HAUUTb UX
TUNam nuu.

Co3paHue npocuna 6e30MacHOCTU NULaA

MyTb K AUANOroBOMY OKHY
— TnaBHoe MeHI0 > CucCTeMHble AaHHble > NMpodunb 6ezonacHoCcTH NUua

MpepBapuTenbHblie Tpe6oBaHUA

Mpodurnu 6esonacHOCTM N1l TPebyoT TWATeNbHOro NNaHUPOBaHUA W NpeaBapUTENbHOM
HACTPOMKHM, NMOCKOINbKY OHW OKa3blBalOT BAXXHOE BMAHUE HA paboTy CUCTEMbI B KPUTUUECKHUX
CHUTYyauMsaX.

Mpouepnypa

1. Ecnu oManoroBoe OKHO Y)XXe COAEPXUT AlaHHble, HaXXMUTE [2,) (Co3spgatb), utobbl
OUMCTUTb ero.
2. BBseauTe UMA HOBOTO NPOdUNA B TEKCTOBOM none «MMsa npoduna 6e30nacHOCTU»:
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3. (HeobsazatenbHo) BBeguTte onucaHue npoduna, utobbl MOMOUb onepaTtopam npaBUNbHO

Ha3HauWTb NPOdUnb.

4. BseauTe uenoe uucno ot 0 go 100 B none YpoBeHb 6€30MacHOCTH.

—  C yueToM TOro, UTto Braaenbly KapTbl paspeLlleHo UCNonb30oBaTbh NPOXOM4, 3HaUEeHU s
100 mocTaTouHO, UTObbI NONYYUTb AOCTYN K NOOOMY CUMTbIBATENIO, AaXe eCcnu B
HacToslllee BpeMs yCTaHOBMEH ypoBeHb 6esonacHocti 100.

- B npotMBHOM cnyuyae ypoBeHb 6€30MacHOCTM B npodune 6esonacHocTv nuua
Bnagenbla KapTbl 4OMKEH OblTb paBeH UKW Oonblue TEKYLLEMY YPOBHIO
0e30MacHOCTU CuMTbIBaTENS.

5. Baeaute uenoe uucno ot 0 go 100 B none Yacrtora AocmoTpa.

—  TMpumeuaHue. YactoTa gocMoTpa npouna nuua ABNAETCA BTOPUUHOM ANnsa npoduna
cuuTbiBaTena. B Tabnuue HWXe onucbiBaeTcs B3aMMOAENCTBUE ABYX UacTOT
nocmoTpa npoduns.

6. Haxmute (CoxpaHuTb) ANsA COXPaHEHUA U3MEHEHUMN.

B3aumopgencTBME UacToT JOCMOTPaA AnA npodunein 6e3onacHOCTU NUL U CUUTbIBaTenemn

YactoTta gocmotpa (%) B YacTtoTa gocmoTtpa (%) B Nuuo BbIGpaHoO onA
npodune 6e3onacHoCTH npodune 6e3onacHocTU LOMNONHUTENbHbIX NPOBEPOK
cuuTbiBaTensa nuuya 6e3onacHocTu?

R P
0 Mobown Hert
100 Niobon Oa
1..99 0 Hert
1..99 100 Oa
1..99 1..99 Bo3moxxHan
BeposaTHocTb = MAX(R,P)

19.4.2 HasHaueHue npocnuna 6esonacHOCTU NUUA TUNY NepcoHana

MyTb K AMAaNOroBoMy OKHY
- FnaBHoe MeHI0 > CUCTeMHbIe AaHHble > TUN nepcoHana

Mpouenypa

MpumeuaHue. 10 UCTOPUUECKKUM NPUUMHAM UAEHTUDUKATOP COTPYAHUKA 30eCb ABNAETCA

CMHOHWMMOM TUNA NepcoHana.

1. B T1abnuue CraHpaptHblie ID coTpyaHukoB unu B Tabnuue NMonb3oBarenbckue ID
COTPYAHUKOB BbibepuTe Auekky B cTonbue Uma npocuna 6esonacHocTw,
COOTBETCTBYHOLLYIO Tpebyemoro Tuny nepcoHana.

2. BblbepuTte npodurnb 6e3onacHOCTM NMua M3 pacKpbiBaloLWeroca cnucka.

— [loBTOpUTE 3Ty NpoLeaypy ANnA BCeX TUMNOB COTPYAHWKOB, KOTOPbIM TpebyeTtcsa
npodunb 6eszonacHocTH nuua.

3. Haxmure (CoxpaHuTb), UTODObI COXPaHUTb Ha3HaUeHMUA.
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19.5 Llaru KkoHcpurypaumum B AMaNoroBbiX OKHaX AaHHbIX O
nepcoHane

B aTom pasgene onucbiBaeTcA, 3anmMcu O nMLBAX, CO34aBaeMble B CUCTeMe, MofyyaroT
npocbunb 6e3onacHOCTU NULA B COOTBETCTBUU C TUMOM nepcoHana.

MyTu K AManoroBbiM OKHam

— TnaBHOe MeHIO > [laHHble 0 nepcoHane > luuya

— [naBHoe meHIo > [laHHble O nepcoHane > Fpynna nuy,

MpumeuaHue. 10 UCTOPUUECKUM NPUUMHAM UAEHTUPUKATOP COTPYAHMUKA 34eCb ABMAETCA
CMHOHWMMOM THUNA NepcoHana.

Npoueaypa

Bce 3anvcu cOoTpyAHUKOB, CO3MlaHHble B CUCTEME, AOMXKHbI MMETb TUN NepcoHana.

1. YbeauTtecb, UTO CUCTEMHbIE OMepaTopbl Ha3HAuUaloT TONbKO TUMbI NepPCcoHana, KoTopble
6binKn cBA3aHbl C npodhunem 6e30NacHOCTU NUUa B [ManoroBoM okHe FnaBHoOe MeHIo >
CuctemHble gaHHble > Tun nepcoHana.

2. [ononHuTenbHble CBeAeHUA O CBA3biBaHWU Npodiunei 6e3onacHOCTU NUL, ¥ CO3aHWUM
3anucen COTPYAHUKOB LLENKHWUTE CNeayloLMe CChINKMU.

Cwm.
—  HasHaueHue npoghunsa bezonacHocTu nuuya tuny nepcoHana, CrpaHuya 154
—  Cos0aHue OaHHbIX nepcoHana u ynpasneHue umu, CtparHuya 205
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Rl?ﬂcgpoﬁka Milestone XProtect aona ucnonb3soBaHus

BBeneHue

B 37O rnaBe onucbiBaeTcA, Kak HacTpouTb Milestone XProtect gna ucnonb3oBaHua PYHKLKUN
ynpaBneHusa goctynom AMS.

Moagknoyuaembld Moaynb, NpenoctaBnsembld AMS, HO ycTaHOBNEeHHbIM Ha cepBepe XProtect,
nepepaet cobbiTMA 1 KoMaHabl B AMS 1 Bo3BpaluaeT pesynbTtatel XProtect.

P Plugin
° —S

AMS XProtect

=[] =

KoHurypaumsa coCcToUT U3 Tpex 3TarnoB, KOTOPble OMUCaHbl B CNeAylLWMX pasgenax:
—  YcrtaHoBKa obuienoctynHoro ceptudmnkara AMS Ha cepBepe XProtect.

—  YcrtaHoBKa nogkntouvaemoro mogyna AMS Ha cepsepe XProtect.
- Hactpoika AMS B npunoxeHuun XProtect.

3ameuaHue!

MoTeHUuManbHaA HECOBMECTMMOCTb MOAKI0UAaeMbIX MOAYyNen U3 pa3HbiX UCTOUHUKOB
Mogkntouaemblie moaynu Milestone XProtect paboTtatoT He B MU30NTMPOBAHHOW cpeae, T. €. OHU
He NOMHOCTbIO U30MMPOBaHbI ApPYr OT Apyra. [103ToMy Npu 3anycKe HECKOMbKKUX
NMOAKNOUAEMbIX MOAYNEN C pasnuMuHbiMKU BepcuamMK TexHonorku .NET, a TakXe ee NakeToB U
6ubnuoTtek Ha ogHoM cepBepe Xprotect MOryT BO3HMKaTb NporpammMHbie oWnbku. KomnaHusa
BOSCH moxeT rapaHTMpoBaTtb NpaBUIbHOCTb paboTbl nogkntouyaemoro moayns AMC Tonbko
NpW OTCYTCTBUM APYrMX YCTAHOBMEHHbIX NOAKNOUAEMbIX MOAYNEN.

MpeaBaputTenbHblie TpeboBaHUA

-  AMS yctaHaBnMBaeTCcA U NULEH3UPYETCA.

—  XProtect yctaHaBnnBaeTCA U NULEH3UPYETCA HA TOM XK€ KOMMbIOTEPE MNU HA OTAENbHOM
KoMnbloTepe.

- Mexagy obeumu cuctemamu CyLLeCTBYET CETEBOE MOAKMIOUEHHE.

—  YcrtaHoBka FQDN no ymonuaHuto He nogaepkmuBaetca. [pu ycTaHOBKe B cpefie AOMeHa
pekomeHayeTcsa obpaTuTbcA B CNy»X0y Noanep»KKu.

YcTaHoBKa obweaoctynHoro ceptucpukara AMS Ha cepBepe XProtect
ObpatuTe BHUMaHKe, uTo 3Ta Npouenypa TpebyeTcAa TONbKO B TOM cnyuvae, ecnv AMS paboTtaet
Ha APYroM KOMMblOTEpEe.

1. CkonupynTte camnn ceptudukara c cepsepa AMS
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management
System\Certificates\Bosch Security System Internal CA - BISAMS.cer
Ha cepBep XProtect.
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© >N o

Ha cepBepe XProtect gBaxkabl WenkHUTe hann ceptuduKkara.

[MoABnAeTcA MacTep cepTUUKATOB.

HaxmuTe YcTaHOBUTb cepTUdMKaT...

OTKpoeTca MmacTep UMnNopTa cepTUPUKaTOB.

BblibepuTe NokanbHbl# KoMmnbloTep B nofe MecTtonono)eHue XpaHUNULA U HaXXMUTe
Danee

Bbibeprte PaamecTutb BCce cepTUdUKaThl...

Haxmunte O630p...

BbibepnTe [loBepeHHble KOPHEBbIEe LEeHTPbl cepTUUKaLUmu 1 Haxkmute OK
HaxxmuTte KHONKy Nanee

[MpocMoTpUTE CBOAKY HACTPOEK U HaxXmuTe FoToBO

YcraHoBKa nogkniouaemoro mopyna AMS Ha cepBepe XProtect

CkonupymTe hann HaCTPOMKH

AMS XProtect Plugin Setup.exe

C yCTAHOBOUHOTrO HocuTena AMS, cooTBeTCTBYytoLLErO Bepcuu AMS, KoTopana AoMKHA ObiTbh
noakntouyeHa K cepsepy XProtect.

BbinonHute chann Ha cepsepe XProtect.

OTKpoeTCcA MacTep HaCTPOMKMU.

B mMacTepe HacTpokku ybeautechb, uto noakntovaembld moaynb AMS XProtect nomeueH
ONA yCTaHOBKMW U HaxxmuTe Oanee.

MoABWTCA NUUEH3WOHHOE COrnaleHne KOHeUYHOoro nonb3oparena. HakmMuTe KHOMKY
MpuUHATb, UTOObI MPUHATL YCNOBKUA COrNalleHns, ecnu Bbl XOTUTE NMPOAONKUTb.

MacTep oTobpaxaeT NyTb yCTAHOBKMW MOAKIHOUAEMOro Moayna nNo yMonuyaHuto. Haxmute
KHonKy Janee, utobbl NPUHATL MNYTb MO YMONUAHUIO, UMM HAXXMWUTE KHOMKY O630p, UuTOO I
M3MEHWUTb ero, npexae yueM HakaTb Janee.

MacTep NoATBEPAWT, UTO OH cobupaeTcA yCTaHOBUTb NoAKntouaeMbln Moaynb AMS
XProtect.

HaxxmuTe YcTaHOBUTD.

[loxxanTecb NOATBEPXKAEHMA 3aBEPLUEHUA YCTAHOBKK U HaXkmuTe FoToBO.

Mepesanyctute cny»by Windows ¢ umeHem Milestone XProtect Event Server.

Hactpoiika AMS B npunoxeHnuu XProtect

1.
2.

B knueHTe ynpaBneHus XProtect Bbibepute KoHTponb goctyna

LLlenkHWTe NnpaBon KHOMKOW YnpaBneHue [octynom u Bbibepute Co3aaTb HOBbIMN...

MoABUTCA MacTep NOAKMOUAEMbIX MOAYNEN.

BBeguTe cnefyoLlyto MHpoOpMaL Mo B MacTepe NOAKIIOUAEMbIX MOAYNEN:

- UmAa: onvcaHue aTon nHTerpaumMmn AMS-XProtect, no3sonstoLliee OTNMUNUTb ee OT
APYrMX MHTErpauum B ToM e cucteme XProtect.

— TMopknwyaeMblit MOAYNb UHTErpaLUuu: AMS - XProtect Plugin (370 umA Oypet
LOCTYMHO B pacKpblBatOLLEMCA CMUCKe Nocne YCnewHoW YCTAHOBKK NOAKNOUaeMoro
Mozaynsa).

— KoHeuHana Touka obHapyxeHuAa AMS API: https://<hostname of the AMS
server>:62904/

, TOe 62904 — 3TO NOPT MO YMONUYaHMIO, BbIDpaHHbIM Npu ycTaHoBKe AMS API.

- Umna onepartopa: MMA nonb3osatena onepartopa AMS ¢ paspelueHUAMU No KpanHen
Mepe ANnA UCNONb30BaHWUA ABEPEN, K KOTOPbIM ByayT npuBsAsaHbl kamepbl XProtect.

— Maponb oneparopa: naponb AMS atoro onepatopa.
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4. Haxmwute ODanee
Moakntouaembld Modynb AMS nogkntouaeTca K ykazaHHOMY BaMu cepsepy AMS u
BbIBOAMT 3/1€MEHTbI yNpaBneHus AOCTyNoM, KoTopble OH obHapyxuBaeT (aBepH,
YCTPOWCTBA, CepBepbl, KOMaHAbl COObITUI U COCTOAHMUA).

5. Korpa uHouMkaTtop BbIMONHEHWA OyaAeT 3anonHeH, HAXXMUTE KHOMKy Janee
OTKkpoeTcA cTpaHMua Mactepa KamMep CBA3aHHble KamMepbl.

6. UToObl cBA3aTbh Kamepbl C ABEPAMMU, NepeTalmTe Kamepbl U3 cnucka Kamepbl kK Toukam B
cnucke [iBepu.

7. Tocne 3aBepweHUa HaxxmuTe Oanee.
XProtect coxpaHsaeT KOHUIypaLuo U NOATBEPKAAET, UTO OHA YCMNELIHO COXPaHeHa.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 MuTerpauma Otis Compass | ru 159
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UHTerpauuna Otis Compass

BBegeHue

Compass — 370 cUcTeMa ynpaBneHus HadHaueHnem komnaHuu Otis Elevator. OHa
MCNoNb3yeTcA ANA yrnpaBneHUA HECKONTbKUMU NUATOBbIMU XONNNaMu1 U HanpaBnsaeT NUdTbl
naccaxupam, 4tobbl OHW MOTINM KakK MOXHO adhheKTUBHEE OCTMUb MecTa Ha3HaueHuA. UTobhl
npeaocTaBUTb HEOOXoAMMble AaHHble, NacCaXXMpPbl TENEPb HE MPOCTO HAXXMMAKOT KHOMKHU
Beepx vnu BHU3, HO 3anpallvBaOT MECTO Ha3HaUeHWA Ha CUMTbIBaTeNle KapT, CEHCOPHOM
3KpaHe UK TepMUHanax c KnasuaTtypou.

MHTerpauma c cuctemamu ynpasneHuna goctynom Bosch gobasnaet 6e3onacHOCTb peLleHuto.
B 3aBUCMMOCTM OT YUETHbIX JaHHbIX U UCMOMb3YyEMbIX BPEMEHHbIX MOoAenen naccaxmpbl
3¢pheKTMBHO NonagatoT Ha AOMALLUHME 3TaXXW U ApyrMe aBTOPU30BaHHblIE MeCcTa HasHaueHus.
Cuctema He NpUHMMAET 3anpochl ANA 3TaXen, KOTopble He yKa3aHbl B Npodunax
aBTOpU3aLMKU Naccakmpa, UM BPEMEHU CYTOK, KOTOPOE BbIXOAMUT 3a PaMKU TeKyLlen
BPEMEHHOM MOAenu.

Tononorusa o6bopyaoBaHua cuctembl Compass
Ob6opynoBaHue cuctembl Compass HacTpauBaeTCA CBEPXY BHU3 B BUAE TPEXYPOBHEBOM
nepapxuu nog ogHWM KoHTponnepom MAC B peflakTope YCTPOWCTB.

El"iE DMS MepBbliit ypoBeHb: (Otis Compass)
= o MAC CucTeMa ynpaBneHUA HanpaBneHUAMM.
Elﬁ Otis Compass Kaxpana cuctema Compass MOXeT ynpasnfTb
ﬁi Otis DES Group 2 8 rpynnamu nudgtoB (MMMOTOBLIMKU XONNammu).
E‘ﬁi Otis DES Group 1 MapameTpbl: AranasoH sTaxen,
~{jig Otis DET+0F CceTeBbIX aApecos,
ETE Otis DET+0R HOMepOB NMOPTOB U TalM-ayToB.
-[jig Otis DET+1F
-{jig Otis DET+2F » :
~{fig Otis DET+3F Btopo# ypoBeHb: (Otis DE?/DER)
ﬁE Otic DET+4F [o 8 rpynn nudToB, KaXA0oW U3 KOTOPbIX
ﬁ'ﬁ Otis DET+SE ynpaBnseT cepBep BBOAA HanpaBneHWH
ﬁE Otis DET+6F (Destination Entry Server - DES), cocToALMK
EI_'E Otic DET+6R n3 1 unu 2 drUsnYecKknx yCTPOMCTB.
ﬁE Otic DET+TF Kpome Toro, sToT ypoBeHb MOXeT UMeTb [0
ﬁE Otis DET-1F [BYX [OMONHUTENbHbIX YCTPOUCTB ANA
ﬁE Otis DET-1R ONTMMMU3aLMK, KOTOPblE Ha3bIBAKTCA
ﬁE Otic DET-2F nepeHanpaBUTeNAMM BBOAA HanpaBneHUH
(DER).

MapameTpbl: 1 naeHTUDUKATOP HA Kaxayto

cuctema Otis Compass Ha BbigeneHHOM rpynny nucTos.
MAC; 1 IP-agpec ana yctpoucTsa.

oaHa rpynna nudToB, ynpaBnAemMan ogHum | 120NMLa aTaxel ¢ ABepAMK nudTa C
DES: yKasaHueM, ABNAITCA NN OHU
;

B nepapxuu Bbllle nokasaHbl:

HecKonbko TepMuHanos (DET), kaxabli 13 0obLiefoCTYMHBIMA.

KOTOPbIX UMEET HOMEP 3TaxKa oT -2 [0 +7 U
cumBon F (nepegHAaa asepb) unu R (3agHAA TpeTuii ypoeeHb: Otis DET

fBepb). TepMuWHanbl BBOAA HanpaBieHu
(Destination Entry Terminals - DET)
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Mapametpbl: 1 IP-agpec Ha Kaxablii
TepMuHan. [JoCTynHble 3TaXW C ABEPAMMU
nudpTa AnsA Kaxkagoro TepMuHana.

O630p MHTErpauuu CUCTEMbI YyNpaBNeHUA AOCTYNOM

AOMUHUCTPATOPbl CUCTEMbI YNPABNEHUA OCTYNOM UHTerpupytoT Compass Ha cnegyroLlmMx

3Tanax, nogpobHoO onucaHHbIX Aanee B rnase:

1. HacTtpo#ka obopynoBaHua Compass Ha ogHOM KoHTponnepe MAC B pegaKktope
YCTPOWCTB.

2. HacTpolKa nonb3oBaTenbCKUX MONen ANA XapaKTepUCTUK AeprKaTenen KapT,
HeobxoauMbIX AN PYHKLMOHUPOBaHUA cucTembl Otis, TaKMX KaK OMALLIHWM 3Tax.

3. CosgaHue npodunen aBTopMsalmu, KoTopble YNpaBnaoT AOCTYNOM K KOHKPETHbIM
MecTaM HasHaueHus nudTa.

4. HasHaueHwue npodunen aBTopmn3almmn COOTBETCTBYHOLMM AepxKaTenam KapT

21.1 HacTtpoika cuctembl Compass B pegakrope YCTPOUCTB

B aTOM pasgene onucbiBaeTcs HacTpoika cuctembl Otis Compass B pefakrtope yCTPOWCTB.

MyTb K AMANOroBOMY OKHY
— TnaBHoe meHI0 > KoHdurypauusa > [laHHble yCTPOMUCTBA

21.1.1 YpoBeHb 1: HacTpoka cucteMmbl Compass

Mpoueaypa ana ypoBHA 1: HacTpo#ka cuctembl Compass
1. BbibepuTte HyxxHbIM MAC B npeactaBneHun AepeBa pefakropa yCTPOUCTB
2. llenkHuWTe NnpaBoM KHOMKOW MbIlWW K BbibepuTe HoBbli Otis Compass. Ha cTpaHuue

CBOWCTB eCTb 2 BKNagKH.

—  Otis Compass

- JTaxwu

3. Cawmble BaXHble napameTpbl Ha BKnagke Otis Compass:

- WUmAa (MmMA, KoTopoe A0/MKHO 0TobpaXKaTbCA B AepeBe YCTPOWCTB);

- IP-appec koHTponnepa MAC (o6paTtHbil IP-agpec ana cuctembl Compass Ha
BblAeneHHON ceTeBOM nnarte, C MOMOLLbIO KOTOpon cuctema Compass
B3aMmopemncTByeT ¢ KoHTponnepom MAC).

NMPUMEYAHMUE. 3710 He IP-agpec camoro koHTponnepa MAC.

- NoppaspeneHue (TONbKO ecnv noapasaeneHuns NULEeH3UpoBaHbl U UCMOMNb3YHOTCA B
Ballen cucrteme).

OcTaBbTe ANA OCTanbHbIX NapaMeTPOB 3HAUEHMA MO YMONUaHUIO, KPOMe CryyaeB, KOraa Ux
M3MeHeHMWe NpeanMcaHo crneunanmcTamm TEXHUUECKOW Noaaep)KKu. ITU napameTpbl KpaTko
onvcaHbl B cneaytowen Tabnuue:
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21.1.2

MapameTtp 3HaueHue no |(OnucaHue
YMONUaHUIoO

Anpec rpynnbl MC 234.46.30.7 IP-agpec rpynnbl MHOTOaApPEeCHOMN
paccbinKku

Mopt MC ona DES/DER 48307 MHoroagpecHble nNopThl

(yoaneHHbi) 47307

Mopt MC ons DES/DER

(nokanbHbIN)

Mopt UDP ans DES/DER 46303 MopTtbl UDP ans yctponcte DES u DER

(ynaneHHbI) 45303

Mopt UDP gna DES/DER

(nokanbHbIN)

Mopt UDP gna DET 45308 MopTbl UDP ans yctponcte DET

(yoaneHHbi) 46308

Mopt UDP gna DET

(nokanbHbIN)

Bpemsa Xn3HM nakeTa npu 5 ceKkyHp

MHOroaZpecHomn nepegauye

(TTL)

MHTepBan cepauebueHun 1 cekyHaa MpomMeXXyTOK BpEMEHU Mexay
MHTepBanamu cepauebrveHua. 3TM curHanbl
NnoKasblBalOT APYrMM YCTPOMUCTBAM, UTO
JaHHoe ycTponcTBo paboTtaet

Makc. konuMuecTBo 3 Uuncno nHTepBanos cepauebunenus,

NPOMyLEeHHbIX MHTEPBANOB KOTOpble MOXHO MPOMNYCTUTb, Npexae Yem

cepauebuneHun YCTPOWCTBO OyAeT cuMTaTbCA
HepaboTaoLWmnM

McTekno BpemA oXXuaaHusa 1 cekyHaa

coobLleHun

Yncno noBTOPHbIX NOMNbITOK 3

coobLleHun

Ha Bknagke 3TaXu HaxXxmMuUTe U3SMEHUTb Auana3oHbl aTaXKeun

2. BBeauTe HOMepa caMbIX HUXHUX U CaMbIX BbICOKMX 3TaXKeW, KOTOPbIe AOMKHbI
obcnyxuBaTbcs BCEMU NUAPTOBbIMU Xonnamu cuctembl Otis Compass.
- MakcumanbHblK guanasoH: ot -127 go +127

3. Haxmure (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

YpoBeHb 2: rpynnbl nudTa, ycrponcrtea DES u DER

Mpoueaypa Ana ypoBHA 2: HacTpoiKa rpynn nudtos (yctpoictea DES u DER)

BBepeHue

Bosch Security Systems
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DES (cepBep BBOAa HanpaBneHWM) — 3TO KOMMbIOTEP, KOTOPbIM yNpaBnaeT rpynnon nudgTos.
Mpu HeobxoaumMocTu ABa drsnueckux yctponctea DES ¢ otaenbHbiMK IP-agpecaMu MOXKHO
00beMHUTb B NOrMUecKoe YCTPOMUCTBO C NOAAEPXKKOW OTPaboTKM OTKa3a.

Cepsep DER (MepeHanpaBuTenb BBOAa HanpaBneHWW) coeauHAET rpynnbl TUATOB U
nossonnaet cepepam DET B obuwiei Touke Bxoaa B 3gaHue (Hanpumep B BecTubione)
NPUHUMATb 3anNpoChbl MecTa HasHaueHua AnAa noboro ataxa B 3gaHuMu. Cepsep DER He
HacTpPOeH Ha paboTy B OTKa30yCTOMUMBOM pPeEXUME.

CospaHue yctpoiicte DES B fepeBe ycTpouncCTB:
1. Bbibepute HyxHyto cuctemy Otis Compass B npeactaBneHun gepesa pegakropa
YCTPOWCTB.
2. LllenkHuTe npaBoOW KHOMKOM MbiwK U BbibepuTe HoBbii Otis DES. Ha cTpaHuLe cBOWCTB
€CTb 2 BKNaaKMU.
-  Otis DES
- JTaxu
3. Ha Bknagke Otis DES HacTpoiTe cneaytolline napameTpbl.
- Wma: (umAa, KoTopoe A0MKHO oTobpaxkaTbCA B fepeBe YCTPOWCTB).
Mcrnonb3yWTe CUCTEMATUUECKYO CXEMY UMEHOBAHMSA, KOTOPasA YNPOCTUT OPUEHTALMUIO
no KoHdurypaumam yctporcts DES 1 DET nosgHee B npouecce HaCTPOMKMU.
— OnucaHue: (HeobAsaTenbHO) oNMcCaHWe YCTPOWCTBA B BMAE NPOU3BONbHOIO TEKCTA.
—  Tpynna: uenoe uuncno ot 1 go 10. YKaxkute yHMKanbHoOe Lenoe UMcno cpeau Bcex
rpynn nugtoB (obo3HaueHHbIX ycTporcTtBamu DES unu DER) B aToM cucteme Otis
Compass. Bbl He cMOXeTe COXPaHUTb U3MEHEHUA YCTPOWCTB, eCNU UCNONb30BaThb
OAMH W TOT XXe HOMep FPYNMbl HECKOMbKO pas.
- 1-n IP-agpec: |IP-agpec atoro yctpowncTtea DES.
- 2-u IP-appec: ecnu y atoro yctpouctea DES ecTb pe3sepBHas napa, BBeauTe 34ech ee
IP-agpec.
- MNoppaspeneHue (TONbKO ecnu noapasaeneHuns NULEeH3UpPoBaHbl U UCMOMNb3YHOTCA B
BalleMn cucreme).

Ha Bknagke dTaxu npeacraBneHbl 3TaXu, onpeaeneHHble ans yposHa 1 (cuctema Compass),
B BMAe TabnuLbl pefakTMpyeMbix AUeeK.

CospaHue yctpoiicte DER B aepeBe yCTPOUCTB:

CospnaHue yctponcts DER aHanormuHo cosgaHuto yctponcte DES. EqMHCTBEHHAs pasHuLua
3akntoyaetcAa B ToM, uto DER He TpebyeTcs yCTpOMCTBO ANA NepPeKntoueHUsa Ha pe3epBHble
MOLLHOCTH MpK OTKase, NO3TOMY ANA HEro He NpPefyCcMOTpeHa BO3MOXHOCTbL BBOAA BTOPOro
IP-appeca.

Mpumep rpynnbl nudTa.
B npvBegeHHOM HWXe NpuMepe NoKasaHbl 3TaXu AnaA rpynnbl nMdToB Ha 10 3Taxkewn ¢
nepeaHUMMU U 3agHUMK ABEPbMU U 0DLLLEAOCTYNHbIMWU NEPBbIM U LLIECTbIM 3TaXKaMu.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 MuTerpaumnsa Otis Compass | ru 163

OTISDES Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Mame Description Front door Front doer publidy accessible Rear door Rear door publidy accessible
7 vIP Cx0 floor v N [ N
& | Restaurant | Public ~ ™ v ~
5 Offices-4 Staff v | [ |
4 | Offices-3 Staff v n [ [
3 Offices-2 Staff = [ [ [
2 | Offices-1 Staff v n [ [
1 Conference | Invited wisitors ~ [ [ [
0 | Lobby Public v v [w v
-1 Maintenance | Restricted ~ [ v [
-2 | Servers Restricted v I [ |
1. B ctonbue MepegHAa ABepb YyCTaHOBUTE (MNAXKKU BCEX STAXKEMN, HA KOTOPbIX NUAT
MCnonb3yeT NepeaHton ABepb.
2. AHanornuHbiM obpasom ycTaHOBUTE hriaXkKKu HanpoTuB ctonbua 3agHAA ABepb, ecnv
NPUMEHUMO.
3. [Onsa ctonbua MepepHAana aBepb obLWeNOCTYNHA YCTAHOBUTE (PNAXXKWU HANPOTUB Tex
3TaXkeW, KoTopble AOCTYMHbl BCEM Maccaxupam nudTa 6e3 orpaHUUeHun.
4. YcrtaHoBMTe hNaXkKn TakMM e obpasom B cTonbue 3agHAA ABepb obweaocTynHa, ecnu
NPUMEHUMO.
5. (HeobasaTenbHo) HaxkxmuTe U3MeHUTb AMana3oHbl 3TaXKen Ha 3TOM BKNagke, utobbl
OrpaHWuUMUTb AManasoH 3TaxkeM, KOTopbliM Obin ycTaHoBNEH Ha ypoBHe Otis Compass.
6. 3amMeHWTe MMeHa No ymonuaHuto B ctonbuax Uma 1 OnucaHue Ha Tpebyemble.
7. Haxmure (CoxpaHuTb) ANA COXPaHEHUA U3MEHEHUN.

21.1.3

YpoBeHb 3: yctpouctea DET

Mpoueaypa ana ypoBHA 3: HacTpoika TepmuHanos (ycrtpoiictea DET)
BBepeHue

DET
nnu

(vnn DEC — komnbloTep BBOAA HanpaBlNeHU) CUMTbIBAEeT (PU3UUECKUE YUETHbIE AaHHble
PIN-kogbl. DET MOXeT HaxoAuTbCA Ha ONpeadeneHHOM 3Ta)ke 3a nepeaHen Unu 3agHem

OBEPbIO NUdTA UK BHYTPU KabUHbI NUdTa.

Co3paHue yctpoiictB DET B pepeBe yCTPOHUCTB:

1.

BbibepuTte HyxHoe ycTporcTteo Otis DES unu DER B npeactaBneHuu gepesa pegakropa
YyCTPOWCTB.

LLlenkH1Te NnpaBoOM KHOMKOW Mbllin U BbiDepuTe HoBbi TepmuHan Otis.

— ToAaBuTCcA BCcnnbiBatollee okHo Co3aaTtb TepMuHansbl Otis.

BBegunte KonuuectBo TEPMUHANOB, KOTopoe TpebyeTca HacTpouTb Ans atoro DES vnu
DER.

MpuMKUTE 3HAUEHMA MO YMONUAHUIO UKW BBEAWUTE HOBble HayalbHble 3HAUEHUA ANnA
yeTblpex okTeToB |IP-agpeca.

Bosch Security Systems

Software manual 2024-05]5.5.0 |



164 ru | UuTerpaums Otis Compass

Access Management System V5.5

Ona noboro okTeta (06bluHO ANA 4-ro) ycTaHoBMTe hriadkok ABTOMaTMueckoe

npupalieHue, ecnu TpebyeTcs, uTobbl cUCTEMA HAaCcTpouna YHUKanbHbIK |P-agpec

ANA KaXOoro tTepMuHana, yBernnmumBad OKTET Ha €AUHULY.

5. HaxmuTte kHonKky OK.

HyxHoe konuuecTtBo ycTponcTs DET OyaneT co3gaHo B AepeBe YyCTPOWCTB.

Nx IP-agpeca yBenMuMBarTCA Ha eQUHULY B COOTBETCTBUM C onpefefieHnem Ha

npeablaywem Lware.

Hacrtpo#ka ycrpoticte DET

Ha cTpaHuue cBoWCTB Kaxaoro ycTponctsa DET ecTb 2 BKNaaKu.
—  TepmuHan Otis
- JTaxwu

1.  Ha Bknagke TepmuHan Otis HacTpoWTe cneaytoLine napameTpbl.
Uma: nms, KOTopoe AOMKHO oTobpaxaTbCs B AepeBe YCTPOUCTB.
OnucaHue: (HeobsA3aTeNbHO) ONMCaHWe YCTPOMCTBA B BUAE NPOM3BONbHOIO TEKCTA.

IP-agpec: IP-agpec atoro yctponcrtea DET.

Pabouui pexum: 1. .4
onpepenAaeT, Kak TepMUHan 3anpalinBaeT HanpaBNneHMUA Yy NacCaxXupa ﬂVI(bTa n

nepepnaet 3anpochkl yctponctsy DES unu DER gna npoBepku. B cneaytouiern tabnuue

npueeaeHbl I'IO}J,pOGHbIe cBegeHuA.

Pabou|OnucaHue NMoBepeHue
717
pexwu
M
1 3tax no (Pabouunit pexxum no ymMonuaHuio)
ymMonuaHui | llaccaxup npenocrtaBnAeT CBOU YUeTHble AaHHble unu BesoauT PIN-kofa.
Ecnu yueTHble gaHHble unu PIN-Kog oonycTMMbl M nacca)knp bonblue
Huuero He BBoauT, DET 3anpawwuBaet y DES ataxk naccaxupa no
yMONUYaHuio («AOMaLLHUN 3TaX»).
Ecnu naccaxup BBOAWUT Apyron ueneson stax, DET 3anpawuBaer
MecCTO Ha3HaueHuA y DES.
2 HocTyn K [Maccaxknp npegocTaBnAeT yueTHble AaHHble unu BeoauT PIN-koa, a
aBTOPM30BaH | 3aTeM BBOAMT LeneBown 3Ta. DET 3anpallunBaeT MeCTO Ha3HAUeHUA Yy

HbIM 3TaXXaM

DES.
Cucrtema ynpaBneHua 4OCTyNnoM npenocTaBnfaeT 4ocTyn K
3anpoweHHOMY MeCTY Ha3HaUYeHUA UTN OTKa3blBAET B HEM.

3 Beoa Maccaxup BBOAMT LieneBomn aTax. ECnn MecTo HasHaueHue
LeneBoro obuiegoctynHo, DET 3anpalwuBaeT mecto HasHaueHue y DES.
aTaxka B npotnBHOM cnyuae DET 3anpawuBaeT y naccaxupa yyeTHble JaHHble
nonb3oBaTten |AnA NpoBepKHU.
em

4 Jtax no [Taccaxknp npegocTaBnAeT CBOMW yueTHble AaHHble unu BeoauT PIN-Koa.
ymonuaHuto | Ecnu yueTtHble gaHHble unu PIN-kog aencteutenbHbl, DET
WM BBOQ, 3anpawuBatotca y DES aTaxk naccakvpa no yMonuaHuioo («4oMalliHUn»
LeneBoro 3Tax).
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Pabou OnucaHue MoBeneHue
17}
pexu
M

Taxa B TeueHne yCTaHOBNEHHOIO Nep1oaa BPeEMEHU OXMWAAHUA MaCCaXuUp
Nonb3oBaTen | MOXeT nepeonpeaenuTb BbIOOP aTa)ka No YMONYaHUIO U BbiOpaTb
em. Opyroe Mecto Ha3HaueHuA.

— 3anucu gnAa ayauTa: YCTaHOBWUTE 3TOT PNIaXKOK ANA 3anvMcy BBOAMMbBIX NMaCCaXXMPOM
[aHHbIX HA 3TOM TepPMUHane B XXypHan CoObITUN.

—  PIN-kopA: ycTaHOBWTE 3TOT hNaXkoK, UuTobbl pa3peLllnTb UCNONb30BaHUe
noeHTudUKaumoHHoro PIN-koga Ha JaHHOM TepMMKHane B KauecTBe anbTepPHATUBbI
(PU3UUECKUM YUETHBIM AAHHbIM.

MpumMeuaHue. Bocnonb3ayntecb perncTpalMoOHHbIMKU CUUTbIBATENAMU TUNA
Ouanorosoe okHo PIN-kapTbl (BBOA), uTOObLI 3apeructpuposatb PIN-kogbl, KOTopble
OynyT ucnonb3oBartbcs B TepMuHanax Otis.

— BpeMeHHble MoAenu: YyCTaHOBMUTE 3TOT PNaXkoK, UTobbl pa3pellnTb BPEMEHHbIM
MoOensM orpaHMumMBaTb BPeEMSA, B TeUEHUE KOTOPOro MOXHO MCMONb30BaTb 3TOT
TepMHHarn.

- NoppaspeneHue (TONbKO ecnu noapasaeneHusa NULUEH3UPOBaHbl U UCMONb3YIOTCA B
Ballen cucrteme)

Ha Bknaake 3TaXu Ha cTpaHule cBoncTB TepmuHan Otis 3Taxu, KOTOpble Bbl onpeaenvnm
ona yposHa 2 (DES unu DER) npeactaBnAoTcs Kak Tabnuua pegaktupyeMblx AUeek.
Mpumeuanune. Cxema MMeHOBaHUA, onpeaeneHHasa ANA YPOBHA 2 Bbille, JOMKHA YNPOCTUTb
opueHTauuto. B NnpoTMBHOM Cnyuyae peKOMeHAYeTCA COXPaHUTb PaboTy U BEPHYTBCA K YPOBHIO
2, uTOObl 3aBEPLUNUTL CXEMY UMEHOBAHWA.

1. Bbibepute kaxxpoe yctponctso DET, koTopoe Bbl co34anu B AepeBe YCTPOMUCTB, U
OTKpOWTE BKNAAKy ITaXKHM.

—  Otobpasutca Tabnuua dTaxu.

2. B cTtonbue MNepeaHas pBepb yCTaHOBWUTE (DNAXKOK ANA KAXKLOTO 3TaXKa, KOTOPbIW AOMKEH
ObITb focTyneH U3 Tekywero DET.

3. B crtonbue MNepenHana aBepb o6LeAOCTYyNHA YCTAHOBUTE (PIAXXOK HAMPOTUB KaXKaoM
nepenHen ABepu, KoTopana AoMXKHa ObiTb obuwenoctynHa (To ecTb AOCTYN uepes Hee
ocyulecTBnAeTcA 6e3 ABHOW aBTOpM3aLuK).

4. (HeobGasaTenbHo) B cTtonbue BpeMeHHaa Mmoaenb AnNA nepeaHei asepu BbibepuTe
BPEMEHHYI0 MOoAenb, UTOObl OrpaHMUMTbL ODLWECTBEHHbIM AOCTYN K NepeaHen ABEPU Ha
3TOM 3TaXke, ecnu 3To Heobxoanmo. Hanpumep, atax pectopaHa MOXeT OblTb 4OCTYMNEH
TONbKO B ONpefeneHHoe BpeMs OHA.

5. Tpu HeobxoaMMOCTH NOBTOPUTE NpeablayLine AeUcTBUA AnA cTonbuoB 3afaHAA ABepb,
3apHAA aBepb obwenoctynHa 1 BpemeHHaAa Moaenb AnA 3agHen ABEpHU.

6. Haxmute (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUMN.

Mpumep:

B npumepe HWKe MoKasaHbl 3TaXu ANsA rpynnbl NTMGToB Ha 10 aTaxen. ITU 3TaXKU U ABepu
AOCTYMHbI U3 NepefHen ABepU NUdTa B 3ane oxuaaHuA. [JoCcTyn K aTaXxky pecTopaHa uepes
NnepesHIo 1 3aAH00 ABEPb NUETA OrpaHUUeH BPEMEHHOW MOAENbIO.
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OTIS terminal  Floors

Highest floor: ¥

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time madel for front door | Rear doar | Rear door publicy accessible | Time model for rear door | Description

7 VP v ™ ™ r Cx0 floor
6 Restaurant v v Mo_Fr_07-17 v Iv Mao_Fr_07-17 Public

5 Offices-4 v [ [ I Staff

4 Offices-3 Iv I I I Staff

3 Offices-2 v I I I Staff

2 Offices-1 v [ [ I staff

1 Conference v [ [ I Invited visitors

— cb - - » r

-1 Maintenance Iv I v I Restricted
-2 Servers v I I I Restricted

21.2 KoHdmrypauua HacTpauBaeMbiX NONENU C XapaKTepUCTUKaMHU
BnapenbLueB KapT, HGOﬁXOAMMbIMM AnA (byHKU,MOHMpOBaHMH
cuctembl Otis
BBepeHue
B aTOM pasgene onncaHo co3gaHue TakWx HacTpavBaeMblX MOMen, B KOTOPbIX onepatop
MOXeT BBOAUTb HeoOxoaumble AN PyHKLUOHUPOBaAHUA cucTeMbl Otis xapaKTepUCTUKH
BnagenbLeB KapT, B UaCTHOCTH «4O0M» UMK Ntoboe apyroe Mecto HazHaueHUA Mo yMOMUYaHUIO.
Takow «4oM» AOMKEH ONpeaenaTbCA TPeMA KOOpAUHATaMMu:
1. rpynna nudTos.,
2. 3Tax,
3. ABepb.
ObpatuTe BHUMaHUKe, UTo, 3aaBas AOMALLHWKM 3TaX AepxKaTena KapTbl B KNUEHTE CUCTEMBI
KOHTPONA [OCTyNa, onepaTtop AOMKEH BBOAWTb AAaHHblE B TOM e nopagKke: rpynna nudTos,
3TaXx, ABepb. [103TOMY TpW HacTpauMBaeMblX MNONA cneayet pasMecTuTb B YAOOHOM ANA yTeHus
nopsaaKe, NPeaAnouYTUTENbHO — CHU3Y BBEPX.
Haxmute kHonky OK, utobbl noaTBEPAUTD M CKPbITh BCMNNbIBAKOLWME HAMOMUHAHUA O TOM, UTO
HeobXxoQMMO co3aaTh BCE TPU KOOPAMHATDI.
Onpenenute 3 obsa3atenbHbIX HAaCTpPanBaeMblx NOMA M NoOble Apyrue napameTpsbl,
Heobxoaumble ana paboTtbl cuctembl Otis, KoTopble byayT oTobpaxkartbca Ha Bknagke NudTbl B
KNUEHTCKOM MHTepdence KOHTpoNnaA JocTyna.
Obuine cBefeHUsa 0 KOHPUTYPUPOBaAHWKM HACTpPaMBaeMbIX Nonew AOCTYMHbI B pa3aene
HactpauBaembie nonA ¢ AaHHbIMKU O NepcoHane crnpaBku No KoHdurypauuu ACE/AMS.
MyTb K AUANOroBOMY OKHY
naBHoe MeHto > KoHdwurypauua > MapameTtpbl > HactpauBaembie nonsa
Mpoueaypa
Ha ctpaHuue cBovcTe HacTpauBaemble nona nepenante Ha Bknaaky Nudrobl.
MepBana KoopaMHaTa: rpynna nudToB
1. [OBaxkabl WENKHWUTE B AUENKe Ha BKNadKe U HaXKMUTe KHonky [a, utobbl co3gatb HOBOE

none BBoAa.

2. B cnucke Tun nonsa Bbibepunte Bbibop cepBepa Otis DES.
3. B none MeTka BBeguTe Elevator Group
4. B cnucke OTobpaxaTb B Bbibepute Tab:Elevators
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5. B rpynne MonoxeHue BbibepuTe yHUKaNbHOE pacrnonoxeHne Ha Bknagke MudTobl, roe
[JOMKHO oTobpaXkaTbCA 3TO HacTpaMBaeMoe none.

Bropasa koopauHaTa: AOMaLIHUI 3TaXK

1.  Haxmwute HoBoe none, utobbl cO34aTb HOBOE HAcTpauBaeMoe none
B cnucke Tun nonsa BbibepuTe [JOMalIHUA 3TaX.

B none MeTtka BBeauTe Home floor

B cnucke OTobpakatb B BbiOepuTe Tab:Elevators

o s wd

B rpynne MonoxeHue BbibepuTe YHUKANbHOE pacnonoXeHue Ha Bknaake NMudTbl, roe
NOMKHO oTobpaxkaTbCA 3TO HacTpauBaemoe none. [nA yqobcTBa CUCTEMHbIX ONepaTopoB
3TO Mone cneayert pacnonoXuTb nog npeabiayLlien KoopauHaTon.

TpeTbA KOOpAUWHATA: BbiIXOAHAA ABepb

1.  Haxmwute HoBoe none, utoObl cO3aaTb HOBOE HacTpauBaeMoe none
B cnucke Tun nona BbibepuTe BbixogHaa aBepb.

B none MeTtka BBeauTe Exit door

B cnucke OTobpakaTb B BbibepuTe Tab:Elevators

oML

B rpynne MonoxxeHue BbibepuTe YHUKANbHOE pacnonoxeHue Ha Bknaake NMudbl, roe
[IONXHO oTobpaxkaTbcA 3TO HacTpaMBaemoe none. [ns yqobcTBa CUCTEMHbBIX ONepaTopoB
3TO none cneayeT PacnonoXuTb Noj npeablayLlien KoopauHaTom.

XapakTepUCTUKU BnagenbueB KapT, Heobxoaumblie AnA (DyHKLUOHUPOBaHUA

obopynosaHusa Otis

BBepeHue

BoceMb cneumnanbHbiXx ABOWUYHbBIX NapameTpoB Otis npegoctaBnAaeTcA AnA MQYHKLUMOHUPOBAHMA

cTaHgapTHoM cuctembl Otis. Ecnu 3TM napaMeTpbl onpeaeneHbl B KauecTBe HacTpavBaeMblX

nonen Ha Bknaake NMudTbl, OHW O0TOOpaXkatoTCA B KauecTBe nonewn ¢ hnakkaMmu Ha BKNagKke

DaHHble nudpta 4nA BNagenbleB KapT B AManoroBomM okHe NMuua (FnaBHoe MeHto > [laHHbIe O

nepcoHane > Nluya). 371 ona)Kku MOryT ycTaHaBnMBaTb U CHMUMATb ONepaTopbl CUCTEMBI

KOHTpONA focTyna.

HacTpo#iTe 3T napameTpbl B CTPOrOM COOTBETCTBUMU C UHCTPYKLMUAMM, MONYUYEHHBIMU OT

cBoero npeactasutena Otis.

Mpouepypa

1.  Haxmwute HoBoe none, utobbl CO3aaTb HOBOE HAcTpauBaeMoe none

2. B cnucke Tun nonsa BbibepuTte MapameTpbl Otis.

3. B none Metka BBeauTe cOOCTBEHHYIO METKY, Hanpumep Otis flag 1 WNU B
COOTBETCTBMM C AOKyMeHTauuewn Otis.

4. B cnucke OTobpaxaTtb B BbibepuTe Tab:Elevators

5. B cnucke Tun dyHKUUH BbIbepUTE OAMH M3 NapaMeTPOB B AManasoHe OT OTIS option 1
0o OTIS option 8

6. B rpynne MonoxxeHue BbiOEpUTE YHUKANbHOE pacnonoXeHWe Ha BKknaake NMudtel, roe
OOMKHO oTobpaXkaTbCA 3TO None ¢ PNaxXKoMm.

[

7. Haxmurte (CoxpaHuTb) AN COXPaHEHUA U3MEHEHUN.
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21.3

Co3paHue ¥ HacTpoWKa aBTopu3auuin ana nudros Otis

BBepeHue

B aToM pasgene onucaHo, Kak BKMHOUWTbL NMpaBa AoCTyna Ans rpynn nudToB, 3TaXKeW U ABepen
nugpTos Otis B aBTOpU3aLUIO.

ABTOpVI3aL|VIVI Ha3HayakTCA HaNpPAMYK gepxXaTtenAaM KapT Unun, Kak npaBuno, smecte C
OPYrMMU aBTOpMU3aLMAMK BKIOUAOTCA B Npodunu AocTyna, KOTopble 3aTeM Ha3HaualoTCcA
BnagenbLam Kapr.

MpenBaputenbHblie TpeboBaHUA

Cuctema Otis Compass onpegeneHa B KoHTponnepe MAC ¢ nomMoLLblo pefakTopa yCTPOMUCTB.
B Hee BKntoueHa rpynna nudToB (NpeactaBneHHas COOTBETCTBYOLWNM cepBepom DES) u
napbl «3Taxk+aBepb» (NpeacTaBneHHblie COOTBETCTBYIOLWMMU cepBepamu DET).

MyTb K AMANOroBOMY OKHY
FnaBHOe MeHto > CUCTEMHbIe AaHHble > ABTOpPU3aLuM

Mpouenypa
1. B none UMAa aBTOpU3aLUMU BBEOUTE MMA CYLLECTBYIOLLEN aBTOPM3ALUK UMK HAXKMUTE

['2) (Cospgatb), uTobbl CO30aTh HOBYHO aBTOPU3ALIMIO.
2. B cnucke koHTponnepoB MAC BbibepuTe HasBaHue KoHTponnepa MAC, Ha KoTopom bbina
co3gaHa cuctema Otis Compass.
3. Mepenaunte Ha BKnagky NMudt Otis
4. B cnucke Mudtbl Otis Bbibepute cepeep DES nnu DER ans rpynnbl NM@TOB, KOTOPYHO
TpebyeTtca fobaBUTb B aBTOpM3aumio (0bpatute BHUMaAHUE, UTO aBTOPU3aALMA MOXKET
codep»atb ToNnbko oauH cepeep DES unu DER).
—  JTaxku BbibOpaHHOM rpynnbl NMATOB O0TOOpaXKatoTCA Ha BKMNaaKe ITaKHM.
5. B cTtonbuax MepenHana aBepb ¥ 3a4HAA OBepb Ha BKNaake ITaxu BbibepuTe oBepU Ha
3TaXkax, KoTopble TpebyeTcA BKNOUMTL B 3Ty aBTOPU3aLMUIO.
-  ObpartuTe BHMUMaHUWe, UTO 3TaXKWU M ABEPU, KOTOPble He Obinu BbibpaHbl ANA 3TOM
rpynnbl NTMTOB, KOraa oHa onpeaensnach B pegakTtope yCTPOWCTB, OyayT HEAKTUBHbI
W HeLOCTYMHbl ANA BbibOpa B 3TOM AMaNOroBOM OKHe.
6. Kpome TOro, MOXXHO HaxaTb Ha KHOMKW Ha3HauuTb Bce 3TaXKu 1 YAanuTb BCe 3TaXH,
yToObl BbIOpaTh BCE 3TAXWM WM ABEPU OHOBPEMEHHO UMK CHATb C HWUX BblAeNneHue.

7. Haxmute (CoxpaHuUTb), UTOObI COXPaHWUTb aBTOPMU3aLMIO.
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22

22.1

HacTtpoika yHuBepcanbHOU nporpammbl BioBridge ot
IDEMIA

B aToM pasgene onucaHo, Kak HacTpouTb buomeTpuueckue yctpornctea IDEMIA ansa pabothbl ¢
cuctemon ynpasneHus goctynom Bosch ¢ nomouibio MorphoManager v BioBridge.

B nogpasgenax paccMmaTpuBaloTCa 3a4aun KOHMUIypauuu ansa npuBeaeHHbIX HUxXe obnacten:
—  cUCTeMbl ynpaBneHusa goctynom Bosch;

- MorphoManager;

—  KNWeHT pernctpauum BioBridge B cucteme MorphoManager;

—  ajanTauusa nop pasnuuHble TEXHOMOIMKU U hopMathl KapT.

Hactpo#ka knueHTa BioBridge B cucteme ynpaBneHuna
aoctynom Bosch

[nsa UYtobbl cosnaTbh 6a3y AaHHbIX, CBA3bIBalOLLY0 bMomeTpuueckue yctponcTtea IDEMIA ¢
cucTeMon ynpasneHua goctynom Bosch, B ACS BbINONHAKTCA NPUBEAEHHbIE HUXE NENCTBUA.
ConocTaBnaemble 6a3oM AaHHbIX CYLIHOCTH:

—  knacc nuy (Bosch); u

—  rpynna pacnpeaeneHus nonb3oBarteneu (IDEMIA).

MyTb K AMANOroBoMy OKHY
— [naBHoe MeHto AMS > KoHdmrypauusa (Configuration) > UHcTpymeHTbl (Tools) >
KoHdurypauusa 6a3bl aaHHbix IDEMIA (IDEMIA database configuration)

1.  Haxmwute KoHdmrypauusa 6asbl gaHHbix IDEMIA
.OTKpoeTcA ananorosoe okHo MocTaBWKK AaHHbIX BioBridge IDEMIA.

[ IDEMIA - BioBridge Data Provider - X

.
IDEMIA BioBridge Data Provider @ BOSCH

Invented forlife

Database instance IDEMIA database definition User distribution groups

Ser
Selection Person class User distribution group
Employee Employee
@ External personnel External personnel
@® - (O] Visitor Visitor
Connect |
Delete database Assign user distribution groups
Synchronize database Use pictures of access control badges for image comparison

Exit

2. Ha naHenu 3k3emnnAp 6a3bl AaHHbIX, BBeOWUTe NPUBEOEHHbIE HUXKE CBeAeHUs:

—  CepsBep: UmA xocTa Unu |P-agpec KoMnbloTepa, Ha KOTOPOM 3anylleH ak3emnnap 6asbl
paHHbIX ACS B SQL Server. 910 MOXeT ObITb NOKanbHOe UMA XocTa, ecnin SQL Server
paboTaeT NoKanbHO.

—  3Jk3emnnap 6a3bl AaHHbIX: 3k3emnnAp ACS (no ymonuaHuio: ACE).

-  WmAa nonb3oBaTenAa: UMA YUETHOM 3anucu agMUHUCTpaTopa 3K3emnnsapa 6asbl JaHHbIX
ACS (no ymonuaHuio: sa).

— Maponb: Nnaponb yuyeTHOW 3aNnCKh aMUHUCTPATOPa, HACTPOEHHbIM BO BPEMA YCTAaHOBKHM
ACS.

3. Haxmute Moakniouutb (Connect), utobbl NpoBepuTb NOAKNOUEHMe. [ToKa 3TO He byaeT
cAenaHo, BCe OCTallbHble 3MeMEHTbI YpaBneHus 0yayT HeQOCTYMHbI.
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Ha naHenu «OnpegeneHue 6a3bl gaHHbiXx IDEMIA»

[MepBble ABa NONA AOCTYMHbI TONbKO ANA UTEHMA:

— bBasa gaHHbix IDEMIA: mAa 6asbl AaHHbIX, KOTOpaAa o0beauHsAeT AaHHble Bosch u
IDEMIA.

- Umsa nonb3oBatensa IDEMIA: umAa nonb3oBaTens 6asbl JaHHbIX, MO YUETHOM 3aM1Cbio
KOTOPOro nporpaMmmHoe obecrneueHne BbINMOMHAET KOMaHAbl B 6ase AaHHbIX.

1. BBeauTe W NoATBepaAMTE HAAEXHbIW Naponb AnA yueTHoM 3anuck UmA nonb3oBaTtens
IDEMIA.

2. 3anomHuTe naponb. OH noTpebyeTcsa B nocnenyolmnx 3agavyax KoOHpUrypaumm, ero
HEBO3MOXHO BOCCTAaHOBMUTb B C/lyuae NoTepwu.

3. Haxmwute Co3pgartb 6a3y gaHHbIX.
Ecnu 6asa gaHHbIX Obina cosgaHa ycnewHo, NoABMTCA COOTBETCTBYIOLLEE COObLIeH e,
HaxxmuTte kHonky OK

4. T[locne ycnewHoOro 3aBeplUueHnsa NPOBEPKN HAXKMUTE KHOMKY Bbixopn, uToObl 3aKpbITh
OUanoroBoe OKHO.

Ha naHenu «Fpynnbl pacnpeaeneHua nonb3oBarenem»

[pynnbl pacnpeneneHus nonb3oeartenel — ato obbekTl MorphoManager, KoTopble

COnocTaBNAT Nonb3oBatenen (BnagenbLUeB YUETHbIX AaHHbIX) C rpynnaMu OMOMETPUUECKUX

cuuTbiBaTenen unu knueHtamm MorphoManager. OHM COMOCTaBNAKTCA C KNacCaMU NUL,

cucTeMbl ynpaeneHua goctynom Bosch.

1. B ctonbue «BbibpaTb» ycTaHOBUTE hnaxkok AnA Kaxagoro knacca nuy ACE,
MCMONb3yeMOTO MpPW YCTAaHOBKE.

2.  [nsa kaxgow BbIODpaHHOM CTPOKM CKOMUPYHMTE MMSA Krnacca NUL, B COOTBETCTBYHOLLYHO
AyenKy B cTonbue Fpynnbl pacnpeaeneHuUsA nonb3oBaTeneu.

—  OObpatuiTe BHMMaHMWe, UTO Ha3BaHWA KNacca NnuL, U rpynnbl pacnpeaeneHus
nonb3oBaTenen [O/MKHbl MONHOCTbIO CoBNaaaTb.

3. Tllocne 3aBepLUeHUA conocTaBneHna HaxxMuTe HadHauuTb rpynnbl pacnpegeneHusn
nonb3oBaTenemn.

MpepocraBneHne uaeHTUPUKALUOHHBbIX dhoTorpaduin oNA TepMUHaANA pacrno3HaBaHUA NUL,
VisionPass
Utobbl No3BoNUTbL cuuTbiBatensam IDEMIA BbINONHATL pacno3HaBaHWe Nuua No TEXHOMOTUKU
VisionPass ¢ noMoLbio MAEHTUMDUKALMOHHbBIX hoTorpadum Aepxxartenemn KapT U3 6asbl JaHHbIX
ACE:
» HaxmuTte Ucnonb3oBaTb ANA CpaBHEHUA U300pakeHUMH U300pakeHUA Ha Gelmxkax anA
ynpaBneHus JOCTYNOM W MOATBEPAWTE BbIOOP BO BCMMbIBAOLWEM OKHE.
OkHo MocTaBwMK paHHbIX BioBridge IDEMIA noaTBepauWT, UTO BbINOMHAETCSA
CUHXPOHM3aLUmA.
Ob6paTtuTe BHMMaAHKE, UTO B 3aBUCMMOCTH OT KONMUECTBA MCMONb3yeMbIX U300parKeHn M
nepegavya MoXeT 3aHATb 3HAUYUTENbHOE BPEMSA.
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22.2 Bbibop TexHonorun u oopmatoB KapT

BBegeHue

Ecnu Bbl nnaHnpyeTe UCNoNb3oBaTb M,D,eHTI/ICbVIKaLlVHO C NOMOLbK KapT, a TaKXe

OUOMETPUUECKYIO MOEHTU(UKALMIO, Bbl AOMKHbI co3aaTb Npodunb (Mnu «Mpodunb
Wiegand») B MorphoManager, Bkntouatoumni dopmat (Mnu popmatbl) 3TUX KapT.
B cnenytouien Tabnuue npeactasneH ob63op noagep)kMBaembix popmartos. ObpatuTe

BHMMaHuWe, uto ansa TexHonorun MIFARE nogoep>knBaeTcs TONbKO UAEHTUMKaLMA C

ncnonb3oBaHuem CSN.

Card HID HID Class HID MIFARE Classic | MIFARE | MIFARE
Family Prox iClass DESFire | DESFire
Seos EVO EV1
Card 2k/2 1K 4-byte NUID | 2k 2k
Variant 16k/2 1k 7-byte UID 4k 4k
Prox | 16k/16 Seos 4k 4-byte NUID | 8k 8k
32k(16k/2+16k/1) 4k 7byte UID
32k(16k/16+16k/1)

Puc. 22.1: NMopnepxmBaemble KapTbl IDEMIA

O6wanA npouenypa

1.

B cucteme MorphoManager nepenaunte B pasgen AGMUHUCTpUpoBaHue > Mpodunb
Wiegand.

Haxxmunte KHonKy [lo6aBUTb, UTOObLI CO3aaTb NoNb3oBaTenbCKkUM Npodunb Wiegand.

B cooTBeTCTBYOLMX AUANOTOBbIX OKHax BBeAUTE UHOPMaLKUIO O (POPMaTUPOBAHUU U
TEXHOMOIMU KapT, UCNONb3YEMbIX CUCTEMOW.

Utobbl Mcnonb3oBaTb B CUCTEME HeAaBHO 3afaHHbIM npodunb Wiegand, BBeguTe ero
umsa B none Mpodunb Wiegand B nprvBefeHHbIX HUXE AUANOrOBbIX OKHax
MorphoManager:

AoMuHucTpupoBaHue > Mpocunb GUOMeTpUUECKOro yCTpOHUCTBa.
ApMuHucTpupoBaHue > NMonutuka nonb3oBaTens.

Mifare Classic CSN

1.

HobasbTe anemeHT Wiegand User CSN Element W BBEAWTE NMPUBEAEHHbIE HUXKE
cBefeHun:

Uma: CSN (Hanpumep).

OnuHa: 32.

Pexxum TpaHcdopMaLum: Reversed.

B pasgene AaMuHuctpupoBaHue > NMpodunb GuomeTpruueckoro yctporcrTeaHa
cTpaHuue HacTtpoiiku mHorocakTopHoro pexxuma yctaHosute dpnaxxok MIFARE Classic.

Mifare DESFire CSN
KoHdurypauusa maeHtuHa Mifare Classic, 3a UCKNtoueHMEeM NpUBeAEHHbIX HUXKE CBeAeHWN:

OnuHa: 56.

nobasneHue anemeHTa Wiegand User CSN Element:

- Beeaute nma B none Umsa:.

- B none OnuHa BBeauTe 3HaueHue «56».

- B none Pexxum TpaHcdhopmaumnu: BBeauTe 3HaUeHWEe Reversed.

B pasgene AamuHuctpupoBaHue > NMpocdunb 6UuomeTpruueckoro yctponcreaHa
cTpaHuue HacTpoiiku MHOrocakTopHOro pexuma yctaHosuTe dnaxxok Mifare DESFire
3DES.
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iCLASS 26 BUT
1. BbibepuTe npegonpeneneHHbii Npodunb Standard 26 bit-HID PACS.

1 MarphoManager [14.4.3.9] - O ®
G 5 administratiol ser M emen @ Biometric identificatc & s
A - o
Operator A B e | Reresn | %Mol Export
[ Key Policy Name ~ Description MA2G MASG M3DF
Automaticaly generated random 64 bit Interpreted Interpreted Raw
= Biometric Device
Profile CASI-RUSCO 40 bit 19 bit Faciity / 19 bt Badge Raw Raw Raw
HID Corporate 1000 - 35 HID Corporate 1000 35-bit Raw Interpreted Raw
([ Biometric pevice HID Corporate 1000 - 48 HID Corporate 1000 48-bit Raw Interpreted Raw
E Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted Raw
ISOfIEC 14443 CSN 32 bt 32 bit Card Serial Number Interpreted Interpreted Not Supported
:ﬂ. User Policy ISOfIEC 14443 CSN 56 bt 56 bit Card Serial Number Interpreted Interpreted Not Supported
ISOfIEC 14443 CSN 64 Bt 64 bit Card Serial Number Interpreted Interpreted Not Supported
', Access Schedules .
Kastle 32 bit Kastle 32 bit Raw Interpreted Raw
User Distribution Matrix 56 bit 54 bit User ID Interpreted Interpreted Raw
* Group Mfare csn Interpreted Interpreted Not Supported
B User Authentication MfareDesfireCSN Interpreted Interpreted Not Supported
Mode OnGuard Wiegand 64 8 bit faciity, 48 bit card number, 8 bit ssue code Raw Raw Raw
Standard 26 bit 8 bit Ste/16 bit User code Interpreted Interpreted Raw

s Operator Role

Standard 26 bit - HID PACS 8 bit Ste/16 bt PACS Interpreted Interpreted

@ notifications

= Chents

() Scheduled Reports
& | Card Template
(&4 Card Encoding Log

@] Eventlog

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password

2.  Haxmute kHOMKy U3MeHUTb.
3.  Haxmwute kHoNKy Oanee

2] MorphoManager [14.4.3.9] — [m] X

ft Home 3 It User Managemen @ Biometric Identiicatic & ac

~

Add Wiegand profile elements

Operator

Wiegand Elements

& % "
Add Edt Delete | Move Up Move Down

[y Key Policy

= Biometric Device
Profi

MName

.[:] Biometric Device

Parity Bit 1 Even priority 1, Derived from bits 1,2,3,4,5,6,7.8,9,10,1
| | =] Wiegand Profies Ficed Site Code 8 18 Value 5232
HID iClassil.. User ID 16 924
i S user Policy Parity Parity Bit 2 1 25 Odd priority 2, Derived from bits 13,14,15,16,17,18,19,...

Access Schedules

" User Distribution
' Group

] User Authentication
Mode

% Operator Role
' Notifications
= Clents

() Scheduled Reports

& | Card Template

MA2G Mode: Interpreted MASG Mode: Interpreted M3DF Mode: Raw
[z Card Encoding Log

@] Event Log « Back Next Finish @ Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D 4 Log Out Change Password

4. Haxmute KHONKY U3MeHUTb.

Ypanute CTPOKY Fixed Facility Code.

BbibepuTte cTpoky HID iClass SEP User ID.

Haxmute kHonKy U3SMEeHUTb.

MN3meHUTe onuHy naeHTMdurKkaTopa nonb3oBarena c 1..16 Ha 1..24.

© N oo
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9. B pa3sgene ApmuHuctpupoBaHue > Mpocdunb GUoMmeTpUueckoro ycTpoucrBaHa
cTpaHuue «Hactporkn bBruomeTpuueckoro yctponctear» B none «Mpoduns Wiegand»
BblbepuTe 3HaueHWe Standard 26 BIT-HID-PACS.

10. B pasgene AamuHuctpupoBaHue > NMpodunb 6UoMeTpUUECKOro ycTporcTBa Ha
cTpaHuue HacTpoku MHOrohaKTOPHOro peXXuma yCTaHOBUTe priaXkok HID iClass.

11. HaxumaKTe KHOMKY «[anee», noka He nepengeTe Ha cTpaHuuy Monb3oBaTenbckue
napameTpbl.

12. Haxmute KHOMKy [lo6aBUTb.

13. HobaBbTe nonb3oBaTenbCKUIM NapaMeTp (C yueToM perumcrpa)
wiegand.site code propagation.

14. 3apmainTe eMy 3HaueHue 1.

15. Haxmute kKHonky FoToBo.

16. BBeguTe 3TOT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUe >
Monutuka nonb3oBaTens.

iCLASS 35 BUT

Bbibepute npegonpeneneHHbli Nnpodunb HID Corporate 1000 35 BIT.
HaxxmuTte KHonKy USMEeHUTb.

HaxxmuTte KHONKy Oanee

BbibepuTe 1 ynanute cTpoKy anemMeHTta Fixed Company ID.

BbibepuTte 1 yganute cTpoKy anemMeHTa User Card ID Number.

ok =

[JobaBbTe CTpoKy anemeHTa HID iClass/iClass SE PACS Data W B CBefeHMAX 00

3NeMeHTe 3afanTe napamMmeTpbl:

- MmA: Card ID Number.

- [OnuHa: 32.

- B pasgene AoMmuHucTpupoBaHue > Mpocdunb GUOMeTpHUUECKOro yCTpoOMCTBa Ha
cTpaHuue HacTpoku MHOrohaKTOpPHOIro pexXuma yCcTaHoBUTe PpriaXok HID iClass.

- HaxkumanTe kHonky [lanee, noka He nepenaerte Ha cTpaHuly NMonb3oBaTtenbckue
napameTpbl.

- Haxmute KHoNKy J0O6aBUTb.

— [JobGaBbTe nonb3oBaTeNnbCKWi NapameTp (C yueTom perucrpa)
wiegand.site code propagation.

—  3apanTe emy 3HaueHue 1.

-  HaxmwuTe KHONKy NoToBoO.

- BBeawuTte 37OT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUe >

MonuTtuka nonb3oBartens.

iCLASS 37 BUT

-  ApmuHucTtpupoBaHue > Wiegand

- WenkHuTte Jo6baBUTbL HOBbIW Npocunb
- DOnuHa: 37.

1. JdobaBbTe UETHOCTb 3/1EMEHTa:

-  Wma: (Hanpumep) EvenParityBit 1.
- MpuopurerT: 1.

- OnuHa: 18.

-  Pexum: Even.

- basoBble OUTHI: 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18
-  HaxmwuTe KHONKy Oanee
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[obaBbTe aneMeHT User HID iClass/iClass SE PACS Data W B cBegeHusax ob
3NeMeHTe 3aanTe napameTpbl:

UmA: UserID

AnuHa: 35.

HaxmuTte kKHonky Oanee

[obaBbTe UETHOCTb 31eMeHTa:

Uma: Hanpumep: Parity Bits 2.

Mpuopwurer: 2.

OnuHa: 19.

Pexxum: 0dd.

BbasoBble OUTbI: 19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37.
Ha>kmuTte KHONKy Oanee

B paspene AgMuHuUcTpupoBaHue > Mpocdunb GUomeTpUUuecKoro ycTpoucrea Ha
cTpaHunue HacTpoku MHOrohakKTOPHOIro peXxMma yCTaHOBUTe PaXKoK HID iClass.
HaxxmmanTe kHonky [lanee, noka He nepenaete Ha cTpaHuly NMonb3oBatenbckue
napameTtpbl.

HaxxmuTte kHoNKy [l06aBUTDb.

[obaBbTe nonb3oBaTenbCkWi NapameTp (C yueTom perucrpa)

wiegand.site code propagation.

3afjanTe eMy 3HaueHue 1.

HaxxmuTte kHonky FoToBo.

BBeauTe aTOT 3anonHeHHbIM npocdunb Wiegand B pasgene ABMUHUCTPUPOBAHUE >
Monutuka nonb3oBaTens.

iClass 48 BUT

© kb=

11.
12.

HID

BbibepuTte npegonpeaeneHHbiM npodunb HID Corporate 1000 48 BIT.

HakmuTe KHONKY USMEHUTb.

HakmuTte KHONKy Oanee

BbibepuTe 1 yoanute CTpoKy anemeHTa Fixed Company ID.

BbibepuTe 1 yoanute CTpoKy anemeHTa User Card ID Number.

[obaBbTe cTpoKy anemeHTa HID iClass/iClass SE PACS Data M B CBeAeHMAX 0O
3NeMeHTe 3afanTe napamMeTpbi:

MwmA: User.

OnuHa: 45.

B pasgpene ApMmuHUucTpupoBaHue > MNMpodunb 6MOMeTpUUECKOro YCTPOMCTBA Ha
cTpaHunue HacTpoiku MHOrohaKTOPHOIro pexXuma yCTaHOBUTe PaXKoK HID iClass.
HaxxnmanTte kHonKy [lanee, noka He nepenaeTte Ha cTtpaHuly Monb3oBaTenbckue
napameTpbil.

HaxxmuTte kHonky [lo6aBUTDb.

[JobaBbTe Nonb3oBaTeNnbCKUM NapameTp (C yueTom perucrpa)

wiegand.site code propagation.

3aganTe eMy 3HaueHue 1.

HakmuTe KHONKy NoToBoO.

BBeaute aT1oT 3anonHeHHbIM npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUE >
MonuTuka nonb3oBartens.

Prox
BbibepuTe npenonpeneneHHbii npodunb Standard 26 BIT.
Ha>kmuTe KHONKY USMEHUTDb.
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Haxxmute kHonKy Oanee

Ypanute CTPOKy Fixed Facility Code.

Haxxmute KHONKY U3MEeHUTb.

N3meHUTe ANnHY naeHTUdUKaTopa nonb3oBatena c 1..16 Ha 1..24.

R

B paspgene AamuHuctpupoBaHue > lNMpocdunb 6UuomeTpruueckoro yctponcreaHa

cTpaHuue «HacTporkn BMOMeTpHUUECKOro ycTporcTBar B none «Mpodunb Wiegand»

BblbepuTe 3HaueHUe Standard 26 BIT.

8. B pasgene AgpMuHUcTpupoBaHue > Mpocdunb GUomeTprUuecKoro ycTpoucrBa Ha
cTpaHuue HacTpoku MHOrohakTOPHOro pexxXuma yCcTaHoBUTE (PNaxkKu:

- bBUOMeTpUUecKHe AaHHble.

- BeckoHTaKTHaA KaprTa.

9. HaxumanTe KHoNKy fanee, noka He nepengeTe Ha cTpaHuuy Monb3oBaTenbckue
napameTpbl.

10. Haxmute KHOMKy Jlo6aBUTb.

11. [JobaBbTe nonb3oBaTenbCKUM NapameTp (C yueToM perucrpa)
wiegand.site code propagation.

—  3apanTe emy 3HaueHue 1.

12. HaxmwuTe KHonky FoToBo.

13. BBenuTe 3TOT 3anonHeHHbIM npodunb Wiegand B pasgene AGBMUHUCTPUPOBaHUE >

Monutuka nonb3oBaTens.

22.3 BbiObop pexxuma naeHTuchmkauum

BBepeHue

BVIOMeTpVIHECKVIe CYUTbIBaATENN MOTYT VI,EI,eHTVId)VILI,VIpOBaTb Bnagenbua yYeTHbIX OaHHbIX

pasnuuHbiMKM cnocobamMu. 3TU cnocobbl Ha3bIBAOTCA PEXMMaAMU UAEHTUDUKALUK UMK

pexxmMMamMu NPoBepPKU NOAMUHHOCTHU.

- Mo kapTe unu 6UOMETPUUECKUM OaHHbIM B 3aBUCUMOCTHU OT TOrO, UTO Bragenely,
YyUeTHbIX AaHHbIX NPeacTaBnAeT CUUTbIBATENIO.

— Tlo kapte U 6UOMeETpPUUECKUM LaHHbIM, T. €. NPOBepKa DUOMETPUUECKHUX YUETHbIX
NaHHbIX NONb30BaTeNA BbIMOMHAETCA, UTOOblI MOATBEPAUTL, UTO AaHHbIW NOMNb30OBaTeNb
ABNAETCA UCTUHHBLIM BNaZenbLeM KapTbl.

—  Tonbko No 6UOMEeTPUUECKUM OaHHbIM.

B aTom paspgene onncaHa HacTpoMKa 3TUX pexxMmoB B cuctemMe MorphoManager.

ObpatuTe BHMMaHWe, UTO BO BCEX CMyyanx, KOr4a MCMONb3yTCA YUETHble AaHHble Ha KapTe,

pasymeeTtca, HeobxoaMmMo cosgaBatbh NPodUIb ANA COOTBETCTBYIOLLMX TEXHONOMMKU U hopMaTa

KapThbl.

MyTb K AUANOroBOMY OKHY
B cucteme MorphoManager Ha Bknagke AGMUHUCTPUPOBaHUE

22.31 Kapta UITU buometTpuueckue gaHHble
cosfanTe Nonb3oBaTeNbCKUN PEXMUM MPOBEPKKU NOANUHHOCTH, ECNIU NONb30BaTENU AOMXKHbI
naeHTudunumMposatb ceba no kapte UM no BMOMETPUUECKUM YUETHBIM AAHHbIM.
1. B cucteme MorphoManager nepenaute K pasgeny AGMUHUCTPUPOBaHUe >
KoHdurypauusa 6uomerpuueckoro yctpomcrea.
2. BeeauTe UMA KOHpUrypaunu BMOMETPHUUECKOrO YCTPOWCTBA, Hanpumep

CardORBiometric.
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ﬁ Administration 4y User Management & Biometric Identification B Onsite / Offsite ﬂ TransactionLogs a Reports

Enter details for the Biometric Device Configuration

Operator
Name:
;‘ Key Policy
Description:
== Biometric Devi
(nt:;;u?:ﬁon o Configuration Mode: Express ~
m Biometric device Log Retrieval Enabled: IZ
Set Time/ Log retrieval interval: 300 (seconds)
Wiegand Profiles
Duplicate check on biometrics: O (Does not apply to Morpho 3D Face. Only applicable to new
. user adds or rebuild operations)
ef) User Configuration
MorphoAccess heartbeat interval: 30 = (seconds)
}  Access Schedules )
Key Policy: Default ~

“ User Distribution
3 Group

' User Authentication Allow Remote Enrollment: a
4 Mode

MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Compact/XP, MorphoWs

Default User Configuration for Remote Enrolment:  Default
o Operator Role

‘ Notifications
M (lients

€] Scheduled Reports

Card Template

Card Encoding Log

H

Event Log

© [

Exception Log

o

N System Configuration « Back Next " Finish Cancel Q

3. HaxwumanTe kHonky Oanee, noka He nepenaeTe Ha cTpaHuLy HacTpoiku
6MomMeTpUUEeCcKOro yCcTpomcTBa.

ﬁ Administration 3¢ User Management & Biometric Identification B Onsite / Offsite 8§ TransactionLogs a Reports

_ Editing Biometric Device Configuration

Biometric Device Settings

Operator
‘7]‘ Key Policy General Settings
Wiegand Profile: P
= Biometric Device g iClass26BIT v
Configuration Language: S
m Biometric device Realtime logging enabled: O

Wiegand Profiles

:ﬂ User Configuration

4. B none Npocdunb Wiegand BbibepuTe TOT ke Npodunb, KOTOPbIM Bbl onpeaenunu ans
CBOMX BMOMETPUUECKHUX YCTPOMCTB NpU HacTporke BioBridge.

5. HaxumanTe Janee [0 Tex Nop, Noka He OTKPOETCA Ananorosoe okHo HacTtpoiku
NoporoBbiX 3HAaUEeHU BUOMETPUUECKUX YUETHbIX OaHHbIX.

6. YcraHoBUTe 3HaueHWA napameTpa Moporoeble 3HAUEHUA GUOMETPUUECKUX YUETHbIX
OaHHbIX B COOTBETCTBUM C NTOKANbHbIMMK YCTOBUAMMK U AOKYMeHTaunen MorphoManager.
3HaueHWe NoO YMONMUYaHW — Recommended.

7. HaxumanTe kHonky [lanee, noka He nepenaeTe Ha akpaH HacTpoku MHOrocakTopHoOro
pexuma.

8. YcraHoBUTe hnaxxok BuomeTpuueckue AaHHble U DNAXKOK ANA TEXHONOTMUIO KapThl,
MCMOMb3yeMY0 B MpoLEecce YyCTaHOBKMU.
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9. HaxumanTe KHOMKy Janee, noka He nepengeTte Ha cTpaHuuy Monb3oBaTtenbckue
napameTpbl.
B MorphoMansger [15.4.35] - o W

Gperator

Key Polioy

Biometric Devios

Configuration Deeie
Biometric device
0 ;
Weegand Profies wocuser_recerd_reference ] m
wiegand site_tode_propagabon 1 u
User Conligursiton e lometric_mth_ e ) S
woc hometric_suth e Q R
Mcoess Schedules e ric ke N P:::ﬁ_mg,

n User Distribution
! Group
User Authentication
B, Hode
5 Operator Rale
The poramesers on this page ane not valdated and sent drectly to ol MA Soma, MA Sgma Lite, MA Sgms Use +, MA Sgma Extreme, HA VP MD, ViserPass and Morpheiave devices.
] assigned thi Bomeic Device Contouraton, .
@ morncatioas s
o
o Schedubed Reports - Back et W Fanish 15} Cancal Q)
S L
Connected to hitps/ocalhost 42100 Logged in as Admnatrator (System Adminitrator) Sate I0; AE3F-3E50-8B3E-43C2-5303- 21 TA-4FC4-5601 [ Log Out Change Passecrd

10.

12.

[nA KaXgoro MCnonb3yemMoro ycTponcTea

HaXXMuTe KHOMKy [lo6aBUTb, uTOObLI 40OaBWTL BA NOMb30BATENbBCKUX NapamMeTpa.
(Ecnu 3apaHbl 3TM ABa NnapameTpa, CUUTbiBaTeNb OTNPABNAET AaHHbIE KapThl
HenocpeacTBeHHo B AMC. MNonb3oBaTeNen He HYXXHO PerucTpupoBaTb B CUMTbIBATENE
IDEMIA).

ucc.per user rules

ucc.user record reference

Ona cuntbiBaTtenen WAVE u VisionPass nobaBbTe elle oguMH napamerp:
ucc.biometric auth rule=0

BbibepuTe 3HaueHWe napameTpa Tun ycTpoucTBa MorphoWave Compact/XP,
MorphoWave SP UNKW VisionPass.

Haxxmute KHonky NotoBoO.

HasHaubTe Nonb3oBaTenAM 3TOT PEXUM NPOBEPKU NMOLNUHHOCTU NONb30BaTeNeu.
B ACS HeobOxoanMo Ha3HauMUTb KapTy C AOMYCTUMbIM OMUCAHUEM KaXKoOM Aep’KaTento KapThbl.

1.

o ko

B cucteme MorphoManager nepenaunTte K pasgeny AGMUHUCTPUPOBaHUE > PeXxum
npoBepKU NOANUHHOCTU NONb30BaTenA.

3apanTe crnepdyolve aTpubyThI:

YctaHoBHUTe nepekntouatens Pexum B nonoxeHue Enabled.

YcTtaHoBHTEe B cnncke Pacnono)keHue wabnoHa napameTp Download to Device.
YcrtaHoBHTe hnaxkok Pa3pewwnTb 3anyck Nno 6MOMeTPpUUECKUM AaHHbIM.
YcrtaHoBHUTe (hnaxkok PaspelwinTb 3anyck nNo 6eCKOHTaKTHOM KapTe.

BbikntounTte dhyHkumio TpeboBaTb cooTBeTCTBUE WABNOHA.

Mepenaute B pagen AGBMUHUCTPUpPOoBaHue > KoHdurypauusa nonb3oBatenen.
Haxxmunte KHonKy [lo6aBUTD.

BbibepuTe MMA pexxuma npoBepKU NOANUHHOCTU NONb30BaTeNns, CO3aHHOro BamMu
paHee AnA KapTbl UM OMOMETPUUECKUX YUETHbBIX AAHHbIX.

HaxxmuTte KHoNKy MoToBoO.
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Cm.
—  Bneibop TexHonoruu n hopmaros kapt, CtpaHuya 171

22.3.2 KapTta U buometTpuueckue gaHHble
BbinonHUTe NpuBeAeHHbIE HUXE HACTPOWKK, NONb30BaTENW AOMKHbI MAEHTUDUUNPOBATL cebs
no kapte M bBuomeTpruuecKknmM yueTHbIM AaHHbIM, UTOObI yOeauTbca, UTo OHU ABNAKOTCA
BnagenbLuamMu KapTbl.
1. B cucteme MorphoManager nepenguTe K pasgeny AGMUHUCTPUpPOBaHUe >
KoHcurypauua 6MomeTpuueckoro ycTpomcrea.
2. HaxumanTe kHonky Janee, noka He nepenaeTte Ha cTpaHuly HacTpoiku
6MomMeTpUUECKOro ycTpoicTBa.
3. B none NMpodcdumnb Wiegand BbibepuTte TOT e Npodunb, KOTOPbIM Bbl onpeaenunu ana
CBOMX OMOMETPUUECKUX YCTPOMCTB NpU HacTporKe BioBridge.
4. HaxwumaMTe KHOMKy Oanee, noka He nepenaeTe Ha cTpaHuLy HacTpoiku
MHOrothakTOpHOro pexxuma.
5. YctaHoBUTe (hnaXoK Ans TEXHONOrMMU KapT, UCNONb3yeMOoW Npu yCTaHOBKe.
6. Haxmute KHONKy FNoToBo.
HasHaubTe nonb3oBaTeNnAM 3TOT PEXWUM NMPOBEPKU NOANUHHOCTU NMoNnb3oBaTeneu.
B ACS HeobxoaAnMMO Ha3HauUMUTb KapTy C AOMYCTUMbIM OMUCAHUEM KaXKOOM [lepXKaTento KapTbl.
1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUPOBaHUe >
KoHdurypauua nonb3oBarenei.
2. B none Pexxum npoBepKW NOANUHHOCTU Nonb3oBaTena BbibepuTe 3HaueHue
Contactless Card ID + Biometric W3 CNMUCKa.
3. Haxmwute kHonKy FoToBo.
Cm.
—  Bneibop TexHonoruu n hopmaros kapt, CtpaHuya 171
22.3.3 Tonbko bMomMeTpuUuecKkue AaHHble
BbinonHUTe NpuBeAEHHbIE HUXE HACTPOWKK, ECNU MONb30BaTeNU AONMXKHbI MOEHTUMULMPOBATb
cebAa TONbKO C NOMOLbIO BUOMETPUUECKUX YUETHbBIX AaHHbIX.
1. B cucteme MorphoManager nepenaunte kK pasgeny AGMUHUCTPUPOBaHUe >
KoHdurypauma 6uomerpuueckoro yctpomcrea.
2. HaxumanTe kHonky [Janee, noka He nepenaeTte Ha cTpaHuly PepakTupoBaHue
KOH(Urypauuu 6MomMeTpUuUecKoro ycTpomcraa.
3. B none Npocdmunb Wiegand BbibepuTe TOT ke Npodunb, KOTOPbIM Bbl onpenenunu ans
CBOMX BMOMETpUUECKHUX YCTPOMCTB NpU HacTporke BioBridge.
4. HaxumanTte kHonKy Janee, noka He nepenaete Ha cTpaHuuy HacTpoiku
MHOrotakTOpHOro pexuma.
5. B none MHorothakTopHbIi pexXum BbibepnTe 3HauUeHMe Biometric only M3 CNMUCKa.
6. HaxmuTte kHonKy NoToBO.
HasHaubTe nonb3oBaTeNnAM 3TOT PEXWUM NMPOBEPKU NOANUHHOCTU NoNnb3oBaTeneun.
B ACS HeobxooMMO Ha3HauMWTb KapTy C 4OMNYCTUMbIM OMUCAHWEM KaXAOM AepXKaTento KapThbl.
1. B cucteme MorphoManager nepenguTe B pasaen AGMUHUCTPUPOBaHUe >
KoHchurypauua nonb3oBarenem.
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22.4

2241

2. B none Pexum npoBepKu NOANUHHOCTU NMONb30BaTenA BbiOepuTe 3HaueHue
Biometric (l:many) M3 CAMUCKA.
3. Haxmurte kHonky FoTtoBoO.

Hactpoika uHtepdeica BioBridge B cucteme MorphoManager

MpepBaputenbHble TpeboBaHUA
CucTtema ynpaBneHua goctynom MorphoManager yctaHoBneHa Ha cepBepe MorphoManager B
Balen cetn. Cm. PykoBoacTBO no yctaHoBKe MorphoManager v MHTEPAKTUBHYIO CMPaBKy.

0630p

Utobbl ucnonb3oBaTb UHTepdenc BioBridge mexay cuctemamu ynpasneHus goctynom Bosch
n MorphoManager Heo6X04WMO HAaCTPOWTbL NPUBELEHHbBIE HUXE NapaMeTpbl B CUCTEME
MorphoManager:

-  KoHdurypauua 6uomerpuueckoro ycTpomcrea

- BuomeTtpuueckoe ycTponucTBo

- Npodunu Wiegand

- KoHdmrypauusa nonb3oBaTtenei

— pynna pacnpegeneHusa nonb3oBaTenemn

—  Pexum npoBepKu NOANUHHOCTU NONb3oBaTens

—  KoHdmrypauusa cucrembl

Kpome Toro, HeobxoamMmo HacTpouTb npotokon ODBC (Open Database Connectivity) ana
CBA3M Mexay uHTepdencom BioBridge cuctembl Morphomanager u 6a3oi gaHHbIX, KOTOPYHO
OHa Mcnonb3yeT coBMecTHO ¢ ACS.

Bce 31 3agaun KOHUIypaLmm onncaHbl B CNedyoWwmx pasgenax.

KoHcurypauua 6uomerpuueckoro yctpomcrea

KoHdurypauua BMoMeTpruecKkoro ycTporMcTBa onpegenseT obLine HAaCTPOMKKU U mapaMeTpbl
[ANA OQHOTO WM HECKONbKUX BMOMETPHUUECKUX YCTPOMCTB. KoHUrypauua GuoMeTpuueckoro
yCTpOWCTBa NpUMeHAeTcA K BMOMETPUUECKUM YCTPOMCTBAM B CUCTEME MPU UX [0OaBNEHWU Ha
BKNagke ABMUHUCTPUpPOBaHUe B pasaene buomerpuueckoe ycTpoucrBo.

B cnepytowen npoueaype npeanonaraeTcs, UTo pasBepTbiBaHUE BUOMETPUUECKHUX
cuuTbiBaTenen ot IDEMIA BbinonHAETCA C 4ONONHUTENbHOM TEXHONOTUEN CUMTbIBAHUA KapT.

Mpouenypa

1. B MorphoManager nepenaunte B pa3nen AGMUHUCTpUpoBaHue > KoHdurypauusa
6MomeTpUUECKOro YCTPOMUCTBA.

2.  Haxmute [o6aBuUTb, uToObl CO34aTh HOBYO KOHQIUIypaLno DMOMETPUUECKOTO
yCTpoOWCTBa.

3. Ha cnegywuiem 3KkpaHe BBeaUTe UMA M onucaHue (HeobAa3aTenbHo) npoduna. Ecnu Bbl
He UCMonb3yeTe None ONMCaHUA, PEKOMEHOYEM UCMONb30BaTb UMSA, ONWChIBAtOLLEE TUM U
peXxumbl UaeHTUudrKaumMmn (buomeTpua n (MNK) KapTa) rpynnbl CUUTbIBATENEN.

4. HaxumanTe KHOMKy [lanee, noka He nepenaeTe Ha cTpaHuly HacTpoiku
GMomMmeTpUUECKOro YCTPOMUCTBA.

-  Bbibepute npodunb Wiegand, KoTopbii Obln co3aaH paHee Ans YCTAHOBKMU.

5. HaxumanTe kHonky [lanee, noka He neperaete Ha cTpaHuly MapameTpbl pexxuma
ynpaBneHUs JOCTYyNoM.
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(SR EUIEEEE 3¢ User Management @ Biometric Identification | Onsite/Offsite. 8 TransactionLogs ) Reports

Editing Biometric Device Configuration

Access Control Mode Settings

Operator

-lf Key Policy Access Control Mode: Integrated By Wiegand / Panel Feedback v

== Biometric Device

Configuration
Panel Feedback Mode: LED Feedback (2 Wire) ~  (Panel to Biometric Device)

m Biometric device

Panel Feedback No Response Timeout: 3000 (in miliseconds)

Wiegand Profiles

1000 (in 10s of miliseconds)

ef) User Configuration

25000 (in miliseconds - please refer to the MorphoAccess Sigma Series
Access Schedules Administration Guide for further information)

Duress Wiegand Mode: Disabled
“ User Distribution >
i Group Duress Wiegand Profie: Standard 26 bit

' User Authentication
4 Mode

& Operator Role
L o N 9600
‘ Notifications

Clients

(©] Scheduled Reports

*

Card Template

Card Encoding Log

B

Event Log

© e

Exception Log

‘\ System Configuration “ Back Next » Finish & Cancel Q

[anee HacTponka Wiegand u koHTponnepos AMC no npoTtokony OSDP BbinonHAeTca no
OTAENbHOCTU. BbINONHUTE ONKMCaHHYIO HUXe npoLenypy, COOTBETCTBYIOLLYIO TUMY KOHTpOnnepa
AMC:

Ana kouTponnepoe AMC Wiegand

1. B none Pexxum ynpaBneHUA AOCTYNOM yCTaHOBUTE 3HaueHWe Integrated by Wiegand.

2. B none Pexxum obpaTHOM CBA3M C NaHenblo YCTaHOBWTE 3HaueHWe LED Feedback (2
wire).

3. Haxmwute kHonKy FoToBo.

Ona kouTponnepoB AMC OSDP

1. B none Pexum ynpaBneHUA [OCTYNOM yCTaHOBUTE 3HaueHUe Integrated by OSDP.
2. B none Pexxum obpaTHOM CBA3M C NaHenblo YCTaHOBUTE 3HaUeHWe LED Feedback (2
wire).

YctaHoBHUTe hnaxxok besonacHbi kaHan OSDP

YcTaHOBHUTE CKOPOCTb Nepefaun gaHHbIX 9600

[lononHuTenbHble CBeAEHUA CM. B pa3aene buomerpuueckoe ycTpoucTeo

© o0k w

Ha)kmute kHonky FoToBo , uToObI BEIMTH M3 MorphoManager.

YcTpaHeHUe HeucnpaBHocTel knouen OSDP
Ecnv HEBO3MOXXHO YCTaHOBMUTb 3alMULLEHHOE COeAMHEHME CO cunTbiBaTenem OSDP,
nonpobynTe nepeyctaHOBUTb Ba30BbIN KNOY CriedyolMm obpasom:
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3anycTtuTte otaenbHyto nporpammy MorphoBioToolBox (MBTB).

2. B nporpamme MorphoBioToolBox nepengunTte B MeHto HacTpoWKu ycTpoicTBa >
Cbpocutb

3. Bbibepute 6azoBbin kntou OSDP

>

Ha)kmute COpocuTb Kpuntorpachuueckue Knoum
5. Bbiiaute n3 MorphoBioToolBox

B 6onee cnoxHbix cnyuyasx obpatutech B Cy»0y TexHuueckon noagepxku IDEMIA.

Cwm.
- buometpuueckoe yctposcteo, CTpaHuuya 181

22.4.2 BuomeTpuueckoe yCcTpomcTBo
EMOMeTpML{eCKMe yCTpOVICTBa npoBepPAIOT, COBMagakdT I CYUTAHHbIE 6MOMeTpVIl-IeCKMe
YUY€THblE AAaHHbIE C 3alMUCAMU B base AaHHbIX. OHM TaKkxKe BeAyT XypHan Bcex coObITHH
UCNONb30BaHUA.

Mpouenypa

1. B cucteme MorphoManager nepenauTe B pasgen AGMUHUCTPUPOBaHUe >
BuomeTpuueckoe yCTpOMCTBO.

2. Haxmwute [,obaBuTb, uTobbl CO34aTh HOBOE BMOMETPUUECKOE YCTPOWCTBO.

3. BBeawuTe Kak MMHUMMYM OCHOBHble cBefeHuA ob ycTponcTae:

- (43 cnucka) CemeicTBo obopynoBaHUSA;

- umsa xocTta/IP-agpec;

— (M3 cnucka) onpeaeneHHyo paHee KOH(Urypauu 6MoOMeTpUUeCcKoro yCTpoucTea.

1 MorphoManager [14.4.3.9] - O *

fi Home [ERNUINEIETY 4t User Managemen ¥ Biometric Identificatic B Access Logs ] Reports

-~

Operator Enter the details for this Biometric Device
W Key Policy Name: [Masigmamats
Description:
= Biometric Device vtio
Profile Location:
- Asset ID:
[,'j Biometric Device
Export Value: |
Wiegand Profiles Time Zone: (UTC +01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna B4
. Hardware Family: MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD ~
«fiL User Policy
Serial Number:
' Access Schedules Hostname\IP Address: [asigmanmuit] |
3] User Distribution Port: =10 |
¢ Group Biometric Device Profie: Express ~
User Authentication Include in Time & Attendance Exports:
Mode Change User Onsite | Offsite Status:
% Operator Role Onsite Key: No Key
Offsite Key: No Key
‘ Notifications
™ Clients
() Scheduled Reports
& | Card Template
(3 card Encoding Log
9| Event Log « Back Next » Finish & Cancel @

W

Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
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4. Haxmute NotoBO

B auanorosom okHe «buomeTpuueckoe YCTPOVICTBO)) Tenepb yKa3blBakOTCA BCe
HaCTpPOEHHbIE yCTDOVICTBa:

1 MorphoManager [14.4.3.9] - O *

ft Home QEEBSLIGEELE 4t User Managemen @ Biometric Identificatic ® Aco ogs @ Reports

Items

-~

Biometric Device

Q

[=. 2 o Q
Add  Edit Delete Refresh Synchronze = Getlogs View Synclog Set Date/Tme Rebuid Reboot Set

Operator Offne  ShowAl Fiter

W Key Policy Biometric Dev... Synchronizati.. Status

Blometric Dev ) Required Sy... @0Onine
= Biometric Device -
Profile VisionPassMDPL Face Regocnition AC3 Default W/Synchronized {JOnine 1]

MASigmaMulti Express

(7] Biometric Device
Wiegand Profiles

L User Policy
" Access Schedules

n User Distribution

i Group
' User ication D
Mode Details Logs Queued Tasks (4) Failed Tasks (0) Hde
% Operator Role MASigmaMulti
@ notifications proh:
Hardware Type: MA SIGMA Multi WR
R Serial Number: 20195M50001431
5 Firmware version: 4.5.1
' [ \IP Add MASigmaMulti: 11010
OScheduled Reports User Slots: 0/ 5000
& card Template Time Zone: (UTC+01:00) Amsterdam, Berin, Bem, Rome, Stockholm, Vienna

Synchronization Mode: Automatc
Synchronization Status:  Required Synchronization

(5 card Encoding Log St Orne

@| Event Log

W

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D 4 Log Out Change Password

22.4.3 KoHcurypauua nonb3oBateneu
KOH(*)VIpraLI,VII/I nonb3oBartenen — 3710 Ha60pb| npas A0OCTyMNa, Ha3Ha4Y€HHblI€ NONMb30BaTENAM,
KOTOPbIM NpeabABNAKOTCA OAWHAKOBbIE Tpe6OBaHMH AanA nonyyeHuWA AOCTyna, TO eCTb B HUX
OMNUCbIBaeTCA KakKue 6MOMETpMHeCKMe yCTpOﬁCTBa pa3peleHo UCNoNb30oBaTb NOMb30BaTENAM,
B KaKUX peXxmnmax U B Kakoe BpemA.

Mpouenypa

1. B cucteme MorphoManager nepengute B pasgen AGMUHUCTPUpPOBaHUe >
KoHdurypauua nonb3oBateneu.

2.  Haxmute flobaBuTb, UTOObI CO34aTbh HOBYO KOHMUIypaLuto nonb3oBaTens.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTpo#tka yHuBepcanbHon nporpaMmbl BioBridge ot IDEMIA | ru 183

7 MorphoManager [14.4.3.9] - O *

R (5 Administratio

~
Operator Enter the details for this User Policy
J KeyPoicy Name: !I |
Description:
= Biometric Device
Profile Access Mode: Al Bomefric Devices and Clents
1] Biometric Device [T Alow MA 500 database selection during user enrolment N
Access Schedule: 24 hours, 7 days a week ~
Wiegand Profies Extended User Detais: [] Display extended user detais
“h user Policy Wiegand Profile: Standard 26 bit ~
User Authentication Mode: Express v
A Access Schedules Show Photo Capture Page:

n User Distribution
+ Group

[ User Authentication
Mode

= Operator Role
‘ Notifications
™ Clents
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log

@] EventlLog

Back Next » Finish & Cancel Q
b

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
3. B auvanoroBom okHe [lobaBneHUe NONUTUKKU NMONMb30BaTeNnA BBeaUTE:

— HasBaHMe NoONWTUKKM Nonb3oBaTens U onucaHue (HeobssatenbHO).

- Pexxum poctyna: Per User.

— PacnucaHue pgocTyna, onpeaensioliee HU U BpeMsA, B KOTOpPbIe [JOCTYN paspelleH.

- Mpodmnb Wiegand, onpefeneHHbi M UCNONb30BaHHbIM Ana Mpodomna
OuMomeTpUuecKoro ycTpomcrBa.

—  PeXuM npoBepKu NOANUHHOCTU NMONb3oBaTens, B 3aBUCMMOCTH OT TOrO, KakK
nonb3oBaTenu ycTponcTea byayT ncnonb3oBaTb YCTPOMCTBa (MO oTneuartky nanbua,
nanbuy, nuuy, Kaptam v T. a.). NogpobHee cMm. B pa3aene Boibop pexxuma
MaeHTUDUKaALUU.

4. Haxmwute kHonky FoToBo.

Pexxnum npoBepKku NoANMHHOCTM NONb30BaTeNnA B NONMUTUKE MOMb30BaTeNnd No YMOnUaHuw: (1:

Many) . UTobbl Mcnonb3oBaTb Apyrue pexxrumMbl NPOBEPKU NOANMHHOCTH, CO34aNTe

OOMONHUTENbHbIE MONMUTUKK Nonb3oBatens. MogpobHble cBeAEHUA O PasNMUHbIX CBOMCTBAX,

KOTOPblE MOXXHO Ha3HAUWTb MONUTMKE NONb3oBaTens, CM. B «PyKkoBoACTBe Monb3oBartens

MorphoManager».

Cwm.
—  Bbibop pexnma noeHtucpmuxkaymumn, CrpaHmya 175

2244 Fpynnbl pacnpeaeneHUa nonb3oBaTeneun
prnnbl pacnpeneneHnAa nonb3oBarenen Cny>Xat anAa conocrtaBeHUA nonb3oBartenemn c
rpynnamu 6I/IOMeTpVIl4€CKVIX CUMUTbIBaTENEN UMKU KNUEHTOB MorphoManager.
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TpeboBaHusa

Kaxxgas rpynna pacnpeaeneHusa nonb3osartenen AoMKHa OblTb conocTaBneHa xota Obl ¢
oaHuM knaccom nuuy (Person Class) B ACS. MNoatomMy cosfnainTe xota Obl ofgHY rpynny
pacnpeneneHusa nNonb3oBaTenen Ansa Kaxaoro UCNonb3yeMoro Knacca nuu.

Mpoueaypa

1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUPOBaHUe
(Administration) > N'pynna pacnpegenenus nonb3oBatenen (User Distribution Group).

2.  Haxmute fobasutb (Add), utobbl co3gatb HOBYIO rpynny pacnpeneneHun
nonbsoBateneu.

1 MorphoManager [14.4.3.9] - O *

ft Home RERNLLUCIERE &t User Managemen ¥ Biometric Identificatic ? o as a Reports

Adding User Distribution Group
~
Operator Enter details for this User Distribution Group
J Key Policy Name: _m

= Biometric Device
Profile

Ej' Biometric Device
Wiegand Profies

efL User Policy
" Access Schedules

" User Distribution
4 Group

B User Authentication
Mode

s Operator Role
‘ Notifications
™ Clents
() Scheduled Reports
& | Card Template
(5] card Encoding Log

@] EventlLog

Back Next » Finish &) Cancel @

W

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
3. Haxwumante kHonky Oanee (Next), noka He nepekaete Ha cTpaHuly Bbibop
6uomeTtpuueckux yctpoicts (Select Biometric Devices).
4. YcTaHoBMTe hNaXKku AnsA Tex bMoMeTpuueckunx yCTponcTs, KoTopble byayT
MCMoNb30BaTbCA NMOABMU B 3TOM rpynne pacnpeneneHusa nonb3osartenem.
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1 MorphoManager [14.4.3.9] - O X

fi Home [REEEBUNMEIENS 4t User Managemen & Biometric Identificatic ® Access Logs @ Reports

Adding User Distribution Group

-~

Operator Select Biometric Devices
J Key Policy o Select Al T Clear Al 4 Fiter
= Biometric Device N Description Location Model
Profile MASigmaMulti MA SIGMA Multi WR
VisionPassMDPI Face Regocnition AC3 VisionPass

Cj' Biometric Device
Wiegand Profiles

4L User Policy
" Access Schedules

n User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications

™ Chents

() Scheduled Reports
& | Card Template
(33 card Encoding Log

©@| EventLog Back Next » Finish & Cancel @

W

Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9IA-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
5. Haxmute KHonKy FotoBoO.

22.4.5 HacTtpo#ka untepceinca ODBC gna knueHTta BioBridge

BBepeHue

NuTepdenc Open Database Connectivity (ODBC) — HeobxogmMmoe ycnosue ann

uMcnonb3oBaHuA KnueHTa BioBridge cuctembl MorphoManager. ODBC — 370

CTaHOapTM3MPOBaHHbIM NPOrpaMMHbIM MHTEpPdENC ANA AOCTyNa K pasnuyHbiM 6a3am JaHHbIX.

PekomeHayeMblv apanBep — OdbCDriverl17SQLServer

— B cnyuae c BIS gpaiBep HaxoauTCA Ha YCTaHOBOUHOM HocuTene BIS B pacnonoxeHuu
BIS\3rd Party\OdbCDriverl7SQLServer

- B cnyuae ¢ AMS gpaiBep Hy>KHO CKauaTb Ha CaWTe www.microsoft.com

Co3paHue UCTOUHMKA AAaHHbIX

Co3faHue UMeHU UCToYHMKa AaHHbiXx (DSN) gna ODBC

1. Ha naHenu ynpaBneHusa Windows BbibeprTe AGMUHUCTPUPOBaHHUE.
2. BblbepuTe ODBC Data Sources (64-bit) M3 CNMUCKa.

3. Bbibepute Bknagky Cucrema DSN.
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=/ ODBC Data Source Administratar (54-bit) X

User DSN  System DSN  File DSN  Drivers  Tracing  Connection Pooling  About

System Data Sources:

Name Platform  Driver Add...

Remove

Configure.

«  An ODBC System data source stores information about how to connect to the indicated data provider
Ej; A System data source s visible to all users on this machine, including NT services

Cancel Apply Help

4. HaxmuTte JlobaBUTb, UTOOLI BbIOPATL ApanBep.
5. BbibepuTte apakBep ODBC Driver 17 for SQL Server U HAXKMWTe KHomnKy FoToBo.

Create New Data Source X

Select a driver for which you want to set up a data source.

Name Wersion Comp

J B A e 2017.174.02.01 Microy
ot SQL Server 10.00.17763.01  Micro

< Back Cancel

6. BBeguTe NpuBeAeHHbIE HUXe CBeAEeHUA ONA UCTOUHUKA AaHHbIX.

- WMA: UMA UCTOUHMKA JaHHbIX.

— OnucaHue (HeobA3aTenbHO).

— CepBep: UMA KOMMNboTepa, Ha kKoTopom ACE ycTtaHoBneHa 6asa gaHHbIX, U UMA Basbl
naHHbIX (Mo ymonuaHuio: <MyACS server>\ACE)

Microsoft 501 Server DSM Configuraticn X
This wizard will help you create an ODBC dala source that you can use to connect to

B SQL Server

o

G What name doyou want to use to referto the data source?
SOL Server

Nere: |

How do you want to describe the data source?

Description: ‘ |

Which SQL Server do you want to connect ta?
Server: ‘VM-WZN‘}EN-ERT\BIS_ACE v |

Next > Cancel Help

7. Haxmute kHonky Oanee >
, OTKPOEeTCA AManoroBoe oKHO cbopa MHopMaLuK 4nA BXoda.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTpotka yHuBepcanbHow nporpaMmmbl BioBridge ot IDEMIA | ru 187

Microsoft 501 Server DSN Configuration X
How should SQL Server verify the authenticity of the login D7
<
,z.%
e () With Integrated Windows authentication.
SOL Server

(0 With Azure Active Directory Integrated authentication.

@ With SQL Server authentication using a login |0 and password entered
= by the user.

o) With Azure Active Directory Password authentication using a login 1D
and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login ID |Idem\a ‘
Password |uuu\ ‘
< Back Next > Cancel Help
8. Bbibepute C ayTeHTUbUKauuein B SQL Server ¢c ucnonb3oBaHuem naeHTudukatopa
BXOAa....
9. BaegwuTe cneaytolyo nHoOpMaLmio:
- UpenTudukaTop Bxopa: MMsa nonb3oBartens 0asbl gaHHbiXx IDEMIA, HacTpoeHHoe B ACS.
OHo Bcerpga obo3HauaeTca Kak Idemia.
—  TMaponb: naponb, yCTAHOBMNEHHbIW ANA nonb3oBaTena 6a3bl AaHHbIX IDEMIA, npu
HacTpovike B ACS.
10. Haxmute KHonky Oanee >.
11. B cnepytowem AnanoroBoM OKHE yCTaHOBUTE hriaxkKu:
- MU3mMeHUTb 6a3y JaHHbIX NO YMOMUAHUIO Ha: U BbibepuTe Idemia
-  MHWcnonb3oBaTb ugeHTUuKaTopbl B KaBblukax ANSI.
- Ucnonb3oBatb 3Haueuua NULL, nonsa u npepynpexaeHuna B hopmare ANSI.
— PaspeweHnue IP-agpeca npo3pauyHoi ceTu.
12. 3apgaiTe B none Llenb NnpUno)XeHUa yCTaHOBWTE 3HAUeHWEe READONLY.
Microsoft 5OL Server DSN Configuration x
Change the defautt database to
:,?Bh |I\:Iernia v‘
WServer Mimor server:
| |
SPN for mirmor server (Optional):
[ Attach database filename:
Use ANSI quoted identffiers
Use ANSI nulls, paddings and wamings.
Application intent:
READOMNLY ~
[] Multi-subnet failover.
[+ Transparent Natwork IP Resolution
[ Column Encryption.
Enclave Attestation Info
[] Use FMTONLY metadata discovery
< Back Mext > Cancel Help
13. Haxmute kKHonky Oanee >.
14. B cnepytolem AManoroBOM OKHe yCTaHOBUTE DNTaXKKu:

Ucnonb3oBaTb HagexHoe WHdpoBaHUe AaHHbIX.
BbIiNnONHATbL NepeBof CUMBOMNbHbIX AAHHbIX.
JoBepeHHbI cepTUdUKAT cepBepa.
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Microsoft SOL Server DSN Cenfiguration

[[1€hange the language of SGL Server system messages to:
2
Cr, {Default)
$OL server
Use strong encryption for data.

Trust server certificate.

Perform translation for character data.

[[] Save long running queries to the log file:

CA\Users\ADMINI~1\AppData'Local\ Temp \QUERY

[ Log ODBC driver statistics to the log file:
CAUsers\ADMINI~1\AppData‘Local\Temp S TATS

Connect retry interval {seconds):

Browse

Long query time {miliseconds): 20000

[[] Use regional settings when outputting curency. numbers. dates and times.

Browse...

< Back Cancel

15. Haxmwute kHonKy FoToBoO.

Help

16. B cnepyrolwem AManoOroBoM OKHe MPOCMOTPUTE CBEAEHHbIE JAaHHbIE.

ODBC Microsoft SQL Server Setup

Anew ODBC data source will be created with the following

configuration:

pod

Microsoft SQL Server ODBC Driver Veersion 10.00.17763

Data Source Name: ACEldemiaSQLServer
Data Source Description:

Server: VMW 2016ENBISERT\BIS_ACE
Database: Idemia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
disconnect

Use Failover Server: No

Use ANS] Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I oK

Cancel

17. HaxmuTte NMpoBepuTb UCTOUHUK JAaHHbIX... U yDeauTechb, UTo NpoBepKa ycrnewHo

3aBeplueHa.
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SOL Server ODBC Data Source Test *

Test Results

Microseft SQL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

erifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

18. CoxpaHuWTe BCe U3MEHEHWSA U 3aKponTe MacTep yctaHoBku ODBC.

22.4.6 KOoHdUurypauua cuctemol BioBridge.
B aTOM pasgene onvcbiBalOTCA OCTanbHblE NapamMeTpbl, HEOOXoAMMble ANA UCNONb30BaHMSA
uHTEepdgenca BioBridge cuctem ynpaBneHusa 4OCTYMNOM.

MpepBaputenbHoe TpeboBaHue

ODBC HacTpoeH anAa BioBridge. Cm. pasaen Hactposika uHtepgperica ODBC 0ns knueHTa

BioBridge, CtpaHuya 185.

Mpouepypa:

1. B cucteme MorphoManager nepevaute B pasgen AGMUHUCTPUPOBaHUE >
KoHdurypauua cucremsi.

2. lMepenaute Ha BKkNaaky BioBridge.

Bosch Security Systems Software manual 2024-05]5.5.0 |



190 ru | HacTpo#ka yHuBepcanbHow nporpammbl BioBridge ot IDEMIA Access Management System V5.5

9 MorphoManager [14.4.3.9]

LLCUEE (5 Administratio iR

Operator Tive 8 Attendance Communications Engine  System Functionalty System Management Gateways Conmector Service BIOBNOQE PrivacyMode MorphoTablet Password Rules Card Finger Template C. Display Options  MorphoWave  Duplication Contral
W Key Policy MorphoManager BioBridge Settings
= Biometric Device System: Hone ~ Confiqure
profile
Wiegand Profie:
[T] siometric pevice Grouping Mode:
Wiegand Profiles Enable Forced User Polcy: Enabled
[ Default
“fi User Pol .
i mid User Synchronization Start Time: 12:00 AM T
Y Access Schedules User Synchronization End Time: 1 &
User Distribution Delay Between Each User Synchronization (| s
+ Group Alow User Sync Whie User Cache Is Refreshing: Enabled
. a‘f]' Authentication User Cache Schedule: Sunday Monday Tuesday Wednesday | Thursday Friday Saturday
ode
% Operator Role 12:00 1:00 AM 2:00 AM 3:00 AM
. 4:00 AM 5:00 AM £:00 AM 7:00 AM
@ rotifcations mo0AM ammn 1000 100
™ Clents 12:00 1:00 PM 2:00 PM 3:00 PM
4:00PM [ S:00PM [ 6:00PM - 7:00 PM
(O Scheduled Reports S:00PM - 9:00 PM 10:00 11:00
& | card Template User Distribution Group Mappings:
Access Grou| User Distribution Grouy
@ card Encoding Log P o
9| Eventlog
Q| Exception Log
%, System Configuration
& Save 3 Cancel
Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password

3. B packpbiBatowemca cnucke Cucrema, BblbepuTe MorphoManager Universal
BioBridge.

4. Haxmute Hactpoutb
.OT0bpasunTca BCcnnbiBatoLlee OKHO.

MorphoManager Universal BioBridge Connection X

Please select the provider in the dropdown list below.
Provider: ODBEC =

@ Use basic connection string
'ODBC Data Source

Please enter the DSN name the ODBC data source you would
like to connect to:

DSN: |ACEIdemiasaL Server |

Logon details
Please enter the logon details for the ODBC data

Usermname: ‘Idemla

Password: \"""|

() Use advanced connection string

Connection string

Cancel
Bo BcnnbiBawowWeM OKHe
1. B packpblBatowemcsa cnucke MocraBwuk, Boibepute ODBC.
2. BBeguTe MMA UCTOUHMKA AaHHbIX (DSN) 13 nporpammbl yctaHoBkn ODBC.
3. B pasgene JaHHble ana Bxopa BBeaWTe MMA nonb3oBaTens (Idemia) M Naponb,
yKasaHHbIM B nporpamme yctaHoBku ODBC.
4. Haxmute kHonky OK, utobbl BepHYyTbCA B Ananorosoe okHo KoHdurypauua cucrtemsl.
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B npuanorosom okHe KoHdhurypauua cuctembli
1. B none NMpodwunb Wiegand: Bbibepute n3 cnucka onpeneneHHbin paHee npodunb
Wiegand.

PeXXxum rpynnupoBaHUA:

3T0T NnapameTp onpegenset, kak MorphoManager fonkeH conoctaBnATb nonb3osatenen MM

Universal BioBridge ¢ rpynnamu pacnpenenexdus nonbsosatenei MorphoManager. Boibepute

OOMH U3 MapaMeTpoB:

—  ABTOMaTHMUECKHUH: 3TOT PEXMM aBTOMATMUECKU COMOCTABNAET FPYNNbl YPOBHA AocTyna
n3 MM Universal BioBridge ¢ rpynnamu pacnpegeneHusa nonb3oBatenem B cucreme
MorphoManager, ecnv y HUX oAMHaKOBOe cornalleHme ob MMeHOBaHUK.

—  PyuHo#M: ecnv rpynnbl ypoBHeH goctyna B MM Universal BioBridge v rpynnbi
pacnpeaeneHun nonb3oBartenen B MorphoManager He coBnagatoT, MOXHO BbIMOMHWUTb
conocTaBneHne BpyUHyto B pasgene ConocrtaBneHue NonUTUK nonb3oBaTens.

Opyrue napameTtpbl
B 6onbluMHCTBE cnyyaeB Ans NpUBeAEHHbIX HUXe NapaMeTPOB MOXHO OCTaBUTb 3HAUEHMSA MO

YMONUaHMUIO:
Bknwouutb Ecnu aTtoT napameTp BbibpaH, BCe NONb30BaTeNM,
NPUHYOUTENbHYIO 3aperncTpmMpoBaHHble B KNWEHTe perucTtpauunu BioBridge, nonyuar
NMONMUTUKY NONUTUKY NONb30BaTensA, BblOpaHHY M3 COCEAHEero cnucka.
nonb3oBaTenA Ecnu 3TOT hnaxkok ycTaHOBMNEH, UCMONb3YyNTE MONMUTUKY

nonb3oBaTtenAa C UMEeHEM Per User.
Bpemsa Hauana u O06paboTuMKy CUHXPOHM3ALMKN NONb30BaTENEN MOXKET ObITbh

OKOHUaHUA 3anyLleH TONMbKO B 3TOT NEPUOA BPEMEHMU.

CUHXPOHU3aLMUH
nonb3oBatenewu
3apepKKka mexay BpemeHHOM MHTEpPBaN MeXay CUHXPOHM3aLMAMMU NoNnb3oBaTenem.
CUHXPOHU3auuen YBenvueHue npoaonKUTeNbHOCTHU 3aAEPKKHU COIKOHOMMUT
KaXxgoro CUCTEMHbIE PECYPCbl, HO YBENUUWUT BpeMA OOHOBNEHUA ANA BCEX
nonb3oBaTenn nonb3oBaTenemn.

PaspewuTb Ecnu a3TtoT napameTp BKMItOUEH, 06pabOTUMK CUHXPOHMU3ALKWK

CUHXPOHU3ALUIO nonb3oBaTenen OyaeT paboTaTb NnapannenbHo ¢ 0OHOBNEHWEM

nonb3oBartenei Bo KalWa nonb3oBaTens. TO OUEHb 3aTPATHO A1A CUCTEMHbIX

BpemMA oOHOBNeHUA pecypcos.

K3lla nonb3oBaTens PekomeHayeTcA OTKNIOUMTb 3TOT NapamMeTp Npu MCNONb30BaHUHU
bonblKnx 6a3 gaHHbIX.

PacnucaHue [HW 1 BpemsA, Korga MOXHO OOHOBNATb K3l Nonb3oBaTens.

OOHOBNEHUA Kawa [nAa MmakcMmanbHOW TOUYHOCTK crieqyeT OOHOBNATb €ro NOCTOAHHO,

nonb3oBarens HO ANA yBENUUEHWUA MPOU3BOAUTENBHOCTU CUCTEM C BONbLLIMMHU
0asamMu gaHHbIX TpebyeTcA BBECTHM OrpaHUUeHMe.
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ConoctaBneHUA rpynn pacnpeaeneHusn nonb3oBarteneun

- B Tabnuue conocTtaBneHuin npoeepbTe, UuToObLI BCe rpynnbl (KNaccbl UL, onpeaeneHHble
B ACS) GbInu conocTaBneHbl C rpynnamMmu pacnpegeneHua nonb3oBaTenem
(onpepgeneHHbiMKu B MorphoManager).

B MorphoManager [144.3.9] - o X

LA = Administratofid]

Fitems [y stem Configuration
operator Gateways Connactur Snice BoBOe prvacyMode  MarphoTbet PasswordRukes  Card Templats Mansgenent | Finges Tenpiste Caplure Optons  Dsgay Opons MorphoWave | Dupheatin Conel
W Key policy MorphoManager BioBridge Settings
= Biometric Device System: Morpholanager Universal BioBridge Confiqure
profie Wiegand Profie  : Defauit 5
@) Biometric Device Groups Mode: et v
Wiegand Profiles Enable Forced User Polcy: (] Enabled
N ocfat
<0 User Polloy User Synchronzation Start Time: 1200 M3
). Access Schedules User Synchronzation End Tme: FPELS

Delay Between Each User Synchronization (m®

n User Distribution
* Group Alow User Sync Whie User Cache Is Refreshing: Enabled

% :1:]; i User C: Sunday Monday Tuesday  [] Wednesday [] Thursday Friday Saturday
Operator Role 12:00 [ 1:00am [2:00am (] 3:00am
Baooam Bsoom Faonm [£7:00am
@ notfications M aooam 2 a00am 10:00 11:00
- s B 10 2000 [ 200pm
] 4:00 oM B enoem [I7000m
& Schedukd Reports a:00em [ 5:00 m 10:00 11:00

& Card Template User Distribution Group Mappings:
) okt Jser Dstrbuton Group.

@] EventLog
Q)] Exception Log

), System Configuration

O save | QCancel

Connected to https//127.00.142100/ _ Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out  » Change Password

22.5 HacTtpo#ka knueHTa peructpauuu BioBridge

BBeneHue

KnuneHT peructpaumu BioBridge — 310 KOMnbloTEP, HA KOTOPOM MOXHO CO34aBaTb
OvoMeTpUUecKkue 3anucu ans nonb3oBaTenen CUCTEMbI ypaBneHua 4ocTynom. HacTponka
KNUeHTa perncrpauum BioBridge cocTtouT M3 Tpex uacten:

- [HobaBneHue onepatopa perucrpauunum B cuctemy MorphoManager

—  HacTpoWka KnueHTCKMX KoMmnbloTepoB MorphoManager aons 3agau perucrpaumu

— [lpoBepKa KNWeHTa pervcrpauum

MpeaBaputenbHbie TpeboBaHuUA
KnueHT BioBridge cuctembl MorphoManager ycTaHOBNEH Ha Kaxaon pabouer ctaHuuu ACE,
Ha KOTOPOW Bbl MpPOXoAuTe DMOMETPUUECKYIO pernctpauuio agna exoga B cuctembl IDEMIA.

22,51 JobaBneHue onepatopa perucrtpauumn B cuctemy MorphoManager
Mpouenypa
CnenyinTe UHCTPYKUMAM, NpUBedeHHbIM B «PyKOBOACTBE MO YCTAHOBKE KNUeHTa
MorphoManager».
MpumeuaHue. B Lensax 6e30MacHOCTM peKOMeHAYEeTCs UCMONb30BaTh YUETHbIE 3aMUCH
nonb3oBartenen Active Directory.

2024-05 | 5.5.0 | Software manual Bosch Security Systems



Access Management System V5.5 HacTpo#tka yHuBepcanbHon nporpaMmbl BioBridge ot IDEMIA | ru 193

22.5.2 Hactpo#ka KnueHTckux KomnblotepoB MorphoManager gna 3agau
perucrpauuu
BbinonHute 3Ty npoueanypy Ha KaXxaomMm KomMmnbroTepe, KOTOprVI Bbl XOTUTE UCMONMb30BaTb ANA
perncrtpaynmn 6MOMeTpMHeCKMX AaHHDbIX.

Mpouenypa

1. B kartanore yctaHoBkM MorphoManager (no ymonuaHuio: C:
\Program, Files (x86) \Morpho\MorphoManager\Client\ )
3anyctute ann ID1.ECP4.MorphoManager.AdvancedClientConfig.exe OT UMEHH
agMUHKUCTpaTopa.

srphoManager Client Configuration [15.3.2.7]

Basic
Server connection details

Hostname

hocalho st

Port
42100

ave Close

)

2. Ha Bknagke Obwmue BBegute MMA xocTa cepsepa Morpho B none Uma y3na.

3. [Ona 6e3onacHbIX yCTaHOBOK Mcnonb3ynTe Active Directory unu cobctBeHHoe nmA
nonb3oBaTenA v Naponb B COOTBETCTBMU C flOKyMeHTauuen no Morpho.

4.  Wnwu xe (HE pekomeHayeTca AnA yCTAHOBOK C MOBbIWEHHOM cTeneHbto 6e30nacHOCTU) Ha
Bknaake MapameTtpbl Bxoga

| MorphoManage Clert Confguraton (13327)
Login options

Remember my username and password
Whas oy chard lBarchan | aant iz pre-populate T Lamamy
d prevord frich putomaficaly with the smiormeton | provsde
beticm

Lername

adEniraf1r Lo

Passwoind

Ausomdate: kagin

Wha B Clepet lpunchrt | i B0 Bstomalsally g v el the
T e et | provae

D

Operator override

veard] by il Bhan cxperalir b Changar nonren bon delsds brom
et (sl by P

@D e

Closs

-  BBeAWTe MMA NOMNb30BaTeNs M Napo/b, UCNONb30BaHHbIE ANA OonepaTtopa perucrTpaumu B
npeablaywem pasgene.
—  YcTaHOBWTe nepekntoyarten ABTOMaTUUECKUIN BXOA, B NMOMOXEHUE Yes
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1. B kartanore yctaHoBkM MorphoManager (no ymonuaHuto: C:
\Program Files (x86) \Morpho\MorphoManager\Client\ )
3anyctuTe haln Start ID1.ECP4.MorphoManager.Client.exe OT UMEHH
agMMHUCTpaTopa.

2. Tepengute B pasgen AGMUHUCTPUpPOBaHUe > KnueHThbl.

3. BbibepuTe KNMEHTCKUM KOMMNbIOTEP.

4. Haxmute KHONKY U3MeHUTb.

1 MorphoManager [14.4.3.9] = O X

5 Administration %4 User Management & Biometric Identification B Access Logs a Reports

~
Enter the details for this client

=4 Operator
Lf‘ Key Policy Name: | |
Description: | |
= Biometric Device ]
Profile Location: | |

ﬁj Biometric Device
| Wiegand Profiles
™~
£f) User Policy
5 Access Schedules

ﬁ User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role
a Motifications
M| gients

() Scheduled Report:
@ u eports o Back Next H) Finish (@& Cancel @

low PO e L

Connected to https://vrmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CAZD 2 Log Out - Change Password

5. BBeguTe MMA NpeanonaraemMoro KnueHTa perucrpanunm, a TakKe MecTononoXeHue U
onucaHue (HeobasaTenbHO).
6. HaxmuTte KHoMky fanee
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7 MorphoManager [14.4,3.9] — O >

g Administration &y User Management ® Biometric Identification M Access Logs Reports

A
& Operator Select the tabs displayed on this Client
. - Tab Mame
L]ﬂ Key Policy
Administration
= Biometric Device User Management
Profile
Reports
m Biometric Device Access Logs
Onsite/Offsite O
= I Wiegand Profiles Biometric Identification
i~
4§l UserPolicy
( \" Access Schedules
ﬁ User Distribution
1 Group
- User Authentication
"4 Mode
% Operator Role
‘ Notifications
[ S & Changing the visibility of tabs requires a logoutrestart of MorphoManager
L5 Cients
) Scheduled Reports .
@ po 4 Back Mext D Finish (& Cancel @
lis = ol T L &

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Syr  Site ID: 1C33-52E8-2C9A-48EF-ATDG-AZAD-14A0-CAZD 5 Log Out > Change Password

7. YcTaHoBMTEe hna)KKK Ha BKNafKax, KOTopble HeobxoamMmo oTobpaxkaTb B KNUEHTe
perncrpaymu:

-  AAMHWHUCTPUPOBaAHMUE;

- YnpaBneHue nonb3oBaTenfAMM;

- OTtueTbl;

—  XypHanbl pocrtyna;

- buometpuueckaa ugeHTUUKauua.

8. HaxmuTe KHONKy Oanee
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9 MorphoManager [14.4.3.9] — m} *

5 Administration ¥y User Management & Biometric Identification B Access Logs a Reports

-

=5 Operator Configure Camera for this client

ij Key Policy Camera: Mo Camera ~

= Biometric Device
Profile

ﬁj Biometric Device
| Wiegand Profiles
~
efl UserPolicy
5 Access Schedules

m User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role

a Notifications
™ Giients

(v) Scheduled Report
c] u eports ) Back Next b Finish () Cancel

I md T L

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-A2ZAD-14AD-CA2D [ Log Out = Change Password

9. B none Kamepa: BbibepuTe 3HaueHWe No camera U3 CMMUCKa.
10. HaxmwuTe KHonKy Oanee
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1= U

1 MorphoManager [14.4.3.9] — O had

5 Administration 2y User Management & Biometric Identification B Access Logs Reports

~

E  Operator Configure key policy for this client

L-,]j Key Policy Key Policy: Default ~

Biometric Device
Profile

([J siometric Device
| Wiegand Profiles
~
ef) User Policy
5 Access Schedules

“ User Distribution
i Group

' User Authentication
“4 Mode

% Operator Role
‘ Notifications
M gients

(v) Scheduled Report
© “ eports 4) Back MNext M Finish () Cancel

'

L P L

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATDE-AZAD-14A0-CA2D 2 Log Out  Change Password

11. B none OcHOBHaA NONUTUKA BbibepuTe 3HAUeHUe Default U3 CNUCKA.
12. Haxmute KHonky Oanee
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1 MorphoManager [14.4.3.9] — O bt
fj Administration %y User Management Biometric Identification A Access Logs
~
& Operator Enrollment Devices
3D Face Enrollment
Key Poli
L]-J v v Marpho 3D Face enrollment: None ~
= Biometric Device Marpho 3D Face enrollment biometric device: search
Profile
Contact Enrollment
Eﬂ Biometric Device . . X
Marpho Finger biometric enroliment: Selected MorphoAccess ~
| Wiegand Profiles Morpho Finger enrollment MorphoAccess: |MA5igrnaMth' Search
~ Contactless Enrollment
£f) User Policy
Morpho Contactless Finger biometric enrollment: Any MorphoWave Desktop (USE) w
) Access Schedules Morpho Contactless Finger enrollment MorphoAccess: | Search
“ User Distribution 5G Face Enrollment
i Group Morpho face biometric enrollment: Selected MorphoAccess i
- User Authentication Morpho face enrollment MorphoAccess: VisionPassMDPL Search
“4 Mode
Smartcard Encoding
% Operator Role .
. Morpho Smartcard encoding: MNone ~
a Notifications Morpho Smartcard encoding PC/SC device:
Morpho Smartcard encoding MorphoAccess: | Search
™ Clients
(*j Scheduled Reports .
© P )  Back Next b Finish (&) Cancel
v
= 2 -

Connected to https:/fvmw0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-32E8-2C9A-48EF-ATDE-AZAD-1440-CAZD 2 Log Out ~ Change Password

13. BbibepuTe BUOMETPUUECKUIN CUUTbIBATENb PErUCTPaLMKU, KOTOPbIA HeEOBXOAMMO
MCrnonb3oBaTb Ha pabouer CTaHUMKU pPernucTpaumu.

14. Haxmwute kHonky FoToBo.

15. 3akponTte npunoxeHue MorphoManager.

Cm.
—  Hacrtporika knueHTa peructpauymnmn BioBridge, CtpaHuuya 192

22.5.3 MpoBepKa KNUEHTA perucTpauuu
1. B kartanore ycTtaHOBKM cuctembl MorphoManager (Mo ymonuaHuio: C:
\Program, Files (x86) \Morpho\MorphoManager\Client\ )
3anyctuTe damn ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe.
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22.6

¥ MorphoManager BioBridge Client [14.4.3.9] — O

User Management ers matched the filter criteria (0 total

Enrall Edit - Encode Card | * Delete Encoding {_Fiter | U Refresh

Tag ID Search

Tag ID First Mame Middle Name Last Name Groups Enroliments Disabled

Iy~ e - ]

Details Logs Biometrics Hide Details

]

n

Connected to https://vmw0enltsc-copy:42100/ Logged in as EnrollUser (ACE AU Site ID: 1C33-52E8-2C9A-48EF-ATD6-AZAD-14A0-CAZD ) Log out - Change Password

1. Ybeautechb, UTO MOXHO OTKPbITb OKHO perncrpaluu, He BBOAA UMA Nonb3oBaTens u
naposnb orneparopa perncrpauuu.

TexHUueckue npumeyaHuA U OorpaHUYeHun

OdmumanbHo noaaepKxuBaemMblie onepaumoHHbie cuctembl Windows
IDEMIA nopnepxuaet Te e Bepcun Windows 10, uto n Bosch ACS.

OdmumnanbHo noaaepxxuBaeman Bepcua Microsoft SQL Server
MopoepxnBaeman Bepcua — SQL Server 2017.

OpHa cuctema IDEMIA Ha ogHY cucTemy AocTtyna
Cuctema ynpaBneHua goctynom Bosch moxkeT nogaep»kuBaTb TONbKO oaHy cuctemy IDEMIA.

OpHa kaprta IDEMIA Ha ogHOro Bnagenbua Kaprbl

CucTtembl ynpaBneHua goctynom Bosch nogaep)knBatoT HECKONBbKO KapT Ha OAHOro Brnagensla
KapTbl, HO IDEMIA nogaep»xvMBaeT TONbKO ogHY. [T03TOMY NpU perncrpaunmm m CUHXpPOHMU3aumUmn
c BIS nepBana gencTtBuTeEnbHaA KapTa (To ecTb co cTtatycom status=1) Tmna «JocTtyn»,
«BpemeHHO» Unu «MapkoBka» HasHauaeTca cucteme IDEMIA. Ecnu nosxe Kapty ONOKUpYIOT,
ee HOMep BCe paBHO MepefaeTca W 3anucbiBaeTcA B XKypHan CobbITUN.

MakcumanbHoe KONUYecTBoO Aepxkateneu kapt IDEMIA
KnueHT BioBridge cuctembl MorphoManager moxeT obpabatbiBath Ao 100 000 aepxxatenem
KaprT.
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MakcuMmanbHO€e KONMUeCTBO rpynn gocryna
IDEMIA nopnep»xusaet go 5000 rpynn goctyna (rpynn pacnpeaeneHusa nonbsosatenei). OHuU
COMOCTaBNAKTCA C KNaccaMU NUL, B CUCTEME ynpaBneHua goctynom Bosch.

MpousBoAUTENbHOCTb 3arpy3ku WwWabnoHoB
— 1000 wabnoHoB ansa 1 ycTpoWcTBa: 3arpy3ka saHMMaeT MeHee 1 MUHYTbI.
— 1000 wabnoHos ansa 100 yCTPOWCTB: 3arpy3Kka 3aHMMAET HECKONbKO MUHYT.

IDEMIA He nogaep>kuBaeT noapasaeneHusn

Ecnu cuctema IDEMIA nHTerpupoBaHa, cuctema ACS He MOXeT AOCTOBEPHO NMPOBEPATb
[epxatenen KapT oqHOro nogpasaeneHusa U3 onepaTtopoB ynpaBneHusa A0CTYNOM APYroro
noppasaenenus. Ecnu mexay noapasgeneHnamu obasarenbHo abcontoTHoe obecneueHne
KOH(MAEHUMANBHOCTU, HE UHTEerpupynTe cuctemy IDEMIA.

BupTtyanbHble KapTbl U goctyn tonbko no PIN-koay
IDEMIA He nopaepxuBaeT goctyn Tonbko no PIN-koay. Tpebyetca pusmnueckas Kaprta.

dyHkuua IDEMIA «OTneuaTtok nanbua AnA coobLeHUA o0 AeHCTBUMU NO NPUHYXKAECHUIO»
OyHKuma IDEMIA «OTnevaToK nanbla Ans coobuweHUsa o 4eUCTBUM NO NPUHYXKOEHUIO» B
HacTosllee BpeMA He noaaepxvpaetca KoHTponnepamu AMC.

MuHUManbHbIX HaboOp KpUTepueB UOEHTU(DUKALUKN

Ona pernctpaumu B cucteme IDEMIA TpebytoTcA Kak MUHUMYM NPUBEOEHHbIE HUXE KPUTEPUHM
WOEHTUUKALMK:

- ums;

- hamunus;

- Knacc nuu;

—  ofHa hM3nuecKkas KapTa, Ha3HAUEeHHAA AepXKaTento KapThbl.

OTobGparkaeMble Ha CUMTbIBaTENAX COCTOAHUA
CocTtofiHMe cuuTbiBaTeNA (HanpumMmep, «YCTPOMUCTBO 3abNOKMPOBaHO») He oTobpaXkaeTcA Ha
cuuntbiBatenax Wiegand u OSDP.

Pe3epBHOe KONMpPOBaHMWE U BOCCTAaHOBNEHUE

Mepen BoccTaHOBNEHMEM pe3epBHOM kKonuu ¢ IDEMIA yoanute n 3aHoBO cosaanTte basy
naHHbix IDEMIA ¢ nomolubto cpeactea noctaBwmka IDEMIA DataBridge.

B nnanorosom okHe BuomeTpuueckoe ycTpoucTBo ybeantechb, Uto BCe KOHUIypaLuum
ycrnewHo oTnpaBneHbl Ha cuuTbiBatenun IDEMIA. Ecnu Kakaa-nnbo M3 3agay CUHXPOHM3aLMMK
3aBepwmnnacb cboem, BbIMONHUTE NEPECTPOMKY KOHUIYpaL MO CUMTbIBATENSA:

1. B MorphoManager nepengute B pexxum Buomerpuueckoe ycTpoucTeo.

2. BbibepuTe yCTPONCTBO, CUHXPOHM3aLMA KOTOPOro 3aBeplunnacb cboem.

3.  Haxmwute kHonKy MepecTpouTb.

CoBmecTUMOCTb (hyHKuUM KapT ACS c pexxumamu npoBepku nognuHHoctu IDEMIA:

®yHKLMOHaNbHbIE Pexxunm: kapta U Pexxunm: kapta UMA
BO3MOXHOCTH buomeTpuueckre faHHble buomeTpuuecKkre faHHble
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KapTbl goctyna: BCTaBUTb OK OK
KapTbl goctyna: obHOBUTb OK OK
KapTbl goctyna: yganutb OK OK

KapTbl 4ocTyna: HECKONbKO
KapTbl

Tonbko nepsas KapTa

MNepBasa KapTa, UCnonblyemas
ana buomMeTpruyecKmnx
YUETHbIX AaHHbIX.

3anacHas KapTa OK OK
BpemeHHasa kapTa OK OK
BpemeHHasa KapTa: TONbKO OK OK
onpefeneHHblM nepuog

BpemeHHasa kapTa: OK OK
AeaKTMBUpPOBaTb BCE KapTbl

HemeaneHHo

BpemeHHasa kapTa: OK OK
aKTMBMPOBATb KapTbl

aBTOMAaTMUECKK nocne

3afjlaHHOro nepuoaa

BpemeHHan kapTa: OK OK
[eaKTUBUpPOBaTb KapTbl U

aKTUBMPOBATb aBTOMATUUECKMU

KapTbl anAa npegynpexaeHua |He nogaepxunBaetca OK

00 yrpose

OUCHBIV pexunm

He noanepxusaetca (*)

He nopnepxusaetca (*)

[MoceTutenb BosmorxHO, bBuomeTpuueckre | BoamoxkHo, bMomeTpuueckue
[aHHble NepBOro NOCETUTENA |AaHHble MePBOro NOCeTUTENA
OCTalTCA Ha3HAUEHHbIMU OCTalTCA Ha3HAUEHHbIMM
KapTe. KaprTe.

OXpaHHKK He nogpepxuBaetcsa buomeTpunueckne aaHHble He

nogaepxveaetca. KapTa
paboTaer.

MapkoBouHas KapTa

OK

OK

PIN kopn

He noapnepxuBaetca (*)

He nognepxusaetca (*)

MpoBepKa CTOPOHHEN
cucTemon

Bes PIN-koga (*)

Bes PIN-kopa (*)

(*) cuntbiBatenb IDEMIA He noaxoauT ANA UCMONb30BaHWA B KauecTBe CUMTbiBaTENsA C

KnaBuaTypom

Bosch Security Systems

Software manual
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23

ObGecneuenue coorBetrcTBUA cTaHgapty EN 60839

BBepeHue

EN 60839 — 370 rpynna npuHATbIX B EBpone MexxayHapoaHbIX CTaH4aPTOB B OTHOLUEHUMU
obopynoBaHWA U NPOrpaMMHOro obecneueHua AnA CNeyoWwmnx CUCTEM:

—  CWUCTEeM TPEeBOXHOM CUTHaNM3aLUMu U 3NEKTPOHHbIX cMCTEM Be30macHOCTH

—  3NEKTPOHHbIX CUCTEM yNpaBneHWA OCTYNOM

Utobbl obecneunTb COOTBETCTBUE BalleM CUCTEMbI YNpaBneHUA JOCTYNOM 3TOMY CTaHZapTy,
MOXeT noTpeboBaTbCA aganTaunsa onpeaeneHHbiXx yacterm KoHurypaumu. B cnucke Huxe
nepeuymncneHbl caMble BaXkHble yacTu. [MONHbIM CAUCOK CM. B CTaHA4apTe, NPUHATOM B BalleM
CcTpaHe.

Access Management System V5.5

TpeboBaHua no ucnonb3osaHuio AMS 4.0 B KauecTBe CUCTEMbI, CEPTUHULUPOBAHHON NO
ctaHgapty EN 60839 (knacc 2)

CucTtema otBeyaeT TpeboBaHMAM Mo rnobanbHOMY 3anpeTy NOBTOPHOIro Npoxoda npw
YCNOBUMU UCNONb30BaHMA OOQHOMO Nofca AnAa Kaxaoro KoHtponnepa MAC.

B03MOXHOCTb MCNOMb30BaHUA Pa3HbIX YaCOBbIX NOACOB cucTeMbl AMS 3aBUCHT OT
KonunuecTtBa KoHTponnepos Mac. [1nAa kaxgoro KoHTponnepa MAC MOXHO UCMNONb3oBaTb
OTAEeNbHbIM YAaCOBOM MOAC.

MpoBoaKa ABEPHbIX KOHTAKTOB HE JO/KHA NPEenATCTBOBaTb OTKPbIBAHUIO ABepen AN
aBapuMHOM 3BaKyaluu B cnyuyae cpabaTbiBaHUA MPOTUBOMNOXAPHOW UITU OXPaHHOM
CUTHaNM3auuu.

Tonbko cuutbiBatenn OSDP ncnonb3yioT wWudpoBaHue ¢ MHTepdencom RS485.

[ocTyn B peXxum KOHUTrypaLun OOMKEH CTPOro KOHTponupoBaTbcA. [na atoro,
HanpuMMep, MOXHO PaCMNONOXWTb KOMMbIOTEPDI B 3aLLUMLIEHHbIX 30HAX, HACTPOUTb TalM-
ayT AN CeaHCcoB BXOJa B CMCTEMY (B UACTHOCTH, TaM-ayThbl B Cllyyae HEAKTUBHOCTH Ha
YPOBHE MPUNOXKEHWUA UTK ONepPaLMOHHON CUCTEMBbI).

CeTeBble U anekTpuueckue kabenum HeobxoaMmo NpoknaabiBaTb B 6e€30MnacHbIX 30HAX UMK
B kabenenpoBoaax.

Pasmellatb B He3alUMULLEHHbIX 30HAX MOXHO TOMbKO CUMTbIBATENW KapT; BCe OCTallbHble
yCTpoMCcTBa HEOOXOAUMMO pPa3MecTUTb B be30nacHbIX 30Hax.

MuHMManbHasA gnvHa npoeepouHbiX PIN-kogoB BUOMETpUUECKUX MU (DU3UUECKUX
YUETHbIX laHHbIX — HE MeHee 4 3HAKOB.

MuHumanbHas anvHa PIN-KogoB MAEHTUPUKALMM — HE MeHee 8 3HAKOB.

HeobxoQMMo CMHXPOHM3MPOBATb KOMMbIOTEP OCHOBHOIO CepBepa, CepBepbI
nogkntoueHum, cepsepbl MAC 1 KNMEHTbl C CETEBbIM CEPBEPOM BPEMEHMU.

HeobxoaMMo BKMHOUMUTbE MOHUTOPWHT NMUTAHMA HA NOKaNbHbIX KOHTPONAepax AocTyna
(Hanpumep, AMC).

ABTOHOMHOE (DYHKLMOHUPOBAHMWE NTOKaNbHbIX KOHTPONNepoB goctyna (Hanpumep, AMC)
[OMycTMMO TONbKO B crniyyae cbos ceTu. Tak, 3anpeleHo 3aaaBatb Ans napamerpa Host
timeout (Tanm-ayTt xocta) AMC 3HaueHue 0.

MpaBuna HageXHOCTU Naponen

MWHUManbHOE KONMUeCTBO CUMBO/OB B napone — 5.
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24 OnpepeneHue aBTOopU3auun u npodunen gocryna

241 Co3paHue aBTOpU3aLUM gocTyna

MyTb K [UANOroBOMY OKHY
[naBHOe MeHIO > CUCTEMHbIE AaHHble > ABTOpU3aLuu

Mpouenypa

OuuctuTe nonsa BBOAA, HaXXaB KHOMKY C03AaTb Ijg') Ha naHenn UHCTPYMEHTOB.

il

Kpome Toro, MoxHo HaxkaTb KonupoBaTtb , UTOObI CO3aaTb HOBYIO aBTOPM3aLIMIO Ha

OCHOBE CYLLIECTBYIOLLEN.

2. BBeauTe yHMKanbHOE UMA aBTOPU3aLMK
3. (HeobasarenbHo) BBegute onucaHue
4. (HeobasaTenbHo) BbibepuTe BpeMeHHYO Mofenb, KoTopas byaeT ynpaBnATb 3TOM
aBTOpU3aLMeEN
5. (HeobssartenbHo) Bbibepute NMpenen HeaKTUBHOCTHU M3 CMMCKa.
3710 nepuop BpeMeHu oT 14 go 365 aHel. Ecnu nuuo, KOTOPOMY Ha3HaueHa 3Ta
aBTOPM3aLMA, HE UCMONb3YET ee B TeUueHUe onpeaeneHHoro BpeMeHu, OH NULLKUTCA ee.
Mpu KaXkgom MCnonb3oBaHUKM aBToOpM3al MK Taumep cbpacbiBaeTcsa Ha HOMb.
6. (ObasarenbHo) HasHaubTe xoTA Obl 0OAMH Bxoa.
CyuiecTByioLLMe BXOAbl MepeuncrieHbl Ha pasHbiX BKNagkax B 3aBUCMMOCTH OT
COOTBETCTBYHOLMX MOAENEN ABEPEN.
(Obuwee) Bxopn, YnpaBneHue BpemeHem, Nudt, ABToCcTOAHKA, MocTaHOBKA Ha OXpaHy
CUCTEMbI OXPAaHHOW CUrHaNMU3aLUuMm.
BbibepuTe oTaenbHble BXOAbl U3 CIMCKOB Ha PasHbIX BKMaAKax, KakK OMMCaHO HUXeE.
Kpome Toro, MoXHo Ucnonb3oBaTb KHOMKWM HasHauuTb Bce v YoanUTb BCe Ha Kaxkaon U3
BKNagoK.
— Ha Bknagke Bxopg BbibepuTe BXo4, yCTaHOBUB OAMH UNK oba dnaxkka (Bxom vnu
Bbixopa)
— Ha BKknaake YnpaBneHue BpemeHeM (4NA CUMTbiBaTeNel BPEMEHU U
NnocelLaeMoCcTH) yCTaHOBUTE OMH UNnu oba dnaxkka (Bxom nnvu Bbixoa,)
—  Ha Bknagke Nudpt BbibepuUTe pasHblie 3TaxM
— Ha Bknagke ABTOCTOAHKA BblOepuTe aBTOCTOAHKY MMM 06NacTb NapKOBKMU
- Ha Bknagke NMoctaHOBKA Ha OXpaHy CUCTEMbl OXPaHHOW CUrHanu3auum Boibepute
MocTtaBneHo Ha oxpaHy MM CHATO C OXPaHbl.
7. Bbibepute cootBetcTBytowmMi MAC 13 cnuncka
8. Haxmute «CoxpaHuTb» E AN COXPaHeHWA aBTopMU3aLmu.
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3ameuaHue!

Mocnenyoline U3MEHEHWUA aBTOPU3aL MM MOBNUAIOT HA NUL, KOTOPbIM OHW B HacTosllee
BpeMSA HasHaueHbl, ecnu ynpaBnaLWmnm npodunb He 3abNoKUpPoOBaH.

Mpumep. Ecnu npegen HeakTUBHOCTH 60 AHel cokpallaetca Ao 14 gHen, To aBTOpM3aLUA
CTaHeT HeleNMCTBUTENbHOM ANA BCEX NUL, KOTOPble HE UCMNONb30Banu ee nocnegHune 14 gHen.
UcknioueHue. Ecnu aBTOpU3aLMA ABNAETCA UaCTbio NPOMUNA AOCTyNa, KOTOPbIM NPUBA3aAH K
MOeHTUUKATOPY COTPYAHMKa (TN Nuua), TO Ha aBTOPU3aLMK ANA TaKUX NUL, npeaen
HEaKTUBHOCTU He BNuAeT. BIOKMPOBKKU NpodrIen MOXHO 3a4aTb C MOMOLLbIO CleayoLero
dnaxka.

[naBHOEe MeHo > CUCTeMHble AaHHble > Tunbl nuy > Tabnuua: NpeponpeneneHHbie
mpeHTUdUKaTopbl cOTPyaHUKOB > Mpodunb 3abnokupoBaH

24.2 Co3paHue npodmnen pocrtyna

Mpumeuanune. Ucnonb3oBaHue npocunen goctyna AnA o6begUHEHUA aBTOPU3aLUK

Onsa eanHoobpasua 1 ygobcTea aBTOpM3aLMM Ha JOCTYN HE Ha3HAUAKTCA MO OTAENbHOCTH, a,

KaK npaBuno, oobeaMHATCA B Npotunu Aoctyna v HasHaualoTcs TaknuM obpasom.

- [naBHOe MeHI0: > CUCTEeMHble paHHble > Mpodunu goctyna

TpeboBaHuna

ABTOpPM3aUMK Ha OCTYN yXKe onpefdeneHbl B CUCTEME.

Mpoueaypa

1. OuucTtute nonAa BBOAA, HaXXaB KHoMKy Co3aatb Ij;') Ha NaHenn UHCTPYMEHTOB.
Kpome Toro, MoxHo HakaTb KonupoBatb D , UToObl co3aaTb HOBbIW NPOMUNb Ha
OCHOBE CYLLECTBYIOLLErO.

2. BBeauTe yHUKanbHOE UMA NPOdUNsA

3. (HeobsasarenbHo) BBeauTe onucaHue

4. (HeobssatenbHo) YcTtaHoBUTe hnaxok Mpodunb noceTurens, utobbl OrpaHUUYUTb 3TOT
npodunb NocCeTUTENAMHU

5. (HeobasatenbHo) 3afaiTe 3HaueHWe AnA napameTpa CTaHgapTHaA NPOAOMKUTENbHOCTb
LOeWCTBUA.
—  Ecnwv 3HaueHue He 3a4aHO, NPOMMIb OCTAHETCA Ha3HAUYEHHbIM B TeUeHUe

HeonpeaeneHHOro BpEMEHMU.
-  Ecnu 3HaueHWe HasHaueHo, OHO DyaeT UCNoNb30BaHO ANA BblUUCIEHUA AaThl
MCTeUueHUA cpoKa Nobbix NocneayLmnx HasHaueHU npoduns.

6. (O6asatenbHo) HasHaubTe x0TA Obl OAHY aBTOPU3aLMIO:
aBTOpM3aLMM, AOCTYNHbIE ANA Ha3HAYEHWA, MepeumncrneHbl cnpasa.
ABTOpPM3aLNK, KOTOPbIE YXKE Ha3HAUEHbl, MePEUYUCTIEHbI CNeBa.
BblbepuTe aneMeHTbl U C MOMOLLbIO KHOMOK nepemMellanTe Ux U3 OgHOro crucka B
Opyrow.

2 .
- Ha3HauaeT BblAeNEeHHbIN 3NEMEHT.
ks

- ;I OTMEHAET Ha3HaueHWe BblAENEeHHOro 31eMeHTa.

7. Haxmute «CoxpaHUTb» ONA COXpaHeHus npoduns.
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25

Co3paHue AaHHbIX NepcoHana U ynpaBneH1ue UMH

MyTb K AUANOroBOMY OKHY
[naBHOEe MeHo > [laHHble O NepcoHane > <BMOXXeHHble AManoroBble OKHa>

O6wanA npouenypa
1. BoO BNOXeHHOM AWanoroBomM okHe INuua BBeauTe MOEHTUMUKALMOHHbIE AaHHbIE 3TOTO
nuua.
2. Bo BnoxeHHOM guManoroBom okHe KapTbi:
—  HasHaubTe NpodUNM AOCTyNa WUNKU oTAeNbHble aBTOPU3aALMK HA 4OCTYM;
—  Npu HeobXxoaMMOCTM Ha3HAubTe BPEMEHHYIO MOAENb;
—  HasHaubTe KapTy.
3. Bo BnoxeHHom ananoroBom okHe PIN-kopm: npu HeobxoamMmocTh HasHaubTe PIN-kopg.
4. Bo BNOXEHHOM AManoroBoM okHe MeuaTb 63WAKeN HaneuatanTe KapTy.
[nA noceTuteneu BbINONHUTE creaytollne OeNCTBUA:
— BBeauTe nepcoHanbHble AaHHble B AManoroBoM okHe Mocetutenu meHto MoceTutenu m
Ha3HaubTe COMPOBOXAatloLLero, ecnv HeobxogmMmo.

3ameuaHue!

MpoeHTUdUKALMOHHbIE KapTbl U aBTOPM3aLUMK AOCTyna He obA3aTenbHO Ha3Hauatb
OHOBPEMEHHO. [03TOMY MAEHTUMDUKALMOHHbBIE KAaPTbl MOXHO Ha3HaUWUTb NKLAM, He
Ha3HauaA UM npaB AocTyna, u HaobopoT. OgHaKo B 00OUX cnyyanax TakMM nuuam oyget
OTKa3aHo B AoCTyne.

Mpouecc ckaHMpoBaHUA KaprT.

Mpn ckaHMpPOBAHWUM KapT CUMTbIBATENAMMU CUUTbIBATENb BbINOMHAET PAL MPOBEPOK:

— [aHHanA KapTa AencTBUTENbHA M 3aperucTpMpoBaHa B cucTtemMe?

—  Bnapeneu KapTbl B HacToALllee BpemA 3abNOKMpPOBaH (OTKMOUEH B cUCTEME)?

—  Ectb nu y Bnagenbua KapTbl aBTopM3alnma goctyna AnA npoxona B JaHHOM HanpaBieHuu?

— [aHHan aBTOpM3aLMA OOCTyna ABNAeTCA aBTopu3auunen obnactn/Bpemenn? Ecnu aa, 1o
BPEMA CKaHWPOBAHWA NMPUXOLMUTCA HA NMEPUOAbI, YCTAHOBNEHHbIE BPEMEHHOW MOAENbio?

—  AKTMBHa nu aBTOpM3aLMA JOCTYNa, T. €. ee CPOK AeWCTBMUA HE UCTEK W OHA He ABNAeTCA B
[aHHbIM MOMEHT 3a6NOKUpPOBaHHOW (OTK/IHOUEHHOMN)?

— Bnapeneu KapTbl NoguMHAETCA BpeMeHHOM moaenu? Ecnu aa, yknagbiBaeTca Ny Bpems
CKaHWPOBaHWA B 3aflaHHble MHTepBanbl?

MpepBaputenbHoe TpeboBaHue. HeobXO0AMMO BKNIOUMTL Ha COOTBETCTBYIOLLEM
CUWTbIBaTENU NPOBEPKU BPEMEHHOM MOAENH.

—  Haxoputca nu Bnagenew KapTbl B MPaBUIbHOM MECTOMONOXEHUW COTMacHO cUcTemMe
MOHUTOPMHIa NocnefoBaTenbHOCTM goctyna?

MpepBaputenbHoe TpeboBaHue. MOHUTOPUHI NOCNeAOBaTENbHOCTU AOCTYNA BKOUAETCA
Ha COOTBETCTBYIOLLEM CUMTbIBaTENE.

— [na ueneBow obnactu aTOro cuMTbiBaTeNA ONpPefeneHo MakCuManbHOE YUCO NUL U 3TO
UUCNO YXXe AOCTUTHYTO?

—  Ecnu ocyuwectBnAeTcA MOHUTOPUHI NOCNEAOBATENBHOCTM AOCTYNa, BKNOUan 3anper
ABOMHOroO npoxofa: KapTa CKaHMpPYyeTCA CUMTbiBaTeNEM A0 UCTEUEHUA BPEMEHMU
ONOKMPOBKM, 3aJlaHHOIO0 CUCTEMOM 3anpeTa ABOMHOIO Npoxofa?

—  Tpebyetca gononuutenbHbi PIN-koa? NMpeaBaputenbHoe TpeboBaHue. CunTbiBaTeNb
OCHaleH KnaBuaTypom.

—  Ecnu ucnonb3yeTcA ypoBeHb Yrpo3bl, eCTb N1 Yy npoduna 6e3onacHocTH Brajenbla
KapTbl ypoBeHb 6€@30MacHOCTHU, KOTOPbIM paBeH Mo KpaHen Mepe paBeH YPOBHIO
6e30nacHOCTM CUMTbIBATENA Ha 3TOM YPOBHE yrpo3?
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25.1

NMuua

B cnepytowen tabnuue nepeuncneHbl JaHHble, oTobpaxkaemble 10 yMoayaHH B AUANOrOBbIX
okHax Muua. [InAa oManoroBbiX OKOH NPeAyCMOTPeHbl TMbKne HacTponKkK. CMm. pasgen
HacTpanBaembie nons ¢ faHHbIMU O NepcoHane.

MouTtu BCe nons HeobAsaTtenbHbl. ObA3aTeNnbHble NOMA YETKO NOMEUeHbl NOAUYEPKHYTHIMU
MeTKaMMW B MONb30BaTeIbCKOM MHTEpPdENCe.

Bknagka

Uma nona

3aronoBOK AManoroBoro
OKHa

Mma

ma

damunua (B HEKOTOPbLIX CTpaHax Ha3blBaeTCA AeBUUbEN
dhamununen)

MepcoHanbHbIM HOMEP

[ata poxaeHusa

MoeHTUdUKaTop coTpyaHMKa (Mnu TUN nepcoHana)

[Mon

KomnaHnuna

[donxHocTb

NQ MaeHTUdUKALMOHHON KapThbl

Homep a/m

Anpec

MouToBbIN UHAOEKC

Ynuua, pom

CTpaHa, pervoH

[paxkgaHcTBO

KoHTakTHaA uHdopmauma

TenedoH: npou.

TenedoH KOMMaHUK

dakc KomnaHum

MoOunbHbIM TenedoH

TenedoH

JONeKTpOoHHaA nouTa

Anpec Beb-cTpaHuLbl

ﬂ,OI’IOJ’IHMTeﬂbeIe NTUYHbIE
AaHHble

OTuecTtBO (AOMNONHUTENBHOE UMA, UCMONb3YEMOE BO MHOXECTBE
cTpaH)

MecTo poxaeHusa

CemelHoe NonoxeHue

CnyxebHoe ygoctoBepeHue

NQ ygoctoBepeHUsa NUUHOCTH
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OevicTtByeT oo

PocTt

LOononHuTenbHble AaHHble | OTaen

0 KOMMaHWu
MecTto

LleHTp 3aTpar

Lon»HoCTb

ConpoBoxgatoLwmn (3cKkopT)

[MpnumnHa noceleHmA

3ameuaHun

3ameuaHus (MpenocTaBnAeTcA TEKCTOBOE NoMe ANA BBoAA NMPUMeUaHui U
3amMeyaHuit o nuLe B NPOU3BONbHON hopMme.)

[JononHutenbHble 10 onpepensembix Nonb3oBaTenem nonew

cBefeHun

Moanuco 3axBaT, NOBTOPHAA perucTpauua v yganeHue nognucem

OTneyaTtku nanbues 3axBart, NOBTOpPHaA perncrpauus, yganeHue u npoBepka
OTMeuaTKoB NanbLeB Kak BUOMETPUUECKOrO YyAOCTOBEPEHMUSA
NUUHOCTH.

HasHaueHuWe onpeaeneHHbIX OTNeYaTkos nanbles AnA
coobLieHnA 0 AeNCTBUU MO NPUHYKAEHUIO.

Cwm.
—  [lonb3oBatenbckue nona 0na 0aHHbIX nepcoHana, CtpaHuya 144

2511 MapameTpbl KOHTPONA KapT UMM KOHTPONA 3AaHUA

0630p

Ha Bknagke KOHTponb KapT MOXHO AaTb AepKaTenaM KapT BO3MOXHOCTb akTUBUpoBaTbh 1 Unu

2 Bbixoga obllero HazHaueHUA KOHTponnepa AocTyna Ans KapTbl. Takyto BO3MOXHOCTb MOXHO

Ha3HaUMWTb AepXKaTento KapTbl, YCTAaHOBUB (hNaXXoKk YnpaBneHue 3gaHueM B 4MANIOTOBOM OKHe

Nuua. ®naxky YnpaeneHue 3gaHuem (Mnv KOHTpoOnb KapT) — 370 NpeaBapuTenbHO

onpefeneHHble HacTpanBaeMble NoMA, KOTopble oTobpaxalTcA Ha BkNnaake KoHTponb KapTt

nuua no yMonuyaHuio, 04HaKO UX MOXHO pPasMecTUTb U B APYroM MecTe.

[nsa napameTtpa ynpaBneHua 3g4aHWeM CyLLecTBYeT ABe OCHOBHbIX 3afaun. Mx onucaHue gaHo

HUXe:

—  HacTpo#Te dpnaxoK: NpUCBOWUTE eMy NOAXOAALLYO METKY M (npu HeobxoaMMoCTH)
pacnono)XuTe Ha ApYron BKNagke AManorosoro okHa lMuua.

—  Ha3sHaubTe (yHKLMIO BbIXoay KOHTponnepa goctyna AMC v ycTaHOBWUTE (hnaXkok.

MpepBapuTenbHble Tpe6oBaHuUA
—  BbIxog KOHTponnepa A4oCTyna 3MeKTPUUECKH COEUHEH C YCTPOMNCTBOM, KOTOPOE AOMKHO
ObiTb aKTUBMPOBAHO KapTOM.

MyTb K AManoroBomy oKHy
- naBHoe MeHto AMS > KoHdurypauua > NMapameTtpbl > HacTpanBaemblie nona > BKNagka
KoHTponb kapTt
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25.1.2

25.1.3

Hactpoiika chnaxkoB

1. Ha ctpaHuue HacTpauBaemble nons BolbepuTe BKNaaky MoapobHo B BepxHeH obnacTv.

2. Hangute dyHKuWio YnpaBneHue 3gaHuem, 1 unu 2, KOTopyto NnaHupyeTcs
Mcnonb3oBaThb.

3. TepesanuwuTe umMA MeTKKU (pekomeHayetca). MNpru HeEOOBXOAMMOCTHU YCTAHOBUTE (hadKoK
Ha BKNagke, oTnMuHon oT KoHTponb kapT. bonee nogpobHblie MHCTPYKLUMK CM. B pa3gene
MpeaBapuTenbHbIi NPOCMOTP U pefaKTUPOBaHUE HAacTPpauBaeMbIX NONem No CChifike
HUXKe.

HasHaueHue chyHKUMU BbIXoAy KOHTpPONNepa goctyna u naxky

Cwm. pasgen MapameTtpbl U HacTpoiiku AMC no ccbifike HUXe.

1. B pepakTope yCTPOMCTB B iepeBe YCTPOMCTB BbibepuTe KoHTponnep aoctyna AMC,
BbIXOLHOM CUTHaN KOTOporo TpebyeTcA UCNONb30BaThb.

2. Ha BKnagke Bbixoabl B BepxHel obnactu Bbibepute BbIXoA, KOTOPbIM HEODOXOAUMO
“Mcnonb3oBaThb.

3. B cpenoHem okHe BbixogHble paHHble BbibepuTe TN 25, KoHTponb KaprT.

4. HaxXmuTe KHOMKy >, utobbl L0OaBUTb BbIXOA B HWXHIOKO obnacTb.

5. B HWxHel obnactu, cton6el, Param11, BbibepuTe MeTKy yHKLUWKU YNpaBNeHUA 34aHUeM,
BbIOpaHHyt0 Ha Npeabigyliem ware YcraHoBKa hnaXKoB.

6. CoxpaHuTe OepeBO YyCTPOWCTB.

- [Mapametpsbl n HacTporiku AMC, CtpaHuya 61
- [IpedBapuTenbHbIi MPOCMOTP M pedaKTMpoBaHUe HacTpanBaeMbix nonei, CTpaHuya 144

JdononHutenbHaa UHchoOpMaLUA: perucTpauusa onpeneneHHbIxX
nonb3oBaTeNnem CBeaeHUM
V|CI'IOJ'Ib3yﬁTe BKnagKy ﬂOﬂOHHMTeHbHaH uchopmau.uﬂ anAa onpeneneHnA goOnonHUTENbHbIX

nonewu, KOTOpble He NpefocTaBeHbl HA APYruX BKNagkax. ECnn gononHuTenbHble Nonsa He
onpeneneHbl, BKNaaKa OCTaeTcA I'IyCTOl:L

Peructpauua nognucen

B cucteme HeobHX0oMMO NOAKNIOUMTDL U HACTPOWTbL NaHeNb 3axBaTta NoANUCEN OT KOMMNaHWH

Signotec ans 3axBaTa nognvcen. B cnyyuae coMHeHWM obpaTUTecb K CUCTEMHOMY

aAMUHKUCTPaTOpPY.

1.  OTtkpouTe BKnagky Moanuce.

2. [ns perucrpauuuv HOBOM NMOAMUCU HAXXMUTE KHOMKY 3aXBaTUTb NOAMUCH.

3. OctaBbTe NoanNMCb HENOCPEACTBEHHO Ha MaHENM 3axBaTa C MOMOLLbIO CMeLnanbHOro
nepa.

4. HaXmuTe KHOMKY C h1aXXKOM Ha NaHenu 3axeara, utobbl NoaTBEPAUTD.
Tenepb Ha akpaHe oTobparkaeTcA HoBas NoAnMUCh (LLEeNKHUTEe NoANUCH, UTODbl YBENUUUTb
MacwTab).

CBA3aHHble npoueaypbl:
-  HaxmuTe KHOMKy 3axBaTUTb NOAMNMUCH, UTOOLI Nepesanucarb CyLeCTBYIOLLY NMOAMUCH.
- HaxxmuTe KHOMKY YAanuTb NOANUCb, UTOObI yAanWTb CYLLECTBYHOLLYO NOAMUCH.
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2514 Perucrpauma gaHHbIX oTNeuaTKa nanbuya
| Address | Contact I Additional person data I Additional company data I Remarks | Card control I Extrainfo | Signature | Fingerprints
172.30.11.50 51211 []
- ™ ™ -
A A
X J \ Match fingerprint
| _— L
Delets fingerprint
./_-‘I I’ ™ Duress fingerprint
- e
Identification mode
() Card only
() Card and fingerprint
Enrol finger ‘Left index finger
TpeboBaHusa

[nAa ocywectBneHnsa BMOMETPHUUECKOTO yrnpaBneHUs AOCTYNOM HEODXOAMMO HACTPOUTb
OOMH MNU HECKONbKO CUMTbIBATENEW OTNEeUaTKOB NanbleB.

BAXHO! 3Tu cuuTbiBaTENM NEPUOLNUECKHN MOMYUAIOT U XPAHAT AaHHble KapT U
OTNeuyaTKoB ManbLUeB C CepBepoOB. B KOHEUHOM cueTe pelleHne O TOM, Kakne yuyeTHble
OaHHble OyayT NPUHATBI, ONpeaenaeTca napameTpamMmu KOHKPETHOro cuutbiBatens. OHuU
nepeonpenenatoT Ntobble NnapaMeTpbl, 3aaHHble A4NA KOHKPETHOro nuua.

UTobbl MCNONb30BaTh OTNEYATKM ManbLEeB B KAUECTBE NOATBEPXKAEHUA (MK
anbTepHaTMBbI) ayTeHTUMKALMKU HA OCHOBE KapT, BCe BNaAenblbl KapT AOMKHbI
NPOCKaHMPOBaTb CBOM OTMeYaTKK nanbLes.

Pernctpupyembi Nnonb3oBaTtenb JOMKEH CTOATb NePeL CUMTbIBATENEM OTMEUYaTKOB
nanbles, NOAKMIOUEHHbIM K Ballel pabouel CTaHUMKU U HACTPOEHHbIM ANA Hee. IToT
perucTpalmMoHHbIM CUMTbIBaTENb OTNEYATKOB ManblLeB He AoMKeH OblTb CuMTbiBaTENEM
poctyna.

Onepartop obLiaeTcA HENOCPEACTBEHHO C PErMCTPUPYEMbIM MONb30BaTEeNEM, TO €CTb C
NULOM, UbM OTMeUaTKM NnanbLeB AOMXKHbI OblTb 3aperncTpnupoBaHbl Kak OMoMeTpuueckoe
yAOCTOBEpPEHUE NMUUHOCTM ANA JocTyna.

Bbl HEOQHOKpPATHO O3HAKOMMNUCHL C TEM, KaK CriefyeT NOMeCTUTb naney Ha
onpeaeneHHbIM cUnTbiBaTeNb, UTOObI 3DPEKTUBHO 3aXBaTUTb OTNEYATKM NanbLEeB.

Mpouepypa perucrtpauum oTneyaTtka nanbua AnAa gocryna

1.

MNepenauTe B AManoroBoe oKHO ynpaBneHua oTneuatkaMu nanbles: JJaHHble O
nepcoHane > Nlnya > Bknagka:OTneuaTku nanbuesB W co3danTe UMW HanaouTe
perucTpupyemMoro nonb3osatenda B ba3se AaHHbIX.

CnpocuTe perncTpupyemMoro nonb3oBaTena, KakoW nanew, oH »enaeT UCnonb3oBaTb ANA
0ObIYHOTO AOCTYMNa Ha CUMTbiBaTENE OTNEUaTKOB NanbleB.

BbibepuTe COOTBETCTBYIOLIMM ManeL, Ha CXeme pykK.

PesynbTtat: oTneuatok nanbla byaer noMeueH BONPOCUTENbHbIM 3HAKOM.

Ha)kmMuTe KHOMKY 3aperucTpMpoBaTb OTNEYaTOK Manbla.

Bosch Security Systems
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MpenocTtaBbTe PErMCTPUPYEMOMY NOMNb30BaTENO UHCTPYKLMKU OTHOCUTENBHO TOrO, Kak

NMOMECTUTb Nanewy Ha CUMTbiBaTENb.

MpuMep MHCTPYKLMM MOXKHO NMPOCMOTPETb B MANlOrOBOM OKHE MOJ CXeMOW PyK, HO AnsA

pa3nuUUHbIX TUMOB CUMUTbIBaTENEN NpoLeaypbl MOIYT HEMHOMO OTNMYaTbCA.

Ecnu oTneuaTok nanbua ycnewHo 3aperncTpupoBaH, OTKPOETCA OKHO NOoATBEPIKAEHMUSA.

Bbibeprte UpeHTU(UKALMOHHDBIW PEXUM; 3Ta HACTPOMKA onpeaenseT yUeTHble AaHHble,

KoTopble OyayT NpoBepATbCA CUMThbIBaTENEM OTMNEUYaTKOB NanbleB Npu 3anpoce AocTtyna.

ObpaTtuTe BHMMaAHME, UTO yKa3aHHbIN PEXUM OeNCTBYET, TONbKO eCcny BbibDpaH napamMmeTp

cuuTbiBaTena NpoBepka B 3aBUCMMOCTU OT NULA.

MapameTpbl:

— TonbKo OTneuaToK nanbuLa — UCMOMb3YeTCA TONbKO CKaHep OTNeyaTKoB NanbLUeB B
cuuTbiBaTene

—  TonbKo KapTa — MCMNONb3yeTcA TONbKO CKaHep KapT B CUMTbIBaTene

— Kapra ¥ oTneuatok nanbua — MCMNonb3ytoTcA oba ckaHepa B cuMTbiBaTene.
Peructpupyembliii Nonb3oBaTenb AOMXeH OyaeT npeacTaBnATb U KapTy, U BbibpaHHbIN
naned, utobbl MONYUMTb AOCTYM.

HaXMUTe KHOMKY B (CoxpaHuTb), UTOOblI COXpPaHWTb OTNeYaToK nanbla u

MOEHTUPUKALMOHHbBIN PEXUM [NA PErMcCTPUPYyeMOro nNonb3oBartens.

3ameuaHue!

MapaMeTpbl CUMTbIBATENSA Nepes3anucbiBaloT HACTPOWKKU Monb3oBartens

Obpartute BHUMAHWE, UTO UAEHTUUKALMOHHbBIA PEXUM, BbIODPAHHbIM B [MANOrOBOM OKHE

OoTneyaTkoB nanblues, 6yneT pa60TaTb TONMbKO B TOM Cnyyae, eCnn CaM CUUTbiBaTellb

oTMeuaTkoB nanbleB MMeeT napameTp NMpoBepka B 3aBUCUMOCTH OT NULA B pefaKTope
YCTPOMUCTB. B criyuae COMHeHUM 0bpatUTeCb K CUCTEMHOMY aflMUHUCTPATOPY.

Mpoueaypa perucrpauumn oTneyatka nanbua AnA coobLeHUA o AeHCTBUMN MO
NPUHYXAEHUIO
MNpenBaputenbHbie TpeboBaHMA.

CuuTbiBaTENM OTNEYATKOB MNanbLeB MOTYT OTNPaBNATb CUrHaNbI AN coobueHmna o
OEeNCTBMM MO NPUHYKAEHWUIO TONbKO B TOM Clyyae, eC/ii OHW HAcCTPOEeHbl B peaaKkTope
YCTPOMCTB Ha BKNagkKe

CeTb U pexxumbl paboTtbl > LLIabnoHbl Ha cepBepe > KapTa U oTneuaTok nanbua.

Mo KpanHen Mmepe oAMH OTNeyaToK nanbla PerMcTPUPYEMOro Nonb3oBaTens yxe
yCMNewHO 3aperucTpMpoBaH U COXPAHEH.

CuuTbiBaTeNb OTNEYaTKOB NanblieB paboTaeT B OHNaNH-pexnume. B aBTOHOMHOM pexume
CUMTbiBaTENb, KOHEUHO, HE CMOXET OTNPaBUTb B CUCTEMY CUTHAN AENCTBUA MO
NMPUHYXOEHWIO.

MNonpocuTe perucTpMpyemoro nonb3oBartens BblbpaTb nanet, KOTOPbIA OH XenaeT
Mcnonb3oBaTb ANA COODLEHMA 0 AEUCTBUU NO NPUHYXOEHUIO, TO €CTb B Cllyyae, Koraa oH
BbIHY>X[E€H UCMNONb30BaTb CUMTbIBATENb OTNEUATKOB NanbleB Nog AaBNeHUEM
NMOCTOPOHHETO NUnLa.

MoBTOpPMTE NpoLUEaypY PeErncTpaumnmn oTneyaTka nanbla, ONMCaHHYH Bbllle, AnA 3TOro
nanbua.
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25.2

25.3

3. [llocne ycnewHon pervcrpalmm BTOporo oTrneyarka nanbla BbiDepuTe ero Ha CXemMe pyK u
HaXXMUTe KHOMKY Manew No NPUHYXKAEHUIO.
YKasaHHbIW naney no NpuHy>XaeHuto OyaeT NoMeueH BOCKNMULATENbHbIM 3HAaKOM Ha cxeme
PYK.
Ecnu BnocneacTeuun perncTpupyeMbli Nonb3oBaTtenb NPUNOXWT K CUMTbIBaTENO Nnaned,
3aperucTpupoBaHHbIN ANA CUrHana o AeMCTBUU MO NPUHYXKAEHUIO, U CUUTbIBATENb He byaeT
HaxXOAMTbCA B aBTOHOMHOM PEXWME, CUCTEMA OTMPABUT CUIHAN O AEUCTBUMU MO MPUHYXKOEHUIO
onepaTopy C NOMOLL b BCMMblBAOLLETrO OKHA.

Mpoueanypa TeCTUPOBaHUA COXPaHEHHbIX OTNEYaTKoOB NanbLeB

1.  Ha cxeme pyk BbibepuTe oTneuaTok nanbla, KOTopbIKM TpebyeTcAa NpoTecTMpoBaThb.

2. TonpocuTe perucTpMpyemMoro nonb3oBartens NOMeCcTUTb Nanel Ha cuMTbiBaTenb.

3.  HaxmuTe KHOMKy ConocTaBUTb OTNEUaTOK Nanbua.
Pesynbrat: OTKpOeTCA BCMNNbIBatOLWEE OKHO C NOATBEPXAEHWEM TOr0, COOTBETCTBYET /K
COXpPaHEeHHbIM OTneyaTok nanbua nanbly Ha cuutbiBaTene. Obpatnute BHUMaHUE, UTO 3Ty
npouenypy Moxet noTpeboBaTbCA NOBTOPUTb ANA CHUXEHUSA BEPOATHOCTU NTOXKHOM
TPEBOTH.

Mpoueaypa yaaneHUa coOXpaHEHHbIX OTNEeYaTKOB nanbues

1. Ha cxeme pyk BbibepuTe oTneuaTtoK nanbla, KOTOpbIKM TpebyeTca yaanutb.
2.  HamuTe KHOMKy YAanuTb oTNeuaTokK nanbua.

3. TlogoxauTe NOATBEPKOEHWUA yaaneHus.

KomnaHuu

- [laHHOe AManoroBoe OKHO MO3BONAET CO3AaBaTbh HOBbIE 3aMUCK O KOMMAHUAX, a TakxKe
M3MEHATb UNU YyAaNnATb CyuecTBylOllne NaHHble O KOMMNMaHUAX.

- HeobxooMMo BBECTM HasBaHWe U KpaTKoe HaMMeHOBaHWe KomnaHuu. Kpatkoe
HauMeHOBaHMWe AOMKHO BbITb YHUKANbHbIM.

- Ecnu ykasaTb KOMMaHWIO B MAnorosoM okHe Iuua ctporo obsasatenbHo, TO Npexne uem
nblTaTbCA CO34aTb 3aNUCKU NepCoHana anA 3TOFI KOMMaHWWU, cosp,aﬁTe B ANManoroBoM OKHe
3Ty KOMMaHUIO.

- KoMnaHMKW HEBO3MOXXHO YAanuTh U3 CUCTEMbI, €CMIM UM Ha3HaueHbl Kakue-nnbo sanucu
nepcoHana.

KapTbl: co3aaHMe U Ha3HAUEHUE YUYETHbIX AAHHbIX U
aBTOpU3aLUM

Llenb aToro gManoroBoro okHa — HasHauaTb KapTbl, aBTOPU3aLMKU A0CTyNa WX NakeThbl
aBTOpMU3aLMM Ha AOCTYN, Ha3biBaeMble npodhunu JocTyna, 3anMcaAmM o nepcoHane.
ABTOpPM3aLMKM Ha OOCTYN M NPOMUIN HA3HAUAKTCA NULAM, a He KapTaM.

HoBble KapTbl, Ha3HAUeHHble UeOBEKY, NOMyYalT aBTOPM3aL MK Ha OOCTYM, KOTOpble yxKe
Ha3HaueHbl 3TOMY NuLy.

MpumeuaHue. Ucnonb3oBaHKue Npodhunel AocTtyna AnA obbeaUHEeHUA aBTOPU3aLUi

[na eauHoobpasus v ynobcTea aBTOpM3aL MK Ha LOCTYN HEe Ha3HAualTCA Mo OTAENbHOCTH, a,
Kak npaBuno, obbeauHsaoTCA B npodunu gocrtyna M HasHaualoTCA TakMM 0bpasom.

— [naBHoe MeHI: > CucTeMHble faHHble > Mpodunu gocrtyna
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Cnucok Kapt

B avanoroBom okHe «KapTbl» oTobpa)kaeTcA CNMCOK KapT, NpuHaanexawmx sbibpaHHOMyY

nuuy. B cnucke ykasaHbl, cpeau Npouunx, cnegytoume atpubythl.

—  Tvn “cnonb3oBaHWA KapThl.

—  ®nar, yKasblBalOLWKWM MOXHO U UCMONb30BaTb KapTy ANA HACTPOEHHOM aBTOHOMHOM
CUCTEMBI.

—  CBefeHunA o ToMm, 3abnokMpoBaHa N KapTa B pe3dynbTaTe MHOTOKPATHOrO MCMOMb30BaHUA
HeBepHbIXx PIN-kogoB. 3ToO cocToAHME BblaeneHo ocobbiM obpasom.

— [aTa cospgaHuA KapTbl.

— [aTa OKOHUaHMWA cpoKa aencteuA (oata cbopa) KapThbl.
MpumeuaHue. Ecnu MCNoNb3yeTca MOTOPU30BaAHHbIM CUMTbIBATENb Kap, OH MOXET
h13nuecku yaepatb KapTy C UCTEKLIMM CPOKOM AeNCTBUA. B NpoTMBHOM cnyyae KapTa
NPOCTO CTAHOBUTCA HEAEeNCTBUTENbHOMN.

- [aTta nocnenHen neyatv KapTbl M KONMMUECTBO HameuaTaHHbIX KapT.

— CBefeHuA 0 JaHHbIX Koaa.

MapameTp YnpaBnaerca rnobanbHo

[aHHble nuL, ANA KOTOPbIX YCTaHOBNEH (hiaXok YnpaBnaeTca rnobanbHo (hnaxxok psaom ¢

paMKoM gna dotorpadumn), MOryT USMEHUTb TONbKO onepaTopbl C AOMNOMHUTENbHbIM MPaBOM

OOwWwu agMUHUCTPATOP.

OnepaTopam 6e3 3Toro npaea cnegytolme gaHHble AOCTYMNHbl TONbKO ANA UTEHUA:

— Bce gaHHble B guanoroBoM okHe JlMua 3a UCKMOUeHMeM BKNagoK 3aMeuaHus,
JononHuTenbHble CBEAEHUA U HACTPaAWBAEMbIX NMOMEW.

—  Bce paHHble B aManoroBom okHe KapTbl.

- Bce paHHble B auanorosom okHe PIN-kopa.

MpaBo FNo6anbHbIN aAMUHUCTPATOP MOXHO HAa3HAUMUTbL C MOMOLLbIO CleAyroLero dnaxka:
- [naBHoe MeHt0: KoHdurypauua > OnepaTtopbl U paboune craHuuu > Mpasa
nonb3oBaTena > FNobanbHbI aAMUHUCTPATOP.

25.3.1 HasHaueHue KapT nuuam
BBepeHue
Y BCex nuu, AOCTYN KOTOPbIX KOHTPONUPYETCH, AOMKHA OblTb KapTa UNu APYron aNeKTPOHHbIN
MOEHTUUKATOP, Ha3HAUEHHbIM JepKaTento KapTbl B AManoroBoM okHe KapThbl.
Homepa KapT MOryT HasHauaTbCA BPYUHYIO MU C MOMOLLbIO PETUCTPALMOHHOIO CUMTbLIBATENSA.
MyTb K AUANOTrOBOMY OKHY
naBHOe MeHto > [laHHble 0 nepcoHane > KapTbl
MpeaBaputTenbHblie TpeboBaHUA
—  Bbl 3arpy3unnu 3anucb nepcoHana, Kotopaa AOMKHA NOMYyYnTb KapTy B 3aronoBke

AvanoroBoro okHa Kaprbl.

PyuHo# BBOA AaHHbIX KapTbl
HaxkmunTe KHOMKYy 3aperucTtpupoBaTb KapTy, UTOObl HA3HAUUTb MOAEHTUDUKALUOHHYIO KapTy
nuuy. OtobpasunTtca macka guanorosoro okHa UpeHTudmukatop 3anucu. OTobpasumTcA ogHO U3
OBYX AMANOroBbiX OKOH BBOAA B 3aBUCMMOCTHM OT TUMa KapTbl, a TAKXXe MCNOMb3yeMblX
KOHTPONNEpPOB U CUMTbIBaTENEN.
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Country code; ||:||:|

ok Cancel | ok Cancel

BpyuHylo BBeAMTE HOMEP, YKa3aHHbIM Ha MOEHTUdUKALMOHHOM KapTe. HegocTalolmne 3HaKu
HOMEpPOB KapT aBTOMaTMUECKM 3aMEHSAITCA HYNAMMU, UToObl ANMHA HOMepa Bcerga coctaBnana
12 umdp. B HeEKOTOPbIX CUCTEMAX B Clyuyae NoTepy UOEHTUPUKALMOHHOW KapTbl HOBbIE
HOMepa KapTbl MOEHTU(UKALUK He BblgatoTcs. BMecTo 3Toro BbligaeTcs TOT XKe HoOMep
MOEHTUUKALMOHHOMN KapTbl, HO C Boree BbICOKMM HOMEpPOM BepcuU. Kof cTpaHbl U Kof
KNWeHTa NpenocTaBnATCA npoussoauTenem. Mx HeobxoaMmo BBECTU B dhakne perucrpauum
cUcTeMbl.

Ecnu HoMep KapThbl elle He UCNONb3yeTcs B CUCTEME, OH Ha3HayaeTcs 3TOMY MNULYy.
OToGpasunTca BCMNNbiBatolee OKHO C MOATBEPKAEHWEM YCMELIHOro Ha3HaueHus.

Ucnonb3oBaHUe perucTPaLMOHHOro cUMTbiBaTens

MpepBapuTenbHoe TpeboBaHue

—  Ha paboue#n cTaHUMMU HACTPOEH PEernucTpauUmnoHHbIA CUMTbIBATENb.

MopAapok perucTpauyuu

1. HaxmwuTe KHOMKy i crnpaBa OT KHOMKW 3aperucTtpupoBaTtb KapTy, uToObl BbibpaTth
HACTPOEHHbIN PErncTpaLmoOHHbIA CUMTbIBATENb.

-  OObpatuTe BHUMaHKWe, UTo ANs U3MeHeHUA Bbibopa perncTpaymMoHHOro cumMTbiBaTens
HeobXxoaMMO BOWTHU B AUCMETUEP AMANOroBbiXx OKOH ACE ¢ npaBamMu agMUHUCTpaTopa.

2.  HamuTe KHONKy 3anucaTtb KapTy U cnefynTe MHCTPYKLMAM Ha 3KpaHe.

3. B 3aBMCMMOCTM OT TMMA CUUTbIBATENA TEMEPb MOXHO BBECTWU CBEAEHUA O KapTe B
ANAnoroBOM OKHE MW CUMTaTb AaHHble C KapTbl C MOMOLLbI CUMTbIBATENSA.

MopApok cMeHbl KapT

1. BbibepuTte KapTy U3 cnucka.

2.  Haxmute kKHonky USMeHUTb KapTy.

3. Bo BcnnbiBaloWeEM OKHe

—  Bblbepute 3aMeHUTb KapTy, eCli opurMuHan 6e3B03BPATHO YTEPAH UMW MOBPEXAEH.

- Bbibepute BpemeHHan KapTa, ecnu opurnHan boin 3abbiT (octaBneH goma) u Tpebyetca
BpeMeHHanA 3aMeHa.
- BBeawuTe CpoK AENCTBUA BPEMEHHOMW KapThl.
—  BbibepuTe, cnegyeT N OTKNIOUMTb BCE OCTaNbHble KapThbl.
-  BblbepuTe, cneayeT nu cHoBa akKTUBUMPOBATb OPWUIMHANbHbIe KapTbl aBTOMaTUUECKH

Nno UCTEUEHUU CPOKA AENCTBUA BPEMEHHOMW KapThl.
4. Haxmute OK onsa coxpaHeHus.
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YnaneHue kapt

1. BbibepuTe KapTy M3 cnuckKa.

2. HakmuTe KHOMKy YAaanuTb KapTy, utobObl yaanuTb Ha3HaueHue nuua KapTe.

MpumeuaHue. MNpu yaaneHuun nocnegHen KapTbl AepKaTena KapT COCTOAHUE AepxKaTensa KapTbl
MEHSETCA Ha He 3aperucTpupoBaHo (KpacHas MeTKa pAAoM C 3anncbio 3aperucTpupoBaHoO B
CTPOKe COCTOAHMA). Ha 3To n1uo bonee He pacnpoCcTpaHAETCA KOHTPOMb AOCTYNa.

25.3.2 MeuaTtb 6aMaXKeH
MpenBapuTenbHblie TpeboBaHUA
- B cucTeme yxxe gonKHa CyLecTBOBaTb 3aNUCb COTPYAHMKA AN HOBOTO AepiKaTens KapTbl.
— Pabouas cTaHuuMsa CO cneayrolWmMm NoaKNtoUeHHbIM obopygoBaHneM (Kak npaBunio, no
USB):
—  TpuHTep banmxen
- Kamepa ans co3gaHus MAEHTUUKALMOHHbIX hoTorpadum
Mpouenypa
MyTb K AUANOroBOMY OKHY
KnneHT AMS: [laHHble 0 nepcoHane > MeuaTb Genaxken
1. 3arpysuTe 3anucb 0 nepcoHane, Ansa KOTopou TpebyeTcsa HaneuartaTb KapTy.
2. B packpbiBalolemMca meHo MakeT Bbibepute Tpebyembli MakeT KapTbl U3 COXPaHEHHbIX
MaKeToB.
3. Cpenante uaeHTUMUKALMOHHYIO hoTorpaduto ogHUM M3 creayroLmMx cnocobos:
—  HamuTe KHOMKY 3axBaTUTb 1 BbibepuTe TpebyeMyto Kamepy B CMMCKe
NOOKMNIOUEHHbIX KaMep.
-  Haxmute kHonKy UMnopT n3obparkeHUA 1 C NOMOLLbIO paMKU obpe3kn Bbibepute
yactb poTorpadmu anA neyaTu Ha KapTe.
4. HaxwmuTe NMpeaBapuTenbHbli NPOCMOTP, UTOObI YOEaAUTbCS, UTO Ha Oenmke OyayT
oTobpaxarbcA NpaBuUbHble faHHble C NMPaBUIbHbIM MaKeETOM.
5. Haxmute Meuartb AnA neuatu bengxa.
Moppep)xuBaeMmble Kamepbl
Bce yctpovictBa USB, koTopble pacno3HatoTca onepalyMoHHON CUCTEMOM KaK Kamepa.
25.3.3 Bknapgka «ABTOpU3aLUU»
HasHaueHue aBTOpU3aLUil, 0ObeaUHEHHbIX B Buge npocdunen gocryna
Cambl yaobHbIM M TMOKUI cnocob HasHauaTb aBTOpU3aL MK BnagenblamM KapT — o0beanHATb
MX CHauana B NpodMIM OOCTYNa, a 3aTeM Ha3HauvaTb UM NPodunb.
—  WHCTpyKUMKM No cosaaHuto npodunen aoctyna cM. B pasgene CozdaHue npoghunei
doctyna, CtpaHuya 204
- UYrtobbl HasHauMTb NpPodgUNb AOCTyNa 3TOMy BnaAenbly KapTbl, BbibepuTe onpeaeneHHblin
npodunb U3 cnucka Mpodmnb gocryna.
HenocpepcTtBeHHOe Ha3HaAueHUe aBTOPU3aL Ml Ha gocTyn
Ha Bknagke ABTOpU3auUu:
Bce aBTOpM3alMn Ha 4OCTYMN, KOTOPbIE YXKEe HasHaueHbl ULy, oTobpaxkaloTcsa B CMUCKe CrneBa.
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25.3.4

Bce aBTOopM3auMK Ha AOCTYM, KOTOPble AOCTYMHbI ANA Ha3dHaueHus, oTobpaxatoTcs B CAUCKe
cnpasa.

BbibepuTe anemMeHTbl, @ 3aTeEM HaXXMUTE KHOMKW MeXay CMUCKaMM, UToDbbl mepemMecTuTb
3NEMEHTbI U3 OOHOro CNUCKA B APYrow.

4 .
A Ha3HayaeT BbleneHHbIM 3NeMeHT.

x
;I OTMEHAET Ha3HAaUeHMNE BblAENEHHOIO aN1E€MEHTA.

—J1 Ha3HaYaeT BCe AOCTYMNHblE 2NEMEHTDbI.

—J1 OTMEeHAET Ha3HaueHWe BCeX Ha3HAaUYEeHHbIX 3/TEMEHTOB.

MNapameTp: CoxpaHeHHe Ha3HaUeHHbIX aBTOpPU3aL Ui

Pesynbtat HasHaueHWA Nnpoduna oCcTyna nuuy 3aBUCKUT oT bnaxkka CoxpaHeHue

Ha3HaueHHbIX aBTOPU3aLUN:

—  Ecnu dnaxkok He ycTaHOBNEH, TO MPW Ha3HaueHWW Npoduns AOCTyna nobon caenaHHbI
[0 3TOro BbIOOP U Ntobble y)Ke Ha3HaueHHble aBTopM3aL MK AOCTyNa 3aMeLLaloTca.

—  Ecnu dnaxkok yctaHoOBMeH, aBTopM3aLnKn BbibpaHHOro npoduna aobaesnaloTcA K paHee
HasHaueHHbIM aBTOPM3aLUAM.

OrpaHuueHUe CPOKOB aBTOpPHU3aLU#

Mcnonb3ynte nonAa aat [leWcTBUTENbHO C: M leNCTBUTENbBHO A0:, UTOObI OrpaHUUKNTL Bpems
Hauana v OKOHUaHWsA OenCcTBUA aBTOpU3aLuen u npodunen. ECNM HUKaKUMe 3HaUEHUA He
3a4aHbl, aBTOPU3aL MK BCTYNakOT B CUNY HEMEONIEHHO U AeUCTBYIOT BECCPOUHO.

Haxmure J UTOObI OTKPbITh AMANOroBOe OKHO W 3aAaTbh MNPOAOMIKUTENbHOW OTAENbHbIX
aBTOpPU3aLUN.

OTobpakeHue BXOLAOB aBTOPU3ALUM
LLlenKHUTe NpaBon KHOMKOW MbILIKW aBTOPMU3aLMIO B NOOOM cnncKe, uTobbl 0TOBPasuTb CIUCOK
OTHOCALIMXCA K HEW BXOAOB.

Bknapgka APYrux AaHHbIX: UICKNIOYEHUA U cneLluanbHble pa3pelleHUun

HasHaueHue BpemMeHHOW Moaenu

B none Bbibopa BpeMeHHaA MoAenb yKaXXuTe exxeJHEBHbIE Yachl OMYyCKa AepxKaTena KapThbl,
TO eCTb NepuoAbl BPEMEHMU, KOTAA AeprKaTeNb KapTbl byaeT MMeTb AOCTyN MO CBOEMY
YOOCTOBEPEHUIO TUUHOCTH.

UcknioueHue nuL U3 CNnyyamnHoOro 4ocMorpa
YcTaHoBUTe hnaxxok UCKNOUEHO U3 cnyyaWHOro JOoCMOoTpa, UToObl UCKNIOUWUTb NUL, U3
CNyyamHOro OCMOTpa Ha BXOAe U BbIXOAE.

UcknwoueHue nuy us nposepok PIN-kopa
YcrtaHoBHTe chnaxkok OTKnouuTb npoBepkKy PIN-kopa, utobbl Aepxkatensam KapT He
npuxogunnocb BBoauTb PIN-koabl B cuntbiBatenu PIN-kogoB B Hepabouee BpeMmsA.
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3ameuaHue!

MckntoueHne ns nposepok PIN-kKoga BnMAeT Ha BCIO CUCTEMY.

Hanpumep, nockonbky PIN-KoAbl 3TUX NWUL, HE NPOBEPAIOTCA, OHU TaKXKe He MOTYT BKNOUYNTb
WNU OTKMIOUUTb CUTHANKU3aALUMIO Ha Npoxodax aona moaenu asepewn 10.

25.3.5

YBenuueHue BpeMeHHU OTKPbITUA ABepen

YcTtaHoBUTe chnaxok PacliMpeHHoe BpeMA OTKPbITUA ABepHU, uTobbl yBenMunTb Bpema (no
ymonuaHuto B 3 pasa), HeobxoauMoe nuLam ¢ orpaHUUYeHHbIMU BO3MOXHOCTAMMU ANSA
npoxoaa, Npexmae yeM akTMBUPYeTCA COCTOAHWE [iBepb OTKPbITAa CULUKOM LONTO.
Mpumeuanune. KosdppULUMEHT paclUMpPeHUA N0 YMONUAHUID MOXHO COPOCUTb B CBOMCTBAX
MAC B penakTope yCTPOWCTB.

Bbibepunte OBwMe HACTPOMKKU AocTyna > BpemeHHoW chakTop AnA nuy c
OrpaHUUYeHHbIMU (hU3MUECKUMU BO3MOXKHOCTAMM.

MOHUTOPHUHI MapwpyTa

MapuwpyT natpynupoBaHua unu MapwpyT — 370 ueTKas NocrefoBaTefibHOCTb CUMTbIBATENEN,
onpegeneHHana B MeHto MOHUTOPUHT MapLlupyTa > AManorosoe okHo OnpeaenuTb MapLIpPyTbl
B K/MIMEHTE.

UTobbl Ha3HAUMTb MapLLPYT AepXKaTento KapTbl, yCTaHOBUTE hnakok MOHUTOPUHI MapLupyTa
1 BbibepunTe onpeneneHHbi MapLIPYT B pacKpbiBatoLWeMca cnvcke. Ecnv mapLupyTbl He
onpeaeneHbl, Naxok dyaeT HeaKTUBEH.

Ecnv MapipyT HasHaueH gep)kaTento KapTbl, OH aKTUBUPYETCH, Kak TONMbKO AepKaTenb KapTbl
CKaHWpyeT KapTy B NEePBOM CUMTbiBaTeNe B NocnenoBarenbHOCTH. MNocne 3Toro Bce
CUMTbIBaTENM B NMOCNEA0OBATENbHOCTM OOMKHbI UCMONb30BaTbCA B ONpeaeneHHOM Nopsake,
noka He byget 3aBeplweH MapwpyT. OBbIYHO 3TO NPUMEHSETCsA, Korga Heobxoaumo
peanu3oBaTb CTPOry MNOCeA0BaTeNbHOCTb AOCTYNA B UMCTbIX MPOMBILLMIEHHbIX Cpedax, 30Hax
C KOHTPONEM rMrMeHbl UNKU 30Hax NnosblleHHOW De3onacHoCTH.

PaspeweHue Ha pa3bnoKMpoBKY ABepei
YcTaHoBUTE 3TOT oNaXKoK, UToObl MO3BONUTL AeprKaTento KapTbl pa3bnokMpoBaTb ABEPU Ha
ONUTEeNbHbIW nepuof BpeMeHu (cMm. pasaen OUCHDBIR peXxum).

Cm.
- ABTopu3zaumsa nui ONnd HaCTPOHKHU opUCHOro pexkuma, CtpaHuuya 216

ABTOpM3auUA NUL ANA HAaCTPOWKHK OPUCHOrO pexuma

BBepeHue

TepMUH «OPUCHbIN PEXUM» OMUCHIBAET NPUOCTAHOBKY ynpaBneH1a 4OCTYNOM Ha BXoAe B
pabouee BpemA. Bxoa He BnokupyeTca B TeueHWe 3TOro nepuoaa BpemeHu, obecneumnsan
becnpenATCTBEHHbINM 00LLECTBEHHbIM AOCTyN. B Apyroe BpeMsa npumeHAeTcs obblUHbIA PEXUM,
TO eCTb AOCTYN NPeaocTaBNAeTCA TONbKO NULAM, KOTOPble NOAHOCAT AEeNCTBUTENbHbIE
MOEHTUUKATOPbI K CUMTbIBATENIO.

OUCHbIN peXxUm ABNAETCA CTaHAAPTHbLIM ANA KOMNAaHWM PO3HWUHOW TOProOBIH,
obpasoBaTenbHbIX U MEAULUHCKUX YUPEXOEHUN.

TpeboBaHusa
UToObl 0oUCHBIN pexnm paboTan, 4ONKHbI ObiTb cOBNoaeHbl cneayoline TpeboBaHuUA:
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B koHdwMrypauuu (aepeBo ycTpoicTs)

-  HeobxoguMMo paspeluTb NPoaoMKUTENbHbIE Nepuonbl Pa3bNoOKUPOBKK ANA OLHOMO MU
HECKOMbKUX BXOA0B.

-  Heobxoaumo vcrnonb3oBaTtb X0oTA Obl OAWH CUMTbIBATENb C KNaBMaTypoM Ha BXOAe.

B knueHTe (AManoroeble okHa «JTlogu»)

-  HeobxoauMmo npenocTaBUTb BO3MOXHOCTb BKMHOUATb U OTKOUATb OPUCHBIM PEXUM Ha
BXO[Ee OJHOMY MU HECKONbKWUM BradenbLam KapT.

—  Wx KapTbl 4ONXKHbI ObITb AENCTBUTENBHBIMW M pa3pellaTb 4OCTyN Ha BXoA B Hepabouee
Bpewms.

Mpoueaypbl ANA aBTOPU3aLMKU NUL, CNOCOOHbIX 3aaTbh OChUCHbIW PEXUM

Mpoueaypbl ANA oTAEeNbHbIX AepXkaTenen KapT

1. MepenauTte B pa3gen: faHHble o nepcoHane > KapTbl > BKNaaka:Apyrue paHHble u
cosfanTe UNu HanaguTe BblOpaHHOroO Aep)aTtena KapTbl B 6a3e AaHHbIX.

2. YctaHoBuTe hnaxok Pa3spewweHne Ha pa3bnoKMpoBKY aBepen.

A

3. HaXmMuTe KHOMKyY C M306pa)KEHVIEM ONCKeETbI , UTOOBI COXPaHWUTb AaHHblE O
Brnagenbue KapTtbl.

Mpoueaypa AnA rpynn gepxatenein KapT

1. TepenguTe B pasgen: flaHHble 0 nepcoHane > Fpynnbl UL Y KUCNONb3YHTE KPUTEPUU
dunbTpaumMm 4NA CO34aHUA CNUCKa AepxKaTtenen KapT B OKHe CrnucKa.

2. B packpbiBatouiemcs cnucke MNone gna usmeHeHus Bbibepute Pa3sbnokupoBaTb ABEepHU

YcTaHoBUTE chnaxkok Pa3bnokupoBaTb ABEpH.

4. HaxmuTe KHOMKy MPUMeHUTb U3MEHEHUsA, UTOObl COXPaHUTb JaHHble O AepKatene KapT.

w

UHCTpYKUMU aeprKaTenio KapTbl 0 TOM, KaK 3anyCTUTb U OCTAHOBUTb O(OUCHbIN PeXum

[nA 3anycka Unu oCTaHOBKKW OMCHOTO peXMma Ha Bxofe AeprKaTefb KapTbl AOMKEH HaxaTb 3
# Ha KnaBuWaTtype, a 3aTeM NOAHECTU K CUMTbIBATENIO KapTy ¢ 0coboi aBTOpMU3aLMEN.

Bxopn ocTaeTcA OTKPbITbIM, NMOKa aBTOPU30BaHHbIN AepxXaTenb KapTbl He HaxXmeT 3 # 1 cHoBa
He NpeabABUT KapTy.

ObpartuTe BHMMaHWe, UTO C NMOMOLLbIO KapTbl OXPaHHUKA MOXHO TakKMM e obpasom
OCTaHOBWTb OPUCHbIN pexmum be3 cneuymnanbHOro paspellueHua.

OMUCHbINM peXHUM NoaaepKMBaeTca TONbKO (PU3UUECKUMMU KapTamu.

3ameuaHue!

OMMUCHbIV pPeXUM U NapameTpbl YCTPOMCTB ANA ABEPHU

OdrcHbIV pexkum nepeonpenenseT napametTp Pa3bnokupoBaTb ABepb Ha BKNaaKe
MapameTpbl ABepH B pefaKTope YyCTPOMCTB, pa3pellan Tonbko 0 = HOpManbHbIi pexum v 1
= pa3bnokupoBaHo.

25.3.6

Bknapka Smartintego

Cucrtembl bnokupoBku Smartintego
BBepeHue
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CuuTbiBaTenb KapT Smartintego cHauana nbiTaeTca paspeLnTb 4OCTYN Yepes OCHOBHYIO
cUCTeMY KOHTpons gocTtyna. B cnyuae cboa NogknoueHUA cucTemMa MLLEeT HOMep KapTbl B
COXpaHeHHoM benom cnucke.

Present
valid card

Access reguest sent
to AC system

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

ABTOpM3aL MK OOCTyNa K cucTeme BNOKUMPOBKK Smartintego HasHauatoTCcA B LeNOM TaK Xe, Kak
nobble Apyrve aBTopM3aLmnmn goctyna.

TpeboBaHusa

—  Cucrtema bnokupoBku SimonsVoss Smartintego HacTpanBaeTcA B paMKax Ballew
cUCTeMbl ynpaBneHusa 4ocTynoM. CM. MHCTPYKLMKU B PYKOBOACTBE MO KOHUIypaLumu.

— [ep>xatenu KapT AOoMKHbl Mcnonb3oBaTtb KapTbl MIFARE Classic unu MIFARE Desfire.
Smartlntego Mcnonb3yeTt cepuiHbid Homep KapTbl (CSN).

Mpouenypa Ha3HaueHUnA

Huxxe onucaHo, kKak obaBuTb HOMep KapTbl B 6enbii cnucok Smartintego B gononHeHue K
nobbIM opyrMmM aBTOpPMU3aLMAM, yXKe Ha3HAUEHHbIM Yepe3 OCHOBHYIO CUCTEMY yNpaBneHusA
LOCTYrMoMm.

Benble cnncku xpaHATCA NoKanbHO Ha ABepAx Smartintego, NnoaTomMy cuuTbiBaTENb MOXET
NpefoCcTaBUTb AOCTYN ANA HaxoAALWmMXCA B OenomM CNMcKe HOMEPOB KapT AaXe B TOM Cryuae,
ecnuv nogkntoueHne kK MAC HapylleHo.

[HobaBneHusa u yoaneHusa KapT U3 benbix CMMCKOB NepefarTcA Ha cuMTbiBaTenu Smartintego
Cpasy nocne CoXpaHeHUA AaHHbIX AepXKaTena KapTbl MPU HANUUWKU NOAKMOUEHHUA.

1. B rnaBHOM MeHIO KnueHTa AMS HaxxmuTe [JaHHble 0 nepcoHane > KapTbl.

2. BbibepuTte nuuo, KOTOpoe NONyuymT aBTopu3aumm Smartintego

3. lepenaute Ha BKNagky Smartintego.
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25.3.7

254

4. BbINONHUTE Ha3HaueHUsA:
—  Bce aBTOpM3auMKn Ha OOCTYMN, KOTOpble Y)Ke Ha3HaueHbl Nuuy, oTobpaXkatoTca B
CNWCKe creB.a.
-  Bce aBTOpM3auMu Ha OOCTYM, KOTOPble AOCTYMHbI ANA Ha3HaueHus, oTobpaxkaloTca B
CnucKe crnpa.a.
BbibepuTe anemMeHTbl, a 3aTeEM HaXXMWUTE KHOMKW MeXIy ChNUCKaMu, 4ToObl NepeMecTuTb
3N1eMEHTbI U3 OJJHOrO CMUCKa B APYroMn.

i o
J Ha3HayaeT BblAeNneHHbIM 3NeMEHT.

*
;I OTMEHAET Ha3HaUeHMNe BblAENEHHOIO aN1E€MEHTa.

——J Ha3HayaeT BCe AOCTYyNHble 3N1EMEHTHI.

——J1 OTMEHAET Ha3HaUeHNe BCEX HA3HAUYEHHbIX 29/1TEMEHTOB.

Co3paHue KapTbl ANA npeaynpexaeHua ob yrpose
B sTOM pasgene onvcaHa npoueaypa CosfgaHusa KapThl 4nA npeaynpexmneHua ob yrpose,
KOTOPYK MOXHO MCMOMNb30BaTh [NA aKTMBaL WKW YPOBHA Yrpo3bl.

BBepeHue

KapTa ans npegynpexageHus ob yrpose — 3To KapTa, KOTopas aKTUBUPYET ONnpeaeneHHbI
YPOBEHb Yrpo3bl Npu NpeabaBNeHUU Ha cunTbiBaTene. YPOBEHb Yrpo3bl HENb3A OTMEHUTL C
NOMOLLbIO KapTbl ANA npeaynpexaeHua ob yrpose, 3To MOXHO cAenartb TONbKO B
nporpaMmMHomM obecrneueHun ANA ynpaBneHus OOCTYMNOM.

MpepBapuTenbHbie TpeboBaHUA
— B cucTeMe HacTpoeH perncTpaymoHHbIM CUUTbIBATENb.
- B cucTeme onpepeneH Kak MUMHUMYM OfWH YPOBEHb Yrpo3bl.

MyTb K [UANOroBOMY OKHY
naBHOe MeHto > [laHHble 0 nepcoHane > Kaptbl > Kapta ana npeaynpexzaeHusa o6 yrpose

Mpouepnypa

1.  3arpysuTte 3anucb O COTPyAHMKe nuua, Kotopomy byaet HasHaueHa KapTa ans
npeaynpexaexHus ob yrpose.

2. Ha Bknagke «onAa npepynpexaeHua ob yrpose» LWenkHUTe «3aperucTpupoBaTb KapTy».
—  Otobpasutca BCcnnbiBatollee OKHO: Bbibepute ypoBeHb yrpo3bl.

3. Bo BcnnbiBaloweM oKHe BblbepuTe TpebyeMbl YPOBEHD Yrpo3bl U HAXXMUTE KHOMKY OK.
—  Otobpasutca BcnnbiBatolee okHo: 3anucb ID 63npxka.

4. BseauTe cTaHAapTHble AaHHble KapTbl, COOTBETCTBYHOLME YCTAHOBKE, U HAXKMUTE KHOMKY
OK.
—  3anvcaHHas BaMW KapTa AnA npepynpexaeHua ob yrpose otobpasuntcs B CNMUCKe Ha

BKnanke Kapta pna npeaynpexxaeHusa ob yrpose.

BpeMeHHble KapThbl

BpemeHHasa KapTa — 3TO BpeMeHHaA 3aMeHa KapTbl, KOTopas Obina yTepAHa Bnagenbuem
KapTbl. 3710 ,El,y6J'IVIKaT, KOTOprl‘/II CcoOepPXUT BCe aBTOpPM3aUnUnN U OrpaHMYeHUA OpUrnHana,
BKN4YaA npaBa Ha aBTOHOMHbIE ABEPU.
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Bo nsbexkaHue 3noynotpebneHuit cucteMa MOoXeT NPoM3BONbHO 3abMOKUPOBaTh OAHY UMK BCe
oCTanbHble KapTbl Bnafdenbla KapTbl B TeUEHWE OrpaHUUEHHOro Nepuoaa BpemMeHu unu oo
pPa3bnoOKUPOBKU BPYUHYIO.

CnepoBaTenbHO, BPpeMEHHbIe KapTbl He NOAXOAAT A7 UCMNONb30BaHUA B KauecTBe KapT AnsA
nocetTuTenewn.

TpeboBaHusa

—  Onepartop MMeeT AOCTYMN K PErMCTPALMOHHOMY CUMTbIBATENIO, HACTPOEHHOMY Ha pabouei
CTaHUMK.

— [Mopxopswan dmsnueckan KapTa A4OCTyNHa ANA perncrpalmMm B CUCTEME B KauecTBe
BPEMEHHOW KapTbl.

FnaBHOe meHIO > [laHHble 0 nepcoHane > KapTbl

MopAnoK AeUCTBUM: HA3HAUEHUE BPEMEHHbIX KapT

1. 3arpysute Tpebyembiii OTUET O NepcoHane B AManoroBoMm okHe Kaptbl

B cnucke kapT BbiOepuTe KapTy UKW KapTbl, ANA KOTOPbIX TpebyeTca BpeMeHHan 3aMmeHa
Haxxmute USMEeHUTb KapTy

Bo BcnnbiBalowem okHe U3MeHUTb KapTy BbibeprnTe BpemeHHaa KapTta

ok wDn

B cnucke Mepuop BbibepHTE OAWH M3 CNeayoLLnMX BapUMaHTOB:
- CeropgHna
— CeropgHsa u 3aBTpa
- BBeauTte uucno aHeu
6. Ecnu BbibpaH nocnegHwWi BapuaHT, BBEAUTE B NOME LeNoe UUCNO AHEN.
Ob6paTuTe BHUMaHKe, UTO BO BCEX ITUX TPEX CNyuasx CPOK AEeNCTBMA nepuoAa UCTEKAET B
NMONMHOYb COOTBETCTBYHOLIEro AHA.
7. Tpu HeobxooMMOCTH yCcTaHOBUTE (pnakok [leakTUBMpPOBaTb BCe KapTbl NPAMO celuac.
— B 3TOoM cnyuyae Bce KapTbl, NpuHagnexatime astoMy Bnagensuy, oyayr
3abnoKUpoBaHbI.
—  Ecnu dnaxok cHAT, bynet 3abnoknpoBaHa TONbKO KapTa, BbibpaHHasA Bbille.
8. [Ipu HeobXxoAMMOCTHU ycTaHOBUTE (hNakok AKTUBMPOBATb KapThl aBTOMaTUUECKHU nocne
nepuopa.
—  3abnokupoBaHHble KapTbl OyayT pa3bnokMpoBaHbl aBTOMaTUUECKHM, Korga
onpeneneHHbin Boiwe Mepuoa vcTeuer.
9. PaswmelleHMe BpeMeHHOW KapTbl B CUMTbIBATENE PErucTpaLmm
10. Haxmwute kHonky OK
MO 63MaKa 3aNMLLIETCA CUUTbIBATENEM PErucTpaLmu.
— BpemeHHas kapTa oTobpaxkaeTcs Kak aKTMBHasA ~ B CMMCKe KapT; KpoMe Toro,
oToOpaxarTcA JaHHble O CPOKE ee AeNCTBUA U JaHHble Koaa.
— [pyras KapTa Mnu KapTbl oTobpa)katoTcA Kak 3abMoKMpPOBaHHbIE x B 3aBUCUMOCTH OT
HACTPOWKHW, cOeNaHHOW Bbille: [leakTUBUPOBaTb BCe KapTbl MPAMO celuac.
11. (HeobasaTenbHo) B cnucKke KapT WwenkHuMTe ctonbel JaTta c6opa AaHHbIX ANA
BPEMEHHOM KapTbl U YCTAaHOBUTE 4aTy ee BO3BpaTta BnafenbLeM.
3HaueHue no ymonuyaHuto — Hukorpa.

Mpouenypa: yaaneHue BPEMEHHbIX KapT

Korga ucxogHans yTepAHHan KapTa byaeT HangeHa, yoanute BPEMEHHYIO KapTy crledyolnm
obpasowm.

1. 3arpysuTe Tpebyembliii OTUET O NepcoHane B AUanoroBoM okHe Kaptbl.

2. B cnucKke KapT BbibepuTe BPEMEHHYIO KapTy.
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25.5

3. Haxmute Yaanutb KapTty
BpemeHHana KapTa yaanfaeTcA U3 CMMUCcKa, a KapTa UK KapTbl, KOTOPble OHA 3aMeHAeT,
HemenneHHo pasbnokupytoTca

Mopapok pgeincTBuil. YaaneHue BpeMeHHbIX 6MOKUPOBOK KapT

Ecnu 6nokupoBatb UCXxoAHYtO KapTy bonblie He TpebyeTtcs, yaanute 6NOKMPOBKY cneaytolwmnm

obpasom:

1. TepenauTe B AManorosoe okHo bnokupoBka: [laHHble 0 nepcoHane > bnokupoBka.

2. B cnucke KapT BbibepuTe NepcoHanbHy KapTy, MOMEUYEeHHY Kak «3abnoKMpoBaHHanA» B
ctonbue BNOKMpPOBKHM.

3. Haxmute CHATb BpeMeHHY0 6NMOKUPOBKY
ObpaTuTe BHUMaAHWE, UTO NPU CHATUM BNOKUPOBKU BPeMEHHbIe KapTbl He yaanAaTcA.
[encTBre BpeMeHHbIX KapT 3aKOHUMTCA MO UCTEUEHUM CPOKA UX aKTUBHOCTH. Mpu
HeobXoOQMMOCTH yaanuTe ux BpyuHYyH.

MpuMeuaHUA No BpeMeHHbIM KapTam

— CucTema He No3BONAET 3aMeHATb BpeMeHHble KapTbl BpeMeHHbIMU KapTaMu.

-  CucTema He MOo3BOMAET CO3[aBaTb HECKOMbKO BPEMEHHbIX KapT O/1A O4HOM
nepcoHanbHOM KapThbl.

— [nA npocmoTpa KpaTKoW CBOAKM MO BCEM KapTaMm, NpUHaanexauMm Bnagenbuy,
HaBefWTe yKasaTtenb MbllUM Ha HeOONbLUY NMaHenb C NeBOro Kpas, MOMEUeHHYH Kak
3aperucTtpupoBaHHble, B CTPOKE COCTOAHUS OCHOBHOMO AManoroBoro oKHa.

PIN-koabl AnA nepcoHana

OuanoroBoe okHo: PIN-kopg

[Ons gocTtyna K 3oHam ¢ bonee BbICOKMMU TpeboBaHUAMMK K De30MacHOCTU aBTOpU3aLMH
[OCTyna MoXeT bbITb HeJoCTaTOUHO. 34ech Takxke Heobxognmo BBecTu PIN-koa. Y Kaxagoro
nMua UNu MAEHTUMUKALUMOHHOW KapTbl MoXeT ObiTb PIN-Koa, 4eNCTBUTENbHbIN ANA BCEX
obnactein. Cuctema npeaoTBpallaeT UCMONb30BaHWe OUeHb NMPOCTbIX KOAOB (Hanpumep,
123456 vnu NnanuHAPOMBbI, Takue Kak 127721). B faHHOM 4ManoroBOM OKHE MOXHO
OrpaHWUMUTb CPOK AENCTBUA M YKasaTb ero ANA KaXaoro nuua.

Ecnu PIN-kog 6nokupoBaH UM CPOK ero AencTBUA UCTEK, B AOCTyNe K obnacTtu, Tpebyouen
3TOT Kofl, OyaeT oTkasaHo gaxke B TOM C/yyae, ecnu uaeHTUpUKaLMOHHaA KapTa No-npexHemy
[eNcTBUTeNbHA ANA BCEX OCTaNbHbIX obnacTew.

Ecnu BBeCcTU HeBepHbIN Kop, TPU pa3a noapaa (HacTpoika no ymonuaHuio, KOTopyto
MOXXHO 3aAaTb B npepenax 1-99), naHHaA KkapTa 6nokupyercs, T. e. No KapTe oyper
OTKa3aHo B AocTyne Bo Bce obnactu. 3a6nokMpoBaHHY0 TakKUM 06pa3oM KapTy MOXHO
pa3bnokupoBaTb TONbKO B AiHANOroBoM okHe BnokupoBka.
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+ Main menu

l Perzons
h Companies
H Prirt baclges
5]

- Card

Blocking
5

|—_T B ‘ Q < - E » gl < ° Division:
Marne: IMustermann First name: IMax
Birth name: I
Persannel na.: |Sc999000 Date of birth: IT” 0509/ 1958 3:

Employee ID: IEmponee j Gender: IMale vl
Company: | [TE] Title: IDr

Car license Mo, | Car000993

10/z0/z2014
Card no.: | Reader.. | >| /20

T administered globally

PIM code: I"""
Confirmn: quu
walid until: IMDDI,I’21,I’2013 3:

Beenute HoBbIM PIN-koa B none BBoaa PIN-koa, 3aTem BBeOuTe ero eue pas and
noaTeepxaeHua. OnvHa PIN-koga (oT 4 0o 9 3HaKoB, 3HAUEHWe Mo YMONUaHUo — 6)
HacTpauBaeTCA CUCTEMHbIM aAMUHUCTPATOPOM.

3ameuaHue!

Cnocob BBoAa uaeHTMdUKaUMOHHbIX PIN-KogoOB AepyatenaMu KapT 3aBUCUT OT TMNa
CuWTbiBaTeNEN, HACTPOEHHbIX B CUCTEME.

B cooTtBeTtcTBMM co Bcemu npotokonamu (RS485, Wiegand n LBUS) geprkatenb BBoauT 4 #
<the PIN>.

Pe)XMM NOoCTaHOBKM Ha OXpaHy U OOUCHbBIN PEXUM NoaaepKUBaKTCH TONbKO (PU3UUECKUMMU
KapTamu.

CoobumTte aepxatenam KapT, Kak BBoaguTb PIN-koa. B cnyuae comHeHWM obpatuTech K
CUCTEMHOMY aAMUHUCTPATOPY.

PIN-Koq onA NOCTaHOBKU Ha OXpaHY CUCTeM OXpaHHOU curHanusauuu (IDS)

Beenute PIN-kog 13 4-8 undp (Mo ymonuaHuio AnuvHa = 6, Kak U y BepudurkaloHHoro PIN-
kopa). 31oT PIN-kop bydeTt ncnonb3oBaTbCcs ANA NOCTAHOBKKU Ha oxpaHy IDS.

OTobOpaXkeHue 3TUX NONen MOXHO MapamMeTpuU30BaTb. INEMEHTbI YyNpaBneHns OOCTYMHbI,
TONbKO €CNU aKTUBUPOBaH 3r1eMeHT yrnpaeneHua OtaenbHbii PIN-kopg IDS.

— [naBHoe MeHto > KoHcurypauusa > NMapametpbl > MAH-koAbI

Mpu HeobxoanMMocTU BbibepuTe 4aTy OKOHUAHUA CpoKa AeNUCTBUA.

Ecnu nona gna BeBoga PIN-kopa IDS HepgocTynHbl, IDS Takke MOXHO MOCTaBUTb Ha OXPaHy M
CHATb C OXpaHbl ¢ nomolbio PIN-koga Bepudpukaumu. OgHako ecnuv B JaHHOM AWANOroBoM
OKHe oTobpaxkatoTca nonsa BBoAa, Ana IDS MoXxHO ncnonb3oBaTb ToNbko PIN-Koa nocTaHOBKM
Ha OXpaHy.

HacTpo#ka no ymonuaHuio: nona agna seoaa PIN-kofa NOCTaHOBKKM Ha OXpaHy He BUAOHbI.

PIN-kogbl TpeBoru (NPUHYXXAEHUA)

Nuua noa NPUHY>KAeHWEeM MOTYT aKTUBUMpPOBaTb DeCLyMHbIM CUTHan TPEBOrU C MOMOLLbIO
cneunanbHoro PIN-koga. MNockonbKy HeobxoauMo, UTobbl GecllyMHbIM CUTrHan TPeBOru
OCTancsA He3aMeueHHbIM CO CTOPOHbI arpeccopa, AOCTyN NPefoCTaBnseTcs, HO onepaTopbl
CUCTEMbI MONYyyYaloT OMNoBeLleHWe O AENCTBUM MO NPUHYXKOEHWUIO.
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25.6

Bo3aMoHbl fiBa BapuaHTa, KOTOpble aKTUBUPYIOTCA OA4HOBPEMEHHO, U NOABEprHyBLIeecs

yrpo3se N1uo MOXeT BblOMpaTb MeXay HUMMK:

- Beectn PIN-kog B obpaTHOM nopaake (321321 smecto 123123).

—  YBenuuutb 3HaueHue PIN-koga Ha 1 (Hanpumep, 123124 Bmecto 123123). Obpartute
BHMMaHWe, uto ecnu nocnegHAna uudppa — 9, To PIN-Koa no-npexHemy yBenMumBaetcs,
Hanpumep ana PIN-koga 123129 PIN-kogom no npuHyxaeHuto byoet 123130.

BnokupoBaHue AocTyna AnA nepcoHana

Ouanorosoe okHo: "BnokupoBka"

B onpegeneHHbIX cUTyaumnsax HeEObXoAMMO BpeMeHHO BNOKMpPOBaTb HEKOTOPOE NULO UMK
CHATb BNOKUPOBKY, HANOXEHHYIO IrMaBHbIM KOHTponnepom goctyna MAC, HanpumMmep n3-3a
TpexKpaTtHoro Beoja HeBepHoro PIN-koga unu Ana nposBeaeHuUsa cnydyamHoro 4ocmoTpa.
BbnokuvpoBka 03HauaeT, UTo 3TOMYy UenoBeKy DyaeT oTka3aHo B NobOM AoCTyne He3aBUMCUMO OT
MCMONb3yeMbIX YUETHbIX AAaHHbIX.

« htain menu

! Persons
h Companies
H Prirt badoes
=

; Cards

F_ PN code

=
= Blacklist

7|

el Croup of
@[i=] persons

Croup
authorizations

=
T

B A W<« T »m <@
Marme: |MusterFrau First name: I,Qnita
Birth name: |
Personnel no.: Isc41156 Date of birth: ITh 12{14/1995 3:
Emplovee ID: IEmpIDyee vl Gender: IFema\e vl
Campany: Ih’est_Firma J Title: I
Car license No.: I Carz515132
10fz0/2014
Card no.: |DDDDDDIDI234 Reader,, |>| i20f
Application type PIM lock | Created on Last printed on Mo, of prints | Code data

-.Ei4|F'EerscmaI card 0f21j2014 0 i 0 | Customer code: 150, Badge no.:10

Release PIN lock

EBlocking

Elacked from Elocked unkil Elocking reasan Last edited by

Tlew | Change Delete

BblbepuTe uenoBeka Kak 00OblUHO.
2.  Ha naHenu «bnokupoBka» HaxmuTe Co3patb Mnu «Cosnatb 6NOKMPOBKY ANsA
BbIOpPaHHOro nuuar.
3. Bo BcnnbiBalowem A4UanoroBoM oKHe BBeAUTE AOMOMHUTENbHYIO MHDOPMALUIO:
— 3abnokupoBaHoO c/po: (ecnu KOHeuHble fata U BPeMsA He yKasaHbl, 4OCTyn AnA nuua
ocTaHeTcA 3abMOKMPOBaHHbBIM A0 TeX MOp, NoKa He DyAeT CHAT BPYUHYHO).
—  Tvn ONOKUPOBKHM:
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—  TMMpuuunHa 6nokupoBku: ([nA 3anucu yenoseka, ecnv TN BMOKMPOBKKU — Manual )
4. Haxmute COXpaHUTb BO BCMNMbiBaloLLEM OKHe, UToObl COXpaHUTb BNOKUPOBKY.

—  [pu HeobxoanMmocTh BbibepnTe BNOKMPOBKY M3 CNUCKa U HAXXMUTE USMEHUTb MU
Yaanutb, utobbl UBMEHUTb UK YOANWUTL €e.

Ecnu B KauecTBe TMNa BNOKUPOBKKU BbibDpaHO 3HaueHWe BNOKUPOBKa BPYUYHYIO, BBEAWUTE [/A
3anucu uenoseka 3HaueHue NMpuUunHa GNOKUPOBKH.

3ameuaHue!

BnoknpoBKa NPMMEHAETCA K NMULY, a He K onpeaeneHHbIM YUeTHbIM AaHHbIM. [ToaTomy
HEBO3MOXHO OTMEHUTb UMK U3bexaTb BNOKUMPOBKKU B pe3ynbTate Ha3HaueHUA HOBOWM
MOEHTUPUKALMOHHOW KapThl.

25.7

3aHeceHUe KapT B UepPHbIX CMNUCOK

Ouanorosoe okHO: "UepHbl# cnucok"

NMiobble KapTbl, KOTOPble UCMONb30BaTb BNpeaAb 3anpelieHo (Hanpumep, YKpadeHHble Unu
noTtepAHHbIE), BHOCATCA B TabnuLy UepHOro crucka.

Ob6paTuTe BHUMaHKe, UTO B UEPHbIM CMUCOK BHOCATCA YUeTHble laHHble, a He NULO.

3ameuaHue!
IT10T Npouecc HeobpaTum. KapTbl B UEPHOM CMHUCKe HEBO3MOXHO pa3bnokupoBatb, HO UX
MOXHO 3aMEHMUTb.

BHeceHHble B UepHbI CMUCOK KapTbl HE NPeaocTaBnAtoT AoCTyn. MonbiTka UCMONb30BaHMWA
3TUX KapT PUKCHUpYeTCA B thakne XypHana, npu 3TOM CO3[1aeTCA TPEBOXHbIM CUrHan.

+ hfain menu

1 Persons
h Companies
@ Print badges
Cards

PIN code
Jﬂ Blocking

m Group of
@[i=] persons

DA« <« T »»w<eO B
Tame: |,\‘1usterfrau First name: |An]a
Eirth name: I
Personnel no.: Iscquss Drate of birth: ITh 12/14/1995 3:
Emploves 100 IEmplnyEg vl Gender: IFgmalg vl
Comparty: ITast_Firma J Title: I
Car license Mo, I Carz515132
10/2072014
Cardno.: | Reader., |» 2ot
Card no. |Applicat\on type PIMlock | Created on Last printed on | Mo, of prints |Code data

Reason:

Pt card)an black lis: |

naBHOe MeHto > [laHHble O NepcoHane > UepHbii CNUCOK
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1. BblbepuTe nuuo, MaeHTUdMKALMOHHAA KapTa KOTOPOro AoMKHa OblTb NOMeLLeHa B
UepHbIM CMUCOK.

2. Ecnv Bnagenbly KapTbl HA3HAUEHO HECKOMbKO KapT, BblIDepUTe HYXXHYIO KapTy B CMUCKe
N2 naeHTUhDMKALLMOHHOW KapThl.

3. B none Beoga MpUUMHA yKaXXUTe NPUUMHY BHECEHWUSA 3TOM KapTbl B UEPHbIM CMUCOK.

4. HaxmuTe KHOMKy BHecTU 3Ty KapTy B UepHbI CUCOK.

5. ToatBepauTe BHECEHWE B UEPHbIM CMUCOK BO BCM/bIBAOLIEM OKHE.

KapTa HeMeaneHHO BHECEHA B YEPHbIM CMMCOK.

3ameuaHue!
BHeceHMe KapTbl B UEPHbIM CMUCOK BNUAET Ha KapThbl, a He Ha BNagenbleB KapT.
KapTbl TOro ke Bnagenbla KapT, He BHECEHHbIE B UEPHbIM CMUCOK, He BnokupyroTca.

25.8 OpHOBpEeMEHHOe peaaKTUpPOBaHUE HECKONMbKUX Nul
Mpynna nuy
* Q< e
« Main menu
Emplovee ID: [Employes -
1 Petzons Mame: |* unitil skarting with: I
First name: until starting with: I
h Companies
Personnel number: unitil starting with: I
@ Print badges Compary: until starting with; I
Card: unitil starting with: I
- Card:
by Walid on: _l::

PN codle
Blocking
i

=
E@ Blacklist

Group
autharizations

G} Areas
{1 Change divizion

PegaSys
= Stoppage card

* Heys

Gender hd

Department:
Cost certer:

Mumber of records found: 2 [ Show all

Gender

Female
Male

Pers. number I Location | Cost unit Job title Company Depaitment Card number Time model “Walid from “alid until

5C41156
Sc933000

Name First name

Musterfrau | Anja
Mustermann | Max

Test_Firma
Software-Entwickler  Test_Fima

‘ £

‘Wanted fizld to change: I j

‘Wanted action I -

[pyroe aManorosoe OKHO MO3BOMAET BbIOpaTh rpynny nuu, ANA KOTOPOW MOXHO Oonpeaenutb
rpynnoBble U3MeHeHUA. UTobbl COXpPaHUTb KOHTPOMb Hafd BbiIDpaHHOM rpynmnow nud,
nepeyncnatTCa nepBble AeCATb NMUL BMECTe C UMeHaMW U peanbHbIMU AaHHbIMU U3 0asbl
OaHHbIX (peanbHble JaHHble: eCNU B KauecTse oTaena BbibpaHo "ST-AC", Torga, Hanpumep,
Oynet otobpaxaTtbca "ST-ACS" n "ST-ACX"). Kpome Toro, otobpaxkaetca HECKOMbKO MUl
BblIOpaHHOM rpynmnbl.

Mocne BbibOpa rpynnbl ML, MOXHO BbiOpaTh cneaytoLlmMe 3anmcu:

- VpoeHTudurKaTop COTpyAHMKA
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25.8.1

- Uma
- Uma

—  TlepcoHanbHbIM HOMEP

- KomnaHuA

- KapTta

— Jata pencreuA
- Ton

- Otpen

- UeHTp 3aTtpar

- PesepBHble nons, ecnu onpegeneHbl

3aTeM MOXHO Bbl6paTb BapMaHT UBMEHEHUA:

- WsmeHsemoe none
-  Tpebyemoe gencreue

—  Crapoe 3HaueHue
- HoBoe 3HaueHue

Takum obpasom, 3agaHHble 3HaueHWA BBOAATCA B nonA Ctapoe 3HaueHue vnv Hoeoe
3HaueHMUe COOTBETCTBEHHO. ECNu HaxkaTb KHOMKY MPUMEHUTb U3MEHeHUA ¥ NoATBePAUTb
3anpoc 6e30nacHOCTM NPUMEHUTb U3MEHEHUA ONA BCeX BblOpaHHbIX NUL?, TO
COOTBETCTBYIOLIEe AeNCTBMe DyaeT 3aBepLIeHo, T. €. JaHHOe AMaNnoroBoe OKHO HEBO3MOXKHO
MCNoNb30oBaTb, MOKa BbIMONHAETCA AaHHOe AencTBue. [JeNcTBUA, MHULMUPYEMbIE NoNaAMU C *1
no *4, BepoATHO, 3aMMyT DONbllie BPEMEHU, UEM AENCTBUA, MUHULIMUPYEMble OCTaNbHbIMU
nonsamu (6e3 3Be3noukun). Kpome TOro, paspelleHbl He BCe U3MeHeHua. Hanpumep,
Tpebyemoe geiicTBUE HEBO3MOXHO CpaBHUTb C HOBOe 3HaueHue, TaK KaK BBeAeHHble
JaHHble He Npeobpa3syoTcA cTaHAapTHbIM MPOAYKTOM. TakKe MOoryT MeHATbeA nons Ctapoe
3HaueHue 1 HoBoe 3HaueHue COOTBETCTBEHHO.

prnnosble MONMHOMOUYHUA

ABTOpU3aLMUA rpynnbl

« Main menu
Emplayee D IEmp\ﬂyaE vl
1 Persons Name: I” until starting with:
First nare: I until starting with:
h Companies
Personnel number: I until starting with:
H Prirt badges Company: until starting with:
= o I
Card: I until starting with:
- Cards
I —
Yalid on: =

PN codk
Blocking
i

S=. Blackiist
EE=]

) Group of
a(i=] persons

Gender: I ‘I
Department: I
Cost center: I

Group autharizations
2 selected persons

Authorizations

Filker. 171

MName  « | First name Personnel no

Aszign ‘withdraw | Name

I Time model I Division

Musterfrau | Anja SCA1156
Mustermann | Max Sc933000

No No Do

Comman
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25.9

B anemeHTe MeHo [ABTOpU3auua rpynnbl] nogaep>KMBaloTCA CneayolMe KpUTeprun nomcka:
- WpeHTndukaTop CcoTpyaHUKA

- Mma

- Mma

—  [lepcoHanbHbI HOMEP

- KomnaHusa

- Kapta

— JaTa pencrauAa

- [Mon

- Otpgen

- UeHTp 3arpar

—  Pe3epBHble NonA, eCnv onpeaeneHbl

Mocne 3TOro B HWXKHEMW YacTh AAHHOTO AMANOroBOro okHa oTobparkaeTcA CrMUCOK BCex
BblOpaHHbIX NUL, (C haMUNUAMU, UMEHAMU U NEPCOHaNbHbIMK HOMepamu). CnpaBa BHU3Y
nepeuymncnaTcA BCe aBTOpU3aliMM C ONUCcaHMeM aBTopu3al i, MOAENU BpeMeHU 1 ctonbuamu
[Ha3zHauuTtb] 1 [AHHYnupoBaTb]. MpK OTKPbLITUM CNMCKA aBTOPM3ALMM TEKYLLWE aBTOPU3aL UK
He oTobpaxatotcs, a B ctonbuyax [HasHauutb] v [AHHYnupoBatb] npegBaputensHo 3agaHo
«HeT». Tenepb MOXXHO Ha3HauaTb OTAENbHbIE aBTOPU3ALMK, ABAXKAbI HAXKMMAA none B Nto6oOM
M3 ctonbuos, utobbl Npeobpasosatb 3anuch "Het" B "0a" unu HaobopoT. Mocne HaxkaTuA
KHOMKK "[pUMEHNUTb U3MEHEHMA" BCe aBTOPM3aLIMK, Ha3HaUYeHHble ¢ NoMoLbto Bbibopa "[da",
pobaBnAtoTcA onA Bcex BblOpaHHbIX NUL UK aHHYNUPYIOTCA, COOTBETCTBEHHO. Bce ocTanbHble
aBTOPM3aL MK AaHHbIX NUL, OCTalOTCA 6E3 U3MEHEeHUM, TaK KaK 0OblUHO Yy BbIOPAHHbIX MWL He
OblBaeT NOMHOCTBIO MOEHTUUHbBIX aBTOPU3aLMK.

M3mMmeHeHHe noapasaeneHUsa ANA COTPYAHUKOB

BBepeHue

MU3meHeHHe noapasgeneHns — 370 3PPEKTUBHOE AMANIOTOBOE OKHO, C MOMOLLbIO KOTOPOro
MOXHO M3MEHWUTb NoApasfeneHne aAns HEKOTOPOro MHOXECTBa 3anucel COTPYAHUKOB B
cucrteme.

3ameuaHue!
Mcnonb3aynte 3Ty pyHKLMIO C BONbLIOW OCTOPOXKHOCTbIO!
MN3meHeHWe nogpasgeneHua ansa 3anucen COTPYAHUKOB MMEET AaneKko uayline nocneactems.

MpepBaputenbHbie TpeboBaHUA
Onepatop, U3MeHALWMWI NnoapasaeneHne ana 3anucen COTpPyaAHUKOB, AOMKEH UMETb
NONMHOMOUMA Ha UBMEHEHHWE AaHHbIX 3TUX COTPYAHUKOB U COOTBETCTBYIOLLMX NoApasaeneHum.

MyTb K AUANOrOBOMY OKHY
FnaBHoe MeHto > [laHHbIe O NepcoHane > U3MeHUTb noapasaeneHue

Mpoueaypa
1. B obnactu ®unbTp nuy BBEAMTE YCNOBUA (PUNbTPALIMK B OAHOM MNTU HECKOMbKUX
cnenyrowmx nonax:

dunbTp MpumeuaHnua / onucaHue
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damununa BBeauTe 0OAMHOUHbLIN CUMBON 3Be300UKK (*), UTOObI OXBaTUTL BCEX
COTPYOAHWKOB, UK DyKBblI Be3 3Be3aoueK.

Homep coTpyaHuka |[lna onpeaeneHunsa aManasoHa 3HaueHWM UCnonb3ynte oba nonsa.
ot/no

Upentudmkarop BbibepuTe 13 cnucka.

coTpyaHuKa (Tun

COTPYAHUKA)

MoppaspeneHue Mocne HaxaTna KHOMKKU «MpUMeHUTb hUnbTp» OyayT oTobpaXKeHbl

TONbKO COTPYAHUKKW OAHHOIO noapasaeneHua.

KomnaHusa BbibepuTe oiHY U3 OOCTYMHbIX KOMMNaHWUMN.

OTpen

Homep kaptbl (o1/ |[nA onpegeneHusa gvManasoHa 3HaUeHWM UCNoNb3ynte oba nons.
B0)

2.  Haxmute NMpumMmeHnTb hUnbTP.
B cnucke BbibpaHHble nuua otobpasnaTca Bce COTPYAHUKK, COOTBETCTBYOLWMUE PUNBTPY.
3. UTtoObl BHECTU YTOUHEHMA B HAbOpP BbIOpPaHHbBIX COTPYAHWUKOB, LWENKHUTE OOHY MNH
HEeCKONbKO CTPOK B cn1cke BbiOpaHHbIe nUua, a 3aTeM HaXXMWUTe KHOMKY Yaanutb. [ns
OAHOBPEMEHHOTO BbIDOpPA HECKONbKKX 3aMncen Ucnonb3ynTe knasuiwm Ctrl u Shift.
-  BHMUMAHME! lMpexae uem NpoaonXuTb, ybegmutecb, uto cnMcok BblbpaHHbIe nuua
COLEPXKUT TONbKO COTPYAHUKOB, AN1A KOTOPbIX Bbl XOTUTE U3MEHUTb NOApPa3aeneHue.
4. B cnucke HoBoe nogpa3aeneHue BbibepuTe LieneBoe noapasgeneHue ana BbldpaHHbIX
COTPYAHMWKOB.
5. Haxmunte U3MeHUTb noppaspeneHue AanAa nuu,.
BCE coTpyaHWKHW, NepeuncneHHble B cnucke BoibpaHHblie nuua, byayT nepemMelleHbl B
HoBoe noapaspeneHue.

MocneacTBuA U3MEeHEHUA NoApa3aeneHun

CoTpyAHUKH

— [paBa gocTtyna v KOHTPO/b MyTH.

- CBA3uW Cc NpeablaywMMu nogpasaeneHuem ygansatoTcs.

—  CBA3KM C gaHHbIMK KaTeropuu «ObLLee» COXpaHAOTCA.
KomnaHuu

—  CBA3M C KOMNAHUAMU NpeablayLwero noapasaeneHvs yagansarTca.

MNocneacTena uameHeHus noppasaeneHusa «Obwee» Ha Apyroe noapasgeneHue
- [MpaBa gocTyna 1M KOHTPO/Mb MyTH.

-  Csa3u c nogpasgeneHmem «Obuiee» M HOBbIM MoapasaeneHUeM coxpaHaroTcs.
—  CBA3M C ApYr1MM nogpasneneHrem yaanaroTca.

MocnepcTBuA USMEHEHUA NoapasfeneHus Ha nogpasgeneHue «O6uweer
Bce cBA3K coxpaHAatoTcA.
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25.10

25.10.1

Hactpoika obnacty onAa coTpyAHUKOB UMW TPAHCMNOPTHbIX
cpencrts

BBepeHue

B aTOM paspene onucbiBaeTCA, Kak NepeHecTu 3aperncTpupoBaHHOE MECTOMOMOXEeHHE
[epxartena KapTbl UKW ero aBToMoOMNA U3 ogHOM onpeaeneHHoMW obnactu B Apyryto. 3To
MOXeT noTpeboBaTbCcA, eCnu AepXKaTenb KapTbl NepenaeT U3 oaHon obnacty B Apyryto 6es
CKaHWpOBaHMA CBOEMN KapTbl. B TaKoM cUTyalUmnK CUCTEMbI CO CTPOrMM 3aMpPeTom NOBTOPHOMO
npoxona ganee OyayT oTKasblBaTb AepXKaTento KapTbl B 4OCTyNe A0 Tex nop, noka
haKTUUecKoe 1 3aperucTpMpoBaHHOE MECTOMNONOXEHUA 3TOro AepKaTena KapTbl CHOBA He
HauHyT coBnagatb.

MpepBapuTenbHbie TpeboBaHUA

- B cucTeme onpeneneHbl U UCNONb3yOTCA 00NacTh KOHTponA gocTyna. [JokyMeHTaLu o CM.
Mo CChINKe HUXe.

— Onepartop ynonHOMOUEH U3MEHATb AaHHble AepXKaTena KapThbl.

Mpouenypa U3SMeHEeHUA MeCTOMNOMNOXXEHUA OTAENbHbIX AepiKaTenen KapT U aBTomobunen
MyTb K AUANOroBOMY OKHY
naBHOe MeHto > [laHHble 0 nepcoHane > O6nactu

BbliOepuTe gepxxatensa KapTbl U3 6a3sbl AaHHbIX 00bIYHbIM 06pasoMm.
2. BbibepuTe HOBOe MecTOMoONoXeHWe B cnucke MecTononoXxeHue 1nu

3. Bbl6epVITe HOBOE MecTOMoNoOXeHWe AnAa aBTomobuna aepxarenAa KapTbl B CMUCKe
MecTtonono)xeHue aBTomobuns.

[

4.  Haxmute ONA COXpaHeHuA.

Cwm.
—  Hacrtporika obnactest koHTponda doctyna, CtpaHuuya 26

Mpouenypa U3MeHEHUA MECTOMNONOXEHUA BCEX AeprKaTeneun Kaprt U
aBTOMoOOuUnen

ITa npoueaypa MoxeT okasaTbCcA HEOOXOAMMOM, HanpUMep, NOCMe 3BaKyaLMOHHbIX YUEHUN.
[nA Bcex MecTononoxeHun yctaHaBnuBaetcA 3HaueHne HEUSBECTHO, utoObl mornu
BO30OHOBHUTbCA MOHUTOPWHI NOCNenoBaTeNbHOCTH AOCTYNa U 3anpeT NOBTOPHOIO NpPoxoAa.

Mpouenypa
MyTb K AMAaNOroBomy OKHY
[naBHOEe MeHI > CUCTEeMHbIe AaHHbIE > CGpOC obnactei B HeM3BEeCTHOE MECTOMNONOXeHue

-  HaxmuTe YcTaHOBUTb 3HAUeHUA obnactei AnA Bcex NPUCYTCTBYIOLUX NUL B
«HEU3BECTHO».

nnu

-  HaxmuTe YcTaHOBUTb 3HaueHuna obnacrteu ana Bcex 1/c B «tHEU3BECTHO».
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25.11 HacTtpo#ka 1 neuatb hbopm AnA AaHHbIX O NepcoHane

0630p

B okHe ®@opMbl MOXXHO HACTPOUTb hopMbl ANA NeyaTh AaHHbIX AepxKaTena KapTbl U3 6asbl
JaHHbIX. ITa PyHKLMA MOXeT noTpeboBaTbCA B COOTBETCTBMU C MECTHBIM 3aKOHOAATENbCTBOM
B 00nactv KoHMAEHUNANBbHOCTU AaHHbIX.

MpeaycMmoTpeHbl WabnoHbl PopM. ITH WABNoHbI MOXKHO 3KCNopTUpoBaTb Kak HTML-darnsbl,
HaCTPOWUTb B COOTBETCTBMM C TpeboBaHUAMM, a 3aTeM 0OpaTHO MMMNOPTUPOBATL ANA
MCMONb30BaHWA B AMcCneTyepe ANANOroBbIX OKOH.

CospanTe aK3eMnnAp U pacneuartante popmMy U3 AManoroeBoro okHa f[laHHble nepcoHana >
MeuaTb Genpxen.

MyTb K AUANOrOBOMY OKHY
— [naBHoe meHto AMS > KoHdburypauusa > Mapametpbl > dopmbl

Hactpoiika chopmbli

1. B pananoroBom okHe Popmbl, cnvcok JocTynHblie dopMbl, BbibepuTe WabnoH, KOTOPbIX
TpebyeTcA HacTpouTb. Kak npaBuno, ato wabnoH AllPersonalData EN, CO BCEMMU
NONAMM NUUHbIX JAHHbIX B 0a3e JaHHbIX.

2.  Haxmute IKCcnopT, UToObl COXPaHUTL POPMY B CUCTEME KaK HOBbIM HTML-cbawnn.

3. C nomoubto peaaktopa HTML HacTponTte HTML-chain B COOTBETCTBUMU CO CBOUMM

TpeboBaHUAMM.

4. B pguanoroBom okHe ®@opmbl HaxXmuTe BcTaBUTb, UTOOLI MMNOPTUPOBATb HACTPOEHHbIM

HTML-cbain B gMcneTuep AManoroBbiX OKOH.

- (dononHutenbHo) Ecnu dpopma AonycTMMa TONbKO ANA KOHKPETHOro
nogpasaenexHun, solbepute nogpasaeneHve Ansa HOBOro afieMeHTa B ctonbue
MoppaspenexHue.

- (OononHutenbHo) HaxmuTe MpeaBapuTenbHbli NPOCMOTP, UTOObLI MPOCMOTPETL
opMy C Heco3gaHHbIMM 3K3eMNIApamMn B cpeacTee npocmoTpa HTML.

- (OononHuTenbHo) HaxmuTe YaanuTtb, utobbl yaanuTb OpPMYy M3 ClMUCKA.

Co3paHue 3K3eMnnapa U nevatb hopmbli

1. B aucnetuepe AManoroBbiX OKOH NepenauTte

— [naBHoe meHto AMS > [laHHble nepcoHana > Meuatb 6eimxen
3arpysuTte Hy)XHYHO 3anucb O NepcoHane B hopmy.

Bbibepute chopmy B cnmucke dopma.

HaxxmuTe Meuatb chopmbl.

Cal S

—  Cospgaetcs ak3eMnnsap GopMbl C AaHHbIMK BbIDpPAHHOW 3anMcKu O NepcoHane u
OTNpPaBnAeTcA Ha BblOpaHHbIV NPUHTEP.
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26 YnpaBneHue noceTUuTenaMu

MoceTutenu nMerT 0CobbIN cTatyc B CUCTeMe ynpaBneHusa oCcTynoM. [JaHHble O HUX XpaHATCA
OTAENbHO OT MNepcoHanbHbIX AAaHHbIX. [T03TOMY faHHble O NOCETUTENAX TaKXe CO34atTCA U
OGDaGaTbIBaI'OTCFl B OTAENbHbIX ANaNnOoroBbliX OKHaAX.

26.1 [daHHble 0 noceTUTEenAx

BBepeHue

Cuctema nogaep»kmMBaet bbICTpoe M NPoCToe aAMUHUCTPUPOBAHUE AaHHbIX O MOCETUTENAX.

[nA y>ke N3BEeCTHbIX MOCETUTENEN MOXHO BBECTH AaHHble M Ha3HauWTb aBTOpM3aL MK AOCTyna

00 NpubbiTMA caMux nocetuTenewn. Mocne NpuUbbLITUA NOCETUTENA OCTAETCA TONTbKO Ha3HauWTb

KapTy. B KoHLe nocelleHun, Korga KapTa Bo3BpallaeTcs, CBA3b UAEHTUPUKALMOHHON KapTbl C

OaHHbIM NULOM CHOBA yaanaeTcs, a aBTopu3aLMu 4OCTyna aBTOMaTUUECKU aHHYNMpYyoTCA.

Ecnv paHHble 0 moceTuTeNne He yganeHbl NoONb30BaTe/ieM, 3TO CAeNaeT CUcCTeMa Mo UCTEUEHUU

HaACTPOEHHOro MPOMEXYTKa BPpeMeHHU (3HaueHMe No yMOonuaHuio = 6 mecaleB) nocrne

nocneaHero Bo3BpalleHUsa UAEHTUMUKALUMOHHOW KapThbl.

CyuiecTByeT AiBa AMaNOroBbiX OKHA A/A yNpaBNeHUA BHEWHWMW NOCETUTENAMM.

- [OwnanoroBoe okHO MoceTtutenu Mcnonb3yeTca ANA BBOAA AAHHbIX O MOCETUTENAX U
Ha3HaueHWKW aBTOpPM3aLMIK AOCTyNa NoCeTUTENEN.

— [OuanoroBoe okHO KapTbl noceTutenem npuMeHsaeTcs AnA ynpaBneHus peructpaumen u
yaaneHuem KapT noceTuTenen.

Ouanorosoe okHo: "MoceTtutenn"

CTaTyc nocetutenem CTporo oTnMuyaeTca oT cTatyca Apyrux nuy. MosaTomy UX AaHHble
obpabarbiBalOTCA B OTAENBHOM AMaNoroBOM OKHe. [lMua, KOTopble UAEHTUMULMPYIOTCA Kak
noceTUTenb, HeMNb3A CO34aTb B ANANOroBoM okHe JNlnua. Kpome Toro, ¢ 3ToW Uenbio B JaHHOM
[ManoroBoM OKHe [NA HUX HEeNb3A 3aperucTpupoBaTbh MAEHTUMUKALUOHHbIE KapTbl.

Kpome npouero, B guanorosom okHe MoceTurenu oTcytcTByeT none seona UpeHtudukarop
coTpyaHuKa. TaK Kak Ona nocetutenen ectb otaenbHas Tabnuua 6asbl JaHHbIX, NULA,
co3faHHble B ONUCAHHOM 3[eCb AMaNoroBOM OKHe, aBTOMAaTUUECKU UOEHTUPULMPYIOTCA KakK
noceTuTenu. ITo 03HauaeT, UTo 30eCb MOXHO CO3/1aTb TONbKO noceTuTene. COOTBETCTBEHHO,
B 3TOM [1MaflOrOBOM OKHE MPeaycMOoTpeH BbiBOp TONbKO M3 COOTBETCTBYIOLWEN Tabnuubl Hasbl
JaHHbIX. M HaobopoT, BCe 3aperucTpupoBaHHbie B CUCTEME NULLA MOXHO BbIOMpaTh B APYrux
[MAnoroBbIX OKHax C NepCcoHanbHbIMW AaHHbIMU, HO UX HE BCerma MOXHO MCMNonb3oBaTb ANnA
nocetutenen (ananorosoe okHo Kaptbl).

[0 NpubbITUA NOCETUTENA B CUCTEMY MOXHO MOMHOCTHIO MM YACTUUHO BBECTU U3BECTHbIE
JaHHble 0 noceTuTene. 3To obecneumBaeT MMHUMYM BPEMEHUW OXKMAaHWA ANA Tex
noceTutenew, ANA KOTOPbIX AaHHbIE YXXe 3anucaHbl.
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H B ‘ C)\ | L 'C=]; L % < e (i) Division: -
) — ) - Offidal pass
« Main menu Last name:  Visitor11 Firstname: Firstname1l
Birth name: Date of birth:  Tu 03/16/1976 2 © Passport
_— () Driver's licence
P Street, no: Zip code / City: ) Identity card
Phone: () Other:
% CEIE Car license Mo.:
Employee ID: | yigitor - Company: Number:
Card no.: Reader.. ﬂ
Additional data | Authorizations | Form Photo ISignature|
Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM £ Expected departure: s
Date of arrival: & Date of departure: =
Visited person: E] [ Extended door opening time
Location:
Card no. Application type PIN lock Collecting date Code data Read card ... Ll
Withdraw card

B nonAax BBOAA HMXXe MOXHO yKa3aTb NPUUUHY MOCelleHUA, MecTononoXeHue, noceljaemoe
nocetutenem, v NMpumeuanue.

Ecnu peweHo BBOOUTL AaHHbIE B MONAX Npepnonaraemoe npubbiTue 1 npeanonaraemoe
ybbITHe, yKa3aHHble AaTbl TaKKe MOABATCA B NONAX AeWCTBUTENbHO C U AO.
CooTBeTCTBYIOLLME AaTbl BBOAATCA CMCTeMOW B nonAax Jara npubbiTua v Oarta yobiTMA, Korga
NaHHble 0 NoCeTUTENe COOTBETCTBYHOLWMM 00pa3om HasHaualTCA MOEHTUdUKALMOHHON KapTe
NoCeTUTENS U U3BMEKAIOTCH U3 Hee.

Kak 1 B gManorosom okHe KapTbl, MOXXHO Ha3HauWTb NoceTuTenaM "pacliMpeHHoe BpemMa
OTKPbITUA ABepei", uTobbl 06NeruMTb 4OCTyN, HanpumMep, AN NUL, C OrPaHUUYEHHbIMU
PU3NUECKMMU BO3SMOXKHOCTAMMU.
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fiecess profils: | | [~ Keep authorizations assigned
Assigned access authorization Awailable access authorizations Filter: oj o
Name [mac Time model | valid from Vald unti Hame [mac [Time model [onision
|
|
<
£
< | |
Walid from: 3: until: 3:
Time model: I(without time model) : j T Tour moritoring -
Card no. | Application type | PIM lack | Creaked on | Last printed on Mo, of prinks | Code data | Read card ... d

Corfiscate card

Registerad; = [Elacked: 9 [No autharizations: B [Last access; |Pegasys: =
|Boschrdr [Common [t of 1 [changed [10/z0f2014 03:15:33 PM | 55

B none grManoroBoro okHa HasHauuTb aBTOPU3aLUIO MOXHO BblOpaTh CyLLECTBYOLLMK
npodunb NOCeTUTeNns B CNMUCKe Bblbopa C TEM XXe UMEHEM WU BblbpaTb OTAeNbHble
aBTOpM3aLMKn foCTyna B NnpaBoM cnucke [JocTynHble aBTOPU3aLMKU AOCTyNa U NePEeHECTH UX B
neBblM cnMcok HazHaueHHble aBTOpU3aLuMKU AocTyna.

B aTOM AManoroBomM oKHe MOXHO BblIOMpPaTb TONbKO NPOMUIN AOCTYNa, MOMEUEHHbIe Kak
"Mpodunn nocetntenen". Tak MOXHO M30exaTb TOro, UTO NOCETUTENM MOoNAyyaT AOCTyN K
cneuuanbHbiM 0bnacTaM B pesynbTaTe Ha3HaueHUA o0LMX aBTOPU3aLUK.

[nA Kaxgow aBTOpU3alMM TaKKe MOXKHO Ha3HAUMTb NMPOBEPKY aBTOpMU3aL Wi fOCTyna.

Ecnv npu cuMTbiBaHMM KapTbl BO3HWKNA OWMOKa, HOMEP MAEHTUMDUKALMOHHOW KapTbl TakxXe
MOXHO BBECTM BPYUHYHO. TeKyllasa AaTa O4HOBPEMEHHO COXPaHAETCA KaK Aara npubbiTuA.
MNMocne 3aBepLleHUA BU3UTA NOCETUTENb BO3BPALLAET CBOIO UAEHTUMDUKALUMOHHYIO KapTy. [Toka
OCYLLeCTBNAETCA CUMUTbIBaHWE UAEHTUMDUKALMOHHONM KapTbl MW PYYHOM BBOA €e HoMepa,
BbiOMpaeTcA cBA3aHHOE MU0 U Ha 3KpaHe oTobpakatoTcA AaHHblIe O HEM.

Onepatop noaTBepkAaeT BO3BpaT KapTbl. ConoctaBneHne Mexay UaeHTUPHUKaLMOHHOM
KapToMn W MoceTUTenem yaanaetca npy noMolM KHonku U3bATb KapTy. [lata M BpeMsA 3Toro
OEeWCTBUA COXPaHAOTCA Kak Aata yobiTuA.

OuanoroBoe okHo: "KapTbl nocetutenen"

HekoTopble KapTbl B CUCTEME 3ape3epBUPOBaHbl Kak KapTbl NoceTutenen. Kak npaeuno, kapta
noceTuTenA Ha3HavyaeTcA NPUXOAALLEMY NMOCETUTENIO U BO3BpPALLAETCA, KOrAa OH yXO4MT.
Mocne 3TOro KapTy MOXHO MCMOMNb30BaTb NOBTOPHO. UTOObI TaKyto KapTy MOXHO Obino
Ha3HauMTb NOCETUTENIO, ee HeoBXOAMMO 3aperMcTpupoBaTb Kak KapTy NOCeTUTENA B 3TOM
OManoroBoM OKHe:

3ameuaHue!
Kak npaBuno, naeHTMUKaLUOHHbIE KapTbl MOCETUTENEN co3fatoTcA 6e3 umeH u
doTorpadmrit, UTobbl UX MOXKHO BbINO UCMONBb30BaTb NOBTOPHO.
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< ° Division:

+ Main menu ~Register card

@ Wisitars

| Register card | 3 I

Deregister card

Read card | 3 I Card no.: I
Delete card | Last name: I
Firsk narne: I
Date of birth: I ﬁ
Show list =5

Haxxmute KHOoMNKy Perucrpauua uaeHTU(UKaALUOHHON KapTbl, UTOObI BbIMOMHUTb
perucrpauumio.
3atem MCMNONb3YylOTCA ONMMUCaHHblE paHee AaHHble npoueaypbl BBOAA (CM. pasgenbl nuua n
MAEHTM(*WIKBU,MOHHI:IE KapTbl B InaBe Hepcouanbuble AaHHbIE) C HOMepom
MOEHTUPUKALMOHHOW KapThbl ANA 00HapyXeHUA UAEHTUMDUKALMOHHOW KapTbl. 3TO NO3BONAET
CcUCTEME pacno3HaBaTb TaKyl MAEHTUMDUKALMOHHYIO KapTy Kak KapTy noceTutensa v
NMPUMEHATb €e B paMKaX obnactu )J.eﬁCTBVIH NMOKa3aHHbIX HWXXe ANaNnoroBblX OKOH.

<<= Hide list |

Card no. Inuse Mame Firsk narne Usage kype Division

UToObl YCKOPUTb HasHaueHWe MOeHTUPUKALMOHHBIX KapT NoceTUTenemn, pekomeHayerca
NMPOCKaHWPOBAaTb BCE CYLLUECTBYOLWME UOAEHTUPUKALMOHHbBIE KapTbl, UTODbI MX MOXHO ObINO
Ha3HaAUWTb COOTBETCTBYIOLWMM MNOCETUTENAM B CneayloLllemM AManoroBoM OKHe.

B KOHLe BM3WTa NOCETUTENb BO3BPALLAET CBOIO MOEHTUMDUKALMOHHYO KapTy. [pu
CKaHWPOBaHWU ero UAeHTUPUKALMOHHOW KapTbl B AWANTIOrTOBOM CUMTbIBATENE UMK NPU BBOAE
HOMepa MAEHTU(DUKALMOHHON KapThbl BbIOMpPaeTCa NULO, KOTOPOMY Ha3HaueHa JaHHaA KapTa,
M Ha aKpaHe oTobparkaloTcs ero gaHHble. [CBeaeHUA 0 BBOAE HOMEPOB UAEHTUPUKALMOHHbIX
KapT BPYUHYIO U Nnepexode Ha UCMoNb30BaHWe CUUTbiBaTenen cM. B pasgenax Auanorosoe
okHo: "KapTtbl" v [luanorosoe okHo: "Mocetutenu”.] MNonb3oBartenb NOATBEPXAAET BO3BpaT
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MOEHTUUKALMOHHOM KapTbl. CBA3b MexXay UAEHTUMDUKALMOHHON KapTON U MePCOHanbHbIMHU
OaHHbIMUW NOCETUTENA yaanseTcA npyv NOMOLLM KHOMKK. TeKyllas Aata cCoxpaHAaeTcA Kak aata
yobITHA.

MeuaTb WabnoHa noceTurena

Ha naHenu MHCTpyMeHTOB AnanoroBoro okHa MoceTutenu ectb 4ONONHUTENbHAA KHOMKA

anAa nevyatum CepTVIdDVIKaTa nocetutena. Cpegn npouero, NULO, NPUHUMatOLLee

NoCeTUTENSA, MOXET C MOMOLLBIO AAHHOIO CepPTUdUKATA NOCETUTENA NOATBEPAUTL (DaKT U
BpeMsA npubbiTMA 1 yOblITUA NnoceTutens.
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Visitor pass

First- and lasiname Comgpany

Steven Visitor

[0  Pproot of sutherty Reglstration plate
for plant area

Pagsad card

Contact person Phone Cepartment

Feason of vslt Wisht appointment

D vee [ ] Ho

Tvpe af afcia Number of ofcal document

Passport

accepd the terms
and con@ions overlear

Locadon, cale Sign of visltar

denty card with photo seen 7 To compiete from wislbed persan

|:[ Yes |:| Na Amtual at

Departura at

Sign of plant pratective force To sign on vished parscn
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27 YnpaBneHue aBTOCTOAHKaAMM

271 ABTOpHU3aLUU ONA HECKONbKUX MNAapKOBOUHbIX 30H

Ha HeKoTopbIX CTOAHKaX MMETCA creuuanbHble 30Hbl AN BOAUTENEN C OrpaHUUEHHbIMU

r3nueckumMu cnocobHocTAMU. B gaHHOM cnyyae AeWCTBYIOT creflytoliMe npasuna.

—  Bnapenblbl CE30HHbIX TANTOHOB MOTYT NMpPOexaTb Ha CTOAHKY TONbKO MPU Hanuuuu
cBODOAHbBIX MAPKOBOUHbIX MECT ANA BoAUTeNel 6e3 orpaHMUeHHbIX (PU3NUECKUX
cnocobHocTen.

- Boagutenu c orpaHUUeHHbIMKU PU3UUECKMMKU CMOCOBHOCTAMMU MOTYT NpoexaTb Ha CTOSAHKY
TONbKO MPU HaNMuMK cBOBOAHbIX MAPKOBOUHbIX MECT A/1A BOAUTENEN C OrPaHUUEHHbIMU
hU3nUECKMMH CNOCOBHOCTAMK M BoauTenen 6e3 PU3NUECKUX OFrpaHUUEHUN.

3ameuaHue!

lMpennonaraetcsa, UTo BNagenblbl TAIOHOB CNeaytoT nNpaBuiam. B yacTHOCTH, 3TO O3HauaeT
cnepymwollee.

NMuua 6e3 PU3NUECKUX orpaHUUEHUN HEe NAPKYITCA HA NMApPKOBOUHbIX MecTax AnA nuu C
OrpaHUUeHHbIMU PU3NUYECKMMU CNOCOOHOCTAMMU.

NMnua c orpaHUUeHHbIMU PU3NUECKMMU CNOCODHOCTAMM UCMONb3YHOT CreluanbHble
NapKoOBOUHbIE MeCTa, €CNIM OHW AOCTYMHbI.

MU0 C HECKONMBbKMMU aBTOPM3aLMAMU MOXKET NapKOBaTbCA Ha NMOObIX MAPKOBOUYHbLIX MecTax.
AMC nbiTaeTca BbIMONHATbL OpOHUpPOBaHUWE ANA NOCETUTENEN B COOTBETCTBMU C HACTPOEHHbIM
nocrnefoBaTeNbHbIM MOPAAKOM MAapPKOBOUHbIX 30H. ECK ogHa 30Ha 3anonHeHa NOMHOCTLIO,
cucTeMa BbIMOMHAET MOUCK cneaytoller cBoOOAHOW M AOCTYNHOW ANA NapKOBKUW 30HbI.
Moacuétr B MAC 1 AMC:

1) OgHa AMC KOHTpOnupyeT BCe Bbe3abl U Bble3abl CTOAHKM:

=> cuctema AMC BbINONHAET NOACUYET CAMOCTOATENbHO, NPU NOAKIOYEHUN K CETU 3TO
3HaueHue MOoXeT ObITb ckoppekTUpoBaHo MAC.

2) Bbesabl U Bbie3abl 04HOM CTOAHKKW pasfdeneHbl Ha HECKOMbKO 30H AMC:

=> MAC BbInonHaet noacuér ana AMC npu Hanvuuu noaknueHua K cetu. Mpu pabote B
aBTOHOMHOM pexunme yctponctea AMC npefoctaBnatoT AOCTYN (€Cnu HACTPOEHbI
COOTBETCTBYHOLMM 06pa3omM), HO He BedyT NMOACUET.

Ecnu Heckonbko ycTporcTB AMC KOHTPONMUPYIOT OOHY CTOAHKY, yCTaHOBUTe dnakok bes
yueta LAC B KoHUrypaunun AMC.
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27.2 OTueT 00 aBTOCTOAHKE

Main Park

Zone A
Zone B
Zone C

Building A

Zone A
Zone B

Building B

Zone &
Zone B

21
a0
g
12
39
30 full
g
35
30
9
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27.3 JdononHuTenbHoe ynpaBneHue NapKoBKOWU

BBepeHue

Onepartop MOXET CKOPPEKTUPOBATb KONMMUECTBO NapKOBOUHbIX MeCT B 061acTh NapKOBKH,
yTobbl KOMMNEHCUPOBATb YUMTbIBaTb YUMCMO TPAHCMOPTHbLIX CPEACTB HECTAHAAPTHOIO pasmepa,
Hanpumep:

—  TPY30BWKMU;

—  MecTa anAa nogen ¢ orpaHUUeHHbIMU BO3MOXKHOCTAMMU;

- MOTOUMKINbI.

MyTb K AMANOroBOMY OKHY

FnaBHOe MeHIo > CUCTeMHbIe fJaHHble > Obnactu

Mpouenypa

1. Bblbop obnactv napKoBKHU

2. Ha naHenu O6nacTu NapKOBKMU U3MeHWTe 3HaueHue B cTondue Makc. Ha HoBoe
KONMUECTBO NapKOBOUHbIX MECT AnA 3Ton obnacrtu.

L« T > (@

« Main menu Access control area

Area name: |PO1

% Authorizations
Description: | ‘

53 Access profiles | Refresh number | | Synchronize counter |
max. number of cars: Number of subareas: | 3 Parking time check

Areas
Parking areas
Reset areas
°
7 unknown
Random
SCreening

MpumeuaHumsa.

— TNapameTpbl, 3agaHHble B cTonbue Makc., nepeonpefensatoT napaMeTpbl B KOHUIypaLmu
O6nactu. Cm. pasgen Hactpoika obnactei anAa aBToMoOMNen No CChiNKe HUXe.

—  3HaueHue 0 B cTonbue Makc. o3HauaeT, UTO KONMMUECTBO MAaPKOBOUHbLIX MeCT
HeorpaHWuyeHHo. B 3ToM cnyuae Bce noacuetbl aBTOMOOUNEN OTKNIOUEHbI.

Cwm.
—  Hacrtporika obnactes Onsa aBtomobuneu, CtpaHuuya 27
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28 YnpaBneHue natpynupoBaHUEM U NAaTPYyNnAMHU

O6uwmne cBeaeHUA O MapLIpyTax NaTPyNnUpPoOBaHUA

MapwpyT naTpynMpoBaHUA — 3TO MapLUPYT MO TEPPUTOPUU, pa3aeneHHbIM CUMTbiBaTeNAMMU
KapT, B KOTOpble COTPYAHUKK TUNa OXPaAHHUK AOMKHbI MPeoCTaBNATb CNeunanbHy KapTy
OXpaHHMKa Npu OU3MUECKOM MPOXOXKAEHWW Uepes CUMTbiBaTe b.

KapTbl OXpaHHWKA He OTKPbIBAKOT NPOXOA0B, HO UCMOMb3YIOTCA UCKNIOUMTENBHO ANA
oTCneXxunBaHUA. UTobbl OTKPbITb MPOXOAbI, OXPaHHUK K TOMY >Ke OOMKEH NpefoCTaBUTb KapTy
Jocryna.

MapLipyT naTpynnpoBaHUA COCTOUT U3 CEPUMU CUMUTbIBATENEN, ANA KOTOPbIX 3a4aHo
npubnuanTenbHoe BpemMeHs, HeobxogMmoe Ans Toro, UTobbl JOWTU OT OQHOTO CUMTbIBATENA K
apyromy. MakcumanbHOe ONYCTUMOE BPeMSA 33AEPXKKU MeXAy CUMTbIBATENAMU U [ONYCTUMOE
OTKNOHeHWe (+/-) OT BpeMeHM Hauana Takxe ABMNAKTCA NapameTpamMmu MapLipyTta
naTpynupoBaHusa. OTKNOHeHUA 3a NpefenaMu 3TUX onpeaeneHHbIX 4ONYCTUMbIX 3HAUEHUN
MOTYT NOTEHUWANbHO aKTUBMPOBATb CUTHAN TPEBOTU U PErucTpUpYoTCA B XKypHane MaTtpynu.

Ob6wue cBeaeHUA o NaTpPynax

MaTpynb — 3T0 NPOXOXAEeHWEe MapLUpyTa NaTpynMpoBaHUA B onpeaeneHHyo aaty U BpeMs.
KaxkablM naTpynb cO34aeTCA U PErncTpupyeTcs Kak YHUKanbHbIA OObeKT B cUCTeMe B Lenax
aHanusa.

28.1 OnpepeneHve MapLpPyTOB NaTPyNUpPOBaHUA

BbibepuTte MapwpyTbl naTpynupoBaHua > OnpeaenuTb MapLwpyTbl NaTPYNUPOBaHUA

» = -
O A Q < @ @
e NoEme Define guard tour
Mame : | Building 1 perimeter
0 Define
guard tours Description: | A route around the perimiter of Building 1
Manage Mo. Description of reader Time on the way Total time Max. delay Startzeit +/-
guard tours V' N
1 BPR HI-1: BPR HI 00:00:00 00:00:00 00:00:00 3 min
2 BPR HI-Z: BPR HI 00:10:00 00:10:00 00;02:00 v
3 BPR HI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader

- B TekctoBom none UMa BBeauTe MMA MaplupyTa naTpynupoBaHus.
- B TekctoBom none OnucaHue BBeauTe bonee noapobHoe onvcaHne mapLipyTa
(nononHWUTENbLHO).

Job6aBneHue cuuTbiBaTenen B MapLipyT NaTpynupoBaHUA.

1. Haxmwute KHoNKy [lo6aBUTb CUUTbIBATEND.
B tabnuue bynet cosgaHa cTpoka.

2. B cTtonbue OnucaHue cuuTbiBaTensa BbibepuTe cunTbiBaTeNb B pacKpbiBatoLLLEMCA
Ccrnucke.

3. BBeauTe 3HaueHUA OONYCTUMbIX OTKNOHEHUN:
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—  Ecnu 310 nepBbIM cuUTbiBaTeNb B NOCNEAOBaTENbHOCTHU B None Bpema Hauana +/-
BBEAWUTE UWCNIO MUHYT 4O UK MOCNe BPEMEHU Hauana, B TeYUeHWe KOTOPbIX Bpems
Hauana naTpynA Bce elle OyaeT cuMTaTbCcsa 4OMYCTUMBIM B 3TOM MapLupyTte
naTpynuMpoBaHuA.

—  Ecnu 370 He NepBbIM cuMTbiBaTeNb B MOC/e0BaTeNlbHOCTH, B None Bpema B nyTu
BBeAUTe BpeMs (Uu:MM:cc), HeobxoaAnMMoe OXPaHHUKY Ha TO, UTOObI MPOMTH
pacctofHue Mexay npeabiaylnmM CUMTbIBAaTENEM W AaHHbIM CUMTbIBATENEM.
Obuee BpeMs mMapLUpyTa 3a UCKMOUEHMeM 3aepXeK oTobpaxkaeTcs B ctonbue
Obwee Bpems.

4. B none Makc. 3agep)XKa BBeAWTE MAKCMMaNbHOe KONMMUECTBO AOMONHUTENBHOIO
BpemeHu Bpemsa B nyTH, KoTopoe OyaeT cuntatbCsa AONYCTUMbIM A0 MNONyUYEeHUA naTpynem
OTMETKU 3agepiKKa.

5. [obaBbTe Tpebyemoe uncno cuutbiBatenen. ObpaTuTe BHUMaHUe, UTo OAMH U TOT Xe
CUWTbIBaTENb MOXHO MCMOMNb30BaTb HECKONMBbKO Pa3, eCNU OXPaHHUK NPOXOAMT ero
HECKOMbKO pa3 MMM BO3BPaLLAETCA K HeMmy.

- Ytobbl yOanuTtb CUMUTbIBATENb U3 NOCNENOBATE/IbHOCTMH, Bbl6epMTe CTPOKY U HaXXMUTe
KHOMKY YAAQnUTb CUMTbIBaTENb.

- UToObl K3MEHUTb MONOXXEHWE CUUTbIBATENA B NOCNeA0BaTeNbHOCTH, Bbl6epMTe CTPOKY H“
Ha>XMUTE KHOMKKW CO CTpenKOﬁ BBer/BHVIS

r 0 4

KHonkw

28.2 YnpaBneHue natpynamMmmu

BbibeprTe MapipyTbl naTpynMpoBaHuA > YNpaBneHue MaplupyTamMyu naTpynMupoBaHuUA

NMnanupoBaHue HOBOro naTpyns

UtoObl 3annaHMpoBaTb NaTpynb No onpefeneHHOMY MapLUpyTy NaTpynnMpoBaHUA, BbINMOMHUTE

cnepylowme eNCTBUA.

1. Ybeoutecb, UTo MMeeTcsa HeobxoaMMmas KapTa OXpaHHWKa ANA naTpyna v AocTyn K
HACTPOEHHOMY CUMTbIBATENMIO KApT AOCTyNa UK HENOCPEACTBEHHO MOAKTIOUEHHOMY
pPernucTpaLmMoHHOMY CUMTbIBATENIO.

2. B cTtonbue MapwpyTbl naTpynupoBaHUA BbibepuUTe OOWH U3 ONpPeaeneHHbIX MapLUpyToB
naTpynnMpoBaHumA.

3. HaxmuTe KHONKy Co3paTtb naTpynb....

OTKpoeTCcA BCNNbIBaKOLLEE OKHO.

4. Bo BcnnbiBalLWeM OKHe NpU HEODXOAUMOCTU U3MEHWUTE MapLUPYT NaTpynMpoBaHUsA B
packpblBaloLLEMCA CMUCKE.

5. Ecnv HeobxoaMmo 3aaathb NpefonpefeneHHoe BpeMa Hauana natpyns, yctaHoBuTe
hnaxok 3apaTb BpeMA Hauana:

- BBeawuTe gaty v Bpemsa Hauana.
-  Tlpu¥ HEOBXOAMMOCTU HAXXMUTE cueTunk Bpema Hauana +/-, uToObl OTperynupoBaTb
LOMYCK ANA NpeXAeBPeMeHHOro UNu 3afepXaHHoro Havana.

6. LlenkHuTe CTpenky BNpaBo U BbibepuTe cunTbiBaTeNb, KOTOPbIN TPebyeTcs UCMOoNb30BaThb
ONA perucrTpaumnu KapTbl oxpaHHuka. ObpaTute BHMMaHUe, UTo CUMTbIBATENb BCeraa
JomkeH OblTb HAaCTPOEH B cucTeMe, uTobbl oToOparkatbecA 3aeck AnA Bbibopa.

7. HaxXmwuTe 3eneHyto KHOMKY (+), uTobbl HauaTb CUUTbIBAHWE KApPTbl OXPaHHMKA,
npeabABUTE KapTy B CUMUTbIBATENDb U BbIMOMHUTE MHCTPYKLWK BO BCMNNblBAIOLLEM OKHE.
KapTa oxpaHHWKa DyaeT 3aperMctpupoBaHa AnA UCMONb30BaHWA B naTpyne.
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28.3

8. [loBTopuTe NpeablayLmMi war, utobbl 3aperucTpMpoBaTh anbTepHaTUBHbIE KapThbl
OXpaHHWKOB AnA atoro narpyna. Obpatute BHMMaHWe, UTO NepBan KapTa,
npenocTaBneHHasa BO BpeMA NaTpynA, JOMKHA MCMONb30BaTbCA BO BCEX CUMTbIBATENAX BO
BpPeMfA 3TOro nartpyns.

9. Haxmute kHonky OK. BbibpaHHbI MaplupyT naTtpynuMpoBaHua byaet moMeueH B CNMUCKe
KaK 3annaHMpOBaHHbIN.

OTcnexuBaHue naTpynsa

Bce 3annaHMpoBaHHble U aKTMBHbIE NATPYNW NepemMeLlaTca HaBepx cnucka. Ecnu
3annaHMpPoOBaHO UMW aKTMBUMPOBAHO HECKONBbKO natpyneu, BolOpaHHbIM NaTpynb BblaenseTca
KpacHOM pamKoM. HaxmuTe pamKy, UTobbl MONYyYHUTb 4OMNONHUTENbHbIE CBEAEHHS.

Matpynb HauMHaeTCcA, Koraa OXPaHHWK NpefocTaBnsAeT KapTy B NepPBOM CUUTbiBaTene
MapLipyTa natpynMpoBaHua. Ty KapTy CnefyeT UCNOoNb30BaTh A0 KOHUA NaTpyns, AaXe ecnu
ONnA Hero Oblny onpeaeneHbl anbTepPHATUBHbIE KapTbl.

CocTosAAHMe NaTpynsa U3MeHUTCA Ha AKTUBHO.

KaxkgblM cunTbiBaTeNb, MPOXOAMMbIN MO pPacnucaHuio, momMeyaeTcs 3efeHbiM NaKKom “
3annaHMpoBaHHOE M (haKTUUEeCKOoe BPeEMA MeXay CUMTbiBaTeNAMU B TEKYLLEM BbIOpPaAHHOM
natpyne otobpaxaercsa B HUKHEW MONOBUHE AUMANOrOBOro OKHa.

KaxkablM cuMTbiBaTeNb, KOTOPbIM OXPaHHWK MPOXOAMUT NO3)Ke 3annaHMpPOBaHHOIO BPEMEHMU
nntoc Makc. 3agiepkKa, NoMeuyaeTcsa KPpacHbIM hNa)KKoMm @ [MaTpynb nonyyaeTr oTMETKY
3apepiKKa.

B 3TOM cnyuyae oxpaHHUWK Bbl3biBaeT onepaTopa, 4tobbl NoaTBEPAMTL OTCYTCTBUE Npobnem.
Mocne atoro onepaTtop HakMMaeT KHOMKY Bo306HOBUTbL naTtpynupoBaHue. CunTbiBaTenb

nonyyaet 3eneHbl PnaxkoK ¢ AONONHUTENbHbIM CUMBONOM "C": Vé Tenepb OXpPaHHWK MOXeET
npPoAOMKNUTb NaTpynb CO cnegyroLlero CynuTbiBaTena.

Ecnu Bo3HWKaeT HenpeaBUAEHHAA, HO HeoMacHaA 3aA4ep>KKa B aKTUBHOM naTpyne, OXpaHHUK
MOJEeT Bbl3BaTb onepatopa, utobbl CKOppPeKTUpoBaTb pacnucaHue. Beegute KonMuecTso
MWHYT 331€P>KKK B cUeTunKe 3apepxka (MUH) 1 HaXXMUTe KHOMKY NMPUMEHUTDb.

Ecnu natpynb HEBO3MOXHO 3aBEpPLUUTb MO PacNMUCaHKio, onepaTop MOXKET OTMEHUTb ero,
HaxkaB KHonKy MpepBaTtb. CocToAHUe naTpyna MameHuTcA Ha MpepBaHoO, 1 OH ONYyCTUTCA
HWXe 3anaHNPOBaHHbIX U aKTUBHbIX MapLUIPYyTOB NaTpynnupoBaHUA B CNUCKeE.

MoHuTOpPUHI MmapwpyTa (paHee «KOHTpoONb nyTU»)

BBepeHue

MapuwpyT — 370 npegonpeaeneHHas nocnegoBaTe/lbHOCTb CUMTbIBATENEN, KOTOPYH MOXHO
NPUMEHUTb K NULAM, onpeaeneHHbiM B CUCTEME KOHTPONA AOCTyNa, 4tobbl ynpaBnaTb UX
nepemeLleHMem no TePPUTOPUN HE3ABUCHMMO OT aBTOpM3aL MM nuua.

OOblUHO 3TO NPUMEHSETCA, KOorga HeobXxoAnMMO peann3oBaTb CTPOTYH NMOCNEAOBATENbHOCTb
[0CTyna B UMCTbIX MPOMbILLINEHHbBIX CpeAax, 30HaxX C KOHTPOMNEM TMrMeHbl MNKU 30HaX
NoBbILLEHHOW De30nacHOCTH.

OnpepeneHuWe MapLIpPyTOB

1. B rnaBHOM MeHto BbibepnTe MOHUTOPUHI MapLipyTa > OnpefenuTb MapLIPYThbl.
2. Bsegute umA mapuwpyTta (4o 16 cumBonos).

3. Bseawute bonee nogpobHoe onucaHue (AOMOMHUTENBHO).
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Kak 1 B criyuae MapLipyToB NaTpynmMpoBaHUsa, HaXXMUTe KHOMKY [lo6aBUTb CUMTbIBaTenNb,
yTobbl co3M4aTb NOCNEAOBATENbHOCTb CUMTbIBATENEN. MCMONb3YyMTE KHOMKKU CO CTPeNnKamu,
yTOObl U3MEHUTbL MONMOXEHWE CUMUTBIBATENA B NMOCNEA0BATENIbHOCTU, U KHOMKY YAanuTb
cuMuTbiBaTenb, UToObI yaanuTb CUMTbIBaTE b.

« KMain menu

Define routes.

V Correct routes

» B | O\ 'CE'{ < e Division: | [elWyi v

Define routes

Mame : | Route to lab

Description: | Direct route to the laboratory

No. Description of reader &
BPR HI-1: BPR. HI: Common
2 | BPR HI-2: BPR. HI: Common -w

3 | FPBEW2-WIE1-1: FPBEW2-WIE1: Common
4 | FPBEW2-WIE1-2: FPBEW2-WIE1: Commaon

Add reader Delete reader

HasHaueHue mapuwpyTa nuuy

UToObl HAa3HAUMTb MapLLPYT NULY, BbINMONHUTE Creayolwue 4eNCTBUA.

1.
2.
3.
4

5.

B rnaBHOM MeH0 HakMWTe [laHHble 0 nepcoHane > KapTbl

3arpysurte 3anuncb 0 nepcoHane Ana nuua, KoTopomy TpebyeTcs HasHauuTb MapLpyT
Ha Bknagke [ipyrue paHHble ycTaHOBWUTe oiaxkok MOHUTOPUHI MapLwpyTa.

B packpblBaloWwemca CNUcKe pAagoM C HUM BblbepuTe onpeaeneHHbid MapLwpyT
(cBepgeHuA no onpefeneHuto MapLwpyTa cM. B NpeabiayLlleM pasgene).

CoxpaHuTe 3anucb o nepcoHare.

MapLpyT aKTMBMPYETCA, Koraa HasHaueHHoe NULOo NpeaoCcTaBUT KapTy B NepBOM CUMUTbIBATENE
Ha MapupyTe. [Tocne 3TOro Apyrve cuMTbiBaTeNU B MapLUpyTe AOMKHbI MCMOMb30BaTbCA B
onpeneneHHon nocnenoBaTenbHOCTU, TO €CTb TONbKO CMeAYLW MW CUUTbIBaTENb B
nocnenoBaTenbHOCTM NPefoCTaBUT AOCTyN. [Tocne ycnewHoro 3aBepllueHua MmapLipyTta nmuo
MO>ET UCMONb30BaThb NOOON APYron cuMTbiBaTeNb, HAa AOCTYN K KOTOPOMY MMETCA
COOTBETCTBYHOLME aBTOPHU3aLMH.

KoppekTupoBKa U MOHUTOPUHI MapLUPYTOB

1.

ok wn

B rnaBHOM MeHto BbibeprTe MOHUTOPUHI MapLupyTa > KoppekTMpoBaTb MapLupyThbl.
3arpysuTte 3anuncb O NepcoHane Ans nuua, KoTopoe ObiNo HasHaUeHO MapLIpyTy.
UToDbl HAMTK NULO B MapLUpyTe, HAXMUTE KHOMKY OnpesenuTb pacrnonoXeHue.
YcnewHo nponaeHHble CUMTbIBATENM NMOMEUAIOTCA 3eMeHbIM (PNaXKKoM “ B Cru1CKe.
UToObl COPOCUTb NN CKOPPEKTUPOBATL PACMONOXEHWE NULA B MApLUPYTe, HAXMUTE
KHOMKY YCTaHOBUTb pacnonoxeHue.
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CnyuyauHbIX BOCMOTpP NepcoHana

Mopapok cnyyaiHoro gocMoTpa
1. [epxaTtenb KapTbl NpUKNaabiBaeT CBOK KapTy K CUMTbIBaTENIO, HACTPOEHHOMY Ha
CNnyyalHbIA OCMOTP.
MpumeuaHue
CnyyanHo MOTyT BbITb BblOpaHbl TONbKO NUKLA, KOTOPbIM pa3pelleH npoxon uepes
OaHHbIW NPOX0o[ B 3alaHHOM HanpaBneHuu. [ToCKONbKY aBTOpU3aLuK NpoBepatoTca
nepeq cnyyavHbiM ,OCMOTPOM, NHOOOMY HeaBTOPM30BaHHOMY NULY HeMeaneHHo byaet
3anpeLleH BXO4 U 3TO NULO He DyaeT BKNOUEHO B npoLecc Bbibopa.
2. Ecnv reHepaTtop cnyuyamHbIX uMcen BbibWpaeT JaHHOe MWL ANA AOCMOTPa, KapTta nuua
GnokupyeTcsa B paMKax BCEW CUCTEMbI.
- [aHHOe cobblThe PerncTpupyeTca B XKypHane CUCTEMHbIX CODObITUN.
- [Ounanorosoe okHO BnokupoBKa nonyuyaeTr 6€CCpoUHYyIo 3anUcCb C MOMETKOM
CnyualHbli BocMoTp. [PUcyHOK HKe — Homep 1]
— B cTpoKe COCTOAHMSA AMaNoroBbiX OKOH MepCcoHanbHbIX AaHHbIX oTobpaxkatoTcs
MHOMKATOPbl BNOKUPOBKKU (KpacHble), NpU 3TOM MUraloT MHAMKATOPbl CyYanHOro
nocmoTpa (duonetosble).

3ameuaHue!
NMuua, gnAa KoTopbix 3agaH napameTp UcknioueH U3 cnyyaHoro gocmoTpa (B AManoroBom
okHe KapTbl, BKNnaaka [ijpyrue paHHble), He BKIHOUAKOTCA B NMpOLecc 4oCMOoTpa.

3. CnyuaMHo BbibpaHHOE NWLO NpUrnallaeTca ANnA AanbHenlWwen NPoOBEPKHU B OTAENbHYHO
KabuHY oxpaHbl.
4. Tlocne npoBeAeHUA NPOBEPOK OXpaHa cOpacbiBaeT AaHHbIM BNOK B AMANOroBOM OKHe
BnokupoBKa ykasaHHbIM HUXe obpasom.
-  BbibepuTe cooTBeTCTBYOWMM ONOK B 4MANOroBOM OKHe co cnMckoM BnokupoBka.
-  HaXmuTe KHOMNKY YAanuTb.
- MNMoaTBepauTe yaaneHue, Boibpas [da.
Tenepb cnyyalmHO BbIOpaHHOE NMULO MOXET UCMONb30BaTb CBOK KapTy BO BCEX CUMTbIBATENSAX,
ONA KOTOPbIX OHO aBTOPU30BaHO.

MpuMep NNaHMPOBKU KOMHATbl A4NA CAyYalHOro AOCMOTpa

<

D —
H 2 1

1 = MpuKnagbiBaeTcA KapTa — AOCMOTP — BIOKMPOBKA Ha CUCTEMHOM YPOBHE

2 = Bnageneu KapTbl BXOAMT B KabWHY oxpaHbl
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3 = BoinonHAeTcA 4OCMOTP Bnagenbla KapTbl, 3aTeEM 6I'IOKMpOBKa €ro KapTbl CHUMaeTCAa C
NOMOLWbK JAaHHOIO ANanoroBoro oKHa.

4 = Bnageneu KapTbl MOKMaaeT Ka6VIHy OXpaHbl, HE NpeabABAA KapPTy CUUTbIBATENIO elle pas3.

3ameuaHue!

MpoueHT AoCMOTpa AOCTUTaeTCA COBOKYMHO C TeueHUeM BpeMeHU. Tak, ecnv Ana cnyyamHoro
AocMmoTpa BbibpaHo 3HaueHue 10 %, Bce paBHO cyllecTBYeT BeposaTHOCTb (1 13 100 unu 1/10
x 1/10), uto ansa gocmoTpa byayT BbibpaHbl ABa uenoBeka noapaAa.
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Mcnonb3oBaHue cpeacTtsa NpocMoTpa codbbiTum

BBepeHue

CpencTteo npocmMoTpa cobbiTUM NO3BONAET onepaTopamM C COOTBETCTBYHOLWMMM NOMHOMOUUAMU
M3yyaTb cobbITUA, 3aNMcaHHble B CUCTEME, U COCTaBNATb OTUETHI: BbIBOAUTb Ha 3KpaH,
pacneyatbiBaTb MMM 3KCNOPTUPOBATb B hainbl . CSV.

[nAa naBneueHnsa 1 oTODPaXKEHUA HYXHbIX 3anMcer U3 Basbl JaHHbIX XypHana cobbiTui

3aanTe KpUTEPUM PUNbTPALMKU U HAXKMHUTE KHOMKY OBHOBUTb Q
KOMMUecTBa 3anpoLleHHbIX AaHHbIX 3TOT MPOLECC MOXET 3aHATb HECKONbKO MUHYT.

. B saBucumoctu ot

Kputepuu dpunbTpaLMm MOXKHO 3afaTb pa3HbIMKU crocobamu:

OTHOCUTENbHBbLIOOP COOLITUIM OTHOCUTENBHO TEKYLLErO BPEMEHH.
o

WHTepBan  Bbibop cobbiTUM OTHOCHUTENbHO CBODOAHO OMpeaenaeMoro uHTepBana BpeMeHH

Bcero Bbibop cObObITUI HE3ABUCMMO OT BPEMEHMU UX HACTYNNEHUSA

MpepBaputenbHblie TpeboBaHUA
Bbl BOWNW B AUCMETUEP AMANOrOBbIX OKOH.

MyTb K AUANOroBOMY OKHY
[naBHOE MeH AucneTyepa AManoroBbix OKOH > OTueTbl > CpeacTBO NPOCMOTPa COObITHIA

30.1 Hactpo#ka kputepueB (hunbTpauum anAa BpeMeHHU
OTHOCUTENbHO HacToALwero
B pasnene Mepuop BpeMeHUu ycTaHOBUTE nepekntovaTeib OTHOCUTENbHO
2. B none MNouck 3a nocnegHue yKaXXWTe UMCNO BPEMEHHbIX eQMHUL ANA NMOWUCKa U
BbibepuTe, KakMe U3 HUX cneayeT UCNonb3oBaTb (Heaenu, AHW, Yacbl, MUHYTbI, CEKYHbI).
3. B meHto Tunbl cobbiTui BbibepuTe Kateropmto cobbiTU ANA NOUCKA, a 3aTeM TUMbI
cobbITUM, KOTOPble NPeAcTaBnAT ANA Bac UHTEpPeC.
4. B meHio MakcMManbHoe KONMMUYECTBO OrpaHUybTe UMCNO COObITUM, KOTOpble CPEACTBO
npocMoTpa cobbITUM OyaeT nbiTaTbCsA NONYyUYUTb. Mo coobpakeHMAM NPOU3BOAUTENBHOCTH
He peKoMeHayeTcA ocTaBnATb 3HaueHue (He orpaHuueHo).
5. YKkaxuTe gpyrve Heobxoaumble KpUTEPUU DUNBTPALMMK:
- ®amununa
- Uma
—  TlepcoHanbHbIM HOMEP
- Howmep kapTbl
— [onb3oBaTenb (TO eCTb CUCTEMHbIM onepaTop)
— HasBaHue ycTpo#cTBa
- HasBaHue obnactu.
)
-  Haxmute O6HOBUTDL Q , UTOObI HauaTb cOop CoObLITUH, 1 OTMEHa, UTOObl OCTaHOBUTb
ero.
- Haxmute , UTOObI COXPaHUTb pe3ynbTaTbl, UNK Egﬂ yTobbl pacneyartaTb MUX.
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- Haxxmute [2) , UTOObI OUKUCTUTB pe3ynbTatbl APYroro noMucka.

30.2 HacTpoiika kpuTtepues cpunbTpauuu AN BPE€MEHHOro
MHTepBana

B pasgene Mepuop BpeMeHU yCTaHOBUTE nepekntouatens UHTepBan

C nomolbio MHCTPYMEHTOB Bbibopa aaT Bpemsa ¢, Bpema o ykaxkute Hauano u
OKOHYaHWe nepuopa noucka cobbiTUi.

B MeHto Tunbl coObITUM BbibepUTE KaTeropuio coObITUI AN NOUCKa, a 3aTeM TUMbI
cobbITUM, KOTOpble NpeacTaBnAlT ANA Bac UHTEpPEC.

B meH0 MakcuManbHOe KONMUEeCTBO OrpaHWubTe UMCNO COObITUM, KOTOpPble CPeACTBO
npocmoTpa cobbITM ByaeT nbiTaTbCA NONyUMTb. Mo coobpaxkeHUAM NPOU3BOANTENbHOCTH
He peKoMeHayeTca ocTaBnATb 3HaueHue (He orpaHUueHo).

YKaxute gpyrue Heobxogumbie KpUTEPUU PUNBTPALMUMK:

- ®amunuAa

- Mma

—  TlepcoHanbHbI HOMEP

- Homep kaptbl

— Tonb3oBatenb (To eCTb CUCTEMHbIN onepaTop)

—  HasBaHue ycTpo#ncTBa

- HasBaHue obnactu.

Q2

Haxxmute O6HOBUTbL , UToObI HauaTb cbop cobbITUM, 1 OTMeHa, UToObl OCTaHOBUTb

ero.
Haxmute , UTOObI COXPaHWUTb pe3ynbTaTbl, UTH E , UTOOBbI pacneyaratb UX.

Haxxmute Ijg') , UTOObl OUUCTUTb pe3ynbtaTtbl APYroro noucka.

30.3 HacTpoika kKputepueB hunbTpauum He3aBUCUMO OT BPEMEHHU

B pasgene MNepuon BpeMeHU yCTaHOBUTE nepeknouartens Becero

B mMeHo Tunbl cobbITUH BbiOepUTE KaTeroputo cobbiTUi ANA NOUCKa, a 3aTeM THMbI
cobbITUI, KOTOpPble NPeAcTaBNAT ANA Bac UHTEpPeC.

B mMeH0 MakcMManbHoOe KONMUYEeCTBO OrpaHnubTe UMCNo CobbITUIM, KOTOPblE CPeacTBo
npocmoTpa cobbITi ByaeT nbiTaTbCcA NONyUnTb. 1o coobpaxkeHUAM NPOU3BOAUTENBHOCTH
He peKoMeHayeTcA ocTaBnATb 3HaueHue (He orpaHuueHo).

YKkaxkute gpyrue Heobxogumblie KpUTEPUK PUNBTPALMMU:

- ®amunua

- MmA

—  [lepcoHanbHbIM HOMEp

- Homep kaptbl

— Tonb3oBaTenb (To eCTb CUCTEMHbIW Onepartop)

—  Ha3sBaHMe ycTpoKcTBa

- HasBaHue obnactu.
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Q2

-  Haxmute O6HOBUTbL , UTOObI HauaTb cOop COObLITUM, U OTMEHa, UTOObl OCTAHOBUTb

ero.
- Haxmute , UTOObI COXpaHUTb pe3ynbTaTbl, UNK E , UToObI pacneyartatb MX.

- Haxmute Ijgf) , UTOObl OUMCTUTL Pe3ynbTaTbl APYroro Noucka.
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31

311

Ucnonb3oBaHHUe OTUETOB

B aToM pasgene onvcbiBaeTcs Habop yHKLMI AnsA paboTbl C OTUETaMU, KOTOPbIE MOXHO
MCNonb3oBaThb ANA PUNbTPALUKU CUCTEMHbIX OAHHbIX M AaHHbIX XKypHana cobbITUMH, a Takxe Ans
NpeAcTaBNeHWs 3TUX AAHHbIX B yAOOHbIX hopmaTtax.

MyTb K AUANOroBOMY OKHY
[naBHOE MeHto > OTUeThbl.

Ucnonb3oBaHue NaHeNM UHCTPYMEHTOB OTUETOB

HaxmuTe @‘ , UToOblI 0OTOOPaA3WTL OOKYMEHT ANA NpeaBapuTeNbHOro NpocMoTpa nepes
neyvarbo.
B oKHe npeaBapuTeNbHOro MPOCMOTPa eCTb COBCTBEHHAA MaHenb:

“ X 4 4 1ol P Ko | S8 F& T 00z ¥ muster | Totakd 100z

HaxxmuTe X, uTobbl BbIINTU U3 NpeaBapUTenbLHOro NpocMoTpa 6es nevaty.
- Wcnonbayiite knaBuwm co ctpenkamu 4 4 2af17 P M Ha nanenu

UHCTPYMEHTOB NPeaBapuTENbHOINO NPOCMOTPA ANA NepeMelleH1sa No AOKYMEHTY Uu
YKaXXKMTE HOMEP HYXXHOM CTpaHuLbl.

- HaxmuTte , UTOObI pacneuartatb JOKYMEHT HEMeANEHHO, UCMONMb3YA NPUHTEP NO
yMOMUYaHUo
- Haxwmure & utobbl pacneyuatatb JOKYMEHT uepes AManoroBoe OkHO «HacTporka
nevatu», B KOTOPOM MOXHO yKasaTb A4OMONHUTENbHbIE MapaMeTpbl Nevatu.
- HaxmuTte @ uToObI 3KCMOPTUPOBATL OTUET B OAHOM U3 NOALEPKMUBAEMbBIX (DaWNOBbIX
dopmaros, Bkntouaa PDF, RTF u Excel.
— Uucna cnpaBa Ha NaHenu MHCTpyMeHToB obo3HaualoT creaytollee:
—  COBOKYNHOE KOMMUECTBO CYLLEeCTBYIOLKNX 3anncer 6a3sbl JaHHbIX, COOTBETCTBYHOLLMX
KPUTEPUAM hUNbTPaLMH.
—  TpoueHT 3anucein 6asbl AaHHbIX, oTObpaxaeMbix AN NpeaBapuTENbHOMO
npocmoTpa.

OTueTbl: OCHOBHbIE AaHHble

0630p oTUETA: OCHOBHbIE JaHHble
OTueTbl C OCHOBHbIMMW laHHbIMKW COZIEP’KAT BCE OTUETHI O NMLUax, MOCeTUTeNAX, KapTtax u
aBTopM3aLuMAX gocTyna. Kpome Toro, MoXHo oTobpasuTb AaHHble YCTPOWCTBA U KOMMAHUMU.

_i Personnel data

:"@ Visitors

% Perzonnel access
authorizations

™ Perzons
Pegasys
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Authorizations
per entrance
[é Blacklist

™ Locked Persons /
Cards

:“@ Device data

B i
_@ Companies

OTueT: NnepcoHanbHble faHHble

MpyY co3gaHWUK OTUETOB MOXKHO NMPUMEHATb ABa hUNbTPa.

®uUnbTp NO NMUaM: onepaTop PUNLTPYET OTUET MO CTaHAAPTHLIM MOMAM OaHHbIX O MepcoHarne.
®uUnbTp NO KapTaM AOCTyna: onepaTop MOXET BbINMONHATL PUIbTPALMIO NO HOMEpPaM KapT,
AnanasoHaM HOMepoB, CTaTyCy W cTaTycy BTOKMpPOBKH.

Otuer: NoceTtutenu

Kak v ona nepcoHanbHbIX AaHHbIX, 30€Cb MOXHO CO34aBaTb OTUETbl O noceTutenax. Mpu aTom
COXPaHAETCHA BO3MOXHOCTb AOCTyNa KO BCEM CO3[4aHHbIM AaHHbIMW O MOCETUTENSX, T. €.
MOXHO [laXke BblOMpaTb NOCeTUTENEN, KOTOPbIE ellle He NPUObINKU, HO yXKe 3aperncTpMpoBaHbl.

Otuert: "ABTOpPU3aLMUKU foCTyna nepcoHana"

B aToM oTueTe faetcA 0630p 3aperucTpMpoBaHHbIX B CUCTEME aBTOPU3aL MK AOCTYNa, a Takxke
NepeymncnarTCA N1La, KOTOPbIM OHW HAa3HAUYEHbI.

B ycnoBuax ¢ounbTpoB MOXXHO MCMONb30BaTb NEePCOHanbHble AaHHblE U HADOpP BbIOpaHHbIX
onpeaeneHHbIX aBTOpMU3aLUni.

—  TlepcoHanbHble AaHHble: haMUNUsA, UMSA, NePCOHaNbHbIM HOMEP

- TlpoBepka Bcex aBTOpM3aUMM.

- Wwm#A aBTOpMU3aLMK, KOTOpas PacnpoCTPaHAETCA Ha AaHHbIM BXOM,.

—  WmAa mogenu BpemMeHH, ecnu ecTb.

- HanpaBneHwe Bxoga.

- TlpoBepka crneyranbHOM aBTOpU3aLUH.

OTtuerT: "UepHbiK CNUCOK"

B atom ANanoroBomM OKHe MOXHO pacneyartaTb CNMMUCOK C I'IO,ElpO6HbIM OornncaHnem BCcex Unu
HYXXHbIX MAEHTUMUKALMOHHbIX KapT, KOTOPbIe MO pa3HbiM NPUUMHAM OblNM BHECEHbI B UEPHbIN
CMUCOK.

OTueT: 3abnokupoBaHHble Nuua/KapTbl

3TO AManoroBoe OKHO MOXHO MCMONb30BaTb ANA CO3AaHWA OTUeTa C AaHHbIMKU 0060 Bcex
3abNOKMpPOBaHHbIX NMULLAX.

Mcnonb3ynTe gaTbl, uTobbl HAUTK ONOKKM B onpeaeneHHbie Nepuoabl BPEMEHMU.
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OTueT: AaHHble YCTPOWCTB
3TO AMANnOroBoe OKHO MOXHO MCMOMb30BaTh ANA CO34AHUA OTUETOB Ha OCHOBE JaHHbIX
YCTPOMCTB, HanNpUMep UMEHU UMK TUMA YCTPOWCTB.

OTueT: KOMNaHuu
[OnanoroBoe okHO oTueta «KomnaHWW» Mcnonb3yeTcsa AnA cbopa AaHHbIX O KOMMNaHUH.
Mcnonb3ynte 3Be3404YKH, UTODbI HAWTU KOMMaHWKU C Ha3BaHUEM Ha onpeaeneHHyo DyKBy.

31.1.1 OTUeTHOCTb NO aBTOMOOUNAM
B anmanorosom okHe OTueTbl > MoceTUTENU M3 CMMCKA MaKeTOB MOXHO BbibpaTb
ABTOoMOGUNMU. [Mocne Bbibopa 3HaueHUs ABToMobGUNU B 0OnacTu AManoroBoro okHa
akTMBupyetcs dunbTp aBTOMOGUNENR, C MOMOLLbIO KOTOPOro OnepaTop MOXeT (UNbTPOBaTb
aBTOMOBWIM M KUX cTaTyC.
CraTyc oTobpaxkaeTca cneayolMMm obpasom:
- MpucyTcTBYET: BU3UT eLle He 3aBeplUeH, OTBeAEHHOe ANA NoCeleHUa BpeMa He UCTEKNO.
—  3agep)kKa: BU3UT ellle He 3aBeplleH, HO OTBeAeHHOe ANA NocelleHUsa BPemMa UCTEKNO.
—  3apeructpupoBaHo ybbiTUE: NOCETUTENb BEPHYN BCE KApTOUKW A0CTyna.
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T aB (e

— Wisitor filter
« Reports MName: I Visitor card
| Card no.: I
First name:
| i Personnel data
Street: | States I{No flter) j
Visitors Zip code [ City: |
Remarks: |
Personnel access
authorizations r Edended wvisitor fitker
Expected amival: I 3 BExpected departure: I 3
Persons 2 2
PegaSys

Amival: I 3:

Location: I

Departure: I 3:

Authorizations
per entrance

rAccess authorizations

Valid from: | j

until: | ﬁ

Blacklist

—Card type Filter

Card type: I{No filter) -

Locked Persons /
Cards

r—Vehide filter

Device data Car license Mo.: |

Stay from: I

::I uniil; ﬁ
State: I{No filter) j

Companies

& & & & K kb

present
delayed

checked out
Vehicles 7]

List of layouts
A ailable sort order

COsTTIanm=
First name

OTueT 06 aBTOMOGUNAX MOXXHO COCTaBUTb TONbKO ANA NOCETUTENEN, NOTOMY uTo B Tabnuue

MoceTtutenu 6a3bl JaHHbIX OXKWAAeMas farta NpubbITUA, oXKMaaemas aaTta yobiTvsA, Aata

npubbITUA KM aaTa yobITUA OOCTYNHbI TONBbKO ANA NOCETUTENEN.

B oTueTe ykasaHbl TONbKO HOMepa aBToMobOuNen, coxpaHeHHble B Tabnuue NMuua 6a3bl

NaHHbIX. B cnyuae MameHeHMsa HOMepa aBToMobunA B oTueTe DyayT oTobpaxkaTbcs Apyrve

CcBefleHuA.

MpopgonXutenbHOCTb NpebbiBaHWA BbluMCNAETCA cneayowmMm obpasom.

—  Ecnu nocetutenb yxe ybbin, To oTobpaxaeTca pasHula Mexay npubbitTnem u yobituem B
MWHYyTax.

—  Ecnu nocetutenb euwe He ybbin, oTobpaxkaeTca BpemMa C MOMeHTa NpubbITUA [0 TEKYLLEro
MOMEHTa B MUHYTax.
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Access Engine

Vehicle Datum 02.07.2014 , 14:28:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Doura tiom
Meuer Besucher mit Vorname 02.07.2014 14:21 AC BB 5678
Langem Namen 02.07.2014 14:30 parkplatz_01 ASE
present Oh &
Test Visitor 01.07.201405:10 AC AA 1224
02.07.2014 12:00 parkplatz_01 =8
too late 29h 16
Testbesucher mit sehr Besucher mit gaaaaaanz 01.07.201407:30 AC AR 2345
lagem Namen langem namen 01.07.2014 12:00 AUSSEN ALUSSEN
departsd 4h 3D
31.2 OTueTbl: CUCTEMHbIE AaHHbIe

OTueTbl: CUCTEMHbIE AaHHbIE

B oTnnune OoT OCHOBHbIX JAHHbIX, CUCTEMHbIE JAHHble — 3TO MHd)OpMaLI,MH, KOTOpPaA Ha3HaueHa
CHUCTEME N HE CBA3aHa C NMuamMu, M,D,eHTVIdI)MKaLlI/IOHHbIMM KapTaMu UM KOMNaHuAMU. [JaHHble
OTUeThbl no,u,po6Hee ONUCbIBAOTCA HUXKE.

:"@ Areas

Area
configuration

i
| @)
& Areq muster
| @

list

Muster list
total

=’

OtueT: Obnactu

3T0 ANANOroBOE OKHO MOXHO MCMONb30BaTh ANA UAEHTUMUKALIMM MECTOMOMOXEHWI B oTUeTE.
B naHHOM OManoroBoM OKHE COMEPXMUTCA TONbKO oAMH PUNbTP 0bnacTy, KOTopbIM Npeanaraet
Ha BbIOOP pasnuuHble 34aHMA U APYrue 30Hbl.

Hy>xHaa obnacTb BbiOMpaeTcsa HakaTueM NeBOW KHOMKW MbiliK. [pexae ueM HauaTb npouecc
neyatu c NOMoLLbio KHOMKKU MeuaTb, Nonb3oBaTeNlb MOXET NPOCMOTPETb OTUET Ha 3KpaHe,
Ha)kaB KHonKy MpeaBapuTenbHbli NPOCMOTP.

[ocTynHo aBa MakKeTa.

CraHpapt HaxogsuimMecs B JaHHOM MeCTOMONOXeHWU nuua — bes
aBTOCTOAHOK

3aHATOCTb aBTOCTOAHKMU HaxogAawmeca B 4aHHOM MECTOMONOXEHWU NULA — TONbKO
ABTOCTOAHKMH
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UTo0bhl y6e,£WITbCF| B aKTyallbHOCTH 0To6pa>|<aeM bIX Ha60pOB OaHHbIX, TaKXe YKa3blBakOTCA
cBegeHnAa o nocneaHnX CKaHMpoOBaHUAX KapT ANnA AaHHbIX obnacren.

[ToaToMy AnA pasnuuHbIX COObITUN MOXeET ObITb npegocrtaBneHa HagexXHanA VIH(*)OpMaLI,VIFl o
MECTONMONOXEeHUN NHUL,.

OTtueT: "KoHdwurypauua obnacrein"
OnpepeneHHble obnacti U ux nogobnactTy ¢ OTMeUeHHbIMU hnaKkaMu aBTOCTOAHKAMU U
MaKCHManbHbIM UMCNIOM MOMb30BaTENEN UM aBTOMOOUNEN.

OTtuert: "Cnucok npoBepku obnacTu”

NMuua B faHHOM 06NacTU MOXHO NEPEeUYUCTUTb HE TOMbKO MO UMCNOBbLIM AaHHbIM, HO U MO
MMeHaMm.

Kpome BpeMeHU CKaHWpOBaHWA ANA OTAeNbHbIX obnacTen, B AaHHbIX OTUeTax TaKxKe
coAepXartca 3HauUeHUs BPpeMeHU ANA KaXaoro nuua.

OTtuert: "Ob6WMK cnUucok onpoca”

B npuHUMNe, CNUCKKW onpoca COOTBETCTBYIOT AMANoroBOMy OKHY oTueToB Obnactu. OgHako
OHW MpennararoT CMUCKKU ANA OnpeaeneHHblX 30H, NpPeaoCcTaBnAOWMUX MHOPMAL MO O
TEKYLLEM uncre NuL B 001acTM B COOTBETCTBUM C KOHTpONeM AoCTyna.

31.3 OTueTbl: aBTOPU3ALUU

0630p
B atom NYHKTE MeHIO NpeaoctaBnAeTCcA CBoOAKa Mo pa3/iMdiHbiIM aBTOpPU3alunUAM, 3aaHHbIM B
COOTBETCTBYIOLIMX AMANOroBbIX OKHAX.

[é Authorizations

Time models

Dy models

Wiarkstation
right=

Wiarkstation
profiles

Uzer
right=

=er
profiles

B B B B &
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OTtueT: ABTOPU3aL UK

370 AMANOroBOE OKHO MOXHO MCMONb30BaThb ANA O0TobpakeHMA aBTOpM3auUnM JocTyna,
onpefeneHHbix B cucteme. [NepeumcnAaoTcA NpoXoabl, NpuHagnexalme K oTAeNbHbIM
aBTopu3sauuam goctyna. Otobpaxkaercs UMsa BblOpaHHOM BpeMeHHOM Moaenu. Kpome Toro, B
3TOM OTueTe OTOOparkaeTcA UMCNO NMUL, KOTOPbIM Ha3HaueHa AaHHaA aBTOpU3aLMA.

Otuert: "BpemeHHble moaenu"

ITOT OTUET MOXHO MCMONb30BaTb ANA 0TOOpPaXKeHUsA BblIOPaHHbIX BPEMEHHbIX MOLeNew,
onpeAeneHHbixX B cucteMe. B aToM oTueTe oTobpaxkatoTca BCe AaHHble, CBA3AHHbIE C
MOZENbIO, a TaKXKe UMCNO NUL, KOTOPbIM OHa Ha3HaueHa.

OTtuet: "Mogenu gHA"
B aTOM oTueTe oTobOpaXkatoTcs BCe 3aAaHHble MOAENU AHA C UX UMEHAMU, ONMUCAHUAMMU U
cogepXalWmMMuca B HUX MHTepBanamu.

OtuerT: NMpaBa pabouei cTaHUUHU
3T0 AMANOroBOE OKHO MOXHO MCMONb30BaTb ANA 0TobpakeHMA npaB pabounx cTaHUWM,
Ha3HaueHHbIX onpeaeneHHbIM B cUCTEMe pabourMMm CTaHUMUAM.

OtuerT: NMpodunu paboueit craHuuU

3T0 AMANOroBOE OKHO MOXHO MCMOMNb30BaTh ANA 0TOOpaKeHUA ONpefeneHHbIX B cucTeme
npodunen paboumx ctaHuMn. ITo NO3BONAET NPeAcTaBUTb B yGOOHOM BHae CUCTEMHbIE
onepauuu c oTaeNbHbIMKU pabounMu CTaHLUAMM.

Otuer: "lpaBa nonb3oBartena"
3T0 AMaNnOroBOe OKHO MOXHO MCMONb30BaTbh ANA oTobpa)keHUsa Npoduien nNonb3oBartenen,
Ha3HauUeHHbIX onpeaeneHHbIM B CUCTEME MONb30BaTENAM.

Ortuert: "Mpocdmunu nonb3oBatenen"
3TO AMANOroBOe OKHO MOXHO MCMONb30BaTh ANA 0TODpa)KeHUA AUanoroBbiX OKOH W NpaB
JManoroBbIX OKOH, Ha3HaUEHHbIX onpeaeneHHbIM B CUCTEMe NPOMUIAM NoNb3oBaTtenen.
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32

32.1

Ucnonb3oBaHue pyHKUUA yNpaBNneHUA YPOBHEM
yrpos3bl

B aToM pasgene onucbiBalOTCA pasnuuHblie cnocobbl akTUBALMK YPOBHSA Yrpo3bl U €ro
OTMeHbI. [JononHUTENbHbIE CBEAEHWUA CM. B pa3aene HacTposka ynpaBrieHue ypoBHeM Yrpo3bl,
CrtpaHunya 148.

BBepeHue

YpoBeHb yrpo3bl akTUBUpPYETCA npeaynpexaeHvem ob yrpose. MpenynpexaeHue ob yrpose

MOXeT OblTb MHULMMUPOBAHO OOHWM U3 CMeAyrLMX CNocoboB:

— KomaHaol B Nonb3oBaTeNbCKOM WHTEpderce NporpaMMHOro obecneueHus.

— [lo BXoOAHOMY CUrHany, onpeaeneHHbiM Ha NOoKanbHOM KOHTPONNepe AocTyna, Hanpumep
CUTHANOM KHOIMKMW.

- CuuTbiBaHMEM TpeBO)KHOPI KapTbl Ha CUUTbIBaTene.

ObpaTtuTe BHMMaHKe, UTo NpeaynpexneHua ob yrpo3e MoryT ObiTb OTMEHEHbI KOMAH0M

Nonb30BaTENbCKOro MHTEpdEenca Unu annapaTHbiM CUTHANoOM, HO He KapToW AnA

npenynpexxaeHus ob yrpose.

Cm.
—  Hacrtportika ynpaBneHue ypoBHeM yrpo3sl, CtpaHuuya 148

MHULuMaLKMA U OTMEeHa npeaynpexaeHua ob yrpose ¢
NOMOLLbI0O KOMaHAbl NONb30BaTEeNbCKOro MHTepdenca

B aTOM pa3pgene onucbiBaeTCA, Kak akTUBMpPOBaTb npeaynpexaeHue ob yrpose B AMS Map
View.

MyTb K AUANOroBOMY OKHY

O+-0
m]

- AMS Map View > = (nepeBo ycTpomncTs)
MpeaBaputTenbHblie TpeboBaHuUA
—  OnpepeneH xoTA Obl OAWH YPOBEHb Yrpo3bl.
- Kak MMHMMYM OAMH YPOBEHb Yrpo3bl MOMEUEH B PeaKTOpe YCTPOMCTB KaK aKTUBHbIN.
- Bbl kak onepatop Map View u AMC obnagaete HeobXoAMMbIMU pa3peLleHUAMU:
—  [na paboTbl C ypOBHAMM yrpos.
— [Ona npocmotpa MAC B nopgpasgeneHvu, B KOTOPOM HeObXOAMMO aKTMBUPOBATb
npeaynpexaeHue ob yrpose.

Mpoueaypa akTMBaLuMKU npeaynpexaeHns ob yrpose
1. B pepe.e yctpoucte B AMS Map View WenKHUTe NpaBon KHOMKOW MbILLIW YCTPOMCTBO
MAC, B KOTOPOM HEOOXOAMMO aKTUBMPOBATb NpeaynpexaeHue ob yrpose.
—  OT10bpasnTcA KOHTEKCTHOE MEHIO C KOMaHA4aMM, KOTOpble BaM pa3peLleHo
BbINMOMHATb Ha 3ToM ycTpomncTtee MAC.

- Ecnun HW oguH U3 ypOBHeVI OMacCcHOCTHK elle He aKTUBMUPOBaH, B MEHIO 6y/:|,eT OOWH UNH

HECKOJIbKO 3/1EMEHTOB C METKOM AKTMBMPOBaTb YPOBEHb YrPo3bl, rae «<name>» —
3TO MMA YPOBHA Yrpo3s, onpeaeneHHoro B pegakrope yCTponCTB.
2. BbibepuTe ypoBeHb yrpo3bl, KOTOPbIW TpebyeTca aKTMBMPOBATb.
—  YpoBeHb yrposbl byaeT akTMBUPOBaH.
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Mpoueanypa oTMeHbl NpeaynpexaeHusa ob yrpose

MpenBaputenbHoe TpeboBaHUe. YPOBEHb Yrpo3bl y»Ke UCNOoMNb3yeTcA.

1. B pmepese yctponcts B AMS Map View LieNnKHWUTE NPaBoOM KHOMKOMW MblLLW YCTPONCTBO
MAC, B KOTOPOM HEODXOAMMO OTMEHUTb NpeaynpexxaeHue ob yrpose.
—  OT1obpasunTca KOHTEKCTHOE MEHI0 C KOMaHAaMM, KOTopble BaM pas3pelleHo

BbIMOMHATb Ha 3TOM ycTporcTee MAC.

2. BblbepuTe OTKNIOUUTb YPOBEHb YrPo3bl B KOHTEKCTHOM MEHI0.

—  TeKywmMn ypoBeHb yrpo3bl OyaeT OTKMOUEH.

32.2 AKTUBaUMA nNpeaynpexaeHua ob yrpose ¢ nomMmoLyblo
annapaTtHOro curHana

B 3ToM pasgene onuvcaHo, Kak OTNpaBMUTb annapaTHbld BXOLAHOW CUrHaAN ANA akTUBaLuu
npenynpexaeHuns ob yrpose.

MpepBaputenbHblie TpeboBaHuUA

— OnpepeneH xota Obl OAWH YPOBEHb YrPO3bl.

- B pnepeBe ycTpoWCTB HAacTpoeH XOTA Obl OAMH NMPOXOA.

—  AnnapaTHble curHanbl onpegenedbl B AMC, yCTPOMCTBO NMOAKMOUEHO K
COOTBETCTBYHOLLEMY TEPMUHANY Ha 3TOM KoHTponnepe AMC, KoTopbii byneTt nepenasatb
curHan. NMpu HeobXOAMMOCTH LENKHUTE CCbINKY B KOHUE AaHHOTo pa3aena, utobbl
NMOMYyYnTb MHCTPYKLMKU MO HAaCTPOMKe BXOAHOIro CMrHana, unu obpatutecb K CUCTEMHOMY
agMWHUCTpaTopy.

Mpouenypa

AKTUBUPYWTE YCTPOMCTBO (KaK NpaBMno, C MOMOLLbIO KHOMKKU MW annapaTtHoro

nepeknouvatens, nogkntoueHHoro kK AMC).

UToObl OTMEHUTbL NpeaynpexaeHue ob yrpose, akTUBUPYMTE YCTPOUCTBO, KOTOpPOE OoTrnpaBnaer

BXOAHOW CUrHan, onpeaeneHHblii Kak YPOBeHb Yrpo3bl: OTKNIOUUTD.

Cwm.
—  HasHaueHue ypOBHA yrpo3bl annapaTtHomy curHany, CtpaHuya 153

32.3 AKTUMBauuA npeaynpexaeHua ob yrpose ¢ nomMoLbio KapTbl
ANA npepynpexaeHua ob yrpose

B aToM pasgene onucbiBaeTcs, Kak akTMBMPOBATb NpeaynpexaeHre ob yrpose ¢ NoMollbto
KapTbl A4nA npeaynpexmaeHua ob yrpose.

MpepBapuTenbHble TpeboBaHUA

— OnpepeneH xoTa Obl OAWH YPOBEHb Yrpo3bl.

- B aepeBe yCTPOMCTB HACTPOEH XOTA Obl OAMH NPOXOM.

— [nA onpeaeneHHoro Bnagenbla KapTbl CO34aHa KapTa Ans npeaynpexaeHus ob yrpose.
Mpn HeoOXOAMMOCTH LLENKHWUTE CCbINKY B KOHLE AAaHHOro pasgena, Utobbl NonyunTb
MHCTPYKLMK MO CO34aHUI0 KapTbl A4NA npedynpexneHua ob yrpose, unu obparturtech K
CUCTEMHOMY afIMMHUCTPATOPY.
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Mpouenypa

1. Bnageneu KapTbl MOAHOCUT CBOKO CMelManbHyo KapTy AnA npeaynpexneHns ob yrpose
Ha nboM cuuTbiBaTeNe, He ABNAIOLWEMCH CUMTbIBAaTENEM OTNEeYaTKOB NanbLeB.
—  AKTMBMpYeTCA ypOBEHb Yrpo3bl, onpeaeneHHbli A8 3TOW KapTbl.

2. Tocne ycTpaHeHUA yrposbl OTMEHUTE YPOBEHb YrpO3bl C MOMOLLbIO KOMaHAbI
Nnonb30BaTeNbCKOro UHTepdenca MNu annapartHoro nepekntoyarens. HeBO3MOXHO
OTMEHUTb YPOBEHb Yrpo3bl C MOMOLLbI KapTbl ANA nNpeaynpexaeHus ob yrpose.

Cwm.
—  Cos0aHue kaptbl 0ns npedynpexdeHuns ob yrpose, CtpaHuya 219
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33 Ucnonb3oBaHue Swipe ticker

BBepeHue
Swipe ticker — 310 MHCTpyMeHT, NoMoratolmi onepartopam Map View B peanbHOM BpeMeHM!
OTCNEXWBaTb, KTO BXOAMWT Ha TEPPUTOPHUIO UMM NMOKUAAET ee.

0630p

Swipe ticker —3to npunoxeHrve B AMC Map View, B KoTopoMm oTobpakaloTca nocnegHue

10 MUHYT CODbITMI AOCTYNa B AMHAMMWMUECKOM NpPoKpyuMBaeMoM crnucke. OTobpaxatrorca go 50

cobbITUi gocTtyna, a cobbiTva ctapwe 10 MUHYT yaansaoTCcA M3 CMUCKA aBTOMATUUECKH.

Onepatop MOXeT OTCNEXWBATb BCE CUMTbIBATENM B CUCTEME UNTU MOXET BblOpaTh

NOAMHOMXECTBO YCTPOWCTB.

Kaxkgas 3anucb B CNMCKe COAEPXKUT NoApobHble cBefeHnA 0 COBbITUM U UCNONb3YEMbIX

YUeTHbIX AaHHbIX, Hanpumep:

- WM#A BnagenbLa KapTbl U coOXpaHeHHasa doTorpacdua Ansa BU3yanbHOro NOATBEPXKAEHUA
NUUYHOCTH.

-  BpemeHHana meTKa.

—  HasBaHWe KoMMaHuu 1 (MNK) noapasfeneHus, eCliu OHO COXPaHEHO.

— [lpoxoa v cuuTbiBaTeNb, HA KOTOPbLIX ObINMK MCNONBb30BaHbl YUETHbIE AAHHbIE.

—  Karteropua cobbiTUA C LBETOBOM METKOW:

—  3eneHblM UBET: 3aBePLUEHHbIW AOCTYN C 4ENCTBUTENbHBIMU YUYETHBIMU AAHHbBIMU

—  JKenTbl LBET: He3aBePLUEHHbIM JOCTYN C AEUCTBUTENbHLIMU YUETHbIMU AaHHbBIMM,
HanpuMep Bnagenew KapTbl nepesanyctun 6NOKUMPOBKY, HO HE OTKPbIN ABEPb.

—  KpacHblM uBeT: HeygauHana nomnbiTka 4OCTyNna C HeAeMCTBUTENbHBIMU YUETHBIMMU
AaHHbIMK. OTOOpaXkaeTca TMN HeQeMCTBUTENbHOCTH, HAaNPUMEpP, YUeTHble AaHHble
nobaBneHbl B UePHbIA CMUCOK, HEM3BECTHbI UMM CPOK UX OENCTBUA UCTEK.

Swipe ticker He coxpaHsaeT cobCcTBEHHbIe apXMBbl; OH U3BNeKaeT U oTobparkaeT cobbITUA
[OCTyna U3 cUCTeMHOM Basbl faHHbIX. IMHAMUUECKY MPOKPYTKY MOXHO MPUOCTAHOBWUTbL ANA
noapOOHOro U3yUeHUA UMK OTKPbITb B OTAENBHOM OKHE ANA napanfienbHOro MCNonb30BaHWA C
APYrMMU npunoxeHuamu Map View.

3ameuaHue!

3anepxKa nocne peaakTMpoBaHusA

[nA pacnpocTpaHeHUA U3MEHEHUN MOEHTUDUKALUOHHbBIX POTOrpaddmn U APYrMX AaHHbIX
nepxarensa kaptbl u3 AMC B Swipe ticker obbluHO TpebyeTcA HECKONbKO MUHYT. Bo Bpems
CUHXPOHM3aumKn Swipe ticker npogonxaet pearmpoBaTb B pearbHOM BPeMEHU Ha cTapble
OaHHble.

MpepaBaputenbHblie TpeboBaHuUA

Mpodu1nb Nonb3oBaTena onepatopa TpebyeT HaNMUMA cneunanbHOMW aBTOpU3aLnK AnA

3anycka Swipe ticker.

1. B rnaBHom npunoxeHun AMC nepenante B MeHto: KoHdurypauua > Mpodunu
nonb3oBaTenemn.

2. 3arpysuTe umA NpoduIa HY>KHOTo oneparopa.

3. B T1abnuue BbibepuTte NMpunoxxenna Map cuctembl Access Manager > CneuunanbHbie
cyHKUUM > Swipe ticker .
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3anyck Swipe ticker

4

B Map View wwenkHute , UTODObI 3aMyCTUTb MHCTPYMEHT.

Bbibop cuuTbiBaTeneu gna HabnwogeHus

Ecnu cunTbiBaTenu elle He BbibpaHbl UMW Bbl XOTUTE U3MEHWUTb BbIDOpP, BbIMOMNHUTE
crnepywolimMe 4enNcTBuUA:

B okHe Swipe ticker HakKMuTe KHOMKY (Hactpowku).

OTKpoeTcA OKHO PUNbTP YCTPOUCTB.

B fepeBe yCTPOWCTB yCTaHOBUTE (hNaXKKW HanpoOTUB NMPOXOLOB UMK CUMTbIBATENEN,
KoTopble TpebyeTtcsa oTcnexuBaTtb. Pnaxku paboTtaloT cnenyowmm obpasom:

Ecnu BbIbpaTh npoxon, No ymMonuaHuio byayT BbibpaHbl Bce NOgUMHEHHbIE YCTPOMCTRA.
@naxku oTAeNbHbIX NOAYUHEHHBIX YCTPOWCTB 3aTEM MOXHO CHATb, €CMIU OHW He
TpebytoTcA.

Ecnu BbibpaHbl BCce foUepHHUe aNeMeHTbl POAUTENBCKOIO YCTPOMCTBA, (hNaXxokK
poauTenbckoro obbekta otobpaxaercsa benbiMm LBeToM. ECcnu BbibpaHa ToNbKo uacTb
3NeMEeHTOB, hNaXKOK POAUTENBCKOro obbekTa oTobparkaeTcA cepbiM LBETOM.

Haxxmute kHonky OK, uToObl 3aBepLIUTb BbIOOP cuMTbiBaTENEN M 3aKPbITh OKHO PUNBTP
YCTPOMCTB.

OTob6pakeHue BbIOpPaHHbIX CUMUTbIBaTEeNnen Ha KapTe

>
=
=

OBaxkabl WenkHUTe 3anucb B Swipe ticker.

Swipe ticker aBTomMaTMuecku npuocTtaHaBnMBaeTcA.

B rnaBHOM okHe oToGpasuTcAa Map view, nepBas COOTBETCTBYIOLWAA CLEeHa KapTbl B
nepapxuu KapT, U OyaeT BblAeNeH CUMTbiBaTeNb, KOTOPbIW Bbl ABaXAbl WENKHYMH.

MpuoctaHoBka Swipe ticker

B okHe Swipe ticker wenkHuTe MNU ABaXAbl LENKHWUTE 3anucb B CNUCKe, UToObI
NPUOCTAHOBUTb AMHaMUUecKkoe oTobpakeHue.

OuHamunueckoe otobpaxkeHne byaeT npuocTaHoBNeHO. Bxogawime 3anmcu cobbitui
nomewatorca B bydep, Ho He oTobpaxkatroTcA.

B Hauano cnvcka gobaBnsetcA yBegoMeHMe 0 TOM, UTO NMOTOK CODbITUI MPUOCTAaHOBIEH.

Bo3o6HOBNeHMe npuocTtaHoBneHHoro Swipe ticker

B okHe Swipe ticker HaxxmuTe , UTOObl BO30OHOBUTbL IMHAMHUUECKOE
oTobpaxeHue.

[JMHaAMHUUECKUI CNUMCOK OTODpaXkaeT B XPOHONOrMueckom nopsaaKke (cHauana camble
HOBble) BCe cobbITMA AOCTyna, Nnpousolleflle Ha BbiDpaHHbIX CUMTbIBATENAX 3a
nocneaHve 10 MUHyT (Makcumym 50).

CobbiTHA gocTyna, KoTopble cTaplie 50 cambix HOBbIX UNnu cTtaplue 10 MUHYT, yaansatoTca
U3 Crnucka.

HoBble cobbiTHA gOCTyna cHoBa oTobOpaXkatoTcA B peanbHOM BPEMEHU MO Mepe UX
noABNEHMA.
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Oy6nupoBaHue Swipe ticker B oTaenbHOM OKHe
ObpatuTe BHMMaHWeE, UTO B KaXKAblh MOMEHT BPEMEHU MOXHO OTKPbITb TONTbKO OLHO OKHO
nybnukarta Swipe ticker.

1. B okHe Swipe ticker wenkHute (JononHWTENbHOE OKHO).
OToenbHOe OKHO ABnAeTcA Ay0nnKaTtoM U He 3aBUCUT OT Swipe ticker B rmaBHOM OKHe.
OHO MOAUYMHAETCA TEM >KEe HACTPOMKaM.
Opyrve npunoxeHusa Map View, Takne Kak CMUCOK TPEBOT, TeNepb MOXHO MCMONb30BaThb
napannenbHo B rMaBHOM OKHe.

2. Tlocne 3aBeplieHUA paboTbl C OTAENbHbIM OKHOM MCMOMNb3yMTe CTPOKY 3arofioBKa, utoobl
3aKpbITb €ro.

33.1 Ocobble cnyuau

MpunoxxeHue Swipe ticker B Map View u aBepu ¢ mogynamu B901

[Ona npegoctaBneHnA NpaBUNbHOM MHOPMaLKUK NpunoxeHuo Swipe ticker B
npeacrasneHnn AMS Map View naeHTUmrKaTopbl ABepen ¢ moaynamu B901 aonxHbl
CcoBMaaathb C UAeHTUMKATOpPaAMK UX ABEPHbIX ToueK. Hanpumep, ABepb 1 gomkHa ObITb
HasHaueHa ABepHOM Touke 1, ABepb 2 ABEPHOM TOUKe 2 U T. 4.

Doors 1 - 4 Door 1

Door Mame Text Do

Door Mame Text (Second Language)

_Door Saurce | SO (B901)

Entry Area 1

Lzzociated Keypad # pad 1

Custom Function sabled

Door Point 1

Doaor Poirt Debounce B00ms G00me G00me G00me
T A

ITU Ha3HaueHunA Ans KoHTponnepa aseper B901 BbinonHATCA B MHCTpyMeHTe RPS ann

HACTPOMKM OXPaHHbIX NMaHeNnen U KOHTPONNepoB.
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34

Pe3epBHOE KONUpPOBaHUE U BOCCTAaHOBNEHUE

OyHKUMA Pe3epBHOE KONMpOBaHUE U BOCCTAHOBNEHUE NO3BOMAET NEPEHOCUTb CUCTEMY
BMecCTe C ee faHHbiMK B cucteMy AMS HOBOM BEPCHMU MU HA HOBbIM KOMMbIOTEP.

Pe3epBHOe KONMpPOBaHWE U BOCCTAHOBNEHUE MOXET BbIMO/THATLCA TONTbKO Ha KOMMblOTEPE C
yCTaHOBNeHHbIM cepBepoM AMS. B meHto «llyck» Windows nmetoTcs aBa sipnbika:

- AMS — pe3sepBHOe KONMUMpOBaHUe — /1 CO3aHUA Pe3epBHON KOMNUHK

— AMS — BoccTaHOBNEeHUe — [i/17 BOCCTAaHOB/IEHUA U3 Pe3epPBHOM KOMWUMU:

Access Management System

- AccessIPConfig

5 - Backup

- Configuration Collector

5 - DB Password Change

M

34.1 Co3pnaHue pe3epBHOU KOMUU CUCTEMDI
B aTOM pasgene onucbiBaeTcs, Kak co3daTbh Pe3epBHYIO KOMUIo NpunoxeHunsa AMS U Kak HaWTu
dannbl pesepBHOM Konuu SQL Server.
Co3aaHue pe3epBHOW KONMUU npunoxeHua AMS
1. B meHto «lyck» Windows LienKHUTe NpaBon KHONKOM MbiliM AMS — pesepBHOe
KonupoBaHue 1 BbibepuTe 3anycK OT MMEHU afMUHUCTpaTopa.
—  3anycTutcA MHCTPYMeHT Pe3epBHOEe KONMMPOBAHWE U BOCCTAHOBINEHHUE C YyXKe
BblIbpaHHbIM pexumom Pe3epBHOe KonupoBaHuUe.
B BackupandRestore X
Bz (O Restore
“ C:\Users\Administrator \DOCUMENTS \Backups\AccessEngine
Cancel
2.  YKaxuTe nyTb ANA cOXpaHeHusa danna .Gz.
3.  Haxmute Myck, utoObl 3aNyCTUTb PE3EPBHOE KOMUpPOBaHHMeE.
-  WHcTpymeHT Pe3sepBHOEe KONMUPOBaHWE U BOCCTAaHOBNEHUE CO34acT oauH dann .Gz,
oTobpaxkasa Xo4 BbINMOMHEHWA BO BCMN/bIBAKOLLEM OKHeE.
4. CkonupywWTte 3TOT hpann B besonacHoe MecTo Ha ApYyroM KomnbloTepe. YtobObl He noTepATb
[aHHble, He OCTaBNAWTE eAMHCTBEHHYIO KOMNUIo Ha cepBepe DMS.
Mouck u KonupoBsaHue hainoB pesepBHOW Konuu SQL Server
1. Ucnonbays MNMpoBoaHUK Ha KoMMNbloTepe cepBepa AMS, nepenaunTe K nanke, B KOTOpow
SQL Server xpaHuT hannbl . BAK.
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—  TyTb K chbanny BbIrNAAMUT cneayowmm obpasom, rae <version> M <instance name>

— nepemMeHHble, 3aBUCALLUE OT Ballen CUCTEeMDbI:
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M

SSQL\Backup\

- VmeHa pannos umetoT creayroLlmni popmar:

acedb.80fzedb0-eb71-43ab-b2b6-db2517d4d6c7 . bak
Bosch.AlarmDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.EventDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7 . bak
Bosch.MapDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7 .bak
Bosch.MapViewDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.StatesDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak

2. CkonupyH1Te Bce (pamnbl .BAK B be3onacHoOe MecTo Ha CBoeM KomnbtoTepe. UTobbl He
noTepATb AaHHble, He OCTaBNANTE eAUHCTBEHHbIE KOMWKU Ha cepBepe DMS.
3ameuaHue!

MyTb NO yMONUaHMIO K XypHany cobbituin AMS:
C:\Program Files (x86)\Access Management System\Access Engine\AC\LgfLog\

34.2 BocctaHoBneHue U3 pe3epBHOU KONUU

MpepBapuTenbHblie TpeboBaHUA

Hanuuue darna Gz, cosgaHHOro HHCTpyMeHToM Pe3epBHOe KonupoBaHUe U

BOCCTaHOBNEHHE.

Hanuuue cannoB .BAK, cO34aHHbIX cepBepoM SQL Server v coxpaHeHHbIX Bamu BO

BpeMsA npoueaypbl pe3epBHOro KONMPOBaHMA.

YueTHas 3anucb SQL c NnpaBaMW CUCTEMHOIO agMUHUCTPATOpa, HaNnpumMmep sa.

HomkHbiM 00pasom NoAroTOBNEHHbIN LeNeBOW KOMMNbIOTEP CO BCEMU HEODXOAMMbBIMMU

NULEH3UAMU U cepTUdUKaTaMMU:

—  TINuueHsuun. Ha ueneBom KomMmnbloTepe (Ha KOTOPOM Bbl BOCCTaHaBNMBaeTe AaHHble
M3 pe3epBHOM KOMWKU) KaK MUHUMYM OOMXKHbI MPUCYTCTBOBATb NMULEH3UMU,
3KBMBANEHTHbIE TEM, UTO ObINM Ha KOMMbIOTEPE, Ha KOTOPOM CO34aBanach
pe3epBHaA KomnuA.

—  Ceptudmkarbl. [1nA ntobbix KNMEHTOB Ha LLEeNeBOM KOMMbIOTEPE NOTPEOYOTCA HOBbIE
cepTUdMKaTbl, CO30aHHbIe B X0Ae YCTAHOBKM Ha LLeNeBOM KOMMbIOTEPE, a He Te,
yToObI ObINK CO3AaHbI MPU YCTAHOBKE HA UCXOAHOM KOMMbIOTEPE.

MHdopMaunto o co3gaHnm U yCTaHOBKE CEPTUUKATOB KTMEHTOB CM. B
PykoBopcTtBe no ycraHoske AMS.

Mpouepnypa

1. B nporpamme AMS HaxkmuTe dann > Bbixoa, utobbl 0OCTaHOBUTL NpunoxeHne AMS.

2. Korga pabota nporpammbl OyaeTt 3aBeplieHa, 3anycTute npunoxxeHue Cnyx6bl Windows
u ybenutecnb, Uto BCe CNyX0Obl Access Engine U Access Management System
OCTaHOB/EHbI. B NpOTMBHOM Cryyae OCTaHOBUTE UX TaM Xe.

3. Ecnu v Tonbko ecnu Bbl Ucnonb3syete RMAC (pe3epBHbii MAC) cO CBOMM OCHOBHbIM

MAC vnu 1. MAC, nepenaute K cnegyrollemMy noapasaeny v BbiMOMHUTE ONMMCAHHYIO Tam
npoueaypy, Npexae uem BbINMOMHATL 3TOT Wwar.
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CKONUpyMnTe coxpaHeHHble BamMK dannbl .BAK MSSQL ¢ ncxogHoro koMmnbkoTepa no
aHanorMyHoMmy nyTM Ha HOBOM KOMIMblOTEPE.
—  TyTb K dpanny BbIrNAOWT cnefyowMm obpasom, rae <version> U <instance name>
— NepemeHHble, 3aBUCALLME OT Ballel CUCTEMDbI:
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M
SSQL\Backup\
B meHto «Myck» Windows LWenKkHUTe NpaBoW KHOMKOW Mbili AMS — BocCTaHOBNEHUE U
BbibepuTe 3anycKk OT UMEHU agMUHUCTpPaTopa.
—  3anyctuTtcAa MHCTpyMeHT Pe3epBHOe KONMUMpPOBaHME U BOCCTAaHOBMEHHUE C yXe
BblbpaHHbIM pexumom BoccTtaHoBneHue.
Haxkmute KHOMKY [...], uToObl HaMTK haln pesepBHON KONUK GZ B hal/IOBON CUCTEME, U
HaXXMUTe OTKpPbITb, UTOObLI BbIOpaTh €ro.

(") Badkup (®) Restore
|| C:‘n,l..lsers‘.,ﬂdministrator\DDCUMENTS\Badcups‘.,ﬂccessEngineV| E

Open
4 E| > ThisPC » Documents v O Search Documents

Organize - Mew folder - [ @

=

% Documents 63 MName Date modified

| Pictures Backups 102018 12 File folder

Workspace SOL Server Management Studio 03.2018 File folder

3 This PC Vizual Studic 2015 05, V1T File folder

I Desktop
@ Documents
4 Downloads
J’ Music

&=/ Pictures

B Videos

2. Local Disk (C:)

oF Metwork v <

File name: || v| ACE Backupfile (*.GZ)

HaxmuTte Myck, uTobbl HauaTb NPOLECC BOCCTAHOBNEHMUA.

MpK oTobpaXkeHWKU 3anpoca yuyeTHbIX AaHHbIX ANA cepBepa BBEAUTE YUETHbIe JaHHble
nonb3osBaTend MSSQL ¢ npaBaMu CUCTEMHOIO aAMUHKUCTPaTOPa, HaNpUMep sa, a He
yueTHble AaHHble [NA BXOo4a Ha KOMMblOTep cepsepa.
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34.2.1

- HauHeTcA npouecc BOCCTaHOBNEHMUA.

B)] BackupAndRestore >

(O Backup
|| C:\Jsers\Administrator \Documents\ACE. GZ . Start

Reading compressed file Cancel

9. o 3aBeplIeHUU NpoLecca BOCCTAHOBNEHWSA 3anycTUTe npunoxeHue Cnyx6bl Windows
M BPYUHYIO MepesanycTute Bce cnyxbbl Access Engine UM Access Management System.

10. 3anycTuTe NporpaMmy HaCTPOMKMU cepBepa AMS Server Setup.exe OT UMEHU
aiMMHHWCTPaTOPa, YTOObI MOBTOPHO CMHXPOHU3WPOBATb PE3EPBHYIO KOMUIO AaHHbIX C
TEKYWWMUMHU JaHHBbIMKU CUCTEMDbDI.

Cwm.
—  Cos0aHue pe3epBHOM Konuu cuctemsl, CTpaHuya 262

BocctaHoBneHue RMAC B HOBOM yCTaHOBKeE
MpumeuaHue. 3Ta npouenypa NnpMMeHUMa TONMbKO B Cryyae, KOrga Bbl BOCCTaHaBNMBaeTe Ha
apyrom obopynosaHum cuctemy ¢ MAC 1 RMAC 13 pe3epBHON KOMUU.

BBepeHue
Ecnu Bbl BoCCTaHaBNMBaeTe CUCTEMY U3 PE3EPBHOM KOMWKU HA HOBbLIX KOMMbIOTEPAX, TO
BMecTo npexxHux IP-agpecos MAC n RMAC, coxpaHeHHbIX B hain pe3epBHON KOMUU, HYXKHO
3apatb |IP-agpeca HoBoro obopynoBaHmA. [INA 3TOro HY>KHO 3aMyCTUTb MHCTPYMEHT
MACInstaller Ha HoBOM 060pyAOBaHWH.
MHcTpymeHT MACInstaller HaxoauTca B nanke \AddOns\MultiMAC\MACInstaller.exe Ha
YCTaHOBOUYHOM HOCHUTenNe.
PaboTa ¢ MHcTpymeHTOM MACInstaller nogpobHo onucbiBaeTca B rnaBe Mcrnosnb3oBaHHue
cpedcTBa ycraHoBku MAC, CtpaHuya 58.
Mpouenypa
1. 3anyctute nHcTpymeHT MACInstaller Ha KoMnbloTepe, Ha KoTopom paboTtaet 1.MAC. 3ToT
KOMMbIOTEP MOXET ObiTb cepBepoM DMS wnu BbigeneHHbiM cepBepom ansa 1.MAC.
- B MHCTpymMeHTe HacTpoiTe HoBble |P-anpeca ocHoBHOro MAC (TeKyLmMi KoMMbloTep)
n RMAC.
2. 3anyctute uHcTpyMeHT MACInstaller Ha komnbloTepe, Ha KoTopom pabotaeT RMAC.
— B MHCTpymeHTe HacTpoiTe HoBble IP-agpeca ocHoBHoro MAC 1 RMAC (TeKyLiui
KoMnbtoTep).
3. BepHuTech K wary, Ha KOTOpoM Bbl NpepBanu BbinonHeHue Mpouenypbl
BOCCTaHOBNEHHUA.

Cwm.
—  Hcnonb3zoBaHue cpedctBa yctaHoBku MAC, CrpaHuuya 58
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35 Hactpouka u ucnonb3osaHue kapt CEPAS

Tun kapT CEPAS ncnonb3yetca B CuHranype. Homepa kapt 6onblie oOblUHbIX, MO3TOMY B

nporpammHom obecneueHun goctyna BBegeH ocobbi TMn kapT CEPAS.

Hwxe onucaHo, Kak cnepgyet HacTpamBatb kKapTty CEPAS, BkntouaAa perncrpauuio atoro tmna

KapT BPYUHYIO B AMANOroBOM OKHe M\MNK C MoMOLLbio crelunanbHoro obopyaoBaHus ana

cuuTbiBaHnA ¢ USB.

Utobbl HacTpouTb kapTy CEPAS B cucTeMe ynpaBneHua goctynom (AMS):

MyTb K AMANOroBOMY OKHY

— B rnaBHom meHto KoHdurypauusa sBoibeprte OnpepeneHue KapTbl.

Utobbl akTMBUpOBaTh KapTy CEPAS, nepemectuTe CEPAS 64 Bit M3 CMMCKa AOCTYMHbIX

TUMOB KapT CfpaBa B CMMCOK aKTUBHbIX TUNOB KapT crieBa. [1nA 3TOro HaXKMUTe KHOMKY CO

cTpenkow Bneso [<].

MpumeuaHue. [Npun akTUBaLMK Ntoboro apyroro TMna KapTbl 64-6uTHyt0 KapTy CEPAS Henbas

aKTMBMPOBaTb. TOUHO TaK Ke, eCNv aKTUBMpPOBaHa 64-06uMTHas kapta CEPAS, kapTbl Apyroro

TMMNa aKTUBUPOBATb HEBO3MOXHO.

lMocne HaCTPOWMKK U peructpaunu 6onbluni HOMep KapTbl YKasblBaeTcA B AMANOroBbiX OKHAaX U

oTueTax NPUNOXEHUA AUCMeTYepa AMaNoroBbiX OKOH.

Huxe onncaHbl Hanbonee BaXkHble U3MEHEHWA B AMANOrOBbIX OKHax Npu HacTpolke CEPAS.

- Tepengute B rnaBHoe meHio AMS > [laHHble 0 nepcoHane > Muua.

1. CospavTte nonb3oBaTena WKW oTpeaakTUpyMTe cyllecTBytowero. [JononHUTENbHbIE
cBefeHuA cM. B pasaene CosldaHue OaHHbIX nepcoHana v ynpabrieHue MMH.

2. CoxpaHuTe

- B meHwo HaxxmuTe KapTbl.

3. Haxmwute B none Homep kapTbl.

4. BbibepuTe cunTbiBaTeNb B AMANTOTOBOM OKHE ANA PEerucrpaumun KapTbl.

5. HaxmuTe 3aperucrtpupoBatb KapTty.

- OTKpoeTcA AUanoroBoe OKHO Recording badge ID.[1nA BBOAA HOMepa KapThbl
HaCTOATENbHO peKkoMeHayeTcA ucnonb3oBatb USB-cuntbiBaTenb. 16 undgp kaptol CEPAS
TaK)Xe MOXHO BBECTU BPYUHYIO.

6. Haxmute Homep KapThbl.

7. TopnHecute Kapty CEPAS Kk cuutbiBaTento NFC USB, utobbl cumMtath Homep.

—  Homep KapTbl JONXXEH COOTBETCTBOBAaTb HOMEpPY, YKa3aHHOMY Ha KapTe.

8. Haxwmure |§h| yToObI BLIMOMHWUTE MOUCK KapThl.

9. BbibepuTe cunTbiBaTEND.

10. HaxmuTe CuuTtbiBaTeNb.. U NPUMOXUTE KapTy K cuntbiBatento NFC USB.

-  AKTMBMpoOBaHHaA KapTta byfeT HaWheHa U NpaBWNbHO oToOpaXkeHa.

Utobbl NONYUMTb JOCTYN C MOMOLLbI aKTUBUPOBAHHOM KapThbl, CieayrTe YyKasaHHbIM HUXe

MHCTPYKLMAM.

MyTb K AUANOrOBOMY OKHY

— [naBHoe meHo AMS > KoHdurypauua > [laHHble YCTPOUCTBaA

1. Onpepnenute AMC-4W. [lononHWUTeNbHble CBEAEHUA CM. B pasaene Mcrnonb3oBaHue
pedakTopa yCTPOMICTB.

2.  Onpepenute mofenb ABepew. [JononHUTeNbHble CBEAEHWUA CM. B pa3aene HacTpoika
BXx000B.

3. CoxpanuTe B .

- naBHoe MeHto AMS > CucTeMHble faHHble > ABTOpPU3aLUKU
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4. Co3spanTte HOBYIO aBTOPU3aLMIO U Ha3HaUbTe el paHee CO3[aHHbIA BXO.

5. CoxpaHute
— [naBHoe meHto AMS > [laHHble 0 nepcoHane > KapTbl
6. BbibepuTe NMLO M Ha3HaubTe eMy paHee CO3[aHHY aBTOpU3aLMio.

7. CoxpaHute

OrpaHuueHuna gna kapt CEPAS B AMS:

—  Ecnu kaptbl CEPAS aktnBMpytoTCcA B AMaNnOroBOM OKHe onpeaeneHua KapT, Apyrue Tunol
KapT MCMONb30BaTb HEMb3A.

- BHelwHWe cucTtembl, Takme kak IDEMIA, Suprema, nnatbl ANA CUCTEM 3alMTbl OT
BTOp>XeHUA, SimonsVoss, nudTel KONE, wkadbl Deister, PegaSys, OSS-SO, He
noagepxkunBatoT TN KapT CEPAS 1 He moryT ObiTb 06begnHeHbl B ogHY cuctemy AMS.
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Fnoccapuun
1.MAC (nepsBbiit koHTponnep MAC)

InaBHbIM KOHTponnep goctyna MAC B cucteme
BIS Access Engine (ACE) unu cucteme Access
Manager (AMS). OH MOXeT HaXOAWUTbCA HA TOM e
KomnbloTepe, uto u DMS, HO MOXeT, KakK
noguUMHeHHbIM KoHTponnep MAC, HaxoauTbCcA Ha
OTAEeNbHOM KoMmMbloTepe — cepBepe MAC.

ACS

OBLWHIN TEPMUH ANA CUCTEMbI YIpaBNeHuWn
noctynom Bosch, Hanpumep AMS (Access
Management System) unu ACE (BIS Access
Engine).

CSN
Bbibopbl HOMepa KapThl.
DCP

Maponb, U3 KOTOPOro cUCTeMa yrnpaBneHus
[OCTYNoM CO3[aeT rMaBHbINA KN, UCMONb3yeMblH
ONA WKWdPOBaHUA CETEBOIO NMOAKNIOUEHWSA KO
BCEM MOAYMHEHHbIM NTOKaNbHbIM KOHTPONNepam
poctyna (kKak npaBuno, 3to yctponctesa AMC).

DSN

MMA MCTOUHMKA OaHHbIX. MMA MCTOUHMKA AaHHbIX
B Open Database Connectivity (ODBC).

DTLS

Datagram Transport Layer Security — ato
6esonacHbI NPOTOKON CBA3U, KOTOPbIM
3almLuaeT oT NnoAcNyLWMBaHMUA U B3NoOMa.

IDS

CucTema OXpaHHOMW CUrHanM3aLuum, KoTopyto
TaK)Ke HasblBalT CUCTEMOW ODHapyXeHuUs
BTOPXKEHMUA.

MAC (rnaBHbIit KOHTpONNep AocTyna)

B cuctemMax KOHTPOMA U ynpasBneHusa O4OCTyrnom
cepBepHan nporpamMmma, Kotopana KOOpAUHUpPYeT
paboTy NoKamnbHbIX KOHTPOMNNEPOB AocTyna (Kak
npaBuo, 3TO MOAYNbHbIE KOHTPOMNEPbI AOCTYyna
(AMC)) v ynpaBnseT umu.

REX

«3anpoc Ha Bbixoa». CUrHan 3anpoca Ha
oTnMpaHue ABepu U3HYTPU AnA obecneveHun
Bbixofa. OBblUHO CUIHAN UHULMKUPYETCH
Ha)KaTMeM KHOMKW UMW PYUKK C BHYTPEHHEN yacTu
npoxoaa, a MHoraa — AEeTEKTOPOM ABUKEHUA.

RMAC

PesepBHbIN rMaBHbIM KOHTponnep aoctyna (MAC),
KOTOpPbIN ABNAETCA CUHXPOHM3UPOBAHHOM Mapou
cyulecTBytowero koHtponnepa MAC v npuHumaet
Ha cebnA ynpaBneHue AaHHbIMKU B cnyyae cbosa unu
OTKMHOUEHWUA OCHOBHOIO KOHTpOnnepa.

RPS (Remote Programming Software)

MporpammMmHoe obecneyeHne yganeHHoro
nporpamMmMupoBaHua. MNporpamMmma, Kotopas
ynpasnseT NoKapHbIMU UMK OXPaHHbIMMU
naHenaMu ynpaBneHus B CETU.

Smartintego

Linchpoean cuctema 6nokMpoBku oT Simons Voss
Technologies. Smartlntego uHTerpupyetca c
HEKOTOPbIMWU CUCTEMAMWU KOHTPONA JOCTyrna
Bosch.

AnnapaTtHbiit kntou AMC

BHYTpeHHMI Ko NPOBEPKK NOANUHHOCTH,
KoTopbi AMC co3aaeT Ha OCHOBe onpeAeneHHbixX
napameTpoB obopynoBaHusa. OH He oTobOparkaeTcs
nonb3oBaTensMm.

Benblit cnucok (Smartintego)

Benblt cNMCOK — 3TO CNMCOK HOMEPOB KapT,
KOTOPbIM XpPaHWUTCA MOKaNbHO Ha CUMTbIBATENAX
KapT cucteMbl bnoknpoBku Smartintego. Ecnu
MAC cuuTbiBaTeENA HE B CETHU, CUMUTbIBATENb
npenocTaBnAeT 4OCTYN KapTam, HOMepa KOTopbIX
coaep)artca B NoKanbHOM Oenom crnucke.

BepudukaumoHHbiit PIN-kopg,

NMUUHBbIA MaeHTUdUKALUOHHBLIM HoMep (PIN)
MCMNONb3yeTca B coueTaHWU C PU3UUECKUMU
YyUeTHbIMUW aHHbIMK AnA obecneueHusa bonee
BbICOKOW CTeneHn 6e30onacHoCTH.

FnaBHbIX KoY

Kop, co3gaHHbIM CUCTEMOMW M3 Naposifa CBA3KU C
yctporcteom (DCP) 1 ucnonb3ayemblii ans
3alMTbl YCTPOWCTB yNpaBneHusa AOCTYMNOM.
[naBHbIM KNOU He oTobpakaeTcA Nonb3oBaTtenaMm.

rpynna nudrta

lpynna nUdTOB, KOTOPblE COBMECTHO
0bCny)XMBaloOT OfIHU U Te e aTaxu. Kaxaan
rpynna nudToB ynpaBnAeTcs cepBepom BBoAa
HanpaBneHun (Destination Entry Server - DES).
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3anpet NOBTOPHOro npoxoaa HopmanbHbIi peXxum

MpocTasa popma MOHUTOPUHIA
nocnenoBaTeNbHOCTM AOCTyMNa, He No3BoNALWan
Bnafenbly KapTbl ABaXKabl BOUTU B
onpeaeneHHy obnactb B TeUeHUe
onpeneneHHoro nepuoaa BpemMeHu (ecnu 3a 31o
BpeMSA KapTa He Oblna cKkaHWpoBaHa Ans BbixoAa
13 obnactu). 3ta PyHKLUMA He No3BonAeT
nepenasartb YUeTHble AaHHble oA NOBTOPHOro
MCMNONb30BaHUA HA BXOAE APYrMM UENOBEKOM, He
MMERLLMM COOTBETCTBYIOLLMX NpaB.

UpenTudbukaumoHHbin PIN-kog,

NTMUHBIA MaeHTUUKaLUUOHHBbIM HoMmep (PIN-koa)
npencTtaBnAeT cobol eAUHCTBEHHbIE YUEeTHbIe
JaHHble, HeobxoauMble AnA gocTtyna.

UHcTpymeHT IPConfig

OTaoenbHaa OONONHUTENbHAA NporpaMma ans
HACTPOMKKM NapamMeTpoB CEeTW U CETEBOW
6e30nacHOCTU B cUCTEME YNpaBneHUsa AOCTYNOM.

KoHTponb nocnegoBaTenbHOCTU focTyna

OTcnexuBaHWe yenoBeka Unv aBTomobuns,
nepemMellarlLeroca U3 ogHon onpeaeneHHomn
obnactv B Apyryto, NyTeM 3aMUCKU KaXkgoro
CKaHWpPOBaHUA WOEHTUMDUKALUOHHON KapTbl U
npefocTaBneHna oCcTyna ToNbKo B obnacTax, rae
KapTa y»e bblna ckaHuMpoBaHa.

NokanbHbi KOHTponnep aoctyna (LAC)

AnnapaTHoe yCTpOMCTBO, KOTOpOe OTnpaBnsaeT
KOMaHZbl AocTyna nepudeprimHbIM yCTporcTBaM
KOHTPONA AOCTyNna, TaKUM KaK CUMUTbIBATENU U
ONOKMPOBKM, U 0OpabaTbiBaeT 3anNpocChl C 3TOrO
obopynoBaHWA 4NA BCEW CUCTEMbI KOHTPONA
poctyna. Hanbonee pacnpoctpaHeHHbiM LAC
ABNAETCA MOAYNbHbBIA KOHTPONNEp AOCTyNa UK
AMC.

Mopenb aBepein

XpaHWMbIM NporpamMmMHbIi WabnoH
onpegeneHHoro Tuna exoda. Mogenuv asepen
ynpouwaT onpefeneHne BXoAoB B CUCTEMAX
KOHTpONA gocTyna.

HapexxHocTb napons

Hage>KHOCTb Napons uamepsaeTca Ha OCHOBe
TakUX PaKTOpPOB, KaK CNyYalHOCTb, UUCO

AOCTYNMHbIX CUMBOJTIOB U d)aKTVILIECKoe KONnn4yectBo

MCMNOoNb3yeMbIX CUMBO/OB.

B HopmanbHOM pexume, B OTIMUME OT OPUCHOTO,
AOCTYN npenocTaBnAeTcA TONbKO Nuuam,
npeabABUBLUMM CUMTbIBATENO AEWCTBUTENbHbIE
YyUeTHble flaHHble.

Ob6nacTb (MOCTaHOBKa Ha OXpaHy)

pynnMpoBaHWe NPOXOAOB B paMKax MoAenu
npoxoda 14 B cuctemMe ynpaBneHus AOCTYMNOM.
MocTaHOBKA OXPAHHOW CUCTEMbl Ha OXPaHy WU
CHATWE ee C OXpaHbl Ha MOOOM U3 3TUX MPOXOAO0B
npuBeneT K TaKomMy e )J,el;ICTBVII-O B OTHOLWEHUH
BCEX OCTallbHbIX NMPOXOA0B, Y KOTOPbIX NapameTp
«ObnacTb MOCTAHOBKK Ha OXpaHy» MMeeT Takoe
e oflHObyKkBeHHOe obo3HaueHue.

OchUCHBIN pexum

lNpuocTaHOBKa KOHTPO/A AOCTYNa Ha BXOAE B
pabouee Bpems.

MepeHanpaBuTenb BBoAaa HanpaBneHuk (DER)

KomnbloTep Ha TOM e YpOBHe, UTo U cepBep
BBoda HanpasneHun (DES) B cucteme Otis
CompassPlus. OH nogknoyaeTca KO BCEM
rpynnam nudTa; ero sagava — 370 NoBbllleHWe
3phekTBHOCTM ycTponcTte DES.

MpepynpexxaeHue o6 yrpose

CWUrHan TPeBOrH, KOTOPbIN aKTUBUPYET YPOBEHb
yrpo3bl. YNONHOMOUEHHbIE NULa MOTYT
aKTMBUPOBATb NpeaynpexneHue ob yrpose ¢
NMOMOLLbIO KPaTKOBPEMEHHOTO AeWCTBUA,
Hanpvmep B NoNnb30BaTeNbCKOM UHTepdece
onepaTopa, C NOMOLLbI annapaTtHoro curHana
(HanpuMep, KHOMKK) UNU NpeabsaBUB
crneuunanbHyo KapTy Ansa npeaynpexiaeHusa ob
yrpose Ha nobom cuuTbiBaTerne.

Mpoxop,

TepMuH «poxoa» 03HaUaeT BECb MEXAHWU3M
KOHTPONA AoCTyna B Touyke Bxoda. OH BKMtouaeT
cuWTbiBaTENM, 3anupaemMbl bapbep
onpeaeneHHon opmbl U Npoueaypy A0CTyNa,
onpenenseMyl npeaBapuTenbHO 3aaHHbIMU
nocnenoBaTeNnbHOCTAMM 3MTEKTPOHHbBIX CUTHANoB,
KOTOpble NnepeaaroTca Mexay afneMeHTaMu
obopynoBaHuA.
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Mpoxon BNNOTHYIO

Obxop cuMcTeEMbI KOHTPONA AOCTyna nyTem
MNOTHOrO CNefoBaHUA Ha BXOAe 3a Bnagenblem
KapTbl C COOTBETCTBYIOWKWMU paspelleHnamu bes
npeabABNeHUA COOCTBEHHbIX YUETHbIX AaHHbIX.

PeXXum KoHcUrypupoBaHusa

CocCTOsiHME MO YMONTUaHUIO YCTPOMCTB
ynpaBneHuA OOCTYNOM B pefaKTope YCTPOMUCTB.
M3MeHeHUs BCTynawT B CUNY M NepedatoTcs B
NOAUMHEHHbIE YCTPOMCTBA HEMEAEHHO.

Pexxum paboTbl

CocTofiHMe YyCTPOMCTBA yNpaBneHWs 4OCTYMOM B
pegakTope yCTPOMCTB, KOrga OHO OTBeYaeT Ha
KOMaH[bl, MOCbiNnaemMble BHe pegakTopa
YCTPOUCTB. MI3MeHeHUsA KOH(UTypaLnuu BCTynaroT
B CUy TONbKO MOC/Ee 3aBePLIEHUA pexnma
paboTbl M BOCCTAHOBNEHWUA pPeXuma
KOHUTypUpPOBaHHSA.

CepBep MAC

ObopynoBaHue: KoMmnbloTep A (Kpome cepBepa
DMS) B cucteme Access Engine (ACE) unu
cuctemMe ynpasneHnua goctynom (AMC), roe
pabotaet koHTponnep MAC vnu RMAC.

CepBep BBOAa HanpasneHui (DES)

KomnbtoTep, KOTOPbIKM ynpasnaeT nMTOBbIM
XONNoM ANA ONTUMU3ALMKU BPEMEHU MOE3A0K.

Cuctema gucneTuepusauumu HanpaBneHuin
(Destination Dispatching System - DDS)

TaKXXe U3BECTHas Kak cucTema yrnpaBleHus
HanpaBneHuamu (Destination Management
System), HO cnegyeT UCNONb30BaTb TONbKO
abbpesuatypy DDS. Otis CompassPlus —aT0
pasHoBuaHocTb DDS.

Cucrtema ynpasneHusa gaHHbimu (DMS)

Mpouecc BepxHeEro ypoBHA AMA yNpaBieHus
OaHHbIMU KOHTpONA goctyna B cucteme. DMS
nepenaet faHHble FMaBHbIM KOHTpONnepam
poctyna (MAC), koTopble, B CBOKO ouepefab,
NpefoCcTaBnAOT AaHHble NOKaNbHbIM
KOHTponnepam goctyna (kak npasuno, AMC).

CnyuaiHbin kniou XKK-gaucnnesn

BpeMeHHbI OyKBEHHO-LMMDPOBOM Kofd, KOTOPbIN
AMC co3paeT 3aHOBO MPU Kax4oMn 3arpyske.
Kntou MoxeT ObiTb OTOOpaXkeH Ha
KUOKOKpUCTannMueckux gucnneax (XKK-

aucnneax) AMC u MoxeT 3anpalimMBaTbcs
nporpaMMHbIMW CpeacTBaMu ans
ayTeHTUUKaLKUK CeTEBbIX COeQMHEHUN.

TepmuHan BBoaa HanpaBneHuit (Destination Entry
Terminal - DET)

YCTPOWCTBO, Ha KOTOPOM MacCa)Kup nudta MOXKeT
BBECTW MECTO HasHaueHMWA ANns rpynnbl NMAQOTOB.

Touka

[aTunk ona obHapy>KeHWs BTOPXKEHUA B
oxpaHsAeMyto obnactb. B HeKoTopbIx cnyvasx
BMECTO TEPMUHA «TOUKa» MOXET ynoTpebnaTbca
TEPMUH «30HA» UMK «JaTUNK».

Touka cbopa

MecTo, rae, COrnacHoO MHCTPYKLUWUU, AOMXKHbI
cobpartbca W xhaTb NOAM NOCHe 3BaKyaunu
34aHuA.

WYHT

ONA noAaBneHWA TPeBOTW NpU onpeaeneHHbIX
obcTtoATenbCcTBaXx.
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