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U E| { @ Division:

« System data rList of available special davs
Date (cur. year) | Description Day model Division

Mi 01/01/2014  Mew Year DMAC-Holiday Cammar

Mo 01/20/2014 | Martin Luther King Jr. Day DMAC-Holiday Common

Mo 02f17/2014 | Presidents' Day DMAC-Holiday COrmmon

Fﬂ Mo 0526/2014 | Memorial Day DMAC-Holiday Common
G) Day models Fr 07/04/2014  Independence Day DIMAC-Holiday Common
Mo 09{01/2014 | Labor Day DMAC-Holiday Cammar

Mo 10/13/2014 | Columbus Day DIMAC-Holiday Zormmon

F(S) Time models Di 11§11}2014 | Yeterans' Day DMAC-Holiday COrmmon
Do 11/27/2014 | Thanksgiving Day DMAC-Holiday Common

Do 12/25/2014 | Christmas Day DIMAC-Holiday Common

4] | i

Create, modify, or delete a special day

Description: I Columbus Day

Dayw model: IDMAC-HDIiday : Holiday @ Common j
Date: I 1001 fH*4+ ﬁ Ievery wear ﬂ

Days ko add: I? ﬁ
Wk day: I Montag:  after the date j

Date in this year: | Ma 10{13(2014

Priotity: |6D j Walid from: I 3: unikil: I 3:
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« System data rList of available day models of the access control
Day model Description Skark kime End time Skark kime End time Skart kime End time Division |
E S CMACHelidsy Fioliday DT:00:00 AM_ 07:00:00 A1 Common |
DMAC-none none Zormon
9@ Time models
4| | i

Create, modify, or delete day models of the access control

Mame: | DMAC-Holiday Diescription: IHoIiday
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« System dsta [~ Time model of the access control
Mame: I,q|| Description: I

Special o
E pecial days Period: E Reference date: |Tu 07/21}2015 = [¥ Ignare special days
Presiew

|E Day models

r#Assignment of day models

Mo, |Day model 6:00AM 12:00PM 6;00PM |Descr|pt|on Date (1st period) ‘DIVISIDI’

7274568 DMAC-Hali... Haliday Di 07/21/2015  Camme

7274565 DMAC-Holi... Holiday i 07/22{2015  Comme

7274569 DMAC-Holi, .. Holiday Do 07/23/2015  Comme

7274570 DMAC-Hali, .. Haliday Fr 07/24/2015  Commc

F274571 DMAC-Holi... Holiday Sa 07)25/2015  Cornme

41 | 2
Holidary Day model ” 6:00AM 12:00PM 6:00PM ||Description ‘ Date (15t period) ‘Divisiar
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Tue 27/06/2006 | Weekday i
‘w'ed 28/06/2006 | weekday
Thu 29/06/2008 | Weekday
Fri 2006/2006 | Weekday
Sat 01/07/2008  weekend =
Sun 02407 /2006 | Weekend
ton 03/07 /2008 | \wWeekday e —— — — |
Tue 04/07/2006 | DMAC-Hali. R EE Halic
Wwed 05/07/2006 | Weekday
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Sat 08/07 /2006 | Weekend
Sun 09/07 /2006 | Weekend
Mon 10407 /2006 | wWeekday
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« System data [~ Time model of the access control
Mame: | gl Description: I
E Specisl days Period: ﬁ Reference date: [74 0772102015 = ¥ Ignore special days
Frexview |
|E® Day models
#Assignment of day models

Mo, |Day model 6:00AM 12:00PM &:00PM |Descrintion Date (1st period) ‘Diviswor
7274565 DMAC-Hol,. Holiday Di 07j21(2015  Comme
7274568 DMACHOl,. Holiday Mi 07j22{2015 | Comme
7274569 DMAC-Hol... Holiday Do 07/23{2015  Commc
7274570 | DMAC-Hali, . Holiday Fr 07/24/2015  Commc
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Comme
4 | |
Holiday Day model ” 6:00AM 12:00PM 6:00PM ||Descr|pt|on | Date (1st period) ‘Dlwswor
4| |
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g..iE DMS
B-fg MAC

Controller interface

IP address [ host name

Part number

Davice communication passwaord

Description:

Communication ta host enabled:

Interface type:

AMC 4R4 Inputs Outputs  Terminals

Name : [AMC 4-R4-1

AMC
O
[ms™ &
t [AMC-AR4WM-1

=

: Configured at this device

Bootloader: LCHWOOEZ RUM
Prngram:|
Pawer supply supervision: [
Mo LAC accounting:
Division: | common
AMC G lolso (pgSi
wogll dloionll pasll doleoll
slowl e Jguandl (olji8l) Winall slini] (pousy Goml Wil agae Salll 8aag ouwl
13] L)l owiw] podiwall (ol 3SJg Bayy0 18408
Ol e S (T wawd claw3l sal cdsyiwl dad) &la 16 -1
B3y49 0dm Ul9fzall
NENNGZY] :8a8) & oml @yl Saill 8aag Lawg
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O30 = Lwlyol | jLiadl dila) Jhseo = 0 Jlaidl (uSai i
GO pSall Olaag (e WSl Olgayl juis (8590 pé auaally
/(1500) apaally Juaidl dla J] 8jgaSl spaub | jLIASI &3) (j5un = 1
A(Ub=o (80390

G AMS Jai ] L3l &ila syoai ] (596

60 gmg «U8go (JSuiy JLaidl poc 2idg
Jbiadlg (paSil 85le3

Sl ) dgwgll ;9 pSalll plai dysai (5984
RIVEVEETI LY TN LORVREVILET) P JRRVEV-
Slali Jsuiy pSaill sjgal

s8Il pbg AMC Olaag jlial 0Ll saa
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(oo (Jlol 20 DTLS jic MAC 8aagy

AMC (le 5g 1 @8yl DIP (,alian bys (o oS
Uil 269 (e
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dealgll ggi

woud DHCP dhwlgy IP (uglic yapaii ©i 13]
Sy Cuny AMC 8aag) aSwidl pwl p8gi Maic
Gin (a2 3ole] diloc 32y AMC 28g0 3yaai
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Jasl DHCP (jga (o OSwidl J] duwilly

AP ()lgic

Uleic of &Swidl puwl
AMC 8aag) IP

wusell pwl/IP (jlgic

MAC (Jilwy aliw s3I AMC daio gm |3

10001 : (09
(polns)

Jaiall d)

48Ls] Olaleo

2 .AMC (J] dlrani way (s31 aolipdl calo ol
MAC jlga 8 BIN Jdo (9 839giall aolpll
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(UPS) dshaiall pe d8Uall 5jgo 3gog piny
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&blpall bydii = 1

814) diagiais o =0
(89300 e jLiadl
JLiadl &l4) ladiio =1

(33320

d8lall 3jg0 dublje

150 Jozi LUl AMC 8jga3 odm jLiadl &ila saa
WOl caw @blio J] Jawgll (3a pogil
Olsagll sac Glo3l MAC jlga wuuing Cya
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e AMC (518g Ul 1am syani @i 13] aif 1aad
Jgogll gie AMC (le jioipmd (ijiidl (Joio
o 181 ¥ 3] qolasjdl bayauid] Gbliall )

LSS JolsUl slasil (Il Jgogll (§a

.o ,ouuﬁ‘zu Bjro CUlS 13] bhad Laile aef "ole" duslyigdl doysll

o] |

AMC (Jalae (pgSi

AMC 45 Inputs lDulpuls] Terminalsl

M arne | Serial resiztor ‘ Parallel resistar Tirne model Messages
01. AMC 4w 2k2 i 1K2 <Ma time model> 03, Open. close, Line cut, shart circuit
US,IAME. 4W8 none noﬁe | Mo tirﬁe mu:u.:.lel>. an,
04, AMC 40048 none none <Mo time model: na.
05, AMC 4448 none none <Mo time model: na.
06, AMC 4448 none none <Mo time model: na.
07, AMC 4948 none nohe <Mo time model: na,
03, AMC 4448 none nohe <Mo time model: aa.
Input type
" Digital mode_single & Apalog mode, 4 state
Ewvents Resistors
; zerial parallel
Time model. | <Mo time model ¥ | ot o
: s [ 1K v 1K
Sl k2 r1K2
Line cut, short circuit [ ; - 1K5
i 1k8 i 1K8
= ‘ i 2K2
= i 2K7
] T 3K3
s i~ 3K9
= £ AKY
bis i
" & i
o i

eljal @l ] 13m0 jlgall aipo awai i

w3l cuus Jaloell dailé

Jalsall glgil

Ualaoll dbwlgs ] 8jLb3l piiw U1 Glaadl
bl 259)l go dosiimall loglaall glgil

dalowndl Ololeo
(HWI Jgaadl 8 AMC Jalse Gleleo Lawg oy

wogll| sge=ll puwl

Mol AMC-EXT gi AMC dpouig (08 (J] 01 (o) Jasall 8y w3l
Gludwil pglaall dismall pgléall dayd yo)e gléall

L;,Ajﬂl 8‘0‘9_]' = "___" gi ||)l-!|| g I - I
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3K3 ] 1K 1K5 3K9 (] 1K 1K5
3K9 (J] 1K 1K8 6K8 (] 1K 1K8
4K7 J] 1K 2K2 8K2 (J] 1K2 2K2
5K6 ()] 1K2 2K7 8K2 (J| 1K2 2K7
6K8 ()] 1K5 3K3 8K2 (J] 1K5 3K3
8K2 (J| 1K5 3K9 8K2 (J] 1K8 3K9
8K2 ()] 1K8 4K7 8K2 (J] 2K2 4K7
8K2 ()| 1K8 5K6 8K2 (J] 2K7 5K6
8K2 (J] 1K8 6K8 8K2 (J] 3K3 6K8
8K2 (J] 2K2 8K2 8K2 ()] 3K9 8K2

dole 83155 - AMC ajlio (JgSJ

iy Gblio OY (le (s9inig AMC-EXT gl AMC (le ajan S (1955 13w jlgall a1po dndw 49gi
apio JSU digzall daleall Gle dole 84lai 20 0S8 210 —

aolall (8 83anall ajlaall (poSUl OIjLA -

2ol opiii bopb waypei -

AMC 4-\:\-"I Inputs Dutputs |Terminals|

Output I Action type | I aw. duration Delay Period I Pulzing I Duration | Caunt I Timne rmodel I Messam
01, AMC 45/-8 used by an | entrance ! | | 000, <Ma time model> | [
8 uzed by an entrance | tirri

1

04, AMC 448 I T ) | 000, <No time model>
05, ML 4-4/-8 uzed b an entrace 1 . . = 000, <Mo time model> |
07, AMC 4458 | 1 | 1] o 1] 1 1] 0 000, <Mo time model: [
08, AMC 498 1 i] a 1] 1 i] 1] 000, <Mo time moded> [
i [ — I : | l:
— Dutput data
Clate — Ewents
Input activated A Create events: I Time model; |DDD, <Motime model> LI
Imput nomal '

Input short circuit tamper
Input open tamper

Input enabled ; - X
Input disabled =) Action bype: i‘l - Follow state vl Enable: H

Output zet
Output reset
Door open
Door closed

— Behaviour — Pulsing

- Mar. duration: ID SEC. Pulse width: iJ 1410 sec.
Delay: ID TEC, # of pulzes: Iifl

Door left open

Reader shows access grar Period: If_! SEC.
Reader shows access deni
T el as i ]
i [t | l
_>_l Output # | Opl I Description I Param11 Param12 I Op2 I Description Parameter2
55 || 03 Door open 10b,DM 106 | WORMDOOR, Door-6
;I 03 oR Door opened unauthorised 10b, O 10b NORMDOOR, Door& |
05 Ciaor open 0a, DM 0156 NORMDOOR, Door-7
;‘ I Door openied uhauth 01a, DM 0156 NORMDOOR, 7

-~
o~

il

i
~
|
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5 30WI (po Glawdl sjall L9 lllas] iy GUI Oleil Paiw o3l pj) 13] glawl sac yail jaill sic
Apsaai Gl 838WI (le bhad

Output ] Action type i P =, duration ] Delay 1 Period ] Pulzing ] Druration ] Covnt ] Time model 1 Messages ]

01, AMC 48 uzed by an entrance | 000, <Ma time madel> oo
uzed by an entrance | { > an

S i = AN
9 ] 1] u] 1 ] ] 000, <Mao time model: oo
-3 ( ( I 1 | 000. <Ma time model> | [i]
0B, AMC 48 uzed by an entrance | 000, <Ma time model» oo
07, AMC 4458 1 a a 1] 1 ] 1} 000, <Ma time madel: oo
08, AMC 473 il 1] 1] 0 1 0 a 000, <Ma time model> an

59l ol jakiin a8 43T 150 ol il pogal dlawlgs lgaylho (el @ LU awdl J] Al
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Al deylio = 1
Loy = 2
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1"l ggigo bas | (sgual
"2"g "1" slpadl egi go bad - [9999 - 0] 8 Ll slhc| (in ilgll palul nalul
"2" slja3l ggi @0 baad - 3Ll slac] (ia GilgUl 8ol SRV
olaio Sy o)lis3l st 3o - Lail i sl
wadl Jgb 8 sl
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Wlwyl blid dode Blwyl
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wadl elpadl (S1aa3l 150l

a0 (alg (9 Jlaadl Jobng jLisdl GUK plsaiwl odel doflall (o O3ASY gron -liu] piy

GO By liall Olslacyl ] 85Ul ] delld Jlas] ayad (53819 .pasidlg slyadlg &laa3l jlgall
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- Events

Create everts: v

Behaviour

Action type: | 2 - Trigger ut

Max. duration: JZ L0
Delay: |1 IEC.
Period: |10 3EC.

Time madel: ]DDL niormal week

Pulzing

Enable: o

Pulse width: 1410 zec.
# of pulzes: |0

oam Jwy) way OB 13) .oanall apaall dlw) Jw)) uay g8 13) Slaal sLik] jLisdl &l soa
Maic elded gguwl dlgi dlac of Jull JYa (Jba)l Juw Gle dadd s50a0 G146 JUa JSlwyl
cdyopall Olelpadl glgi¥ Wl Ololeall (usi (1Say

sac uare | (sswaif/yasil doall| palul daall| :lya3l ggi
O L] il sgu0ill
W 9999 - 1 =i b} -0 Wils = 0| dlaJl asylio
9999 9999 - 1
9999 - 1 9999 - 1 =i 9999 -0 -0 3 Ui |
dall (Jubosi o 1] 9999
uall
USao i
3 9999 - 1 o= 3 3 3 wqlil
AMC ajlb0 Ol
iGle ayliall jlgn pipo (o Lol sjall (sginy
Bonnll gjlaell 839giell GAII 20 doil8 2yj0 -
2Bl 0d (il digSell O3llg gjlaall (ol Jgon -
Output data-
Ii)osr.closed ~

Droor left open

Door open

[oor opened unauthorised
Host communication down
Host communication ok
Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper

|
24
]
ol OR
x|
=]
]

Output reset
Output set 3
Boumar Fail
24 i >
Output ] Opl ] Description Param11 Faraml2 | Op2 1 Description Farameter21 Farameter22
o7 Dioor open 10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...
Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
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dizee O3l dbwlgy lgheii piuw U1 gjlell (ugsi

(o dudhio Ulegoano of @938 O3la dhwlgy lglisdi piy Cyny odel 83 sanll ajlaall (oS eliSwy

REN{IN]

(solell @ilall gipo (o JST ol ijao saa -

.ol doil8 (o Al voa -

21PN gl Al odo ) lgisSey 83300 dla) Gudi Ollac of 8jgal 8ac 3gag Jlb ;8 -
B il ] bapbidll 2dg GO VoS
jleall go Al elliy san0 apae JSJ Jaoe L (Al (599 Lagoje 1jai yail gl) 21 (599 ail
oWl Je3l o)l (Jlall Juw (le) cudillg (Jo3l Yasall AMC (Jliall Juw (le) Jo3l
(g3l

E wit ﬂ | Operandl | D ezcription | Faram11 | Faram12 |
04 Clutput zet 00, AMC, AMC 442 | Out, 01, AMC 4072

jlaa USJ akio OR (Jole go loglisi] pisg doilall (J] 59vaall Al a5 @iy o (§99 4aill
(AMC (also gron (JUall Juw (le) Cuio

Exit & | Operand? | Dezcription | Param11 | Parami 2 |
04 Cutput zet 00, AT, AMC d-wf-2 | Out, 07, AMC d-w'-2
04 oR Cutput zet 00, AT, AMC d-wf-2 | Out, 02, AMC d-9'-2
04 OR Cutput set 00, AT, AMC 452 | Out, 03, AMC 4-/-2
04 ] Output zet 00, AT, AMC 452 | Out, 04, AMC 432
04 OR Output set 00, &AMC, AMC 452 | Out, 05, AMC 432
04 OR Output set 00, AT, AMC 452 | Out, OB, AMC 42
04 OR Output set 00, AMC, AMC 4482 | Out, 07, AMEC 432
04 oR Output zet 00, AMC, AMC 482 | Out, 08, AMC 434/-2

.alg OR jlaial J] O3la 8ac (i OSay -

Exit ® | Operand Dezcription Farami1 | Farami 2 |

04 Cutput set 00, AMC, AMC 442 Out, 01, AMC 4-4-2

04 oR Imput Barmal 00, AWC, AMC 442 1 In, 01, AMC 442
R Droor open 0Ba, Timerngrn g M s

LAyl o diSao AND go Oljlaiadl
()Lisl sgec ;8 payand (@Gub (e AT by lod] Wlalg LA (o dimo AW 985 O sy -
1 @99 yaill Gupb (e dolnall A leluogig (s)al la ysai ey welld 32y -

E it 3 | Operandi | Diescription ] Param11 | Parami2 | Operand2 ‘ D escription | Parameter21 | Parameter22 |
04 Output set 00, AMC, AMC 44w/2 | Out, 07, AMC 4-w/-2
04 OR Input normal 00, AMC, AMC 4452 | In, 01, AMC 4-w-2

m- i3] Droor open 0Ba, Timemgrn < sy AND Door opened unautharized | 0Ba, Timemgm <l »>

ylasb)

2550 US GJ] OR by 128 (a5 (35
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2Jaell Olal=o (J3a=i

doilall 9 w3l (hasi eliSay

Ollacg 8jgadl (=i a1y iy digmall Al lg=o (3ilbii o8 Cuuli Oldoc gl 8jgal 8o 3gag 20
ol 3o (po (Jo3I il

Uase (JUall Juw L) 8jgadl jglai (AND OljLais3l g0) Param21g Param11 (pogosll (9
8yUb] (JUell Juw (le) dols cudi Ollec e Param22g Param12 (jlsgesll (sgis) .(AMC
(&8 ol (Jrsall

aw Gle) Qi Ollac sac of (alha3l/Jlo3l Olag) (Jlall Juw (o) djeal e sgag dla (8
g2l 13m ] bW T (wglall pubgo piy (8138 8jeal Boazio OlyLb] (JUoll

E xit ﬂ Operandl | D escription Faram11 Faraml2 |
04 Clutput zet 00, AMC, AMC 4002 Out, 07, AMC 4002
04 0R [nput rormal 00, AMC, AMC 4002 I, 07, AT 40002
04 aR C'oar open 0&a, Timemgm LM s

O3] (euali dounio dail8 jgebs (J] (594 4j 8L (J] sge=ll Jlas] G99 agajall Jall (s34y

Exit | Operand | Description Faram11 I Faraml2 |
04 Output zet 00, AMC, AMC 4-4/-2  Out, 01, AMC 4-w/-2
04 OR Input normal 00, AMC, AMLC 4-4/-2 I|:|-| .-'-‘«ME 402
04 aR Craor open 06a, Timemam PR AL A s

02, f-‘-.ME 4442
03, AML 4-4-2
04, AMC 4-/-2
05, AMLC 4-4-2
0B, AMLC 4-/-2
07, AMC 44042
08, AMC 4--2

(Ragexll 9 O3Bl Cyaai (J] Param21g Param11 (pogoe=ll (0 O33N jusi (so&
:Param224 Param12

E st $| O perandl | Drezcriphion | Param1 | Faraml 2
04 Output zet 00, AT, AR C 4002 Cut, 07, ARC 4452
04 oR Dioor open 0&a, Timermgm <4 My
04 (]3] Input normal 0, AMC_ 10, AMC_1016_002_1 In, 07, AMC_IOTE_002_1
ylauin]
.Param22q Param21q Param12g Param11 su.ac3l (J] duudll had (jSwo o3l 1dm
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) ] )il (2955
o) GUI aylael) bopidl waypei (35w qsspall Gueill 2o gl wlgdl adlai go Ol Gu=i wils J]

B50aall daleall lA8g apdall iy piuws dogpidl 0dm Ciaa 3] .oxy lgpounidi pi
b 2390 lgiu=i ()50 L,JJ| Ol plee JSuw .apaall e disdl piuw L,.S;\“ Lo & Ui way
Olgoadlg 8jgadl JS wlylb] (Gubi (Sey Al 0dm (L8 ) dny Wl &elpall Bjgalg wlgilg 3ano

AMC jlgay dguogall &iSpall

dawlgy lghois way (ayla jlga ] Ay of &igw of wypay 8)Ub] sgag Jla (8 «(Jlall Juw (le
o (usi el s apao pe JSuiy oWl aidg Jasell 519 pady wedil Jalsoll Oljlb)

Sbliall dgagll apio Il Ualsall of Jasll
;s (S 9 payaad @i aalg guele iy JUe

E wit ﬂ Dperand] Dezcription | Faraml1 Faraml 2
04 Input ghort cir.... 00, AMC, AMC 4402 I, 07, ARC 44082

oA Dioor opened ... N&a, Timemgm LEQlIB

1O lwoda)l (JS (pu JUo

Exit & | Operandt D escription Pararn11 Pararm12 |
n4 [nput ghort circuit tamper 00, AMC, AMC 4402 I, 07, AME 44042
n4 OR Imput ghork circuit tamper 00, AMC, AMC 44072 I, 02, AMC 44042
n4 A Imput ghork circuit tamper 00, AMC, AMC 4402 I, 03, AME 44042
04 R [nput ghork circuit tamper 00, AkC, AMC 4402 I, 04, AMC 4-4-2
n4 0R [nput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AME 4442
n4 oA [mput ghort circuit tamper 00, AMC, AMC 4402 I, OB, AME 44042
n4 oA Imput ghark circuit tamper 00, AMC, AMC 4402 I, OF, AMC 44042
n4 oA Input ghork circuit tamper 00, AMC, AMC 442 I, 08, AME 4402
04 OR Door opened unauthaorized 05a. Timemam
n4 0R Door opened unauthorized (3a. Entrance B:B REVDOOR, Revalving D oor

w53 3aall Olwodall (uy Jlio
US (msi ae dglhell pe Sluwodall &lj of 21 (G998 Jaill guodo JSU salg Jlas] L] iy

1O luo Mol |
E uit \,‘J | Operand] | Dezcription Fararn11 | Fararml 2 |
04 [nput short circuit tamper 00, AWC, AMC 482 [, 07, ARC 4442
04 OR [rput zhort circuit tamper 00, AMC, AMC 44002 In, 03, AT 44052
04 QR Input short circuit tamper 00, AMC, AMC 44442 [, 05, AT 4442
04 OR [rput zhort circuit tamper 00, AMC, AMC 34002 In, 06, AT 44052
04 R Dioor opened unauthorized 0&a, Timemgm
04 OF Dioor opened unauthaorized 3a. Entrance B:B REVDOOR, Revolving Door

jlea ] dlwy Jluy) (JUall Jpaw Gle o3l wllai 13] ajlao dac le lguai Ggplall Cudi (Say

sy oy 8)Ub] ] A8Lb3L dugw 8)Ub) )] LAyl Cusdal 13] cuwai Cidgll [ENPENEN
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E wit ﬂ D perandl Dezcription Faraml1 Faramil2

04 [riput ghort circuit tamper 00, AMC, AMC 44042 I, 07, ARC 4-af-2

04 OR [nput ghort circuit tamper 00, AMC, AMC 44842 I, 02, AME 42

04 R Input ghort circuit tamper 00, AMC, AMC 44042 Ik, 03, AMC 42

04 OR [nput short circuit tamper 00, AMC, AMC 45042 In, 04, AT 44042

04 OR [nput ghort circuit tamper 00, AMC, AMC 44042 I, 05, AME 42

04 ] 3 Iriput ghort circuit tamper 00, AMC, AMC 44042 Ik, OB, AT 4-af-2

04 OF [nput ghort circuit tamper 00, AMC, AMC 4-44-2 I, 07, AMC 42

04 oR Input shart circuit tamper 00, ApC, AMC 40/4-2 I, 02, ARC 44072

04 R Door opened unauthorized 0&a, Timerngm oMl sy

04 OR Door opened unauthorized 03a. Entrance B:B REVDOOR, Revalving Door
o0& Iriput ghort circuit tamper 00, AMC, AMC 44042 Ik, 07, AMC 4-af-2

06 OF [nput ghort circuit tamper 00, AMC, AMC 4-44-2 I, 02, AMC 42

& R [nput ghort circuit tamper 00, AMC, AMC 44042 I, 03, AME 42

1] QR Iriput ghort circuit tamper 00, AMC, AMC 44042 Ik, 04, AT 42

1] OR [nput ghort circuit tamper 00, AMC, AMC 4-44-2 I, 05, AMC 42

s OR [rput ghort circuit tamper 00, AMC, AMC 44042 Ik, OB, ARMC 4-af-2

1] OR [nput ghort circuit tamper 00, AMC, AMC 45042 In, OF, AT 44042

1] OR [nput ghort circuit tamper 00, AMC, AMC 44042 I, 08, AME 42

0& OR Door opened unauthorized 0&a, Timerngm oMl sy

o7 [nput ghort circuit tamper 00, AMC, AMC 4-4-2 I, 07, ARMC 42

07 R [nput ghort circuit tamper 00, AMC, AMC 44042 I, 02, AME 42

a7 R Iriput ghort circuit tamper 00, AMC, AMC 4-404-2 Ik, 03, ARC 42

o7 OR [nput ghort circuit tamper 00, AMC, AMC 4-484-2 I, 04, ARC 42

o7 R [rput ghort circuit tamper 00, AMC, AMC 44042 Ik, 05, ARMC 42

o7 5 [nput ghort circuit tamper 00, AMC, AMC 4-44-2 I, 0B, AMC 42

07 OR [nput ghort circuit tamper 00, AMC, AMC 44042 I, 07, AME 42

:12/229 11/27 deolsoll Ausl}iodl i)l 2o d3gagell O3l 1Sy doils
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D ezcription Fararnl1 Farar 2

Input activated 00, AMC, AMC 442 |n, 01, AMC 442
Irput rormal 00, AMC, AMC 4520 In, 07, AME 402
[rput shart cincuit tamper 00, AMC, AMC 42 In, 01, AMC 42
lrput open tamper 00, AMC, AMC 4020 n, 07, AME 402
Input enabled 00, AMC, AMC 442 |n, 01, AMC 442
Imput dizabled 00, AMC, AMC 42 In, 07, AMC 4-4/-2
Olutput zet 00, AMC, AMC 442 Out, 07, AMC 4052
Output reset a0, AMC, AMC 45042 Out, 01, AMC 44042
D'oor open 0Ba, Timemagm £ M s

Door cloged 0Ba, Timerngrn £ M s

Dioor opened unauthorised 06a, Timemagmm £ s

Dioor left open 0Ba, Timermngrn £ M s
Feader shows access granted Thi-Reader [M
Reader shows acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T amper reader Th-Reader IM

T amper AMC

Tamper [0 board 00, AMC, AMC 4402
Poweer fail

Fower good

Host communication ok
Hast communication down

@8 ylall Olonol Lygei 8 GljLDBI 3and

Jalaall slisi] el laJla .AMC-EXT i AMC jlga e Olwodall (usi @xdplall & Uanall wygi oy
Saaadl QW adgei cuusy OGS Oliyei J] iy

Ollac .augll Olagl gf Saill 5aags ol &b pall Slanoll Lygy ;8 O osi «lja] cliSay 3
Olslac] Usse pis cuwdl 13g) . Jasall @aaia) &8l Olanall g (6 bad diSwo pyaill

Shlb] OlygSi ] paadl Gl lgoye iy U1 Jalsall pis . doloy &ala Gle 48 pall Slhanall
lall G113 a)laell
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CAMC 4-F|4| Inputs I Outputs ~ Terminalz
Signal allozation of AT 4-B4" with 12 zignal pairing
Board T.. | entrance [rput zighal entrance Output zignal
AMC 4-F4 01 DM 01a Dvoor contact DM Oa Release door
AMC 4-R4 0z
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-F4 ]
AMC 4-R4 o7
AMC 4-R4 na
BPR HI 01
BPR HI 0z
BPA HI-1 01
BFR HI-1 0z
1| n
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With card and keypad

O By card alone 1, Press confirmation key '7'.

(® With card and keypad 2. Press confirmation key 'Enter' or #.
® A 3. Present the card.
Confirmation key + PIN code 4, Enter PIN code.
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o) f on kev al 6. The alarm system is disarmed.
By confirmation key alone 7. The door is cycled automatically.

Confirmation can also be given by an input signal (e.g. from a

Automatic door cycle: key switch).

Arming and disarming

Output signal with a 1 sec pulse:
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OlaaSl Jauwd

a9ln)l danell 0dm le Lasyei PIN joj pladiwl alowl odo jLisdl &l 3aa :PIN joy -
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1 Conference = [ [ [ Invited visitors

— 1o » u - =
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.Otis DES ayaa saa (Jéall ggi ailall (jo

Elevator Group (Jaosl «daeauill (Jéa [

Tab:Elevators 3aa ;9 ydpe daild (o

Uasll 13m seby O woy Cun e biaall wygsi dole (e 1346 B8go san @ubgall dcgano (L0
.uaaisoll

o wi o

Uiioll (3l :dulil duflaadl

8ay0a dianie (Joan <L (agaa Jda (499 ail

Uil @b soa Jaall ggi dajlall (o
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IDEMIA Universal BioBridge (pgSi
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bhad CSN waypei (MIFARE duiai (J] duwidl .doge o)l Olapuiill Gle dole i JWI Jgandl pady
.0 gc 0
Card HID HID Class HID MIFARE Classic | MIFARE | MIFARE
Family Prox iClass DESFire | DESFire
Seos EVO EV1
Card 2k/2 1K 4-byte NUID | 2k 2k
Variant 16k/2 1k 7-byte UID 4k 4k
Prox | 16k/16 Seos 4k 4-byte NUID | 8k 8k
32k(16k/2+16k/1) 4k 7byte UID
32k(16k/16+16k/1)
dogcsall IDEMIA Ol :22.1 (apsdgill (JSuidl]
pl=dl I3l
Wiegand wayyoi walo < 85193l (J| Jail MorphoManager ;6 .1
uaaso Wiegand wayyei walo -LiuY d9Lsl (g9 jail .2
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padiwall dwluw < 3jlo3l -

Mifare Classic CSN

Al Juslaill (Jaslg Wiegand User CSN Element paic awl .1

(JUoJl Juw (le) CSN w3l -

32 Jobll -

Reversed :(hgaill gibg -

Uolg=ll saxio gibgll Glslac] dnanw (9 (sHegull jlgall Layy=i Lalo < Bjlodl (s .2
MIFARE Classic jLis3l dila saa

Mifare DESFire CSN
sad Wl Juo Lol sliiiw b Mifare Classic (pgSi (Jiloo (poSill
56 :dgkdl -
Wiegand paic pJsidiwael CSN paic sl -
spawdl (Jas Ll Jasl -
56 Jasi Johll ;& -
Reversed (Jasl :(ugaill gibg 9 -
olg=ll 3asio gbgll Glslac] dndw (8 (spegull jlgall ayyni walo < 8)loYl (o -
Mifare DESFire 3DES jLiad] dila soa

iClass 26 BIT
Standard 26 bit-HID PACS lawwe sanall cayyeill ale soa .1

2] MorphoManager [14.4.3.9] — [m] s

£ tome QRERNUTICES 3t User Managemen @ Biometric Identificatic ® Ao

. & X ]
Operator Add Edt Deete Refresh ¥ IMPort llExport
W KeyPolcy Name ~ Description MA2G MASG M3DF
Automatically generated random 64 bit Interpreted Interpreted Raw
= Biometric Device i
Profile CASI-RUSCO 40 bit 19 bit Faciity / 19 bit Badge Raw Raw Raw

HID Corporate 1000 - 35 HID Corporate 1000 35-bit Raw Interpreted Raw

@ iometric Device HID Corporate 1000 - 48 HID Corporate 1000 48-bit Raw Interpreted Raw

Wiegand Profles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Raw Interpreted Raw
- ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Number Interpreted Interpreted Not Supported
4 User Policy ISO/IEC 14443 CSN 56 bit 56 bit Card Serial Number Interpreted Interpreted Not Supported
ISO/TEC 14443 CSN 64 Bit 64 bit Card Serial Number Interpreted Interpreted Not Supported

', Access Schedules

Kastle 32 bt Kastle 32 bit Raw Interpreted Raw

User Distribution Matrix 56 bit 54 bit User ID Interpreted Interpreted Raw
‘ Group Mifare csn Interpreted Interpreted Mot Supported
B User Authentication MifareDesfireCSN Interpreted Interpreted Not Supported

Mode OnGuard Wiegand 64 8 bit faditty, 48 bt card number, 8 bit Bsue code Raw Raw Raw

% Operator Role Standard 26 bt 8 bit Sief16 bit User code Interpreted Interpreted Raw

Standard 26 bit - HID PACS

8 bit Site/16 bit PACS Interpreted Interpreted

‘ Notifications
™ clients
() Scheduled Reports
& | Card Template
[ card Encoding Log

/@] EventLog

~

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
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LWl Gg0 jail .3
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9 MorghoManager [14.4.3.9] - a *
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S
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3 X v
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HID iClass/L.. User ID 16 9-24
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B User Authentication
| Mode
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& | Card Template
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@] Event Log « Back Next » Finish & Cancel @

v

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
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HID Corporate 1000 35 BIT lduwo saaall taypeill calo saa

BT (399 jail

AW (699 451

d8dalg Fixed Company ID paisll phw saa

d93alg User Card ID Number paioll paw s3a

Uic ) dolall paisll Juolaj ,9g HID iClass/iClass SE PACS Data paisll paw anl
JEIRV

Card ID Number :pw3l

32 :Jglll

(Uolg=ll sa=io @bgll Glslac] dnaw (9 (sHogul] jlgadl Layy=i alo < B)la3l (o
HID iClass jliadl dila saa

dawaiell Gleleall daaw (J] Juai Gis JWI (G99 jail

ddLs| (499 yail

1
2
.3
4
5
6
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wiegand.site code propagation (LQJASH Ala) dwlwn) dawise doloo Lasl
1 G lgiesd (ic

~lail G99 Jail

pdidiwall dwluw < 8j1331 (pas 13 (JaiSall Wiegand wayyei walo (Jaol

iClass 37 BIT

Wiegand wayj=i walo < 8jla3l

M3 wypei Lale dA9LS] (G99 yail

37 Jgbll

EvenParityBit 1 (JUeJl Juw (lc) :paw3l

1 :éyglg3l

18 :(Jgbll

Even :gubgll

1,2,3,4,5,¢6,7,8,9,10,11,12,13,14,15,16,17,18 :U.ul..u.lﬁzl Cu

Wl G 1al

1l bo (e paioll Juolai ;89 User HID iClass/iClass SE PACS Data paioll sl
UserID :puw3l

35 :Jabll

W 598 41

iledl] Cuy ddls)

Parity Bits 2 :(JUel Juw (le) :pw3l

2 :dyglg3l

19 :Jabll

0dd :gusgll

19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37 :U.u'.u.l;zl Cu
LI (G984l

(Uolg=all sa=io gibgll Glslac] dadw (9 (sHegul] jlgall Layyei Lalo < )13l (o
HID iClass jliadl dila saa

duainiell Gleleoll daaw (J] (hai Gis HJWI (G99 ail

ddLs| (§99 il

wiegand.site code propagation (LQJASI dla) dwln) danio daleo sl

1] laiasd i

il ©95 ]

pdiuwel | dwluw < 3jl031 (o 13 (JoiSell Wiegand wayy=i walo (JAol

iClass 48BIT

HID Corporate 1000 48 BIT Lo.uwo Saanll =il le saa

BT (99 jail

TETREPCRYS]

dd3alg Fixed Company ID paisll jhw saa

dd3alg User Card ID Number pai=ll jhw ssa

Uic oy dolall paiell Juolai 99 HID iClass/iClass SE PACS Data paisll jaw cawl
Gl b

User :jw3l

45 :(Jglll

Ueolg=ll sa=io @ibgll Glalac] dndw (9 (sHegall jlgall Layp=i calo < 8jla3l o
HID iClass juiddl dila saa

1
2
3
A4
5
6
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daaiall Olalsall dsdo (] Jud Gia JU §g6 jail .8
adlsl 599 yail .9
wiegand.site code propagation (W8adl dla) dwlwa) dnnie dolso wanl .10
1G] lgiosd (ic -
lgil Go yail .11
paiiuall dwluw < 8)1331 (1o 13 JeiSall Wiegand waypei talo Jaosl .12
HID Prox
Standard 26 BIT lawwe saaall cayyeill alo soa .1
B (999 yail .2
W G jail .3
Fixed Facility Code phudl Qial .4
B 999 jail 5
24..1 )] 16..1 (o piiwall Wieo Job jic .6
alo) (spogull jleall Olslac] dasiw (L6 (spiogull jlaall ayyei calo < Bylodl Gass .7
Standard 26 BIT saa Wiegand wayy=i
Welg=ll sasie gbgll Glalac] dndw (9 (syiogull jlgall Layyei walo < 8jla3l pass .8
Hiadl Ul saa
wyall dbllay -
daaiall Olalsall dsdo J] Jui Gia JI §g0 jail .9
aslsl (599 yail .10
wiegand.site code propagation (W83l dla) &wlwa) &nnio dolso wanl .11
1G] lgiasd (ic -
lgil B9 yail .12
p3aiuall dwluw < 8)1331 (1 13 JeiSall Wiegand waypei walo Jasl .13
aypeill giog jlial 22.3
do sdoll
ewl @bl 0dm Wyl dalite (Gpa slaicdl Glly Glola yaai dypiogull 81yl 6jgad Sy
485 banll glsgl gl wayyeill glsgl
Gl slaiedl OLly Jola dosdy bo uuny dypiogy OLly gl @8lny )il pvg dawlgy -
(sylall
Wl &l (o 3SWI paaimall Lle way sl dupiogn Ollug @8lny il gbg dbwlg -
ypiogul slaicdl Olly YA (po d8lagl) audal
bad dyjiogy Olily Wil g dawlgy -
.MorphoManager (,9 glsg3l 0dm (gSi danS pwall 13> asg
a8 Uall ayiall wypei walo sl Jladl dsuly (sjgpall (3o @8ladl sloicl SUly podl (Blab Loaic
Gpwlio)| lgapuivg
Jeall @10 jluo
MorphoManager ;8 8jla31 (gl dode (9
dsyiogu Olily gi d8Uny 22.3.1
Gub (e of d8ladly lo] pquail wayyei (Jgosaiwall sl 13] 3o (awioll d8slaall g il pd
dupiogudl sleicdl Glily
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jlaadl (eSi (syegu < 8jla3l (J] Jail MorphoManager (.8 .1
CardorRBiometric Jlall Juw (le ddo (spi0gudl jlgal (oS Lauwl dasl .2

[5 Administration dy User Management & Biometric Identification M Onsite / Offsite B TransactionLogs @} Reports

Editing Biometric Device Configuration

Enter details for the Biometric Device Configuration

Operator
Name: BioOrCard iClass.
l‘ Key Policy
Description:
mzﬁtﬁte Configuration Mode: Express v
Ej Biometric device Log Retrieval Enabled: IZ
Set Time/ Log retrieval interval: .300 (seconds)
Wiegand Profiles .
Duplicate check on biometrics: O (Does not apply to Morpho 3D Face. Only applicable to new
- user adds or rebuid operations)
Lﬂ User Configuration
MorphoAccess heartbeat interval: 30 = (seconds)
D Access Schedules
Key Policy: Default v

F User Distribution
i Group

- User Authentication Allow Remote Enroliment: O
4 Mode

MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD, VisionPass, MorphoWave Compact/XP, MorphoWz

Default User Configuration for Remote Enroliment: | Default
@ Operator Role

Notifications

Clients

KE @&

Q Scheduled Reports

Card Template

B

Card Encoding Log

Event Log

Exception Log

e e

’

A\ System Configuration « Back Next Finish © Cancel

sHegudl jlgadl Olslac] digisell daawnll J] Jai Gis JWI G99 il .3

ﬁ Administration 3¢ User Management & Biometric Identification B Onsite / Offsite 8 Transaction Logs a Reports

_ Editing Biometric Device Configuration

Biometric Device Settings

Operator
]‘ Key Policy General Settings
Wiegand Profile: P
= Biometric Device g iClass26BIT v
Configuration Language: e —
m Biometric device Realtime logging enabled: O

Wiegand Profiles

~,
ef) User Configuration

sic djiogull 8jgalll disaa N dwai =il wale san Wiegand cayyei walo (J] duuddl 4
.BioBridge slac]

(sHogull aall Glslac] jlgall gipo J] i Gin JWI (599 pail .5

dosdll .MorphoManager (85ligq dulaall clégyla) lAdg (sHogudl sall il (u=iy pd .6
Recommended (,m dps o3l

Unolg=ll sa=ie gbgll Olslac] aily J] (i Gin JWI (G99 pail .7

| dulec lgo saius Ul d8Uadl duiss jLial dils (J] d0Lo3L (spegu jLIAd] dils saa

dainell Oleleell dsaw (J] Juad Gis JWI (G99 pail .9

®
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B MorphaMansger [15.43.5) - o x

B administration

Operator

W Kev Policy

Biometric Device
Configuration

[[] sometric device

Wiegand Profiles wecuser_recend_reference ]
weegand ste_oode_Dropagaton 1 -
‘}.‘I. Ustr Canligursiicn w brome ric_puh_rude L] Morphaiave & P
o bomeric_auth_nde 0 irPass
b Access Schedules s iomiric_mf_ ikt R I

User Distribution
! Group

B, User Authentication
4 Mode

% Operator Role

The parameters on this page ane not validated and sent drectly to all HA Sigma, M4 Soma Lite, HA Sigma Lse +, MA Soma Extreme, HA WP MD, VisionPaas and Morphoiiave devices.
‘ R y ! | assgned thes Bome iz Devee Configuranen, 08 i
. [

— [Coewn ]

[c] Scheduled Reports Back Next " Finish (3 Cameel

—

Caonnected ta hitpsMNocalbat42 1007 Logged (7% - ifra Sate I AE3F-JE50-8BIE-4802-5303-21TA-4FC4-5601 [ Log Out Change Pasrwerd
sdo sAius jlga JSJ .10
(Manio (uialeo d8L5Y AL (599 yail
(s39pall pé (o AAMC (J] 8pblio @8ladl Olly (5)lall Juwpws ((pialeall ko Guei i 13])
(IDEMIA (5518 (le Yauo poiiuwall (jgSy )

ucc.per user rules -

ucc.user record reference -

:syal daleo casl VisionPassg WAVE é:lyall (sjlga) duuidly .11

ucc.biometric auth rule=0 -

gi MorphoWave SP 9T MorphoWave Compact/XP jlgall ggi J son bl odw 6 -

VisionPass

lgi] (59 Jail .12

Uro ddiuwoell 1w psdiwell désboo gibg (=i

a8y Jola JSJ allo a8l hyyei Ly @8lay (el elyle winy ACS (8
eddiwell A8sboo gibg < Byla3l (J] Jaiil MorphoManager ;¢ .1
1 W Slawdl (ueiy @ .2

Enabled (J| @obgll (ju=iy p& -

Download to Device (,J] adgeill @8ge doila)l (ju=i @8 -
dyyiogudl Ol dbwlgs sadl alowdl jLiad] &la soa -

Uuedi (Jg3 (o dlbyl dbuulgy ol aloal jLiadl &la soa -
Wl diylbe wlb Juoei

paiuall (J3gSi < 8yladl ()] Jail

adLs| (499 jail

OUlwl of d8lal) oMol ALl Crod (531 25g)l el 33a (o sdiumall d83boo @bl duuill
-&yyiogul

lgi] &od Jail .6

o b w

aal)
143 dndnll , 0Bl Olauiig Olisi juial -
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dyyiegy Olilyg @Bl

o S &piogy sloicl Glilyg d8lay pladiwl padiwall le woy 8 13] &JWI Olslacl (Jic

.48 Ual) aranll clla)l al

jlaal (uoSi (spegu < 8jla3l (J] Jail MorphoManager (.8 .1

sHoegull jlgall Olslac] dgisoell dnawnll J] Jhai Gis JWI @99 ail .2

sic dyjiogull 8jgalll disaa M dwai il wale o Wiegand cayp=i walo (J] auwdly .3
.BioBridge slac]

Uelg=ll sa=ie gbg)l Glslac] digizall dnanll J] (hai Gis JWI G99 jail 4

il ddec lgosaiuwd Ul a8ladl quad jLiadl &la saa

lgi] (599 5l .6

o1

U0 ddiuwoll 1dm psiiwell d8sloo gibg (pusi

8l Jola JSJ allio @8llay hyyei Ly &8lay (g elyle wiay ACS (6

peddiwell (pgsSi < 8jla3l J] Jail MorphoManager ;9 .1

(po Contactless Card ID + Biometric saa padiwell ddsboo aibg (J] duwil .2
.dajlall

slgil 896 yail .3

a2l
143 dnanll ,oBlad] Olawiig Olias jial -

bid dyjiogy OLily

slaicdl Ol dbwlgs pquail (je waypeill (uosiiwall Gle (u=i OB 13] &JWI Olslaedl (ic

s & jiogull

jlaadl (eSi (spegu < 8jla3l (J] Jail MorphoManager ;.6 .1

sHogrll jlaall B1953 i dginall dadall (] Juad (s JWI @G99 Jail .2

sic dyjiogull djgal) disaa (sl dwai wayyeill wale san Wiegand cayyei walo (J] duuidl .3
BioBridge slac]

Uolg=ll sa=ie gibgll Glslac] digizall daanall J] (pai Gis JWI (G99 pail 4

dajlall (po Biometric only daa ((Jolg=ll sa=ie gibg)l (J| duwil

lgil Bod 3ail .6

o

(o saiwell 13m pssiwell Adoboo gib9 (Ju=i

88y Jola S allo @8l ayyai lgy @8l (e chle way ACS (6
pddiwell (pgsSi < 8jla3l J] Jaiil MorphoManager ;9 .1

.doilall (po Biometric (l:many) daa padiwell ddsboo gibg (J] duwill .2
lgil 39 3ail .3

MorphoManager (,9 BioBridge slac|

daw L3I b g puidl

Gy oI W oJl 2aly .eliSwd 9 MorphoManager psla (le MorphoManager Cudi i
.3 pe 8 acluwollg MorphoManager

dole 8l

] alini Morphomanagerg Bosch (jo Jgwgll ;9 pSaill dolail (ju BioBridge dgalg el aaiwX
:MorphoManager ;8 b lo (ngSJ

dyiogull sjeadl (eSi -

22.3.2

22.3.3

22.4

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | IDEMIA Universal BioBridge (pgsSi

151

(sHogull jlgaJl
Wiegand v =i Olalo
o 3&mall (11955
PRENTITYY ] - T-KY P2V &9
pUll (posi

Morphomanager (ju (JLai) (ODBC) agiaall ULl dacld Jail slac] way el J] d8Ls3l
ACS go lgSliy (il GLlWl acldg BioBridge
AJWI pLwdl 8 0dm (oSl plgo gron Lhwg

dyjiogull 6jga3l (119Si

capai losic ST gl aalg (spogu jlega) dolall GlslacYlg Glaleall (spiogml jlgall (11gSi soay
jlea (2957 Bulaly podiw )13 (8 (spiogall jlgall pud (6 Bnd Ul (] &ijiogy bjgal
gt (spogu

o BUayl belya) 18Ls] &piai go IDEMIA (o dypiogy 61)8 djgal piri elil JWI <l yoyiay

elya

sHogull jlgadl (pgsy < 8yladl (J| Jail MorphoManager (,9

3130 (sHogy jlea (ST -LiY A8LS] (599 ail

paiui ¥ s 13] . (sylial) wog (J] 48Ls3L =il ale) lawl JaosT Wl ablidl e
(88 gl/g djingn OLL) =il glbgly goill Lany wl pladiwl (ogi Lild (awgll Jaa
elyall 8jgal (po dcgonal

sHegull jlgadl Olslac] J] Juai Gin (JWI (G99 ail

adil] diles) (@l Gdg 9 ailisl s Wiegand wayyei talo 3aa

Ugogll (;9 pSaill b9 Glslac] dadw (J (hai Gin (JWI (G99 4ol

A
2

22.41
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5 Administration User Management @ Biometric Identification i Onsite / Offsite TransactionLogs @) Reports

Editing Biometric Device Configuration

Access Control Mode Settings

Operator

J‘ Key Policy Access Control Mode: Integrated By Wiegand / Panel Feedback v

== Biometric Device
Configuration
Panel Feedback Mode: LED Feedback (2 Wire) ~ | (Panel to Biometric Device)

ﬂj Biometric device
Panel Feedback No Response Timeout: 3000 (in milliseconds)
Wiegand Profiles
1000 (in 10s of miliseconds)
ef) User Configuration
25000 (in miliseconds - please refer to the MorphoAccess Sigma Series
Access Schedules Administration Guide for further information)
Duress Wiegand Mode: Disabled
n User Distribution >

i Group Duress Wiegand Profile: Standard 26 bit

- User Authentication
4 Mode

&' Operator Role

- B 9600
‘ Notifications

Clients

Q Scheduled Reports
& | Card Template
Card Encoding Log
@ tventiog
QJ Exception Log

‘\ System Configuration “ Back Next ) Finish © Cancel Q

sl olial =lyadl 251 .OSDPg Wiegand (o (JSJ AMC Ulaag Olslyal aclii élagoll 0dm [
s o) AMC eSaj 8aag g9i 2o (89190

Wiegand J AMC Olaag (J] duwddl

Integrated by Wiegand (J| Jgogll (;9 pSaill @bg (ic .1
LED Feedback (2 wire) (J] dagll Olad=i gidg (Jic .2
lgil od a3

OSDP _J AMC Glaag ()] duuill

Integrated by 0SDP (J| Jgwogll ;9 pSaill @bg (jic
LED Feedback (2 wire) (J] dagll Ulad=i gibg (Jic
diodl OSDP 5Lid jLiadl dila saa

9600 3gWl cuwl (Jomo (s

sHogadl jlgadl pwdll paly (Juolall (o syjal
.MorphoManager (o agjall <lgil (§99 jail

oM wi D

lgaluolg OSDP asilao :Ubal L8 LiiSiwl

(b WS Lwlwdl aliaell (s sle] Jolad OSDP (5)las (ol JUail -Lisi] (po (Sl ) 13]
(Jasicll (MBTB) MorphoBioToolBox aolip ihyl

(=i 8ale] < jlgadl Olslac] J] Jail MorphoBioToolBox aolip (9

wlw3l OSDP aliae saa

pasiiil| agilse (=i 53le] (399 43l

Dwh o
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MorphoBioToolBox «lgilb @6 .5

IDEMIA &Spid) iaill pealb (bail d3uasi st O3lay (3lais Lo

a2l
153 daduall , (spiogull jlgall -

(syiogull jlgall 22.4.2
sacld (8 Olawd) daylho olyai LUl dypiogull slaicdl Olily WlS 13] Lo dyiogull djgadl pisi

ploaiwl Gaa US) Jauy Lyl baini mg .ol

=lyadl

(sHogull jlgadl < 8jla31 (J] Jaul MorphoManager ;.0 .1
3a (sHogy jlga -l dOLA] (gg9 yail .2

U831 Gle jlealb dwlall auwlwll Juolaill Jasl .3

8jgadl dcgono (&ajlall (Jo) -

IP glgic/aubonll pawl -

@l Gbg (8 disaa (s3I spegull jlgall (gSi (dailall (o) -

1 MorphoManager [14.4.3.9] - O *

fi Home [EEENUNGEIEDY 3t User Managemen @ Biometric Identificatic M Access

-~
Operator Enter the details for this Biometric Device
[y Key Policy Name: MasigmaMult
Descl :
= Biometric Device Tipton
Profile Location:
Asset ID:
(7] Biometric Device
Export Value: | ]
Wiegand Profiles Time Zone: (UTC +01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna B4
. Hardware Family: MA Sigma, MA Sigma Lite, MA Sigma Lite +, MA Sigma Extreme, MA VP MD ~
«fiL User Policy
Serial Number:
\  Access Schedules Hostname\IP Address: [MASigmat ]
User Distribution Port: (o |
+ Group Biometric Device Profie: Express ~
B User Authentication Include in Time & Attendance Exports:
Mode Change User Onste / Offsite Status:
% Operator Role Onsite Key: No Key
Offsite Key: No Key
‘ Notifications
-__ Clents
(o) Scheduled Reports
& | Card Template
(3 card Encoding Log
EJ Event Log « Back Next » Finish & Cancel @
A
Connected to https.//127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password

slgil (399 Jail 4
lgizgSi i Ol Guw GUI 8jga3l "(spogudl jlgall" jlga @ipo 31 o puy .
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1 MorphoManager [14.4.3.9] - O *

5 administratio RIS g L= nen & Biometric gs @ Reports

- & X v 4 C jc] 8 @ o a  Q
Operator Add Edit Deete  Refresh Synchronize = Getlogs \View Synclog SetDate/Tme Rebuid Reboot SetOffine  Show Al  Fiter
[ Key Policy Name + Description Location Biometric Dev... Synchronizati.. Status

MASigmaMulti Express { Required Sy... @Onine
= Biometric Device

Profile VsionPassMDPL Face Regocnition AC3 Default Synchronized (J)Oniine 0
(7] Biometric Device
Wiegand Profiles
L User Policy
Access Schedules

User Distribution

i Group
' User ication
Mode Detals logs  QueuedTasks(4)  Failed Tasks (0) LIRS
% Operator Role MASigmaMulti
‘ Notifications Description:
Hardware Type: MA SIGMA Multi WR
Serial Number: 20195M50001431
-
z Clents Firmware version: 451
: [ \IP Add MASig ti:11010
() Scheduled Reports i 0/ 5000
& | card Template Time Zone: (UTC+01:00) Amsterdam, Berin, Bern, Rome, Stockholm, Vienna

Synchronization Mode:  Automatic
Synchronization Status:  Required Synchronization

(5 card Encoding Log oo Statis .

@] EventlLog

w

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D 4 Log Out Change Password

P 3Aluwwoll (pgsSi 22.4.3
Ollhio gua) a0 sdiwal lgifai Ul Joogll Geaa Yo pja e 8)lie padimall (1935 Gllac (]
Olgl (sl ;99 glagl (sl (osdg lgolsaiwl gl aouy G dupiogull 8jgadl (sl lquuai Jgwogll

=lpadl
eailuwoll (pgsSi < 8yla3l J] Jaiil MorphoManager ;8 .1
Laa pSAlue (oSi sLiY d9Ls] (g8 jail .2
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7 MorphoManager [14.4.3.9]

fi Home

[ RMIEIENS i1 User Managemen ¥ Blometric Identificatc ® Access Logs @ Reports

~
Operator Enter the details for this User Policy
J KeyPoicy Name: !I |
Description:
= Biometric Device
Profile Access Mode: Al Bomefric Devices and Clents
1] Biometric Device [T Alow MA 500 database selection during user enrolment
Access Schedule: 24 hours, 7 days a week ~
Wiegand Profies Extended User Detais: [] Display extended user detais
“h user Policy Wiegand Profile: Standard 26 bit ~
User Authentication Mode: Express v
A Access Schedules Show Photo Capture Page:
n User Distribution
+ Group
[ User Authentication
Mode
= Operator Role
‘ Notifications
™ Clents
(o) Scheduled Reports
& | Card Template
(8 card Encoding Log
@] EventlLog « Back Next »
b

Finish &

Cancel Q

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out

Change Password

Wl Slogleall Jaol (o sdime dwluw 8L jlgall gipo 8 .3

cawgll (G)lidl)g poadiwell dwlu) pwdl -

Per User (Jgogll giog -

Bgouo Jgogll ld oS (Ul OlBg3lg pLSI pSay Uguog Ugaa -

syegull jlgall aypei walo (Jal (Jo dissa (53l dwai Wiegand waypei calo -

Gub () 8jeadl jlaall gosiiwo Ly poiiwuw LUl Gl cwsy adimell d8sboo aibg -
Gaypoill @bg JLial pwall Jhil (U3 J] log UlEladl gf dagll gl il ol 2103l dauny
Uwolaill (e (Jguanll

slgil (999 jail 4

:1) poiiwall d85lao 259 &wsliodl paiiuall dwlu (jgSuw

Uga Jwolaill (po syja) MorphoManager psiiuwe (JJo galy .&8L5) podiue Olwlw Guiul (a3l

il | dw b lgiusi Sy LU dalitell yailadll gres

d8sbaall glogl ploaiwd . (Many

a2l
147 dnanll ,cayy=ill gibg jJLisl -

(o dAiuwal | g1jgi Ulcgooo 22.4.4
of duiogull 6:1jall 8jaal 4o Olegane (] (se sibwall (sl (s sikwall @1jgi Glegase gal
.MorphoManager s).oc
sdaw Lwd | b g pidl
ACS (,6 J83] (,le Banlg pasid &8 (] (osdiwall @1jgi legano (Jo degano S (uwi Ly
lgoaiiug gatid &6 JSJ B3I (e saalg (osdiwo aijgi degano Gl (JWlg
=l 323l
(e ddiwnll @21jgi degoan < 85193l (J| Jail MorphoManager ;9 .1
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5.3y (0 3alwo 21jof degano +Lii¥ d8LS) (598 a0l .2

5 MeorphoManager [14.4.3.9]

i Home - it User Managemen ¥ Biometric Identificatic ¥ Acces as a Reports

Adding User Distribution Group

~
Operator Enter details for this User Distribution Group

) Key Poicy Name: _m

= Biometric Device
Profile

Cj Biometric Device
Wiegand Profies

efL User Policy
' Access Schedules

User Distribution
Y Group

B User Authentication
Mode

= Operator Role
‘ Notifications
-__ Clients
() Scheduled Reports
& | Card Template
(8 card Encoding Log

@] Eventlog

Back Next » Finish & Cancel @

~

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out Change Password
@ﬂng._n_._dlﬁj.gg&l Syaaj diginell dadinl |L,JlLJJaJL,.IAL",Jm|L§gQ il .3
ajgi degano (9 (o laubYl lgosatunw il dyjiogull 8jgadl 0dg) dsyWl jLiadl OULA saa 4
oA (o daiuwa] |
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1 MorphoManager [14.4.3.9]

fi Home [EENIMEENS It User Managemen @ Biometric Identificatic ® Access Logs @ Reports

Adding User Distribution Group

-~
Operator Select Biometric Devices

W Key Policy o Select Al i Clear Al 4 Fiter

mn  Blometric Devios Name Description Location
Profile MASigmaMulti

. . . ~| VisionPassMDPL Face Regocnition AC3
Cj' Biometric Device

Wiegand Profiles
4L User Policy

' Access Schedules

User Distribution
' Group

B User Authentication
Mode

= Operator Role
‘ Notifications

-__ Clients

() Scheduled Reports
& | Card Template
(33 card Encoding Log

©| Eventlog «/ Back Next

W

Model
MA SIGMA Multi WR.
VisionPass

Finish ©

Cancel Q

ol 8 Jail 5

BioBridge _J ODBC slac]
do Jdoll
.MorphoManager BioBridge plsaiw3 wlwi Wi (ODBC) agiso)l OLlI dacld Jlail a=j
o a1 Logall Uil aoliy dalise OUly aclgd (] Jgwgll 53390 daoy dgalg ODBC Sy
OdbCDriverl7SQLServer
9 BIS i bilwg e Jpewdl polip sagy BIS J duwilh -
BIS\3rd Party\OdbCDriverl7sQLServer
www.microsoft.com (po (2wl paolip (bjil pb AMS J dawdl -

Olily jouao Lu)
(ODBC) agigall &Ll aclgd Jlaid (DSN) Slily jouao pwl «lis]
.dgyls] Olgal saa Windows (,8 eSaill dagl ,6 .1

.dojlall (o ODBC Data Sources (64-bit) ssa .2

Wil DSN (gl dode saa .3

Connected to https://127.0.0.1:42100/  Logged in as Adn  Site ID: 1C33-52E8-2C9A-48EF-ATD6-A2A0-14A0-CA2D & Log Out

Change Password

22.4.5
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=] ODBC Data Source Administrator (4-bit) X

User DSN  System DSN  File DSN  Drivers Tracing Connection Pooling  About

System Data Sources

Mame  Platform  Driver Add..

Remove

Configure

£n ODBC System data source stores information aboLt how to connect to the indicated data provider
Ej; A System data source is visible to all users on this machine, including NT services

Cancel Aoply Help
e aolip swaad) doLsl (§g9 jail 4
=lgil (599 yail @i (J2uii golipS ODBC Driver 17 for SQL Server saa .5

Create New Data Source X

Select a driver for which you want to set up a data source.

Name Version Comp
ODBC Driver 17 for SAL Server QR KRN XX I 1o
SQL Server 10.00.17763.01  Micro:
< >

< Back Cancel

0L joune) AW Juolaill Jasl .6

Ol json) lwl jpwdl -

(sslial) cawgll -

:013i831) ULl 8acld pawlg ACE ULl dacld Cudi pi Cua JguaSIl pwl :psladl -
(ACE\<L;,4 ol ACSpula>

Microsoft SOL Server DSM Configuration =

This wizand will help you create an ODBC dala source that you can use to connect to

}% SQL Server.

What name do you want to use to refer to the data source?
Name: | SIBEMEENE] ‘

How do you want to describe the data source?

SOL Server

Description: | ‘

Which SQL Server do you want to connect to?
Server: |VM-W2[H S-EN-ERT\BIS_ACE v ‘

Next > Cancel Help
< JWI Gob jail .7
Jodall hawi Ologleo pos) jlga 2140 1l
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Microsoft SQL Server DSN Configuration

How should SQL Server verify the authenticity of the login ID7
)=
p:
el (O With Integrated Windows authentication
SOL Server

(O With Azure Active Directory Integrated authertication

| ® With SQL Server authertication using a legin 1D and password entered
by the user.

OWlth Azure Active Directory Password authentication using a login 1D
and password entered by the user.

e) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login \D:‘ |demia |

Eassword"unu| |

< Back MNext > Cancel Help

weJ9a3 (rowi Wyeo plaidiwl SQL Server ddsbos go saa
AWl Ologleall (Jaol
ails di] LACS ;8 diygSi i oS Idemia Glily 8acld padiwe pwl :Jgasdl Jrowi Wyeb
.Idemia
ACS (9 diygSi vic ddemia Olily 8acld psiiul lgiusei pi U1 jgpall dalS jgpell dels
< JWI @g9 yail
LA OU soa ( JWI jlgall 210 (8
Idemia saa g :J] dwslpiodl GLLI dacld jusi
duuisoll ANSI Ol9joo plsiiwl
Glpdaillg adalall yielggllg dejlall ANSI pid pladiwl
a9 laid] dsuill IP ddo
READONLY (J] (Gubil (o suodll (jic
Microsoft SOL Server DSN Configuration

Change the default database to:

.10
a1

hS

|\dem\a

§0 server Tr—

SPN for mimor server {Optional).
[] Mttach database filename:

Use ANSI quoted identifiers.
| Use ANSI nulls, paddings and wamings.
| Application intent

READONLY
[ Mutti-subnet failover.
Transparent Network |P Resolution
[] Column Encryption

Enclave Attestation Info:

[ Use FMTOMLY metadata discovery.

< Back Next > Cancel Help

< JWl @G99 il

JUAS] OUL saa (JWI jlgall aipe (8
Guw L"Sg§ “. e PI - I

Wyadl Olily dosy duaii

pslall 84 lgiiu daaill

.13
14
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Microsoft 5QL Server DSN Configuration X
;% [[1€hange the language of SQL Server system messagesto:
- (Defaulty
SOL Server
[] Use strong encryption for data
[ Trust server certiicate.
[#] Perform translation for character data.
[[] Use regional settings when outputting cumency. numbers. dates and times
[[] ave long running queries to the log file:
C:\Users\ADMINI~1\AppData’\Local\ Temp \QUERY Biowse
Long query time {miliseconds): 30000
[1Log ODBC driver statistics to the log file:
C:\Users\ADMINI~1\AppData‘Local\Temp\STATS Browse...
Connect retry interval (seconds)
< Back Cancel Heip
lgil (599 Jail .15
padladl Ol galy (JWI jlga)l 2130 (& .16
ODBC Microsoft 5OL Server Setup *
Anew ODBC data source will be created with the following
configuration:
Microsoft SAL Server ODBC Driver VYersion 10.00.17763
Data Source Name: ACEldemiaSGLServer
Data Source Description:
Server: VMW2016ENBISERT\BIS_ACE
Database: |demia
Language: (Default)
Translate Character Data: Yes
Log Long Running Queries: Mo
Log Driver Statistics: Mo
Uzse Regional Settings: Mo
Prepared Statements Option: Drop temporary procedures on
disconnect
Use Failover Server: No
Use ANS| Quoted Identifiers: Yes
Use ANS| Mull, Paddings and Wamings: Yes
Data Encryption: No
I Test Data Source... I oK Cancel
alay Olliadl Js] (o oSl .. O LlWl jouse jLisl Ggd yail .17
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SOL Server ODBC Data Source Test *

Test Results

Microsoft SGL Server QDBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

.ODBC slac] alleo (30 asal @ «Olusil aran baaal .18

BioBridge pW.i (pgsSi 22.4.6
.BioBridge dgalg pladiwd Jgwgll ;8 pSaill dalai¥ diglhall dasiall Ololacl pwall 3o oy
G bw31 b il
157 daaunll ,BioBridge J ODBC slac| galy .BioBridge J ODBC slac] piy
=l a3l
Wil (pgsSi < 8jla3dl (J] Jaul MorphoManager ;¢ .1
BioBridge wuguil dolc 33 .2

9 MorphoManager [14.4.3.9]

i Home [IeIENTINIEEENA dr User Managemen Siometric identificatic ® Acc
Operator Tme = » y  System Management Gatewsys ConnectorService BioBridge Privacy Mode MorphoTablet PasswordRules Card Template Management Finger Template Capture Optons  Display Options  MorphoWave  Dupheation Control
Iy Key Policy MorphoManager BioBridge Settings
= Biometric Device System: MNone > Configure
Profie
Wiegand Profile:
@3 Biometric Device Grouping Mode:
Wiegand Profiles Enable Forced User Polcy: Enabled
. Defadt
L User Pol -
i o User Synchronization Start Time: 200443
", Access Schedules User Synchronization End Time: L =
" User Distribution Delay Between Each User Synchronization (m* s
* Group Alow User Sync Whie User Cache Is Refreshing: Enabled
B, :‘*‘d' Authentication User Cache Schedule: Sunday Monday Tuesday Wednesday Thursday Friday Saturday
ode
% Operator Role 12:00 1:00 AM 2:00 AM 3:00 AM
) 4:00AM [ S:00AM || &:00 AM 7:00 AM
@ notiications BOOAM L SmOAM 1000 10
" Chents 12:00 1:00 PM 2:00 PM 3:00 PM
4:00 PM 5:00 PM f:00 PM 7:00 PM
[c] Scheduled Reports. 8:00 PM 9:00 PM 10:00 11:00
&3 Card Template User Distribution Group Mappings:
‘Access Grou User Distribution Grouj
@ Card Encoding Log = o
©| EventLog
Q| Exception Log
4, System Configuration
2 Save  Cancel
Connected to https://127.0.0.1:42100/  Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-A7D6-A2A0-14A0-CA2D & Log Out Change Password
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MorphoManager Universal BioBridge susa qoUadl douwiall dailall 230 LJB .3
(2955 800 4251 4
-(@luio jlgn @ijo solay

MorphoManager Universal BioBridge Connection X |

Please select the provider in the dropdown list below.
Provider: ODBC ~

(®) Use basic connection string
ODBC Data Source

Please enter the DSN name the ODBC data source you would
like to connect to:

DSN: |ACEldemiaSOLServer

Logon details
Please enter the logon details for the ODBC data

Username: |idemia

Password: [' |

(O Use advanced connection string

Connection string

Cancel

dahioll 5381 (9

ODBC sua 9gall douwiall dojlall gipo ;8 .1

.ODBC slac] (po (DSN) GLLWI jouao pwl Jasl .2

lam 3y i @i oS jgpell dalSg (Tdemia) podiwall pwl Jasl (Jgadl Uaawi Juolas (os .3
.ODBC slac] (,8

Ul (39Si jlgall gipo (J] 8592l (89190 (G99 jail .4

Uil (neSi jlgall 2ijo (9

Ubg (9 disaa (53l Wiegand waypei walo dejlall (jo saa :Wiegand wayy=i walo (J] duwill .1
s w

@aeaill 259
J] MM Universal BioBridge (0aaiwe (=i MorphoManager (le vy wauS slaedl 13w sany
:adWl olyLall sal jial .MorphoManager (o siiwe g1jgi Olegano
MM Universal BioBridge (o Jguogll (sgimo Glecgoao Wlali gogll 3o (Gillbyw :Jlali -
cduwdi dpoud] allhuao ) B 13] MorphoManager (9 (o saiuwell 21jgi Glegono 2o
lewai o MM Universal BioBridge (9 Jgogll (sgime Olegoan (1S5 o) 13] :(sga -
Maij Al ol (9 cliSwyd MorphoManager (9 (o saiwall 21jgi (Ulcgoan) degoaso
o3kl | duwluy Oliges (6 Ggay Gusill

131 Olslacyl
105111831 Lgasd sic AWl Olslacyl Jy eliSwy «(O3l1 plaso (9

B)glaall doilall (po 83 3aall psiiwell dwluw BioBridge (Jusuwsi s gjanall padiwall
Ueni U1 padiwell dwluw Wils podiwld odo jUiddl Gla Sosa 3]
Per User pw3l

(a8 )l (i G 3] o 3dlusall oljo Wyno Usbi pof ()| -lgiil Gbgg <y b
p3Aiwel| dieljo
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83Lj J] 528w Lgislg qplaill 3jlgo pbgs W pall 8] (59 §iw p3Aiwell dieljo
(o il | gros Eyaail pjI Gbgll

jloio UJSuin paiwell diolje Wyne (ubilt eiu Ul 13m (Swi sic dioljos aloudl
83Uj L] o3l 13m (59 8uw - aaiuell Cidgall (ujalll 6513 Cyani go |  Cyaad LT o sdiuall
il Sjlge Gle Gllall soc | cabgall (ujaill 53513

ByuS Olly sclgd plsaiwl aic slacl 3o Juhsi (uniwall (o o dAiurall

pxdiwoel) G8gall (pjaill 8)S13 Cysai lgd iy LUl GBg3lg pL3I 83513 Cyaai Jgaa

awa ;8 8)8gi0 (JoSi (O way @8l Olgiwe (el e Jguanll 8 goll (jaill
qeanll 1S OlLl aclgd Ol dalaidl 1ol @leiy Logd (3SUg (8 o3I © Jiuall

gui ] daladl jpu

I (ACS 8o0aall po b3l GLi8) u&wlwwwﬁtxuwl dosa 9 -
.(MorphoManager ;9 83320) (o saiuell @21jgi Ulcgono

) MorphoManager [144.3.9] X

ome men omet 8 access Logs
Items System Configuration

Operator Gatewars Conmector Servce B0BNge  PrivacyMode  MarshoTbiet Password ukes  Card Template Management | Finger Template Caplure Optrs Delay Options  MorphoWave  Duscation Caniral
W Key Policy MorphoManager BioBridge Settings
= Biometric Device System: Marghatanages UnversalBotndoe | | Conflaure.
Profiie
Wiegand Profie  : Defaut ~
@) Biometric Device Groups Mode: Aimatc
Wiegand Profiles Enable Forced User Polcy: [ Enabled
Demit
2o userpol
“ o User Synchronzation Start Time: 1200 413+
% Access Schedules User Synchronization End Time: 1597 &
3 Vs vbtruton Deay Between Each User Synchronization ('
* Group Allow User Sync Whie User Cache Is Refreshing: Enabled
B, U Authentication User Cache Schedule: Sunday wonday oesday. Wednesday (] Thursday Fiday Saturday
ode
Operator Role 12:00 1:00 M 00 AM
[Pl a00an [ s:00 00 AM

@ Motications Manoam [As00 Z 11:00
[ 1200 100

— o0 oM
- [A4n0em [ 5:00m 00 P 00 PM
& Scheduled Reports s0opm [ s00pm 10:00 11:00
& | Card Template User Distribution Group Mappings:
Groups User O

g Encodng Lo S < } g

@] Event Log

@] Exception Log

), System Configuration

© save Q Cancel

Connected to https//127.0.0.1:42100/ _Logged in as Administrator (System Administrator) Site ID: 1C33-52E8-2C9A-48EF-A7DG-A2AD-14A0-CA2D & Log Out - Change Password

BioBridge Juowill (Jroc (pgSi 22.5
do Jdall
olsi Losaimal djyiogy OMaw il WA (o eliSay yiguas jlga gm BioBridge Juawill (soc (3]
+ljal 3 (30 BioBridge (uawill (Jpoc slac] dylac (5355 .Jgwgll (6 aSaill
MorphoManager ()] Jusuws Jsio @8ls] -
Usowill olgoa) MorphoManager (Jgoc jigues djgal (nosi -
Uaowdll Juae jLial -

daw LS| b g il
sHo gl o] Suaily lgio pgai ACE (Joc dhao (JS (le MorphoManager BioBridge Cuudi
ADEMIA dalsi¥
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Morpho Manager (,J] (Jrowsi (Joiie adls| 22.5.1
=12l

.MorphoManager Jyoe Cudi Jydo ;9 89)lgll Ulagleidl 24l
lgs Lwgo Active Directory (oadiue Oblua sof ol Ulwd :dlhadle

Urawill plge) MorphoManager (Juoc jiguoS djgal (12955 22.5.2
(spiogudl (uawill dolsaiwl sy jaues (S Gle dpdl 13m 34

a3l
C: :(010831) MorphoManager Cuii Jdo 9 .1
( \\Program, Files (x86) \Morpho\MorphoManager\Client
UJg8wasS ID1.ECP4.MorphoManager.AdvancedClientConfig.exe talall 34

oManager Client Configuration [15.3.2.7]

Basic
Server connection details

Hostname
hocalho st

Port
42100

Save Close

.audell pawl (s Morpho p..\lALé._l_Jé.op.wlLJ.'A..\i xL._.,J.ULLUi ol dodle ;& .2
@5Ug) a8 «(ubo3l jgpall dalSg psaiuall pwl gl Active Directory poaiwl (po3dl Cuydill .3

.Morpho
Uaoud Olhjba il dode (le [l dadle cudill Ollos) dy gy 3] xL‘JJ:)(:}.DSA.! 4
Jgaall

[ Morphoblaruges Clert Confguration [15327) = ]
Login options

Remember my username and password
Whaes e chand lBarcban, | wand b pro-popults T ey
Bl pted Fpich Bdnerdfc By e B berragfon | peode
T

Lername

ademinaiir aboe

Passwadd

Aipomats: login

Witar B Chpet lpunchri | mad! 50 instoematslally g« welth e
T e pasTeeced | provecke

D

Operator override

e b i B cperaior b change connection detel kom
Tt o] bt P

@D ok
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@l pwall 8 Juowill Jsiiwo) lagilas] 13Ul jgpell dalSg psaiwall pwl Jasl -
ves (J] kil Jgaall Juoui alise (jueiy pd -

C: :(51831) MorphoManager cuii Jds 9 .1
( \\Program Files (x86) \Morpho\MorphoManager\Client
UJgbwoeS Start ID1.ECP4.MorphoManager.Client.exe talall 34
DMoxll < 8jlo3l J| Jaul .2
Uroc jiguesS saa .3
HIST (G99 yail 4

9 MorphoManager [14.4.3.9] — m} *

5 Administration £y User Management % Biometric Identification M Access Logs a Reports

N

5 Operator Enter the details for this client

Mame:

Description: | |

LD Key Policy

Biometric Device X
Profile Location: | |

ﬁj Biometric Device
| Wiegand Profiles
~
ef) User Policy
3 Access Schedules

n User Distribution
1 Group

' User Authentication
4 Mode

% Operator Role
‘ Notifications
™ Clients

(+) Scheduled Report
(€] u eports 4 Back Next b Finish (@ Cancel

W

I PR r—e

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-A2ZAD-14A0-CA2D £ Log Out . Change Password

(sWisl JSuin gl agall Jaslg cuglhall Juawdl poc pwl Jasl .5
L__,JULII H99 yail .6
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1 MorphoManager [14.4.2.9] — O *

E Administration &y User Management & Biometric Identification B Access Logs Reporis

~
& Operator Select the tabs displayed on this Client
. . Tab Mame
L]ﬂ Key Policy
Administration
= Biometric Device User Management
Profile
Reports
ﬁj Biometric Device Access Logs
Onsite [Offsite O
— ] Wiegand Profiles Biometric Identification
~
£4l User Policy
( \" Access Schedules
n User Distribution
i Group
- User Authentication
“4 Mode
% Operator Role
a Notifications
[ 1w 3 d}, Changing the visibility of tabs requires a logout/restart of MorphoManager
Ty Clients
) Scheduled Reports -
© po 1) Back Next » Finish (&) Cancel
I r= . L &

Connected to https://vmw10enltsc- copy:42100/ Logged in as Administrator (Sy:  Site 1D 1C33-32E8-2C9A-48EF-ATD6-AZAD-1440-CAZD ) Log Out > Change Password
saawill (Jroe Gle lpoge ayp U1 eugidl Olode) dyWl jLiall Olls saa .7
Byladl -
Odgguall Bylal -
gyyladl -
‘oogll Olaw -
(sriogall il -
Wl G99 yail .8
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5} MorphoManager [14.4.3.9]

5 Administration %y User Management & Biometric Identification M Access Logs a Reports

el
=5 Operator Configure Camera for this client

ij Key Policy Camera: No Camera w

== Biometric Device
Profile

ﬁj Biometric Device
| Wiegand Profiles
i~
£fl User Policy
) Access Schedules

User Distribution
Group

' User Authentication
“4 Mode

% Operator Role
a Notifications
M gients

(z) Scheduled Reports -
@ po ) Back Next b Finish (@ Cancel

I Cmnd T L

Connected to https:/vmwl0enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-48EF-ATD6-AZAD-14A0-CAZD 5 Log Out > Change Password

dajlall (po No camera daa :lpolSIl J] duddb .9
SWI g9 yail .10
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15 U

1 MorphoManager [14.4.3.9] — O *

E-l Administration %y User Management & Biometric Identification B Access Logs a Reports

-~

5 Operator Configure key policy for this client

M Key Policy Key Policy: Default ~

Biometric Device
Profile

([J iometric Device
| Wiegand Profiles
"~
ef) User Policy
3 Access Schedules

n User Distribution
i Group

- User Authentication
“4 Mode

% Operator Role

‘ Notifications
M gients

(+) Scheduled Report:
(C] u eports ) Back Next M Finish (2 Cancel )

b

I P r—e

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy  Site ID: 1C33-52E8-2C9A-48EF- ATDE-A2AD-14A0-CA2D % Log Out . Change Password

@ilall (po Default son rduugdyl dwludl )] duwily .11
W G0 yail .12
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) MorphoManager [14.4.3.9] — m} *

5 Administration &y User Management ometric Identification M nAccess Logs

A
&= Operator Enrollment Devices
. 3D Face Enrollment
Key Poli
L]-‘ v v Morpho 3D Face enrollment: MNone ~
= Biometric Device Morpho 3D Face enrollment biometric device: Search
Profile
Contact Enrollment
ﬁj Biometric Device . . .
Morpho Finger biometric enrollment: Selected MorphoAccess ~
| Wiegand Profiles Morpho Finger enroliment MorphoAccess: |MASigmaMth’ Search
-~ Contactless Enrollment
ef) User Policy
Morpho Contactless Finger biometric enrollment: Any MorphoWave Desktop (USE) ~
& Access Schedules Morpho Contactless Finger enrollment MorphoAccess: | Search
“ User Distribution 5G Face Enrollment
i Group Morpho face biometric enrolment: Selected MorphoAccess ~
' User Authentication Morpho face enrollment MorphoAccess: VisionPassMDPL Search
“4 Mode
Smartcard Encoding
% Operator Role .
. Morpho Smartcard encoding: None ~
‘ Notifications Morpho Smartcard encoding PC/SC device:
Morpho Smartcard encoding MorphoAccess: | Search
™ Ciients
() Scheduled Reports .
© e 4) Back Next b Finish (&) Cancel
v
= g -

Connected to https://vmw10enltsc-copy:42100/ Logged in as Administrator (Sy:  Site ID: 1C33-52E8-2C9A-4BEF-ATDE-AZAD-14A0-CAZD £ Log Out . Change Password
Urowd! Jac dlase (e dolaaiwl sy (s3I (spegud] Juowdl (518 san .13
lai] 399 sail .14
MorphoManager (aubi (alei .15

a2l
163 dnduall ,BioBridge Jiswi| Juoc (ugSi -

Urowd | (Juoce jlial 22.5.3
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oA ‘ O« « T » v < @ 1 Division: [Sme -

i - ) - Offidal pass
« Main menu Last name:  Wisitor11 Firstname:  Firstname11
Birth name: Date of birth:  Tu 03/15/1975 = Passport
Vit () Driver's licence
R Street, no: Zip code / City: @ Identity card
Phone: () other:
% RS Car license No.:
Employee I0: ['u"lsitor - Company: Mumber:
Card no.: Reader.. ﬂ

Additional data | Authorizations | Form/Photo | Signaturel

Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM = Expected departure: =
Date of arrival: = Date of departure:
Visited person: E] [T Extended door opening time
Location:

Card no. Application type PIM lock Collecting date  Code data Read card ... Ll

Withdraw card
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ficcess profils: | | [~ Keep authorizations assigned
Assigned arcess authorization Available access authorizations Fiter: ar o
Hame [mac Time model | ¥ald Fram walid Ut Name [mac [ Tive model [ owsion

==

HE 58

s

4 | |
alid from: = unki; =N .

Time moded: I(without time model) @ j T Tour meritoring -

Zard no. |Appl\cat\on type | PIN lock |Created on |Last printed on Ma. of prints |Code data I Readcard... d
Confiscate card

Registered: = |Blocked; 9 [No authorizations: B Last access: |Pegasy=: =
|BoschRrdr [Common [t of1 changed [10/20/z014 03:15:33 PM | [e1s

ayaaill deil8 (9 (J=alb sgage ilj wayei wale syaad (1S (leadl (u=i jlgall 2ipe Jao (9
9 aliadl Jguwooll Jgai dailall (po &ojall Jgogll OWgai wyaai (jSay gl «bgyall (,8 dgLitioll
-l dailall (e leldig lgule dolle @ibg @i Uc (el I Gimoll Jguogll Jigai dojlall
RBIPL dola aypei GlaleS djroall Jgogll waypei Glale (sgw syaai (Sey 3 ddm jlgall 2140 (9
‘ole OMgaj slac] (Gupb (e dnola Gblio J] Jgwgll (PPl ale wisi @iy (o3l lio (leg
o3 Gle (hgdd JSJ (ool OMygal dusduo (Jo (Gaaill (uei (JSwug

AWl ujai piyg Ugoy dyggll d8lhy @8 Jlas] LayT ()Say «@8ladl 8145 (6 tha sgag dla (6
8ol yuai ;8 Jgogll aU ojlicl (JlnI

Jol of Wl ol Olaladl (5)l8 9 dyge)l ddlay be1j8 <Ll .65 L clgiil o2y diygm d8lay SIPI aumig
cwbidl Gle dilily yoyeg dlall (53 yasddl syaai iy Ugay lgad)

JH1 898 jaill (Guyb (e Jilflg digell dbllay (u (11831 Alj| il .&8Uall 8le] Jiiiall 35§
Byoleo Ayls cladl 1ao Ubgg Ayl (pjai pig .d8lad] 850 oo

Gl OlS Ly 5lgall 21pe

piig pold yilj I plj d8lay Gu=i sole piyg . (Rplj OBUaS pladl ;9 OBl yamy jan i
Sllas Glaydl 0dm Jio Juawi way .38layl ploaiwl sale] Sy Maicg «dijslao sic lgisle]

GBI G leiuei 18 (]
ylauin]
cpladiwdl soled dbl8 (jgSi S B)g0 ol pwl gogxu (PPl OB Uay sLib] i qple (JSaiy

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | (pplpl ayls]

201

< o Division: |(seyiie

« Main menu Reqgister card

@ Wisitars

| Register card | > I

Deregister card

Read card [ +] Cardno.: |
Delete card | Last name: |
First name: |
Date of birth: | =

Show lisk =5
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Visitor pass

Firsl- and l3siname Company

Steven Visitor

Proof of authonty Reglstration plate
for plant area

Paszad card

Contact person =none Department

Reason of vzt Visit appoinbment

|:| e [ ] Na

Tvpe of officla Humber of offical document

Passport

aooept the terms
and conditions overleal

Locadon, dale 3ign of visltar

denty card with photo seen 7 To compiste from wisihed person

[ res [] te Arval at

Departure at

Sign of plant protective force To sign on visied parsan
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AMC 4-W I Inputs | Outputs | Teminals |

Name: [AMLC 444-1

Deseription: |ApC ;I

Communication to host enabled: [+

— Controller interface

Interfface type: ||_|DP vI

PC com port:

IEI
Bus number: I‘I vI
.

IP address / host name: |
Port number: I oot

Program: ILEMUEFEE.HUN WIE, AMC-4w j

Power supply supervision: [

Mo LAC accourting: [

Diivision: Il:ummun j
Sl chw (jSo o pés 27.2
Pﬂrki"g lot list Date 08.11.2013 , 14:51:23
Page 1
Parking area Zone Wehicle count State
Main Park a1
Zone A 30 full
Zone B ) =
Zone C 12 -
Building A 39
Zone A 30 full
Zone B ] e
Building B 39
Zone A 30 full
Zone B 5 =
dawgall Oljlud] juiil dalw 5ylal 27.3
do ss0ll

Old OlSpell pyargell Oljluwdl wwal dihio 9 Oljluwll aw Sbel sac s Usidwll (8ol
:J Ul Juw Gle (bl pe panl
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Access control area

Al
57
X

A

« Main menu

Area name: | PO1

% Authorizations
Description: | |

ES ST = | Refresh number | | Synchronize counter |

max. number of cars: Mumber of subareas: | 3 Parking time chedc

Parking areas

Reset areas Subarea ¢ Description Max Actual Info
.? unknown

Random
sCreening
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28

28.1

¥ — e
A T < @ 1@
« Nain menu Define guard tour
Mame : | Building 1 perimeter
o Define
guard tours Description: | A route around the perimiter of Building 1
lanage Mo. Description of reader Time on the way Total time Max. delay Startzeit +/-
guard tours | - VN
1 BPR HI-1: BPR HL 00:00:00 00:00:00 00:00:00 3 min
| 2 BPRHI-2: BPR HL 00:10:00 00:10:00 00:02:00 -
| 3 BPRHI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader

.bljoll @ga) lawl Jaol qoawdl aill Jaall & -
(ssial) juel) Ypasi ST Lawl JasT« caogll uaill Jaall 8 -

:dublyoll dga ] 8:1)8 djqal d9LS]
(58 adLs] )l (G99 pail 1
) Ul (9 jow L] iy
- suiell @olall (jo Gjl8 saa ((5yla)l chog sgasll 6 .2
:lgy agawall GBI Lays Jasl .3
@Al (o 133c /+ caddl Gbg gipo (9 Jasld (Julwdl ;8 Jo3l Gsylall ldm S 13] -
-8lpoll dga YA dyygall sy (89S dngauo (,ak ooy gl cadl Qg (Jub
Uu) G8gll @pall e Gbgll o (Jaol8 (Julwill (6 Jo3I Gylall 1dm Sy @) 18] -
Loyl 1amg Jo3l (syladl (py wdlpall Jais wglhall (& Gis o
(Alaadl Gdgll sgac (9 (Jleadl dgall U89 graai piy
Gl (9 @Gyimall G8gll (o L8LSYI L8Yl aall Jaol (sguadll palill dlge (o .4
o Ayeul Gle alin Golle 359 U9 Usa (s3lg Bgawo JIj Lo s3I
GO dalg Bpo (o PST duwsi (5)lall jgabs (S il lanY .8:1all Bjgal (po oy (s3I sasll sl .5
] lisge Jla 8 gl oamio Glpo opc @i8lall dga jopw Jla

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | Gljygallg dblpall U3¥ga 8yls]

207

Loyl Wia jj (G998 jailg pawdl san (Julwill (po (gl Wis) -
dawl/Gled) guyjl @99 yailg awdl o (Julwill ;8 (5)8 gogo pusil -

&

Oljgall 3)ls]

@wdlyell O3ga Bjlol < dbljell G3ga saa

day3a dyjgo dlgaa

GWI JSudl e 21U digmo dublpo dlga 2o dyjgo dlgas)

Joog Gl (558 (J] Jaiilg b 5gag0 dyygall dyglnall wdlpell &8lay o o oST .1
Hbbo (JSuly (hale Jaausi (s)18 ol )§Sw

Lgayyei @i LUI &iblpall O¥ga (s3a] san ublell G¥ga sgoc 8 .2
weBdyaa dyygo il (G99 yoil
.daliio 5300 jlay

w3 Ol 13] ) suiel| @ojlall 8 dubljell dga jic daliioll 838WI 6 .4

oyl G8g (Jumi 5and (duuwe (JSuily paydai @i sy g dyq ! il O way g8 13] .5
sadl Gbgg Ayl Jasl -
codl O3lay alowd! byl -f+ sagl &g (Jlaaillg 8Ll 2ipo (§99 Jail ol o) 13] -

SSaall ol jaliall

B LYl T . wblpall @8lay (uswd) doladiwl sup (531 (5)la)l Sang (posl) pguil (599 jail .6
yoaill i ek O Ju8 plaill (8 lauue ()l (19S5 weag ()

21ilg (syla)l Lle d8layl 2i5g «lpall d8lay 8138 cou clpall gaall dodc jj (§9 jail .7
REHT R RUTRY ]
LAyg Nl ;9 lgolaaiwd wlljell d8lay Jroui oy

a8l Jol (f eld 2o 1anY .&y5ga)l 0dg) dyadl wdlpall OBl Jyouwi) dalull sglaall 3 .8
yygall odm JUa belpall Bjgal US 8 padiwd O way dygall JUa lgeyadi sy

a5l (9 Bosaall d&ibliell Aga Gl dlabio dodce gibg piw .(§91ge jPI (G50 jail .9

dyjgs wiisej

gl dahie Gljgs Bac 3gag Jla B9 .deilall el (J] dahiallg dadull Oljgall groa Jaili
Ologleall (30 wjo e Jgwall jUbo3I e jail .(5gll paal jlb] (8 55 3n0ll &jgull @bgi dhi
d8layl odm plsaiwl way .&8lpell dga 9 (558 Jol sic didlay wdlpell pad) boaic djgall Tow
dyygal) dhoy Gl8Uay syaai @i gl Gia «dyygall (o (auiel sl

Lo (] dyjg0)] Ao ysis

Gbgll jolay v Ugll slpai jLial dode ssanll acgall (9 dl] Jgwogll piy (558 JS ol

830U (o lowll canill 8 Wl 833aall dyjgall 8 8:lyall 8jgal (pu Lleall Gbgllg Jgasall

) ; Jleall 2130

(sguadll palidl dige (J] 48Lo3L saaall Ldgll (e jalio acgo (9 dd] Jowoll piy (5)18 S aliy
ayygall Ll yalio dodall abgig S (olll +lpan JUiAl ol

P G99 Uil jaiy Maic .dlSui (5T 3909 pac S Jsuialy wblpell (haiy @la)l 0o (9
dclhiwl W - GOLs] "a" ] 48Ls3L (joll slpaa jLial dode (5)lall ali .dyygall 8 likiwl
SWI Gyl aic dyygall deylio (31 wblpall

sl Joiialy JUai3l wdljell gibiuy dadii &9 (9 Wb e Vg oje pali Ggaa sic

JP1 Bg8 yailg (BIWBAIL) paldl Glasilg 55Ujl @i (O palll G5B soc Yool .Jgaall

28.2

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



208 Olygallg ddlpall U3ga 8)la] | ar Access Management System V5.5

dablio )j 598 jaill lgIliS| (id Lgblay| il arbiuy «Jgaae oo LaS dyga les] 3si 13
(_,3 dhbianllg dhaidd! didlpall Odga Gaj héwiwg (JiSS (Jud -._Can.lg!I i ] dygall dla psii
.dajlall

(lwell 9 ESall (Gsludl (,9) dgall aullje

o sdiall

plai (8 (uosaall po b3l e dis)8 (3Swy -39 Bjgal Julwi (e 8jlue (gall gl) jluall ()
-pasd) dagieall OWygadll (ye paill Wpay (il jaell (9 pgilSs dungil (Jgogll (9 peSaill
Bblial of dalaill ducliall Ol L6 da8s Jowg OMului (b pa dundged] Ololsaiwdl (uaa
*Jle glol (sgimey jraii D1 elli gf dyunll &iSljel) dnislal]

Olylual | 3y aaj

Olylusell 3yaai < Agall &Blpo saa iyl dailall (6

(Bja 16 @12)) jluol) Ll Jaof

(5)Wial) Waas sl lawg Yol

Belyall 8jgal Juwlus d6LsY (syl8 d8Ls) jjll (G99 yail dubdliall Odga 2o Jlall go laS
calj¥ Gyladl Baa il (599 ailg udwill (8 (5518 pbgo il eqw3l Iyl pariwl

D w o

28.3

3R Q T < @

« Main menu Define routes

Mame : | Route to lab

i.. Define routes

Description: | Direct route to the laboratory

ses
%, Correct routes Mo. Description of reader

BPR. HI-1: BPR. HI: Common
2 | BPR HI-2: BPR. HI: Common
3 FPBEWZ-WIE1-1: FFBEW2-WIE1l: Common
4 FPEEW2-WIE1-2: FFEBEW2-WIE1l: Common

Add reader Delete reader

uasib (J] jluo (u=i

(P JSidl Gle 21U cpadid J] jlue (=il

Ollagl < (uabgell Glily G99 jail duuigl doilall 6 .1

iyl g (s pesiid) wabgell Jaw (Jrealy 8 .2

dlgall &blyo jiadl &ila saa qsyal Olily waull dode Lle .3

(@l pwall galy gluoe syasd) 13000 e soa deuils ()] &owiall dajlall (o .4
.abgall Jow basl .5

O3l el 0wy luadl 8 (58 Jgl (s diblay (peoll gasddd] pady boaic jluell bopbiii i
Judwi | 8 kad JWI Gylal ol sl o saall Judwidb jluell 9 (53431 é:lyall 8jgal plsaiwl
sl s jany O peadd! dclaiwl (JolS JSuiy jluall jouc (4o <lgii3l o=y .Jgwgll (§a piay Gow
Wil pai (poss Jal (5518

lQl_lﬁl_j.og Uljluod| arsuai
Glylwall arnuai < dlgall dublpe JAA:dJ.LuJJJJlCLﬂJLQJlLJQ N

Jlsall ] diged o (s3] Gasill abgall Jaw (el pd .2

Common

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | Gljygallg dblpall U3¥ga 8yls] 209

28990 syaai jjl (99 yail gluwall Ll Uoadd] ell3 28g0 wyaail .3
.eilall (9 /;lmJLgAl dode dnal ddyplay lojlial i il 8<lya)l djgal Lalis
adgo (=i il (§g9 jail «a28go anall gl jluall Lle (odd 28g0 (u=i 8ole¥ .5

Bosch Security Systems plaziwdl Jd> 2024-05]5.5.0 |



210 (rabgall lgdiell yanall | ar Access Management System V5.5

(rabgoell lguu=ll aaall 29
Lilguirnll yonall dslec
lodic yand <ljad diygSi i (5)8 (J] didlay ddladl Jols pasy .1
dbgale
ey bial (Say (m3 em ssaall olaidl ;8 Jasall (10 jorall gl apaall Yolab3l pmang
apoo pé pastd (sl anius «ilgiell pasall <lal (1 yanall OWgaill glasy Ijki .l giic
Wil ddoc dieali (Jg ggall Gle o
pUail e didlay paniud anall Jal o pasid! 3o Gilgiell jLiadl slol oylial 13] .2
.UolsJL
Uil Slsal Jaw 8 Sl Jawlg -
USuid1] . ilgadic pand dodce dyle 83gaa0 pé dioj yia) 3las] anll jlgall aipe il -
[1 by - oliol
squall) 8yglanall "LED Olpbige” (uabgall Olly jlaa Gleipay polall Al byph oy -
(uaolgll Gawaidl sguall) "Gilgiiell Ganall" lgaog (pan3]
ylauin]
dode «OEUagl jlga 2140 (,9) gl ilgirall yanall (po Liliub doleo (uei i (ndl goladdl
.uanall dulac pgladi ¥ ((spal Glily wyouill

Jdbaaio dyiol &ilja 9 (spal Ologad (J] Wlgiiic ojlial i (53l paridl Lesig .3
:JWI gaill e pandl jlgall grpo (9 pantl (e (o3l ujla sum) (Ologas)l odo slpa] 3=y .4
La0jla)l Sai Olgal paall dild 8 wwlia)l fan)l saa -
Oda il Gg0 yail -
; =i (399 4l Guyb (e il ST -
d aps I belpall Bjgal JS 8 didlay pladiwl 83gleo (ansll @b (s3] gasddd] ()31 guaiuy
Lgolaaiwl

Lilgaiall anall @8)¢ bybai e Jlio

oA

\”‘T

plaill Olelad (JS pe panll - janall - ddladl @ assi - 1
o3l diljall ddladl Jola Jasy -2

Jlgall 2ipo pe diblay (e Janll 28y i yiniaill d8ladl Jola piasy =3

(518l B0 (sylall ] diblay udi (g9 (o cduiod] &ljall d8layl Jola jolsy = 4

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | (pabgall lgiiell yansll 211

!y loais]
o (uadid JWisL (x 1710 1/10 (51100 (,6 1) Jloial sgag jaiuy %10 ] ilgiisl]

Bosch Security Systems plaziwdl Jd> 2024-05]5.5.0 |



212 Glaadl o)le elsaiwl | ar Access Management System V5.5

- s
Ulaadl yojle pladiwl
do sdoll
Uil dbwlgy lghauwi i LIl Slaall Gand) (Wgio (reidoe (ulidie) "Elaadl o)le" aouy
.CsV. wlalaS gl &b lidl Lle of dcgubo jlai aliibg
@99 jailg (ol pyles (Jic «(Glandl OMaw Gl 6acld (po @glholl OMawll (oycg olojiw

.dyglhholl G desS e w@bgiy 1dmg (§iL6 I Yoy dilo=]l odm L_qpu.uu\xgt [GTREY;
:aalise (§yby dusiaill pulan (sl (1Sey

Al gl ] &l laal syaall (i

dyylial dayylay syaaill (W8 Gioj w8 (pow Glaal syail UsoLall
Lol
lpigaa Gbg (b paill Whay Glaal syoall S laadl

daw lw| b g il
Jlgadl @i poo JI llgas Glaw

Jlgall guj0 jluwo
Glan3l wl)le < Bl < jlgadl 2ipo pow (9 duudyl deslall

G Jobdl Pl soa dgefl 8yiall (Jaws .1
way LUl Olangl jislg dgud Gayl iy LU Gbgll Olang sac san il (eud duny aipall 6 .2
Gl (@B Al Olelwl (b3l @uwdl (Jlal Juw Gl dgolsaiwl
5 GUL Slaall glgil of dgud Gndl by LU laadl @8 saa blaadl glgil dafls 6 .3
.lo Laim|
@laii olwd lgali Glaadl gojle Jolay LU Glandl sac s3a (b3l sa=ll &ils 6 .4
(83300 pue) dardll Wy (uuniuwall pé (po clo3L
selagi (spal &ani pyleo ssa .5
Wl pwl -
Jodl w3l -
odidl p8yl - -
dSladl ) -
(pUadl Jssiro (sT) posimall -
jleall el -
dabiall pwl -

Q2

e b, = (399 ol il Laanl CECREI

2a8gill slal] (3989 «Olan3l proai sl Cuani (599 yail -

Al Gy slpaY il Al [2) G99 jail -

30

30.1

30.2

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | &laa3l o)le plaaiwl 213

ol Juolall Jolil jil ssa dyio ] 8piall (Jow .1
Oe Lgud Endl sy Gl 8jiall dulgig dlay s« Gin Gbgll (o bl )Wl Olalio 6 .2
.Olaal
i QU1 Olaadl glgil of dgud Gndl way LIl Glandl di8 sa Slaadl glgil doild 6 .3
.clo Laim|
@leii ol luali Glaadl gojle Jolu U1 Glandl sac s3a (b3l saell &jls 6 .4
(B3320 pe) dasdll ¢y (uuaiuall pé (o ¢lodl
relagi (sl &dai yleo saa .5
el qwl -
Jodl pwdl -
(addll p8yl - -
dSladl 8y -
(pUadl Ui (1) psaiwall -
jedl pwl -
.dabhiall pwl -

Q2

lqielib) =l (399 ol ailit)l Lasa) CLCRLHI

.a8gill slad] (5989 «&lan3l groai syl Cuaai (§g9 jail -

NENRGEVITES IV PNTI [;) G99 jail -

8ol (e il O poy dudinill puleo (pusi 30.3

Hloadl Jolil il saa dyiojll 8piall (o .1
Wi Gl Glaadl glgil i dgud cadl way U Glaadl &6 san «blaadl gloil dajld (& .2
Lo Loim|
@leii olwd luali Glaadl gsjle Jola LU Glandl sac s3a (b3l saell &jls 6 .3
(B350 pue) daydll Wy Cuuaiwall pé (o elo3L
relagi (spal &ani leo soa .4
alell pwl -
Jodl pwdl -
(adidl @8yl -
dSladl pdy -
(pUadl Ui (1) psaiwall -
jleadl pwl -
dabhiall pwl -

Q2

lqic i) =l (399 ol il Laanl CECREI

adgill slal] (5989 «&l3adl grani -3 Cysai (599 ail -

JAl Cuay slyaY il awa [::Ja 90 yail -

Bosch Security Systems plaziwdl Jd> 2024-05]5.5.0 |



214 il plsaiwl | ar Access Management System V5.5

el plasiwl 31

plaill Jaw Olly dranil lgolsaiwl (Say Ul pylail willbg (po dcgone wall 3o Loy
Aaublg Olauuily lgaysailg (GlaaSlg

Jlgadl 2uj0 jluo

Syl < duud | doejlall

il Olgal bypd plsiiwl

delbll (48 digleo o=l @‘ 899 jail
g pola Olgal bypb (le diyleall (5gini
“ X 4 4 1ol P K oe | S EF& T 00z ¥ muster | & Totakd 100z

cdelbl (Ju8 diyleall (Jo agpall X (599 yail -
Wbl pmiwl dyleall Olgolloyph o 4 20f17 PP equdl aulae podiwl -
dndnll @8 Luus &938 Uladw syaall of walallg plol

s 1yiod] elinyls ploaiwly ggall (le dclbal @o0 yail -
Aaclbll Olhla (o sujell @l j8gy (s3I Maclhll slac] jlgall aipo pe dclbll & (g6 jail -
[Excelg RTFg PDF U3 (6 Loy« lalall &lapuis (o degono (] ppaill poni) B8 (590 jail -

:Olgadl lypd jluy (J] sgagall soll Jiag -
uaunill pyleo go (laii LUl 839290l OLLYI acld O3AsY Jloaadl sasll -
Jdiyleall 8 jeki LUl 03 Ll Bacld O3AsY dyglall duil -

s Pl GG zpylaill 31.1

duus JI Ol - pyladl Gle dole 8ylai
Usiog)l Slugaig lslaly (plilly alabl dalaiall OULYI US aamsipl UL a5 (sasds
ASpidl Ollg jlgadl Ol Uope (S0 (@ o (e Bglcg .o duolall

| i Perzonnel data

Wisitors

Personnel access
authorizations
| 3 Perzons

Pegasys

Authorizations
per entrance

[é Blacklist
Locked Perzonz §
Cards

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | pyladl plaaiwl

215

[‘@ Device data
[é Companies

(uabgoll OLly :pypaill
el i) sie duani Glole (Gudai (3Swy

yslell (pabgall Olly Jgan (] 13wl danil ddoc sl (spa o o b3l drbuns

(o Ulalhig Gl )T (J] 13 liwl &anil «lja] lis Jsdall (ol :Jgogll OBl &ani
sall dlag dladlg plé3l

Ugpljl :pyail
S U dgwodl Gan «eldy plall sic o (il Pl pjlai <bi] oSy «(uabbgall Sl dlileo dayyl
a2y lgliay @) egisle U=all gulbuall cuplpl jlial ¢Sy 5T iSao g lis] 5 Ul guplpl ol

o (uabgoll Jguog OMygad :ppaill

Al o laubdl LAT (oymg plaill Lle dAwall Jgwgll OWygai (le dole d4lai pyaill 13m pody
Oy gall o i Igaib

rdipmo OMygaT wysaig dundidl OULWI pladiwl Sy «disnill Jolge (Gulai jlb] (99

abgall p8) (Jo3l pwil cuall sabgall Gl -

OMygall (S dusduo (o (gasdl -

Jaaall Gle @uaiy (531 Jagadll pwl -

2ag Ul - Wbgll pigai pwl -

.Jasall olail -

.ol Jyogdlll &b (yo (Ganill -

5)gbnnll dailall sy yaill
Bodzio wlwY 8jglanall dajlall G0 lealya] slpall 8jliall dygell

8)glanoll G U/ (jg)glanall yolaub3I 1 yaill
Cyebnall Uolab3l S Jga wlly Gle (s9ind pylad <l 3o jlgall @ipo plosiwl Sy
D330 duiej OIS (pawd (JiS e joinll ayjlgill paiiwl

jlaall GUily 5pya0)
gl jlgall ewl (JUadl Juw e jlaga)l Olly J] sdiwd pylad b 3o jlgall g1p0 plaaiwl (Say
.degi

UISJJ.I.L” pyail
Lo doild L,Q aSpidl Ol a0 "O Pl pyai" jlgn gipo oA
(M=o Wy i\.\.u OBl (e ) (JUadl Juw e cdioaidl Slodell padiwl

OLSpall Jga pyai slac]

OLSpall 3aai Sja0g darhaill &il8 (3o GUSpall syoai (Say gaplill < pylaill jlgall aipe (6
OLSsall &l J3iiall lgosiiny ()l (1Sesg OLSpell drami ol jlgall a1 ddhio bl
gidlag

31.1.1

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



216 il plsaiwl | ar Access Management System V5.5

b Lo (399 &I yoyeig

sy adgll 3g 3Ll il pipsla -

(08 9ll il (1o ey 8y LI Al plyalio -
‘Jgogl Ol gS pIpl sleliagpll Jaw -~

T B < e

— Visitor filter
« Reports .
MName: I Visitor card
; Card no.:
& Personnel data First name: | . I
Street: | t | (o fiter) =]
Remarks: I

Personnel access
authorizations — Bxtended visitor fitker

Expected amival: I 3 BExpected departure: I 3
Persons = =
Pegasys Amival: I 3: Departure: I 3:

Authorizations Location: |
per entrance

rAccess authorizations

& & & BN b

Valid from: | = until: | =
Blacklist
—Card type Filter
Locked Persons / Card type: I{N° filter) j
Cards
rVehide filter
Device data Car license No.: |
Stay from: | j until; ﬁ
Companies
State: I{No filter) j

present

delayed &vailable sart order

List of layouts

checked out

Vehicles TOS L T
—I First name = |
Default |

892l a)Ug a8giall Ygwgll anb polic ¢l wuun (1l had GLSpll yoldl pyaill jgig

09I Olily 83218 Joaa (6 upilil) 3] 18910 3 6)sl2all &)lig Uguooll 41)lig 289l

i spaay g .galad3l Oyl sacld Jgoa (,9 0Ja) (Ulg had GUSpall plé)l yyail jSug

8l @i ppaill popmy uSpall @d)

1l Lo (899 Bjiall wlwa (a9

(B 8)3lsallg Jgogll U8y (u (§1all Loy (U=all 8ysleell Jhw o8 JIPI QS 13] -

Gl &gl JI Jogwogll Gbg (o pasiall G8gll o)) ey 8yolaall GIPI oy o 13] —
@b

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5

ar|J._r_JL6.U| |o|._\i.'i_lu|

217

Access Engine

Vehicle Datum 02.07.2014 , 14:26:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Duration
Neuer Besucher mit Vorname 02.07.2014 14:21 AC BB 58TS
Langem Namen 02.07 2014 14:30 parkpiatz_01 asE
present Oh &
Test Visitor 01.07.201405:10 AC AA 1234
02.07 2014 12:00 parkplatz_01 158
too late 25h 16

Testbesucher mit sehr Besucher mit gaaaaaanz
lagem Mamen langem namen

departed

01.07.201407:20
01.07.201412:00
4h 30

AC AA 2245
AUSSEN AUSSEN

S Blay 3g UolabdL by 3g plhill danio Slogles elall Glly aef il Ol 8)A

Uil ULy :pjlaill
pUll Ol - pyladl

Gl Lewd ST Juasiy pylaill odm apb g .OSpill 3g dygg!

[é Areas
Ares
configuration
Ares muster
lizt
huster list
total

Gblall 1yyaill

a8 salg &awi (Jole Gle ppaill 13m (sging -pyai L8 28lgall aos) 13m jlgall gipo o odiug

poaill (531 Gbliallg dalisall Gilall goymg dibhial

ablid! Gle pyaill gsye psdiwall ol 3l guglall jj Gle jaill disall daliall ayani pig
clb plodiwl dcldall dlac Toy O 46 digleall jjI oloaiwl

018950 (laghad Wlio

JWai3l Olalw (Jgou - @8gall L8 (Jgagagall Lol Lwlall
bt i3l Ol - 28gall (L8 (Jgogagall yoladbl JUALYI dalw (s

Olagl) 6331 (Fguall quwall Ollac JS3 b @hao &bgpall Ol dcgeno (o (o (Gaail

LAl (gbliall dwlall

Jdalide Gload 51)83l 28lgo (jlin ddgige Ulogleo <lac) (Swy «(JWhg

31.2

Bosch Security Systems

plasawdl >

2024-0515.5.0 |



218 il plsaiwl | ar Access Management System V5.5

o ; ) @b lall (31955 :pyaill

gl 513831 som) (bl sag JLiSl Olaluy dvls Elel 2o lg) d2yl ducyd (3bliog 533m0 (ablio
Ol |

dahioll (9 gasill dajld sy paill

dahioll 9 (pogagall 513931 1S3 LT ()Swy «daslgll @byl SULWI §8g 513931 1S3 (1S LaSq
NUITD.  WTITEY,

dolall g3l e Lyl pylaill oo (sgini o paiall (Gbliall Fguall amall OlEgl (J] 48L63Lg
aeaill doil8 (Jloa] :pyaill

Glg 8oan0ll (Gbliall pilgd podi (49 «llS 209 (@bliall jlga 2ipe) genill pilgd layy (bawe
Joogll L9 eSaill (399 dahiall 8 Wl (yogagall 311831 sac Jga Ologleo pads

OMygail :pjlaidl

dolc 83l

UlJJlgA“Ul&JJ.OL,QDJgSMJlU.Cg,LmJlU)ngm“dgA(pALO IR ATTI RN ) CleLO.JlJJaJ.CL,Q
cdblall

[‘@ Authorizations
[@ Time models

[é Day models

Warkstation
rights

Wiorkstation
profiles

lzer

rights
zer
profiles

Oy gl spyaill

Ualaall j$3 iy LS . pUall (,8 85anall Jgwgll OWygal Ubyal 13m jlgall aipe plaiul (jSay
W=l (G bo e 89l .ovanll Lbgll adgai pwl yoye pisg .dyojall Jgwgll Gygaly dlayijall
) OWgai (usi i (Al 3831 suc praill 13w

Gbgll i lai spyaill

sl 13m by -sysadl sy pUal 8 9saall GBgll adlai oyl pyall 1im pladiwl (3Say
adgaill o Glaiy (3l 31831 sac Lle gle adgaill dijisall UL JS

padl adlai :pyaill

lgiauaii Ul duiofl Jolgallg lgilawlgog qula_wi g 3330l pgdl adlai (S ppaidl 13 o=y

31.3

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | pyladl plaaiwl 219
Uo=ll dban (§gin sppail
L9 8332all Jezll Glasel durniaell Ja2ll dbhao (§gb8a (yoy2) 130 jlgall gipo pladiwl Sy
.pladl
Uo=ll dbao wayy=i Olale :ppaill
oy 1dmg qplall 9 8svaall Jooll Ulbse wyyei Olale oyl 13 jlgall gipo plodiwl (1Say
sl (Guuil ;9 dlaiwoll Je=ll Olane (9 diSwall qeUall Oldec pyaéiy
P 3Aluwall (§gba spyadl
GO (o vaall (o sdiuell dnniall poiiuell el Olale o= 3o jlgall 210 pladiwl (1Swy
.o Uaill
p3dilwall wayyei Olale 1ppail
el Ulale) jlgall Uleijo (§98ng dbaniall jlgall Oleype oyl 3o jlgall 2ij0 plodiwl (JSey
plall ;9 8o sanall paiiwall

Bosch Security Systems plaziwdl Jd> 2024-05]5.5.0 |



220 gl (sgiwo dyls] Jusids | ar Access Management System V5.5

aal) als Ologlan e Jgumall .lallg ogf (seluo (yiuisd) 55 smiall (8pll puiall 13m ag)

125 dadunll , 3y agill (sgiwo 8jl3] (pgSi euusll

do sdoll

:ad Wl @Gpoll saal suagill Olguid (s (JSwaug -3yl auid dowlgs sgagqil (sgiue lopiii iy
20Ul poiine dgalg (9 pol JUa (4o

Uass Jj Jliall Juw (e Jouooll 8 dilao pSaj 5aag Lle ladyas @iy Jaso oylis] JUa g0~

()16 6 i @l pyai JMa o -

Qs (o Gualg laall 8)Ub] ol paaiusall dgalg ol dnwley gl lgui <] (1S il land

aal
125 dndunll o309l (sgiwo 8)l0] (uesSi -

paiiuwell dgalg pol pe syogi duii slallg (usids

AMS Map View ;9 syogi duii Ju2dd dpayS ewall 3o aubgy
Jlgadl 2ip0 jluo

oo
]
m]

< AMS Map View -

daw w1 b g pidl
U831 e aalg syagi (sgiue Layyei @ -
Jlgall jpa0 (9 "luis" dodey J83I (e salg 3yagi (soimo pulei @i -
:AMSg Map View (e sal licny &ygpall Oligddl ellai -
sagll Ohoiwe (ueid -~
L 3yagill duii Jusd sy (s3] pwall 8 MAC Glaag of MAC 8aag oyl -

(8jaa3l 6]

Syl Olguii Yol gaidll 1yadl
a3y (531 MAC jlga (399 (a3l pugladl jjy jail AMS Map View (9 8jgadl épaub ;0 .1
-8 sy agill i
MAC (9 o daiy el J5a] LUl polgdl (e (soini Gl dofld jlai -
Gai fisT gl 13alg 1jaic doilall Jadiiws ((hsiill 18 33gi (soiue Wlim Sy @l 13] -
Jpo (9 lQJ.Q_D yagill (sgiue pwl (jgSy dua M<name>" syagil (sgiwo builii pwl
Jjladl
s P (s syagll (sgiue saa 2
ol (selwo (Jazpwg -

Sy3gll Olguii L)Y 2uidll «lja3l

U=l rdid] sud 2y0gill (sgimo :w w3l b pil|

slsl] sy (s3I MAC jlga 399 (a8l guglall jjs jail AMS Map View (,8 8jgadl 8jaub (,8 .1
-8 sy agill i
MAC (8 o dyaily el J§a) LUl jolgdl Ll (sgini (Gl doild jolai -

Bl &ail8 (o .ayagill (sgime budii slal] ssa .2
Hlll yagll (sgiuwe by o)) @iy -

32

32.1

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | sogil (sgiue 8yls] (Jusidd

221

jlas 8)l] pe Syagi duiy (Jaduy

g duii (e jlea Jaswe syli] Jw)l &arS pwall 3o abg

daw Lwd | b g pidl

U831 e aalg syl (sgiwe Layyei @i -

Bjgadl byab 9 JO3I Lle salg Jaow (uoSi @i -

0dm AMC (,8 dapnall @8 pall danelly jlgs Juogi pig AMC (le jlgall Oljlb] waypei i~
Ololiy] @8jzal uwall 1o &lgi ;9 b3l (999 4aild g3l pj 13] .ay] 6)li] Jaiiw (ilg
o) plaill Jgdwo 2o (bolgi gl Yasell 6Ll (nesSi &S Jga

1l

jlea aliao of bl oz jj JUa (po d3le AMC _ (baiall jlgal| lapiiiy 8

(590 (L Loy d8fnall Jasall 8jlib] Jwp s jlen| lopiiiy @b 3ol duis <L)

Jopiiis slal] 1oy gl

a2l
129 dndunll ,jlgs 5yUbY Syogi (soiwo (=i -

“.... ajl_b_! H_c A!.Aej. “.... ln " Wn m

cpdi d8lay e agoagi dudi (i @uerS pwsll 1dm s gy

daw LS| b gyl

U831 (e salg 3y (sgime el pi -

‘.am‘zu By ;8 JO3I e aalg Jaoe (ueSi @i -

wall 13 dlgi ;9 blij3l (§99 4aild ol pj) 13] .(inoe OBlby Jola) auii ddlby -Lik] @i -
o) plall Jgduo @o Juolgi ol duis &8Uay <livi] &asS Jga Ololiy] d6yzal

=1l

L9 @1Lo3l Glauay b:138 8jgal WMy (518 (5T (L8 dwlal duill d8lny d8ladl Jolo gy .1
; .28gall
a8l dl elli gl dayyei @i (s auidl (sgiuo bouiii piy -

Wl (o .jlgal alise gl poiiwell dgalg pol pe syagill (sgiue @1 (ayogill -lgiil sic .2
cduii d8lay pe 3yagi (s9iwo <l2)] Sy 3 draranill

a2l
188 dadiall , cyij d8loy <L) -

32.2

32.3

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



222 ppadl pbgo (Jusdd | ar Access Management System V5.5

ypaill pibgo Jpsis

do adoll
GO Jall (o apay ol Jasy (06 @blpo (le Map View (i sclwi 81oT (e 8jlc ppoill pigo
Bsdall Gdgll

dolc &ylai
ppoi @il (8 Jowgll Glaal (po (8585 10 jal o=y AMS Map View (Jals @Gubai pyeill pbgog
dailall (o (3565 10 (Jo pa83l Glaadl sley] pizg «Jgwg Gan 50 (] has bo (b)c iy - &Suoliys
.dyc)8 dcgano Syani gl plaill (8 b:38)l djgal aran @8lpo Jiuiall (jSwy .lal
JUe)] Juw Gle do3aiwdll sleicdl Olilg Gaall Juolai Gle doilall 8 Jaw JS (soiny
ygg)l (o gl 3ST &jakll dijguog d8ladl Jola pwl -
Glopl glall -
Ljas g8 @] ewall gl/g &Spidl pwl -
Llogid sleicdl Olily plsaiwl @i s3I 5)lallg Jasall -
rdiglo dromi Josi LUl Glaadl Glis -
dallo slaicl OLLy JolS Jawog =lpas -
daall a8ladl Jola J3y Jladl Jpw Gle d@allo sloicl Olily JolS pe Jgog oo -
CWI aidy ol dislg
U Gle dualnll poc ggi jokdy .dnllo pé slaicl OlLy alble Jgog dglao =lpan -
&undall dyugiio gf @9g)20 pé gf 8jglanall doilally dajono sleicdl Gy (oS JUall
el Ol bacld (o lgbyig Ugwgll Glaal ayaiuy oAl dilapily ppelll pivgo baaing ¥
silgiall plsaiw) dbasio 838U (,9 daid gl L)8 (e diwlja) B850 Seolipall il Wlay) (1Sey
(5831 Map View O laylai go

33

!y loub]

sl Slidac say W3 hoj

AMS ;96 a8lydl Joloy dnla sl Wlilyg Wlhggll jgw Lle lAas] @i Ul Ol dole aliaj
18 el b paiuy dioljall Ggoa (ua Glg el pibde U] o e S @516 ey ]
cdoyaall Olldl 2o leall Wbyl 6 Jeladll

daw w1 b g il

el pbgo Jasidd) L5 Wygai podiusel| e calo willaisg

P 3diwoll aypei Olale < (ueSill :dojlall (J] Jail «quuigl AMS @Gubi 8 .1
‘wolball Jdiitall golall aysill wlo el (Jeal) @b .2

nyaill pigo < duolall ailbgll < Access Manager bilja soa (Jgaall 8 .3

pyeil pisgo sy =oy

8103 i s oul G99 yail Map View 8  »
diblpall 8:138 Bjgal ayani
(Gl oS @l «xysaill pusi sy s 13] gl (J=ally 86148 8jgal Syoai @iy o) 13]

3%

Aulslac3l) ©99 yail qupall pbgo 83806 ;9 .1

Bjgadl dxduai 530U aiaj

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | pyaill pbgo Jusiii

223

Olils QGpaii . lgiublpe sy LUl 6elyall djgal of Jalaall jlial GUls soa bjgadl byaib (o .2
1Ll LS jLiadl
syl dijgal 2ran syoni Wslyidl @iuwd Sase Gosa l3)
gllao (S ) (] @ojall deslil] Bjgadl jUisl OUL awe Wl a2 OSaug
U=y yaai @i 13] bay o3l jlisl &l (e85 (Lol jlea) ducpall 5jgaldl US syaai pi 13]
&yaloy o3l jlial &lA ()9ST cwad dycyall djgadl

Bjgadl drhuni 530U (§)e]g belyall 8jgal syoni <lgiY (§9lgo (509 jail .3

doypall Lle 83 3nall 8:13all Bjgal sy

pyeill pbigo ;8 Jaw (599 Bgojo ljai jail >

850 ppoill pingo Olay| Wlali piy ¢

Goell a)adl L6 dlall (53 Jodl dlayjall sqie Ayl 8381 6 Map View (,6 jols)
-4999 lagujo ljai Ui (s3I (5ylall juei piyg dilayyal

(G99 Jail paill phgo 538U 9 »

840 (Suoliyall o=l
Aguoye (199 B)lgll Slaadl Olaw (pjai i .Swolyall yoyell sealy @
880 adlyy] i 8 Glaadl G845 b doila)l el (9 jlab] Jusds piy  ©

iS40 pyoill pbgo Olay)

Slas¥ Qailall (8 Uaw 399 Bgjo 1jai il ol

iS50 ddlay) i ppoi pbgo O lidiwl

GSwoly o)l goyell O likiwd D G998 yail (ppaill pbgo 8380 9 >

8jgal aic Gebg LU Jgogl Glaal gras (ol 33a81) Lioj wiifl &Swely sl daflall yopei @
50 (adl say (@585 10 JaT (L8 65 3a0ll b:lyall

.4ailall (po (3563 10 (o a8l gl 50 saal (o pad3l Jgwgll Glaal Wlj| pii @

lgegdq Wi (awanll Gibgll (L8 ayaall Jowgll Glaal oy 3yaa (Jo pizg

dlodio 838U (,9 pyeill piige jIySi
Banlgll 3all (,8 Baalg B))50 pido 538U 3] Al (ySwy ¥ il 133

(ddLs] 5380) L' 699 y&il ppaill pgo 83406 ;9 .1
slac) ibdig . duuidl 8 38WI 9 pibgall (e dlaiue Cuudg J1jS5 (Je 8)lc dlaaiall 839 WI
i Pl 838 WI 9 (sjleUll (O lguuidl] deil8 (Jio (531 Map View Olaglai (Jusids (31 (1S
Lg8MeX (jlgindl by psaiwl dladioll 838WI (1o <lgiidl aic .2

dola O3la

B901 wlgsig Map View yijai piigo

Oléyeo (Gulbii ()1 wa AMS 9 Map View ;8 pyoil piigo (Gubi (J] daypsuall Ologleall pysail
A oWl dbai) 1 oWl guei wy dl Giey 13 .l dolall Ulgdl blai Glaymoe 20 BIOT Llg)l
3 J] g 2 wll dnail 2 wlllg

33.1

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



224 Hyodl pigo (i | ar Access Management System V5.5

Doors 1 -4 Door 1 | Door 3 | Door 4

Door Mame Text Do Doo, Doo

Doar Mame Text (Second Languags)

Door Source SO (8901 SO (BA01) DI (BA01)

Entry Area 1 1 1

Aszsociated Keypad £ pad 1 pad1 pad 1

Custom Function sabled sakled abled

Door Poirt 1 3 4

Doaor Paoirt Debounce B00ms BO00ms GO00ms G00ms

olid3l Olag) (uesSiy pedi il RPS slai L6 B90T LWl (8 eSalll sang) Gliueill odm sl @b
.pSail Ulaagg

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | 3oleiwlg G lindl Awill

225

53 leiwlg (bliadl Awidl

G ol AMS (o syoa jlaws] ] dilily o clolsi Jai s9leiwdlg b bindl awil sls] «l aows
33 JiguesS

Wlim AMS pola Gpdi i Cua jlgall Gl bad saleiwdlg bliadl awill sloT e (jSay
:Windows (,8 sadl dajld (,8 (ljbaial

dub linl daw WY blbal jwi - AMS -

sy lial s 8o leiwd 8aleiwl - AMS -

Access Management System
Mew

AMS

MNew

AMS - AccessIPConfig

Mew

AMS - Backup

Mew

AMS - Configuration Collector

Mew

AMS - DB Password Change

Me:

AMS - Restore

Mew

5|

b

p Wil buisdl Awidl
SQL Server @i Olalo 28ge syanig AMS (Gubail dyb lyinl @auws -bin] &6,S ewdll 1o iy
g lind|

AMS (uloi) dyb Linl dduus =l

Uaiii 3ang b lial jwi - AMS (598 (pos3l guglall jjy yail Windows (9 <ol dasld 6 .1
-J9guos
Gbbia3dl Awdl LAl Guuo ayaai 2o 8aleiwdlg bliadl awidl slol Juadi Tay -

B BackupAndRestore X
®Backup! ORestore
|| C:\Users\Administrator \DOCUMENTS \Backups\AccessEngine -
Cancel

.GZ. alo ban) ljluo Jaol .2
b3l Awill (i sy sy (599 il
GO disbn (53l paill yoyaig d3alg GZ. Lalo bolaiwdlg blisdl awill slol Gibii -

.daiiio 538U

b Win3l @il Wyii 3 OLLdl Glas) Al ouesS (le diol (njai daluwe ()] wala)l 1im Awil .4
DMS psla (le daungll

lgduwig dibliadl SQL Server dsuwi Glalo 28ge dyaaj

SQL Server lainy Cuyn 28gall (] Jail AMS pola jgueS Lle Olale cadiSiwo pladiwl .1
.BAK. Ulalay

34

34.1

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



226 oo leiwdlg blisdl Awil | ar Access Management System V5.5

U 8jlic <instance name>g <version> Cus (JWI JSul (le go Olaloll jluwo -
rebolbi e swisi Ulpsio
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M
\SSQL\Backup

:GWI JSuid! Gle oo Olalall dlawl -
acedb.80fZedb0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.AlarmDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.EventDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.MapDb.80£fZe4b0-eb71-43ab-b2b6-db2517d4d6c7 .bak
Bosch.MapViewDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.StatesDb.80fZed4b0-eb71-43ab-b2b6-db2517d4d6c7.bak

awill ¢y 3 oLl dlan) AT PgueS Gle diol (jai dalue J] BAK. Olalo groa awil .2
.DMS posla e 33ungll

ylodbl
g AMS Glaal Jaw J] o031 jluall
\C:\Program Files (x86)\Access Management System\Access Engine\AC\LgfLog

dubo Wial dsus 6 loiwl 34.2

daw lwd| b g pidl
soleiwdlg blisdl awil 8151 dbwlg ogliv] pi 31 G2z wlo -
G indl awill <lya] Wl lgilaan (illg SQL Server olil i)l BAK. Olale -
.sa (Jio « sysadmin (§gén 2o SQL wlwa -
:Ols lgidlg garald] ] duuilly ide JSuiy oslac] pi Wam jgnes -
wasaly G (A liadl dawil a] sweiwi (31 yiguasll) Wagll jiguestl aliag :yasalydl  ~
b bindl awill <lya] @i Cua ponaSIl pasalil Y831 Lle dolao (yoSi
L Uil LUI s3uaall Olslgid] J] Wagll jgnastl Moc (o Jroc sl alismw :Olslgidl -
FouasJl le il duloc Lilinl QU1 lli ] pudg 18 agll FonesIl Gle Cuitl] &lac
Llo3l
Agindia Jpem)l Uloleid <] (e g)db) AMS Cudi Jud s 2al)

a3l
AMS Guli Wla)Y agys < calo (§99 4bil AMS aolip ;8 .1
Access Uloaa gran wadgi (po 3SUig Windows Glesa (dudai (Jusidily 08 aolipdl lgi] aic .2
Jit) Lq,nsgl ‘gi .Access Management Systemg Engine
(i gT MAC .1 2o ((Juirall jolail j3Sio MAC) RMAC (s pgai CuisS 13] biadg 13] .3
odm (J] 8ag=ell (46 (o dawg 3jg (5N =3l Jdig GUWl epall Jusll J] Jaiild
.oghall
FouaSIl e Wloi dwai jluwall (J] (ﬁ,.hopﬁl HouoSIl (o lgihhan Ul MSSQL .BAK Glale awil .4
Lagaadl
(e 8jlie <instance name>g <version> Cun (JWI JSull le go Olaloll jluo -
rebolbi e swisi Ulpsio
C:
\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>\M

\SSQL\Backup

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | o leiwlg G lindl Awill 227

ey 3ang 8aleiwl - AMS (599 (3 Guglall jjy jail Windows (8 sall dajld ;6 .5
.UJ96wes
Balaiwdl Uil (Guue 3yoai go sleiwdlg LbLiadl awil slol Jidi Toy -
aid (§99 jailg Wlalall plUai 9 GZ Gbliadl awill alo g8go syoall [..] I (G99 jail .6
R RVRCN |

() Badkup (®) Restore
|| C:‘,L.lsers‘!,ﬂ\dminish'ator‘l.DDCUMEr\lTS‘l.EadmpswocessEngineV| III

E Open x
1 @ > ThisPC » Documents v O Search Documents 2

Organize » MNew folder =~ 1 @

Z| Documents o ™ Name Date modified

| Pictures - Backups

=]

File folder

Workspace SOL Server Management Studio File folder

= Ry

[l fud =
P Pd W3

[

3 This PC Vizual Studic 2015 File folder

[ Desktop
EE-‘] Documents
Jr Downloads

J) Music

= Pictures

B Vvideos

e Local Disk ()

¥ Metwork v £

File name: || v| ACE Backupfile (*.GZ)

Boleiwdl dulac sod oy (§08 jail .7
Uie MSSQL sysadmin psaiwe sleicl Glly Jaol qeolal slaicl Glly Yol didlao sic .8
ol pauesS sleicl GUly yudg sa
poleiwdl ddoc Toi -
] BackupAndRestore >

(O Backup @ Restore:
|| C:Wsers\Administrator \Documents\ACE. GZ er Start

Reading compressed file Cancel

Access Glosa gran (Jusiii aclg WindowsGlosa (Jusiy @b o leiwdl dlac JliSl aic .9
bg..\J Access Management Systemg Engine
lii] i GUI GLLI dieljo doled JggueS AMS Server Setup.exe psll slac] aolip X .10
cadlall pladl Ol go L dublial diuw
Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



228 oo leiwdlg blisdl Awil | ar Access Management System V5.5

a2l
225 dndall ,plaill Gblisdl awdl -

Syda Gwli ,J] RMAC Glaag 83 leiwl 34.2.1
Oloag (padly plal diblisdl dawill 8sleiwl Gle Jo=i Cyas Alall had cpadl 1im (§lei sdlandlo
.5l 8jgal (,J] RMACq MAC
doadoll
IP (polic (poSi sale] Maic clded @auas jouesS djgal (J] dublisdl dawill saleiwl Cud 13]
Byl 8jgall) IP (pglic (J] Loiadl awill calo (9 lgiyjai pi il RMAC 83agg MAC 63ag)
ayaall 8jga3l le MACInstaller 81o31 Jusiis (3upb (b (noSUl 3o 3yaii cliSay
Gle cuddill bilwg le MACInstaller 5131 (lc jgi=)l (1Swy
AddOns\MultiMAC\MACInstaller.exe\
50 daanll ,MAC Cunii 6151 ploaiwl (Juall 8 MACInstaller 8153 (uao canwg (le joiall (jSay

Ll
pola Pauastl 13m (jgSy 08 .MAC.1 st eiy Cua yiguasl le MACInstaller slo31 Jad .1
1.MAC 8aag) (oo pala gf DMS
RMACq (3igues)l 13m) duuiyl MAC 8aag) 83y3al IP (pglic (ic 3la81 8 -
RMAC (Ji2dii @iy Cus jiguas)l le MACInstaller 51031 Ui .2
(PouesIl 13m) RMACq duuipl MAC 8aag) 83uaall IP (glic (jic @181 8 -
B3loiwdl clyal o3l GSy Cyn bghall )] oc .3

aal
50 dsanll ,MAC Culi 8lol plodiwl -

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | lgolaaiwlg CEPAS GLEUny (posi

229

lgolsiiwlg CEPAS &6 Uny (JagSi

i (JWhg salell pansll o pST Ol8ladl pld)l pan .6)g8leiw (9 CEPAS d8lay ggi i)

:Ugwgll aoliy ;9 CEPAS Glalay (jo ol goi pyaai

210 O 13> d8layl goi Juaws ellS (9 Loy (CEPAS d8lny ggi (oS5 duanS LJWI cawgll aisgy

.uola USB (5)18 jlga dhwlgs gi/g (59 Jlgn

:(AMS) Jguwgll 9 eSaill plki ,8 CEPAS ddlay (jgSil

Jigall 2130 jluo

A8 lUayl Layp=i (999 1ail (eST duwipl doilall ;8 -

Gl wilall 8 B39giall GLEUayl glgil dojld (po CEPAS 64 Bit Jaiil (CEPAS &8l il

I>1 81 equill jj Gle jalll Sl wilsdl 8 ddadidl OEUaI glgil doils ()]

CEPAS d8ladl ggi lapinis Lyl (3Sway M8 (a8 Uadl Gl glgil (o jal ggi (5T lawiinis i 13] :édandlo

eld as (35wl (g0 ()9S (8 (CEPAS 64 Bit ddlbyl ggi bawinii o 13] il «dliloo dasybg .64 Bit

alido d8lhy Olly ggi budiis

Gabad a7 (89 Jguogll jlga Olaype (8 WolS JobIl d8layl by selsy Jsswillg (31Ul ey

Jlgadl pow

:CEPAS (19S5 @i 13] jlgall Olaypo 8 Olpsill pol JWI o)l jals)

wo bl < (pabgall GLly < AMS duuiyl dailall J) Jail -

(ébgall Ol -Lib] 181 (Ologleall (o yjal .ogage Uadd (Jyo=iy b gf Laad Gaidl .1
lijlalg

BJ&L&A| 2

OB Uayl (§99 yail (dailall (,6

d8Uayl 8y ds)lall dalusall (8 yail

d8layl Juowid jlgall @ipo (5518 Soa

a8yl Jaouws (§g9 Jail

.d8ladl 8y JLbo3 USB (5518 plasiwl dauiy (wgs .Recording badge ID jlga gipo alauw
Lgay Lad) 16 osac gly LIl CEPAS a@8lay old)l Jlas] (S ell3 WAy
; dSloyJl pd) (599 jail .

8ladl p8) Tjamw (s3J1 NFC USB (5)l8 (lc CEPAS ddlky pod .7

el d8lay e sgagall eyl dwai g d8ladl pd) oSy ol ey -
d8layl (e Gl S G99 yail .8

Gyl ssa .9

NFC USB (5)8 (le @lhayl pad w.isyladl @gd jaill <l .10

a0 Uiy lgbyeg dadiall 88layl Gle jginll plw -
1l b dlelpo vy cdaiiiioll dAUadl plaaiwl Jgwogll (§a wlaio ply (S

Jgadl @ijo jluo
jlaadl Ol < AMS duusi Jl doiladl < AMS dauudl dejlall -

Jlaall jya0 pladiwl galy (Ologleall (o syja) AMC-AW saa .1
Jalaall (1930 galy (logleall (po sja) .ol pdgai saa .2

Bk‘u‘ml .3

OMygaill < pWill Glly < AMS &gyl dajlall -
@l G8g (8 0glis] @i (s3I Jsaall ] dinsis edg d3ysa Weay Guiil .4

Bb_(ml .5

OUI < (pabgoell ULl < AMS duuigdl dojlall -
(&l G8g (9 ogli] i (5N (headl ay] (Heg yodidl soa .6

o~ w

35

Bosch Security Systems plaziw VIl Jd>

2024-0515.5.0 |



230 lgolsaiwlg CEPAS U8l (pgSi | ar Access Management System V5.5

Bbﬁal v

:AMS (,8 CEPAS Gl8lay 346

sl Ol glgil pladiwl (jSey Yo @8layl iypei jlon gipo 8 CEPAS Ololay bpbii pi 13] -
g0l 3o (J] d9Ls3l

aclang SimonsVossg Intrusion boardsg Supremag IDEMIA (Jio dunjlall dolaiSl peai ¥ -
AMS ol (,8 lgaos (Sey 3g CEPAS déla ggi 0SS-SOg PegaSysg Deister (j5ljag KONE

.dalg

2024-05]5.5.0 | plaziuwdl Ju> Bosch Security Systems



Access Management System V5.5 ar | ubllhnall 231
U balbuooll
RMAC (MAC (gi) MAC.1

g By50 (MAC) duudy Joogll (9 pSai saag
Ugogll (6 pSaill 8asg) Goljio plgl e 8)lke
9 lgilily 8)15] leaile le 3alig dogagall duuiyl
ol (Jo3l &gyl Jgwogll (8 eSalll 63ag (hixd Jla
Lgllail glhasil Jla (9

RPS
@iiSIl @Sai Glagl pay aolip .a=) (e daopll aoliy
asuill Gle Judl of @Guall e

Smartintego
.Simons Voss technologies (yo 8) (Jlad] plkj
L9 pSaill delail yas) go Smartintego (JolSiy
.Bosch (o Jgogll

(Smartintego) -Lawud| dojilall
iy Oleladl el &aild (je 8)be Layll dajlall
Jad plal Olaladl 48 sjgal L llao lgiyjas
W30 Waie (syla)l MAC (S pJ 13] .Smartintego
Gl G Uadl J] had Jguogll (g aiey (sylall 19
culaall cbapl diajld (8 lgol8)l aljo] i

daaall
9 pSaill QT ] dleas (,8 Jasall alhiao puiy
Belyall 8jeal Ll Joidy :Jgds dadi sic (Jgwgll
loS Jgwog <lpale daall (hlall jalal JSubl (o JSub
LU dguisI¥l Olylbdl Ol dawlgs 3sao gm
) 8jgadl polic (jy poj

gl aliaall
6jga3l JLail jgpo dalS (po dilivly plaill pgéy jo
3 .Jgwgll 8 pSaill 8jgal &lon) dosaiung (DCP)
BUbY e psaiwe (53 Luwipl alisell yosc piy

(Ur=ai) dibioll
plai 8 14 Jase adgail Jalaall (po dcgano
aibisS plai Jymai )._l_.i"i.l"‘Ug.S._l_ .Ugwgll (,_q Saill
L9 Jalaall 0dm sl 8 dl=ai <3| of Yl
Cun Jalaall gras (8 il duwdi g dwai Gdgll
Wia (o dwai (u=ill lg) "Ugeail" dahio dalso
.3alg

dbaill

i081p0) dmla dabio L6 Ulug (e AdSl jmdd

of Gblio dimo OBLw (L8 blall Low .(Llwill
" Jlediw] 8 jgal

solall @sgll
@2 (5o 2)l @bgll aley ciiSall 29 dplio day
Ol ggeady (il b3l (J] lhad Jewgll
(oylall dallo o laicl

BIS ;9 (MAC) duugdl Jgwogll (9 pSaill 8aag
.(AMS) Jgwgll 8)ls] plai gl (ACE) Access Engine

(SJg DMS (Jio duwai oguesIl 8 pubi () lgilSel

duw) Jgwogll (9 pSai 5aagS Loyl eudi o LgiSey

.MAC paslasS (Jadio piguesS (e «ddls] (MAC)
ACS

Gle Bosch (o Jgogll (9 pSadl plal ple puwl

9l AMS (Access Management System) (JliaJl Juuw

.ACE (BIS Access Engine)

CSN
a8 lUadl jlial o8
DCP
Alice Jguogll (9 pSaill plhi lgio Gty jgpo dalS
Ulaag ares (J] aSwidl Jlail padid) paaiud Luy)
AMC 8jgal 5l oyl dulaall Jguogll L9 eSaill
DSN
Jail ;8 Olly jouwaoe pwl Ol jsaoe puwl
.(ODBC) agianll Gl 8ucl
DTLS
Ol bbao Jai dab (Ll JgSeien Ul
(< 8jlc (Datagram Transport Layer Security)
Cuaiill (Jo ony s3I diodl O3Laidl JgSgigy
~uc)illg
IDS
a6 13531 plbal LAT Wgpmall (plaid3] WUS! ol
IPConfig tool
bl Wlslaclg dSwidl (oS (adio scluo aolipy
Uaogll (9 pSaill plai Jals 6jgalll dSwill
(gl Jgogll (9 pSaill 6aag) MAC
Lle Jomy pola aolip (Jgogll (9 pSaill delail (9
dulaall Jowgll (9 pSaill Olang (w (Guuwiill

Uswogll 18 &baill pSaill Glaag dle lgud Saillg
.(AMC)

REX
Go Wl lam Ll ai8 wlla) 8)lb] "ag)all wilb”
B LYl Juisiis iy Lo Sole .agpa)l alawll (Jalall

Uaey 99 (Jasall Jals laypb gl b jj dawlg
8S85a b S dawlgs (JLa3l

Bosch Security Systems

plasawdl >

2024-0515.5.0 |



232

Ulallhuaall | ar Access Management System V5.5

Jgogll Juluwi d&idlpo
Ue sl U] 8o3n0 dahie (1o duge gl Uadd wasi
aiog «dyggll A8l (;igw auwo (S Juowd (Gusb
a8layl auwo a8 i LUl (Gbliall (3o add Jgwgll

L...,jl ) LCD al.--

(o Glisl AMC bang pgai (8o (,a8) (saml jo)
wdre 1Sy - ougeill lgud pgdi 5p0 (JS (9 waa
(LCD) alilull dyygldl syl d&iblis (8 alidall
a8 baal ol UlgaSl dullai 089 AMC 6aag)
.aASwidl U3 lajl

AMC &jgal aliso
Uo dliily AMC daag pgéi lals d8slao jo)
.pdaiuell (o pe gmg .dismo 6j.Qgi U loleo

83g=ll 2io
gio 18 i) Jgogl Julwi dibljo (o by JS4b
558 JUA (e bo ddhie Jgas (po d8ladl Jola
(o agpall Wgw délad] aue pis ) o 83300 duioj
83g=ll gio dabg pgai .oyiall elli JUA dalioll elli
Uaao pc d3goll slaicdl Ol proi (o pasil giod
. ajao pe Al gasid Ji8 (o lgolsaiwd

(DMS) Gl 8)la] plss
L8 pSalll Ol 8)1s¥ Jle soime (e dloc
(DMS) ©Ull 8l5] plai pgds .olall (8 Jgwgll
(MAC) Jgwgll b eSalll Glaag) GLLI pdgi
Ulaag) GULWI pdgiy lojgay poai Ul iyl
.lanll (53l AMC) Jguogll (,8 pSaill

(DDS) Glgagl Jlw)] plsi
paAiuy dislg «Ulgagll )] plai pwl AT )]
ggi gm Otis CompassPlus plki .lhag DDS jLais3l
.DDS (jo

.--'I "ll -
AlAl a2y 8 LI Gull (o wlh) sane (350
. Gisall
vl a3gaj
adloi Jgud .(nzo Jsao g9l jio aop W18
Jaogl (9 pSaill dalail 9 Jaloell wyyei wlgi3l
(LAC) dulaall Jguogll (8 pSaill 5aag
Ugwogll (8 psSaill djeal (Il Ugwgll polgl Jwy jlea
Ollbl alleyg (Jeb3lg 8:1all djgal Jio «&udylall
Ugwogll 8 pSaill plail 8jgadl elli (o doslall
HS31 (LAC) dulaall Jguogll (9 pSaill aag .Jolidl
AMC of Jguogll ;9 dihoill pSaill saag o Egub

Jgsell delsS lugyiil
Uilo Jolge (Jo dilun ply jgpall delS 598 (ulid
jooll leall sasllg daliall jgopl sacg leidilgiic
.o 3Aiual |

s gisy pal guis
padd pld (&b (e Jgwogll (8 pSadl Lle Jyladll
Jaae pe w)8 e d afino dSlay Jola dnylio Lo
.y &)l slaicdl Glily @y (Jgo
oW (jSwey .y ag (sgiue (e Gle Josy duis
Gle @i slal sy ogi auid u2ids (Jeeidell () daall
dw )l poaiuall dgalg JYA (ro JUadl Jaww
b2y Jozy )j) jlea 8)Ub] (YA (o ol (Jiiell
sl (8 dola ayii @8l (sT pogi JMa (o gl «(Mio
.(5y8

(DER) dgagll Jlas] ayagi 8.l jlga

JBo] pold) dwdi (sgiwall e JguesS (je 8jle
gmg .Otis CompassPlus plaj (9 (DES) dgagll
hj=i o diabgg scbaall Olegano proay Jualy
.DES 8jgal 8:las
MAC pala
Access Engine ;9 (DMS pola pe) jigues :jlgall
Usedi oy Cua (AMS) Gl 8)ls] plai gf (ACE)
.RMAC gl MAC
(DES) dgagll Jlas] pala
- .-Il - II PIN P§J
G a9Ls3L (PIN) uadd] waypeill ©b) podiw]
(03l (o sujo oa) Golall slaicdl Olily
(_,.namuJI =il pd)
slaic3l Ll (PIN) Luaaddl =il pd) s
Jsooll &glhall 63agll
U192l pd
(uela (JSuiy B sm0 gl (0 513031 (Gulei
dclonll dcgoano
US 2adi eo (§ulgh)l uai pdAT sclno degono
.(DES) dgagll Jlas] pala 3jl5¥ aclboo dcgono
(DET) dgagll Jlao¥ dudb dhao
dgagll Ollb Jls] senall OSY (Swy Cus jlga

2024-0515.5.0 |

plasawdl >

Bosch Security Systems



Access Management System V5.5 ar | ubllhnall 233

I.-- 3 “II&bg
T jlgall jpno (8 Ugogll (18 pSai jlga dla
Jasi jlgall jpno ajla (40 859 Lall polgW dilaiwl
el 259 =lgiil oy Suaidl jis (oSl Olpusi
.(neSdl gibg B3leiwlg

(rgSil abg
1320 8 Jogogll (9 eSaill 8jgad dusljiodl dlall
Bjgadl O phitig duailll jia Olpusdl Jaai .jleall

Jgall e dsy Wl
wisSall gibg
Ulelw JYa b Jaow L,Q Ugodll L,Q Sadl (gul=i
.wisall gl (o=l
Bosch Security Systems plaziwdl Jd> 2024-05]5.5.0 |



234 Olalhnall | Access Management System V5.5

2024-05 | 5.5.0 | plaziw VIl Jd> Bosch Security Systems






Bosch Security Systems B.V.
Torenallee 49

BA Eindhoven 5617
Netherlands

www.boschsecurity.com
Bosch Security Systems B.V., 2024 ©

Building solutions for a better life
202412041534




	 جدول المحتويات
	1 الأمان
	2 استخدام التعليمات
	3 حول هذه الوثائق
	4 نظرة عامة على نظام AMS
	5 ترخيص النظام
	6 تكوين التقويم
	6.1 تحديد الأيام الخاصة
	6.2 تحديد نماذج اليوم
	6.3 تحديد نماذج الوقت

	7 تكوين الأقسام
	7.1 تعيين أقسام إلى أجهزة
	7.2 تعيين أقسام إلى مشغّلين

	8 تكوين عناوين IP
	9 استخدام محرر الجهاز
	9.1 أوضاع التكوين وتجاوزاته

	10 تكوين مناطق التحكم في الوصول
	10.1 تكوين مناطق للسيارات

	11 تكوين مناطق التسلل ولوحات كشف التسلل
	11.1 تثبيت واجهة برمجة تطبيقات RPS للاقتحام على كمبيوتر RPS
	11.2 توصيل نظام التحكم في الوصول بلوحات كشف التسلل
	11.2.1 الخطوة 1: تحديد الاتصال بواجهة برمجة تطبيقات RPS
	11.2.2 الخطوة 2: تكوين اتصالات اللوحة

	11.3 إنشاء ملفات تعريف تخويلات اللوحات
	11.4 تعيين ملفات تعريف تخويلات اللوحات لحاملي البطاقات
	11.5 التحكم في الأبواب من خلال وحدات B901 على لوحات الاقتحام

	12 تكوين المشغّلين ومحطات العمل
	12.1 إنشاء محطات العمل
	12.2 إنشاء ملفات تعريف محطة العمل
	12.3 تعيين ملفات تعريف محطة العمل
	12.4 إنشاء ملفات تعريف المستخدم (المشغّل)
	12.5 تعيين ملفات تعريف المستخدم (المشغّل)
	12.6 تعيين كلمات مرور المشغّلين

	13 تكوين البطاقات
	13.1 تعريف البطاقة
	13.1.1 الإنشاء والتعديل
	13.1.2 تنشيط / إلغاء تنشيط تعريفات البطاقات
	13.1.3 إنشاء بيانات البطاقة في مدير الحوار

	13.2 تكوين رموز البطاقات

	14 تكوين وحدات التحكم
	14.1 تكوين MAC وRMAC
	14.1.1 تكوين إعدادات الوصول العمومي لـ MAC
	14.1.2 تكوين جهاز MAC على خادم DMS
	14.1.3 إعداد أجهزة كمبيوتر خوادم MAC لتشغيل أجهزة MAC وRMAC
	14.1.4 تكوين جهاز MAC على خادم MAC الخاص به
	14.1.5 إضافة RMAC إلى MAC
	14.1.6 إضافة المزيد من أزواج MAC/RMAC
	14.1.7 استخدام أداة تثبيت MAC

	14.2 أجهزة التحكم في الوصول
	14.3 تكوين أجهزة LAC
	14.3.1 معلمات وإعدادات AMC


	15 تكوين DTLS للاتصال الآمن
	15.1 نشر DTLS من الأعلى إلى الأسفل

	16 تكوين المداخل
	16.1 المداخل - مقدمة
	16.2 إنشاء مداخل
	16.3 تكوين المحطات الطرفية في AMC
	16.4 الإشارات المعرّفة مسبقًا لنماذج الأبواب
	16.5 المداخل الخاصة
	16.5.1 المصاعد (DM07)
	16.5.2 نماذج الأبواب مع إنذارات التسلل (DM14)
	16.5.3 DIP وDOP في (DM15)
	16.5.4 نماذج باب الشرَك

	16.6 الأبواب
	16.6.1 تحويل REX
	16.6.2 تكوين الأبواب لإصدار الإنذارات المحلية

	16.7 أجهزة القراءة
	16.7.1 تكوين الفحص العشوائي

	16.8 الوصول بواسطة رمز PIN فقط
	16.9 لوحات توسيع AMC

	17 تكوينات القارئ المخصصة
	17.1 المقدمة
	17.2 خاصية القارئ: معلمات القارئ الموسعة
	17.3 استيراد مجموعة معلمات القارئ
	17.4 تطبيق مجموعة معلمات على أجهزة القراءة
	17.5 إدارة مجموعات معلمات القارئ
	17.6 حذف مجموعات معلمات القارئ

	18 الحقول المخصصة لبيانات الموظفين
	18.1 معاينة وتحرير الحقول المخصصة
	18.2 قواعد خاصة بحقول البيانات.

	19 تكوين إدارة مستوى التهديد
	19.1 مفاهيم إدارة مستوى التهديد
	19.2 نظرة عامة على عملية التكوين
	19.3 خطوات التكوين في محرر الجهاز
	19.3.1 إنشاء مستوى تهديد
	19.3.2 إنشاء ملف تعريف أمان باب
	19.3.3 إنشاء ملف تعريف أمان قارئ
	19.3.4 تعيين ملفات تعريف أمان الأبواب وأجهزة القراءة للمداخل
	19.3.5 تعيين مستوى تهديد لإشارة جهاز

	19.4 خطوات التكوين في مربعات حوار بيانات النظام
	19.4.1 إنشاء ملف تعريف أمان شخص
	19.4.2 تعيين ملف تعريف أمان شخص لنوع شخص

	19.5 خطوات التكوين في مربعات حوار بيانات الموظفين

	20 تكوين Milestone XProtect لاستخدام AMS
	21 دمج Otis Compass
	21.1 تكوين نظام Compass في محرر الجهاز
	21.1.1 المستوى 1: إعداد نظام Compass
	21.1.2 المستوى 2: مجموعات المصاعد، أجهزة DES وDER
	21.1.3 المستوى 3: أجهزة DET

	21.2 تكوين حقول مخصصة لخصائص خاصة بـ Otis لحاملي البطاقات
	21.3 إنشاء تخويلات وتكوينها لمصاعد Otis

	22 تكوين IDEMIA Universal BioBridge
	22.1 إعداد BioBridge في نظام التحكم في الوصول من Bosch
	22.2 اختيار تقنيات وتنسيقات البطاقات
	22.3 اختيار وضع التعريف
	22.3.1 بطاقة أو بيانات بيومترية
	22.3.2 بطاقة وبيانات بيومترية
	22.3.3 بيانات بيومترية فقط

	22.4 إعداد BioBridge في MorphoManager
	22.4.1 تكوين الأجهزة البيومترية
	22.4.2 الجهاز البيومتري
	22.4.3 تكوين المستخدم
	22.4.4 مجموعات توزيع المستخدمين
	22.4.5 إعداد ODBC لـ BioBridge
	22.4.6 تكوين نظام BioBridge

	22.5 تكوين عميل التسجيل BioBridge
	22.5.1 إضافة مشغّل تسجيل إلى Morpho Manager
	22.5.2 تكوين أجهزة كمبيوتر عميل MorphoManager لمهام التسجيل
	22.5.3 اختبار عميل التسجيل

	22.6 الحدود والملاحظات التقنية

	23 تحقيق معايير EN 60839
	24 تعريف تخويلات وملفات تعريف الوصول
	24.1 إنشاء تخويلات الوصول
	24.2 إنشاء ملفات تعريف الوصول

	25 إنشاء وإدارة بيانات الموظفين
	25.1 الأشخاص
	25.1.1 خيارات مراقبة البطاقة أو مراقبة المبنى
	25.1.2 معلومات إضافية: تسجيل المعلومات المعرّفة من قِبل المستخدم
	25.1.3 تسجيل التواقيع
	25.1.4 تسجيل بيانات بصمة الإصبع

	25.2 الشركات
	25.3 البطاقات: إنشاء وتعيين بيانات الاعتماد والأذونات
	25.3.1 تعيين بطاقات إلى أشخاص
	25.3.2 طباعة الشارات
	25.3.3 علامة تبويب التخويلات
	25.3.4 علامة التبويب "بيانات أخرى": الاستثناءات والأذونات الخاصة
	25.3.5 تخويل الأشخاص تعيين وضع المكتب
	25.3.6 علامة التبويب Smartintego
	25.3.7 إنشاء بطاقة تنبيه

	25.4 البطاقات المؤقتة
	25.5 رموز PIN للموظفين
	25.6 حظر وصول الموظفين
	25.7 إدراج بطاقات في القائمة المحظورة
	25.8 تحرير عدة أشخاص في الوقت نفسه
	25.8.1 ‏‫تخويلات المجموعة‬

	25.9 تغيير القسم لأشخاص
	25.10 إعداد المنطقة الأشخاص أو السيارات
	25.10.1 إجراء لإعادة تعيين موقع جميع حاملي البطاقات والسيارات

	25.11 تخصيص النماذج وطباعتها لبيانات الموظفين

	26 إدارة الزائرين
	26.1 بيانات الزائرين

	27 إدارة ساحات الانتظار
	27.1 تخويلات لمناطق انتظار عديدة
	27.2 تقرير مكان صف السيارات
	27.3 إدارة ساحة انتظار السيارات الموسعة

	28 إدارة جولات المراقبة‬ والدوريات
	28.1 تعريف جولات المراقبة
	28.2 إدارة الدوريات
	28.3 مراقبة الجولة (في السابق التحكم في المسار)

	29 الفحص العشوائي للموظفين
	30 استخدام عارض الأحداث‬
	30.1 تعيين معايير لتصفية الوقت بالنسبة إلى الحاضر
	30.2 تعيين معايير التصفية لفاصل زمني
	30.3 تعيين معايير التصفية بصرف النظر عن الوقت

	31 استخدام التقارير
	31.1 التقارير: البيانات الرئيسية
	31.1.1 إعداد تقرير حول المركبات

	31.2 التقارير: بيانات النظام
	31.3 التقارير: التخويلات

	32 تشغيل إدارة مستوى التهديد
	32.1 تشغيل وإلغاء تنبيه تهديد عبر أمر واجهة المستخدم
	32.2 تشغيل تنبيه تهديد عبر إشارة جهاز
	32.3 تشغيل تنبيه تهديد عبر بطاقة تنبيه

	33 تشغيل مؤشر التمرير
	33.1 حالات خاصة

	34 النسخ الاحتياطي والاستعادة
	34.1 النسخ الاحتياطي للنظام
	34.2 استعادة نسخة احتياطية
	34.2.1 استعادة وحدات RMAC إلى تثبيت جديد


	35 تكوين بطاقات CEPAS واستخدامها
	 المصطلحات

