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2.1

The Device Tree displays and organizes the devices of your Bosch Video Management System.

Here you can configure each device by selecting it in the tree.

Video sources like IP cameras are grouped under their recording devices, for example VRMs or NVRs.
Video devices with their own storage are listed separately.

Click on the other icons to get additional information.
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]

o

e >

>

E.:."OiIH HEHE MEstEH 2= HZH 7 user 215 2 2of sl 22 HPHSE ASSH=X

I
FOIBHAIA| 2.

ok

Config Wizardg& AIZ5t2{H
» AR >QDE ZZ28 > BVYMS > Config WizardE £2! &L Ct,
Welcome H| O| X| 7} H A| &l L| C}.
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Welcome H|O0| x|

Welcome Authentication = Cameras Recording

Welcome
Config Wizard helps you set up your BVMS quickly.
The following prerequisites must be fulfilled:
= The cameras and other network devices must have invariable IP addresses (either by using fixed IP
addresses or by using static DHCP assignment).
= For cameras and other network devices to be added you must know whether they are connected to the local

subnet or to other subnets.
= You need the IP addresses of slorage devices that you want to add.

Al %5t H NextE S8 2LICH

Basic 0| x|

Welcome Basic Scan

Latest saved configuration

Devices and services included in the Iatest saved configuration

Network address Device type - Recording Profile Recorder

172.30.11.39 AUTODOME IP starlight Live Only
172.31.23.168 DINION P ultra 8000 MF Live Only
172.31.20.20 E-Series Storages
172.20.11.237 MIC IP starlight 7000i Live Only
Internal Monitor group
VIP X1600

VIP X1600 XFM4

172312121 Continuous, Alarm Recording VRM(172.30.11.128)

172.3121.20 {non-uniform) VRM(172.30.11.128)
Internal Virtual Input
172.30.11.128 VRM

172.31.20.22 VRM Storage

The active configuration is identical with the latest saved configuration.

Please select the network adapter for your local video network:

Ethernet (Type: Ethemet: IPv4-Address: 172.30.11.128)

O HOo|X|= Z 2o M&=
SUCL O HE LHE2 A

Bosch Security Systems B.V.
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Users Finish
. Restrictions of Config Wizard

Config Wizard is intended for configuring a VMS where
Management Server and VRM run on the same computer.

If licenses are missing, Config Wizard allows you to save the
new configuration.

Config Wizard can only detect the following device types in the
networlc video encoder, video decoder and DVR.

Storage to be added must be ready for recording. This means
the device must have at least one formatted LUN. Use
Configuration Client for configuring storage devices and
formatting their LUNs.

Config Wizard does not support adding Bosch DSA E-Series
storage devices to the configuration.

~ About Config Wizard

BVMS - Config Wizard 11.1
Build 11.1.0.74

All rights reserved. Patents pending. Waming: Unauthorized
reproduction or distribution of this program, or any portion of it, may
result in severe civil and criminal penalties, and will be prosecuted to
the maximum extent possible under the law. Portions of BVMS use
MS Windows Media Technologies (c) by Microsoft Corp.

Open Source Licenses

*

Users Finish
~ Import configuration

You can import an existing configuration. The imported configuration
is saved immediately as a change to the local configuration. Import is
only possible when the active configuration is identical with the latest
saved configuration.

Changes on the following pages are only saved and activated if you
click the comresponding bution on the last page of Configuration
Wizard.

Import configuration ...

Changes on the following pages are only saved and activated if you
apply them on the last page

SCEBVMS YU S It 2 & /U
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A 2”9 HIC|2 &X|(IP FHH 2t, QI R, Ol 3H, iSCSI AE2|X| A|AH)0| HAZ = HFEHY U E
I OHEHE MBS £ ASLICH Ol WER/AZT {HES IP F2TJHVRM, VSG 2 22 iSCSI AE 2|
A AR IP AR ASELLOH

QI E Sall AAHIO| MM ASHHH Port Mapping2 22/l 38 IP F4 £=DNSO|ES XFE
LI C}.

Scan H|0| X|

Welcome Basic Scan Authentication Cameras Recording Storage Users Finish

Select video devices to be added You can select devices to be added to the configuration.
The list contains all devices found by the network scan except the

devices that are already contained in the configuration.
Deselect the devices that should not be added

I [ Selected 185 of 193

v Device name IP address MAC address Device type

DINICN IP ultra 8000 MP 172.31.22 240 00-07-51-95-81-e7 DINION IP ultra 8000 MP E A Scan options

FD IP micro 5000 (172.31. 172.31.22.217 00-07-57-84-24-e6 FLEXIDOME IP micro 50001 Range of network scan-
Flexidome IP Dynamic 70( 172.31.22.144 00-07-5-7Ta-c2-b6 FLEXIDOME IP dynamic 70( O Local subnet only (recommended)
FlexiDome panorama 5001 172.31.22.62 00-07-51-88-74-dd FLEXIDOME IP panoramic 5 @ Across subnets
172.30.11.198 172.31.23.202 00-07-51-c6-71-64 FLEXIDOME multi 7000i

Rescan network
Camera 4 172.31.23.161 00-07-57-99-2a-4e DINION IP starlight 7000 HD
Camera 3 172.31.23.160 00-07-5-99-2r-97 DINION IP starlight 7000 HD ~ Change network addresses
FLEXIDOME IP starlight 6 172.31.23.147 00-07-57-8d-21-a5  FLEXIDOME IP starlight 600

Change the IP addresses of the selected encoders/decoders. Start
FLEXIDOME IP panoramic 172.31.23 124 00-07-5t-84-89-66  FLEXIDOME IP panoramic 7 with the following IP address
FLEXIDOME IP panoramii 172.31.23.123 00-07-5t-84-8ae1  FLEXIDOME IP panoramic 7
FLEXIDOME IP panorami( 172.31.23.122 00-07-5f-8b-f8-c1  FLEXIDOME IP panoramic 7
DINION IP ultra 8000 MP | 172.31.23.114 00-07-57-8d-33-bd  DINION IP ulira 8000 MP
FLEXIDOME IP indoor 500 172.31.23.113 00-07-5t-7c-64-32  FLEXIDOME IP indoor 5000
DINION IP uitra 8000 MP | 172.31.23.102 00-07-51-98-28-4c  DINION IP ultra 8000 MP
Dinion IP 5000i IR 172.31.23.95 00-07-5-93cFbb  DINION IP 5000i IR

Dinion [P Starlight 6000 HI  172.31.23.145 00-07-5f-8d-21-d3  DINION IP starlight 6000 HD

Next

[=]
A E dMste He AlZo] 2E o+ ASLICL A S Fae + ASLICEH On AME 2= X7t

of B o|x|of & & 2ol XHE POl TeE X Y2 2E HCIQ HA T EAFLICH
0| F745HE1 OF Bl= FA| O HOIRS ME H R B ¥, NextS S LT

SE4 S 7L DIVAR IP AIAS T S8t P 8 9lof IXISHR oD, x| 1P H9IO AR FAE X
Hol YR IP FAES HPY 4 AsLIC
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Authentication H|0|X|

Scan

Enter passwords for devices

Device name

172.31.23.150

Decoder (172.31.21.204)
NDC-284-P (172.31.23.15)
VIP10 (172.31.23.24)
VIPX-1600XFMD (172.31.22 4)
VIPX-1600XFMD (172.31.22.5)

Show passwords

IP address
172.31.23.150
172.31.21.204
172.31.23.15
172.31.23.24
172.31.22.4
172.31.22.5

Authentication

User name
service
service
service
service
service

service

Cameras

Password

Recording

Status

A

X

‘You must authenticate at the devices of your system. To authenticate,
enter the password for the user account of each device. An open green
lock indicates a successful authentication

Devices with a status indicated by a yellow waming sign require an
initial password; they do not allow logon with an empty password.

Storage Users Finish

‘You can only click "Next' to continue, when all locks are green.

To copy a password for authentication select a row with a shown
password and press Ctrl + C. Then select the rows of the devices for
which the copied password should be used. To paste the password
press Cirl + V.

+ Change default password

Ol HO|X|= HZYHS 2 HSE = HIO2 FX0AM 1 5ct= O AHZELICH o2 ZX|of Chsi &2 H]
UHSZ A US| fIs EHEEE MAEE = USLICHCTRL+C, CTRL+V).
1. Show passwordsE &4 35} Ct
2. d3H2RQASE FXI U HS HESI(5M X479 BAE), CTRL+CE F2 1, Wzt
M AEAE BASHE oY @S MBSt CTRL+VE +&UCH
HEHE oo # 27258 F:IE EH6HR SAHUHEHS HE HZES SEHE ER A2
ZHYHS 2ol ZAHo| ™ E LTt
HEAHSZ & 235X e 2= X0 oo MG 7|2 HYHS E M3 ¢+ ASLICH
X0 =7 HHHS I LRSS B ’QOI HAE LT
27| HIUHS B AH iR
1. Password ZE0| HHUHSE = &L C}.
2. Set Initial PasswordsS & &fL|Ct.
Z7| HYHS I AP ELIC
HO: 27| HYHSI L5t ZE FA0 =7 HUHSE MYSIX| gbe ot HYS A& Dye
4 elgUc
3. A &5t ™ NextE 22 &L CH
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Cameras H|0| %]

Welcome Basic Scan

Specify camera settings

Authentication Cameras’

Recording Storage

Camera name IPaddress . Recording quality Live quality

Camera 1 (1?2.31.22.227/ 1723122227  Bit Rate Optimized Balanced

Camera 1 (172.31.22.229) 1723122229  Bit Rate Optimized Balanced

Of HO|X| & AFESIO| Al

Recording 0| X|

Welcome Basic Scan
Specify recording settings
5
Device name IP address -

VIP X1 (172.31.22.227 172.31.22.227
NBC-255-P (172.31.2] 172.31.22.229

Authentication Cameras

Storage Min

Recording profile e

Continuous, Alaim Re 1

Continuous, Alaim Re 1

Alarm Recording

Alarm Recording Night and Weekend
‘Continuous Only

‘Continuous Only Night and Weekend
Continuous, Alamm Recording

No Recording

2022-05 | VO1 | Configuration Client S|

Recordifg Storage

Selected 0 of 2

Storage Max
Time (days)

unlimited

unlimited

x| HEA]

x

Users Finish

You can rename each camera in the 'Camera name' column.

You can configure recording quality and live quality for each camera.
Fractional frame rates (FR) are indicated by the profile names and
refer to the fraction of the maximum frame rate of the comesponding
camera model.

You can change the settings of the 'Recording quality' and the 'Live
quality’ columns of multiple cameras simultaneously. To that end select
those cameras and change the settings in one of the selected
cameras.

If the settings in a column are not identical for all selected cameras,
you can click '<no change>' to avoid changing these settings
unintentionally.

You can sort cameras in folders. These folders must be created in
Configuration Client

In the Preview pane, you can see a still image of the selected camera.

» Preview

_x_

You can specify the recording profile and how long you want to store the
recordings.

Users Finish

You can change the settings for several cameras in parallel: To that end
select those cameras and change the setlings in one of the selecied
cameras.

If the settings in a column are not identical for all selected cameras, you
can click '<no change>' to avoid changing these settings unintentionally.

Cameras recorded by DVR devices are not shown, because the
recording settings for these cameras can only be set using the
configuration application of the DVR device.

 Motion Alarm Recording in Recording Profiles

Motion Triggered

Recording profile e T

Alarm Recording

Alarm Recording Night and Weekend
Continuous Only

Continuous Only Night and Weekend
Continuous, Alarm Recording

No Recording

tet SA0 Of FtHEtS S Z=2ute &
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Storage | 0| X|

Welcome Basic Authentication Cameras

Add storage
+ X

IP address ~ Storage type

O] HO| X0 M= iSCSI 2E2| X &

Users | 0| x|

Welcome Basic Scan Authentication / Cameras Recording

User accounts and passwords

+

User Groups
% User Groups
4§} Admin Group
1 Admin
H
4§} Operator Group

User Properties

Full name

Description

Password

Strong password policy =&

Enter new password

Confirm password

Show password

The password is not set for some of the users, while strong password policy is applied for them

Ol B O[ X0 M 7| & A
» M AEBXE F7

Bosch Security Systems B.V.

A DAE0 M AFSAE FIHE
mofch AFE X Ol S0t B S

A %35t | ko 65

x

YYou can add iSCSI storage devices currently available in the network for
storing video recordings. More storage space allows longer storage of
the video recordings.

Storage Users Finish

x

Users Finish

You can specify the names and passwords of users in predefined
groups, and you can add further users to the predefined groups.

Different user groups have different permissions. These pemmissions
define the operations allowed for users in this user group.

You can add user groups and change permissions using Configuration
Client.

For each user, you can enable a strong password policy. The following
rules apply:

= Minimum 8 characters

= At least one upper-case letter (A through Z)

= At least one number (0 through 9)

= At least one special character (for example: | $ # %)

= Previous password must not be used.

7tg
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BVMS

Strong password policy

MEZ HEE 2 E A% OF0A Strong password policy £

OI_I I_
ARHE FHHMLAZRE 223517 /o ol = RAZ A= A e EL

CtE &0l §8& U

- oG ALEX 20l ool AIE Y
- O HEHZE ASHM= et LI
- E[2 LS E XA AL (A~Z)

- E[& StLel A AFS(0~9)

I
- HA S S5 2R ALE(0: ) $ # %).

» ApplyE 285101 483 ’512%10._F %, NextE 28

mlo| xlofl dF =

SHof Al & T gL o

=
£t1: Strong password policy7t 283l E|UC et HHHS It MFE K| L2 ALEXIF YSH

AL A + sUch AS

Configuration ClientE AI&5Id AL X IES F7tstd AHE

Finish 0| X|

Welcome Basic Authentication = Cameras Recording Storage

Activate Configuration

The new configuration will contain the following settings

= 1 Video Recording Manager(s) (VRM).

- 1iSCSI Storage device(s) for video recordings.

= 4 Encoder(s) with 10 camera channels.

= 2 User group(s) with 1 user account(s).

= 1 DSA E-Series Storage device(s) for video recordings.
= 1 Monitor Groups.

= 1 Virtual input device(s).

Details

Save and activate

st S5 HEHEE YU L
A2

Users Finish
+ Backup configuration

v Licensing

o
RO chsh M 7|2 HEHS E AU

THE gstoteiH 24 018 NYS £ o BLICH
- HUHSE EY HeEX gE 2E

- TR P 0MA HIINE BYsEL
T 7|2 HYHS

Configuration Client0il A{ Enforce password protection on activation (&% -> §M)0| b| &M 5}
HEfEtH, 293tE sl MY 7|2 HYHS E AH 5K otz E Lo

2o MIAl

Licensing= & &35t License WizardE 22l 2to|M A 1{ 7| X| & HASHA L &e

Save and activateE 2 ﬁf‘:‘:‘ T40| g9 stE Ut
BN EZROZ 2EE Z Finish H 0| X

I
LT

]IO

g o Q& L|CL Save backup copyE =
nd activateE Z=otH F40| &

7HERA BEAE UG OlX 20 met 714 HY S MY

=]
2|
==

g atgf o

ol

2022-05 | VO1 | Configuration Client M| dEM

Bosch Security Systems B.V.



BVMS Al &5t | ko 67
Y5t 4o R 2 F O B 0| X| 7F ChA| EAIELICEH O X Zeof mat 7o ®Helg M ae
4 A &L Lt Save backup copyE Z & &L L},
6.3 Configuration Client A|%Z}5}7|
i
2+E| AFE XF2F Configuration Clientd] 21018 £ &L}
ME FHE 7|2 &E| ArE A= Admingte AFE AR LI Configuration Client& M & AHE3st= &
< O] AFEX}EF Configuration Clientd] 22918 4 U &LICH
Configuration Client& Al ZotH 2| ALEXtS] 0| §€ HASIL HUHS E HA S 4 AUSLICH
.
22 A2 &6 CHE AL & CFE A FE 7t 00| Configuration ClientE Al =6t 24 2
Configuration ClientE Al &g 4= gl &L O},
Configuration ClientE A|%}5t2{H
1. A M FolM Z2% > BYMS > Configuration ClientS 28 gt C},
20 3t 4XIF mAIE L CH
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FELIC
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6.4 Configuration Client2| Ho{ 74
M X[ = Windows2| A0{0f| 2A 10| Configuration Cliente] A E F#4 &L|Ct
HOlE #/dstaAH
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HAE A= O30 S8 Z2I¥ S ChA A I & L C
6.5 Operator Client2] Ho{ ;A

A x| & Windows % Configuration Client2| ¢10{0f| 27 10| Operator Client2| A E T4 & L|C}.
0| = & Configuration ClientOil A £ & L| C},
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Operator ClientE CtA| Al ZEtL| T},
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Mol shH > X
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- VRM &X|
- ozg
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Date & Time User Description 2

Working Copy e
© 11/25/2021 2:01.01 PM  TECHDOC-01 : Admin

11/17/2021 11:09:06 AM TECHDOC-01: SYSTEM  Migrated to Version: 11.1.0.335

11/2/2021 12:35:57PM  TECHDOC01 : SYSTEM  Migrated to Version: 11.1.0.301

1071172021 2:41:12PM TECHDOC-D1 : SYSTEM  Added event type data to configuration {(BVMS version 11.1.0.232)

10/11/2021 2:40:58 PM TECHDOCA)1 : SYSTEM  Migrated to Version: 11.1.0.232

7/26/2021 6:01:33PM  TECHDOC-D1 : Admin
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5/11/2021 12:43:21PM  TECHDOC-D1 : SYSTEM  Migrated to Version: 11.0.0.1001
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#2 20FE A Y &L

x| gl
a =<

=Aol o

M 2 5H Al 2 (www.boschsecurity.com/xc/en/support/training/).
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28.1 WindowsOIA &5t= Hoi 11/

45121 B WindowsOll Af 91018 83§ OF BHLICE. CHS B 8
| B E{ 7t Al Al BHEILI O,
B5Hs 0B TSR

1. A&t 22stn dojTe 223 S 27t Y Hof M2 o 228
2. DTS 22oin SLIACE XIYSHK| 4= ZTRIBWE Aof of2fol M Hste olojS Mg
Lo,
3. &olg 2=gch
4. CHEO ZHOAIX B0 M oS 2 BLIC
ZEE(7} CHAl A RE L O
28.2 Bosch IntuiKey 7|2 E0j CIA| HZA

1. ZOlES CtA| HZSI L YT AE|0|M0| 22t MEf7t & W 7tX| 7| CHE L T
Off Line M A X 7t At2t& LI C}.
2. Terminal AZE 7|E 52 BUMSE A|ZEL|C}.
28.3 Allegiant 702t 4= £0]7]
Allegiant Tt 2 & 5tz ™ Allegiant Master Control Software7t & 2 &L C}.
Allegiant 7}H|2t £+& Fo0|z{H
Master Control SoftwareS Al ZHgtL| Ct,
Allegiant T+ & gL Ct.
Camera &8 &/ gL
L2 ole 7tH et EAIE &Lt
Edit M 70l A DeleteE 2= &Lt
mee MEgUoh oY 37|= JtE |fRAEY
L RotX &2 2L EO| cHah otx| 2 &HA & grS L Tt Monitors &
oS J™ S L CH &R/

cf.

©No oo

EREIEI=S
/.

mojx] 112 & ZX).

k=21
=
=<

=7

Bosch Video Management SystemOi| A{ 0]

28.4 AIEE|= XZE

O MM A= LAN LIOI A 224 U0{0F 3H= BVMS EE0| S 74 248 2oLt 0|2 ZES
OIE|Y Zo R WX = DA Al 2. o_lastlz Sof ASsl2E VPN 22 2O S AFZELICH
27t BO|= M7 MAE|0f Y HEE L= =9 0jof HHE0f U BHRE/ Y 3 A0

M @0t st 2 ZETJf LIS &L
Windows &atHo| M E&l 2t LEO| sl QIHI2E Hals 74
ZEBVMS 2ZEH0 S8 ZZ2OH0| o 2= &M
Windows 7 FirewallOllAM ZHCHSH QIHI2 E %] 2] of

ﬂ Weindows Fireweall with SAdvanced Security

Lo

| AZA S S LI

3'.]19_1
FI

File  Action  View Help

& -Ial &

Inbound Rul
3 Inbound Rules Profile Enabled Actian Protocol Local Port Remote Port
Cuthound Rules

Dornain, Private  Yes Al TCP 5380 Ay

5 . .
2a Connection SECUI’IJ%RL“ES
> l~_'-| Monitaring anchCache Content Retrieval (HTTP-In) Al TCP
.BranchCache Hosted Cache Sereer (HTT., &l Mo Aoy TCP 443 By
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Management Server / Enterprise Management Server £ E

Me (417]) ZZEZ QHIR2E ZE  |Z20|HE(READ H|21

Management ubP 123 A TimeServer NTP

Server

Management TCP 5322 Operator Client, SSHHZ

Server

Management TCP 5389 ONVIF & ONVIF ZEA[, O|HI E &

Server g

Management TCP 5390 Operator Client, Configuration Client, .NET Remoting

Server

Management TCP 5392 Operator Client, Configuration Client, WCF,

Server Mobile Video Service, gateway.push.apple.co
BVMS SDK €& ==z 13 m

Management TCP 5393 Operator Client, VRM, MVS Data-Access-Service

Server

Management TCP 5395 Configuration Client, Operator Client AMEXRZIE2 MHYE, HY

Server s

Management UDP 12544 SNMP 2E2l0|HE BVMS SNMP get ZE

Server

Management TCP 5399 REST APl 220|HE T8 API

Server

Management TCP 5443 PID PID 2 &

Server

Video Recording Manager £E

M (=4171) Z2EE [QHIRE XZE |Z2l0|HE(REHRL) H|Z
VRM TCP 554 RTSP Z2t0|HE 7|2 RTSP AE& ZHM
VRM TCP 1756 Management Server, RCP+ 4 &
Configuration Client
VRM UDP 1757 Management Server, Operator Client |[ZM & BE2EIIAE
VRM UDP 1758 Management Server, a4 2
Configuration Client
VRM UDP 1800. 1900 Management Server, Operator Client |ZM & HEIFHAE
VRM TCP 80 Operator Client httpg& &8 7| & VRM
XH -4
VRM TCP 443 Operator Client https& &% 7| & VRM
XH -4
VRM TCP 555 RTSP 22t0|HE HEZX RTSP AER AHM
VRM TCP 81 Operator Client httpE S8t 22X VRM
XH A4
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ME{($A17]) [Z2EZ  [QHI2c ZE  |2@lo|HE(RHA Hlx
VRM TCP 444 Operator Client https& S8t 22X VRM

TH A4

Mobile Video Service 2£E
MH (4171) Z2EE [QHIRE ZE |Z2l0|HE(RHEXRL H|1
Mobile Video TCP 80 Management Server, Operator Client, |httpE S8 A Al &
Service Configuration Client, HTML Z2}0|H
E, Zdtd o
Mobile Video TCP 443 Management Server, Operator Client, | https& S8 A A &
Service Configuration Client, HTML £ 2}0|H
E, Zdt
Mobile Video TCP 2195 Apple FAl & Mac iOS
Service
Mobile Video UDP 1064-65535 °13AH, VRM zZtoje AEz2[Y
Service
Mobile Video TCP 5382 Mobile Video Service ZHIY Z3Z Xt njcjof AEE
Service E@i A
L
Mobile Video TCP 5385 Mobile Video Service ZHIY 22X} ogo ~E#
Service Efi A
g
Mobile Video TCP 5383 Operator Client ogo ~E#
Service BVMS
=Xt
Mobile Video TCP 5384 HTML S2t0|HE, ZHtY ¥ Ocjof AEE
Service 2 HIY
=Xt

Mobile Video TCP 5385 Mobile Video Service ZHIY ZZ Xt njcjo ~AE#
Service EZH A
2o

iSCSI AEZ|X| A|AH ZE

Ol X E 2ol HAZE EtRHOAM ZE MES L4 &L CH
MB{(£A17])  |ZE2EE  |QUHIRE ZE ZE0[HE(RFA |2
iSCSI &2E2[X| |TCP 3260 Q1A H, VRM,
NEa= Configuration Client

Bosch Video Streaming Gateway % E

M (£2171) ZEEE [QUHIRE XE Zzl0|HE(RA} HlZ
Bosch Video TCP 8756-8762 VRM, Management Server, RCP +
Streaming Configuration Client

Gateway

Bosch Security Systems B.V. FSPNIRSIEDS 2022-05 | VO1 | Configuration Client



BVMS

328 ko | A A

M ($:417]) Z2EE |UHIRE ZE E20|UE (RN i

Bosch Video TCP 8080-8086 VRM, Management Server, HTTP

Streaming Configuration Client,

Gateway Operator Client

Bosch Video TCP 8443-8449 VRM, Management Server, HTTPS

Streaming Configuration Client,

Gateway Operator Client

Bosch Video TCP 1757 VRM Configuration Client dM O E2EHAE
Streaming

Gateway

Bosch Video TCP 1758 VRM Configuration Client aM SE
Streaming

Gateway

Bosch Video TCP 1800, 1900 VRM Configuration Client AM 4 HEFHAE
Streaming

Gateway

Bosch Video UDP 1064-65535 I3, VRM

Streaming

Gateway

ONVIF 702} ZE
Of ¥R E ®lafl HZ= 2t

FHOM ZE M2 PO

Configuration Client,
Operator Client

M (£A17]) [Z2EZE  [QHIRE ZE 220U E(RERL H|Z

ONVIF ZtH 2 |TCP 80 Management Server, VSG, httpE et A ML
Configuration Client,
Operator Client

ONVIF ZtH 2 |TCP 443 Management Server, VSG, httpsE S¢e WM A
Configuration Client,
Operator Client

ONVIF ZtH 2t |RTSP 554 Management Server, VSG,

BVMS Operator Client/Cameo SDK (X E

M (£417]) Z2EE |UHI2E ZE (ZC0|HE(RHEAL ]

Operator Client | TCP 5394 BVMS SDK 8& =21 #, BIS WCF

Operator Client | UDP 1024-65535 |22, VRM gfolge AEZ|Y

Operator Client | TCP 443 ol A A MM A, LS SHE 2
ol &#7|

BVMS Configuration Client

ME (£417])

ZEE

1]

QIH2E ZE |Z2l0|HE(RYA

o

"1

Configuratio
n Client

UbDP

1024-65535 |12

HIC|@ AEE|Y
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QAN XE
O X E *loll HAE 2RHOM ZE MEFES FHYELICH
M| (2A17]) Z2ZEE [QIHIRE ZE |Z2I0|HE(REXRD H| 1
ol A TCP 1756 C| Z &, Management Server, VRM, RCP+E& &3t UM A (2
Operator Client, Configuration Client, | @t HZ 0| 24 5} &| x| &
BVMS SDK S8 == 24%)
olah UDP 1757 Ol 2O, Management Server, A oo
Operator Client
ol3an UDP 1758 Cl| 24, Management Server, aM 85
Operator Client
oA UDP 1800, 1900 Cl| 24, Management Server, AM O 4 HE[JHAE
Operator Client
ol3A TCP 80 Operator Client, BYMS SDK €8 ZZ |httpE S¢& M2
a3, VSG
ol A TCP 443 Operator Client, BYMS SDK €8 ZZ |httpsE S8 HM A (2
3, VSG, VRM otAAOo| eystE &
<)
o3 UDP 123 Management Server, VRM SNTP
A UDP 161 Management Server, VRM SNMP
=R TCP 554 Operator Client, BYMS SDK 88 Z&Z |RTSP AEZ|Y
3 VSG
ol A TCP 3260 QIAC (OIRHIZE) iSCSI =35t
gMeol3ad EE
M (£4171) ZEZEE [QHIRE ZE |Z2l0|HE(RHXL |3
FTP TCP 21
SSDP UDP 1900
UPNP UDP 3702
SRTSP UDP 9554
RTSP send UDP 15344, 15345
BVMS C|ZO £E
O ZX & ®loll HEE 2tRHOUM ZE S FHELICE
M (F4171) ZRZEE |QUIRE ZE (Z2l0|HE(REX} H| 32
oz2d TCP 1756 Management Server, Operator Client, RCP+ 4 &
Configuration Client, BVMS SDK 8& =
EIOH
0zH UDP 1757 Management Server, Operator Client r=e e oy
OzH UDP 1758 Management Server, Operator Client a4 SH

Bosch Security Systems B.V.
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ME ($£4171) ZR2EE |QHIRE XE |EE2I0|HE(RKHEXN H| 31
Cl 24 UDP 1800, 1900 |Management Server, Operator Client HEFHAE HEQT &
M OTH A
OzZH TCP 80 Operator Client httpE et UM A
0z=H TCP 443 Operator Client httpsE S8 UM A
Oz UDP 1024-65535 |9l 3O AEEZY XZE
C| A UDP 123 Management Server, VRM SNTP
Oz UDP 161 Management Server, VRM SNMP
DVR ZE
Of X E Qlofl HZE 2tRHOUM ZE MEE I FLICH
MH(£Al7]) |Z2EZE  |QIHIRE ZE ZE0IHE(RHx}) H|2
DVR TCP 80 Management Server, httpE S8t HM &
Configuration Client,
Operator Client
PID, Person Identification 2£E
Mi{(£Al7]) |Z2EZE  |QHIRE ZE Z2lo|HE(RFR H|Z
PID TCP 8443 Management Server httpsE S8 M A
LPR, BVMS %x| O{HHE] ZE
ME(2A17]) (Z2EZ  [QIHIRE ZE Sao|HE(RER} H[2
BVMS &# | TCP 31000 Tattile 7tm| 2t VRC
& E
AMS, Access Management System (X E
MH($AT]) |ZREEE QIHIRE ®E Z2o|[HE(RFRL) H|
AMS TCP 62904 Management Server httpsE S8 UM A&
28.5 ONVIF O|HIE o] 2Z! g3}
#m
0l 7Is2 & M= E offgYLIct
ZHEESE ONVIF O] #Il E D Z of = ONVIF Camera Event Driver Tool2 A& &L Ct.
Configuration Clientof A1 ONVIF Camera Event Driver Tool Al &, H O] x| 1878 & XS A 2.
7t BVMS O|HIE £ 2t EX0of ZHE I ONVIFO|HE 22 S 4358 & JASLICH 22
=AM ZHo ==20| =L

2ZE gdslstaH

1. Notepad S &2 stEAIINN gprogramfiles\Bosch\VMS\AppData\Server
\CentralServer\BVMSLogCfg.xmlItY S HL|Ct 22| XZ Notepad S& ZZI1Y S AH
s Ct
= .

=E
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2. oS =XE0] £8= 22 o|seH T
Add logging for onvif events of a device by network address
FM0| g2l &0l Zterst 4go| EerELUCH
3. EHO|E2E onvifEvents.<Networkaddress>5 § = gL|C}.
ZE ONVIF ¥XE et o/ EE 25t ™ onvifEventst & &L T},
4. B o2 2E S4N O|HEO tisf pEBUGE Y ELILCEH
2= sS4 o E0 T nroE AH T CH

H| &AM 3l 5t8 ™ wARN = ERRORS = &L L},
;243152 H Y MHE CHA| Al Zsf ofF LT,
OS E2 2E SN O|HETL TEE FX| 172.11.122.229 O|H E ZZ 9| of /L] C},

<logger name="OnvifEvents.172.11.122.22" additivity="false">
<level value = "DEBUG"/>

<appender-ref ref="OnvifRollingFileAppender"/>

</logger>

o

T

- Configuration Clientoff A ONVIF Camera Event Driver Tool A &, B O] x| 187
- ONVIFOf ¥ Ejol & 74, 5 O] X 213

-  ONVIF O/ E mf &, 1 0| x| 39
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BVMS

g0 4Y
Allegiant

BoschQ| Ot 21 IHEE A AE A A” HF L.
ANR

A& UWES 3 ™2 S (Automated Network
Replenishment)2 S&LICH W ER 3 &0l o F
[ EMNAHZRE UEYI HC|2 YAz M
E HIC2 HO|HS HA 228 SAts) F= s =
ENAYLICH SAE HC2 HO/H= WEX T Zoj
O|F UMSH S F&s| oY SLCH Matd EA
He oMe 3RO 22 AEEXE ZRE &LCH
Ol 24 AEEX| 9 =35 B2 (UEYI I Z x
FHUE/I IS S AZH+ AW A R) x (L + 1/
B S)ets Ao Qo A AHELICH A& Z o
iEste =35t 20| ERSHH, D 0|f= SALZR
MAZtdE = S0l = HE =3517F A £ 50 Of of

H

ATM
HEXANSYLEST
B =Y
orurst maQl HiC| @ Qb WAl Yol
BIS

Bosch ATM/POS E2|X|
& A O|E2/COM QAEHEOAE Saff EXE S ¢4

53, s ME ZXE S ol A O =(TCP/IP)E Sl
HESUD Ol 2XE 2 28 ATM2ZRH MEE =
POS HIO|H = EHHMYL|CL

ccLol=lo|M
Allegiant IHE | A H O{0] AEE = HYE Z& A0{<
ol 2gl0|M. o] BE HEE AESIO BVMS IP 7o
2/e1 S BYMS IP | 20 2 Metst 4 Q&L o,
7Y ofZZ 1 FHM 2 == Allegiant HE 2 A XX S
AY Holeg = A&

DNS

Tl O] F AIAE. URL(www.myDevice.com, for

example)2 TCP/IP ZEEZ2 ME5t= HEKX A9

IP =4 Hast= DNS M H

DTP

DTP ZA|(HO|E Het T2 MAM)= A

HOIEE FolE Ol EA2ZE “45._35'_
Soll BYMSZ EHL|Ct DTP Z&X|0f He ot -

=0 A=K =Qlsiof &Lt o] H#Y2 D 9

HMEHAMOAAM HMBste 8 AZEHZE S E L

Ct.

DVR
CIXE HIE 2 82
DWF
AfH ZLE Jle =EHE

3]

Design Web Format. Z
Alsto] ?ls) ALEE U T

DynDNS

ST ZHQl O|F A|AH. CIO|EH O] A0 FSA| AHE
{St= DNS EAE MH[AQ L CE.
SAE 0|22 0|25 ¢l
b

& ASLICE DNSE

Enterprise Account

Enterprise Account= Enterprise System?2| & £0l
Management Server2 & X|0| Operator Client AHE
XE AZst= S LCH O] Management Server2)
Ao o st 2E #THO| Enterprise Accountd| A 7
§ &l L|C}. Operator Client= O| Enterprise System
of Z&E0 A= ZE Management Server Z FE 0
%}\loﬂ g?:l St /\ O|A|_|[:|. OI OHA-"/\ ;_|°|.C>
Enterprise User GroupOil Cf &+ #H Xt 0| 2|l x| o
= A Lt sl & Management Server®| Enterprise
Accountoll -4 = ZX| Hetofl 2lsl & of gL T

Enterprise Management Server

Enterprise Management Server= Enterprise User
group? +9& S AHst= BYMS Management
Server@ LICt. &t O O| &2 MH{ ZIRHE &=x5te=
Enterprise User groupO| stLt O] & & 2 §L| C},
Enterprise Management Server2t Management
Server? A& st Y= Agd & AELLCH

Enterprise System
Enterprise System2 Operator Client AHE X7} 0 2
Management Server A4 FE{0] SAIO] AN AT £
A 3t= Bosch Video Management System2| 7| s ¢l
LT

Enterprise User Group

Enterprise User Group= Enterprise Management
ServerO| 74 == ALK & LT} Enterprise
User Group2 &Al0| 62 Management Server & &
Eoll AMAS = e AZXE Fo LT o]

A
ALBRITE SR 4 U 29 BEH2 FoBLCh

= e =

rir
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UM A

Enterprise Y M &= StLt 0| 42| Enterprise

AccountZ FM &&= BYMSS 7| sL . 2zt

Enterprise Accountdll = £3 Management Server

of Zxlof chat FX| #Eto| ZeE o USLIC
GSM

Ols54 22 A AH (Global System for Mobile

Communication). O X2 FOi ®stE& B#&= L Ct
H.264

HEOIO 88 = &l
Cleoid(ex)e Ast E&EY
MZYAOf et T o Z&tE0 Y&
Ch. Hl o] A2tQl, Hio] ABFQl E2{A, O QI T2 EO| A
& ts e ot o] A2kl (Bosch Video
Management SystemO| M AL = X| 24 5)2 2CIFE

Enterprise

LIk of EEO &

)

XA g ot ol A2kl E2{ A= ACIFE X SHH H
Ol AEtRI 2Lt O o0 x| FE S M S Lk M el

T 2E2 ACIFE X & stH CABAC(Context-Adaptive
Binary Arithmetic Coding)2t1 st= 132
n2|5S MNEELUCLCHL O E 88l MEE <
Aol JtsE ot

R
Ee s Y

=
3t 1EAo

=

|_

H.265
H.265& 1SO2 ¥ ITU30IAM 251
YE HIO 2 &= BEE LT 2014, H.264Et=
MPEG-4 AVC(Z 3 H|C|2 TH)o =& pd 2
36M 7tH ALK 4K X HDOIM sl &= [ =

==
AELIC

108 290

Z| oh
Aqelg

[
= %
rrojm 02
il

1

2oluict. ol &
2 EA U P
ojxo) FA H 2ot

o 2
m
2 2 o |n

HIHHE©
e
o

i
0
P

1S E| AL 5315 = H|H 2 o]A| x|

K

+MFISCSI =7| At oo FLEMSE

iSCSI =4 &.

o 25 IQN g4 2 =7|Xt 0| F0| AL E L L 1QN
I &= ol E5HH iSCSI th&f2f LUNO| CH et HM A
Hojste =71 A58 4dg + A2H 2t A 2H QY
VRME| 7| X} 0| F& O Z7[A &
Ch. 27|t O] FO| ZI|A A& F7tE EX
LUNO| M A 4 A5 S IHE L T LUN

£ EASHNA2.

AL
=
PN
o

iSCSI

QIR A HAFE AAE QHHO|A(Internet

Small Computer System Interface). iSCSl= TCP/
IPUERIE Sl AEEXE HESle Z2EES
O[O|BLICH iSCSIE AME3stH W ERAZ S o= X
ME MEE HolHo AMAS = AFLITH 53] 7|
JtH|E o|Cfulol &0l wat, iSCSI AEE| X MH

Sk
=

E thed| A StE CIATJZM AREH WERK IO A
Z5teE YA 0| M AO|A = ASLICL ISCSI B0 =
AEEX 2 AAE N SstE MHE "iSCSI CH&"0| 2t
Stl, MHO| HZAEON M ISE 2 AL00 UM ASHE 2
2t0| A E = "iSCSI = 7| Xt"2t &L C}.

JPEG
Joint Photographic Expert Group

JPEG
Joint Photographic Experts Group. 2 & O|0|X| &
Qe QALY TEMA

LDAP
2 ClaEE YN A ZE2EFE(Lightweight
Directory Access Protocol). TCP/IP &H0j| A &3l &
CHESRI ZZEZZM, EHI O ML 4+ AU
Aol SUCHHE S0, CAHE = AFSX &2 of
g WM A SO F50| 2 £ ASLITH Bosch

Video Management System O| C|3E 2| & AL 6t

o4 MS Windows = CHE 7|29 AFE Xt el AlA

Blot SYE ALK D00 WM AE » ASL O

LUN

=2ld oo H S, iSCSI =AM 8 oA 3 =E2}0|

B Ee= It OE[M(EE)Se Mg if ASE LT ot
E|4 2 RAID |23 03| 0[(iSCSI CH&h) ol YR L

=

Management Server

R E a5t BVMS MH LT

Master Control Software
Bosch Video Management SystemX} Allegiant & X
ARO|Sf CIE{HO| AR AFEBE AZEYO{YL|CH HA
2.8 0| &to| AtEELICE

MHT
"2l O7}+0] 2 (Web Archive)' & X QIE{Ul ALO|EQl 2
= HTML % o|O| x| e & stitel ool Mg &+
e ot HAULICH ZH 7t Dl FEF
Internet Explorer 7.0 0| &2 0| &3l MHT m & ot
E= A0l E&UCLCH
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BVMS

NTD(No Touch Deployment)
HAAEE L SRE AL 74 225 HESHA &
NET S& ZE2JUE NS USRS, 81 U AH
5t= 7| &. Bosch Video Management Systemg& At
25 42, NTDE Management ServerOf A
Operator Client& YOOl ESt= O AFZE LICH M H
T 0| Management Server0f X &= A ZF ALZ X}
7t Operator Clientol 21 235t= S0|H YO0l EJt
2HA 5L T, 0 2] Management Server Z FE{0f Ci 5f
Operator Client 5tLIE AMEE 2, NTD&=
Operator Client7t % 20| 43822 212%t
Management ServerO| XM & & A~ZEQ 0 H M B AL
Q_%H_l E}- A}-0|6|- H-IX-I O| 2_9_ .\_LEJ_EHQ olQ.—H El»E
Management Server0| 2 1015tHE AP, AZE9|
of HEo| YX|5tX| %22 Z Management ServerZ}
AKX A2 A2 HAELICH

I:_I

NVR

Bosch Network Video Recorder. 2C| 2 & H|C| 2
O O|E{ & X &st= Bosch Video Management
System2| AFEZ Fof =7 NVR E£= 2|HHE
NVRE| &g =& &L Lt 0] NVR2 Bosch Video
Management System0i| &2 4 A+ VIDOS NVR
It= CHEL O
oIiD
WA A XH(Object Identifier). SNMP ZH0| M ALS
E= 80{0|H MIB#H+E ZF &L Ch
ONVIF
LEUESIHOR QAEHHO|A X, H EQ 3 H|C|
HEO M= 2 2YH EZALICH ONVIF &
X = 20| 2 H|C| 2, 202, M EtH Ol S8 uet
U, BEE MY + A2H, D FPEE X
Z Ao HO2 HE AAY” S HEHT S8

T2 HO” g?:i ol-|_| |:|._

)||

t

+ 3

| O mot 0 O
|0

Operator Client
AM2" 2LHEHE Y REE fIst AAEX QIHEO|AE
A & st= Bosch Video Management System2| +§
A,

Operator Client 2|3 AE0|M

Bosch Video Management System &Z 0| A 2t0| 2
HICl2 27 Y HO2 1HEs ddstn AHgs #4535t

PID
Person Identification Device. O| 0| X| Ol M ALt &
H(: ¥d=2)2 FEELLCLH O 88 ZEOMS2 HIOR
AEZOAM MBS NEE S A= S LI ESE A
a3t Ot
POS
EHf Al ™ 22| (Point of sale).
PTZ 702t
HM (Pan), € E(Tilt) ¥ &(Zoom) 7| s ZZ= 7 2t
RAID

Redundant Array of Independent Disk. & 7if O] &9
StE AT E $H74Q E2toj2el AME g of
AtEELICH o|3 8t =20l 20| A CIoIH = S /EA
Lt SH & UCH RAIDE 83, AlZY LU S= HOojlA
2o SHE ds58 Z29sty| /st A8 E LT

o= EO

RCP

Remote Control Protocol.

SE& D HD 7hu 22 7} 2 o]
soje o =g Motety| s

Jhm 237 SRELICH
RTP

Real-Time Transport Protocol2| X2,
Y QORE S S ZEEE

HAIZHHI T

RTSP
MANZHAERY ZZ2EZ, QL2 H|L| 2 OO|E £&=
AZEQOEIP B HEQIE S5 gisFo=z
&t AHEA MO E et HERI Z=2E2 L
Ct

Server Lookup
Configuration Client = Operator Client A& Xt7}
o A|AE AMA ZQEO AR HESHE A
M SHALCH AL HMA ZOIEE=
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