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1 Ucnonb3oBaHUe cnpaBKHU

Mcnonb3oBaHuWe hanna cnpaBKkHu.

KHONKK naHenu UHCTPYMEHTOB

KHonka |®PyHkuua |OnucaHue

"'E CKpbITb Ha)xmuTe 3Ty KHOMKY, UTOObl CKPbITh

- naHenb HaBWrauuu (BKNaaku
"ConepxaHue", "Ykasartens", "lNMounck"),
OCTaBMB 0TODpaXkaTbCs TONbKO 0bnactb
CMpaBKM.

MokasaTtb |[lMocne HakaTWA KHoMNkK "CKkpbITh" byaeT
oTobpakaTbcs KHomMKa "Moka3zatb". Mpu
Ha)KaTUW 3TOM KHOMKKW CHOBA
oTobpakaeTcA naHenb HaBUraymu.

{}:l Hasan Ha)kMWTe 3Ty KHOMKY ANA nepeMeLleHuns
K nocnegHemMy npocMOTPEHHOMY
pasaeny.

4

Bnepen HakmuTe 3Ty KHOMKY ANA nepexoaa
Bnepen no 3ToM e Lienouke pasaenos.

% [Teuatb Ha)xmMuTe 3Ty KHOMKY, uToObl HauaTb
neuvatb. Boibepute "Haneuatatb
BbliOpaHHbIM pa3gen” unu "HaneuataTb
BblOpaHHbIM 3aronoBoK U Bce
noapasnensl”.

Bknagku

CopeprkaHue Ha aToM BKknagke npeacraBneHo
nepapxmuyeckoe oTobpaxkeHue codep KaHus.
Ha)KmMuTe Ha 3HAUOK C M30OpaKEHUEM KHUU

@, yTOObI Pa3BEpPHYTb ee Em, N HAOXXMUTE Ha
o]
3HAUYOK pa3gena , yToObI OTKpPbITb €ro.

Ykasatenb Ha naHHOM BKnaake oTobparkaetca ykasaTtenb
TEPMWHOB B anaBUTHOM NMopALKe.
BbibepuTe pasnen U3 cnucka unuv BeeauTe
CNoBO, UTOObI HAWTW cofepIKalme ero
pasgenbi.

Mowuck Mcnonb3ynTe 3Ty BKNagKy AnA novcka
noboro Tekcta. BeBeguTte TEKCT B None, 3aTeM
HaXXMWUTe KHOMKY Pasaenbl AnA noncka
pas3aenos, COAepXallnX BCe BBEAEHHbIE
cnosa.

U3meHeHUe pa3mepa OKHaA CNpPaBKH
MepeTalwuTe yron Mnu Kpaw oKHa A0 HeobXxoaMMoro pasmMepa.

OanbHelwune ycnoBHble 0603HAaUEHUA, UCNONb3yeMble B 3TON AOKYMEHTaL U1
—  TekcT (MeTKH) MHTepdeica nonb3oBaTensa oTobpa)kaeTcs NONY>KUPHbIM WPUAITOM.
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Hanpumep: CepBuc, ®ain, CoxpaHUTb KaK...
- MocnepoBaTenbHOCTb HaXkaTWA CBA3aHa C NMOMOLLbIO cMMBOa > (3Hakom "bonblie uem").
Hanpumep: daitn > Cospatb > Manka
- M3meHeHuA TMNa ynpasneHua (Hanpumep, MeHo, KHoMKa, pnaxxok, BKNnaaKka) B
nocnenoBaTeNbHOCTM yKasaHbl Nepen MeTKOW a1eMeHTa yrnpaBneHus.
Hanpumep: HaxxmuTte meHto: lononHuTenbHo > MapameTtpbl > Bknaaka: NMpocmoTtp
- KombuHauuu KnaBuL onucaHbl ABYMA CleayowmnMm cnocobamu.
—  Ctrl+Z: HaxkaTb NepBYyIo KNaBULLY U, YOEPXXMBaA ee Ha)KaToM, HaXkaTb BTOPY!O.
— Alt, C: HaXaTb W OTNYCTUTb NEPBYHO KNaBULLY, 3aTEM Ha)KaTb BTOPYHO.
—  DYHKUMKW KHOMOK-3HAUKOB A00aBneHbl B KBapaTHble CKOOKKW NOCMe CaMoro 3Hauka.
Hanpumep: [CoxpaHuTtb]
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2 006 3TOM fOKYyMeHTe

3TO OCHOBHOE PYKOBOACTBO MO nNporpaMmHomy obecneueHuto Access Management System.

B HeM paccmaTtpuBaeTcA MCNoNb30BaHWE OCHOBHOM NMporpamMmmbl AUCMeTYepa AManoroBbiX OKOH,
KoTopas ganee HasbiBaeTcA AMS

—  KoHdurypauma cuctembl ynpaBneHus goctynom B AMS,

— PaboTta cuCTEMHbIX ONepaTopoB C HACTPOEHHOM CUCTEMOM.

CBA3aHHaA JOKYMEHTauunA

Cnegnytolwana MHpopmauma npeacTaBneHa B oTAeNbHbIX JOKYMEHTax:
—  YcraHoBka AMS 1 JONOMHUTENbHbBIX NPOrpamM.

- ®yHKuMoHUpoBaHWe AMS - Map View.
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3

0O630p cucrembl AMS

Access Management System — 370 MolWlHaA cMcTema, NnpeaHasHauyeHHanA UCKNUUMTENbHO ANnsA
KOHTpONA AOCTyNa, KOTopasa MOXET MCMONb30BaTbCA CAMOCTOATENBHO UM B COUETAHUU C
dnarmaHcKomn cuctemon BuaeoHabnoaeHmnsa Bosch BVMS.

CBOMMM NpenmMylLLecTBaMm 3Ta cCUCTeMa BO MHOMOM obfA3aHa YHUKaNbHOMY COUETaHUIO

nepeaoBbiX U MPOBEPEHHbIX BPEMEHEM TEXHOMOMMM:

—  YpobcTBO MCMONb30BaHWA: NPAKTUUHbBIM NONb30BaTeNIbCKUI MHTEP(ENC U NpeacTaBneHne
Map View ¢ BO3MOXXHOCTbIO NepeTacKkMBaHMA, a TaKXKe ONTUMHU3NPOBAHHbIE AWaNOroBble
OKHa BMOMEeTpUUECKON pernucTpaumiu.

- BesonacHOCTb AaHHbIX: CUCTEMA NoaaepXUBaeT HoBeKlwune ctaHgapTel (EU-GDPR 2018),
ornepaylMoHHble CUCTEMbI, Dasbl AaHHbIX U 3alLMPPOBAHHbIE CUCTEMHbIE UHTEPDENCHI.

—  YCTOWMUMBOCTb: FMaBHble KOHTPONNEpPbl AOCTyNa CpeaHero ypoBHsa obecneumBaroT
aBTOMaTUUECKYto 0TpaboTKy oTKasa M KOMMNEHCUPYIOT paboTy NoKanbHbIX KOHTPONNEPOB
[ocCTyna B cnyuyae ceteBoro cbos.

—  OpwueHTauuna Ha byayuiee: perynfapHble 0OHOBNEHUA U MHOTOUMUCNIEHHbIE MHHOBALMOHHbIE
yCOBEpPLUEHCTBOBAHMUA.

-  MacwtabupyemMocTb: 4OCTYMHbI PpasNuuHblie YPOBHW BBOAA OT HU3KOIO A0 BbICOKOTO.

—  CoBmectumocTb: API-uHTepdencel RESTful, nHTepdenchl AnA noaKnoUeHUsa K cuctemam
obpaboTkun cobbITUM U BUAeoHabNoaeHUsa Bosch, a Takke K cneunanMsaMpoBaHHbIM
NapTHEPCKUM peLLEHUAM.

—  3almTa MHBECTULMIH: BOBMOXHOCTb NOBbILEHUA 3PPEKTUBHOCTU YCTAHOBIIEHHOTO
obopynoBaHMA ANA KOHTPONA AOCTyNa U CO34aHWA Ha ero OCHOBE HOBOWM CUCTEMbI.
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NMuueH3upoBaHUe CUCTEMDI

MNMpenBaputenbHble TpeboBaHuna

- CwucTema ycrnewHo yCTaHOBEeHa.

—  Bbl BbINOMHWAKW BXOA, Ha KOMMblOTEP C cepBepoM AMS (>kenatenbHo C npasamu
aAMWHUCTpaTopa)

Mpouenypa AnA NpUoGpPeTEeHHbIX NULEH3UN

TpeboBaHua. Bbl nprobpeny nMueH3nu, UCnonb3ya NOANUCh 3TOro KoMmnbtoTepa. OnA
NonyyYeHUA MHCTPYKLMM obpaTUTeChk K TOProBOMY NpeacTaBUTeNto.

MyTb kK Ananorosomy okHy: KoHdhurypauusa > NuueHsuun

1. BowguTe B Access Management System (AMS).
Ha Bknaake NuueHsua HaxxMuTe KHOMKy 3anycTutb License Manager.
—  Pe3synbraTt: oTobpa3ntca guanoroeoe okHo License Manager.

3.  YcraHoBWTe hNaXkKM HaANPOTUB 3aKa3aHHOro MPOrpPaMMHOro MakeTa, KOMMNOHEHTOB U
pacwmpeHui. [ina pacluMpeHn BBEAWUTE HY>XKHOE UMCNO eanHUL.

4. Haxmute KHOMKY AKTUBUPOBaATb....
—  Pesynbrtar: 0T00pasuntcA Ananorosoe OKHO AKTMBaLUMA NMULLEH3UU C MOAMNUCHIO

KoMMbloTepa.

5. 3anuwuTe noanucb KOMMbOTEPA UMM CKOMUPYHMTE ee B TEKCTOBbIW chann.

6. Ha komnbloTepe ¢ goctynom B MIHTepHeT BBeauTe cnepytowmn URL-agpec B cTpoke
bpaysepa:
https://activation.boschsecurity.com

Ecnu y Bac HeT yueTHOW 3anucu Ans AOCTyna B LEHTP akTUBaLMKU NULLEeH3UK Bosch, MOXHO

C034aTb HOBYIO YUETHYIO 3amnuUCb M BbIMONHUTb BXOA B cUCTEMY (PEKOMEHAYETCA) Unu
nepenT No CChifike Ans akTMBaLMKM HOBOM NULIEH3UU, HE BbIMOMHASA BXO4 B CUCTEMY.
ObpaTuTe BHMMaHUe, UTo B crnyyae nuueHaun SMA (gorosop ob obcnyxmMBaHWK
nporpaMmHoro obecneueHus) yuetHas 3anucb Tpebyetcs Bcerga. C NOMOLLbO YUETHOM
3aMnncy MOXHO OTCMEeXMBaATb BCe aKTUBALMW OANA AaNbHENLIErO UCNOMb30BaHUA.

Cne,qyﬁlTe MHCTPYKLUMAM Ha Beb-cante onna nonyyeHnA Knoya aktuBaunn NULUEH3UN.

7. BepHutech Kk [10. B ananoroBom okHe AKTUBaLUA NULEH3UU BBEOUTE MW BCTaBbTe KU

aKTMBALMU NTULEH3UU, MONYUEHHbIW U3 LIeHTPa aKTMBaLMKU NULeH3ui Bosch, 1 HaxmuTe
KHOMKY AKTUBUPOBATb.
—  Pesynbrat: OygyT aKTMBMPOBaHbI NPOrpamMMHble NaKeTbl ANA KOMMbloTepa.

3ameuaHue!

PesynbTaTbl annapaTtHbIX U MPOrpPaMMHbIX U3MEHEHUN

M3meHeHWe annapaTtHoro obecrneueHusa cepBepa MOXET MPUBECTU K aHHYTMPOBAHUIO
NULEH3UK U NpeKpaleHno PYHKLMOHMPOBaHMWA NporpaMmMHoro obecneuenusn. Nepen
BHECEHWEM U3MEHEHUW B CepBep NMPOKOHCYNbTUPYUTECH CO CMELUanMCTOM CNy>KObl
NOAAEPXKKH.

Mpoueaypa AnA AEMOHCTPALUOHHOIO peXUma

[eMOHCTpPaLNOHHbIN PEXWM NPeaoCTaBNAET NMULUEH3UU HA BCE CUCTEMHbIE KOMMOHEHTbI Ha
orpaHuMueHHoe BpemA. Mcnonb3ynTte AEMOHCTPALMOHHBIM PEXUM TOMbKO B
HEMNPOU3BOACTBEHHbIX cpeaax, Utobbl onpoboBaTb KOMMNOHEHTLI NEPEL, MOKYMKOW.

1. Bxopg B Access Manager

2. Mepenaute B pasgen Kondwurypauusa > NIuueHsum

Bosch Security Systems
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3. HaxmuTe KHOMKY AKTUBMPOBaTb A4EMOHCTPaLMOHHbINA PEXUM

4. Y0eaguTtecb, UTO COOTBETCTBYHOLLME KOMMOHEHTbI NepeymncneHbl B ANaNOroBOM OKHe
NuueH3uun.

[eMOHCTPaLMOHHbIN PEeXXUM aKTUBUpPYeTCA Ha 5 uacoB. ObpaTUTe BHUMaHUe, UTo BpeMA 40
OKOHUaHUA CpoKa AeMCTBUA pexrMa oTobpaxkaeTcs BBEPXY AMANOTrOBOro okHa NMIULLEeH3Uu 1 B
CTPOKe 3aronoBKa DO/MbLLMHCTBA AWMANOrOBbIX OKOH.

2021-12]4.0.0.1 | Software manual Bosch Security Systems
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5

5.1

HacTtpouka kaneHpapna

MnaHWpoBaHWe MEPONPUATUIA MO KOHTPOMIO AOCTyNa OCYLLECTBMAETCA C MOMOLLbIO BPEeMEHHbIX

mopaenen.

BpemeHHasa Mogenb — 3T0 abCTpaKTHaA NOCNefOoBaTENbHOCTb MPOAOMKUTENBHOCTHIO OOUH UK

bonee AHEN, KaXKObIM U3 KOTOPbIX XapaKTepu3yeTcA AHEeBHOW MoAenblo.

BpemeHHble MOAenu KOHTPONUPYIOT AEUCTBUA, KOr4a OHW NpUMeHsoTCA K 6azoBomy

KaneHpap CUCTEMbl KOHTPONA AOCTyNa.

KaneHnaapb cMCTEMbl KOHTPONA AOCTYNa OCHOBAH Ha KaneHnaape onepauMoHHOM CUCTEMbI XOCT-

KOMMblOTEPA, OAHAKO B CUCTEMHOM KaneHAape Takxe npegycMoTpeHbl ocobbie AHU, KOTOPbIe

cBobOAHO onpeaenaTcA afMMHUCTPATOPOM CUCTEMbl KOHTPONA AocTyna.

OcobbIMW IHAMKW MOXHO HAa3HAUMTb ONpefeneHHyo AaTy B Kanenaape Mnu onpenennTb Mx

OTHOCHTENbHO KaKoro-nMbo KynbTypHOro cobbiTusa, Hanpumep Macxn. OHW MOTryT MOBTOPATLCH,

HO 3TO HeobA3aTeNbHO.

YTo0Obl 9thheKTUBHO HACTPOUTL Kanenaapb ANA CBOEN CUCTEMbl KOHTPOMA AOCTYyNa, BbINOMHUTE

cnenyouiMe 4encTeua.

1. Onpegenvte ocobble AHU KaneHAaps, akTyanbHble ANA Ballero pacrnonoXeHus.

2.  Onpenenute pHEBHble MOAENU, ONMUCbIBAIOLLME aKTUBHbBIE U HEAKTUBHbIE MEPUOAbI ANA
KaXxgoro Tmna gHen. Tak, AHeBHAA MoAenb rocyfapCTBEHHOro npasfHuka byaet
OTnMYaTbCA OT MoAenu obbluHOro pabouero AHA. PaboTa Mo cMeHaM TakxKe BNUAET Ha Tun
M HeobxoanMOe KONMMUeCTBO AHEBHbIX MoAeNen.

3. OnpegenvTe BpeMeHHble MOAENU, COCTOALLME U3 OOHON UMK Bonee AHEBHbIX MOAENEMN.

4. HasHaubTe BpeMeHHble MOAENU BNafenblam KapT, pa3peLleHnsaM 1 BXoaam.

E Special days

F(f) Day modelz
% Time madels

OnpeneneHue ocobbIX AHEH

MpW OTKPBLITUKM AAHHOTO ANANOrOBOrO0 OKHA B BEPXHEM Mone ChucKa NnoABNAETCA CMMCOK BCeX
YKa3aHHbIX NpasaHUYHbIX AHen. ObpaTtuTe BHMUMaHWe, UTO AaThbl BCEX NPa3fgHUUHbIX AHEN
yKa3aHbl TONbKO AN TeKyllero roga. OgHako KaneHgapb oOHOBNAETCA M3 rofa B rof B
COOTBETCTBMM C BBEOAEHHbIMU OAHHbIMU.

Mopn faHHbIM CMMCKOM HaxoAdsaTCA pasfiMuHble NoNA ANA CO34aHWsA HOBbIX OCOObIX AHEWN, a TaKXKe
ONA U3MEHEHWA UMK yaaneHWs CYLLECTBYHOLIMX 0CODbIX AHeN. UTobbl 00aBWUTb HOBbIM O0COObIN
[OeHb, XOTA Obl TPU M3 3TUX MONEW BBOAA AOMKHbI COAepXKaTb AaHHble. Bo-nepBbix, B
COOTBETCTBYIOLLMX MONAX HEOOXOAMMO BBECTHM ONMUCaHUe U aaTty. B-TpeTbux, B
COOTBETCTBYIOLLEM CNUCKe Bblbopa HeobxoanMmo BbibpaTbh Knacc, K KOTOPOMY OTHOCUTCA
JaHHbIM 0cobbIM AeHb.

Bosch Security Systems
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Access Management System

U E| { @ Division:

« System data

F@) Day madels

| ?G) Time models

rList of available special davs

Date (cur. year) | Description Day model Division
Mi 01/01/2014  Mew Year DMAC-Holiday Cammar
Mo 01/20/2014 | Martin Luther King Jr. Day DMAC-Holiday Common
Mo 02f17/2014 | Presidents' Day DMAC-Holiday COrmmon
Mo 0526/2014 | Memorial Day DMAC-Holiday Common
Fr 07/04/2014  Independence Day DIMAC-Holiday Common
Mo 09{01/2014 | Labor Day DMAC-Holiday Cammar
Mo 10/13/2014 | Columbus Day DIMAC-Holiday Zormmon
Di 11§11}2014 | Yeterans' Day DMAC-Holiday COrmmon
Do 11/27/2014 | Thanksgiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DIMAC-Holiday Common
q | o

Create, modify, or delete a special day

Description: I Columbus Day

Dayw model: IDMAC-HDIiday : Holiday @ Common j
Date: I 1001 fH*4+ ﬁ Ievery wear ﬂ

Days ko add: I? ﬁ
Wk day: I Montag:  after the date j

Date in this year: | Ma 10{13(2014

Priotity: |6D = Walid from: I 3:

unitil: I 3:

TakanA garta yKasblBaeTcA 3a HECKOMbKO waroB. CHavana B none [jata BBOAUTCA OCHOBHas Aara.
B paHHBIM MOMEHT TaKkas aaTta onucbiBaeT HeKoTopoe cobbiTve TeKkyllero roga. Ecnv tenepb
nonb3oBaTtenb yKa3blBaeT YacToOTy NepUOAUUYECKOro NOBTOPEHMSA B CNMCKe Bbibopa paaom ¢

nonem aartbl, aNeMeHTbl AaTbl, onpeanenAawme nepnognyHoOCTb, 3aMeLlatoTCA

NMOACTAHOBOUYHbIMWU cuMBOnamu (*).

OOHOKpPaTHO

pPa3 B rog

*kkk

pa3 B MecALl, B TeueHWe roga

*%

pas B MecAl, Kaxkabli rof

*k kkk%

B 3aBMCMMOCTM OT Aatbl acxu

kK kk kkkk

MpasgHUUHbIE OHW, KOTOPble 3aBMCAT OT AaTbl [acxu, yKasbiBalOTCA He Mo AaTte, a No Pa3HOCTH
OHen c MNacxanbHblM BockpeceHueM. [Jata MNacxanbHOro BOCKPECEHUA B TEKYLLEM roay
yKkasblBaeTcsa B none [JaTa B JaHHOM roay, a OTK/IOHEeHWe OT 3TOM AaTbl BBOAWUTCA UMK
BbiOMpaeTca B none [lobaBuTb AHU. MakcMManbHoe unucno gHen — 188, noatomy gobaBnnas

UMK BblUNTaA, MOXHO onpenenntb nobol feHb AaHHOro roga.

2021-1214.0.0.1 |
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[pyrve naHHble, HaNpUMep AeHb HeAenu ANA NpasgHUUHOro AHA, He obasatenbHbl. ObpaTtuTe
BHMMaHWe, UTO CMUCOK AHEW Heaenu onpenenaeTcaA permoHanbHbIMKM HAaCTPOMKaMK
onepauunoHHon cuctembl (OC). 3To HEM3DEKHO BeleT K OTOOPaXKeHUIO laHHbIX Ha Pa3HbIX
A3blKax, KOrga A3blK CUCTEMbI KOHTPONA AOCTyna oTnuMuyaetca ot A3bika OC.

HasHaueHWe cpoka AeUCTBUA TakXe He obA3aTenbHo. Ecnu onnTenbHOCTb He yKasaHa, no
YMO/UaHUIO yCTaHaBMBAETCA HEOrPaHWUEHHbIM CPOK AEeNCTBMA HauMHasA ¢ AaTbl BBOAA.
Takke MOXXHO 3aaaTb npuopurert. [Npuoputet oT 1 oo 100 onpenenseT, KAaKoOW NpasgHUK
nonxeH ObITb UCMONb30BaH. ECny Ha ogWH AeHb NPUXOAATCA ABa NPa3AHMUHbIX AHA, CHayana
MOeT NpasfaHuK c bonee BbICOKUM MPUOPUTETOM. ECNKM NpUOPUTETBI paBHbI, BbIDOP NpasgHMKa
He OCyLLeCTBMAETCA.

MpasaHuk ¢ npuopuTeTtom O A€aKTUBUPYETCA U HE UCMONb3YEeTCA.

B nnanoroBom okHe BpeMeHHble Mogenu oTobpakatoTCA TONMbKO aKTUBHbIE MPa3fgHUKMU, T.e. C
npuoputetTom Bbiwwe 0.

3ameuaHue!

BpemeHHana mogenb nogpasneneHus "O0Lwee" MOXeT MCMONb30BaTb TONBKO T€ MPasgHUKY,
KOTOpble Ha3dHaueHbl ANA 3TOro noapasaeneHus.

BpemeHHas mogenb ocoboro nogpasgeneHusa "A" MoxeT MCNONb30BaTb TONbKO Te NPasgHMUKH,
KOTOpble Ha3HaUeHbl ANA 3TOro NoApa3aeneHus.

HeBO3MOXHO CMeLlMBaTb NPa3aHUKK ANA PasHbIX NOAPA3AENEHWUN, T. €. KaXKaoe
noapasneneHmne MoOXXeT MCNOMNb30BaTbh TONTbKO KOHKPETHbIE MPa3AHWKKU, KOTOPble Ha3HaueHbl
ONnA 3Toro nogpasneneHunsa B ero BpeMeHHOW Mogenu.

5.2

OnpepneneHue AHEBHbIX Moaenemu

Mogenu aHa onpenenaroT wabnoH ansa noboro AHA. B HUX MOXKeT BbITb [0 TPEX BPeMeHHbIX
WUHTEpPBanos.

[Tocne OTKPbITUA AAHHOIO AWMANOroBOrO OKHa OTO6pa)KaI'OTCF| BCe CyulecTByrouine Mmogenun gHA.

Bosch Security Systems
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|—_T B ‘ < ° m Division;
« System data rList of available day models of the access control
Day model Description Start time End time Start time End time Start time End time Division |
E St DMAC-Holiday Hiliday D1:00:00 AM_ 07:00:00 AM Common |
DMAC-none none Zarnmon

| 9® Time models

Create, modify, or delete day models of the access contral

Mame: I DMAC-Holiday

Description: I Holiday

Time intervals:  Stark kime: End time:

1stinterval: | 01:00 AM 3: IUT:UU AME:
2nd interval: 3: I 3:

3rd inkerval:

3TO AMANOroBoe OKHO UCMNONb3yeTcs ANnA onpeaeneHna U U3MeHeHUA UMEHU MOAENEeN,

OMUCaHWM U MHTEPBanoB. 3HaUoOK

3arnycKkaeT HOBYI MoOZenb.

Bpema Hauana 1 KoHLa MHTepBana yKasblBaeTCA B Uacax U MUHyTax. Kak TonbKo HacTynaet
COOTBETCTBYlOLLIEEe BPEMA, MHTEPBAN aKTUBUPYETCA U I€aKTUBUPYETCA COOTBETCTBEHHO. UTOObI
Hbonee yeTKoO NPeACTaBUTb 3TU 3HAUEHUA BPEMEHHW KaK OrpPaHUUMTENM, HA MAHENWU CMTUCKA OHM
oTobpaxkatoTca ¢ cekyHaamu (Bceraa 00). Hanpumep, aBTopu3auns B MOJENU BPEMEHU C
mHTepBanom 8:00 — 15:30 paspewaet goctyn ¢ 08:00 ytpa go 15:30, HO 3anpeLwlaeT 4OCTyN

nocne 15:30:01.

[Tpu BBOAOE 3HAUEeHUN BpeMeHW Hayana U KOHLUa BbINOMHAETCA UX NOorMyeckanA npoBepka,
HanpuMmep BpeMA Hadana AONMXXHO npeawecTtsoBatb COOTBETCTBYOWEMY BPEMEHU KOHLUA.
OfgHo u3 CﬂeﬂCTBMﬁ — HW OOWH UHTepBan He nepexoguT 3a NMNO/THOYb, a AO0/XKeEH OblTb pasneneH

B 3TOW TOUKeE:

1-v uHTepBan oT:

[0:

00:00

Cnepyownm nHTepBan oT: 00:00

no:

3a ucknoueHrem nonyHouu (00:00), He gonycKaloTCA NepeceueHns Mexay pasaenurensamu

WHTepBanoB B Moaenu ogHoro AHsa. ObpatuTe BHUMaHWe, 3TO NpPaBUNIO NPensaTCTBYET BBOAY

OOHOIo U TOro XXe BpeMeHU B KayeCTBe KOHLa OQHOIo nHTepBana U Hayana cnegyrowero.

MckntoueHue: y 24-yacoBOro UHTepBana B KauecTBe BpeMeHM Hauana v KoHua 3agaHo 00:00.

2021-1214.0.0.1 |
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3ameuaHue!

CoBeT. MHTepBanbl MOXHO NPOBEPATb, NPOCMATPMBAA UX B AMaNOroBoM okHe "Mogenu
BpemeHu". CHauana cosnante Moaenb BpeMeHU ¢ 3ajaHHbIMU UHTepBanamu (CUCTeMHble
JaHHble > KaneHgapb > Mogenu gHA). 3aTeM Ha3HaubTe AaHHY MoAenb AHA (UKTUBHOM
MOZENu BPEMEHHU C NepnoaoM B oAuH AeHb ("CuctemHble gaHHbie" > "Kanengape" > "Mogenu
BpemeHu"). 3aTeM UHTepBanbl UMIOCTPUPYIOTCA Ha TMCTOrpaMme.

Bbingute 13 guanorosoro okHa "Mopgenu BpemeHn" 6e3 coxpaHeHUsa U3MEHEHUN.

Mogenb AHA MOXHO yOanuTb TONbKO B TOM Crniy4yae, €C/it OHa He Ha3HaueHa HYU OOAHOMY
cneunanbHOMY OHKO U HE UCMONTb3YyeTCA BO BPEMEHHbIX MoAenAx.

9
5.3 OnpeneneHne BpeMeHHbIX Moaeneu
IR A « « §r » < @1 over:. T -
& System data r~ Time model of the access contraol
Mame: | a1 Description:l
E Shecialicays Period: H Reference date: Im [ Ignore special days
Breview |
Fﬂ Day models

Assignment of day maodels

Mo, |Day model 6:00AM 12:00PM 6:00PM |Descr|pt\on Date (1st period) |DIVIS\0I’

7274568 DMAC-Holi... Holidary i 07/21}2015  Comme
7274568 DMAC-Hoi... Holiday i 07f22{2015  Comme
7274569 DMAC-Holi., . Holidary Do 07f23/2015  Camme
7274570 DMAC-H Holidary Fr 07(24)2015  Comme
7274571 DMAC-HOli... Holidary Sa 07/25/2015 | Commc

| i

Holiday Day model ” 5:00AM 12:00PM 6:00PM ||Descript\on | Drate (1st period) |Diviswor

CyluecTBytolLMe MOAENN BPEMEHU MOXHO BblIDpaTb M3 CNMCKA NOWCKA, a CBEAEHUA O HUX
oTobpaxkaloTcs B MONAX AManoroBoro okHa. lrobas obpaboTka ocyliecTBNseTcA B COOTBETCTBMHU
C NpoLeaypor Co34aHMA HOBbIX MOJENEN BPEMEHH.

Ecnu macka nycrta, Mogenv BpeMeHW MOXHO co3aaBatb ¢ HynA. [1nA aToro HeobxoanmMo BBECTH
MMSA U UMCNO AHEN B nepuoAae, a 3aTeM BblOpaTb AaTy Hauana unv UCXoaHyto pgarty. [locne
noaTBepKaeHuA 3Ton gatbl (Haxkatue knaBvwv BBO[,) B pacrnonoXXeHHOM HUXKe none
AuanoroBoro okHa HasHaueHue mopgeneu AHA NoABNAETCA CMMCOK. YNCNO CTPOK B JAaHHOM
CMUCKe COOTBETCTBYET 3a[laHHOMY Bbille UMCny AHen. B gaHHbIX cTonbuax y»ke coaepxuTcs
NopsAKOBbIM HOMEp W AaTbl ANA 3TOro nepuoaa, HauMHasa ¢ BbiIbpaHHOM AaTbl Havana.

B aTOM cnucKke nonb3oBaTeNb MOXET UBMEHATb UMM BCTABNATb TONbKO 3anucu B ctonbue Umsa.
Kak y>ke ynoMuHanocb, 3anucu B ctonouax N2 1 flata 6epytca M3 onucaHui 3aronoBka
OuanoroBoro okHa. Ctonbel, OnucaHue 3anoNHAETCA CUCTEMOM Ha OCHOBE Bbibopa moaenu gHs
M OObACHEHUN, BBEAEHHbIX B JaHHOM [MaNoroBOM OKHe.

Mone cnucka Bbibopa akTUBUPYETCA ABOMHbBIM LLLETUKOM B COOTBETCTBYHOLLEN CTPOKe cTonbua
Mopenb gHA. B 3TOM CNUCKe MOXHO BblOpaTbh O4HY M3 CyLLECTBYIOLWMX Modenen aAHA. Takum
CNocobOM KOHKPETHYIO MOAENb BPEMEHW MOXHO HAa3HAUMUTb KaXkAOMY [IHIO AaHHOro nepuoaa.
Korga nonb3oBatenb NepexoamT K ApYyron CTpoKe, CUcTeMa BHOCUT B cTonbel, OnucaHue
cyllecTBytollee onucaHue BbibpaHHOM Moadenu oHsA.
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B uensax HaBUrauMm U NPoOBEPKU B HUXKHEM MoNne CnNucka oTtobpakatoTca npeaBapuUTenbHO
onpefeneHHble NpasgHUUYHbIE OHU C COOTBETCTBYIOLMMU MoAensamMu AHA. [nsA BbIOpaHHOW Unu
HeaBHO CO34aHHOM MoAEeNn BPEMEHU MOXHO UBMEHUTb HadHaueHMe Moaenen AHA
onpegeneHHbIM NpasgHUUYHbIM OHAM. O,D,HaKO TaKne USMeHeHUA NPUMEHAIOTCA TONbKO K
[AaHHON KOHKPETHOW Mofdenu BpeMeHu. ObLiMe N3MEHEHMS, KOTOPbIe PacnpOoCTPaHATCA Ha
BCe CYLLECTBYIOLLWE U DyayLiMe Moaenu, BbIMONHAKTCA TONbKO B AMaNoroBOM OKHe
«I'Ipaa,qwqule OHWU». B cooTBeTCTBUM C TaKUMU HaCTpOVIKaMM OHW Heaenu 3aaakTcA
Ha3HaUeHHbIMW MOAENAMW OHA C YUETOM NpPasfHUUHbIX HEN.

Korga aTo monyckaeTtca AaHHbIMW HAacTPOWKaMM, IHW HeAenu CONoCTaBNAKTCA C Ha3HAUEHHbIMHU
MoAenAMU AHA NMPU PacCMOTPEHMUMU 0cobbix AHeN. [InsA ObICTPOM NPOBEPKU NPABUIBHOTO
HasHauyeHWA M MCNOoNb3oBaHMA Modenen AHA (ocobeHHO B Npa3gHUYHbIE HU) B 3TOM
[ManoroBoM OKHe npeaycMoTpeHa obnacTb npeABapUTENbHOro NPOCMOTpPa, B KOTOPOW
oTobparkaeTcs pacnpefeneHrem gHen onpeneneHHbIX Nepuoaos.

HakoHeul, ecnu Ha)kaTb KHoMKy NMpenBapUTenbHblii NPOCMOTP, OTKPbIBAETCA OTAENbHOE
[ManoroBoe OKHO, B KOTOPOM MOXHO yKasaTb BpemeHHoW nepuoa ao 90 aHel, BkNtouan
npasgHWuHble AHW. Ecnu HaxkaTb kHoMKy PaccuuTtaTb, co3gaeTcA U oToOpaxaeTca oTueT (cMm.
HUXKE). DTOT NPOLECC MOXET 3aHATb HECKOMbKO CEKYH[, B 3aBUCUMOCTU OT BENTUUUHbI
WHTepBana.

Preview E

i~ Propertiez

Period: 7 Reference date: 26/06/2006

Statdate: [o26/06/2008 —= Enddate [Sap/08/2006 = Calculate

0E:00 12:00 18:00

| Descrip
PS

D ate [1zt period] | Day model
Mon 26/06/2006 | \Weekday
Tue 27/06/2008 | ‘weekday
‘wed 28/06/2006  Weekday
Thu 29/06/2008 | Weekday
Fri 30/06/2008 | Weekday
Sat 01 /07/2006 | Weekend
Sun 02/07/2008 | Weekend
Mon 03/07/2008 | Weekday e —————— — — |
Tue 04/07/2005 | DMAC-Hol.. IHEEEEEEEEEEEN Halic
wed 05/07/2006 | ‘Weekday | e o i e
Thu D6/07/2006 | Weekday s P s e
Fri O7/07/2006 | ‘Weekday e e
Sat 08/07/2006 | Weekend f=———
Sun 097072006 | Weekend %
Mon 104072006 | \wWeekday
Tue 117072006 ‘wWeekday —
wed 12/07/2006 | Weekday
Thu 13/07/2008 | Weekday
Fii 14/07/2006 | Weekday

| £

S

| »

Mo ymonuaHuto ocobble AHW NPUMEHATCA K MOLENAM BPEMEHU B COOTBETCTBMU C UX
onpeneneHuamMu. Ecnu TpebyeTtcsa HaMTU ocobble AHU, HO Pe3yNbTaTOB HET, 3TO MOXeT bbITb
obycnosneHo BbiIbopoM HacTpokn UrHopupoBaTb 0ocobble AHU. 3anNnCKU U3 OBYX HUXKHUX
CMUCKOB ygansatTcA OAHOBPEMEHHO, MO3TOMY OUEBUOHO, UTO NOMb30BaTeNb HEMEANEHHO
0OHapY»XMWT, UTO AaHHble 0CODOble AHU M KNnacchl AHEW HE UCMONb3YHTCA B 3TOM MOAENMU.
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D‘B‘antzgr

% System data

E Special days
|E® Day models

EREG ' 2 |

Division:

r~ Time model of the access control

MName: | all Description: I
Period: [g :‘I Reference date: |1y 07/2142015 = ¥ 1gnore special days
Breview |
r#Assignment of day models

Mao. |Day model 6:004M 12:00PM 6:00PM ‘Descr\ptian Date (15t period) |Divisior
TEF4E6E DMAC-Holi... Holiday Di 07/21/2015  Comme
TEP4E6E  DMAC-Holi... Holiday Mi 07/22/2015  Comme
7274569 DMAC-Holi... Holiday Do 07/23{2015  Commc
F274570  DMAC-Hali... Holiday Fr 07/24/2015  Commi
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Commc
4 i
Holiday Day model " £6:004M 12:00PM 6:00FM HDescr\ptmn Date (15t period) |D|V|s|or

Bosch Security Systems
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6

HacTtpouka nogpa3geneHuu

BBepeHue

CucTtema MoxKeT OblTb JOMONHUTENbHO NULEH3UPOBaHa ANnA obecneueHns COBMECTHOIO
KOHTpoOns AocTyna ana obbekTa, KOTOPbIM COBMECTHO MCNOMb3yeTcA NtobbiM KONMUECTBOM
HEe3aBUCUMbIX CTOPOH, KOTopble Ha3biBatoT NMoppaspgeneHus.

OnepatopaM cUCTEMbl MOXET ObITb Ha3HAUEHO OAHO MU HECKOMbKO NoapasaeneHun.
OnepaTtopam BWAHbI MULA, YCTPOMCTBA M NPOXOAbl TONMbKO 3TUX NoapasaeneHun.

Ecnu doyHkuma MoppaspeneHua He NULEH3MPOBaHa, Bce 00beKTbl, ynpaBnaeMble CUCTEMOMN,
npuHagnexar ogHOMY nogpasgeneHuto nog HaseaHvem Obwme.

MpeaBapuTenbHblie TpeboBaHunA
- OyHKuuMA «[ogpasneneHna» NUUEeH3MpoBaHa AnA Ballel YCTaHOBKM.

MyTb K AMANOroBOMY OKHY
— [naBHoe meHto > KoHndmrypauusa > NMoapasgeneHun

Mpoueaypa

1. HaxmuTte I:gr) Ha NaHenn MHCTPYMEHTOB.
—  Cospaetca HOBoe nofpasfeneHne C UMEHEM MO YMOMUAHUIO.

2. 3aMeHUTe MMsA Mo yMOonuaHuio U (Npu HeobXxoaWMOCTH) BBEAUTE ONUCAHWE ANA APYrUX
onepaTopos..

3. LlWenkHute ctonbey LiBeT, utobbl HAa3HAUUTb LBET U PA3NUUUTb aKTUBbI NoApa3aeneHua B
Nnonb3oBaTebCKOM UHTEpdENce.

4. Haxxmute AnA COXpaHeHUA.

E Access Management System: Divisions [Administrator] (Demo mode expires: 07/04/2019 11:21:08 PM)

File Edit Data Help

« Main menu

fn_ Device data

Operators and

o
I‘.T}E Tools
=

Divisions

I

6.1

[2) B| < ? ‘@' Division:

Divisions:

Division | Colour | Description

Common (Common division)

ACME Corp 1st floor tennant
BCME Corp 2nd floor tennant

HasHaueHue nogpasaeneHu yCTpoOUCTBam

HasHaueHuWe nodpasaeneHunit yCTponcTBaM B pefaKTope YyCTPOUCTB
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MyTb K AMANOroBOMY OKHY
FnaBHoe MeHo > KoHdmrypauua > [JaHHble yCTPOMCTBa

MNMpepBapuTenbHble TpeboBaHUA
- [oppasgeneHus NMUEH3NPOBaHbl M UCNOMb3YHTCA
— CospgaHo no KparHel Mepe ofHO noapasaeneHue.

Npoueaypa
1. B pepeBe yCTPOMCTB BbibepHTe YCTPOWCTBO AN Ha3HaUeHUs.
- Pepakrtop ycTpolcTBa NOABWUTCA B INaBHOM NMaHeNnu AManoroBoro oKHa.
2. B cnucke nogpasgeneHui BbibepuTe HoBoe NoapasaeneHue Ansa yCTpoUcTea
- B cnuvcke noABKUTCA HOBOE MOApPAa3AeNneHue.

O

3.  Haxmurte (CoxpaHuTb) ANA CoXpaHeHUs

3ameuaHue!

Bce KOMMNOHEHTblI MPoXoAa AOMXKHbI NPUHAANEXaTb OAHOMY NoApa3aeneHuto

CucTema He No3BONMWUT COXPaHWUTb MPOXOA, NOKa BCE ero KOMMNOHEeHTbl He ByayT npuHagnexatb
OAHOMY MoApasaeneHuio.

6.2 Ha3sHaueHue nogpaspeneHum oneparopam

HasHauaiTe nogpasgeneHua oneparopam B Ananorosom okHe lNMpaBa nonb3oBatenei

MyTb K AMANOroBoMy OKHY
naBHoe MeHio > KoHdmurypauusa > Onepartopbl U pabouue craHuuu > NMpaBa nonb3oBaTenen

MNMpenBapuTenbHble TpeboBaHunA

— [loapasneneHusa NULEH3UPOBaHbI U UCMONb3YOTCA

— CosgaHo no KpalHewn Mepe oAHO nogpasneneHue.

— B cucTeme cosfaH no KpalHel Mepe ofuH onepartop

Npoueaypa

1. B pguanorosom okHe MpaBa nonb3oBaTtenei BbibepuTe 3anucb 0 nepcoHane ans
HaszHauaeMoro onepartopa.

2. Ha Bknagke MNMoapaspgeneHna UCMoONb3ynTe KNaBULLKW CO CTPENKamMu ONA nepemeLleHmn
nogpasaeneHrin U3 cnvcka JloctynHblie nogpasgeneHns B cnucok HasHaueHHble
noapasgeneHus /19 3Toro orneparopa.

3.  Haxmure (CoxpaHuTb) ANsA coxpaHeHus
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7

Hactpouka IP-agpecoB

NokanbHble KOHTPOMNNepbl 4OCTyNa B CeTH TpebytoT cornacoBaHHOM cxeMbl |P-agpecos ans
yuacTuA B cucTemMe KoHTpons goctyna. MHcTpymeHT AccessIPConfig HaxoauT KoHTponnepsbl B
CeTu U npepocTaBnAeT yaobHbIM UHTEPdENC AN LEHTPANTM30BaHHOIO aAMUHUCTPUPOBAHHSA
afapecoB v APYrux ceTeBblX NapameTpoB.

TpeboBaHuna

—  JlokanbHble KOHTPONNepbl 4OCTyNa NOAKNIOUEHbI K 9NEKTPOMUTAHUIO U CETH.

- [Npn HeoHXOAMMOCTU MOXKHO BOCMONb30BaTbCA CXeMOW |IP-afpecoB KOHTPONNEPOB U UX
naponamu.

MyTb K AMANOroBOMY OKHY
FnaBHoe meHI0 > KoHdurypauua > UHCTpyMeHTbI

Mpoueaypa

1. TponauTe No NyTH K AManoroBoMy oKHy (CM. Bbille) U HaKMUTe KHonky KoHdmrypauus
AMC u ycTpoiicTBa ANA CUMTLIBAHUA OTNEUYATKOB NanbLes.
OTkpoetca nHcTpymeHT AccessIPConfig.

2. Haxmute CkaHupoBatb AMC

OT0Opa3nTCA CNUCOK NOKanbHbIX KOHTPONNEPOB AOCTyNa, AOCTYMHbIX B CeTU. [InsA Kaxaoro

KOHTpoOnnepa otobpaxarTca creayolne napameTpbl:

- MAC-agpec: annapaTHbIM agpec KoHTponnepa. Obpatute BHUMaHUE, UTO 3TO He
afipec rmaBHOrO KOHTPO/Iepa AOCTyrna, KOTopbIM TakKe Ha3dbiBaeTtcA MAC
WUCKMIOUMUTENBbHO M3-3a COBMAAEHMA.

—  CoxpaHeHHbI# IP-agpec:

- Homep nopta: no ymonuaHuo — 10001

- DHCP: ucnonb3syetca 3HaueHue [la, TONbKO €CNu KOHTPONNEep HacTpoeH nonyyatb |P-
agpec ot DHCP

- Tekywuit IP-agpec

—  CepuHHbIA HOMEP

—  3ameTku, fobaBneHHble KOMaHAOW CreLnanncToB Mo HAaCTPOMKE CETH

3.  [Oaxnabl wenkHute AMC B cnvcke, uTobbl MIBMEHUTb €ro napameTpbl BO BCM/bIBAOLWEM

OKHe. Kpome Toro, MoXHo BblOpaTb CTPOKY Hy»Horo AMC u HaxaTb KHOMKy 3agatb IP-

agpec... Obpatute BHMMaHKWe, UTO MOXET NoTpeboBaTbCA BBECTHU NMaposib, ECMU OH

YyCTaHOBNEH ANA YCTPOMUCTBA.

M3mMeHeHHble NapaMeTpbl byayT COXpaHeHbl, Kak TONbKO Bbl HaxXMeTe kHonKy OK Bo

BCMNbIBAlOLLIEM OKHeE.

4. 3aBeplIUB HACTPOMKY IP-napamMeTpoB KOHTPONNepoB, HaxxmuTe dann > BblIATH, uTOObI
3aKpPbITb MHCTPYMEHT.

Bbl BepHeTecb B OCHOBHOE MPUIOXKEHHUE.

[na nonyueHus bonee noapobHOM MHOPMALUK HAXXMKUTE CnpaBKa B MHCTPYMEHTE
AccesslIPConfig, utobbl npocMoTpeTb ero cobCcTBeHHbIN hain cnpaBKy.
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8

Ucnonb3oBaHUe peaaKkTopa YCTPOUCTB

BBepeHue

Pepaktop yCTpOVICTB — 3TO MHCTPYMEHT AnA nobaBneHus, yoaneHnAa U USMeHeHUA ToOUEK

[O0CTyna 1 yCTPOWCTB.
B HeM JocTynHbl NpeAcTaBneHuA Ans Crneayowmnx peaakTupyeMbiX uepapxui:

- KoHdurypauua ycTpouCTB: 3N1eKTPOHHbIE YCTPOMCTBA B CUCTEME KOHTPONSA AOCTyna.
-  Pabouue cTaHLMUU: KOMMbIOTEPDI, B3aUMOLENCTBYIOLLME B CUCTEME KOHTPONSA AOCTyNa.
- O6nactu: husnMuecKkue 30HbI, Ha KOTOpblE pasfeneHa cMcTeMa KOHTPONA AOCTyna.

MNMpepaBapuTenbHble TpeboBaHUA

Cuctema npaBUIbHO YCTaHOB/1€Ha, NNMUEH3NPOBaHa U NOAK/TIOYEHA K CETHU.

MyTb K AUANOroBOMY OKHY

- FnaBHoe meHIo > KoHdurypauua > [laHHble yCTpoMCTBa

Ucnonb3oBaHue NaHenu UHCTPYMEHTOB pefaKTopa yCTPOWCTB

HesaBMcHMO OT TOro, Kakoe npeacrasneHune aktueHo (YcrponcTea, Paboune craHuum vnu

ObnacTtu), Ha NaHenu MHCTPYMEHTOB peaaKTopa yCTPOWCTB AOCTYMHbI MPUBEAEHHbIE HUXE

DYHKLUKUK.
KHonka Apnbik OnucaHue
Ctrl + N CosfaHue HOBOro aneMeHTa B BblbpaHHOM y3rie.
| Kpome Toro, MOXHO LLENKHYTb MO Y31y NpaBoM KHOMKOM, UTOObI
OTKPbITb €r0 KOHTEKCTHOE MEHIO.
}{ Del YpaneHue BbIOPaHHOIO afieMeHTa U BCEX 3NIEMEHTOB MO HUM.
|‘ Ctrl-Page up |[MepBblit aneMeHT B AepeBe
< Ctrl - Mpenbloywmm anemMeHT
> Ctrl + Cnenyowum anemeHT
H Ctrl-Page MocnenHWM aNeMeHT B lepeBe
down
= g Ctrl-A Pa3BopauvBaHue 1 cBOpauMBaHWe AepeBa.
|
Q) Ctrl-K OObHoBNEHUE AaHHbIX NYTEM MX MOBTOPHOM 3arpy3ku n3 6asbl
OaHHbIX.
Bce HecoxpaHeHHble U3MEHEHUA YAANAIOTCA.
B Ctrl-S CoxpaHeHue Tekylen KoOHUrypaumu
Q Ctrl-F OTKpbITUE OKHA MoUCKa

Bosch Security Systems
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8.1

E OTkpbITHE aepeBa KoHdurypauua yctpoicTea
=] OTKpbITHE AepeBa Paboune cTtaHuuu

ol OTKpbITUE AepeBa Ob6nacTu

Bo Bcex npenctaBneHusx pegakTopa yCTPOWCTB HauMHanTe C KOpHA AepeBa W gobasnante
3NEeMEHTbI, UCNONb3YA KHOMKKU MaHeNnn MHCTPYMEHTOB, MEHIO UMK KOHTEKCTHOE MEHIO KaXKaoro
anemMeHTa (LLeNnKHUTE NPaBOM KHOMKOMW MbIlLW, UTOObI Bbi3BaTb ero). Ytobbl 406aBuUTb
BIIOXXEHHbIE 3N1IeMEHTbI K YCTPOMCTBY, CHauana BblbepuTe poaMUTENbCKOE YCTPOMCTBO, NOA,
KOTOPbIM [OMKEH 0TOBpaXKaTbCA 3TOT B/IOXKEHHbIW 3N1E€MEHT.

KonupoBaHue U BcTaBKa ycTtpoicts AMC
UTtobbl konuposatb ycTponctea AMC M3 ofHOM yacTv fepeBa B ApYyryto:
1. LenkHute yctporcteo AMC npaBow KHOMKOM MblIlK U B KOHTEKCTHOM MeHHo Bbibepute
KonupoBaTtb.
2. LlenkHWTe NpaBOM KHOMKOW MbILUKW NOAXOAALLEE POAUTENBCKOE YCTPOMUCTBO B APYIrOM YacTH
[epeBa U B KOHTEKCTHOM MeHI0 BbibepuTe BcTaBUTD.
—  YCTPOMCTBO KOMUPYETCA B HOBOE PACMONOXXEHWE BMECTE CO BTOXKEHHbIMMU
YyCTPOMCTBAMM U NapaMeTpamMm.
—  3HaueHWsa NapameTpoB YCTPOMCTBA, Takue Kak IP-agpec v UMA, KOTOPble AOMXKHbI
ObITb YHUKaNbHbIMUW, HE KOMUPYIOTCA.
3. Tpu HeobxooMMOCTH BBEAUTE YHUKANbHbIE 3HAUYEHWA ANA TAKUX NapaMeTpoB YCTPOMUCTB.
370 0bA3aTeNnbHO ANA COXPaHEHUs AepeBa YCTPOUCTB.

CoxpaHeHue paboTbl

3aBeplInB fobaBneHne aNeMeHTOB B 1IEPEBO U UX UBMEHEeHHWe, HaXKMUTe COXPaHUTb B ,
UTOObI COXPaAHWUTb KOHMUIYpPaLUIO.

UTobbl 3aKpbITb peakTop yCTPOWCTB, HaXkKMuTe Paun > Bbixoa.

Pe>Xumbl KOH(OUrypupoBaHHUA U NnepeonpeaeneHus

PeXXnm KOHUIypupoBaHWA — 3TO COCTOAHME YCTPOWCTB YyNpaBneH1A AOCTYMNOM MO YMONUaHHUIO
B pefakTope yCTPOWCTB. B pexnme KOHOUTypUpoBaHUA aBTOPU30BaHHbIM Nonb3oBatenb AMS
unu BIS ACE MoXeT BHOCUTb B pefaKTope YCTPOMUCTB U3MeHeHMUs, KoTopble ACS HeMeaNneHHO
nepepaeT B NOAUMHEHHbIE YCTPOMCTBA.

OnepaTop MOXET nepeonpeAenuTb PEXUM KOHPUTYPUPOBAHKUSA, NOCbINAA KOMaHAbI
HenocpeacTBEHHO B YCTPOWCTBO ynpaBneHUA OCTYNOM BHe pefaktopa ycTponcTB. ObbluHO 3TO
NPOUCXOAMT, Koraa onepartop obpabarbiBaeT BxogALwme cooblleHna u Tpesoru. Noka oneparop
He oTnpaBWT KOMaHay BoccTaHOBUTbL KOH(UIypUpOBaHHUe, A1 YCTPOMWCTBA COXPAHAETCA
Pexxum paboTbl.

Ecnun B pegakTope yCTpOWCTB NONb30BaTeNb BbIOMpPaeT yCTPOMCTBO, HAXOAALLEECA B PEXUME
paboTbl, Ha CTpPaHMLEe OCHOBHbIX CBOWCTB YCTPOMCTBA OTOOparkaeTcA yBegoMIeHue:

3TO YCTPOMNCTBO HEe HAXOAMUTCA B peXKuMe KOH(OUrypupoBaHHA.
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Monb3oBaTtenb MOXET BbIMNOMHATb KOHPUIYPUPOBAHUE U COXPAHEHWE, HO U3MEHEHUSA
nomeLwlaroTcs B bydpep M BCTynaT B CHY TONbKO NOCNe 3aBepLIeHUA pexuma paboTbl AnA
TPEBOTM Y BOCCTAaHOBMEHWA PEXUMA KOH(PUTYPUPOBAHUA.
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9

Hactpoika obnacten KOHTpoOnA gocryna

BBogHble cBepgeHUAa 06 obnacrax
OxpaHsAemble 00beKTbl MOXKHO pasaenutb Ha obnactu. Obnactn moryT BbiTb NtoboOro pasmepa:
O[IHO WNW HECKONbKO 3[aHWW, OAMH 3TaX UMK JaXKe OTAeNbHble KOMHAThI.
HekoTopble BapuWaHTbl UCMONb30BaHWA obnacrem:
—  Jlokanusauuna OTAeNbHbIX MWL Ha OXpaHAeMOM ObbeKTe.
—  OueHKa u1cna nvu B 3agaHHon obnacti B criyyae aBakyauuu UNM aBapuMHOM CUTYaL UK.
- OrpaHuueHne uncna nuu unv aBTomobunen B HekoTopon obnacTu:
Mo AOCTUXXEHUW NpeaBapuTeNbHO 3aaHHOro npeaena 3anonHeH1a ganbHenW e NonbITKK
BXOAa MOTYT OTK/IOHATbCA, MOKa Nuua UM aBTOMOOWIN He MOKMHYT obnacTb.
—  Peanusauusa KOHTpoONA nocrnenoBatenbHOCTU AOCTYNa U 3anpeT ABOMHOIo npoxona
CucTema pasnuuaeTt ABa TMna obnacren c KOHTponem gocryna:
—  Obnactu gna nogen
—  ObnacTtu gna aBToMobunen (aBTOCTOAHKHM)
Kaxkgaa obnactb MOXeT MMeTb nogobnactv Ana 6onee TOUHOro U AeTanbHOrO KOHTPONA.
ObnacTtu gna nogen MoryT UMeTb A0 3 ypOBHEN BNOXeHuA, obnactn agna aBTomobunen —
TONbKO 2 YPOBHA, @ UMEHHO NapKOBKa B LIeNIOM M NMapKOBOUHbIe 30HbI: OT 1 g0 24.
ObnacTb No ymonuaHuio, KOTopanA CyLlecTBYeT BO BCeX yCTaHOBKaxX, Ha3blBaeTcA CHapyxu. OHa
ABNAETCA POAMTENbCKOW ANA BCeX onpefenseMblx nNonb3oBaTtenemM obnacrer oboux TMnos: anA
nwogen v ana aBTomobunen.

Mcnonb3oBaTb 06MacTb MOXKHO TOMbKO B TOM Clyuae, eCnu K Hel BedeT Mo MeHbllel Mepe OfuH
BXO/I.

Pepaktop yctpoicte DevEdit MoxkHO Mcnonb3oBaThb ANA HadHaueHUA nbomy Bxoay obnactu
MECTOMOMNOXeHWA U 00nacTu Ha3HaueHuAa. Korga KTo-nMbo cKaHWpyeT KapTy B cuuTbiBaTtene,
npuHaanexatiem onpeaeneHHoMy nNpoxoay, 3T0 HOBOE MeCTOMOMOXKEeHUe NnLia CTAHOBUTCH
0obnacTbio HasHaueHWs JaHHOTo NPoxoaa.

3ameuaHue!

[na ynpaBneHWa nocnenoBatenbHOCTbIO AOCTYNa U 3anpeTta ABOMHOMO npoxoda Tpebyetca,
uyToObl Ha NPOXOoAax COOTBETCTBYHOLLMX 0bnacTen bbiNu yCTaHOBNEHbI CUMTbIBATENM BXOAA M
BbIX0OAa.

[na npegoTBpalleHnA CNyyanHOro UM HaMepPEeHHOro NPOXoAa «BNPUTbIK» HACTOATENBHO
pPEKOMEHAYETCA UCMNONb30BaTh BXOAbl TUMa « TYPHUKET».

MopAapok co3paHuAa obnacrew

TpeboBaHua

OnepaTopy cuctembl TpebyeTcA paspelleHne CUCTEMHOro afiMMHUCTPATOpa Ha co3aaHue

obnacren.

MyTb K ananorosomy okHy (AMS)

1. B pucnetuepe ananoroBbix okoH AMS BbibepuTe FNaBHOe MeHIo > KoHdurypauus >
[aHHble yCcTpoMrcCTBa

2.  Haxmute «Obnactu»
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9.1

_|_

Bbibepute yaen CHapy»Xu WM OOUH U3 €ro JOUYEPHUX Y3NOB U HAXKMUTE Ha naHenu
MHCTPYMeHTOB. KpomMe TOro, MOXHO LLeNKHYTb NpaBoM KHOMKOW MbiliM CHapy»XH, UToObI
n006aBWTb 00/1aCTb UEPE3 KOHTEKCTHOE MEHHO.

Bce obnacTtu, co3gaHHble M3HAuanbHO, NOMyJyaroT YHUKaNnbHoe MMA O6nacTb U UMCIOBOM

cydpuKc.

Bo BcnnbiBatolileM okHe BbibepuTe TN (O6nacTb AnA nogei Mnv ABTOCTOAHKA 1A

aBTOMODOUNEN.

ObpaTuTe BHMMaHUE, UTO AOUYEepPHUE 3N1IEMEHTLI 0DOMX TUMOB MOXKET MMEeTb TONbKO 0bnacTb

CHapyxu. [Tltoban BNoxeHHas 30Ha 3TUX IOUEPHUX INEeMEHTOB BCeraa HacneayeT TUN

pPOOMUTENBCKOTO 3NEMEHTA.

— O6nactu Ansa nofgen MoryT MMeTb BIOXEHHbIE YPOBHU (A0 Tpex). [Ana kaxgon
obnacty unu nogobnacT MOXKHO OnpeaenUTb MakCUManbHYO BMECTUMOCTb.

—  ABTOCTOAHKM — 3TO BUPTYyalbHble 0ObEKTbI, COCTOALLME MO MEHbLLEN Mepe U3 Of4HOM
30HbI CTOAHKU. ECNTM BMECTUMOCTb aBTOCTOAHKU He Tpe6yeTCF| OorpaHnynBaTb
cucteMHbiM obpasom, oTobpaxaetca 0. B npoTMBHOM cryyae MakCcMManbHoe
KONMMUYEeCTBO NapKOBOUHbIX MECT Ha 30HYy cocTaBnAaeT 9999, a Ha rmaBHOM NaHenu
aBTOCTOAHKM OTOOpaXkaeTcA cymMma BCeX CBOOOAHbIX MECT B ee 30Hax.

MopAaaok penakTupoBaHUA obnacTten

1.
2.

Umna

LLlenkHUTe obnacTb B Mepapxuu, utobbl BbibpaTb ee.
MepesanuunTe OAWH UNKW HECKONMbBKO CNeaytoLwWwux aTpMbyTOB Ha rMaBHOW NaHenwu
AManoroBoro OKHa.

MMA No ymonuaHuio, KOToOpoe MOXHO nepesanucartb.

OnucaHue CBobofHoe TeKCToBOE onvcaHue obnacTu.

Makc. kon-Bo nwopgei/  3HaueHue no ymonuaHuio O (HOMb), €CNu orpaHUuMBaTh BMECTUMOCTb

aBTOMOGOUNen He TpebyeTcA.

B npotnBHOM cnyJyae HeO6XO,D,VIMO BBECTH Lienoe 4yncno,
orpaHnyuBaroliee BMECTUMOCTb.

MpumeuaHun.

HeBO3MOXXHO NepemMecTuTb 0b6nacTb, NepeTallmMB ee B APYryo BETBb Mepapxuu. Mpwu
HeobXxoAnMOCTH ee HeobxoaMMOo yaanuTb U CHOBa co3aaTb B ApPYrol BETBM.

Mopapok yaaneHusa obnacrew.

1.

2.

LLlenkHWTe obnacTtb B Mepapxmu, uTobbl BbIOpaTh ee.

X

Haxmunte Ypanutb NN WENKHNTE I'IpaBOljl KHOMKOM MblLKW, YTOObI BbIMOMHUTD
yoaneHne yepes3 KOHTEKCTHOE MEHHO.

MpumeuaHue. HeBO3MOXHO yaanuTb 0bnacTb, Noka He byayT yaaneHbl Bce ee JoyepHue

3IEMEHTDI.

HacTpouka obnacren gnAa aBTomobuneun

Co3paHue obnacTei ona asTomobunei (aBTocToAHKa, NapKOBOUHasA 30Ha)
Ecnu BbibpaH TMN 0b6nacTv ABTOCTOAHKA, 0TOOpPa3UTCA BCMN/biBaKOLWEE OKHO.

Bosch Security Systems

Software manual 2021-1214.0.0.1 |



28 ru | Hactpoika obnactei KoOHTponA gocTyna Access Management System

Marne skarts Central parking Apply

Tame Count Add
“eritral ps 820  —
Central parking_02 15 Delete
Central parking_03 50
Central parking_04 100

‘

QK | Cancel

1. Beeaute Mma B none UMA HauMHaeTtca ¢, UToObl co3aaThb rMaBHOE UMA ANA BCEX

nogobnacten aBTOCTOAHKW UMY NAPKOBOUHbIX 30H.
C nomolibto KHoMkK [,o6aBUTb MOXXHO cO34aTh A0 24 NaPKOBOUHbIX 30H, U UMA KaXKOou
OyneT cocToATb U3 FMAaBHOTO UMEHM M ABY3HAUHOIro cyddurKca.

2. Ecnu HeobxogMMo CUCTEMHbIM 06pa3oM OrpaHMUMTb BMECTUMOCTb 3TUX obnacTen, BBeauTe
UMCNO NapKOBOUHbIX MecT B cTonbue KonuuectBo. Ecnu orpaHMuMBaTb BMECTUMOCTb He
Tpebyetcsa, sBeguTe O.

MpumeuaHue. MakcrmanbHaa BMECTUMOCTb BCEM aBTOCTOAHKMW AOMKHA ObITb paBHa CyMMe 3THX

uuncen. ToNbKO NapKOBOUHbIE 30HbI MOTYT COAep»aTb MapKOBOUHbIE MECTa; aBTOCTOAHKA

npencrtaBnsaeT cobow BUPTyanbHbIM OObEKT, COCTOALLIMM U3 MO MEHbLUEN Mepe OfHOM

NapKOBOUYHOM 30Hbl. MaKkCMManbHOE YMCNO MNAapPKOBOUHbIX MECT Ha OfHY 30HY — 9999.

Co3paHue BXOOOB ANA aBTOCTOAHOK

Kak 1 ¢ obbluHbIMKM obnactaMK, NapkoBkaM TpebyeTca BxoA. MNoaxoaAawas moaenb ABepU —
ABTOocTOAHKa 05cC.

[na MOHUTOPMHIa 3anofHeHWs aBTOCTOAHKK B ogHoM AMC TpebyeTca Mcnonb3oBatb 2 Bxoda C
3ToM mogenbto aBepu. OauH — Ans Bbesaa, Apyrov — ANns Bblesaa.

TpeboBaHue

Co3pnante aBTOCTOAHKY C MO MEHbLUEN Mepe OHOM MapKOBOUHOW 30HOM, KAk OMMCAaHO Bhille.
MyTb K AMANOroBOMY OKHY

FnaBHoe meHI0 > KoHdwurypauusa > [laHHble yCTpoKCTBA

=

Bbibepute LACs/Mpoxonbl/YcTpoicTBa ]

Mpoueaypa
1. B uvepapxuu yctponcts cosgante AMC unu Boibepute AMC, y KOTOPOro HET 3aBMCUMbIX
BXOZOB.

2. LUenkHWTe NpaBoM KHOMKOMW MblwK naHenb AMC u BbibepuTe Co3paTb BXOA,.

3. Bo BcnnbiBatouiem okHe CospgaHue Bxopga Bbibepute moaenb Bxoga ABToctoAaHka 05¢ 1
nobaBbTe BXOAHOMW CUMTbIBATENb, TUM KOTOPOro COOTBETCTBYET TUMY YCTAHOBMEHHOTO Ha
Bbe3ae Ha aBTOCTOAHKY.

4. Haxmute kHonKy OK, uTobbl 3aKpbITh BCMbIBAlOLLLEE OKHO.

5. BblbepuTe TONbKO UTO CO3AAHHbIM BXOA B MEPAPXMUKN YCTPOMWCTB.

—  ObpartuTte BHMMaHKe, UTO CUCTEMA aBTOMATMUECKM HasdHauuna CumTbiBaTeNb B
KauecTBe CuMTbiBaTeNnA BXxoAa.

6. B ocHOBHOM naHenu pegakTMpoBaHWA Ha BKNagke ABTocTosiHKa 05¢ BbibepuTe B

BblNagatoweM meHo MecTo Ha3HaueHUA paHee CO3aHHYH aBTOCTOAHKY.
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7. llenkHuTe npaBow KHoMKoM Mbiwn AMC 1 co3gainTe elle oauH BXxond Tuna ABTOCTOAHKA
05c, Kak yKasaHo BbllLe.
—  OO6partuTe BHUMaHKe, UTo B 3TOT pa3 MOXHO BblOpaTb TONbKO BbIXOAHOM CUMUTbIBATENb.
- Haxxmute KHonky OK, uToObl 3aKpbITh BCMbIBAOLLIEE OKHO.

8. BblbepuTe BTOpPOM TONbKO UTO CO34aHHbIW BXO B MEPAPXUU YCTPOUCTB
— OO6part1Te BHUMaHKe, UTO CUCTEMA aBTOMATMUECKM Ha3HauMna BTOPOM CUUTbIBATENDb B

KayecTBe BbIXOOHOIo CYUTbIBaTENA.
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HacTtpoka oxpaHAeMbiXx obnacten U naHenewu

BBepeHue

Cuctema ynpaBneHusa LOCTYNOM MNOAAEPXKUBAET yNpaBneHUe oXpaHHbIMU naHenamu Bosch un nx
aaMUHUCTpUpoBaHUue. CBeaeHMA O NoaaePKUBAEMbIX MOAENAX CM. B KPATKOM OMUCAHUK
CUCTEMbI ynpaBneHusa goctynom. Cuctema ynpaBneHua OCTYMOM MPUBHOCUT CBOLO CnelundurKy
B afMMHWCTPUPOBAaHME NONb30BaTeNen OXpPaHHOM NaHenu. TW NONb30oBaTeNU ABMAOTCA
NOAMHOXECTBOM BCeX AiepxaTenen KapTt obLier cucTteMbl ynpaBneHUa JOCTYMOM.
AOMUWHKUCTPATOPbI CUCTEMbI YNPaBeHUA 4OCTYNOM NPeaoCTaBA0T 3TUM AepKaTenam KapT
crneuunanbHble pa3pelleHns Ha aAMUHUCTPUPOBAHWE OXPaHHbIX NaHenemn u paboTy ¢ HUMK C
NMOMOLLbIO AMCNeTYepa ANANOroBbiX OKOH AMS.

UTO KacaeTcs CaMUX OXPaHHbIX MaHeneu, Ansa ux HaCTPOMKKU U ODHOBNEHWSA, KaK 1 npexae,
Mcnonb3yeTca Ux cobcTBeHHOE NporpaMmHoe obecneueHue AnA yaaneHHoro
nporpaMmmupoBaHua Remote Programming Software (RPS). AMS HenpepblBHO CUUTbIBAET
JaHHble 13 6asbl gaHHbix RPS 1 oTobpaxaeT 4OCTynHble ANA Hee NaHenu.

AMS cofepXXuT oManoroBble OKHa ANA ynpaBneHua naHenamMu, cosgaHunsa npodunen
nonb3oBaTtenemn M Npas AOCTyNa K NaHenam.

MpenBapuTenbHbie TpeboBaHUA

- MporpammHoe obecneueHre RPS nogaep)knBaembix OXpaHHbIX naHenen Bosch
YCTaHOBNEHO Ha OTAENbHOM KOoMMbioTepe B cucteme AMS, a He Ha cepBepe AMS.
MHCTPYKLKMK NO ycTaHOBKEe RPS CM. B COOTBETCTBYHOLLEM PYKOBOACTBE.

— 10 RPS HacTpoeHo ansa paboTbl ¢ 0OXpaHHbIMKW NaHeNnAMU, KoTopble ByayT NpUHagnexatb
cucteme ynpasneHusa goctynom AMS. CM. MHCTPYKLMKW B pyKOBOACTBe nonb3oBatensa RPS
WNKW B OHNAaMH-CNpaBKe.

— Yacbl Ha naHensax HaxoAAaTca B npepenax 100 gHeM OTHOCUTENBHO YacoB Ha cepBepe AMS
nnA obecneyeHna aBTOMATUUECKON CUHXPOHMU3AL WM.

—  [poTokon pexuma 2 3afaH Ha BCEeX yUyacCTBYHOLLMX NaHensx.

—  KapTbl C 0Q4HMM U3 crefyoLlWwmx CTaHAAPTHbIX onpeaeneHni:
- HID 37 BIT -> BropkeHue 37 BUT ¢ kogom obbekTa 32767 UNU HUXKE.
—  HID 26 BIT- > Brop>xeHue 26 bBUT
- EM 26 BIT- > BropxeHune 26 BUT

0630p
Mpouecc HaCTPOMKKU COCTOMUT U3 NEPEUNCTIEHHDBIX HWXKE 3TanoB, KOTopble OyayT onvcaHbl B
cnenyoLlmux pasaenax 3Ton rnaBbi:
1. TlogkntoueHWe cucTeMbl ypaBneHWsa AOCTYNOM K OXPaHHbIM NaHensm.
- Mopkntouenne kK RPS API.
- HacTpoika NoaKntoueHn naHenu.
2. Co3spaHue npodunen npae AoCTyna K naHenAM, onpeaensatolmMx, Kakue yHKLUUOHaNnbHble
BO3MOXHOCTH MOAKMIOUEHHbIX NaHenen MoryT MCnonb30BaTbCA.
3. HasHaueHwue npodunen npas AOCTYNa K NAHENAM AepXatensam KapT.
—  Takum obpasom, aTK gepKaTenu KapT CTAHOBATCA onepaTtopaMmn OXpaHHbIX NaHenewn.
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10.1

10.1.1

10.1.2

NMoaknioueHue cucTtembl ynpaBneHuAa AOCTYyNoOM K OXPaHHbIM
naHenaAm

BBepeHue

B aToM pasgene onucbiBaeTcs, Kak 0ToOpasnTb OXpaHHble MaHenu U caenatb UX AOCTYMHbIMMU
Ana ynpaeneHua ¢ nomolbo Map View. Cuctema ynpaBneHusa AOCTynomM nogkntouvaeTca K
oaHomy MO RPS B cBoeM ceTu u nocpenctsom atoro MO co3gaeT U NoCToAHHO obHOBNAET
BHYTPEHHWIN CMUCOK AOCTYMHbIX COBMECTUMbIX OXPaHHbIX MaHenemn.

MyTb K AMANOroBOMY OKHY
FnaBHoe MeHio > KoHdurypauusa > NMaHenu 1 BNoXeHHble A1WanoroBble OKHa

War 1. NoaknwoueHue K RPS API

RPS APl — aTo uHTepderic RPS, koTopbii paboTaeT Ha oTAeNnbHOM KoMMnbtoTepe. Ha ware 1 B
cUCTeMy ynpaBneHus AOCTYNoM nepefaetca MHopMauua ob agpece KOMNbloTePa U yUeTHble
AaHHble afMUHKCTpaTopa.

MyTb K AMANOroBOMy OKHY
naBHoe MeHto > KoHdurypauua > Manenu > Kondurypauua RPS API

Mpouenypa

1. BeeawuTe crnegytollyto MHDOpPMaLMIO:

UHcopmauuna OnucaHue

Mma xocTa/IP-agpec HTTPS-agpec komnbtoTepa, Ha KOTOPOM BbinonHAeTca RPS,
M HOMep MnopTa, uepes KoTopbiM 0OMeHMBAETCA AaHHbIMMU
RPS.
Homep nopTa no ymonuaHuto — 9000.

MmA nonb3oBaTtens Mma agmuHuctpatopa RPS gna APIL.

[Maponb [Maponb agMmuHUcTpaTopa RPS.

2. HaxmwuTte kHonky MpoBepuTb NogknueHue, ytobbl NnpoBepuTb paboty RPS n
[OMYCTUMOCTb MMEHU NOoNb30BaTens v Napons.

LWar 2. HacTtpo#ka nogKnoueHUWin naHenu
Ha ware 2 3a1aeTCA YpOBEHb ynpaBneHMA CUCTEMbI yNnpaBneHUA AOCTYNOM ANA OTAENbHbIX
naHenen B CeTu.

MyTb K AMANOroBOMY OKHY

naBHoe MeHto > KoHdourypauua > MaHenu > AGQMUHUCTPUPOBAHUE NAHENU

B aTOoM AManoroBom OKHe NpuBeAeH CMMCOK COBMECTUMbIX OXPaHHbIX NaHenemn, Kotopble
nHtepdernc RPS API npenoctasun ana AMS.

3TOT CNUCOK Nepuoanueckn obHoBnAeTcA B poHOBOM pexknme. Nocne oTKpbITUA AUanoroBoro

OKHa MOXHO BPEMS OT BPEMEHW HaXKMMaTb KHOMKY Q , UTOObI HEMENEHHO BbIMOMHUTb
0bHOBNEHWE BPYUHYIO.

[aHHbIN CMMCOK AOCTYMNEH TONbKO ANA UTEHWA, 3@ UCKMIOUEHUEM 3NIEMEHTOB YNpaBNeHus,
OoMnucaHHbIX B Criedytolilem pasaerne.

Mpouenypa
McnonbayHTe 3NIEMEHTbI ynpaBneHnAa HUXxe, yToObI pPa3pewnTb ynpaBneHmne otaenibHbIMH
OXPaHHbIMKX NaHeNAMU CO CTOPOHbI CUCTEMDbI ynpaBneHUA OOCTYMNOM.
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10.2

Crtonbeu cnuncka YcTtaHoBUTe hnaXkok, uTobbl NONb30BaTENN OXPAHHOMW MaHenu,
ALMWHUCTPUPOBaAHUE NO | YKa3aHHble B 3TOM CTPOKe, Dbl COXpaHeHbl B cUCTEME
nb3oBarteneu ynpaBneHusa AOCTYNoM, a He B CaMOM MaHenu.

BAXXHO! Mpu BbIGOpE 3TOM HACTPOMKU BCE NMONb30BATENM NMAHENH,
co3faHHble nokanbHo B RPS, OyayT nepesanucaHsbl.

Crtonbeu naHenu Utobbl NnaHenb Obla 4OCTyNHa ANA BbINONHEHWA KOMaH[ U1
Map View ynpaBneHua nocpeactsom Map View, ycTaHOBUTE 3TOT paXKoK.
3HayoK HaCTPOMKH Ecnu B ctonbue Map View Bbl YCTaHOBUNM DNaXKOK, TO HAXKMUTE

3HAUOK, UTOObI yKasaTb UMA xocTa unu IP-agpec, nopTt n naponb

ONA OTOeNbHOMW naHenu.
(wectepeHka) B

ctonbue [aHHble
pocTyna.

KHonka: Ecnu naHenb Obina ynaneHa B RPS, oHa oToOpakaeTca B CNUCKe ¢
Ypanutb BbiOpaHHYI0 Na | cocTosiHMeM YpaneHo. Boibepute naHenb U HAXXMUTE 3Ty KHOMKY,
Henb uTobObl MONMHOCTBIO YAanuTb ee U3 Dasbl faHHbIX.

Co3paHue npocunen npas AocTyna K NnaHenaAMm

BBepeHue

B aTom pasgene onucbiBaeTcs NopaaoK co3ngaHua npodunen aBToprusaLmun NaHenu.

Mpodunb Npae gocTyna K naHenAM — 3TO HacTpanBaeMbl Habop paspelleHnit Ha paboTy ¢
HacTpavBaeMbiM HaDOPOM OXpaHHbIX NaHenen. AnMuHucTpatop AMS MOXeT co3aaTb HECKObKO
npodunen aBTopusalmm naHenu B 3aBUCUMOCTH OT 00A3aHHOCTEN pasHbIX rpynn gepxxaTtenemn
KaprT.

MyTb K AMANOroBOMY OKHY
FnaBHOe MeHto > CUCTeMHble AaHHble Mpodunu aBTOopU3aL MK ANA OXPaHHbIX NaHeNen

Mpoueaypa

Utobbl co3gaTb HOBbIM NPOdUNb, WENKHUTE [3:) .
(ObasatenbHo) Beegute uma npodunsa.
(HeobasaTenbHO) BBeauTe NPOM3BONbHOE TEKCTOBOE ONMMCAHUE NMaHEeNM.

Pobde

Moa cnuckom Ha3HaueHHble naHenu HaxxmuTe [lo6aBUTb..., UTOObI 4OOABUTbL B CMUCOK
OflHY WNW HECKONbKO NMaHenew U3 BCMNbIBAOLIErO CMMCKA NaHenem, JOCTYMHbIX B CETH.
UYtobbl, HANPOTUB, YAANUTb NAHENW U3 CMWUCKA, BblIOEepUTE OOHY UTM HECKONbKO NaHenewn u
HaXXMuUTe YAanuTb.

5. BblbepuTe naHenb B cnucke HazHaueHHble NaHenu, LWENKHYB Mo HeMn.

- B obnactv MonHomMmouua oTobpasnTca CNUCOK, coaepKallMin Bce OXpaHAeMble
obnactu, npuHagne)awme BbIOpaHHOW NaHenu.

6. B ctonbue YpoBeHb nonHoMouui crnrcka NMonHomouuna BbibepuTe ypoBeHb MOMHOMOUMM

ONA KaXXO0M oXpaHAemMon obnacTtv naHenu, KOTOPYH HY)KHO BKOUKUTb B 3TOT NPodunb.

—  YpoBHM NONMHOMOUMM onpeaenatoTca n xpaHaTca B RPS. Tam e X MOXHO
HacTpauBaTb. Mpexae yuemM HasHauaTb YPOBEHb MOMHOMOUUIK NPOUNto,
nepenpoBepbTe ero onpegeneHune B RPS.

—  [No ymMonuaHuio cambli LUMPOKKMM KPYr MONMHOMOUMIM AaeT ypoBeHb L1, ac
yBenuueHMem Homepa ypoBHsa (L2, L3, ...) nonHomouus Bce bonee orpaHuumnBatoTcs.

—  Ecnu ocTtaBWTb 3Ty AUEMKY NYyCTOM, TO NMony4yaTenb AaHHOrO NpodunAa He OyaeT UMeTb
npae 4ocTyna K flaHHOM oxpaHsaeMomn obnacti BbiIOpaHHOW NaHenw.
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10.3

7. TloBTopwWTe 3Ty Npoueaypy AN BCeX OxpaHAeMblx obnacrten BCex NaHenem, KOTopble HY>KHO
BKMIOUNTb B A@aHHbIM Npodunb.

8. (HeobssatenbHo) B cnvcke Fpynna nonb3oBaTteneit BoibeprTe rpynmny nonb3osatenem
naHenu, eCnu HY>XHo, UTOObl NpeaoCTaBNeHHbIE NOTHOMOUWA AENCTBOBANU NULb B
onpefeneHHble Nepuoabl BPEMEHM.

—  ['pynnbl nonb3oBaTenew onpenenatoTca U xpaHaTca B RPS. Tam e UX MOXHO
HacTpauBaTb. [Tpexxae uem HasHauaTtb rpynny nNonb3oBaTeneml NpPogunto,
nepenpoBepbTe ee onpeageneHune B RPS.

9. Haxmure (CoxpaHuTb) A4NA COXPaHEHUA U3MEHEHUN.

Ha3sHaueHue npocdunen aBTopU3aLuumu NaHeneu gepxxatenam
KapT

BBepeHue
B aTom pasgene onucaHo, Kak HasHauaTb pa3Hble NPOUNM aBTOPU3aLMK NAHENW AepXKaTenaMm
KapT PasnMUHbIX TUMOB UMK TPyMM.

MpepBapuTtenbHoe TpeboBaHue
Bbl onpegenunu oguH UNU HECKONBbKO NPOoduNen aBTopmM3auUnu NaHenu B cCUCTeMe ynpaBneHun
JOCTYMNOM.

MyTb K AMANOroBoMy OKHY
['naBHOe MeHo > Nuua > KapTbl

Mpouenypa

1. OO6bluHbiM cnocobom HanauTe n Bbibepute Tpebyemoro aeprkatens KapTbl B 6ase gaHHbIX.

2. OTkpouTe BKNagky OxpaHa.

3. Ha Bknagke OxpaHa ycTaHOBWTe hnaxkok Monb3oBaTtenb naHenwu.

4. (ObnasatenbHo) B none Kop aonycka BBeauTe KoA AOMNYCKa, KOTOPbIM AaHHbINA AepxKaTenb
KapTbl OygeT ncnonb3oBatb ANA PaboTbl C OXPaHHbIMKW NAHENAMMU.

-  [lpy HeOBXOAMMOCTH UCNONb3YHUTE KHOMKY, UTODbI CreHepupoBaTb HOBbIM
Heucnonb3yembli Kog Aomnycka.

5. B cnucke UpeHTUdMKaLMOHHAA KapTa BbiOepuTe O4HU U3 YUETHbIX JaHHbIX YyNpaBneHua
LOCTYNOM, MPUCBOEHHbIX AaHHOMY [IepXKaTento KapTbl.

6. (OononHuTenbHo) B none Homep ypaneHHOro ycTtpomMcTBa BBeAWUTE HOMEpP, KOTOPbIM
HaneuataH Ha YCTPOWCTBE yAaNeHHOro ynpaBneH1a gepxarens KapTbl ANA OXPaHHbIX
naHenew.

7. B cnucke A3bik BbibepuTe A3bIK LMANOrOBbIX OKOH MaHenu, NpeanouTUTeNbHbIM ANA
AepXaTens KapThbl.

8. Ecnu pepxatenb KapTbl UCMONb3yeT MOOUNbHOE NpunoxeHue Bosch ansa oxpaHHbIX
naHenew, yctaHoBuTe (hnaxxok YaaneHHbln AocTyn.

9. B cnucke NMpodunb aBTOpU3aLuu BbibepuTe Npodunb aBTopU3aLnMm naHenu, NoAxXoaALLMM
ONA AepxxaTena KapThbl.

B (CoxpaHUTb) Ana coxpaHeHWs U3MEHEHUN.

—  [Oepxatento KapTbl OyaeT HadHaueH 3TOT NPOodUNb aBTOPU3aLIMKU NaHeNn Co BCEMMU
BK/TIOUEHHbBIMUW B HEFO NaHenAMM U MOMHOMOUMAMU. TakuMm obpasom, aepatenb
KapTbl CTAHOBUTCA OMepaTtopoM OXPaHHbIX NaHenewn.

10. Haxmute
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O6paTVITe BHWUMaHHWE, UTO B 3TOM AMUANTONOBOM OKHE TaKXe MOXXHO MCNOoNMb30BaTb NMNONA AaHHbIX C

KHOMKOM 3 AnA NOUCKa p,epmaTeneVl KapT B base gaHHbIX.
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111

HacTtpouka onepatopoB U pabounx cTaHLUH

BBopgHble cBefeHUA 06 agMUHUCTPATUBHbIX NpaBax KOHTPONA AoCTyna
AOMWHUCTPATMBHbIE MpaBa ANA CUCTEMbI KOHTPONSA AOCTyNna onpenenstoT, Kakne Ananorosble
OKHa CUCTEMbI MOXXHO OTKPbITb U KAKUMU (DYHKLMUAMU MOXKHO BOCMOMb30BATbCA B 3TUX OKHaX.
MpaBa MOXXHO Ha3HauaTb Kak onepartopam, Tak U paboumMm cTaHLUAM.

MpaBa paboue CTaHUMKU MOTYT BDEMEHHO OrpPaHUUUTb NpaBa ee onepartopa, NOCKOMNbKY
KPUTUUECKW BaXkHble Ansa 6e3onacHOCTU onepalyu A0MKHbI BbIMONHATLCA TONbKO ¢ 0cobo
bGe3onacHbIX paboumx CTaHLUMK.

MpaBa HasHaualoTCA onepatopamM U pabouuMm CTaHUMAM B CBA3Kax, HasbiBaeMblx Mpodounu.
Kaxkabiv npodunb aganTMpoBaH K 06A3aHHOCTAM OOHOro M3 onpeaeneHHbiX TUMOB ONepaTopoB
WU paboumnx CTaHLMUM.

Kaxabivi onepatop unu pabouasa cTaHUMA MOTYT UMETb HECKOMbKO Npoduien aBTopusaLmu.

O6wasna npoueaypa U NyTU K AUANOroBbiM OKHaM
1. Cospante pabouune CTaHUMKU B pefaKTope YCTPOMCTB:

=]

KoHdurypauua > laHHble ycTpolcTBa > Pabouune craHuuu

2. Co3spante npodmnu paboumx CTaHLUWM B AMANOrOBOM OKHe:
Onepatopbl U paboune ctaHuuu > Mpocunu pabounx craHUUN.

3. HasHaubTe npodunm pabounm CTaHUMAM B CleayoLemM AManoroBOM OKHe:
OnepaTtopbl U pabouune craHuuu > MpaBa pabouux cTaHUUMH

4. Cospante npodunu oneparTopa B creaytoLleM AManoroBOM OKHE:
Onepatopbl U paboune ctaHuuu > Mpocunu nonb3oBaTenemn.

5. HasHaubTe npodunu onepatopam B CNeAyoLWeM AUANOrOBOM OKHe:
Onepartopbl U paboune craHuuu > MpaBa nonb3oBarens

Co3paHue pabouux cTaHUUH

Pabouure cTaHLMKM — 3TO KOMMbIOTEPbI, C KOTOPbIX ONepaTopbl paboTaloT C CUCTEMOMN KOHTPONA
JocTyna.

CHauana pabouyto cTaHuMo HeobXxoaMMO co3aaThb, TO €CTb 3aperMcTpupoBaTb KOMMbIOTEP B
CUCTEME KOHTpOnA gocTyna.

MyTb K AMAaNOroBOMY OKHY
KoHdurypauua > [laHHble ycTpoicTBa > Pabouue cTaHuuu

Mpoueaypa
1. LlWenkHuTe DMS npaBoi KHOMKOM MbIlWK U BbibepuTe HOBbIA 0O6bEKT B KOHTEKCTHOM MEHIO
Wnu wenkHute ¥ Ha NaHenu MHCTPYMEHTOB.
2. BsepguTe cnepytowme 3HaueHMA ANA NapameTpoB:
- WMma pabouei cTaHUMKU JOMKHO B TOYUHOCTU COBMNAAATb C UMEHEM KOMIMbIOTEPA.
— OnucaHue — 310 HeobAzaTenbHoe none. Ero MoXKHO MCNONb30BaTh, HaNpUMep,
yToObl ONMUCaTbh PYHKLMIO U pacnonoXxeHne pabouewn cTaHUWUM
-  Bxop uepe3 cuuTbiBaTenb: YCTAHOBUTE 3TOT (P/1AXXKOK TONbKO B TOM CNyyae, eciu
onepaTtopbl AOMKHbI BXOAUTb B CUCTEMY Ha 3TOW pabouei CTaHUUK, NpeabsaBnsas CBOU
KapTOUKW PermcTpaLMoOHHOMY CUMTbIBATENtO, MOAKMIOUEHHOMY K 3TOM pabouei
cTaHuuu. NoapobHble cBeaeHUsA cM. B pasaene [ByxdaktopHaa npoBepka
NOANUHHOCTH
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11.2

- ABTOMaTUUeCKUM BbIXxop nocne: BpemMA B CEKyHOaX nocne Bxoga ¢ UCMNONb30BaHUEM
PerncTpaumMoHHOro cunTbiBatenA, nocrie KoToporo ceaHC aBToMaTu4yeCKH
3aBepluaeTca. YcTaHOBHUTE 3HaueHue 0, yTtoObl 3TO BpemMA 6bino HEOrpaHMYeHHbIM.

Co3paHue npocunen pabounx ctaHUUH1

BBoaHble cBeaeHUA 0 NpodhunAx pabounx cTaHUUK

B 3aBMCUMMOCTH OT CbVI3VIHeCKOFO PacnonoXxXeHnAa pa6ouaﬂ CTaHUMA KOHTPONA AOCTYyNa AO/TXHa
ObITb TLWATENBHO HACTPOEHA HE3aBUCHUMO OT NMPUMEHEHUA, HanNpUMep:

—  KaKwue ornepatopbl MOTYT €e UCMONb30BaTh;

- KaKWe yyeTHble JaHHble HYXXHbl ANnA ee UCNOoNb30BaHUA;

—  Kakue 3aaun KOHTPOMA A0CTyNna MOXHO BbIMOMHATb C Hee.

Mpodunb pabouer cTaHUUK NpeacTaBnseT cobon Habop Npae, KOTOPbIW onpeaenaeT

cnepytollee:

—  MeHto gMcnetuepa AManoroBbiX OKOH M AManoroBble OKHa, KOTOPblE MOXHO MCMONb30BaTb
Ha pabouewn cTaHUMM

- Kako#(ne) npodpunb(1) nonbaoBatens A0MKeH UMeTb ornepaTop, UTobbl BbIMONMHUTbL BXOA,
Ha 3TOM pabouen CTaHUMMU.

3ameuaHue!

Mpodhunu pabouunx cTaHUMW NnepeonpenenatoT NPogUIrU Nonb3oBaTenen

Onepartop MOXET NONyYMTb TONMBbKO Te U3 NPaB CBOEro Npodurna, KoTopble TakXKe BXOAAT B
npodunb pabouen CTaHLMKU KOMMNbIOTEPA, C KOTOPOrO OH BOLWEN B cUCTeMy. Ecnu y npodmnen
pabounx cTaHUUM U Npodrnen onepaTtopoB HeT obLWKMX NpaB., y Nonb3oBaTtena He byget
HMKAKKX NpaB Ha 3ToM pabouen CTaHUMK.

MyTb K AMANOroBOMY OKHY
KoHdmrypauua > Onepatopbl U pabouue craHuuu > Mpodunu paboumux craHuum

Co3paHue npochuna paboueit cTaHUUKU

1. UWenkHute [2,) , UToObl CO3AaTh HOBbIM MPOdUNb
Beeaute uma npocunsa B none Uma npoduna (ob6s3atenbHoO)
3. BBepguTe onucaHue npoduns B none OnucaHue (HeobA3aTeNbHO, HO PeKOMeHAYeTCA)

4. Haxmute unv MPUMEeHUTb, UTOOblI COXPaHWUTb U3MEHEHMUA
HasHaueHue npaB BbiNONHEeHUA ANA PYHKLUKA CUCTEMbI
1. B cnucke PyHKuUU BbIbepUTE DYHKLMK, KOTOPbIE JOMXKHbI ObITb AOCTYMHbI 3TOM pabouen
CTaHUMU, U ABaXAObl LLENKHWUTE UX, uTobObl 3agaTh 3HaueHue Yes B cTonbue BoinonHeHue.
-  Kpowme TOro, HeobxogmMmo ybeguTbcs, uto AnA Bcex pyHKLUWUM, KOTOPble AOMKHbI OblTbh
HEMOCTYMHbI, 3a[]laHO 3HaUeHue No.

2. Hakmute unu MpUMeEHUTb, yTOoObI COXPaHUTb USBMEHEHUNA

HasHaueHue npochunen nonb3oBareneu npodunam pabounx crtaHuUm

B obnactn Mpochunb nonb3oBartens.

Cnucok HasHaueHHble Npodmnu CoaepKUT BCe NPOPUNU, KOTOPbIM pa3peLlleHo BXOAUTb Ha
pabouyto CTaHLMIO C MOMOLLBIO TeKyLLero npoduna pabouen cTaHLMu.

Mone AocTynHble NpodUNu cCofepXUT BCce ocTanbHble Npodunu. OHU eLLe He aBTOPHU30BaHbI
ONA BXxoAa Ha pabouyto CTaHUMIO C UCMONb30BaHWEM TeKyllero npoduna pabouen ctaHLMK.
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1. C NOMOLbKO KHOMOK CO CTpenKaMu nepemMmectute I'IpOd)VIFIM M3 OQHOro CrncCKa B ,D.pyFOPI.

2. Hakmute unu MpUMeHUTb, yTobbI COXPaHUTb UBMEHEHUA

3ameuaHue!

Mpodrnu agMUHKUCTPaTopa No ymonuaHuto ana nono3osatena (UP-Administrator) v ons
pabouen ctaHunn (WP-Administrator) HEBO3MOXHO U3MEHUTb UMK YAaANUTb.

Mpocdrnb WP-Administrator npuBsasaH kK cepBepHoM pabouei CTaHUMU, U UBMEHUTb 3TO
HEBO3MOXHO. ITO rapaHTUPYeT, UTO CyLeCTBYeT Kak MMHUMYM O[IMH NOMb30BaTefb, KOTOPbIM
MO>eT BOWTH B cMCTeMY Ha pabouel cTaHuMK cepBepa.

11.3 HasHaueHue npodmnen paboumux ctaHuUM

Mcnonb3yiTe aTO AMANOroBoe OKHO ANA yNpaBneHWsa Ha3HaueHUAMK npodunen paboumnx

cTaHuMh pabounm ctaHumam. Kaxkgana pabouan cTaHUMA JOMKHA MMETb MO MeHbLUEN Mepe OAMWH

npodunb pabouen ctaHuuu. MpU HaNMUUKU HECKONbKKUX Npoduen Bce npaea B 3TUX Npodunax

NPUMEHATCA OAHOBPEMEHHO.

MyTb K AMANOroBOMY OKHY

KoHcpurypauua > Oneparopbl U pabouue ctaHuuu > NMpaBa paboueit cTaHuUKU

Mpouenypa

Cnucok HasHaueHHble Npodunu cogepxut Bce Npodunu paboumx CTaHuUWmn, KoTopble

OTHOCATCA K 3TOM pabouel cTaHLUMK.

Cnucok [locTynHble NPodUnu coaepXuT Bce Npodmnmn paboumnx CTaHLMW, KOTOpble eLle He

OblNM Ha3HaueHbl 3TOM pabouen CTaHLMM.

1. B cnucke pabouunx ctaHuMi BbibepuTe pabouyto cTaHUMIO, KOTOPYO TpebyeTcAa HaCcTPOUTb
C NoMOLLblO KHOMOK CO CTpenKaMu nepemellante BolbpaHHbie NPopUnu Mexay CMckaMu
Ha3HaueHHble v [JoCcTynHble.

3. Haxwmute unu MPUMeHUTb, UTOObI COXPaHUTb U3MEHEHUA

3ameuaHue!

Mpodunu agMUHKUCTPaTopa No ymonuaHuio ana nonb3osatens (UP-Administrator) v ana

pabouewn ctaHunn (WP-Administrator) HEBO3MOXHO U3MEHWUTb UNU yOANUTb.

Mpocdrnb WP-Administrator npnBssaH K cepBepHoM pabouei CTaHUUK, U UBMEHUTb 3TO

HEBO3MOXHO. ITO rapaHTUPYET, UTO CYLLECTBYET KaK MMHUMYM OAWH NONb30BaTENb, KOTOPbIN

MOXET BOMTU B CUCTEMY Ha pabouel CTaHUMKU cepBepa.

114 Co3paHue npocdunen nonb3oBartena (onepaTtopa)

BBopgHble cBefeHusA o npodunAax nonb3oBaTeneun

MpumeuaHue. TepmuH NMonb3oBaTenb B KOHTEKCTE NpaB NOMb30BaTeNna CUHOHUMUUEH TEPMUHY

Oneparop.

MNpodwmnb nonb3oBatens npeacTaBnsaeT cobo Habop nNpaB, KOTOPbIM onpefensaeT cneaytollee:

—  MeHto gucnetyepa AManoroBbix OKOH M AManoroBble OKHa, KOTOpble BUAHbLI onepartopy.

—  Bo03MOXHOCTH onepaTopa B 3TUX AMANOroBbIX OKHax, B OCHOBHOM MpaBa Ha BbIMOMHEHME,
n3MeHeHue, fobaBrneHve U yganeHue aNeMeHTOB 3TUX AUANOTrOBbIX OKOH.
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Cnepyert TWwaTenbHO HacTpauMBaTb I'IpO(*)VII'IM nonb3oBaTtenen B 3aBUCUMOCTU OT OMbITa,
OnaroHageXHOCTU C TOUKH 3peHnA 0e3onacHOCTM M 06A3aHHOCTEN UenoBekKa:

MyTb K AMANOroBOMY OKHY
KoHdurypaums > Onepatopbl U pabouue ctaHuuu > Mpocdunu nonb3osatenen

Mpouenypa
1. UWenkHute [2,) , UTobbl Co3AaTh HOBbIM MPOdUNb
Beeaute uma npocunsa B none Uma npoduna (ob6sa3atenbHoO)

3. BBeguTe onucaHue npoduns B none OnucaHue (HeobA3aTenbHO, HO peKoMeHayeTcs)

4. Hakmute mnu MpUMeEHUTb, yTOoObI COXPaHUTb UBMEHEHUNA

3ameuaHue!
MpucBauBanTe NPoUIAM UMEHA, KOTOPbIe MOHATHO M TOUHO OMMUChIBAOT BO3MOXHOCTU U
orpaHuueHus npogunsa.

11.5

Job6aBneHue npaB Ha peAaKTUPOBaHUE U BbINONIHEHUE ANA CUCTEMHbIX (PYHKLUA
1. B obnactu cnucka Bbibepute yHKLMK (NepBbii cTonbel) u BO3MOXHOCTU B COCTaBe 3TOM
yHKUUK (BbinonHuTb, UsmeHUTb, [lo6aBUTb, YOANUTb), KOTOPbIE AOMKHbI ObiTh
[OCTYMHbI 3TOMY Npodunio. OBaxabl WENKHUTE MX, UTOObl UBMEHWUTb 3HaueHWe napameTpa
Ha Yes.
- Kpowme Toro, HeobxogmMmo ybeauTtbcaA, uto Ansa Bcex PyHKLUKUM, KOTOpble AONXKHbl ObITh
HELOCTYMNHbI, 33,aHO 3HAaUeHue No.

[

2. Hakmute mnu MpUMeEHUTb, yTOoObI COXPaHUTb UBMEHEHUNA

HasHaueHue npocdmnen nonb3oBateneu (oneparopos)

Mpumeuanue. TepmuH Monb3oBaTenb B KOHTEKCTE MpaB NoAb30BaTeNA CUHOHUMUUEH TEPMUHY
Oneparop.

TpeboBaHua
—  OnepaTtop, KOTOPbIM AOMKEH NONYUUTb 3TOT NPOUNb NoNb3oBaTens, onpeneneH B
CUCTEME KOHTpOnsA AocTyna Kak NMuuo.
—  COOTBETCTBYIOLUIM NPOdUNb NONb30BaTENSA ONpenerneH B CUCTEME KOHTPONSA AoCTyna.
—  ObpatuTe BHUMaHUe, UTo BCEraa MOXHO Ha3HauWTb Npodunb Nonb3oBaTens C
HeorpaHuueHHbiMu npaBamu UP-Administrator, Ho 3Ta npakTuKa yctapena no
coobpaxkeHnam 6e3onacHoOCTH.

MyTb K AMANOroBOMY OKHY
KoHdmrypauua > Onepatopbl U pabouue craHuuu > NMpaBa nonb3oBarenen

Mpouenypa

1. 3arpyswuTe 3anucb NMMUHOrO Aena npeanonaraemMoro nonb3oBaTtena B AMaN0OroBoe OKHO.

2. Tpu HeobXxoaMMOCTH OrpaHuubTe 4ENCTBUTENBHOCTb NPOGUIA NONb30BaTeNs, yKasasB AaTbl
B nonsax [JleucreurenbHo ¢ 10 [leMcTBUTENbHO O0.

HasHaueHue npocmuneit nonb3oBatensa onepatopam

B o6nacTtu Mpocunu nonb3oBaTenei:

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System HacTtpoiika onepatopos 1 pabouunx ctaHumuu | ru 39

11.6

Cnucok HaaHaueHHble npodunu coaep>XUT Bce Npodunun nonb3osartens, KOTopble Ha3HaueHbl
3TOMY MOMNb30BaTenN!o.
B none [locTynHblie Npodunu nepeuyrcrneHbl Bce NPodunu, A0CTyNHbie ANA Ha3HAUEHWS.

1. C NoMOLLbIO KHOMOK CO CTPENKaMu NnepeMecTute Npodmnm M3 oaHOro CNucka B Apyrou.
YcTaHoBMWTe hnaxkok FnobGanbHbIW aaMUHUCTPATOP, UTODObLI NPEaOCTaBUTb aTOMY
onepatopy AOCTyN K 3arnvUCAM U3 TMUHOIO [ieNna C NpaBaMu UTeHUs U 3arucK, ang KOTopbIX
aKTMBUpPOBaH aTpMbyT FNobanbHoe agMUHUCTPUPOBaHUe. 10 YMONUaHUIO oneparop
nonyyaeT AOCTYM K TaKWM 3aMUCAM M3 NTIMUHOrO Aerna TONIbKO C NPaBoOM UTEHHA.

3. Haxmute AanAa CoXpaHeHuA U3MEHEHUN.

HasHaueHue onepaTtopam npaB Ha ucnonb3oBaHue API
MpW HaNUUKMK HEOBXOOAUMBbIX HACTPOEK W NULEH3UM BHELUHUM NPOrpamMMHbIM KOO MOXET
Bbl3blBaTb PYHKLMU CUCTEMBI KOHTPONA AOCTYyNa uepes MHTepdenc NpUKNagHoro
nporpaMmupoBaHus (unu API). BHelwHAA nporpaMma yHKLMOHWPYET B CUCTEME Uepes
npokcu-onepatopa. PackpbiBatowmica cnucok Ucnonb3oBaHue APl kKoHTponupyeT
BO3MOXHOCTH TEKYLLEro oneparopa, eCnu oH UCNONb3yeTCA BHELWHUM KOAOM B KauecTBe
npoKcu-oneparopa.
KoHcpurypauua > Oneparopbl U pabouue ctaHuuu > NMpaBa nonb3oBatenem
—  BblbepuTe HacTporKy M3 cnrucka Ucnonb3oBaHue API.

JocTynHble Ha BbIODOP BapHUaHTbI:

Ooctyn Onepartop He MmoxeT ucrnonb3oBatbcA APl onA BbIMOMHEHWA CUCTEMHBbIX
3anpelyeH YHKUMNA.

Tonbko Onepartop MoxeT ucnonb3oBarbcA APIl 4nA UTEHMA CUCTEMHbBIX AaHHbIX, HO He
CuMTbiBaHue ans nobaBneHus, UBMEHEHUA UMW yaaneHus 3TUX OaHHbIX.

bes orpaHuquuﬁOnepaTop MOXeT ncrnonb3oBaTtbcA API gna uteHuna, nobaBneHuns, U3SMeHeHunA
nynaneHnA CUCTEMHbIX AAaHHbIX.

O

- Haxmure ONA COXPAHEHUA UBMEHEHUN

HacTtpoiika naponeit ana onepaTtopoB

Kak 3apaTb 6besonacHble naponu ana ceba v ana apyrux.

BBepeHue

Cucteme Tpebyetca xoTa 6bl oauH onepatop. OnepaTop Mo yMONUaHUIO B HOBOW YCTAHOBKe
umMmeeT umsa nonbsosatens Administrator u napono Administrator. [epBbiM Warom B
HaCTPOMKe CUCTEMbI BCErAa AOMKEH ObITb BXOA B CUCTEMY C 3STUMMW YUETHbIMU AAHHbIMU U
M3MeHeHuWe napona nonb3osatensa Administrator B COOTBETCTBMM C MAPONbHBIMKU NONUTUKAMU
BallleM opraHusaumu.

Mocne aToro MoXxHo f006aBNATbL APYrMX ONepaTopoB: C NPUBUNETUAMU U BE3 HUX.

Mpoueaypa nameHeHUA COBCTBEHHOro Napons.
MNMpepBapuTenbHble TpeboBaHUA
Bbl BoWwnW B AUCNeTUEP AUANOrOBbIX OKOH.

Npoueaypa
1. B pgucneTuepe AManoroBbiX OKOH BbibepuTe MeHto: dain > U3aMeHUTb Naponb
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2. Bo BcnnbiBawolleM OKHe BBeAUTe TEKYLIUI Naponb, HOBbIW Naporb, a 3aTeM HOBbIWM Naponb
elle pas, utobbl MoaATBEPAUTL ETO.

3. Haxmute U3MEHUTb.

ObpatnTe BHUMaHUWe, UTo 3Ta Npoueaypa — eAUHCTBEHHbIM CNOCO0 M3MEHWUTb Naposnb Ans

Administrator.

Mpu NepBOoM BXOAe B CUCTEMY MOC/Ne YCTAHOBKK NOTpebyeTcA M3MEHWUTb Naponb

agMUHKUCTpaTopa.

Mpoueaypa 3ameHeHUA Naponen Apyrux onepaTopos.

MpepBapuTenbHblie TpeboBaHUA

UTtobbl MIBMEHUTb NAPONK APYrMx Nonb3oBaTtenem, HeobXoaMmMoO BOWTU B AUCMETUEP AMANOrOBbIX

OKOH C NMOMOLLbI YUETHOW 3amnucu ¢ NpuBUIeruaMm agMuHmucTpaTopa (Administrator).

Mpoueaypa

1. B rnaBHOM MeH gucrnetuepa AManoroBbix OKOH nepenaute B pa3nen Kondurypauus >
OnepaTtopbl U pabouue ctaHuuu > Mpasa nonb3oBaTtensa

2. B rnaBHOM gManoroBoM OKHe C MOMOLLbIO NaHeN MHCTPYMEHTOB 3arpy3uTe oneparopa,
naponb KOTOporo Tpebyetcs M3MEHUTb.

3. Haxmunte U3aMeHUTb naponsb...

4. Bo BcnnbiBalolLEM OKHe BBeoWTe HOBbIM Maposb, a 3aTeM BBeAUTE ero elle pas, 4tobbl
NOATBEPAMTD.

5. Bo BcnnbiBawoWweM OKHE BBEAUTE CPOK AEeNCTBUA HOBOro naponsA: HeorpaHUueHHbIN UK
YKaXKMTe UMCNo AHEMN.
—  [nA npou3BOACTBEHHbIX Cped HAaCTOATENbHO PpeKoMeHayeTCA YCTaHOBUTb CPOK

nencTemAa.
6. Haxmute KHonky OK, uToObl 3aKpbITh BCMNNbIBAlOLLEE OKHO.

[

ObpaTnTe BHWMaHUe, UTO MHCTPYMeHTbI Bbibopa Aathl [leMcTByeT ¢ 1 [leMcTByeT 40 nop
KHOMKOW U3MeHUTb Naponb... OTHOCATCA K CPOKY AEMCTBMA NpaB Nonb3oBaTensa B 3TOM

B rmaBHOM AManoroBoM OKHE HaXXMWTEe 3HAUOK , UTOObI COXpPaHUTb 3anNMUCb NONb30OBaTenA.

AnanoroBomM OKHe, a HE K Naponto.

MoapobHble cBepeHUA

Bcerpa yctraHaBnvBanTe naponv B COOTBETCTBUMU C MONUTUKOM Naporien Ballen opraHusaLmu.
MHCTPYKLMK MO COCTABNEHWUIO TAKOW MOMUTUKKU MOXKHO MONYUUTb, HAaNpUMep, B PyKOBOACTBE
Microsoft no cneaytouwemy agpecy.
https://www.microsoft.com/en-us/research/publication/password-guidance/
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12.1.1

Hactpouka kapt

OnucaHue KapTbl

3To AManoroBoe OKHO UCMONb3yeTcA ANA aKTUBaLUMK, eaKTUBaLWUKU, U3BMEHEHUA UMK
nobaBneHns onMcaHWi KapT, UCNOMb3YyeMbIX CUCTEMON YNpaBneHUs 4OCTYNOM.

MyTb K AMANOroBOMY OKHY

- FnaBHoe meHto AMS > KoHdwmrypauua > NMapametpbl > OnucaHue KapTbl
Cnepytolme T1UNbl NpegonpeneneHbl CUCTEMOM, USMEHWUTb UX HEBO3MOXHO:

— 32 Bit CSN — ctaHgapTHbi MIFARE (32-paspsagHbii)

—  HID 26 — ctaHgapTHbIM 26-pa3psaHbii kog Wiegand = akTMBHbIV (MO yMONUaHUIO)
—  HID 35 — HID corporate 1000

-  HID 37 — 37-paspagHbin kog HID — CN-H10304

- EM 26 — 26-pa3pagHbin kog EM

- CuuTbiBaTeNM C nocnegosaTtenbHbiM UHTepdencom (AMC 4R4/LACI) — 64-paspagHble
—  HID 48 — HID corporate 1000

— 56 Bit CSN — ctaHgapTHblt MIFARE Desfire

HID 26 — 370 TMN KapTbl MO YMOMUaHUIO, KOTOPbIA oToOpaXkaeTcA B CNMcke AKTUBHbIE TUMbI
KapTt

Co3paHue U U3BMEeHeHue

HaXXMU1Te KHOMKY cO 3HaKOM MMtoC 3eneHoro LpeTta (*#*) Hag npaBbiM Nonem cnucka, utobbi
Cc0o34aTb HOBbIW 31EMEHT CNUCKa. B oTnnune oT npeaBapuTenbHO onpeaeneHHblX TUNOB KapT
[aHHble BHOBb CO3[jaHHbIX TUMOB MOXHO CBOOOAHO peaakTMpoBatb. UToObl UBMEHUTb UMA,
OrnUcaHue 1 KONMUUEeCcTBO BUTOB, ABaXKAbl LLIENKHUTE COOTBETCTBYOLLME MONA.

MakcumanbHasa gnnHa umeHn — 80 CMMBONOB, MaKCUManbHaaA ANvMHa onucaHua — 255
CUMBONOB. Uncno 6uToB orpaHnueHo 64 (ecnu BBedeHO bonbllee 3HaUeHWe, OHO
cbpacbiBaeTca A0 YKAa3aHHOro MakCMMyMa, Kak TONbKO AaHHOe TEKCTOBOE Mnose nepectaet ObiTb
B (hoKyce BBOAA).

3ameuaHue!

OnuHbl BUTOB MCNONb3yOTCA, UTOOLI pa3nuuatb onpegeneHna Wiegand. MNosTtoMy y Kaxaoro
HOBOrO onpeaeneHna AoMKHa ObiTb YyHUKanbHasA AnuHa OUTOB, elle He UCNOMb30BaHHasA B
CYLLIECTBYIOLLNX ONpedeneHunsx.

»  UToObl USBMEHUTb DWUT AaHHbIX, ABaXAbl LLIENKHUTE COOTBETCTBYIOLLee none. UTobbl ero
yAanuTb, CHayana BbibepuTe BUT JaHHbIX, a 3aTEM LLENKHUTE KPACHYI KHOMKY X ().

3ameuaHue!
MO>XHO U3MEHUTb UNKW YOANUTb TONbKO T TUMbI KapT, KOTOPbIe ObINM CO3AaHbl NONb30BaTENEM.

Mpu BbiIbOpE ogHOro TMNa KapTbl (B NEBOM UMK NMPABOM CMMUCKE) B HUKHEW UacTU AManoroBoro
OKHa oTobparkaeTcs ero KogMpoBKa. B gaHHOM okHe oTobparkatoTcA OMTbI AaHHbIX B 5 CTpoOKax,
a uMcno cTonbuoB paBHO KONMMUECTBY OUTOB B ONUCAHUK.
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Kaxkgomy ctonbuy ctpoku Mone mMoxeT ObITb MpUCBOEHa MeTKa, KoTopana onpeaenaeT
UHTEpNpeTaymto 3ToM Yacti Koda. [oCTynHbl cnefyowmne MeTKu:

F [TomelleHne: nomeyaer
NPUHaAANEXHOCTb JaHHOW YacTu
Koda K MOMELLLEeHUIO

C Homep Kopa: uacTb Koaa,
cofepxallan MHAMBUOYaNbHbIN
HOMep KapTbl

El UeTHocTb 1: 6uT ansa Mpu obbABNEHUU
GanaHCUpPOBKU NepPBOM MACKHM 3TUX 3HAUEHUN
NMPOBEPKK Ha UETHOCTb yCTaHaBnuBarTCA

NaXkKku ans
E2 UeTHOCTb 2: OUT AnA ®
. COOTBETCTBYHOLLMNX
6anaHCMpPOBKW BTOPOM MacKu
CTPOK.

NPOBEPKHN Ha YUETHOCTb

O1 HeueTHocTb 1: 6UT AnA
6anaHCMpPOBKK NEPBON MACKHU
NPOBEPKM Ha HEUETHOCTb

02 HeueTHoCTb 2: OUT AnA
GanaHCUPOBKU BTOPON MaCKH
NPOBEPKK HA HEUETHOCTb

1 B kopne copeprkarca
(hUKCHUpPOBaHHbIE ODUTOBbIE

3Ha4yeHunA

B cnyuae meTok E1, E2, O1 1 O2 0OCTAaTOUHO YCTAHOBUTb (PIaXKOK B COOTBETCTBYHOLLEN CTPOKE.
®dnaxku B cTpoke Mone yctaHaBNMBakOTCA aBTOMATUUECKHU.

OnucaHue:

CwurHan, oTnpaBnsieMbli CUUTbIBATENEM NPU NPeabABNEHUN KapTbl, COCTOUT U3
nocnefoBaTeNnbHOCTU HyNeW U eAnHUL. [N KaXaoro TMna KapT TOUHO onpeaenseTca AnvHa
Takoro curHana (1. e. uucno butos).

Kpome aKTyanbHbIX AaHHbIX MONb30BaTeNfA, KOTOPble COXPaHATCA KaK AaHHble Kofa, CUrHan
TaKXXe COMlePXXMUT ynpaBnAtoLMe AaHHble, UTODbl a) UOEHTUMULMPOBATb CUTHAN KaK CUrHan
KapTbl U 6) NpoBepPUTb NPABUIbHOCTb Nepeaaym.

B obuwem, pUKCcHpoBaHHbIE HYNU U eOWMHKULbI MONE3Hbl ANA UOEHTUUKALWK TUNA CUTHana.
[na npoBepKW NpaBUNbHOCTU Nepegadymn UCNonb3yroTcA OUTbl MPOBEPKM UETHOCTU, KOTOPbIE
[OMKHbI AaBaTb HOMb (MpoBepKa Ha UETHOCTb) UMK eAuHULY (NpOoBepKa Ha HEUYETHOCTb) B
KauecTBe KOHTPONbHOM CyMMbl BbiOpaHHbIX OUTOB curHana. KoHTponnepbl MOXXHO HaCTPOUTb
Tak, uTobObl OHW BLIUMCIIANW OOHY UMW IBE KOHTPO/bHbIE CYMMbI Y NMPW NPOBEPKE Ha YETHOCTb, U
npuv NPOBEPKE HAa HEUETHOCTb.

B coOTBETCTBYIOLMX CTPOKAX KOHTPONbHbIX CYMM ueTHocTH (YeTHocTb 1, YeTHoCTb 2,
HeueTHocTb 1 M HeueTHOCTb 2) MOXXHO OTMEHUTb BUTbI, KOTOPbIE AOMXKHbI ObITb BKMOUEHbI B
KOHTPONbHYIO cyMMy. B BepxHel cTpoke (Mone) ana Kaxmown UCnonb3yeMon KOHTPONbHOM
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CyMMbI onpegenAeTcAa OuT, UTOOBLI cObanaHcH poBaTb KOHTPO/bHYKO CyYMMY B COOTBETCTBUU C
TUNOM UeTHOCTU. Ecnu KakoKn-To 13 BapHUaHTOB YETHOCTU HE UCNOJNb3YETCA, COOTBETCTBYHOLLAA
CTPOKa NpoCTO OCTaeTcAH I'IyCTOVI.

12.1.2 AKTUBaUuUA / AeaKTUBaLUA onpeneneHun Kapr
OpHOBpPEMEHHO MOXKET OblTb aKTUBHO A0 8 onucaHWM KapT. AKTUBUpPYeMble onpeneneHus
HeobXoaMMO NepeHecTU B NEBbIM CMMCOK AKTUBHbIE TUNbI KapT. [nA 3Toro cneayet BbibpaTh
O[lHO UMW HECKONbKO OMNpeaeneHni Ha NpaBoi CTOPOHE M HaXkaTb KHOMKY CO CTPENKOMW BNeBo
(<).
3a 0AMH pa3 MOXHO NepeMecTUTb He bonee ueTblipex onpeaeneHni. Ecnu akTUBHbI YeTbipe
onpeaeneHunn, B nepeHoce AONONHUTENbHbBIX onpeaeneHui byaeT otkasaHo. UTobbl 06aBUTb
[OOMOMHWUTENbHbIE ONpPeaeneHns B CMMCOK AKTUBHbIE TUMbI KapT, HE0OX0AUMO yAanuTb OHO
WM HECKONbKO OnpeaeneHnin 3 MMetoLLIMXCsA: BblbpaTb U NepeMecTUTb Ha NpaByko CTOPOHY C
NMOMOLLbIO KHOMKHK (>), TEM CaMbIM UX AeaKTUBUPYA.

3ameuaHue!

Mpu Ucnonb3oBaHWKU cunTbiBaTenemn ¢ npotokonamu L-Bus nnu BG900 akTBUpPYHTE TUN KapThbl
CuuTbiBaTenb ¢ nocnepoBaTenbHbIM UHTepdencoMm. [Tpu 3ToM ANA AncneTyepa 4UanoroBbIx
OKOH CUCTeMbl yNpaBneHnA AOCTYNOM CTaHeT AOCTYMHbIM AMaNoroBoe OKHO Py4YHOro BBoAa
Ouanoroeoe okHo Bosch.

12.1.3 Co3paHue AaHHbIX KapTbl B AUcCNeTYepe AUanoroBbiX OKOH

BBopg, AaHHbIX BPYUHYIO

[na kapt Wiegand u Bosch ncnonbaytoTca pasHble MeToabl BBOAA.

[ns Bcex onpenenexnni Wiegand (HID 26, HID 35, HID 37 u 32 Bit CSN) B okHe
Ouanorosoe okHo (Wiegand) moxHo BBecTn Kop knueHTa 1 Homep KapTbl.

[nAa cuuTtbiBaTenem ¢ nocnegoBaTenbHbiM UHTepdencoM B okHe [inanoroBoe okHo (Bosch)
LOCTYMHbI TakxKe nona Bepcua v Koa cTpaHbl.

BBop, AaHHbIX C MOMOLLbIO PEFMCTPALLMOHHOIO CUYMTbIBaTeNA

Kpome cpencts pyuHoro Beofa, Ntobyto pabouyko CTaHUMIO MOXHO OCHACTUTb AWANoroBbiM

cuuTbiBatenem anA cbopa AaHHbIX KapT. Mcnonb3ynTe cunTbiBaTeNb U3 CMMUCKA B CeaytoLleM

OManoroBOM OKHe:

— [naBHoe meHo AMS > KoHdurypauusa > MapameTtpbl > CuutbiBaTenb KapTt

Ecnu ykasaHHbIVM cuMTbiBaTenb BblOpaH B KauecTBe cunTbiBaTens BBofa AnA kapt Wiegand, Bce

aKTMBHble TUNbI KapT Wiegand OyayT ykasaHbl BMECTE CO CUMTbIBATENEM.

— ['naBHoe meHto AMS > [laHHble nepcoHana > KapTtbl > kHonka «CuuTbiBatenb» > »
(cTpenka BnpaBo)

Heobxoanmo BbibpaTb OAWMH M3 AaHHbIX TUMOB KapT, UTobbl obecneunTb NpaBUnbHOE

COXpaHeHWe KoAMPOBaHWA KapT. TO eCTb CaM CUMTbIBaTENb HENb3A BbiIOpaTb HANPAMYHO, a

TONbKO onocpefoBaHHO, NyTeM Bbibopa onpenenenms Wiegand.

Ecnu Tpebyembi TUN KapTbl HEe OTODpaXkaeTcA B pacKpbIBaOLLEMCA CMUCKe, ero Heobxoanumo

aKTMBUpPOBATb B JMAaNOroBOM OKHE OMMUCaHWA KapTbl.

— ['naBHoe meHo AMS > KoHdurypauua > Mapamerpbl > OnucaHue KapThbl
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D card no.: Feader..

v  Standard wiegand 26 bit code

Authanizations Dialog (Wwiegand)
Dialog (Bosch)

PervuctpaumoHHbie cuntbiBatenu HITAG, LEGIC n MIFARE MoXxHO BbibpaTb NPAMO B CMIUCKE.

|0 card no.: |

w DELTA 1200 LE BKL LUSE

Dialog (wiegand)
Authorizations l Otherda  Cialod (Bosch)

OnpepeneHue KapTbl ANA nogpasgeneHui

Ecnu nuueHsupoBaHa pyHKUMA noapasaeneHuii Ana ynpasneHnsa HECKONbKUMUK oTaenaMmu (Mnu
«noApasneneHuaMmn») ana NnoMeLweHU C KOHTPoneM AOCTyNna, Ha KapTe MOXHO HAcCTPOWTb Kog
obnacTtu, NO3BONAKLWMI ONepaTopy pasnuuatb KapTbl pasHbiX NOApPasaeneHnN.
[JononHutenbHble nona (AOCTynHbl A4NA BbIOOPa, TONbKO €CNU NULEH3UpOoBaHa PyHKLKUA
noapasfgeneHni) MCNonbayoTcA ANA onpeaeneHns Ha KapTax No3vLUnWK CTapToBOro buta u
ONUHbI KOAWPOBAHUA NOAPa3aAeNneHus.

Range of division code within card data

Start: 3: Length: 3
12.2 HacTtpo#ka KogoB KapT

KoanpoBaHWe KapT KOHTPONA AOCTyNa rapaHTMpyeT YHUKaNbHOCTb BCEX AaHHbIX KapT.

MyTb K AMANOroBOMY OKHY

FnaBHoe meHI0 > KoHdurypauusa > NMapametpbl > KoHdurypauua kogupoBaHUA KapThbl
BBop uMcen B AMANOroBOM OKHe

BBopa uucen B AManoroBoM OKHe

[na ynobcTBa MOXXHO BBOAWUTb UMC/a B AECATUUHOM WNK LIECTHaALaTepuuHoM dpopmare.
Bbibepute nepekntouateny LLecTHaguaTtepuuHbli nu [LeCATUUHDBIA B COOTBETCTBUMU C
dopmatom nNpouMsBoaMTENA KapT.

OCHOBHOE AManoroBoe OKHO pa3aeneHo Ha ABe rpynnbl, KoTopble bonee noapobHO onMcaHbl
HUXe:

- KopupoBOuHble JaHHble KapTbl MO YMONUYaHUIO

- MpoBepATb TONbKO 3HAUEHUA UNEHCTBA

KoaupoBouHble faHHble KapTbl MO YMOMUYaHUIO

Mcrnonb3yiTe aTH TEKCTOBbIE NONA ANA onpeaeneHusa 3HaueHui napameTpos Bepcusa, Kop,
cTtpaHbl v Kop obbekTa, KOTopble NPpUCBaMBalOTCA HOMEPY KapThl, KOraa KapTa perucrpupyercs
B cucteme. ECniv nons HeOOCTyNHbl A5A 3arnUCH, OHW HE OTHOCATCH HWU K OQHOMY aKTUBHOMY
onpeneneHuio kapt. [nsa koga Bosch Bce nons 4ocTynHbl A4nA 3anucu.

Ecnu kapTa pernucrpupyeTtca BpyuHyto Ha pabouei cTaHuuKU onepaTopa, oTobpaxaeTtca
[ManoroBoe OKHO CO 3HAUEHWAMM MO YMONUYaHWUIO, KOTOPbIE MOXHO HACTPOUTb AN KaXKa0M
KapTbl.
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Card default code data

(™ Hexadecimal Yersion; ||:|
& Decimal Cauntry code: [0
Facility code: |1

BBoAa AaHHbIX KoAaa:

Ecnu naHHble NpenocTaBnATCA NPOM3BOAUTENEM B BUE AECATMUHbIX 3HAUEHWH, BbibepuTe
nepekntyarenb «,El,ecmwuHoe» 1 BBeOuUTe npeaoctaBieHHble 3HaUYeHWA, HanpumMmep:
Bepcua: 2

Kop cTpaHbl: 99

Kop, npepnpuatua: 56720

Haxxmute MPUMEHUTb, UTOObI COXPaHUTb JaHHbIE.

NMpuMeuaHUAa No BBOAY AaHHbIX KOAOB NO YMONUYaHUIO
[aHHble N0 YMONUaHUIO XPaHATCA B peecTpe onepaLMoOHHOW CUCTEMbI, @ HOMEP KaXKaoro
63anaka nobaBnsAeTCA BO BpeMA KoAMpoBaHWA. Peructpauua npuHMMaeT Bua 8-3HaUHOro
WeCTHAALATePUUHOro 3HaUEHUA C HauanbHbIMUW HYNIAMM, eCN Heobxoanmo.
Ecnu HoMepa KogoB nepefdaHbl MONHOCTbIO, CUCTEMA MOXET Npeobpa3oBbiBaTb AeCATUUHbIE
3HaueHWsa B LWeCTHaaLuaTepuuHble, AOMONHAA A0 8 pa3pAfoB HayalbHbIMU HYNAMU, U COXPAHUTb
COOTBETCTBYIOLLNN CUCTEMHbBIN NapameTp.
- [pumep:

- Beopg: 56720

—  [peobpasoaHue: DDI0O

—  CoxpaHeHo kak: 0000DD90
Ecnu HoMepa KofoB nepefaHbl OTAeNbHO (pa3genbHan popma), Toraa UCNoNb3yeTcA TONbKO
[ecATUUHbIN chopmaT. OHU npeobpasytotcs B 10-3HauHOe AecATUUYHOE UMCTIO, KOTOPOe
CTPOUTCA crneaylomnm obpasom:
- Bepcua: 2 undgpsbl
—  Kopg cTpaHbl: 2 undpsbl
- Kop nometleHus: 6 uudp
—  Ecnu kakune-nnbo m3 atnx 10 undp nNycrbl, OHWM 3aNONHAOTCA HauanbHbIMU HYNAMM.

- Mpumep: 0299056720
Takoe 10-3HauHOe fleCATMUHOE 3HaueHWe NpeobpasdyeTca AnA XpaHeHus B 8-3HauHoe
LWeCcTHaAUaTeEPUUHOE 3HAUEHH1e.
- [pumep:

- [HecAatnuHoe: 0299056720

—  lectHaguatepuuHoe: 11D33E50

3ameuaHue!

CucTema npoBepseT WecTHaauaTepUUHble 3HAaUEHUA B Crlyyae pasaeneHHbix HOMepoB KOAOB,
uTOoObI NPEnoTBPaTUTL BBOA HEAOMYCTUMbIX KOAOB CTPaH (NpeBblllalollmnX WecTHaauaTepuuyHoe
63 unu gecAatTMyHoe 99) 1 HeQoNYCTUMbIX KOOAOB 00beKTa (NpeBbillaoLWKUX WecTHaauaTepUUHoe
F423F vnu pecatmunoe 999 999)

Bosch Security Systems Software manual 2021-1214.0.0.1 |



46 ru | Hactpoika KapT Access Management System

3ameuaHue!

Ecnu 3anucb KapTbl OCYLLECTBNAETCA NOCPeACTBOM MNOAKTHOUEHHOIO AMANnoroBoro
CuuTbIBaTenNs, TOrAa 3HaueHMA Mo yMONMUaH1Io HasdHayalTcsa aBToMmaTtMuecku. B cnyuae sanucu
M3 CUUTbIBATENA HEBO3MOXHO NMepesanncarb 3HaYeHUA no yMosn4yaHuULo.

[nA 3Toro TMN 3anucu cnenyeTt NepeKntounTb Ha JlManoroBoe OKHO.

Mpu pyyHOM BBOAE HOMEPA KapTbl UCMONb3YETCA AECATUUHbIM chopMmar.
Mpu coxpaHeHWu AaHHbIX cospaeTcA 10-3HauHOe AeCATUUHOE 3HAUeHMWe (C HauyanbHbIMU
HYNAMM), KOTOpOe 3aTeM NpeobpasyeTcA B 8-3HaUHOE WeCTHaALaTEPUUHOE 3HaUeHue. ITO
3HaueHWe CoOXpaHAeTCA BMECTe C AaHHbIMM KOAa MO YMOMUYaHUIO Kak 16-3HauHblM HOMep Kofa
KapTbl.
- Mpumep:

- BBog Homepa KopTbl: 415

—  10-3HauHbIK: 0000000415

— [NpeobpasoBaHo B LLeCTHaALaTepMuHoe 3HaueHne: 0000019F

- KombuHMpyeTcA ¢ AaHHBIMU KOAOB MO YMONUaHWio (CM. BbilLE) U COXPaHAETCA Kak

Homep koda 6anaxka: 11D33E500000019F

NMpoBepATb TONbKO 3HAaUE€HUA UNEHCTBa

[TpoBepka TONbKO 3HAUEHWM UNeHCTBa O3HAUaeT, UTo YUeTHbl€ laHHblI€ NPOBEPAKTCA TONMbKO Ha
UNeHCTBO B KOMMNaHWU UNKU OpraHnU3auunu, a He C Uenbko M,D,eHTVI(*)VIKaLWIVI nHOnBKUAOA.
CnepoBaTenbHO, He MCI'IOI'Ib3yl‘;1Te 3HaueHue MpoBepATb TONbKO 3HAUEHUA UNEHCTBA AN1A
CuMuTbiBaTENEN, npenocrtaBnAWMX AOCTYN K 30HaM NOBbILLEHHOW Be30nacHOCTH.

3Ta rpynna napaMeTpoB MCMonb3yeTca AN BBOAA UETbipeX KOAOB KOMMaHUU UKW KNWEHTA.
[aHHble MOXXHO BBOAMUTb B AECATUUHOM WMNU LIECTHAALATEPUUHOM, OHAKO B peectpe
onepawlMoHHOM CUCTEMbI OHU COXPAHATCA B BUAE AECATUUHbIX 3HAUEHUN.

1~ Check membership only values

" Hexadecimal 1. value: (150

@ Decimal 2. value: [p
3. value: ,07
4. walue: ’07

BbibepuTe cuntbiBaTenb B pegaktope yctpoicts, DevEdit, u akTUBUMpPYITE NapameTp
cuutbiBatens Mposepka uneHcTsa.

M3 faHHbIX KapTbl TONTbKO KOAbl KOMMAHWUKW UMK KNWEHTa CUMUTLIBAOTCA M CPaBHMBAIKOTCA C
COXPaHEHHbIMU 3HAUEHWAMM.

3ameuaHue!
MpoBepKa uneHcTBa paboTaeT TONbKO C ONMCAHUMAMM KapT, KOTOpPble NpeaonpeneneHbl B
cucteme (cepbiit oH), a He C NONb30BaTENIbCKUMU ONpeaeneHUAMMU.
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13 HacTtpouka KoHTponneposB

BBepeHue

KoHTponnepbl B CUCTEME KOHTPOMA AOCTYNOM MPeACcTaBnsatoT COO0OM BUPTyanbHble U
(PU3NUECKHe YCTPOMCTBA, KOTOPbIe OTNPaBNAT KOMaHAbl Ha NnepudepuitHoe obopynoBaHMe Ha
BXoJax (CuMTbiBaTENsX W ABEPAX) U OTNPABNAOT 3aNpOChl CO CUMTbIBATENEN U ABEPEN Ha
LeHTpan1M3oBaHHOe NporpaMMHoe obecrneuyeHre No MNPUHATUIO PELUEHUN.

XpaHunuuie KOHTPONNEepPoOB KOMMPYET OnpeaeneHHyo MHopmauuto ob yctponcTee 1
Bnajenble KapTbl U3 LeHTpanusoBaHHoro MO u, ecnu ata PyHKUUA HACTPOEHA, MOXKET
NPUHUMaTb pelleHns B 001acTv KOHTPONA AOCTyna Aa)ke B cnyvyae BPeMEHHOW U30MALUK OT
ueHTpanuaoBaHHoro [10.

MporpammHoe obecneueHune anA NPUHATUA pelleHnn — 31o CucTema ynpaBneHusa AaHHbIMU.
CyLLecTBYOT KOHTPONNEpbl ABYX TUMOB:

—  [naBHbIM KOHTPONNEp AOCTyna, M3BECTHbIM Kak MAC, 1 ero pesepBHbiv gyonukat RMAC.
- ITokanbHble KOHTPOMEpPbI OCTyNa, U3BecCTHble Kak LAC nnu AMC.

KoHTponnepbl HAaCTpoeHbl B pefgaktope ycTponcTs, DevEdit

MyTb K AMaANoroBomMy OKHy pefaKkTopa yCTPOWUCTB

=

FnaBHoe meHI0 > KoHdurypauua > [laHHble YCTPOWUCTB > [lepeBo yCTPOUCTB

Ucnonb3oBaHUe pepakTopa ycTpoicTs, DevEdit
basoBoe ncnonb3oaHue DevEdit onucaHo B pasgene Ucnonb3oBaHWe peaakTopa YCTPOWUCTB
Mo CCbINKe HUXe.

(—:M. Hcnonb3oBaHne pegakTopa ycTporcts, CtpaHnya 23
13.1 Hactpounka koHTponnepos MAC u RMAC
13.1.1 Hactpoitka koHTponnepa MAC Ha cepBepe DMS
DMS SERVER
IP:*.**.20

MuWHMManbHaA KOHUIypaunus cUcTeMbl TpebyeT HanMuma Bcero ogHoro koHtponnepa MAC. B
3ToM cnyuyae KoHTponnep MAC mMoXxeT HaxoauTbcA Ha cepBepe DMS.

Mpouenypa

OTKpoOWTE pedakTop ycTponcTB Ha cepBepe DMS u cospanTte koHTponnep MAC B aepese
YCTPOWCTB, Kak onucaHo B pa3aene Ucnonb3oBaHUe pepgaKTopa yCTPOMCTB.

Bbibepute koHTponnep MAC B pefaktope ycTpoicTtB. Ha Bknagke MAC yKka)kute 3HaueHusA
cneayroLmMx napaMeTpoB:

Mapamertp OnucaHue

Nms MMs, KoTopoe A0MKHO oTobparkaTbCcA B AepeBe YCTPOWCTB,
Hanpumep MAC-1.
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13.1.2

MapameTp OnucaHue

OnwucaHune HeobssaTenbHoe onucaHue Ans CUCTEMHbIX OMepaTopoB
C koHTponnepom RMAC <OcTaBUTb NyCTbIM>

(pnaxkok)

RMAC-nopt <OcTaBUTb NyCTbIM>

AKTUBEH (bnaXkok) CHUMHUTE 3TOT PNaXKoK, uTobbl BpEMEHHO MPUOCTAHOBUTD

CUHXPOHM3ALMIO B peanbHOM BPEMEHU MeXay 3TUM
kKoHTponnepom MAC u cuctemont DMS.

3TO MOXeT ObITb None3HbIM nocne obHoBNEeHUN cucTeMbl DMS B
KPYMHbIX CUCTEMAX, MOCKONbKY NO3BONAET n3bexaTb
OLHOBPEMEHHOTO nepe3anycka Bcex koHTponnepos MAC.

3arpyxartb ycTpomncTaa CHUMHUTE 3TOT PNaXKoK, uTobbl BpEMEHHO MPUOCTAHOBUTD
(cbnarkok) CUHXPOHM3ALMUIO B peanbHOM BPEMEHU Mexay 3TUM
KoHTponnepom MAC 1 NoguUMHEHHbIMW YCTPOMCTBAMM.
370 no3BonAeT ObiCTpee OTKPbIBaTb KOHTponnep MAC B
penakTope YCTPOWCTB.

IP-agpec Localhost 127.0.0.1

YacoBoM nosc BAXXHO! Yacoso# nosac koHTponnepa MAC v Bcex NogUMHEHHbIX
KoHTponnepos AMC.

MoppasgenexHue MNoapasgeneHune, K KOTOPOMY OTHOCKTCH KoHTponnep MAC (ecnu
NPUMEHMUMO).

MocKkonbKy y aToro nokanbHoro koHTponnepa MAC HeT u3bbiTouHbIX KOHTponnepos MAC,
obecneunBarLLMX OTKA30YCTOMUMBOCTb, TO 3anyckatb AnA Hero cpeactso MACInstaller He
Tpebyetcs. MpocTo octaBbTe nonsa AnAa aByx napametpoB RMAC Ha Bknagke MAC nycTbiMMU.

MoprotoBka komnbloTepoB cepBepa MAC k pabote koHTponnepos MAC u

RMAC

B aTom pasgene onvcaHa NoAroToBKa KOMMbKOTEPOB K UCMOMb30BaHMIO B KAUECTBE CEPBEPOB

MAC.

Mo ymonuaHuto nepBbii KoHTponnep MAC B cucteme ynpaBneHUa OCTYNOM BbIMOMHAETCA Ha

TOM e KOMMbloTepe, uto U cepBep DMS, ogHako B LenAax obecrneueHns [ONONHUTENbHOM

YCTOMUMBOCTU pekoMeHayeTcA, uTobbl koHTponnep MAC BbINONHANCA Ha OTAENbHOM

KOMMbIOTEPE, KOTOPbIW CMOXET NMPUHATb HA cebA 3afaum No KOHTPONKO AoCTyna B cnyuae cbon

KoMnbtoTepa DMS.

OTaenbHble KOMMNbIOTEPDI, FTAe pacnonoxeHbl koHTponnepbl MAC unn RMAC, Ha3biBatoTcA

cepsepamu MAC He3aBMCHMMO OT TOr0, KaKoM KOHTPOMep Ha HUX pacnonoxeH: MAC unu

RMAC.

B uensx obecneueHns otkazoyctonumBocTr KoHTponnepbl MAC 1 RMAC BomXKHbI BbiMOMHATLCA

Ha oTaenbHbiX cepBepax MAC.

YbenuTech, uto Ha BCcex COOTBETCTBYHOLWMX cepBepax MAC cobntogatTca cnegytolime yCnoBua:

1. B paHHbIM MOMEHT onepaunoHHble cucTeMbl Bcex cepBepoB MAC nopaepxuparoTcsa
Kopnopauunen MankpocodT U UMEIT caMble nocnegHne obHoBNeHUA.

2.  AOMUWHKUCTpATOpP Ha BCEX CepBepax UMEET OOMH W TOT XKe Maponb

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System Hactpoiika KoHTponnepos | ru

49

13.1.3

3. Bbl BbINOMHUNKW BXOA B CUCTEMY KaK agMUHUCTpaTop (nNpu pabote ¢ MSTC ucnonbaymnte
Tonbko ceccun /Admin /Console)

4. OtknouunTte IPv6. 3anomHuTe IPv4-agpec Kaxxaoro cepeepa.

5. Bkntouute .NET 3.5 Ha BCex COOTBETCTBYIOLLMX KOMMbIOTEPAX.
MpumeuaHue. B onepaumnoHHbix cuctemax Windows 10 u Windows Server oHa BKItoueH
Kak hyHKLMA.

6. [llepesarpysuTte KOMMNbIOTEP.

Hactpoitka koHTponnepa MAC Ha cobcTtBeHHOM cepBepe MAC

DMS SERVER
| RSS20

MAC. SERVER
Ip:** %27

—  CepBep MAC noaroToBneH B COOTBETCTBUM C OnucaHuem B pasgene oarotoska
kKomnbtoTepoB cepBepa MAC k pabote koHTponnepos MAC u RMAC

1. Ha komnbtotepe ¢ DMS cepBepoM B pedaKkTope yCTPOMCTB
—  WEeNKHWTEe nNpaBomr KHOMKoW Ha KoHTponnepe MAC v Bbibepute Disable all LACs
(OTknounTb Bce kKoHTponnepbl LAC).
—  [eaktuBupynte KoHTponnep MAC, cHAB ANA Hero cneaytoumMe gnakku: Activate
(AktTuBauma) v Load devices (3arpyska ycTponcTs).
2. Ha kowmnbiotepe ¢ MAC cepsepom B Windows services.msc
—  OctaHoBuTe cny»xby AUTO_MAC2 koHTponnepa MAC
—  Hactpo#Tte napameTtp Startup type (Tun 3anycka) aton cny»k6bl MAC, ykasaBs
3HaueHune Manual (BpyuHyto).
3. 3anyctuTte MACInstaller.exe
—  [Ona AMS aT0T chaln HaxoauTCA B nanke
\AddOns \MultiMAC\MACInstaller Ha YCTAaHOBOUHOM HocuTene AMS (cMm. pasgen
Mcnonb3soBaHue MHcTpyMeHTa MACInstaller Huxe).
4. BbINONHUTE MHCTPYKLMU, KOTOPble oTobpaXkatoTcA B MHCTPYMEHTE, yKa3aB 3HaUeHWs Ann
cneayroLwmx napaMeTpoB.

a

Home |MapameTp OnucaHue

p

3KpaH

a

3 Manka Ha3HaueHuA JTokanbHbIW KaTanor Ans yCTaHOBKW KOHTponnepa
MAC. o BO3MOXXHOCTU UCMONb3YHUTe 3HAUEHMSA MO
YMOUaHMUIO.

4 CepBep Mma unu IP-agpec cepBepa, Ha KOTOPOM 3anyLyeH
DMS.
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Home |Mapametp OnucaHue

p

3KpaH

a

4 MopTt (nopt gna DMS) MopT Ha cepBepe DMS, koTopbiv bygeT

MCNOMb30BaTbCA ANA MNONYyUEeHWUA AAHHbIX OT
KoHTponnepa MAC.

Mcnonb3ynTe nopt 6001 anA nepBoro KOHTponnepa
MAC Ha cepBepe DMS, a anAa kaxgoro
nocneaytowero kKoHtponnepa MAC — nopt ¢
HoMepoM Ha 1 bonbue.

4 Homep (cuctemHblit HOMep 3apanTte 1 onA 3TOro U BCex oCTanbHbIX
MAC) kKoHTponnepos MAC (B otnuuune ot RMAC).
4 Mapa (uma unu IP-agpec OcTaBbTe 370 NOMe NyCcTbiM, €CNU KOHTPONepy
KOHTponnepa-naptHepa MAC) MAC He goneH COOTBETCTBOBATb KOHTpONnep
RMAC.

5. Ha cepBepe DMS B penaktope ycTpoicts Bbibepute MAC.
6. Ha Bknagke MAC yKkaxuTe 3HaueHWA cneayroLnx napaMeTpoB:

MapameTp OnucaHue

NmA MmA, KoTopoe AoMKHO 0TobpaXkaTbcA B flepeBe YCTPOWCTB,
Hanpumep MAC-1.

OnucaHue Heobs3aTenbHoe onucaHue Ans CUCTEMHbIX ONepaTopoB

C koHTponnepom RMAC <OcTaBUTb NyCTbIM>

(dbnaxok)

RMAC-nopTt <OcTaBUTb NyCTbIM>

AKTUBEH (bnaxok) CeMuyac cnepyet yCTaHOBUTb 3TOT (hNaXKoK

3arpy»artb ycTponcTBa CeMuac cneflyet yCTaHOBUTb 3TOT (PNaXKOK

(chbnaxok)

IP-agpec IP-agpec cepBepa MAC (KomnbloTepa).

YacoBoM nosc BAXHO! Yacosown noac MAC v Bcex nogunHeHHbIx emy AMC.

MNMoppasneneHue (Ecnu npumenumo) MoppaspeneHune, K KOTOPOMY NMPUHAANEXUT
MAC.

13.1.4 HobaBneHue kouTponnepoB RMAC k MAC
3ameuaHue!

He no6asnante koHTponnepbl RMAC K cTaHOAapTHbIM KoHTponnepam MAC, noka He ybeauTtecs,
yToO NocnegHue yCTtaHoBNEeHbl U PYHKLMOHUPYIOT NPaBUMbHO.
B npoTMBHOM criyyae 3TO MOXET NoMeLllaTb pennnKaunu AaHHbIX UMW NOBPEeAUTb AaHHbIE.
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MAC. SERVER
|P:* *.*.22

MAC. SERVER
IP:*.*.*.26

DMS SERVER
IP:** * .20

-  KoHTtponnep MAC gnsa gaHHoro koHTponnepa RMAC yctaHOBMNEH, Kak OMMCaHO B
npeablayLwmx pasgenax, U pyHKLUMOHMPYET NPaBUIbBHO.
- KowmnbloTtep cepBepa MAC ana koHTponnepa RMAC noaroToBfeH, Kak onnucaHo B pasaene
MoprotoBka komnbtoTepos cepBepa MAC k paboTe koHTponnepos MAC n RMAC
KoHtponnepbl MAC moryT ObiTb 3aaybnvpoBaHbl M30bITOUHbIMU KOHTponnepamu MAC (RMAC),
obecneunBas 0TKa30yCTOMUMBOCTb W, CriefoBaTenbHO, bonee HaaexKHy PaboTy KOHTpOnsA
poctyna. B aTom cnyuyae faHHble KOHTPONA AOCTyNa aBTOMATUUECKU PENNULMPYIOTCA Mexay
OBYMA KOHTponnepamu. ECnu B o4HOM M3 KOHTPONNEPOB Napbl BO3HWKaeT cbom, apyrou
KOHTpONNep NpUHUMAET Ha cebA ynpaBneHWe NoKanbHbIMWU KOHTPONNEPAMK AOCTyNa B €ro

BeLeHUM.

B KoHchburypaTope Ha cepBepe DMS

1. B pepakTope ycTponcTB Bbibepute MAC, ansa kotoporo Heobxogmumo nobasute RMAC.
2. HaBknagke MAC v3MeHUTe 3HAYEHUA CneayLMx napaMeTpoB:

Mapametp

OnucaHue

C koHTponnepom RMAC
(cbnarkok)

CHUMMTe 3TOT (DNAXKOK M He yCTaHaBNUBaMWTe ero Ao Tex nop,
noKa Ha CepBepe Pe3epBHOro NoAKMNtOUEHUA He byaeT
YyCTaHOB/EH COOTBETCTBYIOLWMUIK KoHTponnep RMAC

AKTUBEH (pna>kok)

CHUMMTE 3TOT (hNaXKoK, UToObl BPEMEHHO NMPUOCTAHOBUTb
CUMHXPOHM3aLM1I0 B pearbHOM BPEMEHU MexXay 3TUM
koHTponnepom MAC u cuctemon DMS.

3TO MOXeT OblTb NONe3HbIM nocne obHoBneHUM cucteMol DMS B
KPYMHbIX CUCTEMAX, MOCKO/bKY NO3BONAeT nabexarb
OAHOBPEMEHHOro nepesanycka Bcex KoHTponnepos MAC.

3arpy»aTb ycTpoMCTBa
(cbnarkok)

CHUMMUTE 3TOT PNaXKoK, uTobbl BPEMEHHO NPUOCTAHOBUTD
CUHXPOHM3aAUMIO B peanbHOM BPEMEHWU MeXay 3TUM
KoHTponnepoMm MAC 1 NogUMHEHHBIMW YCTPONCTBaAMMU.
370 No3BONAET bbiCTpee oTKpbIBaTb KoOHTponnep MAC B
pefaKkTope yCTPOMCTB.

3.  Haxmute kHonNKy MpPUMEHUTDb.

4. He 3akpbiBalTe pefaKTop YCTPOWCTB, TaK KaK Mbl K HEMY CKOPO BEpHEMCH.
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Ha cepBepe MAC gna MAC

Utobbl nepeHacTpountb kKoHTponnep MAC gna B3aumopencteua ¢ RMAC BbINONHUTE cneaylolmne

nencTemAa.

- Ha paHee nogrotoBneHHoMm kKomnbtoTepe cepBepa MAC 3anycTuTe MHCTPYMEHT
MACInstaller (cm. pasgen Mcnonb3oBaHue nHcTpymeHTa MACInstaller) n 3apaiite

cnepyoLine napameTpbl
- Cepsep: uma unu |
- Moprt: 6001

— Homep: 1 (Bce KoH

P-appec komnbloTepa cepBepa DMS

Tponnepbl MAC nmetoT Homep 1)

Mapa: IP-agpec KomnbloTEPA, HA KOTOPOM byaeT BbiNOMHATLCA KOoHTponnep RMAC.

Ha cepBepe MAC gna RMAC
[na HacTponku cepBepa RMAC BbinonHWTe cnepytowmMe AenMCTBUA.

— Ha otgenbHOM v paHee noArotoBneHHoOM KommnbtoTepe cepBepa MAC 3anycTuTe
uHctpymeHT MACInstaller (cm. pasgen UcnonbsoBaHue MHcTpymeHTa MACInstaller) u
3afaMnTe cnegyolme napamMeTpsbl:

—  CepBep: uma unu IP-agpec komnbloTepa cepsepa DMS

—  Noprt: 6001 (Takow

e, Kak anAa Kontponnepa MAC)

- Howmep: 2 (Bce koHTponnepbl RMAC umetoT Homep 2)
- Mapa: IP-agpec koMmnbtoTepa, rae pabotaet napHbii KoHTponnep MAC.

BepHuTech B pefakTop YCTPOUCTB Ha cepBepe DMS
1. BAXXHO! Y6eauTtecn, uto koHTponnepsl MAC n RMAC Ha cOOTBETCTBYIOLLMX KOMMbOTEPAX

PYHKLMOHUPYIOT U BUOH

bl APYr APYry B CETU.

2. HaBknagke MAC 13MeHWTE NapameTpbl Cneayolnm obpasom:

MapameTp

OnucaHue

C koHTponnepom RMAC

Bbi6GpaHHble

(pnaxok) HoBas Bknagka ¢ metko RMAC oTtobpakaeTca pagom c
Bknagkon MAC.
RMAC-nopt 6199 (CTaTUUECKMI NO YMOMUAHMIO)

Bce koHTponnepbl MAC u RMAC 1Mcnonb3ytoT 3TOT NOPT, uTobbl
NPOBEPUTb, UTO UX NapPTHEPbl (PYHKLUOHUPYIOT U JOCTYMHbI.

AKTUBEH ((hna>kok)

BbiGpaHHbIe
Mo3BONAET OCYLWECTBNATb CUHXPOHU3ALMIO MEXAY 3TUM
KoHTponnepom MAC “ noguUMHEHHbIMU YCTPOMCTBAMM.

3arpy»aTb yCTPOWCTBa
(bnaxkok)

BbiOpaHHbIe

CokpallaeT BpeMs, HeobxoauMoe AnA OTKPbITUA KOHTponnepa
MAC B penaktope yCTPOWCTB.

3. Ha Bknagke RMAC ykax

nTe 3HauYeHuA cnegyroumnx napamMmeTposB:

MapameTp OnucaHue

UmnA MmA, KoTopoe JAOMKHO oTobpaXkaTbCcA B lepeBe YCTPOWCTB.
Hanpumep, ecnu cootetctBytowmn MAC umeet uma MAC-01, To
RMAC moxHo npucBouTb uma RMAC-01.

OnucaHue [lononHuTenbHasa AOKyMeEHTaLMA ANA onepaTopoB yrnpaBneHus

OOCTynom.
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13.1.5

MapameTtp OnucaHue
IP-appec IP-appec RMAC.
Mopt MAC 6199 (CTaTMUECKMM MO YMOMUAHUIO)

Bce MAC v RMAC v“crnonb3ytT 3TOT NOPT, UTOOblI NPOBEPUTL, UTO

UX NapTHepbl PYHKLUUOHUPYIOT U AOCTYMHbI.

Cm.
-  MHcnonb3zoBaHue cpegctsa ycraHoBku MAC, CtpaHuya 54

JobaBneHue gpyrux nap koutponnepos MAC/RMAC

B 3aBMCHMOCTH OT uMCna KOHTPONUPYEMbIX BXOLOB U HEODXOAMMOTrO YPOBHA
OTKa30yCTOMUMBOCTU B CUCTEMHYIO KOHOUTYPALIMIO MOXHO f00aBUTb DONblLIOE KONMWUECTBO Nap
MAC/RMAC. UTobbl y3HaTb TOUHOE KONMMUECTBO Map, NoAAep>KMBaeMblX B Ballel BEPCUM,
obpatuTech K COOTBETCTBYHOLEMY KPATKOMY OMUCAHMIO.

DMS SERVER
IP:*.%%.20

MAC SERVER
Ips* k2

MAC SERVER
IPE¥ ¥ 21

: MAC SERVER MAC SERVER :
P IPR 26 IP:***24

[na kaxxgon gononHutensHon napbl MAC/RMAC...

1. ToprotoBbTe oTAeNbHble KOMMNbOTEPbI AnA KoHTponnepoB MAC n RMAC, Kak on1caHo B
pasaene MNoarotoBka koMnbioTepos cepBepa MAC k pabote koHTponnepos MAC u RMAC

2. Hactpoute koHTponnep MAC, Kak onvMcaHo B pasgene Hactporka koHTponnepa MAC Ha
cobctBeHHOM cepBepe MAC

3. Hactponte RMAC ansa atoro koHTponnepa MAC, kak onucaHo B pasgene [JobaBneHue
koHTponnepos RMAC k MAC

ObpaTtuTe BHMMaHUe, uto Kaxkaasa napa MAC/RMAC nepenaeT AaHHble Ha OTAENbHbIM MOPT Ha
cepBepe DMS. CnepnoBatenbHo, ana napametpa MopT (nopt gna DMS) B MACInstaller.exe
MCNonb3ymnTe cneaytoLlee:

- 6001 nns oboux KoMnbloTepoB B nepsol nape MAC/RMAC

- 6002 ana oboux KoMMNboTEPOB BO BTopor nape MAC/RMAC

- UT.A
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B penakTope ycTpoWCTB NOPT 6199 MOXHO BCerga ucnonb3oatb AndA napamerpos MAC-nopTt v
RMAC-nopT. Homep nopTta 3ape3epBUpPOBaH ANA NOATBEPXKAEHWUA B Kaxkaon nape MAC/RMAC,
C MOMOLLbIO KOTOPOTO KaXKAblM KOHTponnep byner 3HaTb, AOCTYNEH NW ero napTHep.

3ameuaHue!

MoBTOpHasA akTMBauma KoHTponnepos MAC nocne oOHOBNEHUA CUCTEMDI

Mocne obHoBNeHUs cuctembl KoHTponnepbl MAC 1 3aBUCUMble OT HUX AMC no ymonuyaHuto
[eaKTBHUpoOBaHbl. He 3abyabTe MOBTOPHO aKTMBUMPOBATb UX B KOHUIypaTope, yCTaHOBUB
COOTBETCTBYIOLLME (hNAXKKK B pefaKkTope YCTPOUCTB.

13.1.6

Ucnonb3oBaHue cpencrasa ycraHosku MAC
MACInstaller.exe — 3TO CTAHAAPTHbIM MHCTPYMEHT ANA YCTaHOBKK KoHTponnepoB MAC u

RMAC Ha komnbtoTepax (cepepax MAC), Ha KOTOpPbIX OHWM HaxoaAaTcsa. MHCTpymMeHT cobupaeT
3HaueHus napameTpoB ana KoHTponnepa MAC nnu RMAC 1 BHOCUT HeobxoanMble UBMEHEHUA B
peectp Windows.

3ameuaHue!

MocKONbKY AaHHbIM MHCTPYMEHT BHOCUT M3MeHeHUs B peecTp Windows, To nepeq ero
nepeHacTponKon HeOOXOAMMO OCTAHOBUTL BbiMONHEHWE BCeX CBA3aHHbIX ¢ MAC npoueccos.

MHcTtpymeHT MACInstaller MOXXHO HaWTK Ha YCTAHOBOUYHOM HOCHTENE MO CNEeAYOLEMY MYyTH:
- \AddOns\MultiMAC\MACInstaller.exe

MHCTpyMeHT cobrpaeT 3HaueHUA ANA yKasdaHHbIX HUXe NnapameTpoB, NOCNefoBaTeNbHO
oTobpaxkana pAs aKPaHOB.

Homep [Mapametp OnucaHue
3KpaHa
3 Manka Ha3HaueHUA NMokanbHbIM KaTtanor AnA YCTaHOBKKU KOHTponnepa

MAC.

4 Cepsep Mma unu IP-agpec cepBepa, Ha KOTOPOM 3anyLueH
DMS.

4 MopT (nopTt ana DMS) Homep nopta Ha cepBepe DMS; a1oT nopt Oyaet
MCNONb30BaTbCA ANA CBA3WU MeEXay
KoHTponnepom MAC n DMS. Cm. nogpo6Hbie
CBefeHUA HUXe.

4 Homep (cucteMHblii HOMep 3apanTe 3HaueHue 1 ons BCeX UCXOAHbIX

MAC) KoHTponnepos MAC.

3apanTte 2 onA Bcex pe3epBHbIX KOHTPONNepoB
MAC (RMAC).

4 Mapa (uma wnu IP-agpec IP-appec komnbloTepa, rae byaet pabotatb

KOHTponnepa-naptHepa MAC)

pe3epBHbIV NapTHep Ans atoro cepsepa MAC.
Ecnun HenpuMeHMMO, OCTaBbTe 3TO NMoNne NyCTbiM.

Mapamertp: nopt (nopt gna DMS)
Homepa nopToB NpucBanBatoTCA NO CneayoLler cxeMme HyMmepaLumu:
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13.2

— B Heunepapxumueckom cucTeme, rae CylecTByeT TONbKo oauH cepeep DMS, kaxkabii
koHTponnep MAC u cooTtBeTcTBYtOWMK emy RMAC nepenaet gaHHble C OQHOMO U TOTO Xe
HoMepa nopTa (Kak npasuno, 6000). B oanH MoMeHT BpeMeHn DMS moxeT
B3aMMOJEeNCTBOBaTb TONbKO C OAHWM U3 KOHTponnepos B nape MAC/RMAC.

—  DMS nonyuaet curHanbl o1 nepsoro KoHtponnepa MAC vnu napbl MAC/RMAC B nopty
6001, ot BTOporo koHTponnepa MAC unu napsl MAC/RMAC B nopty 6002 v T. a.

MapameTtp: Homep (cuctemHbin Homep MAC)

3TOT NnapamMeTp NO3BOMAET pasnuuatb UcxodHble KoHTponnepbl MAC 1 pesepBHble
KoHTponnepbl RMAC:

—  Bce ucxogHble koHTponnepbl MAC nmetoT Homep 1.

—  Bce pesepsHble koHTponnepbl MAC (RMAC) nmetroT Homep 2

Mapametp: Tonbko HacTpolika (Nnepekntouatenb)

BbibepuTe aTOT NapameTp, UTobbl UBMEHWUTL KOHUIypaLmto cyLlecTBytoLLero KoHtponnepa MAC
Ha rnaBHOM cepBepe DMS, B UaCTHOCTU NPOUHPPOPMUPOBATbL KOHTPONEP O TONbKO UTO
YCTAaHOBMEHHOM Ha APYroM KOMMbloTepe pe3epBHOM KoHTponnepe RMAC.

B atom cnyuae BBegute IP-agpec nnu nma xocta koHTponnepa RMAC B none napametpa Mapa.

MapameTtp: O6HOBNEeHUe NporpaMmMmHoro obecneuenusa (nepekniouyarennb)

Bbibepute aTOT NapamMeTp Ha KOMMbOTEPE, OTIMUYHOM OT rnmaBHoOro cepsepa DMS, utobbl
yCTaHOBUTb KoHTponnep RMAC vnu U3MEHUTb ero KoHUrypaumto.

B aTom cnyuae BBeauTe IP-agpec nnv umsa xocta napHoro koHTponnepa MAC atoro
koHTponnepa RMAC B none napametpa Mapa.

HacTtpowika LAC

Co3aaHue NoKanbHOro KoHTponnepa gocrtyna AMC

MogaynbHble KoHTponnepbl goctyna (AMC) noouMHAKTCA FMaBHbIM KOHTPONNepam AOCTyn

(MAC) B pegaKkTope YCTPOMCTB.

Utobbl cospaTtb KoHTponnep AMC, BbINONHUTE Cneaylolne oeMCcTBmA:

1. B pepakTope yCTPOWCTB WenkHUTe koHTponnep MAC npaBoi KHOMKOW MbILLW U B
KOHTEKCTHOM MeHto BbibepuTe HoBbIN 06bEKT
unu

2. HaxmuTe kHonky ¥,

3. Bblbepute oguH 13 cneaytolmnx tTunos AMC B oToOpasuBLIEMCH JMaNOrOBOM OKHe:

AMC 4W (no C ueTblpbMA UHTEpPdencaMu cunTbiBaTener Wiegand ana nogknoueHua
YMOMUaHuto) [0 UeTblpex cumTbiBaTenen

AMC 4R4 C UeTbipbMA UHTepdencamu cuntbiBaTenen RS485 ona nogkntoueHus
[0 BOCbMUW CUMUTbIBaTenemn

PesynbTat: B Mepapxuu DevEdit cospaetcsa HoBas 3anucb AMC BbibpaHHOro TUNa
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AMC2 4W MoaynbHbi# Mo>XHO HacTpoUTb He Donee ueTbipex
KOHTponnep poctyna c |cuuTbiBatenen Wiegand gns nogknioueHus K 1-
yeTblpbMA 4 npoxogam.

CUMTbIBATENAMMU [aHHbIN KOHTPONNEep NoAaepXXnMBaeT BOCEMb
Wiegand. BXOOHbIX U BOCEMb BbIXOAHbIX CUrHanoB. [pu

HeoOXOAMMOCTHM NNnaTbl PaclUMpPEeHUs MoryT
obecrneunTb 40 48 AONONHWUTENbHbBIX BXOOHbIX U
BbIXOAHbIX CUTHAMOB.

AMC2 4R4 MopaynbHbi# MO>XHO HacTpouTb He bonee BOCbMU
KOHTpoONnnep gaoctyna c | cuutbiBaTenen RS485 ona nogkntoueHusa Kk 1-8
yeTblpbMA npoxoadam.

UHTEepgencamm [JaHHbIN KOHTPONNEpP NoAdepPXMBaeT BOCEMb
cuuTbiBatenen RS485 BXOAHbIX U BOCEMb BbIXOAHbIX CMIFHanoB. Npu

HeobXoAMMOCTH NnaTbl PaclUUPEHUs MOTYT
obecneuntb A0 48 4OMNONHUTENbHbIX BXOAHbBIX U1
BbIXOAHbIX CUTHANOB.

AMC2 8I-80-EXT |[llnarta pacwupeHnua ana | [enaeTt 4OCTYNHbIMW AOMONHUTENbHbIE CUTHANbI.

AMC c BoceMblto K AMC MOXHO NoaKnuuTb A0 Tpex nnart
BXOAHbIMU U BbIXOOAHbIMW | pacLUMpPEHUA.
CUrHanamu

AMC2 161-160- Mnata pacwupeHusa ana
EXT AMC c 16 BXOOHbIMW U
BbIXOAHbIMW CUTHaNnamm

AMC2 8I-80-4W |[1narta pacli1peHusa ana
Wiegand AMC c
BOCEMbIO BXOAHbBIMU U
BbIXOAHbIMW CUrHaNamm

AKTUBaUUA/AeaKTUBaALUA KOHTPONNepoB

M3HauanbHO Npu co3aaHUK HOBOFO KOHTpONNepa Ans Hero BbibpaH (hnaxok) cneayowmin
napameTtp: CBA3b C XOCTOM BKNIOUEHa.

370 OTKpbIBAET ceTeBOe coeanHeHne mexay MAC n KOHTponnepamu, Tak uto nobble
M3MEHEHHbIE UMW PaCLUMPEHHbIE faHHble KOHUTYpaLUK aBTOMATUUECKU PACNPOCTPAHAIOTCA Ha
KOHTPONNepbl.

OTKNOUKUTE 3TOT NapaMeTp, UTobbl COXPaAHUTb MPOMYCKHY CNOCODOHOCTbL CETH, U TaKKUM
0bpas3oM NOBbICUTb MPOU3BOANTENBHOCTb, CO3[1aBas HECKONbKO KOHTPONNEPOB U 3aBUCUMbIX OT
HUX YCTPOMUCTB (BXOAbl, ABEPU, CUUTBIBATENM, NNATbl PpaclUMpPeHUA). B pegaktope yCTPOWCTB 3TH
YCTPOMCTBA 3aTEM MOMEUEHbI 3aTEHEHHBIMW 3HAUKaMM.

BAXXHO! He 3a0yabTe cCHOBa BKMOUYKUTb 3TOT NapamMeTp Mo OKOHYAHUM KOH(UIypaLnm
YCTPOWCTB. 3TO NO3BONUT HEMPEPbLIBHO OOHOBNATL KOHTPONNEpbl ¢ NoObIMU UBMEHEHUAMU
KOHpUrypaumu, BbIMOMHEHHBIMUW Ha APYIUX YPOBHAX.

Ucnonb3oBaHWe pa3HbIX TUMOB KOHTPONNEPOB B OAHON YCTaHOBKE
CucTeMbl ynpaBneHusa A0CTynoM obblUHO OCHaLLLATCA KOHTPONNEPOM M CUMTbiBaTENEM NULLb
OHOrO TUMa.
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B pesynbrate 0OHOBNEHWA NporpaMmMHOro obecneyeHunsa M pacliMpeHUa YCTAaHOBOK MOXET
notpeboBaTbCA AOMNOMHUTL CYLLECTBYIOLLME annapaTHble KOMMNOHEHTbI HOBbIMWU. BO3MOXHbI
Jaxke KOHduUrypaumu, obbeauHaomne BapraHTel RS485 (AMC 4R4) c BapuaHTamu Wiegand
(AMC 4W), ecnv yunTbiBatoTCA Crieaytollne npeaocTepexeHuns:

—  cuutbiBatenn RS485 nepepatot "tenerpammy”, cogepkallyto HOMep Koaa;

- cuuTbiBaTenu Wiegand nepefatoT CBoM AaHHble TaKMUM 0O6pasom, uto ux Heobxoaumo
[EKOAMPOBATL C MOMOLbIO onpeaeneHns 6anaxKa, UTobbl COXPaHWUTb NPaBUbHYO HOPMY
HOMepa KoAa;

—  CMeLaHHbIN pexxum paboTbl KOHTPONNEPOB MOXET (PYHKLMOHUPOBATb TONIbKO B TOM
cnyJae, ecnv oba HoMepa KOA0B NOCTPOEHbBI OAMHAKOBO.

13.2.1 MapameTtpbl M HacTpoku AMC

OcHoBHble napametpbi AMC

E"'E:E DM3 AMC 4-R4  Inputs Outputs Terminals
=g MAC

Name : |AMC 4-Rd-1

Description: |apdC

Communication to host enabled: [

Controller interface

Interface type: [mis =

IP address f host name: |AMC-4FI4-WM-1

Port number: (10001

Davice communication password: Configured at this device E

Bootloader: LCMVODEZ2.RUM

Program: |

Pawer supply supervision: O

Mo LAC accounting:

Division: | comman

HacTtpoitka napametpos AMC

MapameTp Bo3mo>kHble OnucaHue
3HaueHuA
Mmsa KoHTponnepa OrpaHuueHHoe CospnaHue uaeHTUUKaTopoB (Mo yMonuaHuto)
angaBUTHO-LUM(POBOE | rapaHTUPYET YHUKANbHOCTb UMEH, O4HaKO
3HaueHue: nonb3oBaTenu MoryT Ux nepesanucatb. [pu
1-16 3HakoB nepesanucu MMeHu HeobxogMmo ybeauTbea,
UTO MAEHTUUKATOPBI YHUKATbHbI.
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OnucaHue
KOHTpoOnnepa

andaBUTHO-LUNGpOBOE
3HaueHwue:
0-255 3HakoB

MpPOU3BONbHbIM TEKCT.

CBA3b C XOCTOM
aKTUBMPOBaHa

0 = oTKNtoUeHo
(cbnaxkok cHAT)

1 = BKNOUEHO
(dbnaxkok ycTaHOBEH)

Mo yMOMUaHUWIO = BKMOUEHO

Hano>keHHble 3HAUKK Ha KOHTPONepax B
[lepeBe YyCTPOMCTB NoKasblBalOT COCTOAHWUE
MOAKMIOUEHUA K FMaBHOM CUCTEME
(noaKntoYeHO/OTKMNOUEHO).

CHATHe dnaxkka genaet cny»kby AMS
BPEMEHHO HELOCTYNMHOM. ITO NONE3HO ANA
nepeHacTpPoOMKKU U TECTUPOBAHMA.

Mpu 06HOBNEHUM CUCTEMbI YNPaBNEHUA
[OCTYMOM 10 HOBOW BEPCUU PiaXKKU BCex
KOHTPONNepoOB aBTOMATUUECKU CHUMAIOTCA.
YcTaHoBUTE U CHUMKUTE dbnaxkku AMC, uTobbl
NpoBepUTb PaboTy Kaxkgoro B 06HOBNEHHOM
nporpaMmHom obecneyeHuu.

YcTaHOBUTE (hNaXKoK NpU UCNONb30BaHUK
penakTopa yCTPOMCTB Ansa yctaHoBkn DCP
(naponsa ces3u ¢ yctporctsom) Ha AMC nipu
pasBepTbiBaHUK DTLS «cBepxy BHU3». [1pu
3TOM nosasnAetcsa 15-MUHYTHbIW UHTepBan anA
nepegaun DCP B AMC.

CHMWMUTE U yCTaHOBUTE hNaXKoK Ana
nepesanycka BPeMeHHOro MHTepeana.

MHTepdenc KoHTponne

pa

Tun uHTepgenca

UDP

TLS

UDP (= User Datagram Protocol), raoe
NOAKMOUEHWe OCYLLEeCTBNAETCA uepes CeTb, a
DCP (naponb cBAsu c yctporcteom) ana AMC
He 3afaH.

TLS (= Transport Layer Security): npu
yctaHoBke DCP (naponb cBA3K C
ycTponcteom) ana AMC ceasb ¢ MAC
ocyuwiectBnsetca uepes DTLS ¢ ycuneHHoMH
besonacHocTblO.

Ona UDP un TLS yctaHoBute DIP-
nepekntouarenu 1 u 5 Ha AMC B nonoxeHue
«BKI».

IP-agpec/ nms xocTta

CeteBoe uma vnu IP-
agpec AMC

3TO TEKCTOBOE NONe aKTUBHO TONMbKO B
cnyuae, ecnv BbibpaH TMn noptos UDP.
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Ecnu IP-agpeca HasHauatotcA DHCP-
cepBepoM, TO cneayeT NpeaocTaBUTb CETEBOE
nma AMC, utobbl AMC MOHO ObITO HAaNTH
nocne nepesanycka, Aaxe eciv U3MeHUncs
IP-agpec.

Ons ceten 6es DHCP BBeauTe IP-agpec.

Homep nopta

YHUCNoBOE 3HaUEeHUE:

3710 nopt AMC, uepes KOTOpbIM NPUHMMAIOTCA

LMpoBOEe 3HaUEHHE

10001 (no MAC-coobLeHus.
YMOMUaHUI0)
Opyrve napameTpbl
Mporpamma AndaBUTHO- Mmsa cdarna nporpamMmbl, KOTOpbI TpebyeTca

3arpysutb B AMC. [JocTynHble nporpaMmmbl
HaxonAaTcA B MAC B katanore BIN. X MoXxHO
BbIOpaTbh M3 cnucka. [nsa ygobcTea Takxe
oTobpakatoTcA NPOTOKON U ONUCaHUe.

ITOT OONONMHUTENbHbBIW NapameTp
HacTpaMBaeTCA aBTOMATMUECKHM, TaK KaK
nporpamMmbl 3arpy»arTcsA aBTOMaTUUECKU B
3aBUCUMOCTH OT NOAKNIOUEHHbIX
cuuTbiBaTenemn. B cnyuae HecooTBeTCTBUA
cuuTbiBaTENA/MPOrpamMMbl 3HaUeHWe
napameTpa nepesanucbiBaeTcs.

KoHTponb nutaHmA

0 = OTKNOUEHO
(dbnaxkok cHAT)

1 = BKNtOUEHO
(cbnarkok ycTaHoBNEH)

KOHTpONb Hanpsa»eHWA NUTaHuA.

B cnyuae oTKasa MCTOUHMKA NUTaHKUA
reHepupyetca MHdopMaLMoHHOe cooblleHue.
Hanunuune MBI (McTouHnKa becnepeboHoro
nuTaHuMa) — obA3aTenbHOe ycrnoBue
MCMNONb30BaHWUA PYHKLMM KOHTPONA, UTOObI
MOXHO ObINo BblAaTb coobLeHKWeE.

0 = 6e3 KoHTponsA

1 = KOHTPONb aKTUBUPOBAH

bes yueta LAC

0 = OTKMOYEHO
(donaxkok cHAT)

1 = BKNOUEHO
(cbnarkok ycTaHoBnNEH)

YcTtaHoBUTe aTOT chrnaxkok ans ycrponcts AMC,
paboTatoLMx COBMECTHO AnA obecneueHns
0OCTyna K NapKoBKaM, rae yueT BXogAaLlmX 1
MCXOAALLMX 3NTEMEHTOB OCYLLECTBNAETCA
TONbKO POAUTENbCKUM KOHTponnepom MAC.
MpumeuaHue: ecnuv 3T0T NapameTp BbibpaH u
KoHTponnep AMC HaxoguTcA B aBTOHOMHOM
pexume, AMC He cMOXeT npenoTepallaTb
OOCTYN K nepenonHeHHbIM obnacTam, Tak Kak
Yy HEero HeT gocTyna K NofHbIM AaHHbIM O
KONMUECTBE 3N1EMEHTOB.

MoapasneneHue

3HaueHue no
ymonuaHuto = obuiee

MprMeHAETCA TONbKO B TOM Clyyae, eciu
dyHKLMA MoapasaeneHUna NyLeH3poBaHa.

Bosch Security Systems
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Hacrtpoitka Bxogos AMC

AMC 44 Inputs lDutputa] Terminals]

3TO AMANOroBoe OKHO pasfeneHo Ha ueTbipe uacTu:

—  CnuCcoK BXOOO0B MO MMEHM

-  Twunbl BXoga

—  CobbITHA, 0 KOTOPbIX coobLlaeTca BXogamu

- Tunbl pe3ncTopos, MCNONb3yeMbIX B aHATOTOBOM pexume

MapameTpbl BX0OO,0B

MapameTpbl Bxogos AMC onucaHbl B criefytoliei Tabnuue:

1 arre: | Senial resistar ] Parallel resiztor Tirne model Meszages
01, AMC 4w/ 2k2 1k2 <Ma time model: 03. Open, close, Line cut, short cincuit
Ij3,.;-’-;«M C. 4W8 none r'u:uﬁe . <No tirﬁe moul.'-leb. o,
04, AMC 44078 none none <Mo time model: 0o,
05, AMC 4448 none none <Mo time model: 0o,
06, AMC 4448 none none <Mo time model: 0o,
07, AMC 408 none none <Mo time model: 0o,
02, AMC 4408 none none <Mo time model: 0o,
Ihput type
" Digital reode, single & Analog mode, 4 state
Events Resistors
: zerial parallel
Time madet | <Mo tme model> | Pt e
g ose [ 1K + 1K
RELR LR gl K2
Line cut, short circut [ v KB ™~ K5
i 1k8
i 2K2
(= i 2K7
]  3K3
[  3K9
f_" = '
i bis
™ E A
i e

Uma ctonbua | OnucaHue

Umna Hymepauusa Bxoga (o1 01 go 08) u uma cootsetcTBytoliero AMC unu AMC-EXT.
Mocnepoeate | OTobpaxkaeTcA 3ajaHHOe 3HaueHWe NocneaoBaTeNlbHOro pesucTopa.

NbHbIN "HeT" (none) unu "---" = ULMPPOBOW PEXUM

pesucTop

MapannenbHbl | OTobpaxaeTcA 3ajaHHOe 3HaueHWe napannenbHOro pesuncTopa.

M pesuctop "HeT" (none) unu "---" = UM POBOW PEXUM

BpemeHHan Mms BbIOpaHHOM BpeMEeHHOW Moaenu

mMonenb
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CoobuweHna |Homep KOHTPONbHOro 4OKYMeHTa MU 0b03HaueHMe coobLleHnK, KoTopble byayT
reHepupoBaTtbCA

00 = HeT coobLeHnN

01 = ecnu 6bINK aKTUBUPOBaHbI COObLITUA OTKPbITb, 3aKPbITh

02 = ecnu ObINK aKTUBMPOBaHbI cobObITHA Pa3pbiB nUHUKU, KopoTkoe
3amMbiKaHue

03 = ecnu H6bINK aKTUBUPOBaHbI 06a BapuaHTa cobbITUM

HasHaueHHbIM | Mpy ncnonb3oBaHWKU Mofenu npoxona 15 otobpaxkaetcs uma curHana DIP.

Mcnonb3ayinte knaBuiwu Ctrl v Shift ans ogHoBpeMeHHOro Bbibopa HECKONbKUX BXOAOB. JTtobble
U3MeHAeMble BaMK 3HaueHuns byayT NpUMeHATbCA K BblIOpaHHbIM BXOAaM.

Cob6bITUA U BpeMeHHble MoAenu

B 3aBMCUMOCTHM OT pexuma paboTbl 0bHapyKMBatoTCA U coobLalTCcA cneayoliMe CoOCToAHUA
nBepen: OTKpbITO, 3aKpbiTo, lIMHKUA NpepBaHa 1 KopoTkoe 3ambiKkaHue.

YcTaHOBUTE COOTBETCTBYIOLIME PrIaXKKK, UTOObI caenaTb BO3MOXHOM nepeaauy 3TUX COCTOAHWM
B KauecTBe cobbiTui KoHTponnepamu AMC B oOuyto cuctemy.

Bbibepute BpeMeHHy0 MoAenb M3 PacKpbIBalOLLErOCA CMUCKA C TEM XKe UMEHEM, UToObl
OrpaHuMumnTb Nepegauy cobbiTU Nepuogamm, KOTopble onpeaeneHbl Modenbto. Hanpumep,
cobbiTe OTKPbITO MOXET MMETb 3HaueHKe TONbKO B Hepabouee BpeMs.

Tun BXxoga

Peaunctopbl MoryT pabotaTb B LiuchpoBom pexxume vnv AHanorosom pexxume (4 cOCTOAHUA).
3HaueHue no ymonuaHuio — LiuchpoBoi perxxum: oOHapyXMBakTCA TONbKO COCTOAHUA ABEpPeN
OTKPbITO 1 3aKpPbITO.

B aHanoroBom pexume NoMMMO 3TOro OOHapy>XMBaKTCA NPOBOAHbIE COCTOAHUA NIUHUA
pa3opBaHa 1 KopoTkoe 3aMmbiKaHue.

[Bepb cyMMa 3HaueHun nocnegosatenbHoro (Rg) u napannensHoro (Rp)
OTKpbITa pesunctopos: Rg + Ry

[Beepb paBHO 3HaUEHUAM NocneaoBaTeNbHbIX PE3UCTOPOB: Ry

3aKpbita

PaspbiB Lenu | cymma 3HaueHuM nocnegosatenbHoro (Rg) ¥ napannenbHoro (Rp) pesncropos
cTpeMuTcsa BeCKOHEeUHOCTH.

KopoTkoe cymMMa 3HaueHum nocnepoBatenbHoro (Rg) M napannensbHoro (Rp) pesuctopos
3amMblKaHue paBHa Hynto.
Pe3sucropbl

Mo ymonuaHuto AnA pe3McTopoB 3a4alTCA 3HAUEHUA «HET» UMK «—» (LUchpoBOK pexum).
B aHanoroBom pexxume 3HaueHWs ANA NocnenoBaTeNbHbIX U NapannenbHbiX PE3UCTOPOB
MO>XHO 3aJaTb, BbIOpaB COOTBETCTBYHOLLME MEepPeKoUaTeNN.

orcyrcTByeT, 1K, 1K2, 1K5, 1K8, 2K2, 2K7, 3K3, 3K9, 4K7, 5K6, 6K8, 8K2 (npu 100 Om)

B 3aBMCMMOCTH OT BbIOpaHHOMO 3HAUEHWSA pPe3ncTopa ANA COOTBETCTBYIOLLErO pe3nuctopa
OOCTYTMHbI NULb OrPaHUYEHHbIE AWaMNa3oHbl.

B Tabnunuax Huxe B neBbix cTonbuax nokasaHbl BbibpaHHble 3HaUEeHMsA, a B NpaBbiX cToNdLax
yKasaHbl AManasoHbl, JOCTYMHble APYroMy pe3ncTopy.

MocnepoBatenbHO Ounana3soH MapannenbHo Onana3oH
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"HeT" unn "---" 1K - 8K2 "HeT" unn "---" 1K - 8K2
1K 1K - 2K2 1K 1K - 1K8
1K2 1K - 2K7 1K2 1K - 2K7
1K5 1K - 3K9 1K5 1K - 3K3
1K8 1K - 6K8 1K8 1K - 3K9
2K2 1K2 - 8K2 2K2 1K - 4K7
2K7 1K2 - 8K2 2K7 1K2 - 5K6
3K3 1K5 - 8K2 3K3 1K5 - 6K8
3K9 1K8 - 8K2 3K9 1K5 - 8K2
4K7 2K2 - 8K2 4K7 1K8 - 8K2
5K6 2K7 - 8K2 5K6 1K8 - 8K2
6K8 3K3 - 8K2 6K8 1K8 - 8K2
8K2 3K9 - 8K2 8K2 2K2 - 8K2

HacTtpoiika BbixogoB AMC — O630p

B aTOM AnanoroBom okHe NpenocTaBnsAeTcA KOHMUIypaumnsa Kaxkaoro BbIXOAHOro cMrHana B
AMC vnu AMC-EXT. NpeaycMoTpeHbl TPU OCHOBHble obnacTu:

—  none cnucka c 0630poM 3aaHHOro napameTpa AnA KaXaoro BbIXOAHOMO CUrHana;

—  napaMmeTpbl KOHUIypaLnKU ANnA BbIXOAHbIX CUTHANOB, BblIOPaHHbIX B CMIUCKE;

—  onpegeneHue ycnoBUM aKTUBAUWKU BbIXOAHbIX CUTHANOB.
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AMC 4-W| Inputs  Outpuits l Terminals]
Outpuk | Action bype | b aw. duration ] Delay Period Pulzing Diuration Count Time model Meszag
01, AMLC 4-44-8 uzed by an entrance | 000, <Mo time model> [
02, AMLC 4-4w/-8 uzed by an entrance | 000, <Na time modsl> =
04, AMC 4408 1 0 0 0 i 0 0 000 <Notmemodeb
05, AME 408 uzed b_l,ll an ehtrance | .DD-D, <M hime rnou.;léll> [
07, AWML 48 1 1} 1} a 1 a i 000, <No time model |
08, AMC 4798 1 1} 0 1] 1 1] 1] 000, <Mo tirme model (i
< | =
Output data
Ctate i~ Ewents-
Input activated ~ Create events: [ Tirne model: |DDD, <Ma time model: LJ
|mput nomnal
Input ghort circuit tamper i SE(king
Input open tamper
Input enabled ;
I:Ezt Zir;:bIZd Action type: |1 - Fallow state - Erable: -
Output set
Output reset
Door open 4 b, duration: |0 sec. Pulse width: |/ 1410 gec.
Door closed
Door opened unauthorized Delay: |0 2EC. # of pulses: |
Droor left open
Reader shows access arar Period: | IEC.
Reader shows access deni
Tirna randal ankie X
£ | b
> || Output # I Opl | Description FParam11 Paraml2 | Op2 | Drescription Parameter21
03 Cioor open 10b. O 10b HORMDOOR. Door-B
j 03 aR Door opened unautharised . 106, DM 10b MORMDOOR, Door-B
05 Door open Ma DM Dab MORMODOOR, Door-7
< 05 Dioor opened unauthe 01a, Dk 0a6 MORMOOOR, Door-7
JEl | £ >

Bbibop Bbixoga AMC B Tabnuue

[nA HaCTPOMKK KOHTAKTOB BbiXO[a He0bXoAMMO cHauana BbibpaTb COOTBETCTBYHOLLYIO CTPOKY B
BepxHeln Tabnuue. MUcnonb3yinte knaeuiwwm Ctrl u Shift ana ogHoBpemMeHHOro Bbibopa
HECKOMbKWUX CTPOK, €CN1 3TO HeobXxoanmMo. M3MeHeHUA, BHOCMMblE BaMUW B HUXKHEW UaCTU OKHa,
OTPa3ATCA TOMbKO Ha BblIOpaHHbIX BaAMUW BbiXodax.

Output | Action ype ] b aw. duration | Delay | Period ] Pulzing | Druration Count Time model Messages

01, AMC 4-/-8 uged by an entrance | 000, Mo time model: 0o
02, AMC 4-w/-8 uzed by an entrance ! 000, <Mao time model> i
i il i} 000, <Ho time models i

1 I I I 1 a I 000, <Ma tirme model: 0o

I 0 ool time: mo

06, AMC 4-w/-8 uzed by an entrance ! 000, <Ma time model> oo
07, AT 44058 1 0 0 0 1 1] 0 000, <Mo time model» oo
08, AMC 445 1 ] ] I 1 a I 000, <Ma tirme model: 0o

CTpOKH, BbIXOObl KOTOPbIX yXXe Obinun NMPUCBOEHDI Yepe3 Moadenb ABEPU, UNU OAPYITUM cnocobowm,
OTOGpa)KaI'OTCH CBET/IO-CEPbIM LBETOM C coobuieHnem «MCNONb3yeTCA NPOXoAoOM». Takne
BbIXOAbl HE NoanexaT AanbHENLNUM U3MEHEHUAM.

Bbl6paHHbIe BaMW CTPOKHU BblAeNAKTCA TEMHO-CEPbIM LLBETOM.

MapameTtpbl BbixogoB AMC

Umn OnucaHue
cton6ua
Bbixoa TeKyllasa Hymepauua Bbixogos B cooTBeTcTBYOWMX AMC nnu AMC-EXT
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01-08 ¢ AMC n AMC_I008
01-16 c AMC_IO16

Tun yKasaHue BbIOpaHHOro TMna AencTBumA
nencTsmAa 1 = o cocToAHUIO
2 = Tpurrep

3 = [lepeMeHHbI

Makc. ONWHa curHana B cekyHaax [1-9999; 0 = Bceraa, ecnv He NOABUNOCH
NpoAomKuTe |coobuieHre o NnpeobpasoBaHWK] — TONbKO C TUNOM AencTBus 1
NbHOCTb

3aaepxKa 3afep)KKa nogauu curHana B cekyHaax [0-9999] — Tonbko ¢ TMNaMu AencTBusA
1un2
nepuvon nepvod nNofaun CMrHana B CEKyHAax — TOMbKO C TUMOM AencTBusA 2

Mynbcauunna aKTuBaUMA UMNynbCa — B NPOTUBHOM Cnyyae CUrHan nogaetcA NoCTOAHHO

Onwr. ONWHa MMnynbca

Kon-Bo KONM-BO UMNYNbCOB B CEKYHAOY

BpemeHHas |u“MA BbIOpaHHOM BPEMEHHOW Moaenu
mMopenb

CoobLleHna | MapKUpPOBKa aKTUBHOCTHU COODLLEHUN
00 = HeT coobLEeHMH
03 = cospatotcs coobuieHns o cobbiTuaAx

HasHaueHHbl | [py ucnonb3oBaHMKM Modenu npoxoaa 15 otobpaxkaetca umsa curHana DOP.
7

Bbixogbi: CobbiTua, deicTBue, Mynbcauusa

Bce 3anucu M3 npuBeaeHHOro Bbille CMMCKa CO3[4akTCA C NMOMOLLbIO (PNaXXKOB M Nonen Beoaa B
obnacTsax gManorosoro okHa Cobbitua, Oeicteue v NMynbcauua. Mpy BoibOpe anemMeHTa
CrnucKa B 3TUX 0bnacTAx yKasblBalOTCHA COOTBETCTBYHOLLME HACTPOMKU. ITO TaKKe BEPHO Ans
BblbOpa HECKONbKWX 3M1EMEHTOB CMKMCKa MPU YCNOBUU, UTO BCe BbIDpPaHHbIe BbIXOAHbIE CUTHAbI
MMEIT OfIMHAKOBbIE NapameTpbl. K3MeHeHUA HacTPOeK napameTpoB NPUMEHAOTCA KO BCEM
3NemMeHTaM, BbiOpaHHbIM B IaHHOM CMUCKE.

[~ Ewvents

Create events: i Time model: 1001 . hormal week _V_J

Behaviour Pulzing

Action type: 12 - Trigger vi [ Enable: I

ax. duration: i’:' SEC. Pulse width: 1410 sec.
Delay: 11 seC. # of pulses: |0
Period: J1 i] 3EC.

YctaHoBMWTe hnaxkok Co3paTb cobBbITUA, eCcniv HeobXxoaMMO OTNpPaBnATb coobliieHre Ans
aKTUBMPOBAHHOIO BbIXOAHOIO CUrHana. Ecnu Takue coobLieHna AOMKHbI OTNPaBNATLCA TONbKO
B 0CODObIE MPOMEXKYTKM BPEMEHMU, HanpUMep TONMbKO HOUbK UMK Ha BbIXOAHbIX, MOXHO
Ha3HaUUTb COOTBETCTBYIOLLYIO BPEMEHHYI0 MoAenb.

[ns oTaenbHbIX TUNOB AEMCTBUIM MOXHO 3afaTb creaylolle napamMmeTpbi:
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™nN MakKc. 3apepx | nepuopg, nynbcauusa/ ANUTENbHO | KON-BO
OeucTBUA npPoAonXXuTe |Ka BKMIOUEHO CTb MMNYNbCoO

NbHOCTb MMnynbca |B
CootBetcTB |0 = Bcerga 0- HeT aa 1-9999 Het
ue 1-9999 9999
COCTOAIHUIO
Tpurrep HeT 0- 0-9999 [a 1-9999 1-9999
9999 ecnu OTKNtouaeT

nynbcauua |nepuosa

He

BK/tOUEHa
MepemMeHH |HeT HeT HeT na 1-9999 HeT
bIl

BbixogHble gaHHble AMC
HW>XHAA yacTb AMaNnoroBOro okHa Bbixoabl coaepKuT:
—  CINKWCOK AOCTYMHbIX COCTOAHUM ANs BblIOpaHHbIX BbIXOA4OB.

- Ta6l'|V|Lly C BbIXOA4aMHW U COCTOAHUAMU, HACTPOEHHbIMKU ANA UX UHULUUPOBAHUA.
Output data

Door clozed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok

Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper

Output reset
Output set 3
Boumar Fail
5. TR >
J Output f] Opl |Descripti0n Param11 Faraml2 | Op2 1Description Farameter21 Farameter22
__J o7 Dioor open 10b, DM 106 NORMDO...
;J 07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...
_J o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
x|
=]
il

HacTtpoiika cOCTOAHUI ANA UHULUMPOBAHUA BbIXOA0B

Bbl MOXeTe M3MeHWUTb HACTPOWMKU BbIBPaHHbIX BbIXOLOB TaK, UTOBbl OHW MHULMUPOBANUCh

OTAENbHbIMWU COCTOAHUAMMU UMK NOTMUECKUMWU KOMBUHALMAMKU COCTOAHUM.

- Bbl6epVITe OAWH UNN HECKONbKO BbIXOOOB B BEPXHEM MoJNe CrnucKa.

-  BbibepuTe cOCTOAHUE U3 CMUCKA COCTOAHMUN.

—  [pv Hanuuuu ana BbIDPAHHOTO CTaTyca HECKOMbKUX YCTPOMCTB UMW YCTAHOBOK, KOTOPbIE
MOTYT NepefaBaTb 3TO COCTOAHWE, PALOM C KHOMKOM | aKTUBUPYETCA KHOMKA ..
LenkHuTe -1 (MK ABaXkAbl WENKHUTE cTaTyc), UTobbl ANA KaXKOA0ro BbIDPaHHOro BbIXoAa
CO3/aTb BXO[, COOTBETCTBYIOLLEro cTatyca Ansa nepsBoro ycrpoicrea (Hanpumep, AMC,
nepBbli BXOA) U YCTAHOBKMU (HanpuMep, NepBbIi CUrHan, nepsas ABEPb).

FaramlZ
COut, 07, AT 4442

Faram11 |
00, AT, AMC 44402

| Description
Clutput zet

Exit 1_','}| Operandl
04
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Mpw HaxkaTuK > BbIbDpPaHHbIM CTATyC NepemMeLlaeTca B CNUCOK W CO3aeTcA BMeCTe C
ApnbikoM OR Ans KaXaoro yCTaHOBMEHHOro yCTpoKlcTBa (Hanpumep, Bce Bxoabl AMC).

Exit | Operand Dezcription Faram11 | Parami 2 |
04 Cutput sat 00, AMC, AMC d-wf-2 | Out, 07, AMC 4592
04 oR Cutput sat 00, AMC, AMC d-wf-2 | Out, 02, AMC 452
04 oR Cutput set 00, AT, AMC d-wf-2 | Out, 03, AMC 402
04 ] Cutput set 00, AT, AMC d-wf-2 | Out, 04, AMC 4502
04 OR Output zat 00, AT, AMC 452 | Out, 05, AMC 4-4/-2
04 ] Output zat 00, AT, AMC 452 | Out, OB, AMC 4-34/-2
04 OR Output set 00, AMC, AMC 482 | Out, 07, AMEC 432
04 ] Output set 00, AMC, AMC 452 | Out, 08, AMC 4-4/-2

—  [nsa ogHoro Apnbika UM MOXXHO Ha3HAUWTb HECKONMbKO COCTOAHWM.

E wit ﬂ Operand] D ezcription FParam11 FParam1:

04 Clutput zet o0, AMC, AMC 44052 Out, 07, AMC 43972

04 ] |mpit normal o0, AC, AMC 44052 In, 01, AMC 4472
OR Dioor open (Ea, Timemam EE IS

Takxe BO3MOXHbl APNbIKK C U:

—  Cratyc y>Xe MOXeT OblTb Ha3HaueH, U K HeMy fobaBnseTca ycnoBue nyteMm ero Boibopa B
nrobom ctonbue.

—  3aTeMm npu HaxaTuu - BbibMpaeTcA ApYron cTaTyc U CBA3bIBAETCA C MOMEUEHHbIM

CTaTyCOM.
E xit 3 | Operandi | Diescription ] Param11 | Parami2 ‘ Operand2 | Description | Parameter21 | Parameter22 |
04 Output zet 00, AMC, AMC 44042 | Out, 07, AMC 44052
04 ]3] Input normal 00, AMC, AMC 44442 In, 01, AMC 4-49/-2
m- [i]3] Droor open 0Ba, Timemgm < Il sy AND Dioor opened unautharized | 0Ba, Timemgm < Il >
3ameuaHnue!

Ka)kgomy BbIXOOHOMY CUIHany MOXXHO Ha3HauuTb 0o 128 apnbikoB UIN.
[nAa KaXgoro HasHauYeHHOro YCNOBKUA MOXHO CO34aTb OAMUH AP/bIK U.

Korga ycTpoWCTBY MMM yCTaHOBKE Ha3HaueH HEKOTOPbIM CTaTyC, ero TakXKe MOXHO Ha3HauuTb
BCe OCTallbHbIM MMELWMUMCA YCTPONUCTBAM U YyCTAHOBKAM.
—  BbibepuTe HasHaueHHyto 3anuck B nobom ctonbue.

Al

—  3T0T cTaTyc co3faeTca ANA BCeX UMEKLLMXCA YCTPOUCTB U YCTAaHOBOK MPU HaXkaTHK

N3meHeHUe napameTpoOB BbIXOA0B

3NneMeHTbl CMMCKa MOXHO U3MEHATb.

[nA HeCKONbKUX YCTPOMCTB U YCTAHOBOK, KOTOPbIM MOXET COOTBETCTBOBATb Ha3HAUEHHbIN
cTatyc, Bcerga 3ajaHbl nepBble YCTPOMCTBA M YCTAHOBKK 3TOrO TUNa.

B ctonbuax Mapam11 v Napam21 (c spnbikamu M) oTobpaxkaroTca ycTponcTBa (Hanpumep,
AMC, npoxop). B ctonbuax Mapam12 v Mapam22 cofeprkatca crneluanbHble YCTAHOBKHU
(Hanpumep, BXOOAHOW CUTHan, ABEPb, CUUTbIBATEND).

MpW HaNMUKMKU HECKONbKUX YCTPOMCTB (Hanpumep, nNnaTtbl BBOAA-BbIBOAA) MM YCTAHOBOK
(Hanpumep, 4ONONHUTENbHbIE CUMHAlbI, CUMTBIBATENM) yKa3aTelb MbllUWM MeHAET opMy Npu
HaBedeHWW Ha TakoM cTonbel,.
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E«it ﬂ Operandl | D ezcription Faram11 Faraml 2 |
04 Output zet 00, AWC, AMC 442 Ouk, 07, AMC 442
04 oR [nput normal 00, AWC, ARC 4402 In, 07, AME 4-400-2
04 oR D'aor open (Ga. Timemam <o vy

Ecnu gBaxkabl WENKHYTb 3an1cb cronbua, noABnAeTcA paCKprBaIOLIJ,VIl‘/‘ICH CMUCOK
OENCTBUTENbHbIX 3anucen ans napametpa.

Exit % |  Operand Descriptian Farami1 I Faraml2 |
04 Output set 00, AMC, AMC 44052 Out, 07, AMC 4-0/-2
04 oR Input normal 00, AMC, AMLC 4442 I|:|-| CAME 42

04 OR Cioor open 0&a, Timemgm T AME
02, AMC 4052
03, AMC 402
04, AMC 4052
05, AT 442
0B, AMLC 4052
07, AT 4052
03, AMC 4002

Mpu nameHeHun 3anucen B ctonbuax Mapamil v Mapam21 o6HoBNAKOTCA 3anMcK B cTonbuax
Mapam12 v Napam22:

E wit ﬂ Operandl D ezcription Fararm1 FParam12

04 Cutput zet 00, &M, AT 44052 Cut, 07, AT 4442
n4 0R D'oor open (Ea, Timermngm S U

04 0OR Ihput mormal 01, AMC_10, AMC_1076_002 1 In, 07, AMC_I076_DD2_1

3ameuaHue!

3710 BO3MOXHO Tonbko AnA ctonbuos Mapamll, Mapami2, Mapam21 v Mapam22.

Ecnu HeT gpyrux BapMaHToB (HanpuMmep, Tak Kak Obll HACTPOEH TONMbKO OAWH NMPOXOA), TO
yKasaTtenb MblLIW He U3BMeHAEeTCA, U BCe nona oTobpakatoTcA cepbiM UBeToM. Ecnv aBaxkabl
LLLEeNKHYTb TaKyto 3anncb, 3TO MHTEPMNPETUPYETCA KaK KOMaHAa Ha yaaneHue, 1 noaBnsaeTca
coobueHre anA NPoBEPKK yaaneHus.

YpaneHue COCTOAHUI ANA UHULUUPOBAHUA BbIXOA0B
BbibpaHHble Ha3HaUYeHUsA MOXHO yaanuTb, Haxkas | '<' (MNK ABaXabl LLENKHYB 3/1eMEHT CMUCKa).
BcnnbiBarowiee cooblieHUe 3anpocuT NOATBEPXKAEHWE yaaNeHus.

Ecnu ¢ BbIXOAOM CBA3aHO HECKOMbKO COCTOAHUM, UX MOXHO yaanuTb OAHOBPEMEHHO C
NMOMOLLIbIO CreayoLWmx AeNCTBUN:
—  BblbepuTe NepBbIi 3N1EMEHT CnrcKa (TOT, KOTOPbIM He MMeeT 3anucuK B ctonbuy Opl), a
3aTeM HaXXMUTE KHOMKY «<<» «l,
—  OTO TaKXe MOXHO caenatb, ABaXObl WENKHYB No NepBoM 3anucu.
- MoasuTcAa BCMNNblBakoLWee OKHO. nO,D,TBep,ElVITe UNn OTMEHUTe yaaneHue.
— B cnyuae noateBepKaeHWs yaaneHuWa, BTOPOe BCM/bIBalOLLEe OKHO 3aNpoCHT, XKenaeTe
MY Bbl YAaNuTb BCe CBA3aHHble 3anucu (Haxxmute [a) Mnu Tonbko BbibpaHHYIO 3anuch
(HaxxmuTe HeT).
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[OnAa yananeHnAa 4ONONHUTENbHbIX COCTOSIHUN, KOTOpble onpeanenAaroT nepBoe COCToOAHUE C

nomoltubto onepatopa AND B ctonbue Op2, WeNKHUTE CTPOKY, a 3aTEM HAXKMUTE KHOMKY
«MMWHYC» |, KOTOpaA aKTMBHA TONbKO TOrAa, KOrAa B CTPOKEe NPUCYTCTBYET onpefendawLee

coctofiHue AND.

OnucaHue COCTOAHUA

B Tabnuue Huxe npuBeneH 0630p BCeX OOCTYNHbIX ANA Bbl60pa COCTOfIHUM, UX HOMEepPOB TUMNOB

1M ONUCaHUA.

B none cnucka COCTOAHME TaKKe COMepKaTCA yKasaHHble napameTpbl — OHW oTobparkatoTcs
NpuW NPOKPYTKE CMUCKa BMNpaso.

Cratyc Tun |OnucaHue

Bxon aktMBMpOBaH 1 INMokanbHbIW BXOA,

OOblUHbIM BXOS, 2 JloKanbHbIM BX0OA,

KopoTkoe 3amblkaHMe Ha 3 INMokanbHbIM BXoA, C Pe3UCTOPOM HACTPOEH

BXO/Zle Tamnepa

CpabaTtbiBaHWe TamnepHoro |4 INMokanbHbIM BXoA, C Pe3MCTOPOM HACTPOEH

BXoaa

Bxopn BkntoueH 5 INMokanbHbIM BXO4 aKTUBUMPOBAH BPEMEHHOW MOAENbIo
Bxopn oTkntoueH 6 JlokanbHbIM BXOA4 A€aKTUBUPOBAH MOAENbIO BPEMEHHU
YcTaHOBKa BbIxoAa 7 IoKanbHbIW BbIXO[, HE TEKYLLWI BbIXOA

Cbpoc BbIxoaa 8 JloKanbHbIM BXOA, HE TEKYLLMW BXO4

[Bepb OoTKpbITa 9 GID npoxoga, Homep ABepu

[Bepb 3aKpbiTa 10 GID npoxona, HOMep ABepH

[Bepb OTKpbITa be3 11 GID npoxoga, HOMep ABepU, 3aMEHAET COCTOAHUE
aBTOpM3aLUK "[Bepb oTKpbITa" (9)

[Bepb ocTaBneHa oTKpbiTon |12 GID npoxoga, Homep ABepu

CuuTbiBaTeNb MNOKa3blBaeT, 13 Anpec cuuTtbiBaTens

uTO 4OCTYN paspeLleH

CuunTbiBaTeNb NOKa3blBaeT, 14 Appec cuuTbiBaTenA

yTO 4OCTYN 3anpeLeH

BpemeHHasa mogenb akTuBHa | 15 HacTpoeHHana BpeMeHHaA MOAenb

Tamnep cuuTbiBaTENA 16 Aapec cuutbiBatens

Tamnep AMC 17

Tamnep nnatbl Bxoaa/ 18

BbIXo4a

Cbo# nuTaHusa 19 Tonbko ansa AMC, paboTatowiero ot batapeu
MWTaHWe BKMOUEHO 20 Tonbko ans AMC, paboTatouiero ot batapeu
CBA3b C XOCTOM B nopAake 21

CBA3b C XOCTOM pasopBaHa |22
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CoobuieHune oT cuuTbiBaTena |23 Appec cuutbiBaTenA

CoobuieHure ot LAC 24 Homep nnatbl

KoHTponb KapT 25 | Agpec cuuTtbiBatens, yHKLUWUA yNpaBneHua uepes KapTy.

HacTtpoiika BbixonoB

Kpome HasHaueHus CUrHanoB ¢ MoaenaMu ABepen Unu ¢ otTaenbHbIM Ha3HAUYEHUEeM MOXHO
onpenennTb YCNOBWSA ANA BbIXOA0OB, KOTOPbIE elle He HasHaueHbl. [pX BbIMONMHEHUU TaKUX
YCNOBWW aKTUBUPYETCHA BbIXOAHOW CUIHAN B COOTBETCTBUM C 3alaHHbIM NapamMeTpoM.
HeobxoanMo peLlnTb, Kakoe cobbiTUe DyaeT nepekntoyaTb JaHHbIM cUrHan. B otnnuune ot
CUTHaNoB, KOTOPbIe MOXHO Ha3HaUUTb KOHKPETHOW MOAEeNu ABepen, ee ABEPAM U
CUMTbIBATENSAM, B 3TOM Cllyyae MOXKHO MCMONb30BaTb CUTHalbl BCEX YCTPOWCTB M YCTAHOBOK,
noakntoueHHbix K AMC.

Ecnu, HanpuMep, ONTUUECKWUM, aKyCTUUECKUIM CUTHAN UNK CoobLLeHne ANA BHELLIHEro
YCTPONCTBA HEOOXOAWMO MHULMUPOBATb CUrHanaMu Bxoga KopoTkoe 3aMmbiKkaHUe Ha BXoge
Tamnepa v [iBepb OoTKpbITa 6€3 aBTOpU3aL MK, TO BXO UK BXOAbl, KOTOPbie MOTYT ObITb
paccMOTpEeHbl, Ha3HAYaTCA COOTBETCTBYIOLLEMY BbIXOAY.

Mpumep, B KOTOPOM B KaXKgoM criyyae Obin BbiOpaH TONbKO OAWH KOHTAKT:

E xit ﬁ | Operandl | D'ezcription | Farami | Faram1z2 |
04 Input short cir... 00, AMC, AMC 4052 I, 07, ARC 44002
! 0R Droor opened .. (Ea, Timernarm SO e
Mpumep cO BCEMU KOHTAKTaMMU:
E «it \,‘j Operandl Drezcription Faram11 Fararml2
04 [riput ghort circuit tamper 00, AMC, AMC 44052 I, 07, AT 44052
04 R [nput ghort circuit tamper 00, AMC, AMC 4-4-2 I, 02, AMC 4402
04 0R [nput ghort circuit tamper 00, ARC, AMC 4-4-2 I, 03, AMC 4-405-2
04 oR [nput shart circuit tamper 00, AT, AME 4-07-2 I, 04, AT 4072
04 R Iriput ghort circuit tamper 00, AMC, AMC 44052 I, 05, AT 44052
04 oA Iriput ghort circuit tamper 00, AMC, AMC 44052 I, OB, AT 44052
04 0R [nput ghort circuit tamper 00, AMC, AMC 4-4-2 I, 07, &AM 4-40-2
04 0R [nput ghort circuit tamper 00, AMC, AMC 4452 I, 08, AMEC 4-404-2
04 oR Daar opened unautharized 0&a, Timemgm
04 R Door opened unauthornized 03a, Entrance B:B REVDOOR, Revolving Door

MpuMep ¢ BbIOpaHHbIMWU KOHTAKTaMMU:
Ecnu HaxKkaTb »| UMK YAANUTb HEHYXXHble KOHTAKTbl MOCNe Ha3HaueHWs BCeX KOHTaKTOB, ANA
Ka)KQoro KOHTaKTa CO3[aeTca ofHa 3amnuchb:

E xit ﬂ | Operandi | Drezcription | Farami | Farami 2

04 [mput short circuit tarmper 00, AMC, AMC 44042 In, 01, ARMC 4002

04 0R [mput short circuit tamper 00, ARC, AMC 4442 In, 03, AMC 402

n4 aR [rput zhort circuit tamper 00, AMC, AMC 34002 In, 05, AMC 4-40/-2

n4 1R [mput short circuit tamper 00, AMC, AMC 44842 In, OB, AMC 402

04 0R Door opened unauthorized (Ea, Timemngm

04 R Door opened unauthorized 03a, Entrance BB REVDOOR, Revolving Door

[nA HeCKONbKKUX BbIXOAHbIX CUFHANOB MOXHO 3a/iaTb OAMHAKOBbIE YCIOBUSA, ECNK, HANPUMep,
KpOMe OMNTUYECKOro CMrHana TakxXe HY»XeH akycTuueckni. OQHOBpPEeMEeHHO crneayeTt oTnpaBuTb
coolLlleHre anA BHELIHEero yCTponcTea:
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E wit f",u D perandl D ezcription Faraml1 Faramil2

04 Input ghort circuit tamper 00, AMC, AMC 4-405-2 I, 07, ARC 4002
04 OR Input ghort circuit tamper 00, ARC, AMC 4402 Ir, 02, AT 42
04 QR Input ghort circuit tamper 00, AMC, AMC 44042 Ik, 03, AT 4002
04 0R [nput shaort circuit tamper 00, AMC, AMC 44042 I, 04, ARC 44042
04 OR [nput ghort circuit tamper 00, AMC, AMC 44042 I, 05, AT 42
04 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ik, OB, AT 4-af-2
04 OF Input ghort circuit tamper 00, AR C, AMC 442 I, 07, AT 42
04 OR Input shart circuit tamper 00, ARC, AT 40002 I, 08, AT 452
04 R Door opened unauthorized 0Ea, Timerngrm o Ml

04 OR Door opened unauthorized (3a. Entrance B:B REVDOOR, Revalving Door
& Input ghort circuit tamper 00, AMC, AMC 44042 Ik, 07, ARC 4002
06 R [nput ghort circuit tamper 00, ARC, AMC 442 Ir, 02, AT 42
] R Input ghort circuit tamper 00, AMC, AMC 44042 Ir, 03, AT 42
& R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ir, 04, AR 4002
] OR [nput ghort circuit tamper 00, ARC, AMC 442 I, 05, AT 42
& R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ir, OB, ARC 4-0f-2
& 0R [nput shaort circuit tamper 00, AMC, AMC 44042 I, OF, ARC 44042
& OR Input ghort circuit tamper 00, AMC, AMC 44842 I, 08, AT 42
& R Door opened unauthorized 0&a, Timerngrm L |1

a7y Input ghort circuit tamper 00, AR C, AMC 442 I, 07, ARC 42
7 R Input ghort circuit tamper 00, AMC, AMC 44042 I, 02, AT 42
a7 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 I, 03, AT 402
a7 OR Input ghort circuit tamper 00, ARC, AMC 442 [, 04, AT 42
07 R Input ghort circuit tamper 00, AMC, AMC 4-404-2 Ik, 05, AT 4-0f-2
a7 OF [nput ghort circuit tamper 00, ARC, AMC 442 Ir, 0B, AT 42
7 R [nput ghort circuit tamper 00, AMC, AMC 44852 I, 07, AT 42

CrMCOK BCEX CYLLECTBYHOLLMX COCTOAHUI CO 3HAUEHWUAMM MO YMONMUAHUIO ANA NapameTpoBs

11/21 1 12/22:
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D ezcription Fararnl1 Farar 2

Input activated 00, AMC, AMC 442 |n, 01, AMC 442
Irput rormal 00, AMC, AMC 4520 In, 07, AME 402
[rput shart cincuit tamper 00, AMC, AMC 42 In, 01, AMC 42
lrput open tamper 00, AMC, AMC 4020 n, 07, AME 402
Input enabled 00, AMC, AMC 442 |n, 01, AMC 442
Imput dizabled 00, AMC, AMC 42 In, 07, AMC 4-4/-2
Olutput zet 00, AMC, AMC 442 Out, 07, AMC 4052
Output reset a0, AMC, AMC 45042 Out, 01, AMC 44042
D'oor open 0Ba, Timemagm £ M s

Door cloged 0Ba, Timerngrn £ M s

Dioor opened unauthorised 06a, Timemagmm £ s

Dioor left open 0Ba, Timermngrn £ M s
Feader shows access granted Thi-Reader [M
Reader shows acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T amper reader Th-Reader IM

T amper AMC

Tamper [0 board 00, AMC, AMC 4402
Poweer fail

Fower good

Host communication ok
Hast communication down

OnpeneneHuWe CUrHaNoOB Ha BKNagke «TepMUHanbi»

Ha Bknagke TepMuUHanbl yKa3aHO Ha3dHaueHne KoHTakTtoB B AMC unun AMC-EXT. lNMocne
CO3[aH1A MPOXOAOB yKa3blBaltOTCA HAa3HAUEHWA CUTHANOB B COOTBETCTBMMU C BbIOpaHHOM
MOZAENbIO ABEPEN.

Ha Bknagke TepMuHanbl KOHTPOANEpPa UAKW NAaT PACLLUMPEHUA HENb3A BHECTU USMEHEHMA.
MpaBKK BO3MOXHbI TOMbKO Ha BKMaKe TEPMUHANOB CTPaHMWLbl npoxoaa. NoaToMy HacTpPOMKHM
TepMHUHana otobpaxarTca Ha cepoMm doHe. [Tpoxoabl, KOTOpble OTODPaXKatTCA KPaCHbIM
LIBETOM, YKa3blBatOT KOHHUIypaL MU COOTBETCTBYHOLLMX BbIXOAHbIX CUTHAMNOB.
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AMC 4-H4| Irpuats I Outputy ~ Terminalz

Signal allozation of AC 4-84" with 12 zignal pairing

Board T.. | entrance [nput zignal entrance Output zignal
aMC 4-R4 01 DM 0la Dioor contact Dk 01a Releaze door
AMC 4-R4 nz

AMC 4-R4 03

AMC 4-R4 04

AT 4-R4 3]

AMC 4-R4 1]

AMC 4-R4 07

AMC 4-R4 na

BPR HI 1]

BFFR HI nz2

BFF HI-1 1]

BFR HI-1 nz

J | i
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14 Hactpouka DTLS ana 6e3onacHoOu cBA3M

BBepeHue

Cuctema ynpaBneHus goctynom (ACS) obecneunBaeT BbICOKYO 6€30MacHOCTb CBA3KM MeXAay
yCTpOWCTBaMM, 3awymiieHHyto DTLS. CyliecTByeT fBa OCHOBHbIX cnocoba pa3BepTbiBaHUA
npotokona ceasu DTLS mexay yCTpOMCTBAMU B CUCTEME YNpaBneHnsa AOCTYNOM:
Pa3BepTbiBaHUe «CcBepXy-BHU3» (T) BbINONHAETCA B peAaKTope YCTPOUCTB B CUCTEME
ynpaBneHna 4OCTYNoOM.

Pa3BepTbiBaHUe «CHU3Y-BBepX» (B) BbinonHAeTcA rnaBHbiM obpasom B cpeactee
AMCIPConfig, ogHako onAa 3aBeplleHuA npolecca TpebyeTcsa peaakTop YCTPOWCTB.

= § DMS
El'iﬂ MAC
=52 AMC 4-R4-1
B .r'" DM 01a-1
@ Door-1 ol L.
&9 LCTSLK-1 = - ——
‘Té\ lCTSl.-1 _ File Devices Help
B2 AMC 4-R4-2 L.
& -4g® DM 01a-2 T — B S Readl N
m Door-2 " m = = State > Name MAC address
= I-BPR-1 SR
&a |I-BPR-2 e L. [=] AMC-DS-4R4 00-1B-86-00-90
52 AMC 4-R4-3 —=3- b
=-+g® DM 01a-3 T
[@ Door-3
=2 HADP-1
a3 HADP-2

—  PasBepTbiBaHWe «CBepXy-BHU3» (T) MOXKHO BbIMONHUTb ABYMS anbTepPHaTUBHbIMU
cnocobamu B peflakTope YyCTPOUCTB:
—  MCMonb3yA OAWMH Naponb CBA3K ¢ ycTporcTteoMm (DCP) Ha ypoBHe DMS ans Bcex
ycTpowncte AMC;
—  MCnonb3yAa Heckonbko naponewn DCP gna pa3nunuHbix BETBEW AepeBa YCTPOWCTB,
HauMHaA C COOTBETCTBYHOLWMX KOHTponnepoB MAC vunn AMC.
—  PasBepTbiBaHWe «CHU3Y-BBEPX» (B) MOXHO MHULKMMPOBATb ABYMSA anbTepHaTUBHbIMU
cnocobamu B cpeactee AMCIPConfig:
- Mcnonb3ys annapaTHbli Kntou AMC;
—  MCnonb3yA cnyyanHblM kKnou XXK-gucnnes.

3ameuaHue!

Mpu pa3BepTbiBaHWM «CHU3Y-BBEPX» MO-NpexXHeMy TpebyeTcsa HacTporka naponsa DCP B
pefakTope yCTPOMUCTB.

PasBepTbiBaHWE «CHU3Y-BBEPX» MNO3BONAET yCTaHOBUTb Naponb DCP Ha ycTtponctee AMC. Tem
He MeHee, HeobX0QMMO HACTPOUTb OAMH M TOT Xe naponb DCP B Tom e AMC B penakTtope
YCTPOMCTB, uTobObl 06ecneunTb NOMHOLEHHYIO CBA3b Mexay KoHTponnepom MAC n AMC no
npotokony DTLS.
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CBopakKa BapvMaHTOB pa3BepTbiBaHuA DTLS

KpaTkoe Ha3BaHue

Mpeumywecrea

HepocTtaTku

CBepxy- | CUCTEMHbIM afMHUHUCTPATOP B bbicTpoe, npocToe Bo Bpemsa nepepauu
BHU3 pepakTope yCTpOMCTB BBOOAMT pasBepTbiBaHUE. rMaBHOTO KMAkoua Ha
HaaeXHblM naponb. U3 atoro KOHTpOnnepbl ABEPeEN
naponsa cuctema cosgaet AMC cBA3b YCTPOWCTB
rnaBHbIA KNOUY, KOTOPbIM OHa He 3almLlaeTcsa
rnepefaeTt cCBepxy BHM3 Mo gepeBy npotokonom DTLS.
YCTPOWCTB yrnpaBneHusa 4OCTYynoM,
oT DMS uepes koHTponnepbl MAC
[0 KOHTponnepoB aBepen AMC.
MO>XHO yCTaHOBUTb OAWH Naponb
ONA BCero gepeBa yCTPOMCTB UMK
pasHble Naponv ANns KaXKaown
BETBW iepeBa YyCTPOWUCTB.
CHU3y- CUCTEMHbIM aiMUHUCTPATOP YnyuweHHoe Bo Bpemsa ycTaHOBKM
BBEepX C MUCMONb3yeT CPEACTBO pasgenbHoe naponsa DCP Ha
nomotubto | AMCIPConfig, utobbl BbIMONHWUTE | 06Cny>KMBaHUE U kKoHTponnepe AMC ¢
annapatH | pa3BepTbiBaHue DTLS Ha ypoBHe |ruvbkocTb nomoLbto cpeacrea
oro KoHTponnepos Asepen AMC. pa3BepTbiBaHUA. IPConfig HeobxogmMmo
Knoua obecneunTb
AMC STOT MeTo[ NO3BONAET | 3alUULLEHHOE
n3bexaTb OCHOBHbIX | MOAKMOUEHHNE
He[oCTaTKoB apyrumun cnocobamu.
pa3BepTbiBaHUA Hanpuwmep,
«CBEPXY-BHU3», a nogkntoumte AMC
MMEHHO pPa3oBoe HEenocpeacTBEHHO K
HesalluLLeHHoe KOMMbOTEPY, Ha
NnoaKntoueHune KOTOPOM 3anyLieHo
rMaBHOrO KMtoua. cpeacTBo IPConfig.
Tem He MeHee, nNpu
yCTaHOBKe napons 3agaHHble B cpeacTee
DCP Heobxognmo, IPConfig naponu DCP
yTtoObl MOAKNOUEHWE | TaKXe Heobxoanmo
MeXxay cpeacTBoOMm HACTPOWUTb Ha TOM Xe
AMCIPConfig u AMC c nomoLbto
KoHTponnepom AMC penakTopa yCTPOMUCTB.
Obl/10 3aLMLLEHHbIM.
CHu3y- YnyulweHHoe Bonee cnoxxHoe “
BBEepX C pasgenbHoe NPOAOMKNUTENBbHOE
MOMOLLbIO obcnyxunBaHue u pa3BepTbiBaHHE.
cnyyauHoO rmbkocTb Heobxognmo
ro Knwua pa3BepTbiBaHUA. nepeHecTtun 27-
XKK- Bbicouanimm CUMBOJbHbIW KNtOY
aucnnen cTaHgapT KK-oucnnesa B

6e3onacHOCTH, Tak
Kak kntou XK-gucnnes

cpencTBo IPConfig c
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14.1

KpaTkoe Ha3BaHue Mpeumywecrea Hepocrtatku

HEe nepenaeTcAa yepe3 | NOMOLbKO HE

ceTb; a Nepegava CBA3aHHbIX C CETbIO
YUETHbIX AaHHbIX CpeacTs.
3alumiaeTca

MOCTOAHHO.

MoapobHble cBeAeHUA U MHCTPYKLMK NpUBeAeHbl B CNedyoLlnX pasaenax AaHHOW rnaBbl.

TepmuHonorusa nportokona DTLS

DCP (naponb cBA3u c ycTpolcTBoM) OAWH HafeXHbIM Naponb, U3 KOTOPOro cuctema

ynpasnexHua goctynom (ACS) co3gaeTt BHYTPEHHUI
rnaBHbIM KNtou. Maponb HEOOX0AUMO 3alUUTUTb, TaK Kak
OH He coxpaHsaeTca B ACS.

[naBHbIW KNtOY Kopa, cospaHHbIM cuctemon n3 napona DCP u

MCNoNb3yeMbli ANA 3aLKTbl YCTPOWCTB ynpaBneHua
[oCTyrnoMm. [MaBHbIX KNoU He oTobpaxaeTcs
nonb3oBarensam.

CnyuanHbii knou XK-gucnnes BpemeHHbIM DykBeHHO-LM(POBOM Ko, KoTopbih AMC

CO3[a€eT 3aHOBO NPU Kaxkaow 3arpyske. Knou moxet
OblTb OTODpPaXKeH Ha XXUOKOKPUCTANNMUECKUX AUCTINeAX
(PKK-oucnneax) AMC 1 MOXeT 3anpaluuBaTtbCcsa
nporpaMmMHbIMKU CpeacTBaMu ANA ayTeHTUUKALUK
CceTeBblX COeAUHEHUN.

AnnapatHbii kntou AMC. BHYTpeHHUI Ko NPOBEPKKU NOANUHHOCTU, KoTopbin AMC

CcO3[aeT Ha OCHOBe onpeneneHHblX NnapamMeTpoB
O60pyIJ,OBaHVIF|. OH He OTOGpa)KaeTCH nonb3oBaTenAam.

PasBepTbiBaHue npotokona DTLS cBepxy-BHU3

MNMpepaBapuTenbHble TpeboBaHUA

AMS 4.0 unu BIS-ACE 4.9.1 (unv bonee no3gHAA BepcuA).

[epeBo ycTpoHncTB ynpaBneHua goctynom or DMS o koHTponnepoB AMC u3nyecku
HACTPOEHO U NOAKMIUEHO K CeTU, HO KOHTponnepbl AMC He BKNtoueHbl. «BkntoueHo»
O3Hauaer, uTo hnaxku KoHTponnepos AMC CBA3b C XOCTOM BKNIOUEHA YCTAaHOBMNEHbI.

DTLS eule He HacTpoeH Ha AMC ogHMM M3 METOOOB «CHU3Y-BBEPX» C MOMOLLbIO CPEeACTBa
IPConfig.

Mpoueaypa: oauH naponb DCP gnAa Bcex

1.

3aI'IyCTVITe penaxkTop yCTpOPICTB B CUCTEME ynpaBneHnAa AOoCTyrnom.

=

naBHoe MeHto AMS > KoHdhurypauua > [laHHble YCTPOHUCTB > [lepeBO yCTPOMNCTB
OT0OpasunTcA AManoroBoe OKHO C NMpUrnalleHUeM BBECTU HaEXHbIM Naporb CBA3MU C
yctporicteom (DCP).

Utobbl 3agaTb oanH naponb DCP ana Bcex koHTponnepos AMC B oepeBe yCTPOMCTB,
BBeAMUTE U NOATBEPAUTE HALEXKHbIM NapO/b, COOTBETCTBYIOLWKM NOKANbHbIM NOMUTUKAM
naponew.
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— B 3aBMCMMOCTHM OT 3HTPOMKUMU MNapOnsA B AUANIOFOBOM OKHe NOABNAETCA coobueHre o
HaZeXXHOCTM NaponA.

3. 3anomMHuTe Naponb, Tak Kak OH He COXPaHAETCA B CMCTeMe yrpaBneHuUA AOCTYMOM.

4. Haxmute kHonky OK, uTobbl 3aKpbITb A4MAN0OroBoOe OKHO.

AnbTepHaTUBHaA nNpoueaypa: Heckonbko naponei DCP gna pasnuuHbiX BeTBel Aepesa
YCTPOWUCTB
1. 3anyctuTe peaakTop YCTPOWCTB B CUCTEME yNpaBneHWs AOCTYMOM.

— [naBHoe meHo AMS > KoHdwmrypauusa > [laHHble YCTPOUCTB > [lepeBo yCTPOMNCTB
—  OTobpasutcsa AnanoroBoe OKHO C NpUrialleHnemM BBECTU HaAeXHbIW Naponb CBA3U C

yctponcteom (DCP).

2.  HaxmuTe KHOonNKy OTMeHa, uTobbl HacTPOUTb pasHble DCP B pa3nuuHbixX BeTBAX AepeBa
ycTponcTts (KoHTponnepos Mac u AMC).

—  Bo BcnnbiBatowemM AManoroBoM okHe oTobparkaeTcs KonMuecTBo KoHTponnepos AMC, He
umetowwmnx naponen DCP, B cucteme.

—  [lepeBo yCTPOWCTB MOXHO OTKPbITb B peaKTope YyCTPOMWCTB.

3. PasBepHuTe AepeBO yCTpoWCTB U BbibepuTe koHTponnep MAC vnu AMC, ona Kotoporo
TpebyeTtca 3agaTb naponb DCP.

- Mpu yctaHoBKe naponAa DCP Ha ypoBHe kKoHTponnepa MAC oH 3apaeTtca ona Bcex
NOAYMHEHHbIX KOHTponnepoB AMC koHTponnepa MAC.

—  [pwu yctaHoBke napona DCP Ha ypoBHe KoHTponnepa AMC oH 3agaeTtca ToNbKo AnsA
YKa3aHHOro KoHTponnepa.

4. HaxmuTe KHOMKY C MHorotounem -l pAgom ¢ TekctosbiM nonem Maponb cBaAsu ¢
yCTpOMACTBOM:

5. BBeguTe v NoATBEpPAMTE HALEXHbIM Napob, COOTBETCTBYIOLMM NOKANbHbIM NONUTUKAM
naponemn.

6. 3anuwuTte Naponb U BETBb, K KOTOPbIM OH MPUMEHAETCA, MOCKOMNbKY OH HE COXPaHAETCA B
ACS.

7. TloBTopuTe 3Ty Npoueaypy AnA Kaxaoro koHTponnepa MAC vnu AMC, ona KoToporo
HeobXOAMMO YCTaHOBWTb OTAENbHbIM Naponb DCP.

8. Haxmute kHonky OK, uTobbl 3aKpbITb AMANOroBOE OKHO.

Pe3ynbTaT pasBepTbiBaHUA «CBEPXY-BHU3»

Cuctema ynpaBneHusa A0CTYyNOM UCMNOMb3yeT OAUH UMK HecKonbko naponen DCP, utobbl
cos3aaBaTb BHYTpPeHHUWe KNtouun ana Bcex koHTponnepoB AMC B BbibpaHHo DMS unu MAC.
ATy npoueaypy HeobxoaAnMo NOBTOPATb, TONbKO €CNUW BMOCNeACTBUU MeHsieTcA naponb DCP Ha
OOHOM WK HECKONbKUX KoHTponnepax AMC ¢ nomouibto cpeactesa AMCIPConfig (cm.
pasBepTbiBaHWE «CHU3Y-BBEpPX»). B aTOM cnyyae cnenyeTr HeMeaneHHO YCTAaHOBUTL TOT XKe
camblv naponb DCP cBepxy-BHW3 B TOM Xe B pegaktope yctponcts AMC.

Ecnu Bnocneactemu yctporcta byayT 4obaBnATbCA B 4epeBO YCTPOMCTB, @ UMEHHO B
nogunHeHHble DMS 1 MAC, ons KOTOpbIX yXe ycTaHoBneHbl napony DCP, HoBble yCTponcTBa
OyaoyT aBTOMaTMUECKK HacneaoBaTb YCTaHOBMNEHHbIW Naponb DCP OT BblWecToALWMX YCTPOMUCTB.
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15
15.1

HacTtpouka BxonooB
Bxoabl — BBOAHbIE cBeAEHUA

TepmuH MNMpoxon 0O3HauaeT BECb MEXAHW3M KOHTPONA AOCTyna B TOUKE BXoAa.

INEeMEeHTbl CUCTEMbI KOHTPONA MPOXOAOB BKMIOYAIOT Cneaytollee:

- CuuTtbiBaTenu goctyna: ot 1 o 4

—  Heku# bapbep, Hanpumep ABepPb, TYPHUKET, NOBYLIKA UMK Wnarbaym.

- Tpoueaypa goctyna, onpeaensaemMas npeaBapuTenbHO 3adaHHbIMK MOCNEeA0BaTeNbHOCTAMM
3MEKTPOHHbIX CUIHANOB, KOTOPbIE NepeaatoTca Mexzay anemeHTamu obopynoBaHuUs.

Mogenb aBepu — 370 WabnoH AnAa onpeaeneHHoro Tuna npoxoga. OHa onucbiBaeT
UMeloLMeca aNeMeHTbl Bepyr (UMCNO U TUN CUMTbiBaTeNen, TN ABepu Unu bapbepa U T. 4.) U
Bbl3blBaeT MPUMEHEHWE ONMpeaeneHHOro npoLecca KOHTPOA A0CTyna C UCNoNb30BaHUEM
nocnenoBaTtenbHOCTEN NpeaBapuUTeNibHO OnpeaeneHHblX CUrHanoB.

Mogenu aBepei 3HaUMTENbHO YNPOLLAKT HACTPOMKY CUCTEMbI KOHTPONSA AOCTyNa.

Mopenb gBepu 1 | MpocTtas unu obbluHas ABEPb

Mogenb aBepu 3 | [1BYCTOPOHHUWI TYPHUKET ANA BXO[a U Bbixoaa

Mopenb aoBepu 5 | Bbe3a/Bble3a C aBTOCTOAHKMU

Mopenb aBepu 6 | BXoaHble/BbIXOAHblE CUUTbIBATENM yueTa pabouero BpeMeHu

Mopenb aBepu 7 | YnpaBneHue nudTom

Mopenb oBepu 9 Bapbep T1Na Lunar6ayMa Onsa aBToMoOUNeN M OTKaTHbIE LWNHO3HbIE BOpOTa

Mogenb asepu 10 | MpocTas ABepb C NOCTAaHOBKOW Ha OXpaHy/CHATUEM C oXpaHbl IDS

Mopenb aBepu 14 | MpocTas ABepb C MOCTAHOBKOM Ha OXpaHy/CHATUEM C oxpaHbl IDS 1
cneuunanbHbIMKW NpaBamMu AOCTyNa

Mogenb aBepu 15 | HezaBUCUMbIe BXOAHbIE U BbIXOAHbIE CUTHANbI

- Mopenv aBepen 1, 3, 5, 9 1 10 BKIOUAOT BO3MOXHOCTb UCMOMb30BaHWA AOMONHUTENbHbIX
CUMTbIBATENEW KapT HA CTOPOHE BXOAa UK BbIXoaa.

—  JlokanbHbIM KOHTPONMEp A0CTyna, UCNonb3yembii B moaenu asepuy 05 (napkoska) unu 07
(NUT) HEBO3MOXKHO OLHOBPEMEHHO UCMOMNb30BaTh C APYroM MOAENbIO ABEPH.

—  Ecnv npoxof HacTpoeH ¢ UCNoNb30BaHWUEM MOAENU ABEPU U COXPAHEH, MOMEHATb MOAEeNb
OBepU Ha apyryto He yaactca. Ecnu TpebyeTca Mcnonb3oBaTtb ApYryto Moaenb ABEPH,
cnegyeT yaanuTb NPOXOA U HACTPOUTb €ro C APYrMMu napaMeTpamu C HynA.

HekoTopble Mmofenu aBeper MMetoT BapuaHThl (a, b, ¢, r) co cneayroLlMMKU XapaKTepUcTUKamu:

a BXOAHbl€ U BbIXOOHbIE CUMTbIBATENM

b BXOQHOW CUMTbIBATENb U KHOMKA 3anpoca Ha BbiXo[

c BxoaHow UINW BbixogHOM cunTbiBaTeNnb (He oba — 370 Obin Obl BapuaHT a)

r (Tonbko gnAa mopenu aAsepu 1) OAWH CUUTbIBATENb UCKMIOUMTENBHO ANA perucTpaLmum
nuy, B Touke cbopa, HanpumMep B criyyae 3BaKyaluu. dTa Moaenb ABepen He
npegycmatpuBaeTt hmusmueckoro bapbepa.

KHonka OK gnA 3aBeplleHMA KOHUTypaLuu CTaHOBUTCA aKTUBHOM TOMNbKO Mocne BBoAA BCeX
HeobXooMMbIX 3HaueHWn. Hanpumep, onsa moaenen asepen BapraHTa (a) HeobxoamMmo
HACTPOMWTb BXOAHbIE U BbIXOAHbIE CUMTbIBATENMW. [JaHHbIE 3aMUCKH MOXHO COXPaHWUTb HE paHblle,
uem byaeT BbibpaH TUM «a» AnA 0bOMX cunTbiBaTENen.
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15.2

Co3paHue npoxonos

Cnu1coK AOCTYMHbIX ANA BbiDOpa cunTbiBaTenei dyaer aganTMpoBaH B 3aBUCMMOCTU OT
BbIODpPaHHOIo TMNA KOHTPOnnepa.

— [Onsa tunoB AMC 4W focTynHbl ToNbKo cunTbiBaTeny Wiegand ¢ knaBuatypow u 6es.

—  Onsa tvna AMC 4R4 gocTynHbl cuMTbiBaTeNU U3 cneaytollen Tabnuubl. He ucnonbsymnte

MPOTOKO/bl PAa3HbIX TUNOB HAa OAHOM KOHTpOnNNepe.

UmAa cuutbiBaTens

MpoTtokon
Wiegand

MpoTokon
BPR(*)

MpoTokon I-
BPR

MpoTtokon
HADP

MpoTokon
OSDP

WIE1

X

WIE1K (knaBuatypa)

X

BPR MF

BPR MF (knaBuaTtypa)

BPR LE

BPR LE (knaBuatypa)

BPR HI

BPR HI (knaBuatypa)

TA40 LE

TB15 HI1

TB30 LE

X | X | X | X | X | X | X | X]| X

INTUS 1600

[-BPR

I-BPR K (knaBuatypa)

DT 7020

X | X | X | X

OSDP

OSDP K (knaBuatypa)

OSDP KD (c
KnaBMWaTypou M
gucnneem)

HADP

HADP K (knaBuatypa)

HADP KD (c
KrnaBuMaTypom u
aucnneem)

RKL 55 (c knaBuatypow
W gucnneem)

RK40 (knaBuatypa)

R15
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R30

R40

RK40

RKL55

X | X | X | X

(*) NMpoTtokon BPR ycTapen v ykasaH 3[1eCb TONbKO A/ COBMECTUMOCTH.
Mpu ncnonb3oBaHun cuntbiBaTtena OSDP nuanorosoe okHO DyaeT BbIrMAAETb CMEAYHOLWUM
obpasom:

+ x 4 [\/ Apply ] [X Discard ]
=) Connection servers
=g ACIKO052UN2 Device data | Device type assignment

' IR EE |, w2

E""fl?ﬂ DMS OSDP K |0pﬁon5 I Door cortral I Additional settings | Offine locking system I Key cabinet I Cards |
E@ MAC
- AMC 4-R4-1 )

& MM DMota-2 Name : [0SDP K-1
Descrption: [QSDP K P
£ AMC 4-Re-2 -

=] TMO01e-1*

Division: ICommon LI
Type: |0SDP K |

Activate encryption: [

3awuweHHoe nogknueHue uepes OSDP

Mo ymonuaHuto chnaxkok BknounTb wndpoBaHue CHAT. YCTAaHOBUTE €ro, eCciiv UCrnonb3yeTe
cuuTbiBaTenu c nogaep)xkon OSDPv2 secure.

Ecnu BnocneactBMM Bbl OTKOUKUTE LUMPPOBaHUE, CHAB hNaXkoK, BbIMONHUTE cOpocC
CUMTbIBaTENA B COOTBETCTBUU C MHCTPYKLMAMU NPOU3BOAUTENA.

B kauecTtBe AononHUTENbHOM Mepbl 6e30nacHOCTU NpuY NOON NoMNbITKE 3aMEHUTb
HaCTpPOeHHbIM cunTbiBaTenb OSDP gpyrum cuntbiBatenem OSDP B cucteme ynpaBneHun
OOCTYNoOM reHepupyetca Tpesora. Oneparop MoXeT NoATBEPAUTb TPEBOTY B KNUEHTE U
OAHOBPEMEHHO NPEeAOCTaBUTb pa3peLLeHUe Ha 3aMeHY.

CoobuieHune Tpeorv: OTkasaHo B 3ameHe OSDP cuutbiBaTtens

KomaHaa: Paspewuntb 3ameHy OSDP cuutbiBatens

[ocTynHbl cneaytolwme Tunbl cumTbiBatenen OSDP:

OSDP CraHpapTHbIM cumTbiBaTenb OSDP
OSDP Keyb CuutbiBaTenb OSDP ¢ knaBuaTypo#
OSDP Keyb+Disp CuutbiBaTenb OSDP ¢ knaBMaTypoM 1 gucnneem

Cnepytowme cuntbiBatenu OSDP Obinuv NpoTecTUPOBaHbI:

OSDPv1 — HebesonacHbiM | LECTUS duo 3000 C — MIFARE classic
pexum LECTUS duo 3000 CK — MIFARE classic
LECTUS duo 3000 E — MIFARE Desfire EV1
LECTUS duo 3000 EK — MIFARE Desfire EV1
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OSDPv2 — HebesonacHbin | LECTUS secure 2000 RO
M 6e3onacHbIM pexmmbl LECTUS secure 4000 RO
LECTUS secure 5000 RO

3ameuaHue!

Ha uTto cnegyet obpaTuTb BHUMaHWe Npu pabote ¢ OSDP

He ucnonb3ynte pasnuuHble NMHEWKW NPOAYKTOB oAHoBpeMeHHO (Hanpumep LECTUS duo u
LECTUS secure) Ha ogHou winHe OSDP.

[nAa 3alwmndpoBaHHOM Nepefauun faHHbix B cunTbiBatenbs OSDP cosgaeTca v ncnonb3yetca
crneuuanbHbIM KNtou. YbeguTech, UTo CyLLECTBYET caenaHHas [OMKHbIM obpasom pesepBHas
KOMWA CUCTEMBI.

XpaHuTe kntoun B 6esonacHocTh. BoccTaHOBUTbL MOTEPAHHbIE KNHOUM HEBO3MOXHO; B Clyyae
yTePU KNoUer MOXKHO TONbKO COPOCUTL HACTPOMKK CUMTbIBATENA HA 3aBOACKUE YCTAHOBKMU.
B uenax 6e30nacHOCTH He UCNONb3yWTe OAHOBPEMEHHO 3allM(POBaHHbIe U
He3alndpoBaHHbIe peXXUMbl Ha ogHOM WKHe OSDP.

Ecnu Bbl AeakTMBMpPOBanu WK pPoBaHKe, CHAB pna)kok Ha Bknagke OSDP cuuTbiBatensa B
pefaKTope YyCTPOWCTB, BbIMONHWTE COPOC CUMTLIBATENA B COOTBETCTBUM C MHCTPYKLMUAMM
npousBoauTenA.

DM D1a l Terminals ]

Entrance name: | (015

Entrance dezcription: |Di 014

Location: 1Dut$ide

Led Lo

D estination: | Outzide

Divisian: JEommDﬂ J

MapameTtp Bo3moXkHble OnucaHue
3HaueHUA
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15.3

Uma npoxoaa

AndaBuUTHO-
ungposoe
3HaueHue, oT 1 go
16 cumBonos

B 3TOM AManoroBoM OKHe reHepupyeTcs
YHUKanbHOE MMsA NPoxoAa, OAHaKO Npu
HeobXoAMMOCTH onepaTop, HacTpauBatoLLMK
NPOXo[, MOXeT ero nepesanucarb.

OnucaHue npoxoaa andgaBuTHO- MpounsBonbHOE onWcaHue, KoTopoe byaet
umdpoBoe oTobpa)katbcA B cUCTEME.
3HaueHue: 0-255
CUMBO/OB

MectononoxxeHue MNMoban MmMeHoBaHHanA 30Ha (B COOTBETCTBUM C

onpeneneHHan 30Ha
(He napKoBKH)

onpeneneHMemM B cUCTeMe), e PacrnonoXeH
cuuTbIBaTENb.

3Ta UHpopMaLma ucnonb3yercs AnA
yrnpaBneHus nocnenoBaTenbHOCTbIO AOCTyna:
€C/NKY KTO-TO MbITaeTCA UCMOMNb30BaTb 3TOT
CuUWTbIBaTENb, OJHAKO OTCNEXMBaAEMOE
CUCTEMOW Pacrono)KeHne 3Toro yenoBeka
OTNMUaeTCA OT PACMONOXeHWA CUMTbiBaTeNA,
CUMTbIBATENb OTKAXET B [JOCTYMNe TaKoMy
nonb3oBarento.

MecTo Ha3HaueHunA

NMioban
onpeaeneHHan 3oHa
(He napkoBKH)

MmeHoBaHHas 30Ha (B COOTBETCTBUM C
onpefeneHMem B CUCTEME), K KOTOPOK
CcuuTbiBaTENb NPEAOCTaBNAET AOCTYM.

3Ta MHgopMaLusa Crnonb3yeTcs Ans
yrnpaBneHua NocnenoBaTe/ibHOCTbIO A4OCTyna:
€C/ NULO UCMONb3YeT 3TOT CUMThIBATE b,
MECTOMO/OXXEHHWE 3TOTo NuLa byaeT U3MEHeHOo
Ha 3HaueHve MecTo Ha3HAUeHHUA.

Bpemsa oxunpaHusa
pelleHun o gocryne or
BHELUHEW CUCTEMDI

KonuuecTtBo
[EeCATbIX CEKYHA

BpemsA, B TeueHWe KOTOPOro KOHTponnep
[OCTyMa OXKMAAET PeLleHUs OT BHELLHEWN
CUCTEMbBI UMK YCTPOMUCTBA, NOAKMHOUEHHOIO K
0OHOMY M3 BXOAOB.

MoppaspeneHue

[Togpasgenenue, K
KOTOpPOMY
OTHOCHKTCA
CuMTbIBaTEND.
3HaueHue no
YMONUaHUI —
Obuwee

MpuMeHAeTCA TONbKO B TOM CNyyae, ecinu
dyHKUMA MoapasaeneHuna NuLEeH3npoBaHa.

O6nacTtb ¢
NOCTAaHOBKOW Ha
oxpaHy

(Tonbko ansa mogenu
npoxona 14)

OpHa bykBa: oT A o
z

Mpoxoabl rpynnbl IDS 6yayT akTMBUpPOBATbLCA
BMECTE C aKTMBaLMeN cunTbiBaTenen obnacrtu.

HacTtpouka tepmuHanos AMC

[To cBOEMY COAEPKUMOMY M CTPYKTYpE 3Ta BKNafKa naeHtuuHa sknagke AMC TepmuHanbil.
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DM 01k Teminalz l

Signal allocation of ‘AT 4-B4' with 8 zignal pairng

i |T.. |entranu:e Input zighal entrance Output zignal
01 DM 0la Dioor contact Ok D14 Releaze door
02 DM 01b Door contact DM 01b Releaze door
03 DM Olb “Request to exit™._.
04
05
1]
07
0a

yrml Sem e e el e ] e el fee)

OfHaKo 3[4eCb MOXHO BHOCUTb MU3MEHEHUA B Ha3HaUEHWA CUrHanoB AN BblbpaHHOW Moaenu
npoxoaos. Ecnu aBakabl LWenKHYTb B cTonbuax BeixogHoi curHan vnv BxogHow curHan,
OTKPbIBAOTCA MOMA CO CMUCKaMMU.

DM 0le Teminalz l

Signal allocation of ‘AMC 4-FB4' with 3 zignal pairing

B. | e | entrance | Input signal | entrance Cutput zignal
0 M DMDa Dioor contact Ok 0 a Releaze door

0 02 DMOlb Door contact DM Db Release door
] "Request to exit"ﬂ

o 04 < not assigned
0 05 Hequest to ex
0 06 Bolt sensor

o o7 Pazzaqe locked
0 e Sabotage

Kpome Toro, MoXHO co3gaTtb 4ONONHUTENbHbIE CUTHANbI ANA COOTBETCTBYIOLLMX NPOXOA0B. Ecnu
ABaXXObl LWWENMKHYTb MYCTYKO CTPOKY, OTKPbIBAE€TCA noaxogAilee none co CrnMcKom:

DM 0lb  Teminalz l

Signal allocation of ‘AT 4-F4' with 8 zignal pairiing

B.. | e | entrance | [nput zignal | entrance Output zignal

0 0 DMOla Cioor contact Dk D& Releaze door

0 02 DMOlb Door contact DM Ob Release door
0 03 DMOlb "Request to exit™.__

n o5

0 0s

n o7

o o8

HasHaueHua cMrHanoB, KOTOpble He MOAXOAAT ANA PeaaKTUPYyeMoro nNpoxoaa, AOCTYMNHbl TONbKO
ONA UTEHUA U UMELOT Cepblt POH. X MOXKHO peaakTMpoBaTh, TONbKO €CNu BbibpaH
COOTBETCTBYHOLLMKM Npoxon,.

Mono6HbIM cepbiit POH M NepeaHut NnaH bneaHoro LBeTa NPUMEHAITCA K 3an1CAM BbIXOAHbIX
CUrHanoB, NapaMeTpbl KOTOPbIX 3a4at0TcA Ha BKkNaake Bbixoabl koHTponnepa AMC.
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3ameuaHue!

Mons co cnMckamMu 3aBUCAT OT KOHTeKCTa He Ha 100 %, No3ToMy MOXHO BbIOpaTb CUrHaNbI,
KOTOpble B peanbHOM XWU3HKU He cpaboTatoT. MNpu fobaBNeHUM UNK yaaneHu CUrHanoB Ha
BKnagke TepMUHaNbl NPoOTECTUPYHTE UX, UTODObI YOEAUTLCA B UX NOTUUECKON U (hU3UUECKOM
COBMECTUMOCTH C MPOXOAOM.

HasHaueHue TepmuHanoB

Ona kaxgoro AMC 1 Kaxgoro npoxoga Ha Bknagke TepMUHanbl nepeuncnatoTca Bce 8

curHanoB ana AMC Ha 8 oTaenbHbIX CTpoKax. Hemcnonb3oBaHHbIE CUIHANbl MOMeUeHbl benbim

LLBETOM, @ MCNOMb30BaHHbIE — CUHWUM.

[aHHbIM CMUCOK MMEET CNeayHoLLyto CTPYKTYPY.

- Mnata: nopsagok Hymepauun AMC Wiegand Extension (0) unu nnatbl paclumpeHua sxona/
Bbixoga (1-3)

—  TepmuHan: Homep KoHTakTa Ha AMC (01-08) unu Ha nnate pacwuperua Wiegand (09-16)

- Tpoxoa: HasBaHMe Npoxoaa

—  BbIxopHOM CUrHan: Ha3BaHWe BbIXOAHOIO CUrHana

- TMpoxoa: Ha3BaHWe nNpoxoaa

— BxomHOM CUrHan: HasBaHWe BXOLHOrO CUrHana

AMC 4-F|4| Inputsl Outputs  Terminals |
Signal allocation of "AMC 4-Fd' with 12 zignal pairing
Board | T. | entrance | Input zighal entrance Output signal
AMC 4-R4 M Dk a Door contact Db 07 a Relzaze doar
AMC 4-R4 02
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-R4 06
AMC 4-R4 o7
AMC 4-R4 I:]
EFF HI o
EFF HI 02
EFF HI-1 o
EFF HI-1 02
) a | ol

U3mMeHeHUe Ha3HAUEHUA CUrHanoB

Ha Bknagkax TepMUMHanoB KOHTPO/MNEPOB Ha3HAUEHWA OTAENbHbIX CUTHANOB TONbKO
OTO6pa)Ka}OTCF| (Tonbko ans uteHunA). OOHAKO Ha BKNagKax TEPMWHANOB COOTBETCTBYHOLMNX
npoxoaoB MOXHO USMEHUTb UMK NeperpynnmupoBatb CUrHanbl Bbl6paHHbIX npoxoaos.

Ecnun gBaxkabl WENKHYTb 3anNMCb, KOTOPYHO Tpe6yeTcs=| U3MeHUTb, B CTONOLEe BbIXOQHOW CUrHan
unv BxopgHoW curHan adKTUBUPYETCA paCKpblBaPOLLI,eﬁCFl CMUCOK, UTOObI ANA CUrHana AaHHoOM
Mogenn npoxoga MOXXHO 6bIno Bbl6paTb apyroe 3HaueHue. Ecnu Bbl6paTb He Ha3HaueHoO,
CUrHan BblcBobOXAaeTcA M ero MOXKHO MCMNoNb30BaThb ANA Apyrnx npoxoaos.

Takum o6pa30M, CUTrHanbl MOXHO He TOTbKO UBMEHATb, HO M Ha3HAuaTb APYrMM KOHTaKTaMm,
yTOoObI ONTUMU3NPOBATb UCMONb30BaHWE AOCTYNHOro NUTaHWA. Bce cBoboAHblE UMK
0CBODOOX/AEHHbIE CUIHANbl MOXXHO MCMONb30BaTb NO3QHEE KaK HOBbIE CUIHaNbl UMW B KAuecTBe
HOBbIX MNO3MUWK AnsA CywectByrOLnX CUrHanoB.
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3ameuaHue!

B npuHumMne, BCce BXOAHbIE U BbIXOAHbIE CUrHaNbl MOXHO CBODOAHO BbIOMpPaTb, HO He NOOoK
BbIOOP MMEET CMbICN ANA BCeX Moaenen ABepen. Hanpumep, HET CMbiCNa Ha3HauyaTb CUTHanbl
IDS mopenu asepen (Hanpumep, 01 nnu 03), KoTopasa He nogaepxusaet IDS.
[ononHutenbHble cBeaeHUA cM. B Tabnuue B pasgene "HasHaueHWe CUrHanoB Moaenam
nBepen”.

HasHaueHue curHanoB Mogenam asepeu

UtoObl 3bexxaTb HeNMpPaBUNbHOM NapaMeTpU3aLnn PacKPbIBAOLWMXCA MEHIO, NpeAHa3HauYeHHbIX
ONA Ha3HaueHWsa CUrHanoB MoAenam ABepen, B AaHHbIX MEHIO NpeanaratoTcs TONbKO CUrHanbl,
COBMECTMMbIE C BbIOpaHHOM MOoAEeNbto ABEPEN.

Tabnuua BXOAHbIX CUTHANoOB

BxoaHble curHanbl | OnucaHue

[atuvk aBepu

KHonka 3anpoca Ha | KHonka ans oTKpbiBaHWA OBEPM.
BbIXO/,

PurenbHbiv gatunk | McnonbayeTtca TONbKO ANA cooblieHnin. OYHKLUUU KOHTPONSA HeT.

Mpoxop, Mcnonb3yeTtca AnA BpeMeHHOW BNOKMPOBKM MPOTUBOMONOXHOW ABEPH B

3abnokupoBaH LIM030BbIX BOpOTax. Ho Takke MOXHO MCMNONb30BaTb ANA NOCTOAHHOM
ONOKUPOBKMU.

Caborax CurHan o caboTaxke ¢ BHeELLIHEro KoHTponnepa.

TypHUKeT B TypHUKET 3aKpbIT.

HOPManbHOM

NoNOXeHun

Mpoxop 3aBepweH |lMpoxoa 6bin 3aBepLUeH ycnewHo. MonyyeH UMNynbC BHELIHEro

KOHTponnepa.
IDS: rotoBa K 3apaetca cuctemon IDS, ecnu Bce AeTeKTopbl HAXOAATCA B Nokoe U IDS
NocTaHOBKE Ha MO>HO MOCTaBWUTb Ha OXpPaHy.

oxpaHy

IDS: noctaBneHa Ha | IDS noctaBneHa Ha oxpaHy.
OXpaHy

IDS: kHOMKa KHonka gnA 3anpoca noctaHoBKK IDS Ha oxpaHy.
3anpoca
NOCTAHOBKM Ha

OoXpaHny
NokanbHoe Mcnonb3yeTtca, ecnu B CUMNy pacnonoXeHwWsa ABEPHOro npoema ABepb
OTKpPbITHE oTKpblBaeTcs 6e3 npusneveHns AMC. AMC He oTnpaBnaeT coobueHus o
paspelleHo BTOPXXEHWM, HO OTNpaB/saeT cooblieHne "nokanbHanA ABepPb

oTkpbITa" (door local open).

MpuHATo pelwenre |CurHan 3agaeTcs, eCnu BHELLHAA cucTeMa npuHUMaeT AocTyn
0 4OCTyrne BHellHeN
cucTeMomn
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PeweHune o

JIOCTyne OTKOHEHO
BHELLUHEW cUCTEMOM

CurHan 3agaeTtca, eCiv BHELLHAA CUCTEMA OTKMIOHAET AOCTyn

Tabnuua BbIXOAHbIX CUFHANoOB

BbixogHble CUrHanbl

OnucaHue

nsepen

YCTPOWCTBO OTKPbIBaHMA

3anepeTb

LLInto3oBble BopoTa:

NPOTUBOMNONMOXHOE
HanpaBneHune

3anupaet opyryto CTOPOHY NOBYLIKW. ITOT CUrHAN OTNPaBNAeTCA
Npu OTKPbITUK ABEPU.

MogaBneHue TpeBoOrm

... ana IDS. 3agaeTca, Korga ABepb OTKPbITa, UToObI M3bexaTb
cosagaHuA cuctemom IDS coobLieHnA 0 BTOPXKEHUH.

3eneHbli nHaMKaTop

MHaMKaTop KOHTPONMPYeTCa, Noka ABepb OTKpbITA.

[1Bepb OTKpbITa
CNULLKOM JONTO

TpexcekyHaHaA nynbcauunAa. Ecnu gBepb OTKpbITa CAULLKOM 4ONTO.

AKTMBaLMA Kamepbl

Kamepa akTuBupyeTCcA B Hauane nepexoga.

BHYTPb

OTKpbITb TYPHUKET

HapyxXy

OTKPbITb TYPHUKET

OTKpbITa

[1Bepb NOCTOAHHO

CurHan onAa pasbnoKMpoBKKW ABEPU Ha ANUTENbHbIM NEepuos.

OoXpaHy

IDS: noctaHOBKa Ha

CuWrHan ons nocTtaHoBKMW Ha oxpaHy IDS.

IDS: cHATME C OXpaHbl

CurHan gnAa cHATUA c oxpaHbl IDS.

cuUcTemomn

BkntoueHo pelueHne o
pocrtyne BHeELIHEeM

[nAa BKNHOUEHMA CUCTEMbI BHELLHErO AOoCTyna HeobxoanMo 3agaTb
CUrHan

Tabnuua conoctaBneHUsa Mogenei Asepei BXOAHbIM U BbIXOAHbLIM CUFHanam
B cnepnytolen Tabnuie nepeuncneHbl 3HaUMMble Ha3HaUeHWA CUTHaNoB U Mofenen ABepen.

CUUTbIBATENEM Ha
Bxo4de u Bbixoae
CuuTblBaTENM yUueTa
BpeMeHU U
NPUCYTCTBUA

- KHonKa 3anpoca Ha BbIXxoj,

- PurenbHbIW gaTtumk

- Mpoxopn 3abnokuposaH

- Cabotax
- NlokanbHOE OTKPbITUE
paspelleHo

Mopgenb OnucaHue BxoaHble CUrHanbi BbixogHble CUrHanbl
nBepen
01 MpocTas gBepb co - aTtuunk gBepw - YCTPOWCTBO OTKpbIBaHMA

nBepen

- LLInto3oBble BopoTa:
3anepeTb
NPOTUBOMONOXHOE
HanpaBfieHue

- [NopaBneHue TpeBoru
- 3eneHbl UHOUKATOP
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HoctynHo peweHne |- MpUHATO pelleHne o goctyne |- AKTUBaUMA Kamepbl
0 [OCTYNe BHELWHEN |BHELHeN cucTeMom - [1Bepb OTKpbITA CULLKOM
cuctemon - OTKNOHEHO peLleHne o [onro
[OCTyne BHELWHEW CUCTEMOM - BkntoueHo pelleHune o
[OCTyne BHEeLIHeN
cuctemom
03 Bpawatowasacsa - TYPHUKET B UCXOAHOM - LLinto3oBble BopoTa:
OBepb CO COCTOAHUM 3anepeTb
CuuTbIBaTENEM HaA - KHonka 3anpoca Ha BbIxoq NPOTUBOMONOXHOE
BXOAE U BbiXxoae - MNpoxopa 3abnoknpoBaH HanpaBneHue
CuutbiBaTenu yyeta |- Cabotax - OTKpPbITb TYPHUKET BHYTPb
BPEMEHU U - MpuHATO peweHune o goctyne |- OTKPbITb TYPHUKET
NPUCYTCTBUA BHELLUHEW CUCTEMOM HapyXy
DocTtynHo peweHne |- OTKNOHEHO peLleHue o - NopaBneHue TpeBoOrM
O [OCTYNe BHELWHeN |[OoCTyne BHELWHEN CUCTEMOM - AKTMBaLMA KaMepbl
cuctemon - [1Bepb OTKpbITa CMULWKOM
nonro
- BkntoueHo pelueHune o
[OCTyne BHEeLHeN
cuctemom
05 Bxopg Ha - datunk aBepu - YCTPOWCTBO OTKpPbIBaHMA
ABTOCTOAHKY M - KHonka 3anpoca Ha BbIxoq nBepen
BbIXO[ C Hee — [0 - MNpoxopa 3abnokunpoBaH - NopaBneHue TpeBorM
24 30H MapKOBKMU - MNpoxopa 3aBeplLueH - 3eneHbli MHOMKaTop
CuntbiBaTenu yueta |- [IpMHATO pelleHne o gocTtyne |- [1Bepb OTKpbITa CIULWKOM
BPEMEHU U BHELLUHEW CUCTEMOM [onro
NPUCYTCTBUA - OTKNOHEHO peLleHure o - [1Bepb NOCTOAHHO
[oCTynHO pelleHne |[OCTyne BHELWHEN CUCTEMOM OTKpbITa
O [lOCTyNe BHelHeNn - BkntoueHo pelueHue o
cucTemomn [OCTyne BHELHEN
cuctemom
06 CuuTbliBaTENM YUueTa
BPEMEHU U
NPUCYTCTBUA
07 NMudpt — po 56
aTaxen
09 ABTOMOOWNBbHbBIN - aTunk oBepu - YCTPOWMCTBO OTKpbIBaHMA
Bbe3f UK BXOQHOM |- KHOMKa 3anpoca Ha BbIXOf, nBepen
CuuTbIBaTENDb U - MNpoxopa 3abnokunpoBaH - NopaBneHue TpeBoru
KHOMKa - MNpoxop 3aBeplueH - 3eneHbl UHAUKATOP
CuutbiBaTenu yueta |- [pUHATO pelweHue o goctyne |- [lBepb OTKpbITa CULIKOM
BPEMEHU U BHELUHEW CUCTEMOM [onro
NPUCYTCTBUA - OTKNOHEHO pelleHne o - [1Bepb NOCTOAHHO
[ocTynHo pelueHne |[oCTyne BHELWHEN CUCTEMOM OTKpbITa
0 [OCTYNe BHeLHeN - BkntoueHo pelueHune o
cuctemon [OCTyne BHELIHEN
cucrtemom
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10 MpocTasa gBepb co
cuuTbiBaTENEM Ha
BXOAe W BbiXoAe 1
NOCTaHOBKOM Ha
OXpaHy / CHATUEM C
oxpaHbl IDS
CuuTtbiBaTENM YyueTa
BPEMEHU U
NPUCYTCTBUA
[ocTynHo peleHue
0 AOCTyrne BHelHew
cucTemom

- aTuunk gBepw

- KHonKa 3anpoca Ha BbIXof

- IDS: rotoBa K MOCTAaHOBKE Ha
oxpaHy

- IDS: noctaBneHa Ha oxpaHy

- Cabotax

- IDS: 3anpoc NOCTaHOBKM Ha
oxpaHy

- [PUHATO peLLeHne o JocTyne
BHELWIHEW CUCTEMOM

- OTKNOHEHO pelleHne o
OOCTyNne BHELWHENW CUCTEMOM

- YCTPOWCTBO OTKpbIBaHMA
nBepen

- AKTMBaUMA Kamepbl

- IDS: noctaHOBKa Ha
OoXpaHy

- IDS: cHATHE C OXpaHbl

- [1Bepb OTKpbITa CNULIKOM
nonro

- BkntoueHo pelueHune o
[OCTyne BHeLWHen
cuctemon

14 MpocTas aBepb co
cuuTbiBaTENEM Ha
BXOZE U Bbixoae 1
NMOCTaHOBKOM Ha
OXpaHy / CHATUEM C

- datunk oBepwm

- KHonKa 3anpoca Ha BbIxof,

- IDS: rotoBa K MOCTaHOBKE Ha
oxpaHy

- IDS: noctaBneHa Ha oxpaHy

- YCTPOMCTBO OTKPbIBAHUA
nBepen

- AKTMBaUMA KaMepbl

- IDS: nocTtaHoBKa Ha
oXpaHy

oxpaHbl IDS - Cabotax - [1Bepb OTKpbITa CAULLKOM
CuutbiBaTenu yueta |- IDS: 3anpoc NOCTaHOBKMW Ha | AOMro
BPEMEHU U OXpaHy
NPUCYTCTBUA
15 Lindposble
KOHTaKTbI

Ha3sHaueHue cUrHanoB cuuTbiBaTeNnAM

B0O3MOXHOCTK CuMTbIBaTENEW C MOCNeAoBaTeNbHbIM UHTEePdencoM (T. e. cunTbiBaTeNnemn Ha

AMC2 4R4) v cunTbiBaTtenen ¢ uHtepdencom OSDP MOXHO pacliMpUTb C MOMOLLbKO MOKaNbHbIX

CUrHanoB BBoAa/BbiBoga. TakMM cnocoboM MOXKHO caenatb AOCTYNMHbIMW OOMONMHUTENTbHbIE

CUrHanbl U COKPATUTb 3NEKTPUUECKME NYTU K KOHTaKTaM ABepen.
Mpu cosgaHnn cunTbiBaTENA C NOCNEAOBaTENbHbIM MHTEP(ENCOM Ha BKNaake TepMUHanbl
COOTBETCTBYHOLLENO NPOXOAa OTOOPaXKatoTCA ABA BXOAHbIX U ABA BbIXOAHbIX CUrHaNna Ann

KaXXaoro cuntbiBarend, nOAYMHEHHOro JaHHOMY KOHTPONNnepPy, U CUrHanbl nnatbl paClUMpeHUA.

3ameuaHue!

[laHHble 3neMeHTbl CIUCKa CO3[alTCA ANA KOKA0ro CUUTbIBATENA C NOCNef0BaTeNbHbIM

MHTEP(ENCOM, HE3ABMCMMO OT HaNWuKsA y HEro NoKanbHbIX onepauvi BBOAa-BbiBOAA.

Takue nokanbHble anAa CuuTbIBaTeNemn curHanbl He MOTyT OblTb Ha3HaueHbl (*)yHKLI,VIﬂM 4]

napamMeTpu3oBaHbl Kak CUrHanbl KOHTponaepoB 1 nnat. OHKW TakXKe He NOABMAKTCA Ha BKNagKax

BxopgHo# curHan v BbixopHo# curHan. Mx Takxxe Henb3sa UCNONb30BaTb ANA NUMTOB
(Hanpumep, uTobbI MpeofoneTb orpaHnyeHre B 56 aTaxkei). M03TOMY OHM Nyulle BCErO
NnoaxoAsT ANA NPAMOro ynpasneHua AsepAaMu (Hanpumep, 3alienknBaHue Unu ocBoboxxgeHue

nBepen). Tem He MeHee, 3TO 0CBODOXK/AAET CUrHanbl KOHTpoNnepa ansa bonee CnoXxHbix

napameTpmu3oBaHHbIX DYHKLMWH.

PepakTtupoBaHWe CUrHanoB

[Mpu cosgaHmMK Npoxofa Ha BKNaake TepMUHanbl COOTBETCTBYIOLLENO Npoxoaa OTO6pa)KaPOTCF|

0Ba BXOAHbIX U ABa BbIXOAHbIX CUTHaNna AnA KaXxaoro cumMtbiBatens, NogUMHAIOLErOCA JAHHOMY
KOHTponnepy. B ctonbue "Mnata" ykasbiBaeTca UMsa cunTbiBatensa. CTaHAapTHble CUrHanbl AnA
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[aHHOro nNpoxoda no yMonuaHuo HasHauatTcA nepBbiM CBOOOAHBIM CMrHanam Ha
KOoHTponnepe. Ytobbl nepenT Ha COBCTBEHHbIE CUTHANbl CUYUTbIBATENSA, X CHavana
HeobXxoAMMO yaanuTb U3 CBOEro UCXOAHOIO NonoxeHua. Utobbl aTo caenaTb, BbibepuTe
3NeMeHT cnucka <He HasHaueHoO>

[Baxabl WenkHWTe B cTonbLue BxogHo curHan vnuv BoixogHoW CUrHaN cuuTbiBaTens, utobbl
NPOCMOTPETb CMUCOK AOCTYMHbIX CUTHANOB ANA BbIOpaHHOW MoAeny ABEpPen U UBSMEHUTb
nonoxeHue curHana. Kak v Bce CUTHanbl, X MOXHO NpoCMaTpMBaTb Ha BKNagke TepMMHanbl
KOHTpONnepa, HoO He peaakTUpoBaTh.

3ameuaHue!
CTaTyc CMrHanoB CuuTbiBaTeNA HEBO3MOXHO OTCMEXMBATb.
MX MOXXHO MCMOMb30BaTh TOMbKO ANA TOM ABEPU, K KOTOPOW OTHOCUTCA AaHHbIM CUMTbIBATENb.

154 NMpepnonpeneneHHble CUrHanbl gNA Moaeneun asepeu

Mogpenb npoxoaa 01
[ 7 L ‘/ %

BapuaHTbl Moaenei:

0O1a ObbluHanA ABepb CO CUMTbIBATENEM Ha BXOAE U BbiXoae
01ib OObluHasA ABEPb CO CUMTbIBATENEM Ha BXOAE U KHOMKOM
O0ic Ob6bluHasA ABepb CO CUMTbIBATENEM Ha BXOAe UMUK BbiXoae

Bo3MOXXHble CUTHanbl:

BxogHble curHanbi BbiXxogHble CUrHanbl

[atuvk aBepu YCTpPOMCTBO OTKpbIBaHWA OBEPEM

KHonka 3anpoca Ha Bbixoq LLInto30oBble BopoTa: 3anepetb NPOTUBOMNONOXKHOE
HanpaBreHue

Cabotax 3eneHbin MHAWKATopP

lokanbHOe OTKPbITUE pa3peLleHo AKTMBaULMA KaMepbl
[Bepb OTKPbITA CAULIKOM AONTO

3ameuaHue!
Ona dyHKUMK pasgeneHuns (B YaCTHOCTH, AnA BNOKMPOBKKU MPOTUBOMONOXKEHHOTO
HanpaBneHWA) 3HAaUYEHMA MOXHO 3afaBaTb TOMbKO C NMOMOLLbIO Moaenu asepen 03.
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MopgaBneHWe TPEBOrM aKTUBUPYETCA TOMbKO B TOM Cllyyae, ecrv BpeMs NnogaBfieHusa TpeBoru
nepen oTKpbiBaHWeM ABepu bonbuie 0.

3Ty Mofenb NpoxoAa TakKe MOXHO MPUMEHUTb ANA Bbe3aa TPaHCMOPTHbIX CPEACTB; B 3TOM
cnyuae TaKxe pPeKoMeHOyeTCA MCMoMb30BaHWe BTOPUUHOIO CUUThbIBaTeNs Ans asToMobunen.

Mopgenb npoxoaa 03

BapuaHTbl Mogenem:

03a [BYCTOPOHHMM TYPHUKET CO CUMTbIBATENEM Ha BXOLE M BbIXOA4e
03b [BYCTOPOHHMM TYPHUKET CO CUMTbIBATENEM Ha BXOAE U KHOMKOM
03c TYpHUKET CO CUMTbIBATENEM Ha BXOAE UMM BbiXoae

Bo3amoXxHble curHanoi:

BxopaHoM curHan BbiIXxogHble CUrHanbl
TYPHWKET B HOPManbHOM MOMNOXEHWUHU OTKPbITb TYPHUKET BHYTPb
KHonka 3anpoca Ha BbIXof, OTKPbITb TYPHUKET HaPYXKY
CaboTax Mpoxopn 3abnoknpoBaH

AKTMBaLMA KamMepbl

[lBepb OTKpbITa CAULLIKOM 4ONTO

[ononHuTenbHble CUrHanNbl, MCNONb3YKOLLWE NapaMeTPbl NOBYLUKHU:

MNpoxop 3abnokMpoBaH LLinto3oBble BOpoTa: 3anepeTb
NPOTUBOMONOXHOE HanpasneHue

[MogaBneHue TpeBOrH

3amMeuaHuA No HaCTpoMrKe ANA NoBYyLUEK:

Korpa TypHWKeT HaxodsaTcA B HOPManbHOM MOMOXEeHWW, BKNOYaeTCA NepBblid BXOAHOW CUTHan
BCEX MOAKMNIOUEHHbIX cuMTbiBaTenem. MNpu Hannuuu y Bnagenbla KapTbl U NpaB AocTyna ans
[aHHOro npoxopa:

—  eCclnM B cuMTbiBaTesNe Ha BXO/e 3a[aH NepBbll BbIXOAHOW CUTHA/ Ha BPeMA aKTUBaLWW;

—  eCNM B cuuTbiBaTene Ha BbIXOAe 3aaH BTOPOM BXOAHOM CUMIHan Ha BpeMs akTUBaLMWH.

Mpwu HaxkaTMK KHoMKM "3anpoc Ha Bbixoa" (REX) 3agaroTcsa BTOPOM BXOAHOM U BTOPOW BbIXOOHOM
CUrHanbl. B TeueHne aToro BpeMeHW MOXXHO MCMONb30BaTb BpallatoLlytoca ABEPb B
pa3peleHHOM HanpaBneHuu.
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Mopgenb npoxoga 05¢c

BapuaHT mogenu:

05c CunTbiBaTeNb HA Bbe3/€e UMHU Bble3e C aBTOCTOAHKMU

Bo3MOXXHble CUrHanbl Ana 3TOM MOAENu npoxopa:

BxoaHble cCUrHanbl BbixoAaHble CUTHaNbl
[aTtumk nBepu YCTPOWCTBO OTKPbIBaHWUA ABEPEN
KHonka 3anpoca Ha BbIXof, [Bepb NOCTOAHHO OTKPbITa
Mpoxopn 3abnokupoBaH 3eneHbl UHAMKaTop
Mpoxop 3aBeplueH MNMopaBneHwe TPEBOIU

[1Bepb OTKpbITa CMMULLIKOM AOMNTO

Bbesp Ha aBTOCTOAHKY M Bbl€3[ C Hee JOMKHbl BblTb HACTPOEHbI Ha OAHOM KOHTponnepe. Ecnu
[OCTYMN K aBTOCTOAHKE He HasHaueH KOHTPONMepy, KOHTPONNEp He MOXET yNpaBnaTbh HUKaKUMHU
OPYrMMKU Moaensamu asepei. [1na Bbe3fa Ha aBTOCTOAHKY MOXHO Ha3HauUUTb TONbKO
cuuTbiBaTeNb Ha Bxofde (HO He cuuTbiBaTeNb Ha Bbixode). Ecnu BXoa HasdHaueH, To npu Bbibope
MOAENU ABepei MOXXHO OnpeaenuTh TONbKO CUMTbIBATENb Ha BbIXoAe. [NA KaXkaon aBTOCTOSHKM
MOXHO onpefennTb 4o 24 nogobnacTtei, U3 KOTOPbIX Of4HA AOMKHA COAep’KaThbCa B
aBTOpPU3aLMAX KapTbl, UToObI KapTa paboTana.

Mogenb npoxoga 06

B

BapuaHTbl Mogenem

06a CuuTbiBaTeNb Ha BXOAE M BbiXoAe ANsA yuyeTa BPEMEHU U MPUCYTCTBUA

06¢ CuuTbliBaTENDb HA BXO4E UMK BbIXOLE ANA yueTa BPEMEHU U NPUCYTCTBUA

CuuTblBaTENM, CO3AaHHbIE C 3TOW MOLENbIO ABEPEN, HE YNPaBNAOT AOCTyNnoM unu bapbepamu, a
NULWb NepechbiNakT AaHHble KapTbl B CUCTEMY yueTa pabouero BpeMeHU. Takue cuntbiBaTenu
00bIUHO YCTAaHOBNEHbI B MECTaX C Y>Xe KOHTPONMMPYyeMbIM JOCTYNOM.

Mo3aToMy CUrHanbl He onpeaeneHsbl.
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3ameuaHue!

UToObl B cUCTEME yueTa BPEMEHU U MPUCYTCTBUA MOXKHO ObINno cosaaTtb 4ONYCTUMYIO napy
peructpauuu (Bpemsa Bxofa nntoc Bpems Bbixoda), Heobxoanmo 3aaaTb napamMeTpbl AN ABYX
OTAENbHbIX CUMUTbIBaTENEN C MoAenbio ABepen 06: oauH ANA perucTpaumm BpemMeHu Bxoaa,
OPpYron ona perncrpauuu BpeMeHU Bbixoaa.

Ecnu Bxoa v Bbixod He pa3aeneHbl, cneayet MCNonb3oBaTbh BapMaHT a. Ecnu Bxon v BbiXxoA
pasgeneHbl MPOCTPAHCTBEHHO UKW €CNKU CUMTbIBATeNIM HEBO3MOXHO MOAKMHUNTL K O4HOMY
KOHTpONnepy, crneayet UCNonb3oBaTh BapuaHT €. YboeauTech, UToO OAWH U3 CuMTbiBaTenen
onpeaeneH Kak BXOAHOM CUMTbIBaTENb, a BTOPOM - KaK BbIXOAHOW.

Kak u ansa nioboro Bxoaa, HeobxogMmo co3gatb M Ha3HauUTb aBTopM3auuu. Ha Bknagke Yuer
BPEeMEHHM B IMaNOroBbiX OKHax ABTOpU3aLUMu gocTyna v ABTopu3auuu obnactu/BpeMmeHu
NnepeuvncnsaioTCa BCe CUMTbIBATENM yuyeTa pabouero BpeMeHu, KoTopble Obinu onpeaeneHsbl.
AKTUBMPYHITE XOTA Obl OQMH CUMTbIBaTENb B HaMpPaBNeHWW BXOA4A U OQWH CUMTbIBaTENb B
HanpaBneHWu Bbixoga. ABTOpPM3aUMM ONA CUMUTbIBATENEN yueTa BPEMEHU U MPUCYTCTBUA MOXKHO
HasHauaTb BMeCTe C ApPYrMMW aBTOpU3aLMAMM AOCTYNa UMW KaK oTaeNbHble aBTOPMU3aLMK.

Ecnuv ansa 3agaHHOro HanpaBrneHWs eCTb HECKOMbKO CUMTbIBATeNen yueta BpeMEHU U
NPUCYTCTBUA, TO ONPEAENEHHbIM CUUTbIBATENAM MOXHO Ha3HAUMUTb ONpeaeneHHbIX Bnagenbles
KapT. Takue cuMTbiBaTeNM DyOyT PErMCTPUPOBATb U COXPAHATb TONTbKO 3HAUEHUA BPEMEHMU
NPUCYTCTBMA Ha3HAUEHHbIX U aBTOPM3OBAHHbIX NONb30BaTENEN.

3ameuaHue!

MoBefeHWe cunTbiBaTENEN yueTa BPEMEHU U MPUCYTCTBUA TaKXKe 3aBUCUT OT APYrux OYHKLUM
yrnpaBneHusa AocTynoM. [1o3TOMy uepHble CIUCKK, BPEMEHHblIe MOAENU U AaTbl UCTEUEHUA
CpOKa AeWCTBUSA TakKe MOTyT NPenATCTBOBaTb PerMcrpalmMmn 3HaueHUin BpemMeHu AocTyna
CUUTbIBATENAMMU yUueTa U NPUCYTCTBUA.

SapeFMCTpMpOBaHHbIe 3HauYeHNA BpeEMEHU BXOAa U BbliXoAa COXPAHAKTCA B TEKCTOBOM d)aﬁne B
Katanore <SW _installation folder>\AccessEngine\AC\TAExchange\

noa MMeHeM TAccExc EXP. txt B OXXMgaHuu 9KCNopTa B CUCTEMY yUeTa pa6ouero BpeMeHHU.
[aHHble perucrtpauunu nepepatotca B cnegytowiem popmare:

ddMMyyyy;hhmm[s] ;Direction [0,1],; AbsenceReason; Personnel-Nr.

d=geHb, M=mecsu, y=roa, h=uac, m=MUHYT, S=neTHee BpeMsa (Nnepexof AHa neTHee Bpemsa),
0=BbIxoa, 1=Bxop

®dawn sKcnopTa COAEPXKNUT BCE MPOXOAbl B XPOHONOrnuyeckom nopaake. B atom cdavine B
KayecTBe pa3genutenA nonem MCNONb3YyeTCA TOUKa C 3anATomn.

BapuaHTbl BXogHOW mogenu 07

BapuaHTbl Mmoaenei:

07a Nt Makc. Ha 56 aTaxken

07c¢c NMnudbT oo 56 ataxkel ¢ BpeMeHHOW MoAenbio

Mopgenb npoxoaa 07a
CurHanbi:
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BxogHoW curHan BbiIXoAHble CUrHanbl

BbicBOOOANTbL <Ha3BaHUE 3Taxka>

Mo oAHOMY BbIXOAHOMY CUIHany Ha KaXkablK
onpeneneHHbii aTax, He bonee 56.

[Tpu BbI3OBE nmcha Bnageney KapTbl MOXeET Bbl6paTb TONbKO T€ 3TaXW, ANA KOTOPbIX

aBTOPU30BaHa ero KapTta.
Mopenu nBepen nudTa HeNb3A CMeLnBaTb C APYrMMU MOAENAMMU ABEPEN Ha OAHOM
KoHTponnepe. C NOMOLLbIO NNaT paclinpeHns gna Kaxgoro nudta B AMC MOXHO onpeaenvTb
[0 56 aTaxken. ABTOpHU3aUMK KapTbl 4OMKHbI COAEPXKATb CaM NUMT U XOTA Obl OAMH 3TaX.

Moaenb npoxoga 07c

CurHanbi:

BxopHou curHan BbiXo4HOW cUrHan

BxogHoM Kof <HasBaHWe aTaxka> BbicBOOOAWTL <Ha3BaHWe 3Ta)ka>

[lnAa Kaxxaoro onpeaeneHHoro ataxka CyLecTByeT BXOAHaA U BbixoAHas 3anuch (4o 56).

Mpu BbI30BE NUMTA U HAXKATUKU KHOMKKW BbIOOpa 3TaXka (COOTBETCTBEHHO, TPEDYIOTCA BXOAHbIE
CWTHanbl) NPOBEPAIOTCA aBTOPM3aLMK KapTbl, UTOObI y3HaTb, BKIOUAKOT MM OHWU BblOpaHHbIN
ITaAX.

Bonee Toro, ¢ faHHON MOAENbIO ABEPEN MOXHO onpeaenvTb Ntobble 3TaXKK C 0OLWUM
AOCTYNOM, T. €. /1A TaKOro 3Ta)ka aBTOpPM3aLMK He NPOBepPALOTCA U Ntoboe NULO MOXeT
NoaHATbCA Ha NUTEe 4O 3TOro aTaxKa. TeM He MeHee, CaMUM ODOLLKMM AOCTYNOM MOXHO
yrnpaBnsTb C MOMOLLbIO BPEMEHHOW MOAENU, OrpaHMUMBatoOLWEN ero onpeaeneHHbIMKM yacaMu
onpeaeneHHbIX AHeW. B apyroe Bpems npoBepKW aBTOpU3aLuUKM DyaeT ocyLecTBNATbCA B
ODObIUHOM peXxume.

Mopenu nBepen nudTa HEeNb3A CMeLnBaTb C APYrMMU MOAENAMMU ABEPEN HA OLHOM
KoHTponnepe. C NOMOLLbIO MNAT pacluinpeHns ana Kaxagoro nudta B AMC MOXHO onpeaenvTb
[0 56 aTaxken. ABTOpHU3aUMK KapTbl 4OMKHbI COAEPXKATb CaM NUMT U XOTA Obl OQMH 3TaxX.

Mopgenb npoxoga 09

Bo3MOXHble cUrHanbi:
BxoaHble CUrHanbI BbixogHble CUrHanbl
[atuunk oBepwu YCTPOMCTBO OTKPbIBAHMA ABEpEN
KHonka 3anpoca Ha BbIxof [Bepb OTKpbITa 4ONTOCPOUHO
Mpoxopn 3abnokupoBaH [opuT 3eneHbI cBeTodop
Mpoxopn 3aBepLueH MNMopaBneHue TPeBOMU
[lBepb OTKpbITA CAULIKOM AOMTO
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[na ynpaBneHua wnarbaymom npeanonaraeTca MCNonb3oBaHWE BbiAENEHHOTO a1IeMeHTa
ynpaenexHusa (SPS). B oTnnune oT mopenu gBepen 5¢, Takne BXoA M BbIXOA MOXHO HaCTPOUTb
Ha gpyrux AMC. bonee Toro, oTCyTCTBYIOT Nofobnacti, MMeeTcs TONbKO obLwan aBTopu3auns
ans obnacTv NapKoBKMU.

Mopenb npoxoaa 10

\

BapuaHTbl mogenen:

10a OO6bluHasA ABepb CO CUMTbIBATENEM Ha BXOLE M BbIXOAE U NMOCTAHOBKOM Ha oxpaHy /
CHATMEM C oxpaHbl IDS (cucTeMbl 0OHapyXeHUA BTOPXKEHUN)

10b ObbluHanA ABepb CO BXOAOM, KHOMKoM REX (3anpoc Ha BbIXOA) M MOCTaHOBKOW Ha
OXpaHy/CcHATUEM C oxpaHbl IDS

10e ObbluHasA ABepb C BXOAOM, KHOMKOM REX v AeLeHTpanM30BaHHOM NOCTAHOBKOM Ha
OXpaHy/cHATUEM C oxpaHbl IDS

BO3MOXHble cCUrHanbl:

BxopHble curHanbli BbixogHble CUrHanbol

[aTtunk oBepu YCTPOMCTBO OTKPbIBAHUA ABEPEN

IDS: nocTaBneHa Ha OxpaHy IDS: nocTaHOBKa Ha OXpaHy

IDS: rotoBa K NOCTAaHOBKE Ha OXpaHy IDS: cHATHE ¢ oxpaHbl [Tonbko DM 10e]
KHonka 3anpoca Ha Bbixoq AKTMBaLMA KaMepbl

PurenbHbiv gaTumk [Bepb OTKpbITa CAULWIKOM ONTO
Caborax

IDS: KHOMKa 3anpoca NOCTaHOBKK Ha OXpaHy

3ameuaHue!
[lnA aTol moaenu ABepen Hy>KHbl KNnaBuaTypHble cunTbiBaTenu. Bnagenbuam KapTbl TpebyoTcs
PIN-koAbl ANA NOCTAaHOBKKU Ha OXpaHy/CHATUA C oxpaHbl IDS.

Heobxoaumble npouenypbl 3aBUCAT OT YCTAHOB/TEHHDbIX cuuTbiBaTENEMN.

CuuTbiBaTENMU ¢ nocnegoBaTenbHbiM UHTepdeicom (Bknouana |-BPR, HADP n OSDP)

UToObl MOCTaBUTb Ha OXpaHy, crieayeT HaxkaTb KnaBuLly 7 U NOATBEPAUTb, HaxkaB Enter (#). Mpwu
npeabaBneHWn KapTol BBoaMTca PIN-Koa, AnA noaTBep>XOAeHWsA CHOBa HaXKMMaeTca KnaBulla
Enter (#).

UT0oObl CHATBL C OXpaHbl NO NpeabABNEHUI0 KapTbl, cneayet BBecTu PIN-kog v noaTBepauThb,
HaxkaB Enter (#).
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CuutbiBatenu Wiegand (Bkntouana nocnegoBatenbHbliM npoTokon BPR)

Utobbl NOCTaBMUTb Ha OXpPaHy, cneayeT HaXkaTb KNaBuLLy 7, NpeabaBUTb KapTy W BBecTn PIN-koa.
MNMopTBepxaeHue knaeuiuen Enter He TpebyeTcs.

UTobbl CHATb C OXpaHbl, CrieayeT npeabABUTb KapTy W BBecTU PIN-koa. CHATUE C oXpaHbl U
pa3bnokMpoBKa ABepen NPOUCXoaAT O4HOBPEMEHHO.

CneuunanbHble chyHkuuu DM 10e
Ecnu B cnyuae mogenen aeepen 10a u 10b kaxkabl BXOA4 HaxoAUTCA B COOCTBEHHOM 30He
bGesonacHocTH, B cnyyae moaenu 10e HECKONbKO BXOAOB MOXHO CrpynnupoBatb B OoKu.
Mobom cunTbiBaTENb M3 TAKOM rpynmnbl CNOCOOEH NOCTABUTb HA OXPaHY MU CHATb C OXPaHbl
Becb 6nok. UTtobbl cOpoCUTb cTaTyC, 3aAaHHbIM NoObIM CUMUTbIBATENEM M3 JAHHOW Fpynnbl,
TpebyeTca BbIxogHOM curHan CHATb ¢ oxpaHbl IDS.
CurHanbi:
- Mogpenu geepen 10a u 10b:

— - MOCTaAHOBKa Ha OXpPaHy MHULMUPYETCA NOCTOAHHBbIM CUTHAMOM,

— - CHATME C OXpaHbl 3anycKaeTca NpepbiBaHWUEM NMOCTOAHHOIO CUrHana.
- Mogenb aBeper 10e:

— - lloctaHoBKa Ha OXpaHy M CHATUE C OXPaHbl MHULUUPYHOTCA CUTHANBHBIM UMMYTbCOM

ONUTENbHOCTbIO 1 ceKyHAa.

[OByxno3auumoHHOe pene no3BonseT ynpaBnaTb IDS oT Heckonbkux asepei. [na atoro
CUrHanbl Bcex ABepewn TpebytoT onepaunn UMK Ha pene. CurHanbl IDS noctaBneHa Ha oxpaHy
1 IDS roTtoBa K NOCTAaHOBKE Ha OXpPaHy AO/MKHbl AyONMpoBaTbCA Ha BCEX 33AENCTBOBAHHbIX

nsepsax.]
15.5 CneuuanbHble npoxoAabl
15.5.1 Nudpter (DMO7)

Ob6wue 3ameuanusa no nudpram (BxogHaa moaenb 07)

B ogHom koHTponnepe AMC nudTbl HEBO3MOXHO KOMOUMHWPOBATbL C APYrMMU MoAensamMu
nBepen.

NTbl HENB3A UCNONb30BaTb C PYHKUMAMU cuMTbiBaTena FpynnoBo# goctyn nnu Tpebyetca
conpoBOXAeHUe

Ha ogHom AMC MoXHO onpenenuTb Ao 8 ataxkel. MNnata pacwupeHna AMC npennaraeT 8 unu
16 0ONONHUTENBHbIX BbIXOAOB KaXkaas.

Takum obpasom, MCNONb3yA MaKCMManbHOE KONMMUECTBO CaMbiX DONbLIMX NNaT pacllmMpeHums,
BO3MOXHO HACTPOWUTb 40 56 aTaxkeln co cuuTbiBatenamu RS485 n 64 stayka Co CUMTbIBaTENAMMU
Wiegand npu ncnonb3oBaHWKW JONOMHUTENBHOM CnieunanbHoW nnatel pacwuperHns Wiegand.

Pasnnuua mexay mogenamu npoxoga 07a u 07c

[lnanoroBble OKHa aBTOpPM3aLMn JOCTyNa CUCTEMbI MO3BOMAIOT Ha3HauaTb KOHKPETHbIE 3TaXH
onpeneneHHoMy nuuy.

Ecnu nudT cospgaH ¢ nomollbio mogenu npoxona 07a, To Nonb3oBaTenb NPeabABNAET CBOKO
MOEHTUMDUKALMOHHYIO KapTy M NonyyaeT AOCTyN K TeM 3Ta)KaM, [iNs KOTOPbIX Y HErO eCTb
paspelleHue.

B cnyuae mogenu npoxoaa 07¢c cucteMa npoBepseT aBTopuU3aLmto AnA BblbpaHHOro ataxa
nocne Toro, Kak nonb3oBaTte/lb ero BbloepeT. ITaXu, NOMeUeHHble Kak 00LWwenoCcTynHble,
[OCTYMHbl BCEM NMLIaM HE3ABUCHMO OT aBTopM3aunu. C NoOMOLLb BPEMEHHON MOAENU AAHHYHO
0o0LLEenoCTynHYO PYHKLMIO MOXHO OrpaHWUMTb 3aAaHHbIM NeprMoaoM. BHe aToro nepuoaa
aBTOpM3aLUMA ANA AaHHOro aTa)ka OyaeT NpoBepATbCA.
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Cxema nogKnueHUa nugTos.

Ha pucyHKe HWKe noKasaHa cxema coefuHeHuA nudta B pamkax moaenu asepei 07a.
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YcnoBHble 0603HauUeHuUs:

- A = knaBuatypa nudTa

- B = (cnnowHana NMHKUA) BbIXOAHbIE curHanbl AMC

—  C = (npepbiBUCTasA nuHMA) MNoaKnoueHUe K aneMeHTaM yrnpaBneHus nugpTom

— D =k AMC MOXHO NOAKMIOUUTb A0 TPexX Nnat BXxo[a/Bbixoaa, €CNU ero COOCTBEHHbIX
BOCbMW BXOAOB M BbIXOAOB HEAOCTATOUHO.

- E = nepenaua faHHbIX U nuTaHua oT AMC K nnaTtam Bxoaa/Bbixoga

- A =Bblbop aTaxa

— G = cuuTblBatenb. [1nA Kaxkgoro nnudta MOXHO HAaCTPOUTb ABa CUMTbIBATENA.

Ha pucyHKe HUXe nokasaHa cxema CoeIMHeHUA NMdTa B paMKax Mmoaenu asepen 07c.

G
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YcnoBHble 0603HaueHus:
- B = (cnnowHaa nuHKUA) BbiIXOAHbIe curHanbl AMC
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—  C = (npepbiBUCTaA NUHKUA) MMoaknoueHne K aneMeHTaM ynpaBneHua nuTom

— D =k AMC MOXHO NoaKNtouMTb A0 TPex Nnnart BXxoaa/Bbixoda, eCNu ero cobCTBEeHHbIX
BOCbMMW BXOAOB W BbIXOAOB HEAOCTATOUHO.

- E = nepepava gaHHbix U nuTaHMA oT AMC K nnatam Bxoga/Bbixoga

- A =Bblbop 3Taxa

— G = cuutbiBatenb. [Ns KaXgoro nMdTa MOXKHO HAaCTPOWTb ABa CUMTbIBaTENA.

Kak 1 aBTOCTOAHKK, NUATbl UMEIOT NnapameTp ObweAoCTYNHO. ITOT NapaMeTp MOXHO 3a4aTb
OTAENbHO ANA KaXXAOoro ataxa no otaenbHocTU. Ecnu napameTp O6GLWeA0CTYNHO aKTUBUMPOBaAH,
aBTOPMU3aLMKM HA [OCTYN He MPOBEPAIOTCA, TO eCTb NtoOOM Bnagenewy, KapTol B M TE MOXET
BblOpaTh aTaxX.

MpK He0H6XOAMMOCTU MOXKHO HAaCTPOUTb BPEMEHHYIO MOAYNb ANA MOAENW BXOAa: BHe
yKasaHHOro nepvofa asTopu3sauuu byoyT npoBepATbCA.

Ataxku gna moaenu npoxopga 07
Mcnonb3yinTe BKNaaky ATaxu Ans AobasneHus v yaaneHus staxen ansa nudta (C nomMoLlbo
KHornok [lo6aBuTb 1 YoanuTb).

Elevator 07 Floors | Terminals |

Avaiable exits /floors: |4/ 4

GiplD | Mame | Descrption | targetlocation | Division il |
5 Floor Dulside Comman

BE Floor-1 Outside Common Femove

67 Floor-2 Outside. Common
B8 Floor-3 Outside. Common

LleneBbIMW MECTOMONOXEHUAMM ANA 3TaXKa MOryT ObiTb Ntobble OBGNAcTH, KPOME aBTOCTOAHOK U
30H NapKoOBKMU.

OnpeaeneHHoOMy 3Ta)xy MOXHO HasHauWTb TONbKO OfHY obnacTb. MosTomy BbibOp obnacred,
npegnaraeMbix B MonAxX Co CNMCKaMW, COKPALLAETCA NOCNe KaKOAoro HasHaueHus,
npepoTBpallas HenpegHaMepeHHble 4BOMHbIe Ha3HAUEHWS.

Elevator 072 Floors ] Terminalsl

Available exits / floors: |4/ 4

GrplD Mame Drescription | target location ‘ Diivizion Add

|Dutside ﬂ
: 2 Remove
BE Flaor-1 Building B - fithess center - Q

£ Eloor.2 Building C - extenzion

68 Floor3 Building C - extenzion - 1. floor Elevator 07a  Floors 1 Teminals |
Buildina C - extenzion - 2 floor
Building C - management
Building C - manaaing board #wailable exits / floors: |4 /4
Building C - secretan

GrplDy Narme Diescription | target location | Diivizion
ES Floor Building C - extension - 1. floor Common
EE Floar-1 Building C - extension - 2. floor Comman

Outside -
=] Floor2 | J Commaon

Building B - kitchen
Euiding B - server room
Euiding B - fitness center
Euiding C - extension
Buiding C - management
Building C - manaaing board
Euiding C - secretary

S

Mpu ncnonb3oBaHWK Moaenu npoxopa 07a oTAeNbHblE 3TAXKW MOXHO Aenatb obLeaoCTyNHbIMU,
yCcTaHaBnuBaa hnaxok O6wui goctyn. B aToM cnyyae aBTOpM3aLMKU He NPOBEPAIOTCA. TeM He
MeHee, [OMONHUTENbHOE Ha3HaUeHWEe BPEMEeHHOW MoAenu No3BOMAeT OrpaHUuUnTb AOCTynN
npeaBapuTenbHO ONpeaeneHHbIMU Nepuogamu.
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15.5.2

Elevator 07c  Flaors lTerminaIsl

Ayalable exits /Mfloors |4/ 4

GrplD | Hame | D escription | target location | Dis Add

| Floor-4 | Building B - staff restaurant [v bl - Co
BB Floor-5 Building B - kitchen | <ro time modell: Col Remave
BY Floor-6 Building B - server room [ <ro time modell: Col
B3 Floor-7 Building B - fithess center [v <ro time modell: Col

Ha Bknaake NMudT Hag BEPXHWM MOMEM CMNUCKA B AMaNoroBbiXx OkHax ABTOpU3aLUMu [oCTyna v
ABTOpH3auuu obnacTu/BpeMeHm cHauana Bbibepute TpebyeMbli NUMT, a 3aTeEM (HUKE) ITaXM,
K KOTOPbIM AeprKaTento KapTbl paspeLleH AocTyn.

VR =2 | d4 Gy . o Divisian: | Mew division 2 '

Authorization narne: |

Description: |

Entrance] Time management  Elewator 1 Parking Iot] Alrmng]

Elevators:

Area
authorizations Mame Description |State |Diviswon

@W Elgvator 07c Elevatar 07c ] Cammon

Acsess profiles

A Floors:

Areas

Mame Description From To | State ‘
92 Floor Building C - extension Building C - extension - 1. flaor [w
N Floor-1 Building C - extension Bullding C - extension - 2.floar [w
Reset areas Floor-2 Building C - extension Building C - managing board |
unkn ewn Floor-3 Building C - extension Building C - secretary v

=]

Mopenu nBepe# ¢ TPEBOXXHbIMU curHanusauyuamu (DM14)

BBepeHue

B otnnune ot mogenu npoxona 10 (DM10), mogens DM14 nonyckaeT NOCTaHOBKY CUCTEMbI

OXpaHHOW curHanuaaumu (Mnu cuctembl IDS) Ha oxpaHy U CHATHE ee C oxpaHbl ANA

onpeneneHHon obnacti NOCTaHOBKMU Ha oxpaHy. MNMpoxoa DM14 Take MOXHO HaCTPOWTb Tak,

uTobObl AeprKaTento KapTbl, CHUMAIOLWEMY CUCTEMY C OXPaHbl HAa 3TOM NMpoxoae, NpeaocTaBnAnca

LOCTYN NMpPW YCNOBWMU, UTO Y Iep>KaTena KapTbl eCTb BCE OCTallbHble TpebyeMble paspelleHns Ha

OocCTyn.

Mpouenypa HacTponkun ana DM14 B pefakTope yCTPOWCTB M AUCMETUEPE AUANOrOBbIX OKOH

BKMIOUaeT criegylolme 3agaun:

1. HactpowTe oblwue napameTpbl AnA MAEHTUdUKaALMKU Npoxoda v ero o61acTv NOCTaHOBKM Ha
OXpaHy.

2. HacTpo#Te KOHKpeTHble NapamMeTpbl, UTOObl TOUHO HACTPOUTb NpoLeaypy CHATUA obnacTu ¢
OXpaHbl.

3. OnpegenuTte BXogHble W BbIXOAHbIE CUIHaNbl cucTembl IDS B TepMMHanax npoxoga
OBEPHOro KoHTponnepa.

4. BknouuTe paspelleHns Ha MOCTaHOBKY Ha OXpaHy/CHATME C oXpaHbl B MONHOMOUMA
[OoCTyna Tex BnafenbleB KapT, KoTopble OyayT ynpaBnaTb npoxogamu DM 14.

BblnonHeHWe aTUX 3agay ONUCbIBAETCA B CleayoLWmX pasgenax.

O6wue napameTpbl
Ha nepsow Bknaake, DM14a vnn DM14b, 3apnaiite cnegyrolimMe napameTpbl.
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'E:SQ DevEdit - [Systermn configuration]

File Edit View Windows 7

X | koa e b R

Bla - |2 &4 a

=-j= DMs
=-fg MAC

.53 AMC 4-W-1*
&-4j# DM 14a-1*

DM 142 Alarm system Terminals

Name : | ETFREES

Description: |DM 14a

Location: | Outside ~
Destination: | Outside b

Waiting time external access dedsion: EI 110 sec,
Division: | Cammon “w

Arming area: |4 .

MapameTp

Tun
3HaUeHH
f

OnucaHue

Mponss
ONbHbIN
TeKCT

Mma npoxogaa.

OnucaHue

Mponss
ONbHbIN
HeobA3a
TenbHbIN
TeKCT

OnucaHune npoxopa.

MecTononox
eHue

Cnucok
onpepen
E€HHbIX
obnacte
",

ecnv
OHM
Mcnonb3

ytoTcsa

ObnacTtb gocTyna, B KOTOPOM PACMONOXeH NpoXod.

MecTo
HasHaueHuA

Cnucok
onpepen
€HHbIX
obnacrte
",

ecnv
OHM
MCnonb3

ytoTcs

Obnactb gocTyna, B KOTOPYHO BeAeT MpoXoa.
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MapameTp Tun OnucaHue
3HaueHu
A
Moppaspene |Cnucok |loapasgeneHue UnuM apeHaaTop B CUCTEME YyNpPaBNeHUA OCTYNOM, K
HUe onpeaen | KOTOPOMY OTHOCUTCA AaHHbIM NPOXOA,.
€HHbIX
nonpass
eneHun
, eCnu
OHM
Mcnonb3
ytoTcA
Bpemn [ecaTblie | ECnu1 Bbl NOAKNIOUMMM BHELLHIOK CcUCTEMY K KneMmam AMC, utobbl
OXXUAAHUA nonu peLleHnAa o [OoCTyne NPUHUMANMUCb 3TOM CUCTEMOW, 3TOT NapamMeTp
pelweHun o CEeKyH[bl | OFpaHMUMBAET BPEMA OXWAAHUA OTBETA OT BHELUHEN CUCTEMDI.
pgocrtyne ot MpumeuaHue. PelweHre o gocTyne TpebyeT BbINOMHEHUA BCeX
BHELUHEW YyCNOBUWMW, OoNpeneneHHbiX B CUCTEME YNpaBneHWsa 4OCTYNOM,
cucrtembl Hanpumep NOMHOMOUYMM [OCTYNA, BPEMEHHbBIX MOLENEN U
noapasaeneHui (ecnv oHW UCNonb3yTCs).
Mo ymonuaHuto ycTaHOBMNEHO 3HaueHue O, T. e. 3TOT NapameTp
WUrHOPUpPYyeTCA.
Obnactb Cnucok | bykBa, no koTopor npoxoabl DM14 rpynnupytotca B obnactm
MOCTAaHOBKM | MPOMWCH | MOCTAHOBKMK Ha OXpaHy.
Ha OXpaHy bIX OyKB
oT A po
z

MapameTpbl cUCTeMbl CUrHaNU3auuu

Ha BTopo# Bknagke CucTemMa CUrHanu3sauMmu yCTaHOBUTE NEPEUUCTIEHHbIE HUXKE NapaMeTpbl.
3TW NapameTpbl ONpeaenatoT yueTHble AaHHble U npoueaypy Ana cHATua IDS ¢ oxpaHbl, a
CHATWE C OXpaHbl BIMAET Ha BCe NPoXofbl B Npeaenax ogHol obnacTu NoCcTaHOBKK Ha OXpaHy,
Kak onpeaeneHo Ha nepBoK BKNaaKe.
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DM 14b  Alarm system  Terminals

Autharizations

Mame of disarming Unzcharf-2 Mame of the arming S charf-2
authorization: authorization:
Description: Description:
Disarming Procedure
With card and keypad
By card alone
Osy 1. Press confirmation key 7.
(® with card and keypad 2, Press confirmation key ‘Enter’ or £,

(®) Confirmation key + PIN code

{JBy PIM code 2

(") By confirmation key alo

3. Present the card.

4, Enter PIN code.

5. Press confirmation key 'Enter’ or #,
. The alarm system is disarmed.

7. The door is cyded automatically.

Automatic door cyde:

Arming and disarming

Confirmation can also be given by an input signal (e.g. from a key
awitch).

Output signal with a 1 sec pulse: []

MapameTp Tun OnucaHue
3HaueHunA
O6nacTb «MMonHomouuaA»
Umn Mpousson | MmA, KoTopoe oTobpakaeTcsa B NpoToKoNax v oTyeTtax, korga
MOMHOMOUMH | bHbIN nep)katenb KapTbl CHMMaeT IDS ¢ oxpaHbl Ha 3TOM Npoxofe.
Ha CHATHE C |TeKCT
OXpaHbl
Umna Mpowusson | Ums, KoTopoe oTobpaXkaeTcA B NPOTOKONax M oTyeTax, Koraa
MONHOMOUMM | bHbIV nep)xatenb KapTbl cTaBuT IDS Ha oxpaHy Ha 3TOM npoxoae.
Ha TeKCT
NOCTAaHOBKY
Ha OXpaHy
OnucaHue Mpounsson | OnucaHue NONHOMOUYMIM HA NMOCTAHOBKY Ha OXpPaHy.
(ogHoO onAa bHbIM
KakablX Heobs3ar
NOMHOMOUMWM) | eNbHbIN
TeKCT
Ob6nactb «CHATHE C OXPaHbI»
Tonbko Mepeknto | Bbibepute aTOT BapMaHT, ECNU HY>KHO pa3peLlunTb cHATHe IDS ¢
KapTta yarenb OXpaHbl C MOMOLLbIO NULWb KapTbl U CUMTbIBaTENA 6€e3
[OMONHUTENbHOM ayTEHTUUKAL UM,
Kapta u Mepeknto | Bbibepute aTOT BapHUaHT, CNK HY>KHO, UuTobbl AnA cHATUA IDS ¢
KnaBuaTtypa |uaTenb OXPaHbl HY>XHO ObINO NPeabABUTb KAPTY CUUTbIBATENIO U MPOUTH
OOMONMHUTENbHYIO ayTEHTUUKALMIO C MOMOLLbIO KNaBUaTypbl
cuuTbiBaTENA.
Mpoueaypa ayTeHTUHUKALUM U CHATUA C OXPaHbl YTOUHAETCA
cnenyowuMy 4ONONHUTENbHBIMUW NapamMmeTpamMm:
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MapameTp Tun OnucaHue
3HaueHuA

Kniou | Mepeknto | [Oepatenu KapT AOMKHbI UCNONb30BaThb ANA ayTeHTUdHUKaLMK

noaTBepXKAe | uatenb CBOIO KapTy, Kntou noareepxaeHusa u PIN-koa.
HuA + PIN-
Kop,

Tonbko PIN- | MNepeknto |[Oep)xaTenu KapT AONXKHbI UCMOMb30BaTb ANA ayTEHTUUKALNK
Kopg | uatenb cBOK KapTty u PIN-kog.

Tonbko Kntou | [Nepeknto | [depkatenu KapT OMKHbI MCNOMb30BaTb AN1A ayTeHTVICbVIKaLWIM
noaTrBepXxpe | uatellb CBOIO KapTy U KNKOY nNoaATBepPXAOEHUA.
HUA

ABTOMaTHue | dnaxxok YcTtaHOBUTE 3TOT cbna>+<or<, €CMK nocne CHATHUA C OXPaHbl A0/TXKEH

CKUW LUUKN ObITb BbIMONHEH LMKN ynpaBneHWA 3aMKOM [BeEpPMH, yToObI
ABepH Aepixxatenb KapTbl MOr BOMTH OAHOBPEMEHHO CO CHATUEM C
OXpPaHbl.

Mpumeuanue. LiMkn ynpaBneHuns saMKoM OyaeT BbINONMHEH, TONbKO
eCcnu y AepskaTtens KapTbl TaKXKe eCTb paspelleHune Ha JOoCTyn yepes
3Ty ABEpb.

O6nactb «Mpoueaypa»

B 3aBMCMMOCTM OT NapameTpoB, 3adaHHbIX B obnactu CHATHE € OXpaHbl, B 3TOM obnactu
oTobpakaeTcsa cTaHgapTHaA npoueaypa ans cHATMA IDS ¢ oxpaHbl. CoobuwmTe 3Ty npouenypy
BnagenbLam KapT, KoTopble byayT ncnonb3oBatb npoxoabl DM14 B 3Tol 06n1acTv NOCTaHOBKHM
Ha OXpaHy.

O6nacTb «[locTaHOBKA Ha OXPaHY U CHATUE C OXPaHbI»

BbixogHo# dnaxok YcTaHOBUTE 3TOT cbna>+<or<, €CNM Bbl UCNONb3yeTe OXPaHHYKO NMaHEeNb

CUrHan c B-Series unu G-Series komnaHuu Bosch. B atom cnyuae Ha Bbixoz
UMMNYNbCOM OyneT nofaBaTbCA He MOCTOAHHBIN YpOBeHb «1» (NOCTaBUTb Ha
ic oxpaHy) unu «O» (CHATb C OXpaHbl), a OAMHOUHbBIKM UMMYNbC AN

nepekntoUeHns COCTOAHMA NOCTAHOBKKU Ha OXPaHy OXpaHAEeMOM
obnacTtu, oTHOCALLENCA K NPOXOoay.

Knemmbl ABepHOro KOHTponnepa

YTtobbl Ana npoxoga DM14 MOXHO BbiNo BbIMOMHATE MOCTAHOBKY HA OXPaHy W CHATWE C OXpaHbl,
HeobXxoAWMO onpenenuTb UCNONb3yeMble BXOAHbIE U BbIXOAHbIE chrHanbl IDS ana
COOTBETCTBYOLLMX KNEeMM ABEPHOrO KOHTpONepa npoxona.

3To AencTBUe TpebyeTcsa BbIMOMHUTb OAMH Pas ANsA KaXAoro KoHTponnepa c npoxogamv DM14,
Bce octanbHble npoxoabl DM14, koTopble Bbl NOCNE 3TOFO ONpeaenuTe Ha 3TOM Xe
KOHTpO/iepe 1 ero nnartax paclimpeHua, byayT HacnenoBaTb CUTHanbl 3TOro obuero
KOHTponnepa.

CurHanbl Mo yMONUaHUIo onucaHbl B cneaytolen Tabnuue.
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CurHan Bxoa/|OnucaHue
BbIXO
A
IDS Bxopg | IDS nocTtaBneHa Ha oxpaHy ANA JAaHHOM oXxpaHAeMol obnacTw.

nocTaBneHa Ha
oxpaHy

IDS rotoBa Kk Bxog | H4 ogHa Touka IDS He HaxoguTcA B COCTOAHWM HEUCNPABHOCTU
NOCTaHOBKE Ha (pasoMKHyTa MK He roToBa).

oXpaHy

MoctaBuTtb IDS | Bxopa | 3anpoc noctaHoBKM IDS Ha oxpaHy.

Ha OXpaHy

Pa3bnokuposa | Bbixo | PazbnokupoBaTtb M cHOBa 3a0/10KMpPOBaTb MEXaHW3M ABepH, UToDbI
Tb ABepb O | paspeLwwunTb OOCTyn.

MocTtaHoBKa Bbixo | [loCTaBUTb HA OXPaHY MMM CHATb C OXpaHbl IDS B 3aBUCUMOCTHU OT ee
IDS Ha oxpaHy 0 | Tekyulero coctosHuA (nepeknioueHue).

Mpouenypa Ha3HaueHUA CUTHANOB KNeMmMam
1. Otkpo#Te 3-t0 BKNaaky TepMUHanbl.
- B Tabnuue otobpaxkatoTcA TepMUHaNbl 4BEPHOIO KOHTPONNepa AaHHOro Npoxoaa, a Takxe

nobbix nnat pPaCWnpPeHNA 3TOro KOHTpOnepa.

evEdit - [System configuration]
File Edit View Windows

7

+ X |k e e w B

Bl - e &4 a)

E"'E_E DMS
=g MAC

553 AMC 4w-1*
£.j# DM 14a-1*
. r’ Door-1*
32 WIETK Reader-1*
..... a2 WIETK Reader-2*

DM 14a  Alarm system Terminals

Signal allocation of "AMC 4-W-1' with & signal pairing

Board | T. | Entrance Input signal Entrance Output signal
AME 441 0 DM 14a-1 Door contact DM 14a-1 Release door
AMC 4401 02 DM 14a-1 IDS armed DM 14a-1 Aming IDS
AMC 4-941 03 DM 14a-1 IDS ready to arm

AMC 4401 04 DM 14a-1 Arm ID5

AMC 44041 05

AMC 44041 06

AMC 44041 o7

AMC 441 0s

2. BbibepuTe CTPOKY, COOTBETCTBYIOLLYIO TEPMUHANY, KOTOPYH Bbl XOTUTE MCMONb30BaTb A/

BXOHOrO CUrHana.
3. B cootBeTcTBYylOLEN AUEMKe cTonbOUa BxogHoW curHan BbibepuTe Tpebyemblvt CUrHan u3
packpbiBatolleroca cnvcka. Obpatute BHUMaHWeE, UTO B CNUCKe OoTobpaxatoTca TONbKo

ellle He HasHaueHHble CUrHanbI.
4. TloBTOpuTE NpeabiayliMe waru, ytobbl 4OOaBUTbL NOObIE APYr1e BXOAHbIE CUTHATbI,
HeobxoOuMmble ANA AaHHOMo Npoxoaa.
5. TloBTopM1Te 3Ty NPOLEAYPY CTOMbKO pas, CKOMbKO HY>XHO, UTobbl 00aBUTL NtobbIe

TpebyeMble BbIXOAHble CUrHanbl B cTon6el, BbiIxogHOW CUrHan.
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OnpepneneHue NONHOMOUYMA ANA NOCTAaHOBKU Ha OXPaHY U CHATUA C OXPaHbl NPOX0OA0B

DM14

Mocne cospanua npoxoaa DM14 B pefaktope yCTPOMCTB 3TOT MPOXOA CTaHOBUTCA AOCTyNeH AnA

BKNIOUEHUA B MONHOMOUMA AOCTyna.

1. B aucnetuepe oManoroBbiX OKOH nepenguTe K:

— ['naBHoe MeHto > CUCTeMHble faHHble > NlonHoMouuAa > BKknaaka: lloctaHOBKA Ha OXpaHy
u3BewaTenei BTOPXXeHUA

2. 3arpysure cyllecTBylollMe NONHOMOUMA A4OCTyNna B AUANOroBoe OKHO MU HaXXMUTE 3HAUOK

I:gr) (CospgaTb), uTOObI CO3aaTb HOBbIE.
3. Hawaute Tpebyembint npoxogq DM14 B cnucke v ycTaHOBUTE hriaxkku MocTaBneH Ha oXpaHy
n (M) CHAT C OXpaHbl.

.D,, B @ Q, W o« 5 » o < ? @ Division:

& Main menu Authorization name: | TestAuth MAC: [MAC MAC-1 Common _]

| Description: I
é:9 Authorizations
| Time model: ]TM_0630_1530 : 630 1530 : Common L]

s it: s Attention: Authorization will be withdrawn after being
&9 Access profiles Tnactivity imit I (No entry) L unused for the spedfied period
{% Areas Entrance 1 Time managament] Elevator 1 OTIS elevator ] Parking lot Arming intrusion detection ]PegaSys I
MName ] Description ] From I To ] Armed J Disarmed 1 Division
{e}; S:::;:r:as DM 14a-1 DM 14a Qutside of the system Qutside of the system Ic2 v Common
m. Randoem screening
4. HaXmuTe 3HauoOK (CoxpaHuTb), UTOBbI COXPaHUTb MOMHOMOUMA AOCTynNa C

BblOpaHHbIMU pa3peLleHUAMM.
5.  HasHaubTe 3TM NONHOMOUMA AOCTyMa AepXKaTenAaM KapT, KOTOpble OO/MKHbI YNPaBnATb
npoxogamu DM 14.

15.5.3 Moaynu DIP u DOP (DM15)

CospaHue mogenu npoxopa 15.
3Ta MoAenb Npoxoaa npeanaraet He3aBUCUMble BXOAHbIE U BbIXOAHbIE CUTHAMbI.

New entrance E|
Settings
[FUEEREERRIOP/DOP 15: Digital
Mas. number outputs/auharizations: [2/0
Murmber of DIPs [inputs) of 0: E
Mumber of DOPs [outputs) of 2: ,G

Ecnu npuHUMaloTcs Bce MHTepdeNChbl cunTbiBaTenem, aHHaA Mofenb Npoxofa CTaHOBUTCH
OOCTYMHOW. 3Ty MoAeNnb NPoxoaa MOXHO onpeaenuTb, ecrin cBoOOAHbI XoTA Obl ABa curHana.
[aHHy0 Mofenb Npoxoaa HEBO3MOXHO Ha3dHaulTb AMC ¢ nudptamu (mogenb 07) vnu
aBTOCTOAHKaMK (Mopenb 05¢).

Mopgenb npoxoaa 15
Bo3MOKHble CUrHanbl: 3TU UMeHa no YMO/TYaHUKO MOXHO Mnepesanncartb.
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BxogHou curHan BbixogHOM curHan
DIP DOP

DIP-1 DOP-1

DIP-63 DOP-63

B oTnuuue oT Apyrux Moaenen asepen, Moaens npoxoaa 15 ynpasnaet Bce elle cBObOAHbIMM
BXO[HbIMU U BbIXOAHbIMW CUTHANaMu KOHTPONNepa 1 nepeaaeTt UX Kak BXOAHbIe CUrHarnbl
obLlero HasHaueHus W BbIXOAHble CUTHaNbl 6€3 HanpAXKeHUA B pacnopsAXXeHrue BCen CUCTEMbI.
B oTiMuMe OT BbIXOA4HbIX KOHTAKTOB APYrMX Modenen ABepen, BbIXOOHbIE KOHTAKTbl MOAENH
npoxoga 15 MOXHO NpocmaTpuBaTb No OTAENbHOCTH B pefaKTope YCTPOWCTB.

BoccraHoBneHue moayneit DOP nocne nepesanycka

Mpu nepesanycke koHTponnepa MAC nnu AMC 3HaueHWA COCTOAHUIM NOAUYMHEHHbIX MOAYNEN
DOP, kak npaBuno, cbpacbiBatoTCcA 40 3HaUEHUA Mo ymonuaHuio O (Hynb).

UYtobbl rapaHTMpOBaTh, UTO NpU Nepesanycke aHaueHne DOP Bcerga cOpacbiBaeTcs 4o
nocnefHero Ha3HaUEHHOro eMy BPYUHYto cocTtosaHusA, Bbibepute DOP B AepeBe yCTPOUCTB U
ycTaHoBUTE COXPaHATb COCTOAAHUE B NTAaBHOM OKHe.

15.5.4 Mopenu aBepei-noByLIeK

Co3aaHue NOBYLUKHU

Mogenu npoxoga 01 n 03 MOXHO MCNONb30BaTb KaK «MOBYLLIKW», YUTOObI pa3genuTb AOCTYN
Bnagenbues KapT. C nomoubio dhnaxka MapameTpbl NOBYLWKKU MOXHO caenaTb 4OCTYMHbIMU
HeobxoAnMble fOMNONMHUTENbHbIE CUTHANDI.

New entrance

Settings

Entrance modsl: [DM 02 Common daor with enty and exit reader |

Mas. number outputs/auhorizations: [8/ 01 ¥ Mantrap option

Mo>HO KoMBUHMpoBaTb BCe TMMbl Mogenen 01 1 03, HO 3TOT NapameTp crnenyeT 3aAaTtb Ha
obounx npoxonax, NpUHaanexalwmx K aHHOM NoBYyLUKe.

Hapany ¢ o6bluHbIMM Ha3HAUEHWAMM CUTHANOB ANA JaHHOW MOAENV ABEepPew, AN napameTpoB
NOBYLLKKW TpebytoTcA AONONHUTENbHbIE COOCTBEHHbIE HA3HAUEHWUA CUIHANOB.

Mpumep: noByLKa HAa OAHOM KOHTponnepe

TYypHUKeTbl — Haubornee pacnpoCTpaHeHHble cpeacTBa pasfaenvTb 4OCTyN BNagensues Kapt. B
crnenyloLnx NpuMepax Ucnonb3yeTcsa Mofenb ABepei 3a (TYPHUKET CO CUMTbiBATENEM Ha BXOAE
1 BbIXoge).

KoHgurypaumsa noByLiKK ¢ ABYMSA TypHUKkeTamu (DM 03a):
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Turnstile in rest position (door

outside) \

Turnstile in rest position {door inside) |

E c]
o .
| \\ - s
| Passage locked (door outside) =15 o / Passage locked (door inside) |
l ) [EEES

Release tumstile entrance (door Release tumstile entrance (door

—= — ]
sutslda) J g{— E| |5 -nlg  nside)
| =ho| 2 [
- = I 5 i Y
| Release tumstile exit (door outside) r___...:-'_"ﬁp'— =] E - ""'-—-—-..__1 Release tumstile exit (door Inside)
2 | 2|z \
| = & ]
Door lock of oppaosite direction (door = Door lack of opposite direction (door
outsida) EE IEE Inside)
{potentialfree, normally - = = (potentialfree, normally
(potent el B2 EE | Lt
N - el 5 [T :\_
e Iea] = =
— - ]
gl B
| =
Alarm masking (door outside) %:/ -1,""-::::-# Alarm masking (door inside)
—_ —

= 17 BOSCH | 2 BascH !
Inbound reader Outbound reader Inbound reader Qutbound reader
Door outside Door outside Door inside Door inside
Outside Mantrap Inside

lMogkntoueHWe K ABEPHbIM 3aMKaM AnA 06paTHOFO HanpaBneHWnA rapaHTUpyeT, UTO TONNTbKO OOWH
N3 TYPHUKETOB MOXET ObITb OTKPbIT B KaXkOblh MOMEHT BpEMEHM.

3ameuaHue!

BbixogHble curHanbl 3 v 7 A0MKHbI ObiTb 3aflaHbl Kak NOTeHLManbHO CBOOOAHbIE (PEXUM C
"CYXMM" KOHTAKTOM)

CurHan «3anupaHuve ABepy B MPOTUBOMNOMOXXHOM HanpaBNeHUW» aKTUBUPYETCA NPU 3HAUEHUU
0. OH ucnonb3yeTtca oA «<HOPManbHO 3aKPbITbIX» BbIXOAO0B 3 U 7.

Mpumep: NoByLIKa Ha ABYX KOHTponnepax

KoHurypauus noByLiKu ¢ ABYMsA TypHUKeTamu (DM 03a), pacnpeneneHHbiMu Mexay AByMsA
KOHTpOnnepamu.
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L E | 3 L 2] 3 I L E|H EE | L E|H 3 3
£ipy Py £y Py
ng| o i ng | (o Ui ng ng | [no
AMCZ 4R4 (outside) AMC2 4R4 (inside)
Qut| |Out Out | |Out Out| |Out 4| [Cut| |Out
112] 1112] [1 1 12| 11| 1 1 12| 112) 1ER| [ 12 1112 1 1
g | Door lock of | Door lock of 1
opposita opposite
direction direction
{potential Tumstile
free, in rest
normally position
closed)
Release Alarm Rel Alarm
E‘a:.:szge tumstile masking tumstile masking
g entrance Release entrance
turnstile turnstile
axit exit

v X v X v X v X
%2 BOSEH % BOSEH %2 BOSCH 7 BOSCH
Inbound reader Qutbound reader Inbound reader Outbound reader
Door outside Door outside Door inslde Door inside

Outside Mantrap Inside

MoakntoueHWe K ABEPHBIM 3aMKaM AN1A 00paTHOro HanpaBneHUA rapaHTUPYET, UTO TONbKO OAMH
M3 TYPHUKETOB MOXET OblTb OTKPbIT B KaXXAbl MOMEHT BPEMEHMU.

3ameuaHue!

BbixogHoW curHan 3 goneH ObiTb HACTPOEH Kak becrnoTeHuManbHbli (PEXHUM C «CYyXUM»
KOHTaKTOM).

CwurHan «3anupaHve ABepu B MPOTUBOMONOXHOM HanpaBneHWn» akTUBUPYETCA NPU 3HaAUEHUU
0. OH ucnonb3yeTca AnA «HOPManbHO 3aKPbITOro» Bbixoda 3.

15.6

ABepu:

Hacrtpoiika gBepu: OCHOBHble NapameTpbl

Descrption: [sMC ROWMET D S
|

Mantrap option: I~

Division: [Commen =

Dear | Options | Events

Puc. 15.1:
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MapameTp

Bo3mMoXxHble
3HaueHunA

OnucaHue

MmAa

AndaBUTHO-
LM POBOE 3HAUEHHE,
no 16 cumBonos

CreHepupoBaHHOE 3HAUEHHWE MO YMONUAHULIO
MOXeT OblTb 3aMEHEHO YHUKaNbHbIM UMEHEM.

OnucaHue

AndaBUTHO-
LuudpoBoe 3HaueHue,
no 255 cumBonos

Mogpasgenexue

Moapasaenexue no
yMOnuaH1o —
«Obuwee»

MprUMeHAETCA TONbKO B TOM Clyyae, ecinu
dyHKLUMA MoapasaeneHUna NyLEeH3MpoBaHa.

Tonbko anA mopenen asepen 01

n 03, ecnu HacTpOeHa NoBYyLUKa:

DYHKUMA NOBYLLKU

0 = oTKNOUEHO
(dpnaxkok cHAT)

1 = BKNOUEHO
(donaxkok yctaHOBNEH)

NoBylLlKa cyLLlecTBYeT, ecnv ABe
ob0befnHeHHble ABEPU UCMONb3YIOT MOAENb
aBepent 01 vnu 03. AKTUBUPYHTE NapameTpbl
NOBYLWWKKW AnA obeunx aBepel. [Ana AaHHbIX
ABepein Takxe notpebyeTca cneunanbHas
hunsunueckana npoBoaKa.

Hactpoiika aBepu. NMapameTtpbl

3HayeHuA

Door Optins | Events|
Outof order. [~
Unlack doot: [~ poor s in nomal mode I |
Timemodst [<no time modell> |
Max. lock activation time: [50° 1,10 cec.
Min lock activation fime: [0 110 sec.
Doorinettar [3— 1410 sec.
Alorm open fine: [300 | 1410 see.
Door stike mode: 1 - Disable "request to exit” button immediately =]
Door contact [V
Balt cartact I
Estended door open tine
(handicaped persens}
Mapamertp Bo3mo>kHble 3ameuaHun

PyuHasa onepauusna

0 = hnaXkok CHAT
1 = dhnaxkok
YCTaHOB/EH.

0 = ABEpb HAXOOMUTCA B HOPMalbHOM peKume
(no ymonuaHuio), To eCTb KOHTPOb AOCTyNa
ocyLlecTBNAET BCA CUCTEMA.

1 = OBEepPb UCKMIOUEHA U3 CUCTEMbI KOHTPONA
poctyna. [laHHas ABepb He KOHTPONMpyeTcs, u
coobuleHusa co3gaBatbca He byayT. Ee MOXKHO
3anepeTb WK OTNepeTb TONMbKO BPYUHyto. Bce
ocCTalnbHble NapameTpbl A8 3TON ABepU
BbIKMIOUEHbI.

3TOT NnapameTp HeobxoaMMo OTAeNbHO 3aAaTh
[ONA OBEPU U cunTbiBaTENA.

Bosch Security Systems
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PasbnokunpoBatb
aBepb

0 = [Bepb B
HOPManbHOM peXxume

1 = [1Bepb OTKpbITa
2 = [1Bepb
pasbnokuMpoBaHa B
3aBMCUMMOCTH OT
MOLENU BPEMEHMU
3 = [1Bepb
OTKpbIBaeTcA B
3aBUCUMOCTHU OT
MOLENU BpEMEHMU
nocrne nNepBoro
npoxopaa

5 = [1Bepb NOCTOAHHO
3abnokMpoBaHa

6 = [1Bepb
3abnoknpoBaHa B
3aBUCUMOCTHU OT
MOZEeNU BPEMEHMU

0 = 0OblUHbIV pPeXKUM (MO YMONUAHWUIO) —
nBepb Onokupyetca u pasbnokupyertcs B
3aBMCHMOCTH OT NMpaB AOCTyNa YUETHbIX
OaHHbIX.

1 = pasbnoknMpoBaTb Ha ANUTENbHbIN

nepuos — KOHTPONb JOCTyNa Ha 3TOT NepPUOL,
OyneT npUOCTaHOBMEH.

2 = pas3bnokupoBaTtb Ha Nepuos BPEMEHH,
onpeneneHHbIM NO BPEMEHHOW MOLEeNM.
KoHTponb AocTyna Ha 3ToT nepuop,
npuvocTaHaBnnBaeTcA.

3 = 3ab6N0KMpPOBaHO, NOKa BpeMeHHasa Moaenb
aKTWMBHa, [0 TeX nop, NoKa nepBoe NULo He
nonyuyut goctyn. lMocne aToro ABepb OTKPbLITA,
noKa akTUBHA BpeMeHHaA MOAenb.

5 = 3abnokupoBaHo, noka He bynet
pPa3bnoKMPOBaAHO BPYUHYIO.

6 = 3abn1oKMpPOBaHO, NOKa aKTMUBHA BpeMeHHas
MoAenb — ynpaeneHue ABepbio OTCYTCTBYET,
[Bepb HENb3A UCMONb30BaTh, NOKa AeWCTByeT
BpPEMeEHHanA Mogernb.

BpemeHHaAa mogenb

OfHa M3 OOCTYMHbIX
BPEMEeHHbIX Moaenewn

BpemeHHaa mogenb onA BpeMeHHU
OTKpbIBaHWsA ABepu. Ecnu BbibpaHbl Mogenu
nBepen 2, 3,4, 6 n 7, AOCTYNHO Mone cnucka
ONA Mofenen BpeMeHM!.

TpebyeTcsa BbiOpaTb BpEMEHHYIO MOAENb.

Makc. Bpemsa 0-9999 BpemeHHOW UHTEpPBan aKTUBaLMK YCTPOMCTBA
aKTMBaLMM OTKpbIBaHWA ABEPEN Mo yMONuaHuio (KpaTHo
ONOKUPOBKM 1/10 c): 50 ansa nBepewn, 10 gnA
BpalatoLmxcs asepen (03) u 200 ans
bapbepos (05¢ unu 09c).
MuH. Bpewma 0-9999 MUWHUManNbHbIM BpeMeHHOM MHTepBan AnA
aKTMBaLMM aKTMBaLMKU YCTPOMCTBA OTKPbIBAHUA ABEPH,
ONOKUPOBKHU KpaTtHbiKM 1/10 c. SneKTPoOMarHMTHbIM 3aMKaM
TpebyeTcA HEKOTOpPOe BpeMs Ha
pasmMarHMumBaHuMe — no ymonuanuio: 10.
MHepuua oBepu 0-9999 [To npolwecTBUM BPEMEHN aKTUBAL MK ABEPDL
MOXeT ObITb OTKPbITA B TEUEHME ITOrO
BPEMEHHOTro NpoMeXXyTka 0e3 nogauu curHana
TpeBoru (kpatHo 1/10 c). M'vapaBnMuecKkmum
nBepAM TpebyeTcsa HeKOTOpoe BpemA ANnA
NOBbILWEHUA 4aBNeHUA — no ymonuaxuto: 0.
Bpema B OTKpbITOM 0-9999 Ecnu no ncreueHMn 0aHHOroO BPEMEHHOIO

COCTOAHUKU OO
TpeBOIrn

WHTepBana ABepb OCTAeTCA OTKPbITOM,
noAsnAeTcs cooblieHre «aABepPb OTKPbITA
CNULLIKOM [0Nro», KpatHo 1/10 ¢ — no
ymonuaHuto: 300.
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0 = be3 TanM-ayTa, 6e3 coobLieHumn

Pexum oBepHoM
3allenKku

3anucb B none
cnucka

0 = KHonka REX (3anpoc Ha Bbixoa)
OTKMIOYAETCA NOC/e BPpEMEHHW aKkTUBaLUK

1 = KHonka REX (3anpoc Ha BbIxoa)
OTKNIOYAETCA MFHOBEHHO (= MO YMONUaHu1Io)

[BepHOM KOHTaAKT

0 = oTKNOUEHO
(chbnarkok cHAT)

1 = BKNOUEHO
(donakok yctaHOBNEH)

0 =y ABepy HeT BEPHOrO KOHTAKTa

1 =y ABepu ecTb IBEPHON KOHTAKT.
3aMKHYTbI KOHTaKT 0BblUHO O3HauaeT, uTo
OBepb 3aKpbITa. (= MO YyMONUYaHW0)

PurenbHbIW KOHTaKT

0 = oTKNOYEHO
(dbnaxkok cHAT)

1 = BKkNtoueHo
(cbnarkok ycTaHoBREH)

0 =y ABEpU HET pUrenbHOro KoHTakTa (= no
YMOMUaHUIO)

1 =y ABEPU eCTb pUreNbHblA KOHTaKT.
CoobuleHune cosnaercs, Koraa ABepb OTKpbITa
UNK 3aKkpbiTa.

PacluimMpeHHoe BpeMs
OTKPbITUA ABEpH
(ona nHsanuoos)

0 = oTKNOUEHO
(dbnaxkok cHAT)

1 = BKNtOUeHO
(dbnarkok ycTaHoBREH)

0 = HopManbHOe BpeMsa akTUBaL MKW 3aMKa.

1 = Bpems aKTMBalMK 3aMKa yBeNMuMBaeTcs
Ha KO3(p(PULMEHT, 3alaHHbIM NapaMeTpoM
EXTIMFAC B macwTabax cuctembl. 3To gact
NULAaM C OrpaHUUYEHHbIMU (DU3UUECKUMMU
BO3MOXXHOCTAMMW AOCTAaTOUYHO BPEMEHMU ANnA
npoxopa uepes ABepb. (= N0 yMOMUaHWIO)

HacTtpoitka aoBepu: cobbITUA

Door | Options Events |
The following events willbe available for use under “Associations'

Inirusion:

Door state opendclose: [
MapameTp Bo3mo>kHble 3ameuaHun
3HaueHunA
BTopxxeHune 0 = oTKNOUYEHO 0 = HeT coobLUeHWM 0 BTOPXKEHUNU. ITO

(dpnaxkok cHAT)
1 = BKNOUEHO
(cbnarkok ycTaHoBREH)

nonesHo, ecnu ABepb MOXeT CBOOOAHO
OTKPbIBATbCA U3HYTPM.

1 = Nnpy¥ HEaBTOPM30BAHHOM OTKPbITUM
oTnpasnsercsa cooblieHue. Eule ogHo
coobLleHUe yKaXKeT Ha nocneayroliee
3aKkpbiThe. (No ymonuaHuio)
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[Bepb oTKpbITa/
3aKpbiTa

0 = oTKNtOUEHOo
(dbnaxkok cHAT)

1 = BKNOUEHO
(cbnaxkok ycTaHOB/EH)

0 = HeT coobuleHnnA «aBepb OTKPbITa» (Mo
YMOMUaHUI0)

1 = Npu OTKPbLITUU UMK 3aKPbITUK
oTnpaBnseTca cooblieHue.

15.7 YcTpoucTBa UTEHUA
HacTpoiika cuutbiBaTena. OCHOBHble NapaMeTpbl
[-BPRK Options Door control ~ Additional settings Cards
Mame :
Description:  ||-BPR K.
Division: | Common
Type: |[BPRK ~

Activate encryption:

Supported only by OSDP w2 readers,

Mapametp Bo3moXkHble OnucaHue
3HaueHuA
MmAa cunTbiBatens angaBUTHO- [laHHOEe 3HaueHWe NO YMONUAHUKO MOXKHO

LM poBOE 3HAUEHMKE,
1-16 cumBonos

3aMeHWUTb YHUKalNbHbIM UMEHEM.

OnucaHue andgaB1THO- Mpou3BoNbHOE TEKCTOBOE OMMUCaHUe.
LM pPOBOE 3HAUEHME:
0-255 cumBonos
MNMoppasneneHuve MNMonpasgeneHue no AKTyanbHO, TONbKO €CNU BCe noApasaeneHus
YMOMUaHUo — NULEH3UPOBAHbI U UCMOMNb3YHTCA.
«Obuee».
Tun andgaBUTHO- Tun cuMTbiBaTENA UMK FPYNNbl CUMTbIBATENEN

LM poBOE 3HaUEHWe,
1-16 cumBonoB
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HacTpo#ika cuutbiBatens. Mapametpbl

Membership check: IU - o check

Membership time model: Imo time modell:=

Group access: |1

Deactivate reader beep if access granted: [

I-BPR K Options | Door control | Additional settings | Offline locking system | Key cabinet | Cards I

PIN code required: IEI = PIM code turned I:LI

Time mode! for PIN codes: |<m time modell=

Access also by PIN code alone: [
Reader terminal / bus address: |-| ,l

Attendant required: [

L L]

Deactivate reader beep f access denied: [

VDS - Mode: [
Mazx. time for amming: [sq 1/10 Sec.
MapameTp Bo3mo>kHble OnucaHue

3HaueHuUA

Tpebyetcsa PIN-koa 0 = PIN-kon oTKkNntoueH
— BBOJ He TpebyeTcA
(no ymonuaHuto)

1 = PIN-Koa BKNoUeH
— Bcerga Tpebyetcs
BBOJ

2 = PIN-kop,
ynpaBnseTcs
BPEMEHHOW MOoAeNnbio
— BBOJ, HEODOXOAUM,
TONbKO Korga
BpPEMEHHasa Moaenb
He gencTByet

AKTVIBI/IpyVITe 3TO none ToNbKO B Criyyae, eCnu
Y CuuTbiBaTenA ectb yCTpOPICTBO BBOAA.

Obpartute BHUMaAHKWE, UTO NPOBEpPKa Ha
aBTOPM3aLMIO M MOCNefoBaTeNbHOCTb JOCTyNa
(ecnu oHa aKTMBMpPOBaHA) KapTbl NpeBanupyet
Hag npaBunbHocTblo PIN-Koga.

BpemeHHasa mogenb
ansa PIN-kogoB

ofHa U3 AOCTYMHbIX
BPEMEHHbIX Mofenewn

Bbibop BpemMeHHOW Moaenu obasaTeneH, ecnu
napameTtpy Tpebyerca PIN-koa 3agaHo
3HaueHue 2.

0 = OTKNUEHO
(donaxkok cHAT)
1 = BKNOUEHO

Takxxe goctyn
ocyulecTenaeTcsa
WCKNIOUYUTENBHO NO

PIN-kony (cbnarkok ycTaHoBnEH)

Ecnu cucTema KOHTPONA AOCTyna HacTpoeHa
COOTBETCTBYIOLWUM 0bpasom, onpeaender,
MO>EeT N1 3TOT CUUTbIBaTENb paspellaTb
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[ocTtyn ucknrountenobHo no PIN-koay 6e3
kapTbl. CM. pa3gen [JOCTyn MCKNKOUYUTENBHO MO
PIN-kogy.

Anpec TepMmuHana/
LUWHbI cuMTbIBaTENA

Ona AMC 4W: npoHymepoBaHbl B
COOTBETCTBMU C MHTepdencamn Wiegand.
Ona AMC 4R4: npoHymMepoBaHbl KaK agpec
CuuTbIBaTENA, 33laHHbIM NepeMbluKaMy.

Tpebyetcs
conpoBoOXaeHue

0 = OTKNtOUEHO
(cbnaxkok cHAT)

1 = BK/OUEHO
(cbnarkok yctaHoBrneH)

0 = nocetutento He Tpebyetcsa
conpoBoXaatoLmit (Mo yMOnuaHu o)

1 = conpoBOXAAIOLWMNI TaKXKe JOMKeH
MCMOMNb30BaTh AaHHbIA CUUTbIBATENDb

lMpoBepkKa uneHcTBa

3anucbh B none
crnucka

MpoBepka uneHcTBa 0bbIUHO UCMONb3YETCA Ha
PaHHUX CTaAMAX, NPEeXAe YeM cucTemMa
ynpaBneHnAa 4OCTYNOM CTaHOBUTCA aKTUBHOMW.
3pecb npegoctaBnAeTcA 4OCTYN C yUeToM
YHUBEPCANbHOIO MAEHTUUKATOPA KOMMAHWH,
a He YHUKaNnbHOro naeHTudukatopa B
KauecTBe yYeTHbIX AaHHbIX.

BAXKHO! MpoBepka uneHcrea paboTtaet
TONbKO C PU3UUECKUMMU YUETHbIMU AAHHbIMMU,
ONA KOTOPbIX ONpeaeneHuna KapT
npenBapuTeNnbHO 3afaHbl B cucTeMe (cepbln
hoH), a He C NoNb30BaTENbCKUMMU
onpeneneHnAMU Unu OMOMETPUUECKUMHU
YUETHbIMW OaHHbIMMU.

0 — Oe3 npoBepKuU

lMpoBepka uneHcTBa BbIKMOUEHA, OQHAKO
KapTa nNpoBepsaeTca Ha Hannuue aBTopM3aLlui
B 0ObIUHOM peXkuMe (Mo yMOoNnuaHuio)

1 — npoBepka

KapTa npoBepsaeTcA Tonbko Ha ID KomnaHuu,
TO eCTb TONbKO Ha UNTIEHCTBO B CUCTEME.

2 — B 3aBMCMMOCTU OT BPeMEeHHOW mMopenu
KapTa npoBepsetca Ha ID KomnaHuu
(uneHcTBO), HO TONbKO B TEUEHWE Nepuoaa,
ornpefeneHHoro BO BpeMeHHOM Mofenu
uneHcTBa.

BpemeHHaAa mogenb
UneHcTBa

OfHA M3 OOCTYMHbIX
BPEMEHHbIX Moaenewn

JTa BpeMeHHanA MoAeNnb NO3BONAET BKNOUUTL/
OTKMOUNTb NPOBEPKY NPUHAANEKHOCTH.
Bbibop BpemeHHOW Mofenu obAlateneH ana
BapvaHTa 2 NPOBEPKMU UNEHCTBa.

pynnoBow goctyn

1-10

OnAa cuuTbiBaTenemn ¢ KnaBuaTypom
MuWHWManbHOE UMCNO AOMNYCTUMbIX KapT,
KOTOpble AOMXKHbI ObITb NpeabABNEHbI
CUMTbIBaATENIO KApT, UTOObI ABEPb OTKPbINACh.
[aHHas rpynna MoxeT CoCToATb U3 bonbluero
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uMcna KapT; B 3TOM Clyuyae MCnonb3yeTca
knaBuwa ENTER/#, utoObl CUrHanuM3npoBaTb O
3aBepLUeHnu rpynnbl. 3aTem ABEPb
OTKpblBaeTcA.

Ona cuuTbiBaTeneu 6e3 KnaBUaTypbl:
TouHOEe UMCNo AeNCTBUTENbHbIX KapT,
KOTOpble JOMXHbI ObITb NpeabABNEHbI
CuuTbIBaTENO KapT, UTOObI ABEPb OTKPbINACh.
3HaueHuWe no ymonuaHuo: 1.

[eakTMBupoBaThb
3BYKOBOM CMUTHan
cuuTbIBaTENA, ECNMU
[AOCTYN NpefocTaBneH

0 = oTKNOUEHO
(dbnaxkok cHAT)

1 = BKNOUEHO
(dbnakok yctaHOBNEH)

Ecnu akTnBMpoBaH (1), To cuuTbiBaTENb HE
noflaeT 3ByKOBbIX CUTHANOB, €C/u
aBTOPM30BaHHbINM NONb3oBaTeNb nonyyaer
paspelleHue Ha goCTynm.

[eaktnBupoBaTtb
3BYKOBOM CUTHan
CUMTbIBATENA, ECNU
[OCTyn He
npegocTaBneH

0 = OTKNOUEHO
(dbnaxkok cHAT)

1 = BKNtOUeHO
(cbnarkok ycTaHoBREH)

Ecnu aktTnBMpoBaH (1), TO cuMTbIBaTENb HE
NoJaeT 3ByKOBbIX CUTHaNoB, eCnu
HeaBTOPM30BaHHbIM NONb30BaTeNb Nonyyaet
OTKas B flocTyne.

(DyHKLI,I/IH "[leakTnBMpPOBaTb SByKOBOf/‘I CUrHan cuutbiBaTenA" 3aBUCUT OT COOTBETCTBYHOLLENO
annapartHoro obecneueHuns cumTbiBaTeNA.
AnnapartHoe obecneueHue HEKOTOPbIX cuuTbiBaTENEN MOXET He nogaepXuBatb 3Ty beHKLWII-O.

Pexum VDS

0 = OTKMOUEHO
(donaxkok cHAT)

1 = BKNOUEHO
(cbnarkok ycTaHoBNEH)

Ecnu akTuBMpoBaHo (1), curHanusauma
CUMUTbIBATENSA BblKMOUEHA.

Makc. Bpems MocT. Ha
oXpaHy

1-100 [1/cek]

MaKcuManbHoe BpeMA OXWaaHWA curHana
NoATBEPKAEHWA 3aBepLUeHUA NOCTaHOBKK Ha
OXpaHy OT OXPaHHOM NaHenu.

CeTb U peXxuMbl paboThbl

JTa BKnagka OTO6pa)KaeTCF| TONbKO ANA CceTeBblX 6VIOMeTpVILIeCKVIX CuMuTbiBaTENEN.

LLIabnoHbl — 3TO coxpaHeHHble obpasubl. OHM MOryT NpeacTaBnATb cCobOOM AaHHble KapT UMK
OvoMeTpUuUecKne AaHHble.

LLIaBnoHbl MOXHO XPaHWUTb KaK Ha YCTpOPICTBaX, KOTOpble B AepeBe yCTpOl‘/‘ICTB HaxXOOATCA Bbllle

CUMTbIBATENSA, TAK MU HA CAMOM CuMTbiBaTene. [laHHble O CuuTbiBaTene nepuoguyUeckn
0OHOBNATCA YCTPOMCTBAMM, PACMONOXKEHHBIMWU HAZ HUM.

CuuTbiBaTENb MOXHO HACTPOUTb ANA UCMONb30BaHMA CcOBCTBEHHbIX WabnoHoB npu NPUHATUN

peLLleHVIl‘JI O goctyne unu anAa Mcnonb3oBaHUA UCKNKOYNUTENBHO wabnoHoB ¢ PaCnonoXXeHHbIX

Bbille Hero yCTpOVICTB.
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MapameTp OnucaHue
IP-appec. |P-agpec aToro nogKNOUEHHOro K CeTU CUMTbIBaTENA
MopT: [MopT no ymonuaHuo — 51211

LLlabnoHbl Ha cepBepe

TonbKo KapTa

CuuTbliBaTEND CUMUTLIBAET TOMBKO AaHHbIE KapT.
OH BbIMONHAET UX aYTeHTMd)I/IKaLI,VHO OTHOCUTENNIbHO AaHHbIX,
NoNnyyeHHbIX OT CUCTEMDbI.

KapTa 1 oTneuaToKk nanbua

CuuTbiBaTENDb CUMTBLIBAET U AAHHbIE KapT, U AaHHbIe
OoTneyaTkoB nanbLles.

OH BbIMOMHAET UX ayTeHTMd)VIKaLI,MPO OTHOCHUTENDBbHO AAaHHDbIX,
MNONYYE€HHbIX OT CUCTEMDbI.

LLlabnoHbl Ha ycTpoHcTBE

MpoBepKa B 3aBUCUMOCTH OT
nuua

CuunTbiBaTeNb MO3BONAET ONpenenATb UCMONb3YEMbIV PEXUM
MAEeHTU(UKaALMKM MO NapameTpam COOTBETCTBYHOLLENO
Bnajenbla KapT. [laHHble nepcoHana npeaocTaBnatoT
cnenyroLine BO3SMOXHOCTH:

—  TonbKo oTneuaTtok nanbla

—  TonbKo KapTta

—  Kapra 1 otneuartok nanbua

OHM onurcaHbl HUXe B 3TOMW Tabnuue.

TonbKo oTneyatok nanbua

CuunTbliBaTEND CUMTLIBAET TOMBbKO AAaHHbIE OTMNEUATKOB NanbLeB.
OH BbINOMHAET UX ayTeHTVICbVIKaLI,VHO OTHOCUTENTIbHO
COOCTBEHHbIX COXPaHeHHbIX AaHHbIX.

TonbKo KapTa

CuuTbiBaTEND CUMUTLIBAET TOMBKO AaHHbIE KapT.
OH BbIMOMHAET UX aYTeHTMCbI/IKaLI,VHO OTHOCHUTENTIbHO
COOCTBEHHbIX COXPaHEeHHbIX AaHHbIX.

KapTa 1 oTneyaTtok nanbua

CuuTbiBaTENDb CUMTBLIBAET U AaHHbIE KapT, U AaHHbIE
oTneyaTkoB nanbLeB.

OH BbIMONHAET UX ayTeHTMd)VIKaLIMI'O OTHOCUTENDBHO
CODCTBEHHbIX COXPaHEHHbIX OaHHbIX.

KapTa MNK oTneyaToK nanbua

CuuTbiBaTENb CUMUTHLIBAET JAaHHbIE KapTbl UNKU OaHHbIE
oTneyaTKa nanbla B 3aBUCUMOCTKU OT TOro, UTO npegnaraet
Bnageney KapTtbl.

OH BbINONHAET UX ayTeHTM(*)VIKaLI,VHO OTHOCUTENBHO
COOCTBEHHbIX COXPaHEeHHbIX AaHHbIX.
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I-BPR K Options Door control

Reader blodking:

Time model to blodk reader:

Office mode:
Manual operation:

Check time model upon access:

Additional verification:

Additional settings

Hacrpoﬁxa cuuTbiBaTensA. YnpaBneHue gBepbMu

Cards

0 = Reader is in normal mode e

«no time model =

O & OO0

Host request timeout: 110 sec,
Open door if no answer from host:
MapameTp Bo3mo>kHble 3ameuaHusa
3HaueHus
BnokunpoBska 3anucb B none 0 = cuuTbiBaTENb B 0OLIUHOM pexnme — be3

CYUTbIBaTENA CMNUCKa

GNOKMPOBKKU (= NO YyMOMUAHWIO)

1 = cuuTbiBaTENb NOCTOAHHO 3a0MOKUPOBAH —
noctosiHHas 6NOKMpPOBKa

2 = cuuTbiBaTEeNb OBNOKMPYETCA B 3aBUCUMOCTH
OT Mofenu BpeMeHn — BNoKupoBKa
OCYLLEeCTBNAETCA B COOTBETCTBUM C MOAENbIO
BPEMEeHM, 33JaHHOM C MOMOLLbIO NapameTpa
Mogaenb BpeMeHu Ansa 6MoKMPOBKHU
cuuTbiBaTens

Mopaenb BpeMeHu AnAa | oaHa U3 BpeMeHHbIX

ONOKMPOBKH Moaeneu,
CcuMTbIBaTENA onpeaeneHHbIX B
cucteme.

CuuTtbiBaTENb ONOKUPYETCA B COOTBETCTBUMU C
BblIOpaHHOM BpEMEHHOW MOAENbIO.

OdUCHbBIN pexum 0 = OTKNOUEHO
(dpnaxkok cHAT)
1 = BKNOUEHO

(dbnakok yctaHOBNEH)

Mo3BoNAeT UCMONb30BaTh 3TOT CUMTbIBATENb B
OUCHOM pexume ,

PyuHasa onepauun 0 = OTKNUEHO
(dbnaxkok cHAT)
1 = BKOUEHO

(dpnaxkok yctaHOBNEH)

0 = cuuTbIBaTE/lb B HOPMAlbHOM pexume (=no
yMONUaHuto)

1 = cunTbiBaTENb 3hHEKTUBHO YAANAETCA U3
CUCTEMbI KOHTPONA AOCTYNOM, TO €CTb «He
paboTaet».
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CucTema He nonyyaet HUKaKUMX KomaHa. Bece
oCTanbHble NapamMmeTpbl AN 3TOro
CUMTbIBATENA BbIKMHOUEHbI.

370T NnapameTp HeobxoaMMo 3agaBaTtb
HEe3aBMCUMO W ANA cuuTbiBaTens, U AnA
nBepu.

MpoBepka moaenen
BPEMeHU BO Bpems
Jocrtyna

0 = oTKNtOUEHOo
(cbnaxkok cHAT)

1 = BKNOUEHO
(cbnaxkok ycTaHOBMEH)

0 = Mogenu BpemeHu He byayT npoBepATbCA.
HeT orpaHMueHUi No BpemeHu ans gocTyna.
1 = ecnu BnagenbLy KapTbl HA3HaUeHa
BpemMeHHaA Mogenb (HenocpeacTBeHHO UK B
KauecTBe aBTOPU3aLUKU MO BPEMEHU U
obnactu), BpeMeHHas mofens byner
npoBepAThLCA.

(= no ymonuaHuio)

OononHutenbHas
nposepka

0 = oTKNtOYEHO
(dbnaxkok cHAT)

1 = BK/OUEHO
(dbnaxkoK ycTaHOBIEH)

0 = npoBepKa ornepaTopom He obasaTenbHa

1 = TpebyeTcA npoBepka onepatopom (Mo
YMOMUaHUIo)

(BAXKHO! AkTuBaLmMA 3TOro napameTpa
Heobxoanma AnAa AOMNONHUTENbHOMO
BMAEOMNOATBEPKAEHWA ONEPATOPOM CUCTEMDI
Bosch BVMS unu cuctembl ynpaBneHus
[OCTYMNoM).

OxupaHue oTBeTa

0 = peakTMBMPOBaAHO

0 = AMC paboTaeT 6e3 npoBepKn onepaTtopom
(He paboTaeT ¢ napameTpamu N3meHeHWe
obnacTtu unu Moacuet nogen). ToT 3NEMEHT
ynpaBneHWA akTUBEH, TONbKO eCNu NapamMeTp
«lpoBepka oneparopom» = 0
(neaxkTBMpoOBaH), a NnapameTp OTKPbITb ABEPb
Nno UCXOAY BPEMEHU OXnaaHua = 1
(akTMBMpPOBaAH).

oT 1 00 9999 x 1/10 cekyHahbl. (Mo
ymonuaHuto = 330 = 33 ceKkyHAbl).
CuuTbiBaTeNb 3anpallnBaeT NoaATBEPXKAEHWE
OT CUCTEeMbl yNpaBneHna goctynom. Ecnu B
TeueHWe 3TOro nepuona NoaTBepXaeH1e He
nonyyeHo, AMC npoBepsaeT napameTp
OTKpbITb ABEPb MO UCXOAY BPEMEHHU
OXXUAAHUA U COOTBETCTBYIOLWNM obpasom
npenocTaBnsaeT AOCTYN UMK OTKAa3blBAET B HEM.

OTKpbITb ABEPL MO
MCXOLY BPEMEHMU
oXuaaHusa

0 = OTKMOUEHO
(cbnaxkok cHAT)

1 = BkntoyeHo (no
YMO/UaHUI0)
(cbnarkok ycTaHoBrneH)

ITOT 3NEeMEHT ynpaBneHWs aKTUBEH TONbKO B
TOM cryuae, ecnv 3agaH napameTp Mposepka
onepaTtopom.

0 = Bepb He OTKpbIBAETCA, eCNW IMaBHas
CHUCTEMa He BblgaeT NoAaTBepXKaeHue 1o
UCTEUEHWUA BPEMEHW OXWAAHMWA.
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1 (no ymMonuaHuio) = Bepb OTKPbIBAETCA MO
UCTEUEHUWN BPEMEHU OXKMOAHWUSA, eCnu rnaBHan
cucTeMa He Bblaana noATBepXaeHue oo
UCTEUEHWA BPEMEHU OXWAAHMWA.

Hacrpov'u(a cuuTbiBaTenA. lononHUTeNnbHble NapamMeTpbl

I-BFR K Options Door control

Access sequence chedk: | [ - Deactivated

Time management:

Double access contral
Enable:
Door group ID:

Anti-Pass-Back timeout:

Random screening

Random screening:
Screening rate:

Timeout random screening:

REX button active when IDS armed:

Fead permanently:

Additional settings

Cards

]

O

]
minutes

[

]
I:I Minutes

HeucnpaBHocTH LAC
2 — AKTMBMPOBAHO;
OCTaBWUTb aKTUBHbIM
Nno HEWCNPABHOCTH
LAC

3 - AKTUBUPOBAHO;
MCMNONb3yMTE UETKYHO
nocnenoBaTeNnbHOCTb
NPOBEPKK AaXxKe Npw
HeucnpaBHocTn LAC
(npumeuaHue:

MapameTtp Bo3amMoXxHble 3ameuaHusa

3HaueHun
MpoBepka 0 — HeaktnBupoBaHO |0 = cuMTbiBaTENb HE YUACTBYET B MPOBEPKE
nocnegoBatenbHOCTM |1 — AKTMBUPOBAHO; nocnegoBaTenbHOCTM AocTtyna (= no
nocrtyna [eaKTMBUPOBaTb MO YMOMUaHUIO)

AKTUBUpPOBaHHaA NpoBepKa
nocnenoBaTenbHOCTM MOXeT obpabartbiBaTb
nuy ¢ 3agaHHbim ctatycom HEM3BECTHbIE
yKa3aHHbIM HUXe obpasom.

1 = nepBoe uTeHue KapTbl OyaeT 3aBepLUeHO
b6e3 npoBepKKn MecTononoxeHus. Bece
KOHTPONNepbl 4OMKHbI HAXOOWTLCA B
onepaTMBHOM peXuMe.

2 = nepBOe uTeHWe KapTbl OyaeT 3aBeplUEHO
06e3 NpoBepKU MECTOMONOXKEHHUA.

3 = ecnun LAC HeucnpaBHa, NpoBepkKa
MecTononoxeHus byneT 3aBeplieHa ann
KaXXOOro CUMTbIBAHWA KapThbl.
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obHoBMUTE
MECTOMONOXEHHWE NUL,
BPYUHYIO)

Ectb obwana MAC-komaHaa AnA akTMBaUWK UNK AeaKTUBaLUK BCEX NPOBEPOK
nocnenoBaTeNnbHOCTU AOCTyMa.

Utobbl AeaKTMBMPOBATb NPOBEPKY MNOCNeA0BaTENbHOCTH AOCTyNa Ha HEKOTOPbIM Nepuos
BpeMeHH, 3aaeTcA 3HaueH1Me B MUHYTax He bonee 2880 (= 48 uacos). Ecnv 3agaHo 3HaueHue
"0", NnpoBepKa NocnefoBaTenbHOCTM AOCTyNa NOMHOCTbIO AeaKTUBUPYETCA.

MpumeuaHue. 3Ta KOMaHOA MOXET U3MEHUTb NPOBEPKY NOCNeA0BaTeNbHOCTU AOCTyMa TONbKO
ONA TeX CUUTbIBaTENEW, ANA KOTOPbIX 3afaH NapaMeTp BknwouuTtb nocnepoBaTenbHOCTb
poctyna. OHa He fleaKTUBUPYET/aKTUBUPYET NPOBEpPKY NocnenoBaTenbHOCTM AOCTyNa AnA BCeX
cuuTbiBaTENEN.

YueT BpemeH#u 0 = OTKNOUEHO Ecnu aToT napameTp BbibpaH, cuctema
(cbnaxkok cHAT) ynpaBneHua 0ocTynom cobupaeT aaHHble ann
1 = BKNIOUEHO yueTa pabouero BpemeHHu.

(dbnaxkok ycTaHOBEH)

KoHTponb ABOMHOro aocryna (3anpeTt ABOWHOro npoxoaa)

Bkntountb 0 = OTKNOUEHO 0 = 6e3 KOHTponsa ABOMHOro goctyna (= no
(cbnaxkok cHAT) YMOMUaHUIO)

1 = BKNOUEHO
(dbnaxkok ycTaHOBMEH) | 1 = ¢ KOHTPONEM ABOMHOIO AOCTyNa

B TeueHWe BpeMeHHOro NpoMexyTKa,
3agaBaemMoro napameTpom ONUTenbHOCTD,
3TOT CUMTbIBaTENDb U APYr1e cunTbiBaTenu B
rpynmne He MOryT MCMOMNb30BaTbCA C OAHOMN U
TOW XXe KapToW.

Ecnu aTOT NapameTp aKTMBUPOBaAH,
HeobXxoaAMMO MCMONb30BaTb MAEHTUDUKATOP
rpynnbl ABEPEN, faXKe eCNK UCMONb3yeTcs
O[MH CUMTbIBaTENb.

NoeHTudmKaTop BykBbl CuunTbiBaTENM MOXKHO FpynnupoBaThb C
rpynnbl ABepen A-Z v a-z, a Takke "-" | NOMOLLbIO MAEHTUMKATOPA FPyNNbl ABEPEN.
2 cumBoOna Mpu NpeabABNEHUM KapTbl HA OQHOM

cuuTbiBaTene nocnenyolune peructpaLmnu
ONOKUPYIOTCA HA BCEX CUMUTBIBATENSAX U3
[laHHOW rpynnbl ABepewn (Mo YMONUaHUIo = == ),
noka He UcTeueT TaM-ayT.

Tanm-ayT 3anpeta 1-120 [aHHbIN CUNTbIBATEND MOXHO MCNONb30BaTh C
OBOMHOro npoxoaa OLHOM U TOM »Ke KapTOoM MO UCTEUEHUH
[AHHOro BPEMEeHHOro uHtepeana. Kak Tonbko
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AaHHaA KapTa UCNONb3yeTCcA Ha CUUTbiBaTeNe
He U3 JaHHOW TPynnbl, HEMEANEHHO
BKNtouaeTcA bnokuposkKa.

3HaueHuA 3agarTcaA B MUHYTax, Mo
YMOJUYaHUIO = 5.

CnyyalHbI LOCMOTP

0 = oTKNOUEHO
(dbnaxkok cHAT)
1 = BKMOUEHO
(cbnarkok ycTaHoBREH)

0 = b6e3 cnyvyanHoro gocmoTpa

1 = cnyyaMHbIi JOCMOTP B COOTBETCTBHU C
JaHHbIM (PaKTOPOM He MOMYyUMuT paspeLleHunn
Ha BXO[, NoKa He DyaeT cHATa BNoKMpoBKa B
AvanorosoM okHe Bnokuposka.

cnyyalHoro gocmotpa

YactoTa gocmoTpa 1-100 MpoueHT cnyyamHbiX 4OCMOTPOB Ans
paclunpeHHoM NpoBepku. [JoCcTynHo, ecnu
BK/TOUEH CMyyalHbIM JOCMOTP.

Bpema oxugaHua 1-120 [Mpu 3agaHHOM BpeMeHU Nonb3oBartenb

ABNAeTCA 0ObEKTOM CNyyanHOro AOCMOTpa.
3HaueHnA 3a4akTCA B MUHYTaxX -
no ymonuaHuio = 5.

KHonka REX akTMBHa,
korga IDS noa

0 = OTKNUEHO
(donaxkok cHAT)

Tonbko ona DM10 v DM14: ecnu IDS
nocTaBfeHa Ha oxpaHy, kHonku REX no

CYUTbIBaHUE

oxpaHou 1 = BKNIOYEHO YMOMNUaHUIO OTKOUEHbI. [o3TOMy
(dpnakok yctaHOBNEH) | HEBO3MOXHO BbIWTU U3 Habntogaemom
obnacTtu. 3ToT HOBbIM NapameTp cuuTbiBaTeNs
akTuBupyet KHonKy REX, gaxke ecnu IDS
MocTaBfieHa Ha OXPaHy.
MocToAHHOE 0 = OTKNOUEHO CuuTbiBaTeNb MOCTOAHHO BbIMOMHAET

(donaxkok cHAT)
1 = BKNOUEHO
(dbnaxkok yctaHoBNEH)

CUUTbIBaHWeE, eCK Ha HEM YCTaHOBNEHO
COOTBETCTBYIOLLEE MUKPOMPOrpaMmMHoOe
obecneyeHne Npon3BoAUTENS.
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Hactpoiika cuntbiBatensa. KapTbl

Card validation
Matorized cand reader: I
Withdraw card: [v

Triggering critera:

WIETK Headerl Options ] Dioor cortral l Additional settings ] Cffline locking system ] Biometrics ] Key cabinet Cards

[ Blocked card

[ 1%igitor card

[1Card iz blacklisted

[ lreealid tirme model

[lrwealid areadtime model

1Mo authonzation

[1Ahways collect

[]Collect wisitar cards on collecting date

[1Collect wisitar cards on last day of validity

[]Collect other cards [no wistor cards) on collecting date
[1Collect ather cards [no visitor cards) on lazt day of validity

1 Tine model defined and invalid, independent of access and reader parameters
[ AreaTime model defined and invalid, independent of access and reader parameters

MapameTtp Bo3moXkHble

3HauYeHuA

3ameuaHusna

0 = OTKNOUEHO
(dbnaxkok cHAT)
1 = BKNOUEHO

MoTOpU3NPOBaHHbIN
CUMTbIBaTENb

(cbnarkok yctaHoBrneH)

YcTaHOBMWTE 3TOT oNaXKoK, eCNu UCMOb3yeTcs
MOTOPU30BaHHbIW CUMTbIBATENb KAPT

M3BneueHne KapThbl 0 = oTKNOYeHo
(cbnaxkok cHAT)
1 = BK/IOUEHO

(dbnaxkok ycTaHOBMEH)

«M3BneyeHne» Npu UCNoNb3oBaHUK
MOTOPU30BAHHOIO CUMTbIBATENA KapT
O3HayaeT hM3nYecKoe yaep)KaHue KapThbl.
MpK MCNoNb30BaHUKU APYIrMX CUUThHIBATENEN
KapT «M3BneueHne» o3HauaeT, uTo cucTeMa
[enaeTt KapTy HeAeNUCTBUTENbHOW.

Kputepum 0 = oTKNtoUEeHO

cpabaTbiBaHK1A (cbnaxkok cHAT)
1 = BKMOUEHO

(dbnaxkok ycTaHOBEH)

BbibepuTe B 3TOM CNUCKE KPUTEPUU, KOTOpbIE
LOMKHbI UHULMMPOBATbL AENCTBUE
U3BneueHue KapThbl.

3ameuaHue!

MoTOpHn30BaHHblE CUUTbIBATENU KaPT MOTYT ObITb MCMONb30BaHbl TONTbKO CO CUMTbIBATENAMMU

IBPR.
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15.7.1 Hactpoitka cnyyahHoro gocmoTrpa
CnyyalHbI OCMOTP — 3TO PacnpOCTPaHeHHbIM MeTof NoBbilleHWA 6e3onacHoCTh obbekTa
nyTem cnyuaﬁHoro Bbl60pa nepcoHana anAa AONONMHUTENNbHbIX MPOBEPOK besonacHoCTH.

TpeboBaHusa

—  Tpoxopn aonxeH bbiTb 060pyaoBaH NOBYLKOW UMW TYPHUKETOM, UTODbI HUKTO HE CMOT
NPOWTK BMNMIOTHYIO 3a APYrMM uenoBekoMm bes3 npeabABneHMA COOCTBEHHOTO
naeHTUgurKaTopa.

—  YCTPOMCTBO CUMTbIBAHMA KapT AOMKHO NPUCYTCTBOBATb MO MeHblUel Mepe B OAHOM
HanpaBneHWW nNpoxoga.

—  CuuTtbiBaTeENMN HEOOXOAMMO HACTPOUTb Ha 0DObIYHOE yNpaBneH1We OOCTYNOoM.

—  OTOenbHO ANs KaXXAoro CUMTbIBATENA MOXHO HACTPOWUTb FreHepaTop CnyyanHbliX UUCen.

—  Tpu cHAaTum noboro bnoka, 3a4aHHOro CUCTEMOM, B HenocpeacTBeHHOM BNM30CTU AoMKHa
HaxoauTbcA pabouyan cTaHUMA.

Mpoueaypa

1. HamnpguTe HYXXHbIV cuMTbiBaTeNb B pedaktope yctponcts DevEdit

2. Ha Bknagke MapameTtpbl ycTaHOBUTE hnakok CnyuyanHbli JOCMOTP.

3. B none MpoueHTHOe COOTHOLWEeHUEe AOCMOTpPA BBEAUTE NPOLEHT NIOAEN, KOTOPbIX
TpebyeTca gocmatpmBarth.

4. CoxpaHuTe CBOW HACTPOMKMU.

15.8 Joctyn ucknouurenoHo no PIN-koay

MpeabicTopuna

CunTbiBaTENM C KNABUATYPOM MOXHO HACTPOWUTb TaKUM 0bpasom, utobbl OHKW paspeLuany AoCTyn
Tonbko no sBeoay PIN-koaa.

Korga cunTbiBaTenM HACTPOEHbI TaKUM o0bpa3om, ornepatop CUCTEMbI YrpaBneHus 4OCTYNoOM
MOXeT NpucBauBaTb MHOMBKUAOYaNbHble PIN-KoAbl OTAENbHbIM COTPYAHMKaM. B
OENCTBUTENbHOCTU TaKWe COTPYAHMKK MONyyatoT «BUPTYarnbHYH KapTy», KOTOpaAa COCTOMUT TONbKO
n3 PIN-kopa. 970 HasbiBaeTcA MaoeHTudpukaumoHHbii PIN-kog. B otnnume ot Hero,
Moateepkpatowmnit PIN-kog — ato PIN-koa, Mcnonb3yeMbli B COUETAHUM C KapToW B Lenax
ycuneHus 6esonacHocTw.

Onepatop moxeT BBoAMTb PIN-KoAbl ANA COTPYAHUKOB BPYUHYHO MNK npucBamMBaTb UM PIN-
KOZbl, aBTOMATMUECKU CrEHEPUPOBAHHbIE CUCTEMOM.

Obpatute BHUMAHKE, UTO Te XKe COTPYAHUKMU He yTPaTAT AOCTYN C MOMOLLbI (hU3UUECKUX KapT,
NPUCBOEHHbIX UM.

MpeaBapuTenbHble YCNOBUA aBTOPU3aLMK ANA onepaTtopos

lMpaBo gocTtyna B nomelleHne Tonbko no PIN-kogy MoXeT NnpefoCcTaBnATbCA AepKaTento KapTbl

TOMbKO onepaTopamMu, UMeLWMMKU cnelmanbHoe NpaBo Bblgaun BUPTyanbHbIX KapT. Onsa

npenocTaBneHWsa oneparopy TaKoro npasa BbINOMHUTE cneaytolmMe 0eNCcTBUA:

1. Mepengute B NNaBHoe MeHto > KoHdpurypauua > Onepatopbl U pabouune cTaHLUU >
Mpodunu nonb3oBatenem

2. BbibepuTte npodunb Nonb3oBaTens, KOTOPbIW AOMKEH NONYUUTb aBTOPHU3ALMIO:
BBenwute ero B TekctoBoM none UMaA npodmna nun BoCnonb3yMTecb MEXaHM3MOM NMOMCKa
ANA HaXOXAEHUA HY>XHOIo Npoduna.

3. B cnucke AnanoroBbiX OKOH LWENKHUTE AUeKnKy, codepkallyto aneMeHT KapTtbl
BcnnbiBatowee okHO CneuuanbHble BO3MOXHOCTU MOABMAETCA BO3/1€ HUXKHEW UacTW OKHa
rMaBHOrO OKHa.
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15.9

4. YcraHoBuTe onaxkok HazHauntb BupTyanbHbie KapTbl (PIN) Ha naHenu «CneuunanbHble
BO3MOXHOCTH».

5. Hakmute unu MpUMeEHUTb, yTOoObI COXPaHUTb UBMEHEHUNA

HacTtpoiika anuHbl uaeHTucpukaumoHHoro PIN-koga ana noonep>xMBaemMbiX TUNOB
cuuTbiBaTeneu

[nvHa BBeAEHHbIX BPYUYHYI UMM CO3AaHHbIX cucTtemor PIN-KOLOB perynvpyeTtcsa napaMeTpom,
3afaHHbIM B KOHUTIypaLunuu CUCTEMBI.

—  [naBHoe meHto > KoHndmrypauua > Mapametpsbl > MUH-koabl > OnuHa PIN-koaa

HacTtpo#ka cuutbiBaTena ana gocryna ronbko no PIN-koay
1. TepenauTe B NNaBHOoe MeHto > KoHdurypauua > [laHHble ycTpoicTBa > Pabouue ctaHuum

=
22

2. B none Pabouas cTtaHuuA BbibepuTe pabouyto CTaHUKIO, K KOTOPOM hrU3nUeCKH
NOOKNIOUEH CUMUTbIBATENb.

3. [paBoOM KHOMKOM LWeNnKHUTe pabouyto CTaHUMIo, UTOObl 0OaBUTb CUMTbIBaTENb, U BbiDEPUTE
Bsectu PIN vinn CreHepupoBatb PIN.

4. BblbepuTe cunTbiBaTENb B NoNe Paboune craHuuwm.
Cnpaga o1 nona Pabouue craHuumn otobpasnTcA none cneymanbHOM HACTPOMKM
cuuTbIBaTENA.

5. YbeauTtech, UTo pacKkpbiBaloLmMica cnMcok Ucnonb3oBaHUe KapTbl NO YMONUYaHUIO
COLEPXXUT 3HaUeHne no ymonuyaHuio BuptyanbHaa kapta. Ucnonb3oBatb PIN-kof kak
KapTy.

6. Haxmurte unv MpUMeHuUTb, UTOObI COXPaHWUTb M3MEHEHMUA

=

7. B pepaktope ycTtpoicte DevEdit nepenante k aepeBy KoHdurypauusa yctpoucrea 1

8. BbibepuTte cunTbiBaTEND U MPOXOA, ANA KOTOPOro TpebyeTca HaCTPOWUTb AOCTYN TONbKO MO
PIN-koay.

9. Ha Bknagke MapameTtpbl ycTaHoBUTE hnaxkok [JocTyn Tonbko no PIN-kony.

[

Mnatbl pacwupeHua AMC

10. Haxmure unv NMPUMeHUTb, UTOObI COXPaHUTb UBMEHEHUA

CospaHue AMC-I/O-EXT (nnatbl pacluMpeHuna BBoga/BbiBoAa)

Mnatbl pacwmpeHunsa obecneumBatoT AONOMHUTENbHbBIE BXOAHbIE W BbIXOAHbIE CUTHaNbI, €CNn
BOCbMW KOHTaKTOB, PacrnonoXeHHbiXx Ha AMC, He OCTaTOUHO ANA NOAKMOUEHUA HEODXOANMbIX
KOHTaKTOB (Hanpumep, B cnyyae nudToB).

Takue nnatbl pacluMpeHns prUarMUuecku noaknovarTcs K cBasaHHbiM AMC. B penaktope
YCTPOWMCTB MX MOXHO YCTaHOBUTb C NoAuYnMHeHUeM cooTBeTcTByowMm AMC. Mpu cosgaHmnn AMC-
EXT B npoBoaHMKe BbibupaeTca cooTBeTcTBYytoLan 3anMcb AMC, a B KOHTEKCTHOM MeHo HoBbi#
00beKkT — nNyHKT HoBaAa nnata pacluvpeHus.

il d

Delete object  Chrl+L Mew extension board Chrl+E
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3ameuaHue!

Ecnun HaxkaTb KHOMKY + Ha NaHeNn MHCTPYMEHTOB peaaKTopa YCTpOﬁCTB, co3paroTCA
TONbKO HOBble NpoxoAbl. Mnartbl pacwMpeHna MOXHO Bbl6paTb C MOMOLbK KOHTEKCTHOTO

MEHIO.

MosABnAeTcA AManoroBoe OKHO [N BbIDopa KpUTEpHEB PacCLUMPEHUN.

3

AMC /O extensions

add

Tvp |Nummer £ |
AMC_IO0E 1

Mame |
AMC_TO0S_008_1

Cancel ]

[Mnata AMC-EXT gocTynHa B ABYX BapuaHTax:

- AMC_IO08: 8 BxogoB v 8 BbIXO4O0B;

- AMC_IO16: 16 BxonoB 1 16 BbIXxo4oB;

-  pacwupeHue AMC 4W: 8 Bxogos 1 8 BbIXOOO0B.

B naHHOM AnanoroBoM okHe Bbibopa copepxkutca 3anncb AMC_|O08. [Baxabl WenKHyB none

cnucka B ctonbue Tun, Takke MOXHO pasmectuTb AMC_|016.

3

AMC /O extensions

add

Mame | Tvp |Nummer A |
=

AMC_LO03_008_1 ]AMC_IODB | 1

o]

Cancel ]

K ogHomy AMC MO>XHO MOAKNIOUKUTb 4O TPEX NnaT paclumpeHui. [lonyckaeTca CMellaHHoe

MCMoNb30BaHWEe AaHHbIX ABYX BApPMAHTOB. HaXXMUTE KHOMKY ﬂOGaBMTb, yToObl CcO3aaThb apyrue

3NeMeHTbl cnucka. Bce anemeHTbl CTOJ'I6U,OB MOXHO HaCTpauBaTtb.

X]

AMC /O extensions

Marne | Typ | Murmer | | Add |
AMC_IO0B_008_1 | AMC_IO0GE 1
AMC_IO0E_003_2  AMC_I003 2 JElELE
AMC_IODS 008 3 AMC 100G 3
Ok Cancel ]
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Mpu cospaHuu nNnatbl pacwmMpeHna Hymepytotea 1, 2 unun 3. [nA Kaxxgow nnatbl Hymepaums
CUrHanoB HauuHaetcA ¢ 01. Homep curHana Bmecte ¢ HOMepoMm nnatbl obecneunsaroT
YHUKaNbHYIO MOEHTUdMKaLMo. CUrHanbl Nnat pacliMpeHua Takxke oTobpaxarTca Ha BKNagKe
AMC, K KOTOPOMY OHW OTHOCATCA.

Taknm obpasom, BMecTe ¢ BXOAHbIMU U BbIXOAHbIMU cMrHanaMmu Ha AMC MoxHo obecneunTs fo
56 nap curHanos.

Mnatbl pacwMpeHna MOXXHO 400aBNATb MO OTAENBHOCTU NO Mepe HeOOXOAMMOCTH UMK No3aHee,
[0 MakcumanbHoro yucna (no 3 Ha AMC).

Co3paHue AMC2 4W-EXT

[nsa KoHTponnepoB ¢ uHTepdencamu cuntbiBatener Wiegand (AMC2 4W) MOXHO HaAcTPOWTb
crneuuanbHble nnatbl pacwmMpenua (AMC2 4W-EXT). Kaxabli U3 3Tux moaynen obecneunsaet
noaKntueH1e uetblpex AOMNoNHUTENbHbIX cunTbiBaTenen Wiegand, a Takyke 8 BXOOHbIX U 8
BbIXOAHbIX KOHTAKTOB. [103TOMY MaKCMManbHOE UUCNO CUMUTbIBATENEN U ABEPEN, MOAKMOUAEMbIX
yepe3s AMC2 4W, MOXHO AoBecTu Ao 8.

3ameuaHue!

AMC2 4W-EXT HEBO3MOXHO MCNOMNb30BaTh B KAUECTBE aBTOHOMHOIO KOHTpOAnepa, TONbKO Kak
pacwuperne AMC2-4W. YnpaBneHue ABEPAMU U NPUHATHE PELLEHWI NO YNpaBNeHuUto
OOCTYMOM OCYLEeCTBNAET TONbKO KoHTponnep AMC2 4W.

AMC2 4AW-EXT MOXXHO ncnonb3oBaTb ToNbKo BmecTe ¢ AMC2 4W. Tak Kak gaHHaA nnarta
noaaepXuBaeT TONbKO UHTepdenchl cumTbiBatenel Wiegand, ee HEBO3MOXHO MCMONb30BaTb C
BapuaHTom AMC2 4R4.

MopgobHo nnatam paclumMpeHua Beoga-sbisoga (AMC2 81-80-EXT n AMC2 161-160-EXT) AMC2
AW-EXT nogkntouaeTtca uepes MHTepdenc pacwmpeHnn AMC2 4W. Y gaHHOM nnaTbl
paclmMpeHns HeT HU CODCTBEHHOM NaMATH, HU gucnned. OHa NOMHOCTbO yNpaBnAeTca
KoHTponnepom AMC2 4W.

K kaxgomy KoHTponnepy AMC2-4W MOXHO NOAKNOUMTb ogHy nnaty AMC2 4W-EXT vn go tpex
nnart paclMpeHna BBoAa-BbiBOAA.

Utobbl B cucteme co3natb AMC2 4W-EXT, npaBo KHOMKOW MbILLW WENKHUTe B [poBoaHWKe
HY>XHbIM poanTenbCckui kKoHTponnep AMC2 4W 1 B KOHTEKCTHOM MeH0 BbloepuTe HoBbii
00bekT > HoBas nnata pacluvpeHus.

3ameuaHue!

KHonka ¥ Ha naHenu MHCTPYMeHTOB pefaKTopa AaHHbIX YCTPOMCTB UCMONb3YeTcA TONbKO ANA
nobasneHuns npoxonos. Mnatbl pacliMpeHra MOXXHO A00aBNATb TONbKO Uepes KOHTEKCTHOe
MEH!I0.

MosaBnsAeTcA Takoe »Ke AnanoroBoe okHo Bbibopa, Kak AnA co3gaHuA nnat pacllMpeHus BBoaa-
BbIBOAA, TONbKO B cnucke ana AMC2 4W conepXMTcsa AOMNONHUTENbHbIA 3NEeMEHT
AMC_IO08_4W.
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AMC /O extensions ['EI

Marne l Tvp | Nummer $| add
AMC_TO03 011_1 | AMC_IO0S 1
A ] elete
AMC IO08 4W
AMC I016

Cancel

dnemeHT cnucka AMC2 4W pobaBnsieTca TONbKO OAWH pas, HO MOXHO Ao6aBWTb 4O Tpex nnat
paclnpeHua BBOAA-BbIBOAA.

Mpu HaxkaTn KHonku [lob6aBUTb [0OaBNAOTCA HOBbIE aNeMeHTbl cnncka. B cnyuae AMC2 4W
MaKCUManbHoe uucno — 4, NnoaToMy MOXHO co34aTb UeTbipe 3anucu ana nnatel AMC2 4W-EXT.
MnaTbl paclwMpeHna HyMmepytoTcAa B nopaake cosganua: 1, 2 unu 3. AMC2 4W-EXT nonyuaet
Homep O (Honb). Hymepauua curHanos AMC2 4W-EXT npoponkaetca ¢ Homepa 3Toro
KoHTponnepa (c 09 no 16), Torga Kak AnA KaXkgow nnatbl BBoAa/BbiBOAa HyMepauus
HauuHaeTcA ¢ 01. CurHanbl AnsA BCcex nnaT pacllMpeHus Takxke oTobparkatoTcA Ha BKagKe
cooTBeTCTBYytOLWEro KoHTponnepa AMC2 4W.

Taknm obpasom, BMecTe ¢ BXOAHbIMU U BbIXOAHbIMU curHanamu AMC2 4W mMoxHo obecneuunTb
0o 64 nap curHanos.

U3meHeHUe U yaaneHue nNnaT pacliupeHus
Ha nepBoi BKNagKe codepXartca onucaHHble HUXe 3N1eMeHTbl yNpaBieHusa AN HaCTPOMKK nnar
paclumMpeHua.

MapameTp Bo3mo>kHble OnucaHue
3HaueHunA

Nmsa nnatbl OrpaHuueHHoe NoeHTUdMKaLnA No YMONUAHUIO rapaHTUpyeT
andaBuTHO- YHUKaNbHOCTb UMEHM, KOTOPOE, OAHAKO,
uMdpoBOE 3HAaUEHME: | MOXKHO MepesanucaTtb BpyuHyto. YoeauTtech B
1-16 3HakoB YHUKaNbHOCTWU MaeHTUdMKaTopa. [OnA ceTeBblixX

coeauHeHun ¢ DHCP-cepBepamu cnegyet
MCNoNb30BaTb JAHHOE CeTeBOE UMA.

OnucaHue nnatbl andgaBuTHO- ITOT TEKCT oTobparkaeTcA B JaHHOM
uMgpoBoe 3HaueHue: |oTBeTBneHnn OPC.
0-255 3HakoB

Homep nnatbl 1-3 Homep nnatbl, nogkntoueHHon Kk AMC.
TonbKko oToOparkaemoe none.

NCTOUHUK NUTaHusA 0 = BbIKNIOUEHO KOHTpONb Hanps»KeHWUs NUTaHUA.

(cbnarkok yctaHoBneH) | B cnyuae anekTpuMueckmux npoboes B KOHLE
1 = BKNtoueHo 33epXKKKU co3naeTca coobLleHue.
(dbnaxok yctaHoBneH) | [laHHaA yHKLMA KOHTPONA npeanonaraet
ucnonb3soBaHue USV, noaTtomy MoXeT bbiTb
co3faHo coobLlieHue.

0 = be3 KoHTponsa

1 = KOHTPO/Nb aKTUBMpPOBaH
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[Mogpasgenexune

3HaueHue no
YyMONUaHUo —
Obuwee

MpMMeHAETCA TONbKO B TOM Cnyyae, eciu
yHKuMA MoapasaeneHusa NuLeH3MpoBaHa.

Bknagku «BxogHble curHanbl», «BbIXo4Hble CUrHaNbI» U «HaCTPOMKKU CUTHANOB» UMEIOT MaKeT U

(byHKLl,VIM, coBnagarwoume ¢ COOTBETCTBYHOLWMMU BKNaAKaMU KOHTPONNEPOB.

YpaneHue nnaT pacliupeHus
Mnaty pacliMpeHna MOXHO yOanuTb, TONbKO €CNU HU OfUH U3 ee UHTEPENCOB He 3aHAT.
CHauana cBA3aHHble C HEW CUrHanbl HEOBXOAUMMO HACTPOUTL Ha APYroK nnarte. TONbKO 3aTeM

CTaHOBATCA AOCTYNMHbIMW KHOMKa yaaneHuAa

AMC2 4W-EXT

N MYHKT KOHTEKCTHOIO MEHH0 yp,anwrb 00beKT.

Tak Kak cuuTbiBaTeNM, 3aHUMAtOLLMeE NIaTbl PacLUMPEHUA, HEMb3A NO OTAENbHOCTH yoanAaTtb U
NOBTOPHO HaCTpanBaTb, UX HeO6XO)J,VIMO yAoannTb BMeCTe C COOTBETCTBYOLWMMHU NMPOXoaaMH.

TonbKo nocne aToro MOXHo yganute AMC2 4W-EXT.
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16
16.1

16.2

16.3

CneuuanbHble KOHUrypayuum cumMtbiBaTens
BBepneHue

B cuctemax BIS 4.9 u AMS 4.0 cuctembl ynpasneHus goctynom Bosch nossonstot
Mcnonb3oBaTb HacTpanBaemble napameTpbl MIFARE DESFire. Mo)xHO co3naBaTb
3alMpoBaHHble hannbl NapamMeTpoB C MOMOLLBK AOMOMHUTENBHONO MHCTPYMEHTa
Bosch.ReaderConfigTool.exe. OH BXOOWUT B KOMNNeKTbl ycTtaHoBKK Aana BIS ACE 4.9, AMS
4.0 1 bonee No3gHUX BEPCUMN U UMEET CODCTBEHHYIO OKYMEHTALMIO. TEKYLLMI CMUCOK
COBMECTUMbIX CUUTbIBATENEN CM. B JOKYMEHTALUHN

B cnepyrowmx pasgenax paccMaTprMBaeTCca UCMONb30BaHWe pefakTopa yCTPOUCTB ANA umnopTa
3alingpoBaHHOro darnna napameTpoB U MPUMEHEHUA ero K nobomMy UNM BCEM COBMECTUMbIM
CUMTbIBATENAM B ME€PaAPXMU YCTPOMCTB yNpaBneH1a OCTYNoM.

CBOMCTBO CuUTbiBaTeNA: [lononHuTenbHble NapameTpbl
CcCyMuTbiBaTennA

[ocTynHble Habopbl 4ONONHUTENbHbIX NapaMeTPOB ANIA COBMECTUMbIX CUMTbIBaTENEN
0oTOBpaXkaloTCA Ha COOTBETCTBYHOLIMX CTPaHMLAX CBOWCTB B peaKTope YCTPOMCTB B pasaene
JononHuTenbHble NapaMeTpbl CUUTbIBATENS.

Device data  Device bype assignmert

» |[TEr q
= i!é’:’s LCTSL | Options | Door control | Verfications | Addtional settings | Paim vein verication | Offine Locking System | Key cabinet | Cards |
=B Mac
=53 AMC 4-Ra1
" MName - [LCTSLA
- DM 0121
Door-1 Descrption:
LCTSL
&I LCTSLKA
g3 LTSt
=5 AMC 4-Re-2
=¥ DM 0122
[§ Deor-2 Division: |Eummn ;I
3 -BPR-1
7 1-BPR-2 Type: [LCTSL: Lectus Seectresder =
E-ET AMC 4-Ra-3
& DM D1a-3 Activate ancryption: [
ﬂ Door-3
s HADP-1 Extended reader parameters: ]- No extended parsmeters ~ j
‘ﬂ?‘l HADP-2 - No extended paramstes -
Corfiguration Lisbon

Puc. 16.1: [lononHutenbHble NapameTpbl CUUTbIBATENA
3HaueHnem no YMONYAaHUIO B PacKpblBalOLWEMCA CNIUCKE ABNAETCA No extended parameters.
3TO eAUHCTBEHHOE 3HAaUeHWe, ecniu Habopbl JOMNONMHUTENbHbIX MAPaAMETPOB HE UMMOPTUPOBAHDI.

Mpoueaypa

YTo06bl MPUMEHUTb UMMOPTUPOBAHHbLIA HAabop NapaMeTpPoB K OTAENbHOMY COBMECTUMOMY
CUWTBIBATENIO, BBINOMHUTE CrefyoLine 4eNCTBUA.

1. B pepakTope yCTPOWCTB BblOepuTe HYXXHbIM CUMTbIBATENDb B epeBe YCTPOWCTB

2. BbibepuTe nepByto BKNaaKy CBOUCTB

3. Bbibepute Tpebyemblit Habop NapaMeTpoB B CNUCKe [lONONHUTENbHbIE NapaMeTpbl

CUUTbiBaTenA

4. Haxmute KHoNKy NMPUMEeHUTb 1nn

MmnopT Habopa napameTpoB cuUTbIBaTenA

dannbl NnapamMeTpoB UMMOPTUPYHOTCA WU yAaNATCA TONbKO Ha ypoBHe DMS B nepapxuu
YCTPOMCTB.
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MpenBapuTenbHbie TpeboBaHUA
LocTtyn K chainy napameTpoB, YTBEP)KAEHHOMY ANA Ballel CUCTeMbl yNpaBneHus AocTynom. Tun
dharina no ymonuaHuio: .ReaderConfigSave

Mpoueaypa

1. B pepakTope yCTPOMCTB LENKHWUTE NPaBOM KHOMKOMW MbIwwn y3en DMS v Bbibepute UMnopT
HabopoB NapamMeTpPoOB CUUTbIBATENA B KOHTEKCTHOM MEHIO.
OTkpoeTcA BcnnbiBatowee okHo UMNopT HabopoB napameTpoB cUUTbIBaTens.

2.  Haxmwute ®Pann 1 HanguTe hakin napaMeTpoB B NPOBOAHUKE.

3. B oTtBert Ha 3anpoc BBeaguTe Naponb AnA dawna napaMeTpos.
Ecnu naponb npaBunbHbIN, B HUXHEW NONOBMHE BCM/bIBAlOLWEr0 OKHa 0TobpasunTca
cneaytouias MHopmMauma:

—  CnucoK TMMOB cuuTbiBaTenem, K KOTOpbIM NpuMeHseTcAa Habop napaMeTpoB.

- WwmAa Habopa napameTpoB. B 3TOM 4ManoroBoM OKHe ero MOXXHO U3MEHUTb.

—  [lpon3BonbHOE TEKCTOBOE OMWCaHWe, eCnu co3aaTenb Habopa napaMeTpoB NpesocTaBun
ero. B aTom gnanoroBom okHe MOXHO A400aBWUTb MM UBSMEHWTb OMNUCaHHUE.

4. Haxmute kHonky UmnopT, utobbl MNOpTUPOBaTL Habop NapamMeTpoB ANA AanbHEeULero
MCMONb30BaHWA CUCTEMOW YNpaBneHUsa LOCTYNOM.

- Habop napamMeTpoB MMNOPTUPYETCA U COXPAHAETCA B CUCTEME YNpPaBNeHWUs AOCTYNOM.

—  OH pobaBnsAeTcA B CNMCOK AOCTYMNHbIX HAOOPOB NapamMeTpoB BBEPX BCMMNbIBAKOLErO OKHa.

5. HaxmuTe KHoNnKy Bbixoa, uTobbl 3aKpbiTh BCNbiBatoLLee OKHO UMnopT HabopoB
napameTpoB CUMTbIBaTenA.

16.4 NMpumeHeHne Habopa napameTpoOB K CUMTbIBATENAM

BBepeHue

MmnopT Habopa napameTpoB B CUCTEMY YNpaBNeHUA AOCTYNOM COXPaHAET ero anA
[anbHeNLero UCnonb30BaHWA, HO He MPUMEHAET K CUUTbIBaTENAM B cucTeme. [pumeHeHune
Habopa napamMeTpoB — 3TO AOMOMHUTENbHbIN LWar, KOTOPbIA MOXHO BbINMOMHATL HAa Pa3NMUUHbIX
YPOBHAX MepapXxmn yCTPOMUCTB:

- DMS

- MAC

- AMC

Ha yposHe DMS, MAC unu AMC Habop napamMeTpoB MOXET NPUMEHATLCA TONbKO K
NOOUMHEHHbBIM CUMUTbIBATENAM TeX TUMOB CUMTbIBATENEW, ANA KOTOPbIX OH Obin co3gaH. Bece
OCTanbHble MOAUYMHEHHbIE CUMTbIBATENN HE 3aTparMBatoTCA.

MpepBaputenbHble TpeboBaHuA
[onxeH BbiTb UMNOPTMPOBAH HAbOP NapamMeTPOB CUMTbIBATENSA.

Mpoueaypa

1. B pepakTope yCTPOWCTB LLENKHWUTE NPaBOM KHOMKOM MbIlKW CUMTbIBATENb UK YCTPOMUCTBO
(DMS, MAC vnu AMC), ubMi cunTbiBaTeNM TpebyeTcA napameTpu3npoBaThb.

2. BbibepuTe YnpaBneHue HabopaMmu napamMeTpPoOB CUUTbIBATEeNA B KOHTEKCTHOM MEHHO.

3. B BepxHe#w naHenu cnvcka Habopbl napameTpoB ANA TUNOB CUMTbIBaTenemn Bblbepute
Habop napameTpoB, KOTOPbIM TPebyeTcA NPUMEHUTD.
CooTBETCTBYIOLLME CUMTbIBATENN OTODpaXkatoTCA B HUXKHEW NeBOM NaHenn CuuTbiBaTenw, K
KOTOPbIM NPUMEHUM 3TOT HAbOp NapamMeTPoB.

4. B cnvcke CuMTbiBaTenu, K KOTOPbIM NPUMEHUM 3TOT Habop napameTpoB BbLIbepuTe
CUMTbIBATENMU, K KOTOPbIM TpebyeTca NpUMEHUTb BbibpaHHbIM Habop napameTpos.

—  Ecnv KonuuecTBoO cuuTbiBaTeNen BENUKO, UCMONb3YMTE PacKpbIBAKOLMECH CMIUCKU, UTOObI
OrpaHUunTb OTObpaXkeHMe NOAUYMHEHHBIMW CUMUTBIBATENAMMU KOHKPETHBLIX KOHTPONNEPOB
MAC nnu AMC.
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5.  Mcnonb3ya KnaBuLIK CO CTPENKAMH, NepeMecTuTe BblOpaHHbIE CUMTLIBATENMU B HUXKHIOKO
npaeyto naHenb Bce cuuTbiBaTeNnM, K KOTOPbIM NPUMeEHEH BblOpaHHbIi Habop
napameTpoB.

3ameuaHue!

OTobparkeHne COBMECTUMbIX CUMTbIBATENEN

B cnucok byayT BKAOUEHbl CUMTbIBATENM, COBMECTUMbIE C AaHHbIM Habopom napamMeTpoB. Ecnu
yCTaHOBWTb hnakok MokasaTb BCce cuUTbIBaTeNHM, Takxxe OyayT oTobpaxaTtbCa CUMUTbIBATENM C
Apyrumu Habopamu napameTpoB. Mx cepbii pOH 03HAUaeT, UTO OHM AOCTYMHbI TONbKO AnNs
uteHuna ana BbibpaHHOro Habopa napameTpos..

6. HaxmuTte KHonky OK, uTobbl 3aKpbiTh BCMbIBatOLLEE OKHO.

7. B pepakTope yCTpOWCTB HaXMUTE KHOMKY MPpUMEHUTb 1nu B
Habop napamMeTpoB NPUMeEHAETCA KO BCEM CUMUTbIBATENAM B cNUcKe Bce cuutbiBaTenu, K
KOTOPbIM NMPUMEHEeH BblibpaHHbIi HAbop NapamMeTpPoB B aHHOM BCM/bIBaOLLEM OKHE.

16.5 YnpaBneHue Habopamu napamMeTpoB cCuUTbiBaTenA

BBepeHue

MprmeHeHe HabopOB NapamMeTPoOB MOXHO MEHSATb Ha Pa3/IMUHbBIX YPOBHAX MepapXuu
YCTPOMCTB:

- DMS

-  MAC

- AMC

M3meHeHuna Ha ypoBHe DMS, MAC nnu AMC MOXXHO NPUMEHATb K NOAUMHEHHbLIM CUMUTbIBATENAM
Tex TUMNOB CUMUTbIBaTENEN, ANA KOTOPbIX OblN co3aaH AaHHbIM Habop. Bce ocTanbHble
NOAYMHEHHbIE CUUTbIBATENMN HE 3aTparMBatoTCA.

MpepBapuTenbHoe TpeboBaHue
[onxeH 6bITb UMNOPTUPOBaH Habop NapameTpoB CcuMTbIBaTENA.

Mpouenypa

1. B penakTope yCTPOWCTB LLENKHUTE MPaBOM KHOMKOMW MbILLW CUMTbIBATENb UMW YCTPOMCTBO
(DMS, MAC unu AMC)

2. BbibepuTe YnpaBneHue HabopaMu napamMeTpoB CUUTbIBATENA B KOHTEKCTHOM MEHIO.

3. B BepxHer naHenu cnucka Habopbl napameTpoB AnA TUNOB CUUTbIBaTenenBbLIbepuTe
Habop napameTpoB, KOTOPbIM TpebyeTcA NPUMEHHTD.

—  [pMMeHUMble cunTbiBaTENM OTODpaAXKatloTCA B HUXKHEN NEBOM NaHenu CuuTbiBaTenw, K
KOTOPbIM NMPUMEHUM 3TOT HAabop NnapamMmeTpoB.

—  CuuTtbiBaTeNM, K KOTOPbBIM y>Ke NMPUMeEHEH haln napaMeTpoB, OTODPAXKAIOTCA B HUXKHEWN
npasok naHenu Bce cuuTbiBaTeNnu, K KOTOPbIM NPUMEHEH BblOpaHHbIN Habop
napamMeTpoB.

4. Bbibepute cuntbiBatenu B ntobom cnucke. Mcnonb3ysa KNaBULLIKW CO CTPENKaMu,
nepemectuTe BblOpaHHblE CUMTLIBATENW B HUXKHWUW NPaBbii cnMcok Bce cuuTbiBaTenu, K
KOTOPbIM NPUMeHeH Bbl6paHHbI# HAGOp NapaMeTpPoB 1K U3 Hero.

- BAXXHO! ObsasatenbHoO 3anoMHUTE CUMTbIBATENM, KOTOPble Bbl yODMpaeTe U3 cnucka, Ana
nocnefHero wara B 3ToM npoueaype.

5. 3aBeplinB UBMEHEHUA, HAXXMKUTE KHOMKY OK, uToObl 3aKpbITh BCM/bIBatOLEE OKHO.

6. B penakTope yCTPOUCTB HAXXMUTE KHOMKY MPUMEHUTb 1nu E
—  [aHHblK NapameTp NPUMeEHAETCA KO BCEM CUMTbIBATENAM, KOTOPbIE OCTaBNEHbl B CMMUCKe
Bce cuuTbiBaTenMu, K KOTOpPbIM NPUMEHEH BblOpaHHbIW Habop NnapaMeTpoB.
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—  OH yganaetca M3 cuuThbiBaTenem, Kotopble bbinn ydpaHbl U3 JaHHOrO CrucKa.

7. BbINoONHWTE OQHO M3 CneayloLMX AeNCTBUI ANA BCEeX CUMTbiBaTenem, yopaHHblX U3 CMcKa:

—  BbInonHWTe cOPOC K 3aBOAICKMM HACTPOMKaM Mo yMonuaHuto, ucnonbaysa DIP-
nepeknoyaTeny Ha CunTbiBaTenaAx.

—  TlpUMeHUTE K HUM Apyror Habop napameTpos.

3ameuaHue!

YnaneHue Habopa napaMeTpoB He MPUBOAMUT K NepeHacTPorKe UCMOMNb3YIOLLUX ero
cuuTbiBaTENEN.

YaaneHHasa KOHpUrypauma OygeT coXxpaHATbCA B MCMOMNb3YIOLLMX ee CUMThiBaTenax ao
BbIMNONHEHUA cbpoca cunThiBaTENA UMK NPUMEHEHUA Apyroro Habopa napameTpos.

16.6 YpaneHue HabopoB napamMeTpoOB CUMTbIBaTenNA

®dannbl NnapaMeTpoB UMMOPTUPYIOTCA U YAANAKTCA TONbKO Ha ypoBHe DMS B nepapxuu
YCTPOWCTB.

MpenBapuTenbHblie TpeboBaHunA
Kak MMHUMYM OZIMH hain napamMeTpoB YyXXe AOMKEH ObiTb UMNOPTUPOBAH B CUCTEMY
ynpasneHua 4OCTYyrNoMm.

Mpoueaypa

1. B pepakTope yCTPOMWCTB LWeNKHWUTE NPaBol KHOMKOW MblwK y3en DMS v BbibepuTe
Ypanutb Habopbl MapamMeTPOB CUMUTbIBATENA B KOHTEKCTHOM MEH!O.

OTKpoeTcA BCNbiBatollee OKHO YAanuTb Habopbl NapamMeTpPoOB CUMTbIBATEN .

2. B cnucke Habopbl napameTpoB AnA TUNOB cuuTbiBaTenemn Bbibepute Habop napameTpos,
KOTOpbIV TpebyeTcA yaanutb.

— B HWXXHEM npaBoW yacTu BCMNbIBaOLEro OKHA 0TODpaXkatoTcA BCE CUMUTbIBATENH, K
KOTOPbIM B AaHHbI MOMEHT NpUMeHeH (HacTpoeH) BbibpaHHbIM Habop napameTpos.

—  ObA3atenbHO 3aNOMHUTE 3TW CUMTbIBATENM, MOCKONbBKY Nocne yaaneHus Habopa
napameTpoB nNoTpebyeTca BbINOMHUTb UX COPOC UM MOBTOPHYH HACTPOMKY. MNoapobHble
CBefleHWsA CM. B NOCNEAHEM LIare aTol npoueaypbl.

3.  HaxXmute KHOMKY YAanuTb

4. HaxmuTe KHOMKy Bbixop,

i

6. BbinonHWTe ogHO M3 cneayoLmMX AeNCTBUNM ANA BCEX CUUTbIBATENEN, KOTOpPbIE

5. B pepmakTope yCTPOWCTB HaXXMWUTE KHOMKY MPUMEHUTb Unu

Mcnonb3oBanu yaaneHHbli Habop napameTpos.

—  BbiNnonHuTe cOpoc K 3aBOACKUM HACTpOMKaM Mo yMOnuaHuto, ucnonbays DIP-
nepeKnoyaTeny Ha CUnTbiBaTenAx.

—  TpuMeHUTe K HUM ApYyrol Habop napameTpos.

3ameuaHue!

YnaneHue Habopa napameTpoB He NPUBOAUT K MepeHacTPOMKe UCNONb3YLMUX ero
CuMTbiBaTENEMN.

YaaneHHas KoHduUrypauma OyaeT CoOXpaHATbCA B MCMOMb3YHOLLMX ee CUMTbiBaTenax Ao
BbINONHEHWUs cbpoca cuutbiBaTeNns UNKU NPUMEHEeHUs Apyroro Habopa napameTpoB.
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17

17.1

NMonb3oBaTenbCKUe NONA ANA AAaHHbIX nepcoHana

BBepeHue

MonA gaHHbIX ANA NepcoHana MOXHO HacTpamMBaTb MHOTOUMCNEHHbIMU crocobamu:

—  fBnAKOTCA MW NONA BUAUMbIMM, TO €CTb OTOOPaXKatTCA NM OHU B KNUEHTE B NPUHLMME.

—  ABNAKTCA MU OHY 06A3aTEeNbHbIMM, TO ECTb MOXHO NIM XPaHWUTb 3amnuch JaHHbIX, HE BBeAA
[OMNYCTUMbIE IaHHble B 3TOM Tone.

—  [omKHbl MK 3HAaUEHUA, KOTOPblE OHUW coAepKaT, ObiTb YHUKaNbHbIMU B Maclutabe
CUCTEMBI.

—  Kakue TUnbl aHHbIX OHW Ccoflep’KaT (TeKCTOoBble, Aata U BpeMs, LieNoUYnCeHHble U T. A4.).

— Tpe (Ha KakoM BKnaake, B KAaKOM CTONOLE U KaKoW CTPOKe) B KNMEHTE OHU OTODparkatoTcs.

—  Hackonbko 60onblLUMMKW OHU OTODpaXkatoTcA.

—  byayT nv AaHHble UCNONb30BaTbCA B CTaHAAPTHbIX OTUETAX U rae.

KoHeuHo, No-npexxHeMy MOXHO onpefienuTb COBEPLLUEHHO HOBbIE MOMA AaHHbIX CO BCEMMU
yKasaHHbIMW 34ecCb atpubyTtamu.

MpeaBapuTenbHbiM NPOCMOTP U peAaKTUPOBaHHUE
HacTpauBaeMbiX noneu

MyTb K AMANOroBoMy OKHY
— ['naBHoe meHto > KoHdurypauusa > MapameTtpbl > HactpauBaembie nons
NaBHOE OKHO pasfeneHo Ha ABe BKNaaKu

0630p 3Ta BKNafika U ee BNoXeHHble BKNaaku (Aapec, KoHtakT, [lononHUTenbHblie
NUUHbIEe JaHHble, [loNONHUTENbHbIE AaHHble 0 KOMMNaHUU, MpuMmeuaHun,
KoHTponb KapT v [lononHUTeNbHble CBeAEeHUA) NOCTYMHbl TONbKO ANA UTEHWUA U
cofepxaT npumepHoe npeacrtasneHre smga WYSIWYG («uto BUAMLLb, TO U
NoNyuullb») O TOM, Kakue AaHHble byayT oTobpaxkatbca B KnueHTckoMm MO 1 Ha
KaKUX BKNaakax.

MogpobHo  3ITa BKNaAKa COAEPKMT CMIMCOK PefaKTopoB — MO OAHOMY AMS KaXKaoro 3apaHee
onpeneneHHoro UNKu onpeaeneHHoro Nonb3oBarenemM nonsA JaHHbIX.

PepakTupoBaHUe CyLLECTBYIOLWMUX Nonei gaHHbIX

Ha Bknagke HactpauBaeMble nona > Moapo6HO y KaXxgoro nonaA gaHHbIX (MpegonpeneneHHoro
UNKU onpeaeneHHoro nonb3oBaTenem) MMeeTcs COBCTBEHHOE OKHO pefaKkTopa, rae MOXHO
M3MEHWTb aTPUDYTbI 3TOro Nons.

LLlenkHWTe B pegaktope noss, KOTopoe TpebyeTrca U3MeHUTb. AKTUBHbIN pefaxkTop byaert
BbloeneH.

Tab: Bdra info v

Medium
Minimum|

Pepnaktupyemble aTpubyTbl HacTpamMBaeMblX MOMEN OnMcaHbl B cneaytoLlei Tabnuue.
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TeKCT MeTKHU

OnucaHue

Mertka

MeTKa — 370 MeTKa NonA AaHHbIX B TOM BUAE, B KOTOPOM OHa oTobpaxkaeTcs
B KNuWeHTe. Ee MoXXHO cBOOOAHO NepesanucbiBaTb B COOTBETCTBUMU C
NMPUHATON Ha 00beKTE TEPMUHONOTUEN.

Tun nonsa

Tun nonAa — 370 TMN AaHHbIX, onpegenAeTr ﬂMaﬂOFOBbIVI ANeMeHT
ynpaBneHusa, KOTopbIM onepaTtop byaet MCnonb3oBaTb ANA CO34aHUA 3anuUcen
B KNnueHTe. KaxxablM TMN NonA npegocTaBisaeT MHCTPYMEHTbI ANA NPOBeAEeHUA
NpPoBepPKK onpeaeneHHbiXx BBOAWMbIX 3HAUEHWIM Ha eAnHOOOpasune C Lenbio
NnpoBepPKU NMPaBUNbHOCTU AT, BPEMEHMH, CO6I‘IPO,D,eHVIH AONUHbI TEKCTa U
UMCNOBbIX OrPaHUUEHMHN.
- TekcrtoBoe none
- Haxkmute KHOMKY C MHOTroTounemM pAaaom, UTOObI yKa3aTb
[onycTMMO€e YUCNO CUMBO/OB.
- ®naxok
- Mone patbi
- Bpewmsn
— TlMone paTbl U BpeMEeHH
- Mone co cnuckom
- BBe)J,VITe B OTKpPbIBLLIEMCA TEKCTOBOM none AonyctiMmble 3HaYeHUA
ONA Balwero nonsa co CnMckom. Pasgenunte ux 3anAatbiMy UMK
CMMBO/aMuM BO3BpaTta KapeTkHu.
-  UwudpoBoi BBOA,
-  BBeguTe MMHMManbHOE U MaKCUManbHOEe 3HAYEeHUA UMNCTOBOro
BBOZa B COOTBETCTBYHLLMUX MOMAX CO CUETUMKOM.
- KoHTtponb 3ganua 1 v KoHtponb 3paHusa 2
- 3710 cneunanbHble aneMeHTbl yrnpaBneHnA, KOTOPbIM 30eCb (B none
MeTKa) MOXKHO NMPUCBOUTb APYrY0 METKY U KOTOpble MOXHO
CBfA3aTb C KOMaHAaMW B NMOMb30BaTENIbCKOM UHTEPdENCE KNUEHTa.
Takvm 006pas3oM MOXHO NMPeaocTaBUTb ONpPeaeneHHbIM
nonb3osatenaM (Uepes Ux KapTbl) pa3peLleHre Ha BbINMoMHEHWE
onpeneneHHbIXx onepauni Ha obbekTe. B KauecTBe npuMepa Takmx
onepaumin MOXXHO Ha3BaTb BK/OUEHWE MPOXEKTOPOB UTU KOHTPOIb
cneuuanbHoro obopyanoBaHus.

Bupumoe

UToObl None gaHHbIX He OTO6pa)KaFIOCb B KNUEHTE, CHUMUTE I3TOT cbna>+<or<.

YHUKanbHoe

UTtobbl rapaHTMpOBaTh YHUKaNbHOCTb 3HAUEHWI, BBOAUMbBIX B JAHHOM Mone,
yCTaHOBWTE 3TOT priaXkoK. [locne 3Toro cucrema byaeT OTKNOHATb BBOA
noboro 3HaueHunA, KoTopoe yxxe OblNo CoXpaHeHo AnA 3Toro nonA B base
OaHHbIX. Hanpumep, y KaXkaoro coTpyaHMKa AOMKeH ObITb YHUKANbHbIN
YUETHbIK HOMEP, a y TPAHCMNOPTHbIX CPEACTB — HOMEpPHbIe 3HaKK.

3eneHbli CBET 03HAUAET, UTo NMOJe AaHHbIX B HACTOALLEE BPEMA He
ucrnonb3yetcA B 6ase gaHHbIX.

KpacHbIM cBET 03HauaeT, UTo None AaHHbIX B HACTosALLee BpeMs
ucnonb3yetcs B 6ase AaHHbIX.

OTobpaXkatb B

Mcnonb3yiTe aTOT pacKpbliBatoLWMIUCA CMUCOK, UTOObI BbIOpaTh BKNAOKY
KMMEHTa, Ha KOTOPOM AOMKHO 0ToBpaXkaTbCA Nnosne AaHHbIX.
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TeKCT MeTKH OnucaHue

Tpebyerca |YctaHoBUTe 3TOT hNaXkok, uTobbl caenatb BBOA AaHHbIX B 3TOM norne
obAsaTenbHbIM. Hanpumep, 3anMcuK BCex COTPYAHUKOB OMKHbI COAep aTb
UX PamMUnnKn. XpaHuTb 3anuch JaHHbIX 6e3 haMnnnum HEBO3MOXKHO.
OOpaTnTe BHMMaHUe, UTO PedaKTop He NMO3BONWUT cAenatb obAsaTtenbHoe
none AaHHbIX HEBUAMMbIM C MOMOLLbIO PnaXkka Bugumoe.

[Ona ynobctea paboThl HACTOATENBHO peKoOMeHAyeTCA NoMellaTb Bce
obA3aTenbHble NOMA Ha NepPBYO BKNAOKy KMWEHTA.

PacnonoxxeHu | Micnonb3aymte cuetunkm Ctonbeuy 1 CTpoka, utobbl pacnonoXxuTb none

e JaHHbIX HA BKNaAKe, yKasaHHOM B packpblBatollemca cnvcke OTobpaxkaTb B.
Obpatute BHUMaHUE, UTO PefaKTOpP He NMO3BONAET BbIOpaTb NONOXeHUe,
KOTOPOE y>Ke UCMNONb3YyeTCH, UMK NEPEKPDLITb CYLLECTBYIOLIME NONA AAHHbIX.
Mcnonbsyite cuetunk LLinpuHa (B npoueHTax), utobbl 3aaatb pasamep
onpefeneHHbIX 31eMeHTOB YyNpaBneHWUA C BO3SMOXHOCTbIO U3MEHEHWA
pasmepa, Takmx Kak nonfa gaHHbix. 3HaueHne «100 %» o3HauaeT, uto
3M1EMEHT ynpaBfeHnsa 3aMMeT BCE MPOCTPAHCTBO, KOTOPOE €ellle HE 3aHATO
METKOM Mons AaHHbIX.

Pasmepsbl Mcnonb3ynTe nons co cuetumkom ans napametpos Ctonbeu 1 Ctpoka,
uToObl YKa3aTb UMCMO CTONOLOB U CTPOK, KOTOPbI€ AOMKHbI OblTb 3aHATbI Ha
BKMafKe C MMEHeM B pacKpbiBallliemcs cnvcke OTobpakaTb B.

ObpaTnTe BHMUMaHUe, UTO PEAAKTOP HEe MO3BOMMUT NEPEKPbITh CyLLECTBYOLUE
nonA AaHHbIX.

Co3paHHue U peaakTUpoOBaHWe HOBbIX Nonei gaHHbIX

Ha Bknanke HactpauBaemble nona > Moapo6HO y KaXaoro nonA AaHHbIX (MpegonpeneneHHoro
WNU onpefeneHHoro nonb3osarenem) umeetca cobcTBeHHaa obnacTb pefakTopa, rae MOXHo
M3MEHWTb aTPUBYTbI 3TOro Nons.

HaxxmuTe kKHonky HoBoe none, uTobbl Co34aTh HOBOE HacTpanBaemoe Mnone ¢ cobCcTBEHHbIM
penaktopom. Obnactb akTUBHOIO pefakTopa dyaeT BbiaeneHa.

B aTOM pegaKTope AOCTYMHbI T€ e AUanorosble 3NeMeHTbl YrpaBneHus, uto 1 Ang
pefakTUpoBaHMA CYLLECTBYIOLMX MONeil AaHHbIX (CM. Tabnuuy Bbille), U elle aBa:

Ucnonb3oBaTtb B oTueTax | YcTaHOBUTE 3TOT hNaXKoK, UTobbl oTobpaXkaTb HOBOE Mone AaHHbIX
(dbnaxkok) B CTaHAaPTHbIX OTUeTax.

MopsapkoBbIi HOMep MopsaakoBbIM HOMep onpeaensaeT ctonbel, Kotopbiv byaet
3aHMMaTb MNone AaHHbIX B CTAHAAPTHbBIX OTUETax.

3ameuaHue!
B HacTosee BpemAa B KoHCTpyKTOpe 6anaxen n OTuetax noaaepxMBatoTca TONbKO
nopsaakosble Homepa oT 1 go 10.

17.2 NMpaBuna gnA noneu AaHHbIX

- PacnonoxeHue nonew AaHHbIX
- Kaxxgoe none Mmoxet OTOGpa)KaTbCH TONbKO Ha OAHOM BKNagkKe.
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—  Kaxpgoe HacTpavMBaemoe Mofe MOXeT NosABUTbCA Ha Ntobon aoctynHow ans Bbibopa
BKNagkKe.
—  [lonAa MOXHO NepeMecTWTb Ha Apyrve BKNafgKu, U3SMEHWB 3amnucb B pacKpblBatoLLeMCA
cnucke OTobpaxkaThb B.
- MeTKa MOXeT coaeprkaTb to00OM TeKCT AnuHoOM He bonee 20 CMMBOOB.
— HactpavBaeMmble TEKCTOBbIE MONA MOTYT COAep»KaTb NoOOM TeKCT ANMHOM He 6onee 2000
CUMBONOB.

- Jhroboe none MOXHO caenatb 0bfA3aTenbHbIM, OJJHAKO HEODXOAUMO YCTaHOBUTb ero haXKok
Bugumoe.

3ameuaHue!

HacTtoAaTtenbHble peKomMeHaaunun nepen npoayKTMBHbIM MCNONTb30OBaHUEM

CornacywvTe W onpeaenvTe TUMbl MONEN U UX HA3HAUEHWE, NPEXOE UEM COXPaHATb B HUX
OaHHble KaKux-nMbo nudu.

Kakgoe none ans BBoAa AaHHbIX Ha3HAUYaeTCsA KOHKPETHOMY Moo 0asbl AaHHbIX, UTOObI
[aHHble MOINK ObITb HaMOEHbI KaK BPYUHYO, TaK M reHepaTopamu oTuyeToB. [locne coxpaHeHun
3anncen faHHbIX U3 HacTpauBaeMbIx Noner B 6a3e gaHHbIX 3TW NonA bonbliue Henb3A
nepemMeLlatb UNu U3MeHATb 6e3 pucKa NoTepu AaHHbIX.
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18

18.1

18.2

Hactpoiika ynpaBneHue ypoBHEM Yrpo3bl

BBepeHue

Llenb ynpaBneHWs ypOBHEM Yrpo3bl 3aKNoUaeTcs B TOM, UTOObl 3phpeKTUBHO pearMpoBatb Ha
ypesBbluanHble CUTyalnKn, BHOCA MIHOBEHHblE U3MEHEHUA B paboTy NpoxoaoB BO BCel
3aTPOHYTOM 0bnacTu.

KoHuenuuu ynpaBneHuAa ypoBHEM Yrposbl

—  Yrposa — 370 KpUTMUECKasa cUTyauus, Tpebytollan HeEMeANEHHOTO U OA4HOBPEMEHHOIO
OTKMMKA BCEX UMW HEKOTOPbLIX MPOXOAO0B B CUCTEME YNPABNEHUA LOCTYNOM.

—  YpoBeHb Yrpo3bl — 3T0 peaKkLUWa CUCTEMbl Ha OXXMAAEMYIO CUTyaLuto. Kaxabli YpoOBeHb
Yrpo3bl AOMKEH ObITb TLATENbHO HACTPOEH TaKMM 00pasom, UToObl KaXkabli U3 NPOXOA0B
MAC 3Han, Kak pearvpoBartb.

YpPOBHMW Yyrpo3 NOMHOCTbIO HACTPAWBAKOTCA, HaNpPUMeEpP CTaHAAPTHbIE BbICOKWE YPOBHU

Yyrpo3bl MOXXHO HACTPOWTL CrepyrowmM obpasom.

—  BnokupoBKa: BXOAWTb MOMYT TONbKO CNy»0bl BbICTPOro pearMpoBaHUA C BbICOKUM
ypoBHeM He3onacHoCTH.

—  3akpbiTHe: BCe ABepH 3anepTbl. Kak BXod, TaK U BbIXOZ 3anpeLleHbl AN BCEX YUETHbIX
OaHHbIX C YPOBHEM DE30MaCHOCTU HWXKE YKAa3aHHOrO.

—  JBaKyalMA: BCE BbIXOAHblE ABEPU OTKPbLITbI.

—  CraHAapTHble HU3KWE YPOBHM YrpO3bl MOXHO HACTPOUTb CReayowmMm obpasom.

— CnopTMBHOE MepomnpUATHE : 1BEPH B CMIOPTUBHbIE 30HbI OTKPbIThI, BCE Apyrue
obnacTtu 3alMLLEHbI.
— Beuep popuTenem: 4OCTYMNHbI TONbKO BbIOpPaHHbIE ayAUTOPUMU U TNaBHbIA MPOXOL.

- MpepynpexaeHue o6 yrpose — 370 CUrHan TPEBOMU, KOTOPbIM aKTUBUPYET YPOBEHD
yrpo3sbl. YNONHOMOUEHHbIE N1La MOryT aKTUBMPOBATb NpeaynpexneHue ob yrpose c
NMOMOLLbIO KPaTKOBPEMEHHOMO AEWCTBUA, HAaNpUMeEp B NMONb30BaTENbCKOM UHTEpdEeNce
onepartopa, C NOMOLLbIO annapaTtHOro curHana (Hanpumep, KHOMKKW) UK NpeabaBUB
crneumnanbHyo TPEBOXHYIO KapTy Ha ntobom cuuTbiBaTtene.

—  YpoBeHb 6e3onacHocTU — 3T0 aTpMbyT npodmnein 6ezonacHOCTU BNajenbLeB KapT U
cuuTbiBaTENEN B BUAE Lenoro umcna B guanasoHe 0—-100. Kaxabl ypoBeHb yrpo3bl
yCTaHaBNMWBaET AN CUMTbIBATENEN MMaBHOro KoHTponnepa goctyna (MAC) HasHaueHHble
ypoBHM H6e3onacHOCTU. 3aTeM 3TU CUMTbIBATENW NPEQOCTaBNAAOT A4OCTYN TONbKO NMULAM C
YUETHbIMMW AaHHbIMW TAKOTO e Unu bonee BbICOKOro ypoBHsA 6e3onacHoCTH, 3ajaHHOro B
ux npogunax 6e3onacHoCTH.

-  Mpodwmnb 6esonacHocTu — 310 Habop aTpnbYTOB, KOTOPbIE MOXHO HA3HAUUTb TUMY
nepcoHana (Mpodmnb 6esonacHocTu nuua), nsepu (Mpodunb 6GesonacHocTu aBepu)
unu cumntbiBatento (Mpodunb 6esonacHocTu cuutbiBaTena). Mpodunu GezonacHoOCTH
perynupyoT cnegytoume Tunbl NOBEAEHUA YNPaBNeHWA LOCTYMNOM.

—  YpoBeHb 6e30MacHOCTHU, KaK onpeaeneHo Bolle, ANA TMNa N1ua, ABEPU UMK
cuuTbIBaTENA

— YactoTa gocmoTpa. BepoATHOCTb CyyalmHOro 4OCMOTPa 3TUM TUMOM NKLa UMK
cuuTbiBaTENA (B NpoLeHTax).

0O0630p npouecca KoHdUrypauum

[ns ynpaBneHus ypoBHAMM yrpo3 TpebytoTca cneaytolime wark KoHdurypaumu, nogpobHo
onucaHHble nocne 3Toro ob3opa.
1. B pepaKktope yCTpoWCTB

—  OnpegeneHue ypoBHEW ONACHOCTH

- OnpepeneHue npodunen besonacHoOCTU ABepen
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-  OnpepeneHue npodunen 6e3onacHOCTU cunTbiBaTeNen

—  HasHaueHuWe npodunen 6ezonacHoOCTM ABeper NpPoxoaam
2. B avanoroBom okHe «CHUCTEMHbIE laHHbIEY

- OnpepeneHune npodunen 6e3onacHOCTU NuL,

- HasHaueHue npoduner 6e3onacHOCTH NUL TMNAM NnL,
3. B AManoroBbix OKHax AaHHbIX O NepcoHane

—  HasHaueHwWe TMNOB NWL, COOTBETCTBYHOLWMM NULAM

—  HasHaueHuWe TMNOB NUL rpynnam nuu,

Mocne ycnewHoOM HAaCTPOMKKU yNpaBneHUA YPOBHEM YrpO3bl MOXHO OTCNEXWBATb U
KOHTPONMPOBAaTb TPEBOMM U COCTOAHMA YCTPOMCTB KOoHTponnepa MAC 13 npunoxeHua Map
View. MNoapobHble cBeAeHUA CM. B MHTEPAKTMBHOM cripaBke no Map View.

18.3 LUlaru koHcurypauumu B pegakrope yCTPOUCTB
B aTom pasgene onucbiBatoTcA HeobXxoauMble WarM KOHUrypauumm, UCNnonb3yemble B
pefaKTope YyCTPOWCTB.
3ameuaHue!
[aHHble yCTponCTBa He MOTYT ObITb U3MEHEHbI B peaKTope YCTPOMCTB, NoKa AeNCTBYeT
YPOBEHb yrposbl.
18.3.1 Co3pnaHue YPOBHA Yrpos3bl
B aTOM pasgene onucblBaeTcs, Kak CO3faBaTb YPOBHU Yrpo3s AnA Bawwero oobekTta. MoxHoO
cosaatb A0 15 ypoBHew.
MyTb K AMANOroBOMY OKHY
— T'naBHoe meH > KoHdurypauua > JaHHble yCTPOKCTBA
Mpouenypa
1. BbibepuTe BNoXXeHHY BKNaaKy YPOBHU yrpos.
—  Otobpasutca Tabnuua «YpoBHM yrpo3». OHa MOXeT coaeprkaTb A0 15 ypoBHeEN yrpos,
Y KQXXOW M3 KOTOPbIX €CTb UMA, ONUCaHWE W PIAXKOK ANA aKTUBaL MU YPOBHA Yrpo3bl
nocne HaCTPOMKM.
2. LlenkHuTe cTpoKy BBegute HazaBaHUe YPOBHA Yrpo3bl.
3. Beepgute umsa, koTopoe OyaeT MOHATHO onepaTtopamM CUCTEMBbI.
4. (HeobasartenbHo) B cTtonbue OnucaHue BeBeauTe bonee nonHoe onnucaHuve noseaeHun
NpoXoAoB Ha 3TOM YPOBHE Yrposbl.
5. He yctaHaBnvBamnTe chnaxxok AKTUBeH ceruac. CHauana BbINONHUTE BCE OCTallbHblE Laru
KOHMUrypaLmun AnA sTOro ypoBHA Yrpo3, Kak ONMMCaHo B CMeAyLWnX pasaenax.
6. Haxwmure B (CoxpaHuTb), UToObI COXPaHUTb HOBbLIM YPOBEHb YrPO3bl.
18.3.2 Co3paHue npochuna 6e30nacHOCTU ABEPHU

B sTom pasgene onucbiBaeTcA cosgaHue npodunei 6e3onacHoCcTy ANA pasnuuHbIX TUMOB
[ABepei 1 onpefeneHue CocToAHNsA, B KOTopoe DyayT nepexoanTb BCe ABEPU AAHHOTO Npodurns
NPy aKTUBaLMK ONpPENeNeHHOro YpoBHA Yyrposbl.

MyTb K AMANOroBOMY OKHY
— T'naBHoe meH > KoHdurypauua > JaHHble yCTPOKCTBA
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MNMpepaBapuTenbHble TpeboBaHUA
—  OnpepgeneH xoTA Obl OWH YPOBEHb YrPO3bl.
— B epeBe yCTPOWCTB HAcTpOeH XOTA Obl OfMH NPOXOA.

Mpouenypa
1. BbibepuTe BnoxeHHyt Bknagky NMpodunu 6esonacHocTu aBepen.
— [naBHOe gManoroBoe OKHO pasaeneHo Ha ase obnactu: Beibop v Mpodunb
6e3onacHoOCTU ABepU (MMA MO YMONUAHUIO).
2. Haxwmute kHonKy Co3partb.
—  byget co3gaH HOBbIM Npodunb 6e30NacHOCTU ABEPU C UMEHEM MO YMOMUYAHUIO.
— Tabnuua YpoBeHb yrpo3bl Ha naHenu Mpodunb 6esonacHoCcTU ABepU 3anonHAeTcA
y>Ke Co30aHHbIMW YPOBHAMM Yrpo3 BMECTe CO 3HaueHWeM He onpeaeneHo A/
Kaxkgoro ctonbua CocroAaHue.
3. B obnactv Mpodunb 6esonacHocTu ABepu BBeOUTE UMA TUNA ABEPH, KOTopomy byaeT
HasHaueH 3TOT NPoUnb.
-  WmA HoBoOro npodguna otobpasnTtcA Ha naHenu Bbibop. Mpy HeobxogMMoOCTH ero
MO>HO yAanuTb U3 KOH(UIypaunu, HaxkaB YaanuTb B 3Tol obnacTw.
4. (HeobasatenbHo) BBeauTte onucaHune npoduna, utobbl MOMOUb onepatopam npaBuUbHO
Ha3HauMnTb NPOU/b.
5. Ecnu 3TOT Npodunb AOMKeH ObiTb Ha3HAUeH TypHUKeTaM, yCTaHOBUTE hriaxkok TYpHUKeT.
—  JTO NpPefoCTaBUT AOMNONHUTENbHbIE NAapaMeTpbl A4NA LEeNeBOoro COCTOAHWA ABEPU Ha
pa3nnuHbIX YPOBHAX Yrpo3, HanpuMep napameTpbl, NO3BOMAOLLINE BXOAWUTb UMK
BbIXOAWTb TONbKO MO OAHOMY WNU TONbKO BMECTE.
6. B crtonbue CoctoaHue Tabnuvubl YpoBeHb Yrpo3bl [/ KaXKA0Oro YPOBHSA yrpo3 BbibepuTe
noaxopAllee LieneBoe COCTOAHWE AA BCeX ABepen JaHHOro nNpoduna npu cpabatbiBaHWUK
[AHHOTO YPOBHSA Yrpos.

7. Haxmute (CoxpaHuTb) ANA COXPaHEHUA UBMEHEHUN.

MoBTOpPUTE NpoLueaypy, YTobbl co3aaTb CTONbKO Npodunen 6e30nacHOCTU ABEPU, CKOMbKO
CYyLLIECTBYET TUMNOB ABepel B Ballen KOHUrypaumuu. Huxke npeacraBneHbl pacnpocTpaHeHHble
TUNbl ABEpPEN:

— [naBHaA obuwenocTtynHas aABepb.

—  JBaKyauWMOHHbIN JOCTYN U3BHE.

—  [ocTyn B ayaAuTOpMM.

—  OOwWwMM gocTyn K CNOPTUBHOM apeHe.

18.3.3 Co3paHue npocduna 6e30NacHOCTU CUUTbIBaTeNA

B aToM paspene onucaHa npoueaypa co3pgaHusa npodunei 6e3onacHoOCTH A4NA pPasnuuHbIX

TMNOB cuuTbiBaTenem. MNMpodunu 6e3onacHOCTU cunTbIBaTENEN ONpeaensatoT cneayolime

aTpunbyTbl cunTbIBaTENEN ANA KaXKA0ro YPOBHA Yrpo3bl.

—  MWHMManbHbIM ypOBEHb 6€30NacHOCTU, HEODXOAUMbBIM YUETHbIM AaHHbIM ANA MNONyUYeHUs
[OCTyna Ha cuuTbiBaTene.

- Koadhdpu1umeHT focMOTpa, T. €. MPOLUEHT BNafenbLeB KapT, KoTopble byayT BbibpaHbl
cnyyanmHblM obpasom ona AONONHUTENBHOW NPoBepPKKU He30nacHOCTH.
—  TMpumeuaHune. Yactota 4OCMOTPA, 3alaHHas B npodune 6esonacHoOCTU cunTbiBaTens,

nepeonpeaenaeT yacToTy, 334aHHY0 HA CAMOM CUMTbIBATENeE.
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18.3.4

MyTb K AMANOroBOMY OKHY

FnaBHoe meHI0 > KoHdmrypauusa > [laHHble yCTpolCcTBa

MpepBapuTenbHble TpeboBaHUA

OnpeneneH xoTs bbl 0AWH YPOBEHb Yrpo3bl.
B nepeBe yCTPOMCTB HACTPOeH XoTA Obl 04MH NPoXo[.

Mpoueaypa

1.

7.

BbibepuTe BnoxeHHyto Bknaaky Mpodunu 6esonacHocTU cuuTbiBaTeneu.

— [naBHOe AManoroBoe OKHO pasfaeneHo Ha ABe obnactu: Beibop v Mpodunb
6e3onacHOCTU cuuTbiBaTensa (MMs MO YMONUYaHUIO).

Haxxmute kHonky Co3aartb.

—  bypeT cosaaH HOBbINM NpodHb 6e30MaCHOCTU CUMUTBLIBATENA C UMEHEM MO YMOMUAHMIO.

—  Tabnwuua YpoBHHM yrpo3 B obnactu NMpodunb 6eaonacHoCcTU cuutbiBaTens
3anoNHAETCA YXKe CO34aHHbIMWU YPOBHAMM Yrpo3, a TakKe 3HaUeHWMEM MO YMOMUYAHUIO
0 oNnA KaXxaoro M3 HKMX B cTonbuax YpoBeHb 6e3onacHocTu U YacToTa focMoTpa.

B obnactv Mpocdmunb 6GezonacHOCTU CUUTbIBATENA BBEAUTE UMA TUNA CUUTbIBATENS,

KOTOopoMy OyaeT HasHaueH 3TOT NPodUIb.

- WwmAa HoBoro npodunAa otobpasnTtca Ha naHenu Belbop. MNpy HeobxoaMMoCTH ero
MOXHO yAanuTb U3 KOHUIypaLmu, HaxxaB YaanuTb B 3Toi obnacTu.

(HeobnasaTenbHO) BBeguTte onvcaHue npoduna, uTobbl NOMOUb ONepaTopamM NpPaBUIbHO

Has3HauuTb NpPounb.

B cton6bue YpoBeHb 6e3onacHocTU Tabnuubl YpoBeHb Yrpo3bl 419 KaXXA0ro ypoBHA

yrpo3bl BblbepuTe MMHUManNbHbIM ypoBeHb BesonacHocTH (Lenoe unMcno B AnanasoHe O-

100), koTopbIii HeobxoaMM onepaTopy, utobbl paboTaTh CO cuuTbiBaTENEM AAHHOIO

npoduna Npu akTUBaL MK 3TOTO YPOBHSA Yrpo3bl.

B cTon6ue Uactota gocmoTpa Tabnuubl YpoBeHb Yrpos3bl A8 KaXKAoro YPOBHSA yrpo3bl

BblOepuTe NPOLEHT BNagenbLeB KapT, KOTopble OyayT BbiIOMpaTbCA cuMTbiBaTENEM

cnyyanHbiM 00pa3omM AnA A4OMNONHUTENbHOM NPOBEPKK 6€30MacHOCTM NPU aKTUBALIMMU 3TOTO

YPOBHSA yrpoas.

Haxmute (CoxpaHUTb) ANA COXpPaHEHUA UBMEHEHUN.

HasHaueHue npocunen be3onacHOCTU ABeper U cuuTbiBaTenen npoxogam
B atom pasgene onucbliBaeTcA, Kak Ha3HauYnUTb I'IpOCbVIJ'IM besonacHocTH ,u,Bepeﬁ W cuuTbiBaTenemn
ABEPAM U CUUTbIBATENAM Ha KOHKPETHbIX Mpoxoaax.

MepBas nognpouenypa 3aknouaeTca B TOM, UToObl MAEHTUDULMPOBATb U OTOUNBTPOBATD
Habopbl NpoxoaoB, KOoTopble TpebyeTcA Ha3zHauuTb, a BTopasa npoueaypa — B TOM, UToObl
caenatb Ha3HAUeHUA.

Kpome TOro, Bbl MOXXeTe MPOCMOTPETb COCTOAHUA, YPOBHHU 0e30nacHOCTM U YacToThl AOCMOTpa
Bbl6paHHle npoxoanoB, KOTOpPble 6yp,yT 3a4aBaTbCA pPa3nnUUYHbIMK onpegeneHHbIMM YPOBHAMU

Yyrpo3, HaCTPOEHHbIX BaMH.

MyTb K ANANOroBOMY OKHY

FnaBHoe meHo > KoHcurypauua > [laHHble yCTpOMCTBa

MpepBapuTenbHble TpeboBaHUA

OnpeneneH xoTs bbl 0AWH YPOBEHb Yrpo3bl.
B nepeBe yCTPOMCTB HACTPOEH XoTA Bbl O4MH NPOXo[.

Mpoueaypa

1.

B nepeBe ycTporcTB BhibeprTe DMS (KopeHb AepeBa YCTPOWCTB).
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2. B rnaBHOM guManoroBoM oKHe BbibepuTe BKNaaKy YnpaBneHue ypoBHEM yrpos.

— B rnaBHOM AMAnoroBOM OKHe MOABATCHA HECKOMbKO BMOXEHHbIX BKMTaOoK.

Mopnpoueaypa 1: BbIGOp NpoxonoB ANA Ha3HaUEHUA

1. BbibepuTe BnoxxeHHble Bknaaku NMpoxopabl.

— [naBHOEe AManoroBoe OKHa pa3genuTca Ha ABe obnactv: YcnoBua counbTpa v Tabnuuy
CO BCEMMU MPOXOAaMu, KOTopble OblNiM CO3[aHbl B CUCTEME.

2. (HeobsasatenbHo) B obnactv YcnoBua dmnbTpa BBEAUTE KPUTEPHUU, UTODbLI OrpaHUUmnTb
Habop npoxogoB, oTobpaXkaembix B TabnuLe, B HUXHEN YACTU ANANOrOBOro OKHa,
Hanpumep:

—  YcTaHOBUTE WKW CHUMWTE pakku, onpeaenatolmMe, otobpaxatoTca nu B Tabnuue
BXOAHbIE CUUTbIBATENU, BbIXOAHbIE CUUTbIBATENU U (UN1) ABEPHU.

- BBeauTe CMMBOMNbHbIE CTPOKW, KOTOPbIE AOMKHbI MPUCYTCTBOBATb B MMEHax NpoXoAoB,
obnacTtel, npodmnen UNu cunTbiBaTENEN BCEX BXOAOB, NEPEUMCNIEHHbIX B Tabnuue.

—  YcTaHoBWTE UNU CHUMKUTE DNAXKOK, onpeaenstolmni, otobpaxkatorca nu B Tabnuue
[BEPU U CUMTbIBATENU, KOTOPbIE ELle HE HACTPOEHHbI.

3. Haxmute NMpumMeHUTb hUnbTp, UTOOLI OTOUNBTPOBATL CIUCOK MPOXOA0B, UMK HAXMUTE
C6pocutb hunbTp, UTOOLI NPUCBONUTL 31IEMEHTAM YNpaBneHus PUIbTPpaM 3HaUEHUA Mo
YMOMUaHUIo.

Mpouenypa 2: HasHaueHUue npodunein 6esonacHOCTU BbiIGpPaHHbIM Npoxoaam

MpenBapuTenbHoe TpeboBaHWe. HazHauaeMble Npoxoabl ObiNv UAEHTUMULMPOBAHBI U

oTobpaxkatoTcs B Tabnuue B HUXHEN UacTh AMAnoroBOro oKHa.

OObpaTnTe BHMMaHUeE, UTO KaXKabli Npoxod obblUHO COCTOMUT U3 ABepU UK Bapbepa U OAHOTO

MNU HECKONbKUX cumnTbiBaTenemn kapt. OQHaKo y HEKOTOPbIX CleLnanmM3MpoBaHHbIX TUMOB

NPOXOA0B, TAKMX Kak TOUKU cbopa, OHWM MOTyT OTCYTCTBOBATb.

1. B crtonbue Mpocdhunb 6e3onacHOCTU ABEPU UMUK CUUTbIBATENA LLENKHUTE AUENKY,
COOTBETCTBYIOLLYIO ABEPU UMK CUMUTbIBATENIO, KOTOPbIM TpebyeTcA Ha3HauuUTb.

2. Bbibepute npodunb He3onacHOCTU ABEPU UK CUMTBIBATENA M3 PACKPbIBAKOLLEroca crnucka
AUENKH.

(HeobsasatenbHo) MNpepBapuTenbHbiii NPOCMOTP NOBEeAEHUA ABEpPeN U cunuTbiBaTenem Ha

Pa3nUUHbIX YPOBHAX Yrpo3

CTtonbubl B NpaBoOM yacTu Tabnuubl 4OCTYMHbI TONbKO ANA UTeHUsA. B HUX oTobpaxkatotcs

cocToAHKe bnoknpoBku (Pexxum), ypoBeHb 6€30NacHOCTH 1 UacToTa JOCMOTPA ABEpen U

cuuTbiBatenewn B Tabnuue, Kotopble ObinK Obl akTyanbHbIMK, ecnn Obl 3TOT YPOBEHb Yrpo3bl bbin

BblOpaH B cnncke BbibepuTte ypoBeHb yrpo3bl ANA CBeAEHUN.

MpenBapuTenbHoe TpeboBaHue. Mpoxoabl, KOTOPble Bbl XOTUTE MPOCMOTPETb, ONpeaeneHbl 1

oTobpaxkatoTcA B Tabnuue B HUXKHEN UacTW AMANOroBOro oKHa.

» B cnucke BbibepuTe ypoBeHb yrpo3bl ANA cBeAeHU Bbibepute ypoBeHb Yrposbl,
KOTOpbIM TpebyeTcs NpoCMOTPETb.

v' B Tabnuue otobpaxaercsa cocTtosHWe bnoknpoBkK ABepen (PeXxum), a Tak)xe ypoBeHb
6e3onacHOCTH 1 UacToTa JOCMOTPA CUMUTbIBATENEW, KOTOPbIE OblNK Obl aKTyanbHbl, KOraa
BblOpaH 3TOT YPOBEHb Yrpo3bl.

18.3.5 Ha3HaueHue ypoOBHA yrpo3bl annapaTHOMY CUrHany
B atom pasaene onncbiBaeTCA, Kak Ha3HaUYnTb annapaTHbM BXO,D,HOﬁ CUrHan gnAa akKtnBauuu vnu
OTMeHbl NpeaynpexaeHus ob yrpose.

MyTb K AMANOroBoMYy OKHY
— TnaBHoe meH > KoHdurypauua > [laHHble yCTpoMCTBa
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MpepBapuTenbHble TpeboBaHUA
—  OnpepeneH xoTA Obl OAWH YPOBEHb YrPO3bl.
— B epeBe yCTPOWCTB HACTPOEH XOTA Obl OAUH NMPOXOA.

MNpoueaypa
1. B pepeBe ycTpoWcTB BbibepuTe npoxoA nop KoHTponnepom AMC, BXOAHbIe CUTHanbI
KoToporo TpebyeTcs Ha3HAUWTb.
2. B rnaBHOM guanoroBom okHe BbibepuTe BKNaaky TepMUHanbI.
- [oABuTCA Tabnuua NPoxoaoB U CUrHAMOB.
3. B cTpoke curHana, kotopbii TpebyeTca Ha3HaUMUTb, WENKHUTE AUEMKY BXOAHOrO CUTrHana.
— B packpbiBawoLemca CNMcKe COAEPXKUTCA KOMaHAa YPOBEHb Yyrpo3bl: OTKMIOUUTD U
YpoBeHb yrpo3bl: <name> ANA KAXXLOr0 YPOBHA Yrpo3bl, KOTOPbIM Obin onpeaeneH
paHee.
-  KomaHga YpoBeHb yrpo3bl: OTKMIOUUTb OTMEHAET BCE TEKYLLME YPOBHU Yrpos.
4. HasHaubTe KOMaHAbl TPebyeMbiM BXOAHbBIM CUTHanNam.

5.  Haxmure (CoxpaHU1Tb) AnA CoOXpaHeHUa U3MEHEHUN.

3ameuaHue!

OrpaHunuenne ana DM 15

Mopenb asepu 15 (DIP/DOP) B HacToslLlee BpeMA He MOXET UCMONb30BaTbCA AN aKTMBaL MK
YPOBHA Yyrpo3sbl.

18.4 Ttanbl HaCTpOﬁKM B AUaNOoroBbixX OKHaX CUCTEMHbIX OaHHbIX
B aTtom pa3nene onncbiBaeTCA, Kak co34atb npodmnu 6e3onacHocTH ALY U HAa3HAUYUTb UX
TUMNaM Nuu,.

18.4.1 Co3paHue npochuna 6esonacHOCTU nNuua

MyTb K AMANOroBOMY OKHY
— naBHoe MeHI0 > CUCTEeMHbIe AaHHble > Mpocunb 6e3onacHocTU Nuua

MpepBaputenbHble TpeboBaHUA

Mpodunu 6e3onacHOCTU KL TPEDYIOT TLATENbHOTO NNAaHMPOBAaHUA W NpeaBapUTENbHON
HaCTPOWKM, MOCKOMNbKY OHW OKa3blBalOT BaXKHOE BNUAHME Ha paboTy CUCTEMbl B KPUTUUECKUX
CHUTYyauunAXx.

Mpoueaypa

1. Ecnu gnanoroBoe OKHO Y)Ke COAEPXUT AaHHbIe, HAXXMUTE D;L (Cospatb), UTOObLI OUMCTUTL
ero.
2. BseguTe MMA HOBOro Npoduna B TeKCToBOoM none «Mma npodunsa 6esonacHoCcTm»:
3. (HeobsazartenbHo) BBeauTe onvcaHve npoduns, utobbl MOMOUYb onepaTopam npaBUbHO
Ha3HauKWTb NPodUnb.
4. Bsepgute uenoe uncno ot 0 go 100 B none YpoBeHb 6€30NacHOCTH.
—  C yueTom TOro, Uto Bragenbly KapTbl paspeLlleHo UCMOoNb30oBaTb NPOXOA, 3HAUEeHMA
100 gocTaTouHo, UTobbl MOMYYUTb AOCTYN K NOOOMY CUMTbIBATENIO, JaXe eCcnu B
HacTofllee BpeMsa yCTaHOBNeH ypoBeHb besonacHoctu 100.
- B npotuBHOM cnyuae ypoBeHb be3onacHocTu B npodmne 6esonacHocTv nuua
Bnagenblia KapTbl JOMXEH ObiTb paBeH MK Oonble TEKYLEMY YPOBHIO 6€30MacHOCTH
cuuTbliBaTeENA.
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5. Bsegute uenoe uncno ot 0 go 100 B none Yactota gocmoTpa.
—  TMpumeuaHue. YacTtota gocMoTpa Nnpoduna nuua ABNAETCA BTOPUUHOM AnA npoduna
cuuTbiBatens. B Tabnuue HUXe onvMcbiBaeTcA B3aMMoAeNCTBUE ABYX UACTOT JOCMOTpaA
npoduns.

6. Haxmute (CoxpaHUTb) ANA COXPaHEHUA U3MEHEHUN.

B3aumopencTBMe 4acToT A0CMOTpa AnA npocuneil 6e3oNacHOCTU NUL, U CUUTbIBaTenemn

Yacrtota gocmortpa (%) B YacrtoTa gocmortpa (%) B INuuo BbIGpaHo onA
npocune 6esonacHoCTU npocune 6e3onacHOCTU NULA| AONONHUTENbHbIX NPOBEPOK
cyuTbiBaTens P b6e3onacHocTu?

R
0 Nrobow Het
100 NMiobon Oa
1..99 0 Het
1..99 100 Oa
1..99 1..99 Bo3mo)xHasA
BepoATHocTb = MAX(R,P)

18.4.2 HasHaueHue npocuna 6e3onacHOCTU NULA TUNY NepcOoHana

MyTb K AMANOroBoMy OKHY
- FnaBHOe MeHI0 > CucTeMHble faHHble > Tun nepcoHana

Mpoueaypa

MpumeuaHue. [0 UICTOPUUECKUM NMPUUMHAM UAEHTUDUKATOP COTPYAHUKA 3[eCb ABNAETCA

CUHOHWMOM THUNA NepcoHana.

1. B T1abnuue CranpaptHbie ID cotpygHukoB vnv B Tabnuue Monb3oBarenbckue ID
COTPYAHUKOB BhbibepuTe Auerky B ctonbue Uma npoduna 6esonacHocTH,
COOTBETCTBYIOLLYIO TpebyemMoro TUny nepcoHana.

2. BbibepuTte npodunb 6€30MacHOCTU N1La U3 PacKpbIBakOLWErocsa ChucKa.

—  [loBTOpMTE 3Ty NpoLEeaypy ANA BCEX TUMOB COTPYAHUKOB, KOTOPbIM TpebyeTtcsa
npodgunb besonacHOCTU nuua.

il

3.  Haxwmute (CoxpaHuTb), UTObbI COXPaHUTb Ha3HAUEHHA.

18.5 Llaru KoHdMrypauum B AManoroBbiX OKHaxX AaHHbIX O
nepcoHane

B aToM pasgene onucbiBaeTcA, 3anucy o NMLax, Co3flaBaemMble B CUCTEME, NonyyaoT npodunb
6e30MacHOCTU NULA B COOTBETCTBMM C TUMOM NepcoHana.

Myt K AUANOroBbIM OKHaM

- FnaBHoe MeHI0 > [laHHble 0 nepcoHane > Jluya

- FnaBHoe MeHI0 > [laHHble 0 nepcoHane > pynna nuy

MpumeuaHue. 10 UCTOPUUECKUM NPUUMHAM UOEHTUDUKATOP COTPYAHUKA 30eCb ABNAETCA
CMHOHMMOM THMA NepcoHana.

Npoueaypa
Bce 3anucu COTPYAHUKOB, CO31aHHble B CUCTeME, AO/TKHbl UMETb TUN NepCcoHana.
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1. VYbeawuTtechb, UTO CUCTEMHbIE ONEPATOPbI Ha3HAUatT TONbKO TUNbI MEepPCcoHana, KoTopble
6binK cBA3aHbl ¢ npodunem 6e3onacHOCTU N1ua B MANOroBOM okHe FMaBHOe MeHIo >
CucTeMHble faHHble > TUN nepcoHana.

2. [lononHuTenbHble CBeAeHUA O CBA3bIBaHWMM npocunein 6e30nMacHOCTU NUL U CO3[aHUMU
3anucer COTPYAHUKOB LLIENKHUTE CNERYIOLME CChINKMU.

Cwm.

—  HasHaueHue rnpoghuia 6besonacHocT nuya tuny nepcoHana, Ctpanmya 141
—  Co3sgaHue faHHbIX nepcoHana u ynpasneHue umu, CtpaHuya 184
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Rﬁncgpoﬁka Milestone XProtect ona ucnonb3oBaHuA

BBeneHue

B aToi rnaBe onucbiBaeTcA, kak HacTpouTb Milestone XProtect gna ucnonb3oBaHua pyHKLUM
ynpaBneHua goctynom AMS.

MoagkntouaemMblM Moaynb, NpegocTaBnaemMbln AMS, HO yCTaHOBNEHHbIM Ha cepBepe XProtect,
nepenaeT cobbiTnsa U kKoMmaHabl B AMS v Bo3BpallaeT pesynbratbl XProtect.

P Plugin
. —S

AMS XProtect

=] =

KoHdurypauma cCoCToOMT U3 Tpex 3TarnoB, KOTOPble ONUCaHbl B CNEAYOLUX pasaenax:
—  YcrtaHoBka obuienoctynHoro ceptucdpukata AMS Ha cepsepe XProtect.

—  YcrtaHoBKa nogkntouaemoro moayna AMS Ha cepsepe XProtect.
—  Hactpo#ka AMS B npunoxeHun XProtect.

MpepBapuTenbHble TpeboBaHUA

—  AMS yctaHaBn1MBaeTCA U NULEH3UPYETCA.

—  XProtect yctaHaBnMBaeTCA U NULEH3UPYETCA HA TOM >Xe KOMMbIOTEPE UMU HA OTAENTbHOM
KoMnbloTepE.

- Mexay obenmu cructemamu CyLLecTByeT ceTeBOe MOAKMIOUEHME.

YcTaHoBKa obuwenoctynHoro ceptucpukata AMS Ha cepBepe XProtect
Obpartute BHUMaHWe, UTO aTa NpoLlenypa TpedbyeTcA TONbKO B TOM cnyvyae, ecnu AMS paboTtaet
Ha Opyrom KommnbtoTepe.

1. CkonupyHTe chann ceptudgukata c ceppepa AMS
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System
\Certificates\Access Management System Internal CA.cer
Ha cepBep XProtect.

2. Ha cepBepe XProtect aBaxkabl WeNKHUTe hann cepTuduKara.

MNMoABnAeTcA MacTep cepTUdUKATOB.

3. HaxmuTe YcTaHOBUTb cepTUUKaT...
OTKpoeTcA MacTep UMNopTa cepTUUKATOB.

4. BblbepuTe NokanbHbI KoMnbloTep B none MecTononoxxeHne XpaHUNULLA W HAXXMUTE

Oanee

Bbibepute PasamecTtutb Bce ceptudmkarhbl...

HaxxmuTte O630p...

Bbibepute loBepeHHble KOPHEBbIE LEHTPbI cepTUdUKauumu 1 Haxxmute OK

Haxxmute kHonky Janee

© o N o

MpocMOoTpHTe CBOAKY HAacTpoek U HaxkmuTe FoToBO

Bosch Security Systems

Software manual 2021-1214.0.0.1 |



144 ru | Hactpoika Milestone XProtect gna ucnonbsosanusa AMS Access Management System

YcraHoBKa nogkniouaemoro mogyna AMS Ha cepBepe XProtect

1. CkonupyHTe chaln HaCTPOMKHM
AMS XProtect Plugin Setup.exe
C ycTaHOBOUHOro HocutenAa AMS Ha cepsep XProtect.

2. BbinonHute dann Ha cepBepe XProtect.

OTKpOETCA MacTep HACTPOMKM.

3. B macTtepe HacTponku ybeautecb, uto nogknouaembolt moaynb AMS XProtect nomeueH ans
YCTaHOBKM U HaxkxmuTe Oanee.

[MoABUTCA NMMUEH3UMOHHOE COornalleHne KOHeUHOro nonb3oBarensa. HaxxMmute KHOMKy
MpUHATb, UTOObLI NPUHATL YCMOBKUA COrNalleHUs, eCNu Bbl XOTUTE MPOAOMKUTD.

4. MacTtep otobpaxkaeT NyTb yCTAHOBKMW MOAKMNOUAEMOro MOAYNA MO yMOMUaHUIo. HaxmuTe
kHonky Janee, utobbl MPUHATL NYTb MO YMONUAHWIO, UMK HAXKMWUTE KHOMKY O630p, uTobbI
M3MEHUTb ero, Npexae yem Haxkatb danee.

MacTtep noaTBepauT, UTo OH COOMpPaeTCA YCTAaHOBUTb NOAKNOUaeMbl mogynb AMS
XProtect.
5. HaxwmuTte YCTaHOBMUTbL.

o

[oxauTecb NoATBEPXKAEHUA 3aBEPLUEHUA YCTAHOBKK U HaxkxmuTe FoToBo.
7. TMepesanyctute cnyxby Windows c umeHem Milestone XProtect Event Server.

Hactpoitka AMS B npunoxxeHuu XProtect
1. B npunoxeHuu ynpaBneHua XProtect nepengute B pasnen JlononHUTeNbHblie NapaMmeTpbl

KOHdUrypauum > YnpaBneHue foCTyrnom.

2. LllenkHuTe NnpaBoM KHOMNKOW YnpaBneHue [octynom U BbibepuTe Co3paTb HOBbLIM...

MoABMTCA MacTep NoAKMUYaeMbIX MOAYNEN.

3. BaeguTe cneaytollyto MHpopMaLumio B MacTepe NogKntouaemMblx Moaynem:

- UmaA: onvcanue atol uHTerpauum AMS-XProtect, nossonatoliee oTAMUnTb ee oT
OPYrux UHTEerpaummn B Tom ke cucteme XProtect.

— Mopkniouaemblii MOAyNb UHTErpauuu: AMS - XProtect Plugin (3To uma Gyget
[OCTYMHO B pacKpbIBaloLLEMCA CMUCKEe MOoC/e yCnewHOoW YCTaHOBKK NMOAKMI0UYaeMOro
mMoayns).

—  KoHeuHas Touka obHapyxxeHua AMS API: https://<hostname of the AMS
system>:44347/

, Toe 44347 — 3TO NOPT MO YMONUaHWIO, BbIDpaHHbIM Npu ycTaHoBKe AMS API.

—  Wma onepartopa: MmA nonb3oBatena onepatopa AMS ¢ paspelleHMAMU Mo KparnHen
Mepe AnA UCMOoNb30BaHWsA ABEPEN, K KOTOpbIM DyayT npuBsA3aHbl kamepbl XProtect.

- MMaponb oneparopa: naponb AMS 3Toro onepartopa.

4. Haxmute Oanee

Mopkntouaemblt Mmoaynb AMS nogkntouaetcs K cepepy AMS, KOTOpbIM Bbl yKasanu, u

BbIBOOMT 3/1€MEHTbI YNpaBneHuA AOCTYNOM, KOTopble OH obHapyxuBaeT (aBepH,

YCTPOMCTBA, cepBepbl, KOMaHAbl COObITUIA U COCTOSHUA).

5. Korga vHAMKatop BbINONHEeHWsA OyaeT 3anofnHeH, HaXXMuUTe KHonKy fanee

OTKpoeTCcA CcTpaHMua Mactepa kamep CBA3aHHbIe KaMepbl.

6. Urobbl cBA3aTh KamMepbl C ABEPAMU, NepeTallunTe KaMepbl U3 cnnucka Kamepbl K Toukam B
cnucke Osepu.

7. Tlocne 3aBeplleHuA HaxXxmuTe Oanee.
XProtect coxpaHAeT KOH(UTrypaLuo U NOATBEPXKAAET, UTO OHA YCMELIHO COXPaHeHa.
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20

UHTerpauua Otis Compass

BBepeHue

Compass — 3T0 CUCTeMA ynpaBneHus HadHaueHneM koMmnaHuu Otis Elevator. OHa
Mcnonb3yeTca ANA ynpaBneHUA HECKONbKUMU NUTOBBIMU XONNaMKU U HanpaBnfaeT NudThbl
naccaxupam, ytobbl OHW MOT/IM KaK MOXHO atheKTUBHEE AOCTUUbL MecTa HadHaueHusA. YTobbl
npenocTaBUTb HeobXoauMble faHHble, MACCaXXUPbI TENEPb HE MPOCTO HAXXUMAOT KHOMKKW BBepx
unu BHU3, HO 3anpallMBaloT MeCTO Ha3HaUeHWA Ha CUMTbIBaTeNne KapT, CEHCOPHOM 3KpaHe Unu
TEPMHUHaNax c KnaBuaTypom.

MHTerpaums c cuctemamu ynpaBneHusa goctynom Bosch gobasnaet 6esonacHocTb pelleHuto. B

3aBUCUMOCTHU OT YUETHbIX AaHHbIX U UCMONb3yEMbIX BPEMEHHDbIX Moaenen naccaxwupbl
3(*)(*)eKTMBHO nonagakoT Ha AOMallHWE 3TaXU U Apyrue aBToOpn3oBaHHble MeCTa Ha3HaUYeHUA.
Cuctema He NpUHUMAET 3anpochl AnsA aTaXeMu, KOTOpPblE€ HE YKa3aHbl B I'IpOCbMFIHX aBToOpM3auunun
naccaxwupa, 1N BpeMeHH" CyToK, KOTOpO€e BblIXOOUT 3a PaMKH TEKyLIJ,ePI BpeMeHHOﬁ Moaenu.

Tononorua obopynoBaHua cuctembl Compass

ObopynoBaHue cuctembl Compass HacTpanBaeTCs CBepXy BHWU3 B BUAE TPEXYPOBHEBOM
uepapxuu nog ogHUM KoHTponnepom MAC B pefakTtope YyCTPOMUCTB.

=-§= DMS
=l MAC
E@ Otis Compass
w-{jig Otis DES Group 2
-{iig Otis DES Group 1
jig Otis DET+0F
iy Otis DET+0R
Otis DET+1F
Otis DET+2F
Otis DET+3F
iy Otis DET+4F
Otis DET+5F
Otis DET+6F
Otis DET+6R
iy Otis DET+TF
Otis DET-1F
Otis DET-1R
Otis DET-2F

B vepapxuu Bblllie NOKa3aHbl:

cuctema Otis Compass Ha BbigeneHHom MAC;
oflHa rpynna nugToB, ynpasnaeMas ogHUM
DES;

Heckonbko TepMuHanos (DET), kaxabii 13
KOTOPbIX UMEET HOMEpP 3Taxka OT -2 [0 +7 U
cumeon F (nepegHas aBepb) unu R (3agHAA
OBepb).

MepBbii ypoBeHb: (Otis Compass)

Cuctema ynpaBneHus HanpaeneHUAMU.
Kaxxgaa cuctema Compass MOXeT ynpaBnATb
8 rpynnamu nMToB (MMEPTOBBLIMU XONNAMM).
MapameTpbl: JManasoH aTaXxew,

CeTeBbIX afpecosB,

HOMepPOB NOPTOB M TaMM-ayTOB.

BTopoit ypoBeHb: (Otis DES/DER)

[o 8 rpynn N1 ToB, KaXKAoW U3 KOTOPbIX
ynpaBnseT cepBep BBOAA HanpaBneHUN
(Destination Entry Server - DES), cocToALIUK
13 1 unu 2 U3NUYECKUX YCTPOMCTB.

Kpome Toro, aToT ypoBEHb MOXET UMETb [0
ABYX LOMOMHUTENbHbBIX YCTPOWUCTB ANA
ONTMMU3aLMK, KOTOPbIe Ha3blBakOTCA
nepeHanpaBuMTenAMM BBOAA HanpaBneHWN
(DER).

Mapametpbi: 1 naeHTUDMKATOP Ha Kaxayto
rpynny nudgToB.

1 IP-agpec gna ycTpoMncTBa.

Tabnuua ataxen c oepamMu nudTa c
yKasaHueM, ABNAKTCA MU OHU
0o0LefoCTYNMHbIMMU.

Tpetui yposeHb: Otis DET
TepmuHanbl BBoga HanpaeneHui (Destination
Entry Terminals - DET)
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20.1

20.1.1

Mapametpbl: 1 IP-agpec Ha Kaxablr
TepMuHan. [JocTynHble aTaXu C ABEPAMHU
nudTa ANA KaXaoro TepMuHana.

00630p UHTErpaLuu CUCTEMbI yNnpaBneHUA AOCTYNom

AOMWHUCTPATOPbI CUCTEMbI YNIPaBNEHUA OOCTYNOM MHTerpupytoT Compass Ha CneayoLimnx

3Tanax, nogpobHO OoNMCcaHHbIX Aanee B rna.e:

1. Hactpo#tka obopynoBaHua Compass Ha ogHOM KoHTponnepe MAC B pefaktope yCTPOMCTB.

2. HacTpo#ka nonb3oBaTeNbCKUX NONEN ANA XapaKTEPUCTUK AepxKaTenen KapT, HeobxoamMMbIx
Onsa PyHKUMOHMpoBaHUA cucTeMbl Otis, TaKMX Kak OMALLHWM 3Tax.

3. CospgaHue npodunen aBTopmsalmnm, KoTopble ynpaBnsatoT 4OCTYNOM K KOHKPETHbIM MecTam
HasHaueHusa nudTa.

4. HasHaueHue npodunen aBTopu3aLM COOTBETCTBYIOLMM AepXKaTenam KapT

HacTtponka cuctembl Compass B peaakrope yCTPOUCTB

B aToM pasgene onucbiBaeTca HacTpokKa cuctembl Otis Compass B pefaKkTope YCTPOWCTB.

MyTb K AMANOroBOMYy OKHY
- FnaBHoe meHI0 > KoHcurypauua > [laHHble yCTpoicTBa

YpoBeHb 1: HacTpoiika cuctembl Compass

Mpouenypa AnA ypoBHA 1: HacTpoika cuctembl Compass
1. Bblbepute HyxxkHbit MAC B npeacTaBneHnn gepeBa pegakropa yCTponCcTB
2. llenkHWTe NnpaBoM KHOMKOW MbliWW U BbibepnTe HoBbin Otis Compass. Ha ctpaHuue

CBOMCTB eCTb 2 BKNaAKM.

—  Otis Compass

- dTaxwu

3. Cawmble BaxkHble napameTpbl Ha Bknaake Otis Compass:

- Wma (MmA, KoTopoe AoMKHO oTobpaxaTbcA B AepeBe YCTPOMUCTB);

— IP-appec koHTponnepa MAC (o6paTHbiv IP-agpec ansa cuctembl Compass Ha
BblJ€NEHHON CeTeBOM nnare, C NOMOLLbIO KOTOpoK cuctema Compass
B3auMMOZeNCTBYeT C KoHTponnepom MAC).

NMPUMEYAHMUE. 370 He IP-agpec camoro kKoHTponnepa MAC.

— MoppasgeneHue (TONbKO eCnu nogpasaeneHva NMLUeH3MpoBaHbl M UCMOMb3YOTCA B
Ballen cucteme).

OcTaBbTe ANA OCTaNnbHbIX NapamMeTpoB 3HAUEHUA MO YMOMUAHUIO, KPOME CNyuyaeB, Koraa mux
M3MeHeHHWe NpeanncaHo CneunanmucTaMm TEXHUMUECKOW NOAAEPXKKU. ITU NapameTpbl KpaTKo
onucaHbl B cneayrollen tabnuue:

MapameTp 3HaueHue no |(OnucaHue
YMONMUYAHUIO
Agpec rpynnbl MC 234.46.30.7 IP-agpec rpynnbl MHOroapecHOM pPaccChinKu
Mopt MC ona DES/DER 48307 MHoroagpecHble NopTbl
(ynaneHHbIN) 47307
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20.1.2

MapameTp 3HaueHue no |(OnucaHwue
YMONMUYaHUIO

Mopt MC gna DES/DER

(nokanbHbIN)

Mopt UDP ana DES/DER 46303 MopTbl UDP gna yctponcTte DES n DER

(ymaneHHbIN) 45303

Mopt UDP gna DES/DER

(nokanbHbIN)

Mopt UDP gna DET 45308 MopTtbl UDP ansa yctponcts DET

(ymaneHHbii) 46308

Mopt UDP gna DET

(nokanbHbIN)

Bpemsa X1M3HKW nakeTa npu 5 ceKkyHA

MHOroagpecHoM nepenaue

(TTL)

NHTepBan cepauedbueHun 1 cekyHaa MpomMeXxXyToK BPEMEHU MEXay UHTepBanamm
cepauebueHnsa. AT cMrHanbl NoKasbiBatoT
OPYrMM YCTPOMCTBAM, UTO laHHOE
yCTpoOMnCTBO paboTaet

Makc. KonuuecTso 3 Uncno uHTepBanoB cepauebreHunn, Kotopble

NPONyLEeHHbIX NHTEPBANOB MOXHO MPOMNYCTUTb, NPeXae uem

cepauebueHun yCTpOMCcTBO ByaeT cumTatbeA
HepaboTatoWwmnm

NcTekno BpeMa oxXuaaHus 1 cekyHaa

coobueHus

UMcno NnoBTOPHbLIX MOMbITOK 3

coobuieHus

1. Ha Bknagke 3ta)ku HaxXmWTe UI3SMEHUTb AUANa30Hbl 3TaXKew

2. BBeguTe HOMepa caMbiX HUXHMUX MU CaMbIX BbICOKUX 3Ta)kKeW, KOTOPbIe AOMKHbI
obcnyxuBatbca BCEMU NMAPTOBbIMU Xonnamu cuctembl Otis Compass.
- MakcuManbHbIM AMana3oH: ot -127 no +127

3.  Haxmwute

(CoxpaHuTb) ANA coxpaHeHWsa U3MEHEHUHN.

YpoBeHb 2: rpynnbl nudTa, ycrpocrtea DES u DER

Mpoueaypa ana ypoBHA 2: HacTpolKa rpynn nucToB (ycTtpoiictea DES u DER)

BBepeHue

DES (cepBep BBOAA HanpaBneHWi) — 3TO KOMMbIOTEP, KOTOPbIX yNpaBnaeT rpynnoun nudTos.

Mpu HeobxogumocTH ABa uanueckux yctponctea DES ¢ otaenbHbiMK IP-agpecamy MOXHO

0bbeanMHUTb B NOrMUEcKoe YCTPONCTBO C NOAAEPXKKOM oTpaboTKkK oTKa3sa.
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CepBep DER (MepeHanpaBnTenb BBOAA HanpaBneHWMn) cCoeauHaAeT rpynnbl TMPTOB U NO3BONSAET
cepepam DET B obulei Touke Bxofa B 3gaHue (Hanpumep B BecTnbione) npuHMMaTb 3anpochl
MecTa HasHaueHusa AnAa noboro staxka B 3gaHKK. Cepep DER He HacTpoeH Ha paboty B
OTKa30yCTOMUYMBOM pEXMME.

Co3paHue yctpolicte DES B fepeBe ycTpOWUCTB:
1. BbibepuTte HyxHyt0 cuctemy Otis Compass B npeacTaBeHun AepeBa peaakropa
YCTPOWCTB.
2. LllenkHuTe npaBoM KHOMKOM MbilwK U BbibepuTe HoBbii Otis DES. Ha cTpaHuue cBOWCTB
€CTb 2 BKMNaAKM.
-  Otis DES
- JTaxwu
3. Ha Bknaake Otis DES HacTpolTe cneaytolmMe napaMeTpbl.
- Wma: (MmMA, KoTopoe AoMKHO oTobpaXkaTbcA B flepeBe YCTPOWCTB).
Mcrnonb3yinTe cMCTEMATUUECKYO CXEMY UMEHOBAHMSA, KOTOpana YNpPOCTUT OPHUEHTaLMIO
no KoHgurypauuam yctponcts DES u DET nosaHee B npouecce HaCcTPOMKMU.
— OnucaHue: (HeobA3aTenbHO) onMcaHMe YCTPOMCTBA B BUAE NPOM3BONBbHOIO TEKCTA.
—  Tpynna: uenoe uncno ot 1 4o 10. YKaXXuTe yHUKanbHOE Lenoe YMCno Cpeam Bcex
rpynn nudgToB (0bo3HaueHHbIX ycTponctBamu DES unu DER) B aToM cucteme Otis
Compass. Bbl He CMOXeTe COXpPaHUTb UBMEHEHUsA YCTPOMCTB, eCNU UCNONb30BaTb
OOMH U TOT )K€ HOMep FpynMnbl HECKOMbKO pas.
- 1-n IP-appec: IP-agpec aTtoro ycrponcrtea DES.
- 2-un IP-appec: ecnu y atoro yctporctBa DES ecTb pe3epBHas napa, BBeauTe 3[ecb ee
IP-agpec.
— ToppaspeneHue (TONbKO ecnu NoapasaeneHuns NUUEH3UPOBaHbl U UCMONb3YHOTCA B
Balllen cucrteme).

Ha Bknaake dTa)ku npeacraBneHbl 3TaXu, onpeaeneHHble Ana yposHa 1 (cuctema Compass), B
BUe Tabnuubl peaakTMpyeMbix AUeekK.

Co3paHue yctpoiicte DER B aepeBe ycTpoicTB:

CospgaHue yctporcte DER aHanorMuHo cosgaHutio yctporcte DES. EQMHCTBEHHaA pasHuLua
3akntouaetcA B ToM, uTo DER He TpebyeTca yCTpOWCTBO ANA NepeKntoueHna Ha pe3epBHble
MOLLHOCTH MpKU OTKa3e, NO3TOMY ANA HEero He NpefycMoTpeHa BO3MOXXHOCTb BBOAa BTOporo IP-
aapeca.

Mpumep rpynnbl nudTa.
B npuBeneHHOM HUWXe NpUMepe NoKasaHbl 3TaXku ANA rpynnbl NMdToB Ha 10 aTaxewn ¢
nepegHUMU U 3adHUMU ABEPBMU U 0OLLEAOCTYMHBIMKW MEPBbLIM W LWECTbIM 3TaXKaMMU.
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OTISDES Floors

Highest floor:

Lowest floor:

Change floor range

Floor number | Mame Description Front door Front doer publidy accessible Rear door Rear door publidy accessible
7 vIP Cx0 floor v N N N
& | Restaurant | Public ~ ™ v ™
5 Offices-4 Staff ~ I [ I
4 | Offices-3 Staff v I [ I
3 | Offices-2 Staff v [ [ [
2 Offices-1 Staff v I [ I
1 Conference | Invited wisitors ~ [ [ [
0 | Lobby Public v v v v
-1 | Maintenance | Restricted " I rd I
-2 | Servers Restricted v I [ [

20.1.3

B ctonbue MepenHana aBepb yCTaHOBUTE PNaXKKKW BCEX ITAXKEW, HA KOTOPbIX NMUMT
MCMNONb3yeT NepeaHtoo ABepb.

AHanornuHblM obpasom yctaHoBUTE hNaXKKn HaNnpoTuB cTonbua 3aaHAA ABepb, eCnv
NPUMEHMMO.

Ona ctonbua MepegHAaa ABepb 06LEfO0CTYNHA YCTAHOBUTE (DMTAXKKKM HAMPOTUB TEX ATAXKEMN,
KOTOpble AOCTYMHbI BCEM Naccaxupam nudta 6e3 orpaHUueHun.

YcTaHOBUTE hriaXKKK TakMM ke obpasom B ctonbue 3apHAA ABepb oblWenocTynHa, ecnv
NPUMEHUMO.

(HeobssaTtenbHo) HaxkmuTe U3MeHUTb AUaNa30Hbl 3TaXkKeW Ha 3ToW BKNagkKe, utoobl
OrpaHWunTb AMANa30H aTaxew, KOTOpbIM Obin ycTaHOBNEH Ha ypoBHe Otis Compass.
3amMeHuTe UMeHa Mo ymonuaHuio B ctonbuax UMa 1 OnucaHue Ha Tpebyemble.

HaxkmuTe (CoxpaHUTb) ANA COXpaHEeHUA U3MEHEHUN.

YpoBeHb 3: ycTpoucTtBa DET

Mpoueaypa ana ypoBHA 3: HacTpoika TepMmuHanoB (yctpoiictea DET)

BBepgeHue

DET (Mn1 DEC — koMnbioTep BBOAA HamnpaBneHW) cunMTbiBaeT PU3NUECKUE YUETHbIE laHHble
nnu PIN-koabl. DET MO)eT HaxoauTbCA Ha ONpeaeneHHOM 3Taxke 3a nepeaHen Unu 3agHen
OBeEPbO NUdTa UNK BHYTPU KabWHbI nudTa.

Co3paHue yctpoiictB DET B gepeBe yCTPOHUCTB:

1.

Bbibepute Hy>kHoe ycTporcteo Otis DES nnu DER B npeactaBneHmu aepesa pegakropa

YCTPOMCTB.

LLlenkHWTe npaBoW KHOMKOM MblliK 1 BbibepuTe HoBbi TepmuHan Otis.

—  [osaBuTtcs BCcnnbiBatowee okHo Co3aatb TepMmuHansl Otis.

BBeauTe KonvuecTBo TepMUHANOB, KoTopoe Tpebyetca HacTpouTb ansa atoro DES wnu DER.

MpUMUTE 3HAUEHMUA MO YMONUAHWUIO UNW BBEAUTE HOBble HaualbHble 3HAUEHWsA ANA UeTblipex

okTeToB IP-agpeca.

—  [nsa noboro okteta (0bbluHO AnA 4-ro) yctaHoBUTE hiakok ABToOMaTUUecKoe
npupalleHue, ecnun Tpebyetca, utobbl cUCTeMa HacTpouna yHUKanbHbIM IP-anpec anA
KaXkgoro TepMuHana, yBenuMumnBasa OKTET Ha eQuHULY.
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5. HaxmuTte kHonky OK.
Hy>xHoe konunuecTtBo ycTponcts DET byaet cosgaHo B AepeBe YCTPOMCTB.

Mx IP-agpeca yBennumMBaroTCA Ha egUHULY B COOTBETCTBUU C ONpedeneHnem Ha

npeabiaywem Lare.

Hacrtpoika yctpoiictB DET
Ha cTpaHuue cBOMCTB Kaxaoro ycrponctesa DET ecTb 2 BKNagKHu.

-  TepmwuHan Otis
- JTaxwu

1. Ha Bknagke TepmuHan Otis HacTpoWTe crnegytollne napameTpbl.

UmA: MmA, KOTopoe J0MKHO oTobparkaTbCA B JepeBe YCTPOWCTB.

OnucaHue: (HeobA3aTeNbHO) ONUCaHWE YCTPOUCTBA B BUIE NPOM3BONbHOIO TEKCTA.

IP-agpec: IP-agpec atoro yctponcrea DET.

Pabouuit pexum: 1. .4

onpenensaeT, Kak TeEpMUHaAN 3anpalinBaeT HanpaBNeHWsa y naccaxupa nudra u
nepepaet 3anpochbl ycrponctey DES vnu DER ana nposepku. B cnepytowen tabnuue

npuBegeHbl I'IO,D,pO6HbIe CBeAEHUA.

Pabou|OnucaHue NMoBepeHue
717]
pexu
M
1 3tax no (Pabouuni pexxMm No ymonuaHuio)
ymMonuaHuto | laccaxup npegoctaBnAeT CBOM yueTHble AaHHble unu BBoauT PIN-koa.
Ecnu yueTHble gaHHble MK PIN-Kog 4onycTMMbI M naccaxkup bonblie
Huuero He BBoauT, DET 3anpawwnBaet y DES ataxx naccaxupa no
yMOMUaHuio («IdoMallHUI 3Tax»).
Ecnu naccaxkup BBOOAMT Apyron uenesok atax, DET 3anpawmBaeTr Mecto
Ha3HaueHusa y DES.
2 Loctyn K Maccaxxup npefocTaBnfAeT yueTHble AaHHble unu BeoaunT PIN-koa, a
aBTOPM30BaH | 3aTeM BBOAMT LieneBon aTax. DET 3anpaluiMBaeT MecTto Ha3HaueHunA y

HbIM 3TaXXaM

DES.
Cuctema ynpaBfieHMA OCTYNoOM npefocTaBnAeT gocTyn K
3anpoweHHOMY MeCTy Ha3HaUYe€HUA UNTN OTKa3blBaE€T B HEM.

3 Beop Maccaxxup BBOAMT LieneBoM aTax. Ecnu mecto HasHaueHue
LeneBsoro obuwenoctynHo, DET 3anpaluvBaeT mecto HasHaueHue y DES.
aTaxa B npotnBHOM cnyuvae DET 3anpaluvMBaeT y naccaxmpa yueTHble JaHHble
nonb3oBaTten |Ana NpoBepKw.
em

4 3Tax no Maccaxup npegocTaBnAeT CBOU yUeTHble AaHHble nnu BeBoauT PIN-Koa.
ymonuaHuto | Ecnu yueTHble gaHHble unu PIN-koa aenctButenbHbl, DET
Wnu BBOA 3anpaluvBatotTca y DES aTaxk naccaxupa no ymonuaHuio («aomatliHuiy
Lenesoro aTax).
aTaxa B TeueHWe yCTaHOBNEHHOTO Nepuoda BpeMeHU 0XUOAHMUA NaccaxXup
nonb3oBaTten | MOXeT nepeonpeaennTb BbIDOP aTaka Mo yMONUYaHUio UM BbiOpaTb
eMm. ApYyroe MecTto Has3HaueHUA.

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System

WHuterpauma Otis Compass | ru 151

pexu
M

Pabou (OnucaHue MoBepneHue
17

—  3anucu gna ayauTa: YCTaHOBWTE 3TOT hNaXkoK ANnA 3anucu BBOAUMbIX NacCaXXMpPoM
OaHHbIX Ha 3TOM TEPMUWHane B XXypHan cobbITUH.

—  PIN-kopg: yctaHOBWTE 3TOT (PNaXKOK, UuTobbl paspeLunTb UCNoNb30oBaHUe
naeHTMdpurKaumMoHHoro PIN-kofa Ha JaHHOM TepMUHane B KayecTBe anbTepHaTUBbI
(PU3UUECKUM YUETHBbIM AaHHbIM.

MpumeuaHue. Bocnonb3ynTecb perMcTpalMoHHbIMW CUMTbIBATENAMM TUMA
Ouanoroeoe okHo PIN-kapTbl (BBOA), utoObI 3apernctpuponatb PIN-Koabl, KOTopble
OynyT Mcnonb3oBaTbcA B TepMmuHanax Otis.

— BpeMeHHble MoAenu: YCTaHOBUTE 3TOT hNIaXKoK, UTODObl paspeLllTb BPEMEHHbIM
MoLEeNAM OrpaHUuMBaTb BpeMA, B TeUeHWe KOTOPOro MOXHO MCMOMb30BaTb 3TOT
TepMUHan.

- MNoppaspeneHue (TONbKo ecnv nogpasneneHusa NULEeH3UpPOoBaHbl MU UCMOMb3YOTCH B
Ballen cucreme)

Ha Bknagke 3taxku Ha cTpaHuue cBoncTB TepmuHan Otis aTaXku, KOTopble Bbl ONpeaenvnu ans
ypoBHA 2 (DES unu DER) npeacraBnAtoTcA Kak Tabnuua pegakTMpyeMblx AUeekK.

MpumeuaHue. CxemMa MMEHOBaHUWA, onpeaeneHHas aAnda ypoBHA 2 Bbille, AOMKHA YNPOCTUTb
opueHTaluto. B NpoTMBHOM Crnyyae peKOMEeHAYETCA COXPaHUTb paboTy M BEPHYTbCA K YPOBHIO 2,
uTOObI 3aBEPLUUTL CXEMY UMEHOBAHMA.

1. Bbibepute kaxnoe yctporncteo DET, KoTopoe Bbl co3[anuy B epeBE YCTPOMUCTB, U OTKPOWTE
BKNaAKy ITaxKu.

—  Otobpasutcs Tabnuua 3taxmu.

2. B ctonbue NMepeaHasa aBepb yCTaHOBUTE (DNAXKOK ANA KAXKAOro 3aTa)ka, KOTOPbIW AOMKeH
ObITb gocTyneH U3 Tekywero DET.

3. B cTonbue NepeaHnan aBepb obLweA0CTYNHA YCTAHOBUTE (P1AXKOK HAMPOTUB KaXKA oM
nepeaHen ABepu, KoTopas AoMmkHa ObiTb 0bLlenocTynHa (To ecTb 4OCTYN yepes Hee
ocyllecTBnaeTca 6e3 ABHOW aBTOpM3aLuH).

4. (HeobnasatenbHo) B ctonbue BpemeHHaa mogenb ANA nepeaHen asepu Bbibepute
BPEMEHHYIO MOAENb, UTOObI OrpPaHUUKNTL ODLLECTBEHHbBIV JOCTYN K NepegHen ABepU Ha
3TOM 3Taxe, ecnu 370 HeobxoauMo. Hanpumep, aTax pectopaHa MOXeT ObiTb fOCTyNeH
TONbKO B ONpeaeneHHoe BpeMa AHA.

5. Tpu HeobxoaMMOCTM NOBTOPUTE NpeablayLlme AencTeusa ana ctonbuos 3apHAA ABepPb,
3apHAA aBepb obuwenocTynHa v BpemeHHaa moaenb AnA 3aaHeln ABepHU.

6. Haxwmute B (CoxpaHuTb) AnsA CoOXpaHeHUs U3MEHEHWN.

Mpumep:

B nprvmepe HWXKe NoKasaHbl 3TaXKK ANA rpynnbl TMdToB Ha 10 3TaXKen. ITU 3TaXKK U ABEPHU
OOCTYMHbI U3 NepeaHen aBepy nudTa B 3ane oxuaaHua. [JocTyn K aTaxy pecTtopaHa uepes
NnepeaHton 1 3aHI0K ABEPb NTUdTA OrpaHUUeH BPEMEHHON MOAENbIO.
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OTIS terminal  Floors

Highest floor: ¥

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time madel for front door | Rear doar | Rear door publicy accessible | Time model for rear door | Description

7 VP v ™ ™ r Cx0 floor
6 Restaurant v v Mo_Fr_07-17 v Iv Mao_Fr_07-17 Public

5 Offices-4 v [ [ I Staff

4 Offices-3 Iv I I I Staff

3 Offices-2 v I I I Staff

2 Offices-1 v [ [ I staff

1 Conference v [ [ I Invited visitors

— cb - - » r

-1 Maintenance Iv I v I Restricted
-2 Servers v I I I Restricted

20.2

KoHdurypauua HacTpauBaeMbiX NMONEen C XapaKTepUCTUKaMu
BNnagenbueB KapT, Heobxoaumbimu ana PyHKUUOHUPOBAHUA
cuctembl Otis

BBepeHue

B aToM pasgene onucaHo cosgaHWe TakMx HacTpaMBaeMblx NMoner, B KOTOPbIX ONepaTop MOXeT
BBOAMUTb HEoOXoanMble AnA PyHKUMOHMPOBaHUA cucTembl Otis xapaKTepuCTUKK BnagenbLeB
KapT, B UACTHOCTH «4OM» UMK Ntoboe Apyroe MecTo HasHAUEHUA MO YMONUaHUI0. Takow «4OM»
[OMKEeH onpefenATbCA TPEMA KOOpAUHaTaMM:

1. rpynna nudTos,

2.  aTax,

3. [4aBepb.

ObpaTtute BHMMaHUe, UTo, 3afaBas AOMALLUHUI 3TaXK AepKaTensa KapTbl B KTUEHTE CUCTEMBI
KOHTpPONA AOCTyna, oneparop AOMKEH BBOAWTb AaHHbIe B TOM Xe NopsAAKe: rpynna nugTos,
aTax, ABepb. [103TOMy TpW HacTpavMBaeMbIX NONA CNeayeT PasMecTuTb B y40OHOM Ans uTeHuA
nopsake, NPeanoyYTUTENbHO — CHU3Y BBEpPX.

HaxxmuTe kHonky OK, utobbl NOATBEPANTL U CKPbITh BCMMbIBAOLWKWE HAMOMWHAHKUA O TOM, UTO
HeobxoAnMO co3aaTb BCe TPU KOOPAMHATDI.

Onpepennte 3 0bA3aTenbHbIX HACTpPanBaeMbIx NONA W Ntobble Apyrue napameTphl,
Heobxoanmble anA paboTbl cuctembl Otis, KoTopble ByayT oTobpaxkaTbcsa Ha BKNaake NMudtbl B
KMUEHTCKOM MHTepdence KOHTPoNA JocTyna.

ObLlwune cBegeHUsA 0 KOHUTYPUPOBAHMM HacTpamMBaeMblX NOMen JOCTYNHbl B pa3aene
HactpauBaemble nonsa ¢ faHHbIMU O NepcoHane CcrnpaBku No KoHpurypauun ACE/AMS.

MyTb K AMANOroBOMY OKHY
[naBHoe MeH > KoHdmrypauua > Mapametpbl > HacTtpauBaemblie nons

Mpoueaypa

Ha ctpaHuue ceoictB HactpauBaemble nona nepenaunte Ha Bknaaky Nudbl.

MepBan koopaMuHaTa: rpynna nudToB

1. [OBaxpgbl WeNKHWTE B AUENKe Ha BKMadKe M HAXKMWUTe KHonKy Aa, uTobbl co3naTtb HOBOe
none BBoAa.

2. B cnucke Tun nona Bbibepute Bbibop cepBepa Otis DES.

w

B none MeTtka BBeauTe Elevator Group
4. B cnucke OTobpaxaTtb B BbibepuTe Tab:Elevators
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5. B rpynne MonoxeHue BbibepuTe YHUKANbHOE PacrnonoXeHue Ha Bknagke NMudbl, roe
[OMKHO OTObpaXaTbCA 3TO HacTpauBaeMoe Mnorne.

BTopasa koopAuHaTa: AOMALUHUI 3TaX

1. HaxmuTte HoBoe none, utobbl CO34aTb HOBOE HACTpaMBaeMoe none
B cnucke Tun nonsa BbibeprTe [JOMaLIHUNA 3TaX.

B none MeTka BBeauTe Home floor

B cnuncke OTobpaxkatb B BbibepuTe Tab:Elevators

ok

B rpynne MonoxeHue BbibepuTe YHUKaANbHOE pacMofoXeHue Ha Bknaake NMudtol, roe
[OOMKHO oTobparkaTbCsA 3TO HacTpauMBaemoe none. [nsa ynobctBa CUCTEMHbIX ONepaTopoB
3TO Norne creayeT pacnonoXuTb nof npeablaylien KoopauHaTom.

TpeTbA KOOpAUHATA: BbIXO4HAaA ABepb

1. Haxmute HoBoe none, utoObl CO34aTb HOBOE HAacTpaMBaeMoe norne
B cnucke Tun nonsa BbibepuTe BbixoaHana aBepb.

B none MeTka BBeauTe Exit door

B cnuncke OTobpaxkaTb B BbibepuTe Tab:Elevators

ok wn

B rpynne MonoxeHue BbIbEPUTE YHUKANbHOE PACNoONoXeHWe Ha Bknaake MudpThol, roe
[IOMKXHO OTObpaxkaTbCcA 3TO HacTpauBaemoe none. Ona ynobcreBa CUCTEMHbIX OMepaTtopoB
3TO Mone cneayeTt pacnonoXuTb Mo npeabiaylien KoopauHaToN.

XapaKTepucTUKK BnagenbLeB KapT, HeobxoauMblie AnA hyHKLLMOHUPOBAHUA 000pPyAOBaHUA

Otis

BBepeHue

Bocemb cneunanbHbix 4BOMUHbBIX NapamMeTpoB Otis npegocTtaBnsaeTca A4nA PyHKLUMOHMPOBAHKA

cTaHaapTHow cuctembl Otis. Ecnu 3T napaMeTpbl onpeaeneHbl B KaUecTBe HaCTpauBaeMblX

nonew Ha Bknagke NMudtbl, oHW oTOOpaXkatoTCcA B KauecTBe Nonen ¢ onaxkkamu Ha BKNaake

DaHHble nuddbTa 4NA BnafenbleB KapT B AManoroBomM okHe NMuua (MnaBHoe MeHto > [laHHble 0

nepcoHane > fluya). 3TM hnaxKku MoryT ycTaHaBNuBaTb U CHUMATb onepaTopbl CUCTEMBI

KOHTpONsA AocTyna.

HacTpoKTe aTM napameTpbl B CTPOrOM COOTBETCTBMU C UHCTPYKLUUAMU, NONYUEHHBIMW OT CBOErO

npencrtaButens Otis.

Mpouenypa

1. HaxmuTte HoBoe none, utobbl CO34aTb HOBOE HACTpaMBaeMoe none

2. B cnucke Tun nonsa Bbibepute NMapametpsbl Otis.

3. B none Metka BBeauTe COOCTBEHHYIO METKY, HanpuMep Otis flag 1 WKW B
COOTBETCTBUU C foKymeHTauuen Otis.

4. B cnucke OTobpaxaTtb B BbibepuTe Tab:Elevators

5. B cnucke Tun cbyHKUMU BbibEPUTE OOMH U3 NApaMETPOB B AMaNA30He OT OTIS option 1
0o OTIS option 8

6. B rpynne MonoxxeHue BbibepuTe yHUKaNbHOE pacnonoxeHue Ha Bknagke Mudptol, roe
OOMKHO oTobpaXkaTbCA 3TO None ¢ hnaKKkom.

il

7. Haxmute (CoxpaHuTb) 4NA COXPaHEHUA U3MEHEHUN.
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20.3

Co3paHue M HacTponka aBTopu3auuu ana nudroB Otis

BBepeHue

B aTOM pasgene onucaHo, Kak BKMOUKUTb NpaBa A4ocTyna Ana rpynn nudTos, sTaxen 1 aBepen
nugptoB Otis B aBTOpU3aLMIO.

ABTOpPM3aLMUK HA3HAYAOTCA HANPAMYIO AeprKaTeNAaM KapT UMK, Kak NpaBuMno, BMecTe C ApYyrMMu
aBTOpM3aLUAMM BKMOUAKTCA B NpodMnu [OCTyna, KOTopble 3aTeM HasHaualoTcA Bnafdenblam
KaprT.

MpepBapuTenbHblie TpeboBaHUA

Cucrtema Otis Compass onpeneneHa B KoHTponnepe MAC ¢ noMoLlblo pegaktopa yCTponcTB. B
Hee BK/MoUeHa rpynna nudToB (NpeactaBneHHana COOTBETCTBYOLWNM cepBepom DES) v napsbl
«3Tax+aBepb» (NpeacTaBneHHble COOTBETCTBYOLWMMU cepBepamu DET).

MyTb K AMANOroBOMY OKHY
naBHOe MeHio > CUCTEeMHbIe AaHHble > ABTOPU3aLUU

Mpoueaypa

1. B none Uma aBTOpH3auuu BBeOMTE MMA CYLLECTBYIOLWEN aBTOPU3ALUN UTU HAXKMUTE [2:)
(Cospatb), uTobbl CO3aaTb HOBYIO aBTOPM3aLMIO.
2. B cnucke koHTponnepoB MAC BbibepuTe HasBaHWe KoHTponnepa MAC, Ha koTopoMm bbina
cospgaHa cuctema Otis Compass.
3. Tlepengute Ha Bknagky Mudrt Otis
4. B cnucke NudpTtbl Otis Bbibepute cepsep DES unu DER gnAa rpynnbl NTMgTOB, KOTOPYIO
TpebyeTca fobaBuTb B aBTOpM3aL Mo (0bpaTtuTe BHUMaHWe, UTO aBTOPU3aLMA MOXKET
cofepkaTb Tonbko oauH cepsep DES vnu DER).
—  OTa)ku BbIOpaHHOW rpynnbl NMMOTOB OTOOPaXkaloTCA Ha BKIaAKe ITaXku.
5. B ctonbuax MNepeaHaa aBepb 1 3aAHAA ABepb Ha BKNaaKe ITaxu BbibepuTe ABEPU Ha
aTaXkax, KoTopble TpebyeTcA BKMOUMTL B 3Ty aBTOpM3aLMio.
—  ObpartuTe BHUMaHKe, UTo 3TaXkU U AIBEPU, KOTOPblie He Obinu BbiOpaHbl AnsA 3ToM
rpynnbl NMATOB, KOraa oHa onpeAensanach B pefakTope YCTPOMCTB, OyayT HEaKTUBHbI
W HeOoCTYMHbI AnA Bbibopa B 3TOM AMaNnOroBOM OKHe.
6. Kpome Toro, MOXKHO HaXkaTb Ha KHOMKW HasHauuTb Bce 3TaXKu M YAANUTb BCe 3TaXKH,
yTtoObl BbIOpPaTh BCE 3TAXM U ABEPU OAHOBPEMEHHO UMM CHATb C HUX BblAeneHue.

7. Haxmute (CoxpaHuTb), UTODbI COXPaHUTb aBTOPM3aLUIO.
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21.1

HacTtpoika yHuBepcanbHou nporpammbl BioBridge ot
IDEMIA

B aToM pasgene onucaHo, Kak HacTpouTb buomeTpuueckue yctporctea IDEMIA ana pabotbl C
cucTemow ynpaneHua goctynom Bosch ¢ nomoubio MorphoManager v BioBridge.

B nogpasgenax paccmaTtpuBaloTCA 3a4aun KOHUIypauuu Ans npuBeneHHbIX HUxe obnacrem:
—  cuCTeMbl ynpaBneHus goctynom Bosch;

- MorphoManager;

—  K/NIMeHT perucTtpaunu BioBridge B cucteme MorphoManager;

—  ajanTtauuA nop pasnuuHble TEXHOMOMMKU U hopMaThbl KapT.

Hactponka knueHTa BioBridge B cuctreme ynpasneHun
aoctynom Bosch

[Ona UtoObl co3pgatb 6asy AaHHbIX, CBA3bIBalOLLYO OMomeTpuueckue yctporctea IDEMIA ¢
cucTeMow ynpaBneHusa goctynom Bosch, B AMS BbINONHAIOTCA NpUBEOEHHbBIE HUXe AeNCTBUA.
ConocTaBnsemble 6a30M AaHHbIX CYLLIHOCTH:

—  knacc nuy (Bosch); u

—  rpynna pacnpepgeneHus nonb3osatenei (IDEMIA).

MyTb K AMANOroBOMY OKHY
— T'naBHoe meHo AMS > KoHdhurypauua > UHcTpyMeHTbl > KoHdurypauua 6a3bl gaHHbIX
IDEMIA

1. Haxmwute KoHdurypauua 6a3bl gaHHbix IDEMIA
.OTKkpoeTcs ananorosoe okHo MocTaBwuK gaHHbIX BioBridge IDEMIA.

EU IDEMIA - BioBridge Data Provider - pad

[ ]
@ BOSCH

Invented forlife

IDEMIA database definition User distribution groups

IDEMIA BioBridge Data Provider

Se

name o IP address|

W16-TAMS-EN

BIS_ACE

stance:

ser name:

sa

Selection

<]

<]

Person class

Employee

External personnel

Visitor

User distribution group
Employee
External personnel

Visitor

Connect |

Delete database Assign user distribution groups

Synchronize database Use pictures of access control badges for image comparisen

Exit

2. Ha naHenu 3k3emnnap 6a3bl JaHHbIX, BBEAUTE NPUBEAEHHbIE HUXE CBEAEHMA:

—  CepBep: nmA xocTa Unu IP-agpec KoMmnbloTepa, Ha KOTOPOM 3anylieH ak3emnnAap 6asbl
naHHbix ACS B SQL Server. 910 MoXeT ObiTb NOKanbHoOe MMA XOcCTa, ecnu SQL Server
paboTaeT NoKanbHO.

—  3k3emnnaAp 6a3bl JaHHbIX: 3k3eMnnAp 6a3bl gaHHbIX AMS (no ymonuaHuio: ACE).

—  WmA nonb3oBarena: MMsA yUETHOM 3aNUCK afMUHUCTPaTopa ak3emMnnsapa 6asbl AaHHbIX
AMS (no ymonuaHuio: sa).

— MNaponb: naponb yueTHoW 3anucKu agMUHUCTPATOPa, HACTPOEHHbIN BO BPEMA YCTAHOBKHM
AMS.
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21.2

Ha naHenu «OnpepeneHue 6a3bl gaHHbiX IDEMIA»

MepBble ABa NONA AOCTYMHbI TONbKO ANA UTEHUA:

- Bbasa paHHbix IDEMIA: nmsa 6asbl JaHHbIX, KOTOpasa obbeauHAeT AaHHble Bosch v IDEMIA.

- Umsa nonb3oBarensa IDEMIA: nma nonb3oBatensa 6a3sbl AaHHbIX, NOA YUETHOM 3aMNUChIO
KOTOPOro nporpammHoe obecrneueHne BbINONHAET KOMaHAbl B 6a3e AaHHbIX.

1. BeeauTe M NoaTBepOMTE HaAEXKHbIM Naponb AnsA yueTHon 3annucu Uma nonb3oBartens
IDEMIA.

2. 3anomHuTe naponb. OH noTpebyeTcAa B NocneayroLlmnx 3agavyax KoHUrypauuu, ero
HEBO3MOXHO BOCCTAHOBWTb B Cllyuae NnoTepu.

3. Haxmute Co3patb 6a3y AaHHbIX.
Ecnu 6asa gaHHbIX Obina co3fgaHa ycnewHo, NoABUTCA COOTBETCTBYHOLee coobLueHuHe.
Hakmunte kKHONKy OK.

4. Haxmute MoakniounTtb, uTobbl NPOBEPUTL NOAKNIOUEHUE K Dase AaHHbIX.

5. Tlocne ycnewHoro 3aBepLUeHUA NPOBEPKU HAXXMWUTE KHOMKY BbixoA, uToObl 3aKpbITh
[ManoroBoe OKHO.

Ha naHenu «pynnbl pacnpepeneHusa nonb3oBatene»

[pynnbl pacnpeneneHns nonb3oBatenen — 310 00bekTbl MorphoManager, koTopble

COMOCTaBNAOT Nonb3oBaTtenen (BNagenbLeB yUYeTHbIX AaHHbIX) C rpynnaMu BMoMeTpruUecKkunx

cuuTbiBaTEnem unu knueHtamm MorphoManager. OHM CONOCTABNAOTCA C KNAacCaMU NULL

CUCTEMbI ynpaBneHua goctynom Bosch.

1. B cronbue «BbibpaTb» ycTaHOBKUTE (hNaXkoK ANA Kaxnoro knacca nuy AMS, Mcrnonbsyemoro
npu yCTaHOBKe.

2. [na kaxpon BblIOpaHHOM CTPOKKU CKOMUPYMTE UMA Knacca N1l B COOTBETCTBYIOLLYIO AUENKY
B ctonbue MFpynnbl pacnpeneneHus nonb3oBaTeneu.

3. Tllocne 3aBeplueHUA CONOCTaBNeHUA HaXXMUTe HasHauuTb rpynnbl pacnpepeneHus
nonb3oBaTenemu.

MpepocTtaBneHne UAEHTU(PUKALUOHHDBIX (hoTorpaduit ANA TepMUHaNa pacrno3HaBaHUA NUL
VisionPass
Utobbl no3BonuTb cuntbiBaTenam IDEMIA BbINONHATbL pacno3HaBaHWe NMLa No TEXHONOTMHK
VisionPass c nomoLbto MaAeHTUPUKALMOHHBIX hoTorpaduni aepxatenen kapT U3 6asbl JaHHbIX
AMS:
» HaxmuTe Ucnonb3oBaTb ANA CpaBHEHUA U3006pa)keHU UsobparkeHUsa Ha Gengykax gna
ynpaBneHUA AOCTYNOM.
OkHo MocTaBwuk gaHHbIX BioBridge IDEMIA noaTBepauT, UTO BbIMOMHAETCA
CUHXPOHM3aLMA.
ObpaTtnte BHMUMaHUWe, UTO B 3aBUCUMOCTU OT KONMMUECTBA UCMOMNb3yeMbIX M300paXkeHUM
nepegavya MoXeT 3aHATb 3HAUMUTENbHOE BPEMSA.

Hactpoika uHrepcpemnca BioBridge B cuctreme MorphoManager

MpepBapuTenbHblie TpeboBaHUA
Cucrtema ynpaBneHus goctynom MorphoManager yctaHoBneHa Ha cepeepe MorphoManager B
Bawen cet. Cm. PykoBoacTBo Nno yctaHoBke MorphoManager U MHTEPAKTUBHYIO CMpPaBKY.

0630p

Utobbl Mcnonb3oBaTb MHTepdenc BioBridge mexay cuctemamu ynpaBneHusa goctynom Bosch u
MorphoManager Heob6xoaMMO HaCTPOUTb NPUBELAEHHbIE HUXE NapaMeTpbl B CUCTEME
MorphoManager:
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21.2.1

- npodunn Wiegand;

- nNpoduIn BUOMETPUUECKHUX YCTPOMUCTB;

-  BbuomeTpuueckoe yCTPOMCTBO;

—  MONUTMKa Nonb3oBaTtens;

—  rpynna pacnpeneneHua nonb3oBatenew;

—  KOHdwurypauua cuctembl BioBridge.

Kpome Toro, HeobxoamMmo HacTpouTb npoTokon Open Database Connectivity (ODBC) gna cBasu
Mexay uHtepderncom BioBridge cuctembl Morphomanager v 6asoi gaHHbIX, KOTOPYH OHa
MCMonb3yeT COBMeCTHO ¢ AMS.

Bce aTM 3a4aumn KoHUrypaumm onncaHbl B CrieaytoLunx pasgenax.

npochunu Wiegand;

3ameuaHue!
HecmoTps Ha ums, npodpunu Wiegand nprMeHAOTCA KO BCEM TUMNAM CUMUTbIBATENEW, BKOUAA
cuutbiBatenn OSDP.

Mpocdunu Wiegand onpenenatoT, Kakyto MHopMauno boMeTpruueckme yCTponcTea BblBOAAT
uepes UHTepdenc Wiegand Out npu naeHTudmKaunmm nonb3doparena. 3ta MHopmMauma
nocTynaeT B CUCTEMY ynpaBneHusa goctynom Bosch, kotopas ncnonb3yeTt ee AnA NPUHATHA
pelleHuns o goctyne.

Mpouepypa:
1. B cucteme MorphoManager nepenaute B pasgen AGMUHUCTpUpoBaHue > Mpodumnb
Wiegand.

2. BbibepuTe oauH U3 NpeaBapuTenbHO onpeaeneHHbix npodpunen Wiegand nnu Haxkmute
KHoMnKy [lo6aBuTb, uToObl CO3AaTbh NONb30BaTENbCKUI NMPOGUND.
Ob6bluHo Bce npodhunu CSN u cTaHgapTHble 26-0UTHbIe NpodMnK NoaxXoaAT Ans
MCMNONb30BaHUA C CUCTEMAMM ynpaBneHua goctynom Bosch. Ecnu ycTaHOBLIMK
npenoctaBun Npodub ANA Ballen CUCTeMbI, HAXXMUTE UMNOPT, uTOObI HalTH U
MMMNOPTUPOBATb YKasaHHbIM hakn, U BbibepuTe ero B CrucKe.
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21.2.2

| B MorphoManager [14.4,3.9] - [m] X
[BEENTRRESTENS 3¢ User Managemen @ Biometric Identficatic & access Logs REports
Al m & ;
2 x o
= Operator pdd  Edt  Deete | Refresh | ¥ POt [l Export
() Key Policy Hame - Description MA2G MASG MIDF

Automaticaly generated rmndom 64 bit Interpreted

= Biometric Device

Profile CASI-RUSCO 40 bt 19 bt Facity / 19 bt Badge Rawi Raw Raw

HID Corporate 1000 - 35

HID Corporate 1000 35-bit

Interpreted

(7] Biometric Device HID Corporate 1000 - 48 HID Corporate 1000 48-Lit Raws Interpreted Reatvs
J Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - PACS Ranw Interpreted Ry
ISOYIEC 14443 CSM 32 bit 32 bit Card Serial Nurnber Interpreted Interpreted Mot Supparted
S user policy ISOYIEC 14443 CSM 56 bt 56 bit Card Serial Humber Interpreted Interpreted Mot Suppartad
@  noress Schedules ISOYIEC 144043 CSM 64 Bt 64 bit Card Serial Humber Interpretad Interpreted Mot Supportad
Kastk 32 b Kastle 32 bit R Tnterpreted R
User Distribution Matrix 56 bit 54 bt User 1D Tnterpreted Tntarpreted Raw
Group Miare CSN CSH Card of type mifare Tnterpreted Tnterpreted Mot Supported
| User Authentication MiareDesfrelSH This s a simple test Tnterpreted Interpreted Mot Supported
Mod, ‘OnGuard Wiegand &4 8 bit facity, 8 bit card number, 8 bit Bsue code Ran R R
= Operator Role Standard 26 bit 8 bit Sitef16 bit User code Interpreted Interpreted R
26 bit - HID PACS B bit Site/16 bit PACS Interpreted Interpreted Raw

i Motifications

= clients

e Scheduled Reports
& card Template
(s card Encoding Log

@] eventiog

W

Connected to hitps//w10-Itsc-en:42100/  Logged in as Av  Site ID: C60E-9C32-F933-46E6-8906-5BDD-E5A2-6E10 & Log Out - Change Password
3. B naHHOM avanoroBom OoKHe BBeauTe VIHd)OpMaLl,VI}O, KOTOPYK CUCTeMa ynpaBneHUA

[ocTtynom TpebyeTt oT BMOMETPUUECKUX YCTPOMUCTB.

4. 3anoMHuTe UMA BbIDpaHHOro MK co3gaHHoro Bamu npoduna Wiegand. CcbinKky Ha Hero
Heobxoanmo fobaBuTb B KOHMUrypauuax MorphoManager MonuTUKK nonb3oBaTens U
Mpochuna 6uomeTprUUECcKOro yCTpoucTea.

Mpodunb GUOMeTpHUUECKOro yCTpoUcTBa

Mpocrnb GMOMETPUUECKOTO YCTPOMCTBA onpeaensaeT odlMe HaCTPOMKK U napameTpbl AnA
OQHOMO UMW HECKONbKMUX BMOMETPUUECKNX YCTPOMCTB. Mpodrnb BUOMETPUUECKOrO YCTPOUCTBA
npuMeHnaeTca K BMOMEeTPUUECKUM YCTPOMCTBAM B CUCTEME MPU UX AoDaBneHWU Ha BKNagke
AaMUHUCTPUPOBaHUE B pasaene buomerpuueckoe ycTpomcTBo.

B cnepytoulen npoueaype npeanonaraeTcs, Uto pa3BepTbiBaHWe OMOMETPUUECKUX
cuutbiBaTenen ot IDEMIA BbINoMHAETCA C AOMNONHUTENbHOW TEXHONOTMEN CUMTbIBAHUA KapT.

Mpoueaypa:

1. B MorphoManager nepeinaute B pasaen AgMUHUCTpUpoBaHue > Mpodunb
6UMoMeTpUUEeCcKOro yCTpoucTBa.

2.  Haxmwute [o06aBUTb, UTOObI CO34aTb HOBbIM NPOdUNb BMOMETPUUECKOTO YCTPOMCTBA.

3. Hacnepytollem akpaHe BBeAWUTe UMA U onncaHue (HeobssaTenbHo) npoduna. Ecnu Bbl He
MCMnonb3yeTe None onucaHuA, PEKOMeHAYEM UCMNOMb30BaTh MMSA, ONMUCbIBAtOLLLEE TUM U
pexumMbl UaeHTUdUKauumn (bruometpua U (MNK) KapTa) rpynnbl CUMTbIBATENEN.

4. HaxumaKnTe KHonKy [lanee, noka He nepekgeTe Ha cTpaHuLy HacTporku
6MoMeTpUUECKOro yCTpoucTBa.

-  Bbibepute npocdunb Wiegand, koTopbiit Obin co3gaH paHee Ans yCTaHOBKMU.

5.  HaxumanTe kHonky [Janee, noka He nepenaete Ha cTpaHuuy HacTpoiku
MHOroakTOpPHOIro pexuma.

— B none MHorocakTopHbIf peXXum, KoTopoe npeacraBnsaeT cobon KomMObnHauuwo
BO3MOXHOCTH CUMTbIBAHUA DMOMETPUUECKMNX OAHHBIX M JAHHbIX KapTbl 4OCTYNa, BbibepuTe
3HaueHWe Custom U3 CNMUCKA.
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- B none Pexxum 6eCKOHTAKTHOro UHTeNNeKTyanbHOro CYMTbiBaHUA KapT: Bbl6epVITe
3HaueHue Device U3 CMMUCKA.

¥ MerphoManager [14.6.0.23]

5 Administration [EFCRIVEISITERERIS EIN & Biometric Identification & AccessLogs &) Reports

Adding Biometric Device Profile

Multi-Factor Mode Settings

 Operator

@ Keypolicy MultiFactor Mode: |custom v

Contactiess Smart Card Mode: Device ~
== Biometric Device '

Erofile HMorpho 3D Face Multi-Factor Mode

ﬁj Biometric Device Mode: Esometric Only ~

MA 100, MA J, MA 500, MA VP Multi-Factor Mode
Wiegand Profiles

Mode: Bcomem: Only |

:ﬂ User Policy
A
WY Access Schedules MA Sigma, MA Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and MorphoWave Multi-Facto
F User Distribution Biometric: =] Mifare Classic: O

b iGmyp Proximity Card: O
' User Authentication Wiegand In: 0O Mifare DESFire AES: =
4 Mode
vd Data In: Keypad: m

-2 Operator Role

a Notifications

* Clients h

6. HaxumanTte kHonky [anee, noka He nepenaeTte Ha cTpaHuly MapamMmeTpbl pexxuma
ynpaBneHUA AOCTYNOM.

) MorphoManager [14.4.3.9] - O X

f Home [QEEESUNUEEGN ¥t User Managemen # Biometric Identificatic ® Access Logs 8 Reports

Editing Biometric Device Profile

~
; Operator Access Control Mode Settings
Lf‘ Key Policy Access Control Mode: Integrated ~
= Biometric Device N ;
Profile R AR R U R
Panel Feedback Mode:
@ Biometric Device Panel Feedback No Response Timeou n miliseconds)
Relav Enabled- RS-485
| Wiegand Profiles -
R 1000 (in 10s of miliseconds)
Zf User Policy PU
5 eout: 25000 (in miliseconds - please refer to the
i?, Access Schedules
User Distribution Duress Wiegand Mode: Reversed ~
* Group Duress Wiegand Profie: Mifare CSN
1] User Authentication
Mode
Z% Operator Roke
‘ Notifications
= Clients
(© Scheduled Reports
&/ card Template
Card Encoding Log
HJ EventLog « Back Next ) Finish © Cancel @
v
!

Connected to https://w10-Itsc-en:42100/  Logged in as Ac  Site ID: C60E-9C32-F933-46E6-8906-5BDD-E5A2-6E10 & Log Out > Change Password

Hanee HacTtpowka Wiegand v koHTponnepos AMC no npotokony OSDP BbinonHAeTcA no
OTAENbHOCTU. BbIMONHWUTE HACTPOMKY, COOTBETCTBYHOLLYIO TUMY KOHTponnepa AMC:

Ona koHTponnepos AMC Wiegand
1. B none Pexxum ynpaBneHUA AOCTYNOM YyCTAaHOBWUTE 3HAUeHUe Integrated.
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2. B none Pexum obpaTHOW CBA3U C NAaHENbIO YCTAaHOBWTE 3HaUeHWe LED In.
3.  Haxmute kHonky FoToBo.

Ona koHTponnepoB AMC OSDP

1. B none Pexxum ynpaBneHUsA AOCTYNOM YyCTaHOBWUTE 3HaueHWe Integrated.
B none Pexxum oOpaTHOM CBA3MU C NAHENbIO YCTaHOBUTE 3HauUeHne LED In.

3. HaxumanTte kHonky Oanee, noka He nepenlaete Ha cTpaHuly Monb3oBaTenbcKue
napameTpbl.

4. Haxmute KHonKy [lobaBuUTb, J00aBbTe UeTbIPe NONb30BaATENbCKUX NapaMeTpa U 3aganTte Ux
3HaueHun:

-  Comm channels state.serial =1 (BKNIOUWTb KaHambl CBA3W);

—  0OSDP.channel=1 (Bkntountb OSDP);

- OSDP.device serial address = <value> (ycTaHOBWUTb 3HaueHUe <value> afgpecy
LWWHbI CUMTBIBATENA);

-  OSDP.secure connection=1 (BKMOUWTb 3aLUMLLEHHbINM KaHan).

5.  Haxwmute KHoMKy NotoBo.

6. 3anyctute oTaenbHyto nporpammy MorphoBioToolBox (MBTB).

7 Ha Bknagke NMoaknioueHue 3aganTte |P-agpec bBMOMeTpMUECKoro cunTbiBaTens.

{()) IDEMIA

- -}

File Options Help

Terminal Type [MA Sigma Family

Connection information
&) TCP/IP ) Serial S e

1P6 \_J Host Name

M

1. B nporpamme MorphoBioToolBox nepeinaute B pasgen CereBoe M 3alyULLEeHHOE

nogknwoueHue > Hactpoika cBA3M.

1. BbinonHuTe NpuMBeAeHHbIE HUXE HACTPOWKK Ha naHenu MapameTpbl nocnefoBaTeNnbHOro
nopra:

- Tun: Half Duplex.

—  CKopocTb: 9600.

- BuTbl paHHbIX: S.

- CronoBble 6UTbI: 1.

- BUT ueTHOCTU: No parity.

-  WpeHnTudmkatop TepmuHana: 0.
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2.  [lpu nameHeHnn Ntoboro sHaueHUsa HaXxKMuTe 3anuchb, UTOOLI OTNPABUTL USMEHEHUSA Ha
YCTPOMCTBO.

21.2.3 Buometpuueckue ycTtpomcrBea
BMOMETpMLIECKVIe yCTpOl;ICTBa npoBepArT, COBMagatoT 1 CYUTAHHbIE 6MOM6TpMLIeCKVIe yueTHble
AaHHble C 3alMMCAMU B base AaHHbIX. OHU Takxe BeOYT XXYpPHan BCeEX COObITUI UCNONb30BaHWA.

Mpouepypa:

1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUPOBaHUE >
BuomeTpUuueckoe yCTporuCTBO.

2.  HaxwmuTte [lobaBuTb, UTOOLI CO3aaTh HOBOE DMOMETPUUECKOEe YCTPOMCTBO.

3. BseauTe Kak MMHMMYM OCHOBHble cBeeHunA 0b ycTpoHncTee:

- (u3 cnucka) CemeicTBO 06opyaoOBaHUA;

- uma xocrta u IP-agpec;

— (M3 cnucka) onpeneneHHbi paHee Mpodunb GUomMeTpUUECKOro ycTponcTBa.

4. Haxmute kKHonky FoToBo.

o ———r—

B AvManoroBom okHe «bMoOMeTpUUecKoe YCTPONUCTBO» TEMEPb YKa3blBAtOTCA BCE HACTPOEHHbIE
YCTPOMCTBa:

21.24 MONMUTUKA NONb30OBaTeNs;
[MonWTUKK Nonb3oBaTenen — 370 Ha60pbl npaB AOCTyNa, Ha3HaYeHHble NOoJIb30BaTeNAM,
KOTOpPbIM NpeabABNAKTCA OAWHAKOBbIE Tpe6OBaHMF| anAa nonyyeHWA OoCTyna, TO €CTb B HUX
OMUCbIBaeTCA KaKue 6MOMeTpVI'~IeCKVIe yCTpOVICTBa pa3peieHo UCNOoNb30BaTb NOMb30BaTeNAM, B
KaKUX pexnumax U B Kakoe BpemMA.

Mpouepypa:
1. B MorphoManager nepenaute Kk pasgeny AGMUHUCTpUpoBaHue > Monutuka
nonb3oBaTens.

2.  HaxmuTe [lo6aBUTb, UTODbLI CO30aTb HOBYHO NMOMUTHUKY NONb30BaTeNs.
e —

3. B auvanorosom okHe [lo6aBneHue NONUTUKK NONb30OBaTeNA BBeAUTE:

— HasBaHue NonuTWKK Nonb3oBaTtens U onvcaHue (HeobsasaTenbHo).

-  Pexum poctyna: Per User.

— PacnucaHue gocTyna, onpefenatollee AHU U BPeEMSA, B KOTOpble A4OCTYN pa3peLleH.

-  MNpodwmnb Wiegand, onpeaeneHHblt U ucnonb3oBaHHblM Ansa Mpoduna 6uomeTrpuueckoro
yCTPOWCTBaA.
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21.2.5

21.2.6

—  Pexum npoBepKu NOANMHHOCTH NONb30BaTenNA, B 3aBUCMMOCTHU OT TOTO, KaK
nonb30oBaTeNu yCTporcTBa OyayT MCNonb30BaTh YCTPOMCTBA (N0 OTneuaTky nanbua, nanbuy,
nvuy, KapTam U T. A4.). MNoapobHblie cBeaeHWa cM. B «PyKOBOACTBE MOMb30oBaTens
MorphoManager».

4. Haxmute KHoOMNKy FoToBo.

PexxMm npoBepKn NOANMHHOCTU NOMb30BaTeNnA B NOMUTUKE NONb30BaTeNA N0 YMONUaHMIO: (1 :

Many). YTobbl MCNONb30BaTh APYrUe PeXnuMbl NPOBEPKKU NMOAMUHHOCTHU, CO3hanTe

[OMONHUTENbBHbIE MONMUTUKK Nonb3oBaTensa. NoapobHblie cBeAeHWA O Pa3NUUHbIX CBOMCTBAX,

KOTOPble MOXXHO Ha3Hau4yWTb NONMTUKE NONb3oBaTens, CM. B «PyKoBoACTBe Nonb3oBarens

MorphoManager».

Fpynnbl pacnpeneneHya nonb3oBaTenemn
Ipynnbl pacnpeneneH1a nonb3osartene NO3BONAKT COMNOCTABNATb NONb30BaTeNnen ¢ rpynmnamu
GroMeTpUUECKUX cunTbiBaTENEW UK KnueHToB MorphoManager.

MpepBapuTenbHblie TpeboBaHUA:

Monb3oBaTenu B rpynnax pacnpeneneHunsa nonb3oBaTenemn JOMKHbI UMeTb MONMUTUKY

nonb3oBartens, B KOTOpoW PeXXum gocTtyna 3agaH Kak Per User.

Kaxkpana rpynna pacnpeneneHuns nonb3oBartenen AomkHa bbiTb conocTtaBneHa xota Obl C O4HUM

knaccom nuy B AMS. MNoatomy cospnanTte xoTa bbl ogHy rpynny pacnpeneneHua nonb3oBaTenen

ONA KaXXOoro UCnonb3yemoro Knacca nuu,.

Mpoueaypa:

1. B cucteme MorphoManager nepenaunte B pa3gen AGMUHUCTPUpPOBaHue > Mpynna
pacnpeneneHus nonb3oBaTenem.

2.  Haxmute [o6aBUTb, UTOObI CO3aaTbh HOBYHO FPYNMNy pacnpeneneHus nonb3oBatenen.

= —

HaxknmanTe kKHoNKy [lanee, noka He nepenaete Ha cTpaHuly Bbibop GuomeTpuueckux
YCTPOWCTB.

w |

E

YcTaHoBWTe hnaxkku Ana Tex bMOMeTpUUECKUX YCTPOWCTB, KOTopble ByayT UCNONb30BaTbCA
NMLaMu 3TOW rpynnbl pacnpeaeneHuns nonb3oBaTenen.

5. Haxwmute KHonKy NotoBo.

HacTpotika nHtepceinca ODBC ana knueHTa BioBridge

BBepeHue

WuTepderic Open Database Connectivity (ODBC) — Heobxogumoe ycnoBue ann
Mcnonb3oBaHuA KnueHTta BioBridge cuctembl MorphoManager. ODBC — aT0
CTaHOAPTU3UPOBAHHbBIM NPOrpaMMHbIM MHTEpdENC AnA 4oCTyna K pasnuMuHbiM 6asam AaHHbIX.
PekomeHayembin gpanBep OdbCDriverl7SQ0LServer HAaXOAUTCA HA YCTAHOBOYHOM HOCUTENE
BIS no agpecy:

BIS\3rd Party\OdbCDriverl7SQLServer
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Co3aaHue UCTOUHUKA AaHHbIX

CospaHne UMeHU UcTouHuKa aaHHbix (DSN) ana ODBC
1. Ha naHenu ynpaBneHua Windows BbibepruTte AGMUHUCTPUPOBaHHE.
2. Bbibepute ODBC Data Sources (64-bit) W3 CNUCKa.

3. BblbepuTe Bknagky Cucrema DSN.

System Data Sources:

; ODBC Data Source Administrator (64-bit)

User DSM  System DSN - File DSN  Drivers Tracing Connection Pooling  About

Mame  Platform  Driver

Add

Remove

Configure.

= An ODBC System data source stores information about how to connect to the indicated data provider.
D; A System data source is visible to all users on this machine, including NT services

Cancel Apply Help

4. HaxmuTe fobaBuTb, uToObI BHIOPaTh ApanBep.
5. BbibepuTte apaiBep ODBC Driver 17 for SQL Server W HaXKMUTe KHOMKy FoToBo.

Create New Data Source

&b

*

Select a driver for which you want to set up a data source.

MName Version Comp
ODBC Driver 17 for SQL Server RaiiRRFEX D I Tt
SQL Server 10.00.17763.01  Micro:

6. BBeauTe npuBefeHHble HUXe CBeLEeHUA ONA UCTOUHUKA LaHHbIX.

< Back Cancel

—  WmMA: UMA UCTOUHMKA JAHHbIX.
— Onwucanue (HeobA3aTenbHO).
- CepBep: MMA KOMMblOTEPa, Ha KoTopom AMS ycTaHoBneHa 6asa gaHHbIX, U UmsaA basbl

NaHHbIX (Mo ymonuaHuto: <MyACS server>\ACE)

Bosch Security Systems
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Microsoft 50U Server DSM Configuraticn X

This wizard will help you create an ODBC dala source that you can use to connect to

SQL Server.
»

€ What name doyou wart to use to refer to the data source?
SOL Server

How do you want to describe the data source?

Description: ‘ |

Which SQL Server do you want to connect ta?
Server: ‘VM—WZN&EN—ERT\BIS_ACE ~ |

Net > Cancel Heip
7. Haxwmwute kHonky fanee >
, OTKPOETCA ANanorosBoe oKHO cbopa MHopmaunn AnA BXoaa.

Microsoft SQL Server DSN Configuration X
How should SQL Server verify the autherticity of the login ID?
hi2
y:
: () With Integrated Windows authentication
SOL Server

() With Azure Active Directory Integrated authentication

® With SQL Server authentication using a login |D and password ertered
by the user.

| o) With Azure Active Directory Password authentication using a login 1D
| and password entered by the user.

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login \D'l ldemia |

Eassword:lnuu| |

< Back Next > Cancel Help

8. Bbibepute C ayteHTudpukaumein B SQL Server c ucnonb3oBaHnem ugeHTuduKaropa
BXoaa....

9. BaeguTe cneaytollyto MHDOPMaLUIO:

-  WUpeHTUdMKaTOp BXoAa: UMA nonb3oBaTens basbl gaHHbiX IDEMIA, HacTpoeHHoe B AMS.
OHo Bcerfa obo3HavaeTcA Kak Idemia.

- Maponb: Naponb, yCTaHOBNEHHbIM ANA nonb3oBaTena 0asbl AaHHbIX IDEMIA, npwu
HacTpoike B AMS.

10. Haxmwute kKHonky Oanee >.

11. B cnepylowem AManoroBOM OKHe YCTAHOBUTE (hNaXKKu:

—  WU3meHuTb 6a3y AaHHbIX MO YMONMUaHUIO Ha: 1 BbiIbepuTe Tdemia

-  HWcnonb3oBatb ugeHTudukaTtopbl B KaBblukax ANSI.

-  WUcnonb3oBartb 3HaueHua NULL, nona u npeaynpexaeHus B coopmate ANSI.

- PaspeweHnue IP-agpeca npo3pauHoi ceTH.

12. 3apante B none Llenb npuno>xeHusa yCTaHOBWTE 3HAUeHWe READONLY.
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Microsoft 5OL Server DSN Configuration x
]
: Change the default database to
2= [1dermia |
SOL Server Mimor server:

SPN for mirror server (Optional):

[ Attach database filename:

Use ANSI quoted identifiers
Use ANSI nulls, paddings and wamings.
Application intent:
READONLY ~
] Multi-subnet failover.
[i] Transparent Network IP Resolution
[ Column Encryption.

Enclave Attestation Info
[[] Use FMTONLY metadata discavery

< Back Mext > Cancel Help

13. Haxmwute KHoNKy Oanee >.
14. B cnepytollem OManoroBoM OKHe YCTaHOBUTE (DraXkKu:

—  Wcnonb3oBaTb Hagie)XXHoe WH(POBaHUE OAHHbIX.

—  BbInonHATb NepeBoA CUMBOMNbHbIX AAHHbIX.
— JOoBepeHHbIN cepTUcHUKaTt cepBepa.

Microsoft SQL Server DSN Configuration X
= [€hange the language of 5L Server system messages to:
& (Default)
SOL server
Use strong encryption for data.

Trust server certificate
Perform translation for character data
[1 Use regional settings when outputting cumency, numbers, dates and times.

[ Save long running queries to the log file

C:\Users\ADMINI~T4App Data‘Local\ Temp\QUERY Browse

Long query time (miliseconds): 20000
[[] Log ODBC driver statistics to the log file
C:\Users\ADMINI~1"App Data‘Local\Temp\STATS Browse

< Back Cancel Help
15. HaxmwuTte kKHonky NotoBo.

16. B cnegyrwouleMm AManoroBomMm OKHe NMpoCMOTpUTE CBEAEHHbIE NaHHbIE.

Bosch Security Systems
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21.2.7

ODBC Microsoft SOL Server Setup

Anew ODBC data source will be created with the following

configuration:

Microsoft SQL Server ODBC Driver Viersion 10.00.17763

Data Source Mame: ACEldemiaSQLServer
Data Source Description:

Server: VMW 2016ENBISERT\BIS_ACE
Databaze: Idemia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: No

Log Driver Statistics: No

Use Regional Settings: No

Prepared Statements Option: Drop temporary procedures on
dizsconnect

Use Faillover Server: No

Use ANSI Quoted Identifiers: Yes

Use ANSI Mull, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I oK

17. Haxmute MpoBepUTb UCTOUHUK AAHHDIX... U YOeauTech, UTo NpoBepKa ycnewHo

3aBepLlieHa.
S0L Server ODBC Data Source Test

Test Results

Microsoft SQL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

18. CoxpaHuTe BCce M3MeHeHMA U 3aKkponTe macTtep yctaHoBku ODBC.

KoHdurypauua cuctembl BioBridge.

B aToM pasgene onucbiBaroTCA OCTalbHble NapaMeTpbl, HeobxoauMble ANA UCMONb30BaHMA

nHTepderca BioBridge cuctem ynpaBneHua gOCTynom.

MpepBapuTenbHoe TpeboBaHue

ODBC HacTtpoeH ans BioBridge. Cm. pasgen Hacrporika nHtepgperica ODBC 718 KnveHTa

BioBridge, CtpaHuya 162.
Mpoueaypa:

1. B cucteme MorphoManager nepenaute B pasgen AgMUHUCTpUpoBaHue > KoHndurypauuna

CUCTEMDbI.
2. lepewgnTe Ha BKNaaky BioBridge.
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3. B packpbiBaollemcs cnvcke Cuctema, Bbibepute MorphoManager Universal
BioBridge.

4. Haxmute HactpouTb
.OTO6pa3MTCF| BCMNbiBakoLllee OKHO.

e il Ln RS P S ey Sy

Bo BcnnbiBatoLemM oKHe

1. B packpbiBatowemca cnucke MNMocraBWuk, Boibepute ODBC.

2. BseguTe MmA UcToUuHMKa AaHHbIX (DSN) 13 nporpammbl yctaHoBku ODBC.

3. B pasgene OaHHble ana Bxoga BBeAWTe UMA nonb3oBatena (Idemia) U Naponb,
yKasaHHbIM B nporpamme yctaHoBku ODBC.

4. Haxmute kHonky OK, utobbl BepHYyTbCA B AnanoroBoe okHO KoHdurypauusa cucremsl.

B onanorosom okHe KoHdmrypauusa cucremoli

1. B none Mpodcdunb Wiegand: BbibepuTe U3 cnvcka onpeneneHHbii paHee npodunb
Wiegand.

PeXXum rpynnupoBaHUA:

3T0T NnapameTp onpeaensaet, kak MorphoManager gonxeH conocTaBnATb nonb3osarenen MM

Universal BioBridge ¢ rpynnamu pacnpenenenus nonb3osatenen MorphoManager. Boibepute

OAMWH U3 NapameTpoB:

—  ABTOMATMUECKHMH: 3TOT PEXMM aBTOMATUUECKW COMOCTABNAET rpynnbl YPOBHA AOCTyNa 13
MM Universal BioBridge ¢ rpynnamu pacnpegeneHusa nonb3oBateneu B cucreme
MorphoManager, ecnu y HUX oaWHaKoBOe cornaweHne ob MMeHoOBaHUK.

—  PyuHo#: ecnu rpynnbl ypoBHe# goctyna B8 MM Universal BioBridge v rpynnbi
pacnpepeneHun nonb3oBatenel B MorphoManager He coBnagatoT, MOXXHO BbINONHUTb
ConocTaBneHne BpyuHyto B pa3gene ConoctaBneHne NOMUTUK MNONb30BaTen .

Opyrue napameTpbl
B bonblMHCTBE cnyyaeB AnA NPUBEAEHHbIX HUXXE NapaMeTPOB MOXHO OCTaBWUTb 3HAUEHMSA MO
YMOMUaHUIO:
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21.3

Bknouutb
NPUHYAUTENDbHYIO
MONUTUKY
nonb3oBarens

Ecnu aToT napameTp BbibpaH, BCE NONb30BaTENH,
3aperucTpMpoBaHHble B KNWeHTe peructpaumu BioBridge, nonyuar
MOMUTMKY MOMb30oBaTens, BbiIOpaHHY U3 COCEQHEro Crucka.

Ecnu aToT hnaxkok ycTaHOBMNEH, UCMOMNb3YNUTE NOMUTUKY
nonb3oBaTtens C UMEHeM Per User.

Bpema Hauana u
OKOHUaHHA
CUHXPOHHU3ALUH
nonb3oBaTeneu

ObpaboTunKy CUHXPOHMU3ALMKN NoNb3oBaTeNen MoXeT bbITb 3anyLueH
TOMbKO B 3TOT NEpUOa BPEMEHMU.

3apepxxkKa mexay

BpeMEHHOI‘/lI MHTEpPBan Mexay CUHXpPOHMU3aUunAMHU nonb3oBarteneu.

nonb3oBaTeneu Bo
BpemMA oOHOBNeHuA
K3wa nonb3oBaTtena

CUHXPOHMU3aLUen YBenuueHue NpoaoIKUTENbHOCTU 3a1€PXKKU COIKOHOMMT CUCTEMHbIE
Ka)aoro pecypchbl, HO YBENUUKUT BpeMA OOHOBNEHWUA ANA BCEX
nonb3oBaTtensa nonb3oBaTtenen.

Paspewutb Ecnu aTOT napameTp BKNtOUEH, 00paboTunK CUHXPOHKU3AL MK
CUHXPOHMU3ALMUIO nonb3oBatenen byaet paboTaTtb NapannenbHo ¢ 06HOBNEHWEM Kalla

nonb3oBaTtend. 3TO OUeHb 3aTPaTHO AN CUCTEMHbIX PECYpPCOB.
PekomeHayeTcs OTKNOUMTb 3TOT NapamMeTp Npu UCMOoNb3oBaHWUU
bonblmx 6a3 AaHHbIX.

PacnucaHue
oOHOBNEHUA K3Lia
nonb3oBaTens

[HW 1 BpeMs, Korga MOXKHO 0OOHOBNATb K3l NMonb3oBaTtens.

Ons MakcuManbHOM TOUHOCTU creyeT OOHOBNATL ero NOCTOSAHHO,
HO ONA yBeNUUeHUsa NPoU3BOAUTENBHOCTU CUCTEM C BONbLUMMMU
6asamu faHHbIX TpebyeTcA BBECTU OrpaHUUEHHUE.

ConocTaBneHUA rpynn pacnpeneneHuna nonb3osarenen

— B Tabnuue conoctaBneHui npoBepbTe, UTObbLI BCe rpynnbl (KNaccbl NUL, onpeneneHHbie B
ACS) ObinK conocTaBneHbl C rpynnamMmu pacnpeaeneHusa nonb3osarenem
(onpeneneHHbiMu B MorphoManager).

Hactpoika knueHTa peructpauuu BioBridge

BBepeHue

KnueHT pervctpauuu BioBridge — 3To KOMMNbIOTEP, HA KOTOPOM MOXHO CO3[aBaTb

OnomeTpuuecKkne 3anncu ana nonb3oBaTenen CMCTeMbl ynpaBneHusa 4oCTynom. Hactponka

KNueHTa perucrtpaunu BioBridge cocTtouT U3 Tpex yactem:

- [obaBneHue onepartopa peructpauum B cuctemy MorphoManager
- HacTtpolKka KnueHTCKMX KomnbtoTepoB MorphoManager gna 3agau pervcrpaymu
—  [lpoBepKa KN1eHTa perucrpaymnm

MpepBapuTenbHblie TpeboBaHUA
KnueHT BioBridge cuctembl MorphoManager yctaHoBneH Ha kaxaomn pabouel ctaHumm AMS, Ha

KOTOPOW Bbl MPOXoauTe DMOMETPUUECKYIO pernctpauuio ansa sxona B cucteMbol IDEMIA.
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21.3.1 Dob6aBneHue oneparopa perucrtpauuu B cuctemy MorphoManager
Mpouenypa
CnenywTte UHCTPYKLUMAM, NpUBeaeHHbIM B «PYKOBOACTBE MO YCTaHOBKE KNWEHTa
MorphoManager».
MpumeuaHue. B uenax 6e30nacHOCTM peKoMeHayeTCsa UCNONb30BaTb yUeTHble 3anncH
nonb3oBartenen Active Directory.

21.3.2 Hactpoitka knueHTCKUX KomnbloTepoB MorphoManager ana 3agau
perucrpauum
BbinonHute 3Ty npoueaypy Ha Kaxgom KOMMnbroTepeE, KOTOprI‘/'I Bbl XOTUTE UCNONb30BaTb ANA
permctpaumm BUOMETPUUECKUX AAHHbIX.
Mpouenypa
1. B kaTanore yctaHoBku MorphoManager (no ymonuaHuio: C:
\Program,Files (x86) \Morpho \MorphoManager\Client\ )
3anyctuTte ann ID1.ECP4.MorphoManager.AdvancedClientConfig.exe OT UMEHMU
agMuWHKUCTpaTopa.

2. Baegute uma xocTta cepsepa Morpho B none Umsa y3na.

3. B pasgene ABToMaTHUeCKUH BXOA:

—  yCcTaHOBMWTe chnaxkok BKNounTb aBTOMaTUUECKW BXO[;

-  BBeAWTe UMA NONb3OBaTeNA U Napofb, UCMONb30BaHHbIE ANA onepaTopa perucrpauuu B
npeablaylwemM pasaene.

1. B katanore yctaHoBku MorphoManager (no ymonuaHuto: C:
\Program Files (x86) \Morpho\MorphoManager\Client)\ )
3anyctute pann Start ID1.ECP4.MorphoManager.Client.exe OT UMEHMU

agMWHUCTpaTopa.

2. lNepengute B pasgen AGOMUHUCTPUpPOBaHUe > KnueHTbl.
3. BbibepuTe KNMEHTCKWUIM KOMMbIOTEP.

4.  Haxmute KHONKY U3MEeHUTb.

A TN

5. BBeauTe UMA Npeanonaraemoro KnueHTa perncrpaumu, a TakKe MecToMoNoXeHue U
onucaHue (HeobAasaTenbHoO).
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6. Haxmute kHonky Oanee.

N

YcTaHOBUTE hNaXKKW Ha BKNaaKax, KOTopble HE0OXoaMMO oTobpaXkaTb B KNMEHTE
perncrpaumu:

AOMHUHUCTPUPOBaAHHUE;
YnpaBneHue nonb3oBaTenaMu;

OTtuerThl;

XypHanbl goctyna;
- BuomeTpuueckasa UOEHTUUKaLUA.

©

Haxxmunte kHonky [danee.

9. B none Kamepa: BbibepuTe 3HaueHWe No camera U3 CMUCKa.
10. HaxmwuTe KHOMKy Aanee.

11. B none OcHoBHaA NONUTUKA BblOepuTe 3HaUeHUe Default U3 CMUCKa.
12. Haxmwute KHOMKy Aanee.

13. Bbibepute DMOMETPUUECKUIM CUMTbIBATENDb PErMCTPaLMK, KOTOPbIM HeobXxoanmo
MCrnonb3oBaTb Ha pabouew CTaHUKWKW perucTpaumm.

14. Haxmwute kHonky FoTtoBo.

15. 3akponTe npunoxxeHne MorphoManager.

Cwm.
- Hactpovika knneHta peructpaymnmn BioBridge, CtpaHuya 168

21.3.3 MpoBepka KNUEHTA perucTpayum
1. B karanore yctaHoBKkM cucteMbl MorphoManager (nmo ymonuaHuto: C:
\Program,Files (x86) \Morpho \MorphoManager\Client\ )
3anycTuTe amn ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe.

1. YbeawuTecb, UTO MOXHO OTKPbITb OKHO perucTpaunu, He BBOASA UMA NoNb3oBaTena U naponb
oneparopa perucrpauum.
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21.4 Noppepixka pa3nUUHbIX TEXHONOrMK U chopmMmatoB KapT

Utobbl koHTponnep MAC npaBWNbHO MHTEPNPETUPOBAN KapTbl 4OCTYNa, HE0OXoAUMO
ybeauTbcA, uto onpeaeneHHble B cucteme MorphoManager npodunu Wiegand BkntouaroT
hopMatbl 3TUX KapT gocTyna:

O6wan npouenypa

1.

B cucteme MorphoManager nepengute B pa3gen AAMUHUcTpUupoBaHue > NMpodunb
Wiegand.

HaxkmuTe KHonKy Jlo6aBUTb, uTOObI CO3AaTh NONb3oBaTeNbCKUM Npodunb Wiegand.

B cooTBeTCTBYHOLWMX AMANOIrOBbIX OKHax BBeAMUTE MHPOPMaLMIO O (POopMaTUPOBAHUU U
TEXHOMOMMU KapT, UCMONb3YEMbIX CUCTEMOMN.

Ytobbl Mcnonb3oBaTb B CUCTEMe HelaBHO 3afiaHHbIM npodunbe Wiegand, BBeauTe ero ums
B none Mpodmunb Wiegand B npuBeaeHHbIX HWXKe AManoroBbix okHax MorphoManager:
ApMuHucTpupoBaHue > NMpocdunb 6UOMeTpUUECKOro yCTPOMCTBaA.
ApMuHucTpupoBaHue > NMonuTUKa Nnonb3oBaTens.

Mifare Classic CSN

1.

[obaBbTte anemeHT Wiegand User CSN Element W BBEAWTE NPUBEOEHHbIE HUXKE
cBeaeHus:

UmAa: csN (Hanpumep).

Onuna: 32.

Pexxum TpaHccopmauuu: Reversed.

B pasnene AaMuHuctpupoBaHue > Mpodunb GUOMETPHUUECKOro YCTPOWCTBaHA CTpaHULe
HacTpoitku mHorodakTtopHoro pexxuma yctaHosute dgpnaxok MIFARE Classic.

Mifare DESFire CSN
KoHdurypauma naoeHtuuHa Mifare Classic, 3a UCKNOUEHWEM MPUBEOEHHBIX HUXKE CBEAEHWM:

AnuHa: 56.

nobasneHne anemeHta Wiegand User CSN Element:

- Beeaute nmsa B none Umss:.

- B none lnuHa BBeaguTe 3HaueHue «56».

- B none Pexxum TpaHcdopMauumu: BBeguTe 3HaueHWe Reversed.

B pasgene AgaMuHucTpupoBaHue > NMpocdunb 6UOoMeTpUUECKOro yCTPOoMCTBaHa CTpaHuLe
HacTtpoiiku MHOorocakTopHOro pexxuma ycraHosuTe pnaxxok Mifare DESFire 3DES.

iCLASS 26 BUT

1.

Bbibepute npenonpeneneHHbiM npodpunb Standard 26 bit-HID PACS.
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2.  HaxmuTe KHONKy U3MEHUTDb.

w

Hakmute kHonky Oanee.

© ® N oA

Haxxmute KHONKy U3MEeHHUTDb.

Ypanute CTPOKY Fixed Facility Code.

BbibepuTe CTpoKy HID iClass SEP User ID.

Haxmute KHONKY U3MEHUTb.

N3meHWTe oNuHY MaeHTUdMKaTopa nonb3oBaTena c 1..16Ha 1..24.

B pasgpene AgpMuHucTpupoBaHue > Mpochunb GMOMeETpUUECKOro ycTporMcTBaHa CTpaHuLe
«HacTpoiku bruomeTpuueckoro yctpoinctear» B none «Mpodpunb Wiegand» BbibepuTe
3HaueHWe Standard 26 BIT-HID-PACS.
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10. B paspgene AamuHuctpupoBaHue > NMpocdunb 6UoMeTprUUecKoro ycTponcrea Ha
cTpaHuue HacTpolikn MHOrohakTOpHOro pexxuma yctaHoBuTe (hNaXXoK HID iClass.

11. HaxumawTe KHOMKy «[Janee», noka He nepengete Ha cTpaHuuy Monb3oBaTtenbckue
napameTpbl.

12. Haxmute kKHonNKy [lo6aBuUTH.

13. HobaBbTe nonb3oBaTenbCKUI NapameTp (C yueTtoM perucrpa)
Wiegand.site_code_propagation.

14. 3apaiTe eMy 3HaueHue 1.

15. Haxmwute kHonky FoTtoBO.

16. BeawuTe 3TOT 3anonHeHHbIW npocdunb Wiegand B pasgene AGMUHUCTPUPOBaHUE >
Monutuka nonb3oBartens.

iCLASS 35 BUT

1. BbibepuTe npenonpeneneHHblit Npodunb HID Corporate 1000 35 BIT.

2 Hakmute KHONKY U3MEHUTb.

3.  Haxmute kHonky Oanee.

4. BblbepuTe 1 yoanuTe CTpoKy anemMeHTa Fixed Company ID.

5. BblbepuTe 1 yaanute CTPOKy anemeHTa User Card ID Number.

6. [obaBbTe CTPOKY aneMeHTa HID iClass/iClass SE PACS Data W B CBefeHUAX 00
3aNemMeHTe 3afalTe napamMeTpbl:

- MUmA: Card ID Number.

- OnuHa: 32.

- B pasgene ApmuHuctpupoBaHue > NMpocunb 6UomMeTpUUeCcKoro ycTpoucrea Ha
cTpaHule HacTpoku MHOrohakTOpHOro pexxmuMma yctaHoBuTe hnaXKok HID iClass.

- HaxumawnTe kHonky Oanee, noka He nepenaete Ha cTpaHuuly NMonb3oBaTenbckue
napameTpbl.

- HaxmuTte kHonky [lo6aBUTDb.

—  [obaBbTe nNonb3oBaTeNbCKUI NapaMeTp (C yueTom perucrpa)
Wiegand.site_code_propagation.

-  3apaiTe eMy 3HaueHue 1.

- HaxwmuTte kHoOMKy FoToBo.

—  BBepauTe aTOT 3anonHeHHbIW Nnpodunb Wiegand B pasgene AGMUHUCTPUPOBaHUeE >
MonuTuKa nonb3oBaTens.

iCLASS 37 BUT

- DOnuna: 37.

1. [JobGaBbTe UETHOCTb 3N1EMeHTa:

-  Wwma: (Hanpumep) EvenParityBit 1.

- MpuopwurerT: 1.

- DOnuHa: 18.

- Pexum: Even.

- basoBble ouTbl: 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18 .
2. JobaBbTe aneMeHT User HID iClass/iClass:

- WUma: Hanpumep: Parity Bits 2.

- MpuopurerT: 2.

- DOnuna: 10.

- Pexum: odd.

- BasoBble 6uTtbl: 19,20,21,22,23,24,25,26,27,28,29,30,31,32,33,34,35,36,37.
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B pasgene AamuHucTpupoBaHue > NMpocdunb 6MoMeTprUUEcKoro ycTponcrea Ha
cTpaHuue HacTpoliku MHOrohaKTOpHOro pexxuma yctaHoBuTe oNaXKoK HID iClass.
HaxkumanTe kHonky Janee, noka He nepengete Ha cTpaHuuy Monb3oBaTenbckue
napameTpbil.

Haxxmute kHonky [lo6aBuTh.

[obaBbTe Nonb3oBaTeNnbCKWUi NapameTp (C yueTom perucrpa)
Wiegand.site_code_propagation.

3anaiTe emy 3HaueHue 1.

Hakmute kHonky FoTtoBoO.

BeenuTe aTOT 3anonHeHHbIM npodunb Wiegand B pa3nene ABMUHUCTPUPOBaAHUe >
Monutuka nonb3oBaTtens.

iClass 48 BUT

1. BbibepuTe npenonpeneneHHbl Npoduns HID Corporate 1000 48 BIT.

2.  HaxmuTe KHONKy U3MEeHUTDb.

3. Haxmute KHOMKy Oanee.

4. BblbepuTe v yganuTte CTPOKY anemMeHTa Fixed Company ID.

5. BbibepuTe u yganute CTpOKy anemMeHTa User Card ID Number.

6. [obaBbTe CTPOKY afiemMeHTa HID iClass/iClass SE PACS Data W B cBegeHusax ob
anemMeHTe 3afanTe napaMeTpbl:

- MUmA: User.

- [OnuHa: 45.

7. B paspene ApmuHucTtpupoBaHue > Mpodunb GuomeTpUueckoro ycrporcrea Ha
cTpaHuue HacTpoliku MHOrohaKTOPHOro peXxuma yCTaHoBUTe (hNaXXok HID iClass.

8. HaxumanTte kHonky Odanee, noka He nepenaeTte Ha cTpaHuly Monb3oBaTenbckue
napameTpbil.

9. HaxmwuTte kKHonky [lo6aBuUTb.

10. HobaBbTe nonb3oBaTenbCKMI NapameTp (C yuetom perucrpa)

Wiegand.site code propagation.

—  3apavite emy 3HaueHue 1.

11. HaxmwuTte kHonky FoTtoBo.

12. BBenguTe aTOT 3anonHeHHbIn npodunb Wiegand B pasgene AGMUHUCTPUPOBaHUeE >
MonuTuka nonb3oBaTens.

HID Prox

1. BbibepuTe npenonpeneneHHbli npodunsb Standard 26 BIT.

2.  Haxmute KHOMKy U3MEeHHUTDb.

3.  Haxmute kHonKy Oanee.

4. YpanuTe CTPOKY Fixed Facility Code.

5.  Haxmute KHOMKy USMEHUTb.

6. W3meHuTe AnuHY MaeHTMdMKaTopa nonb3oBatena c 1. .16 Ha 1. .24.

7. B paspene AgpMmuHucTpupoBaHue > Mpocunb GMOoMeTpUUECKOro ycTporcTBaHa CTpaHuLe
«HacTponkun bnomeTpuueckoro yctponcrtear B none «Mpodunb Wiegand» Bbibepute
3HaueHuWe Standard 26 BIT.

8. B pasgene ApMmuHuctpupoBaHue > lNMpocdunb 6UomMeTpUUECKOro yCTpoucTBa Ha

CTpaHule HacTpoiku MHOrohaKTOPHOrO PeXX1UMa yCTaHOBUTE (PNaXKKHu:
BuomMeTpUueckue faHHble.
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21.5

21.5.1

10.
11.

12.
13.

BeckoHTakTHaA KapTa.

HaxknmanTe kKHonKy [lanee, noka He nepenaete Ha cTpaHuly Monb3oBaTenbckue
napameTpbl.

HaxxmuTe kKHonKy lo6aBuUThb.

[obaBbTe Nonb3oBaTeNbCKWUI NapameTp (C yueToMm peructpa)

Wiegand.site code propagation.

3aganTte emy 3HaueHue 1.

Haxxmute kHonky FoTtoBo.

BBeauTe 3TOT 3anonHeHHbIM npodmnb Wiegand B pasgene AGMUHUCTPUpPOBaHUe >
MonuTuka nonb3oBaTens.

Pe>xuMbl uaeHTUPUKALMU Ha DMOMETPHUUECKUX YCTPOMCTBaX

BBepneHue
BbuomeTpuueckune cuntbiBaTeENU MOTYT UOEHTUMULMPOBATD AeprKaTens YUeTHbIX AaHHbIX
pPas3nnUHbiMK cnocobamMu, Ha3biBAEMbIMU pPEXMMAMWU UAEHTUDUKALMU.

[To kapTe unu 6MOMeTpM|-IeCKVIM AaHHbIM B 3aBUCUMOCTHU OT TOlrO, UTO BNnagenel, yuyeTHbIX
OaHHbIX NpeacTaBnAeT CUUTbIBATENO.

Mo kapte U GMOMeTpMHSCKMM AadHHbIM, T. €. MPOBEPKa 6VIOMeTpMLIeCKVIX YUYETHbIX AaHHbIX
nonb3oBaTtens BbIMONHAETCH, UTOObI noaTrBepaonTb, UTO OaHHbIM Nonb3oBaTtenb ABNsAeTCA
MCTUHHbIM BnagenbueM KapThbl.

Tonbko no 6uome1‘puqecxMM AdHHbIM.

B aToM pasgene onucaHa HacTpolKa 3TUX peXxMMoB B cucTeme MorphoManager.

MyTb K AMANOroBOMYy OKHY
B cucteme MorphoManager Ha Bknagke AGMUHUCTPUPOBaHHe.

Kapta UTK1 6uomeTpuueckue gaHHble
BbinonHute npuBegeHHble HUXe HaCTpOﬁKM, €Clni nonb3oBaTenn AOMKHbI M,CleHTMd)MLI,MpOBaTb
cebna no kapte UMM no BUOMETPUUECKUM YUETHbIM AaHHbIM.

1.

B cucteme MorphoManager nepenaute Kk pasgeny AgGMUHUCTpUpoBaHue > MNMpodcdunb
6uomeTpuuecKoro yctpoincrea.
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2.  HaxumawTe kHonky Janee, noka He nepenaeTe Ha cTpaHuuy HacTpoiku
6UoMeTpHUUECKOro ycTponcTea.

M-

3. B none Mpodunb Wiegand BbibepuTe TOT e Npodrib, KOTOPLIM Bbl onpeaenunu ann
CBOMX DMOMETPUUECKUX YCTPOMCTB NpKU HAcTporKe BioBridge.
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4. YcTaHoBUTE d)l'la)KOK Buomerpuuecxue AaHHble U d)l'la)KOK ONnA TEXHONONMIO KapThl,

MCNONb3yeMYHKO B npoLecce yCTaHOBKM.

o

HaxkumanTe kHonky Janee, noka He nepengete Ha cTpaHuly Monb3oBaTtenbckue
napamerTpbl.

I

HakmuTe kKHonky Jlo6aBuTb, uToObI 4OOABWTL ABa NOMNb30BaTENbCKUX MapameTpa.
MNMpumeuaHue. Ecnu 3afaHbl 3TWM ABa NapameTpa, CUUTbiBaTENb OTNPaBNAET AaHHble KapThbl

HenocpeactseHHo B AMC. Monb3oBaTtenen He HyXHO pPerucTpupoBaTb B CUMTbiBaTENE
IDEMIA.

ucc.per user rules

ucc.user record reference

N

Haxxmute kHonky FotoBo.
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21.5.2

21.5.3

Ha3HaubTe nonb3oBaTenAM 3Ty NOMUTUKY NONb30OBaTeNA

1. B cucteme MorphoManager nepenaunte Kk pasgeny AAMUHUCTpUpoBaHue > Monutuka
nonb3oBaTensA.

2. YcTaHOBWTE NPUBELAEHHbIE HUXE aTPUDYTbl ANA peXXMMa NPOBEPKU NOANUHHOCTHU
nonb3oBaTens:

- Bknouunte hyHKLMIO Pa3pelinTb 3anyck no 6MomMmeTpUUecKUM AaHHbIM.

- Bknouute dyHKUMIO Pa3pewunTb 3anyck no 6ecCKOHTaKTHOM KapTe.

—  Bbikntouute dyHkuMio TpeboBaTb cooTBeTCTBUE WIAGNOHA.

3.  Haxmute kHonky FoToBo.

Kapta U 6uomeTpuueckue aaHHblie

BbInonHWTe NpuBeaeHHbIE HUXE HACTPOMKK, NONb30BATENU [OMKHbBI MOAEHTUOUUKPOBATL cebs

no kapte M BUOMETPUUECKMM YUETHbIM AlaHHbIM, UTOObI yOeauTbcs, UuTo OHW ABNAIOTCA

BnagenbLuamu KapThbl.

1. B cucreme MorphoManager nepengute K pasgeny ABMUHUCTpUpoBaHue > Mpodcunb
6MOMEeTPUUECKOro yCTPOHUCTBaA.

2.  Haxumawte kHonky [anee, noka He nepenaeTe Ha cTpaHuuy HacTpoiku
6MOMeTpHUECKOro yCTpOHUCTBa.

3. B none Mpodunb Wiegand BbibepuTe TOT e Npodrib, KOTOPbIM Bbl onpeaenuny ann
CBOMX DMOMETPUUECKUX YCTPOMCTB NPKU HAcTporKke BioBridge.

4. HaxumanTte kHonky [anee, noka He nepenaete Ha cTpaHuuy HacTpoiku
MHOrohaKTOPHOro pexuma.

5.  YctaHoBMTe (hNaxok ANA TEXHONOIMU KapT, UCNONb3yeMOM NPU YCTAHOBKE.

6. Haxmwute kHonky NoTtoBo.

HasHaubTe nonb3oBaTenaM 3Ty NONUTUKY Nonb3oBaTens

1. B cucteme MorphoManager nepenaunte Kk pasgeny AAMUMHUCTpUpoBaHue > Monutuka
nonb3oBaTens.

2. B none Pexum npoBepKHU NOANUHHOCTU NMONb30BaTeNA BbiOepuUTe 3HaueHUe
Contactless Card ID + Biometric U3 CMUCKa.

3. Haxmute kKHoONKy FoToBoO.

Tonbko 6MuomeTpuueckue gaHHble

BbinonHWTe NpuBeaEeHHbIE HUXE HACTPOMKK, eCNK NONb30BaTeNW AOMKHbI UAEHTUMDULMPOBATD

cebs TONbKO C NOMOLLbIO BUOMETPUUECKUX YUETHbIX AaHHbIX.

1. B cucreme MorphoManager nepengute K pasgeny ABMUHUCTpUpoBaHue > Mpodcunb
6MOMEeTPUUECKOro yCTPOHUCTBA.

2. Haxumante kHonky Janee, noka He nepenaete Ha ctpaHuuy HacTpoiku
6MOMeTpHUECKOro yCTPOHUCTBa.

3. B none Mpodunb Wiegand BbibepuTe TOT e Npodrib, KOTOPbIM Bbl onpeaenuny ann
CBOMX DMOMETPUUECKUX YCTPOMCTB NPU HacTporke BioBridge.

4. HaxumanTte kHonky [lanee, noka He nepenaete Ha cTpaHuuy HacTtpoiku
MHOro)aKTOpHOro pexxuma.

5. B none MHorodhakTopHbIit peXXuM BblbepuTe 3HaueHne Biometry only U3 CMMUCKA.

6. Haxmwute kHonky NoTtoBo.

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System HacTpoika yHuBepcanbHok nporpammbl BioBridge ot IDEMIA | ru 179

HasHaubTe nonb3oBaTenAamM 3Ty MNONUTUKY NONb3oBaTenA

1. B cucteme MorphoManager nepenanTte K pasngeny AGBMUHUCTpUpoBaHUe > NMonuTuka
nonb3oBaTens.

2. B none Pexxum npoBepKu NOANMHHOCTU Nonb3oBaTenA BbibepuTe 3HaUeHHe
Biometric (1:many) W3 CNUCKa.

3. HaxmuTte KHoMKy FoToBo.

21.6 TexHUUeCKHe NPUMEUYaHUA U OrPaHUUYEHUA

OdmumanbHO noanep)xMuBaembie onepauuoHHbie cuctembl Windows
IDEMIA nopnepxusaet Te e Bepcun Windows 10, uto n AMS.

OdmumanbHo noapepxxuBaeman Bepcusa Microsoft SQL Server
Mopnep>xmBaeman Bepcua — SQL Server 2017.

OpHa cuctema IDEMIA Ha ogHY cuctemy goctyna
CucTema ynpaBneHusa Aoctynom Bosch moxeT nogaep»uBatb ToNbKO ofHy cuctemy IDEMIA.

OpHa kapta IDEMIA Ha ogHoro Bnagenbua KapTbl

CucTembl ynpaBneHua goctynom Bosch nogaep>kMBaroT HECKONBbKO KapT HA OAHOro Bnagensua
KapTbl, HO IDEMIA nopgaepxuBaeTt TONbKO OAHY. [10aTOMY NpKU perncrpaLmm 1 CUHXPOHU3aALKUN C
BIS nepBan gencreuTenbHasA KapTta (To ecTb co ctatycoM status=1) tuna «JdocTyn», «BpemeHHO»
unu «MapkoBka» HasHauaeTca cucteme IDEMIA. Ecnu no3xe KapTy OMOKUpPYOT, ee HoMep Bce
paBHO MepenaeTcs U 3anUCbiBAeTCA B XKypHan coObITUHM.

MakcuMmanbHoe KonuuecTBo geprkatenen kapt IDEMIA
KnuneHT BioBridge cuctembl MorphoManager moxkeT obpabatbiBate 4o 100 000 gepxxatenen
KapT.

MakcumMmanbHOe KONMUEeCTBO rpynn aocrtyna
IDEMIA nopnepxunaet go 5000 rpynn gocTyna (rpynn pacnpeneneHus nonbsosatenen). OHU
COMOCTaBNATCA C KNAacCaMM NUL, B CUCTEME ynpaBneHus goctynom Bosch.

MpousBoAUTENbHOCTb 3arpy3ku LWabnoHoB
— 1000 wabnoHoB ana 1 ycTponcTBa: 3arpyska 3aHMMaeT MeHee 1 MUHYThbI.
— 1000 wabnoHos anA 100 ycTpoOMCTB: 3arpy3ka 3aHMMaeT HECKONIbKO MUHYT.

IDEMIA He nopaep)xuBaeT nogpasgeneHus

Ecnu cuctema IDEMIA nHTerpnpoBaHa, cuctema AMS He MOXXeT LOCTOBEPHO NPOBEPATb
Jepkatenen KapT OQ4HOro noApasfaeneHunsa U3 onepaTopoB ynpaBneHusa 4OCTYNOM APYroro
noapasgeneHusa. Ecnu mexay noapasaeneHuamu obasatenbHo abcontoTHoe obecneueHume
KOH(MAEHLMANBbHOCTHU, HE UHTerpupymnTe cuctemy IDEMIA.

BupTyanbHble KapTbl U goctyn Tonbko no PIN-koay
IDEMIA He nogaep»xuBaeTt goctyn Tonbko no PIN-koay. Tpebyetca dmsnueckas Kapra.
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dyHkuua IDEMIA «OTneuaTtok nanbua gnA coobLWweHUA 0 4eNCTBUM NO NMPUHYIKOEHUIO»
OyHkumA IDEMIA «OTneuvaTok nanbla AnAa coobleHUA 0 AEUCTBUU MO NPUHYXKOEHUIO» B
HacTosfllee BpeMA He nogaepxmpaetca KoHTponnepamu AMC.

MuHuManbHbIW HAboOp KpuTepueB uAeHTUDUKALUN

[Ona peructpauuun B cucteme IDEMIA TpebytoTca Kak MMHUMYM MPUBEOEHHbIE HUXEe KPpUTEPUU
naeHTUdUKaLUK:

- ums;

- hamunus;

—  Knacc nuu;

—  ofHa cM3MnyecKas KapTa, Ha3HaueHHas AepXKaTento KapThl.

OTobOpakaeMble Ha CUMTbIBAaTENAX COCTOAHUA
CocTtosiHWe cumnTbiBaTens (Hanpumep, YyCTPOMCTBO 3abNOKMPOBaHO) He oTobpaxaeTca Ha
cumTbiBaTenax Wiegand n OSDP.

Pe3epBHOe KOnNMpoBaHUe U BOCCTaHOBNEHUE
Mepen BocCTaHOBNEHWEM pe3epBHOM Konuu cuctembl AMS c IDEMIA ynanuTe n 3aHOBO
co3panTte 6asy gaHHbix IDEMIA ¢ nomowbto cpepctea noctaswmka IDEMIA DataBridge.
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23 OnpepeneHue aBTOpU3aLuun U npodunen gocryna
23.1 Co3paHue aBTOpU3aU MK aocTtyna

MyTb K AMAaNOroBOMy OKHY
[naBHOe MeHI0 > CUCTEeMHble AaHHble > ABTOpU3auuu

Mpoueaypa

1. OuuncTUTe NonA BBOAA, HAXKaB KHOMKY Co3patb Ijg:') Ha NaHenn MHCTPYMEHTOB.

il

Kpome Toro, MoXxHo HaxaTb KonupoBaTb , UTODObI CO3AaTh HOBYHO aBTOPU3aLMIO Ha
OCHOBE CYLLeCTBYHOLLEN.

2. BseguTe yHUKaNbHOE MMSA aBTOPM3aLUK

(HeobasaTenbHo) BBeauTe onncaHue

4. (HeobaAsatenbHo) BbibepuTe BpeMeHHY Moaenb, KoTopas byaeTt ynpaBnaTb 3TOM

w

aBTOpM3aLuen
5. (HeobsasatenbHo) Bbibepute Mpepen HeaKTUBHOCTU U3 CMMCKa.
3710 nepuoa Bpemenu ot 14 no 365 gHel. Ecnun nuuo, KOTOpOMy Ha3HaueHa aTa
aBTOPM3aLMA, HE UCMONb3YeT ee B TeUeHUe ONpefeNieHHOro BpeMeHU, OH nuwunTcaA ee. lNpwu
Ka)kAoOM MCMNONb30BaHWM aBTOPU3aLMK TalMep cOpacbiBaeTcA Ha HOMb.
6. (ObasaTtenbHo) HasHaubTe xoTA ObI 0oAnH Bxoa,.
CyulecTBytoline BXoabl MepeumcneHbl Ha PasHbiX BKMNaAKax B 3aBUCMMOCTHU OT
COOTBETCTBYIOLMX MOAeNen ABepen.
(Obuwee) Bxon, YnpaBneHue BpemeHeM, NMudt, ABTOCTOAHKA, [locTaHOBKA Ha OXpaHy
CUCTEMbl OXPaHHOW CUTHANU3aLUH.
BbibepuTe oTaenbHble BXOAbl M3 CMMCKOB Ha pasdHblX BKIaAKax, Kak OnMcaHo HUXe.
Kpome Toro, MoXHO Mcrnonb3oBaTb KHOMKKM HasHauuTb Bce M YAanUTb BCe Ha KaXXAoOM M3
BKNAAoK.
-  Ha Bknagke Bxog BbibepuTe BXxof, YCTAHOBMB OMH UNU 0ba dpnaxka (Bxog vnu
Bbixoa)
— Ha Bknagke YnpaBneHue BpeMeHeM (4nA CUUTbIBATENEN BPEMEHW U NOCELLAEMOCTH)
yCcTaHOBWTe oAMH UnuK oba chnaxkka (Bxoa unu Bbixoa,)
—  Ha Bknaake Nudt Bbibepute pasHblie aTaxu
—  Ha Bknagke ABTOCTOAIHKA BbibepuTe aBTOCTOAHKY UMK 00M1acTb NapKOBKHM
— Ha Bknaake MocTtaHOBKa Ha OXpaHY CUCTeMbl OXPaHHOW CUFHaNu3auuu Bbibepute
MocTtaBneHo Ha oxpaHy MK CHATO C OXpPaHbl.
7. Bbibepute cootBetcTBytolWwMM MAC 13 cnurcka

8. Haxmute «CoxpaHuUTb» ONA coXpaHeHUA aBToOpU3aLmHu.
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3ameuaHue!

MocnepytolMe U3BMEHEHUA aBTOPMU3aL MM MOBNUAIOT HA NUL, KOTOPbIM OHW B HacToAllee BpeMs
HasHaueHbl, eCnu yrnpaBnaLWmMK Nnpodunb He 3abnoKMpoBaH.

Mpumep. Ecnu npegen HeakTUBHOCTU 60 AHeW cokpallaeTtcs Ao 14 aHewn, To aBTopU3aLUA
CTaHeT HegeWCTBUTENbHOM ANA BCEX NUL, KOTOpble He UCNONb30Banu ee nocnegHve 14 aHen.
UcknioueHune. Ecnv aBTOpU3aLMA ABNAETCA YaCTbio NPOodMsa A0CTyNa, KOTOPbIA NPUBA3aH K
UOEHTUUKATOPY COTPYAHMKA (TMN N1LUa), TO Ha aBTOPU3aLMK ANA TaKKUX NUL, Npeaen
HEaKTUBHOCTH He BNnuaeT. bBNOKMPOBKK Npoduner MOXXHO 3a4aTb C MOMOLLbO CNeaytoLLero
dnaxka.

[naBHOE MeHI0 > CUCTeMHble AaHHble > Tunbl nuy > Tabnuua: NMpeponpeneneHHble
upeHTuukaTopbl coTpyaHukos > Mpocunb 3abnokupoBaH

23.2

Cos3paHue npodmnen gocryna

MpumeuaHue. Ucnonb3oBaHue npocdunen goctyna anAa oobegUHEHUA aBTOPU3aLUNA

[Ona eauHoobpasua v ynobcTBa aBTOpM3aLMK Ha OOCTYN HE Ha3HAuakTCcA Mo OTAEeNbHOCTH, a,
KaK npaBuno, obbeaunHsATCA B NPotUnu A0CTyNna U Ha3HayualTCcA TakMm obpasom.

- [naBHoe MeH: > CUCTeMHble AaHHble > Mpodwmnu pocTtyna

TpeboBaHusa
ABTOPM3aLMKU Ha [OCTYN YXKe onpeneneHbl B CUCTEME.

Mpoueaypa
1. Ouunctute nons BBOAa, HaXXaB KHOTMKY CO3AaTb [;J') Ha nNaHenn MHCTPYMEHTOB.

Kpome Toro, MmoxxHo HaxxaTb KonupoBaTb D , utobbl cOo3aaTh HOBbLIW NPOUNIb Ha
OCHOBE CYLLECTBYHOLLETO.

2. BBeguTe yHMKanbHoOe UMA Npoduns

(HeobasaTtenbHo) BBegute onucaHue

4. (HeobasatenbHo) YctaHoBHUTE dhnaxkok Mpodomunb noceTutens, utobbl OrpaHUuUnTb 3TOT
npoduIb NOCETUTENAMM

5. (HeobssatenbHo) 3afanTe 3HaueHue Ansa napametpa CTaHAApPTHAA NPOAOMKUTENBHOCTb

w

AencTBuUA.

—  Ecnuv 3HaueHue He 3aaHo, NPOMUIb OCTAHETCA HAa3HAUEHHbIM B TeUEHUE
HeonpeaeneHHOro BpeMeHH.

—  Ecnv 3sHaueHWe Ha3HaueHO, OHO OyAeT MCNoNb30BaHO ANA BblUMCEHMA AaTbl
McTeueHuns cpoka nobbix NOCNeayLMX HasHaueHn npoduns.

6. (ObGazatenbHo) HazHaubTe X0TA Obl O4HY aBTOPU3aLMIO:

aBTOPM3aLMK, AOCTYMHbIE ANA HAa3HAUEHUSA, MePeUYnCreHbl CnpaBa.

ABTOpPM3aLMK, KOTOPbIE y)Ke Ha3HaueHbl, NepeyncrneHbl CneBa.

BbibepuTe anemMeHTbl U C MOMOLLbIO KHOMOK NepemellanTe Ux U3 OAHOro CNucKka B ApYrom.

£ o
- ;‘ Ha3HayaeT BblAeNeHHbIN 3NEeMEHT.

*
- ;I OTMEeHAEeT Ha3HaueHWe BblAEeNEHHOIro afieMeHTa.

2

7. Haxmute «CoxpaHUTb» ONA COXpaHeHuA npoduns.
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24

Co3paHue AaHHbIX NepcoHana U ynpaBneHue MMH

MyTb K AMANOroBOMY OKHY
[naBHOe MeHto > [laHHble O NepcoHane > <BJIOXEeHHble AUANoroBbie OKHa>

O6wana npoueaypa
1. Bo BnoXeHHOM guanorosom okHe INuua BBeAUTE MAEHTUPUKALMOHHbBIE JaHHbIE 3TOrO
nuua.
2. Bo BnoxeHHOM gunanoroBom okHe Kaptbl:
—  HasHaubTe NpodMnun AOCTyna Unu oTaenbHble aBTOPM3aLMKU Ha AOCTYM;
-  npu HeobXoQMMOCTU Ha3HaubTe BPEMEHHYH MOAENb;
—  Ha3HaubTe KapTy.
3. Bo BnoxeHHoM gvanorosom okHe PIN-kopm: npu HeobxoaumocTu Ha3HaubTe PIN-kopa.
4. Bo BnoxeHHOM AnanoroBom okHe MNMeuaTb 6anpken HaneuatanTe KapTy.
[nsa noceTuTenem BbINONHUTE CleayoLlMe AENCTBUA:
- BBepgwuTte nepcoHanbHble faHHble B gManoroBoM okHe Mocetutenu meHto NMocetutenu v
HasHaubTe CONpPOBOXAatoLLEro, ecv HeobxoamMmo.

3ameuaHue!

MoeHTUdMKaLMOHHbIe KapTbl M aBTOPU3aL MK AoCTyna He obsa3aTenbHO HasHauvaTb
OAHOBPEMEHHO. o3ToOMYy MAEHTUDUKALMUOHHbBIE KaPTbl MOXXHO Ha3HaAUMUTb NMULAM, He Ha3Hauas
UM NpaB gocTyna, U HaobopoT. OgHako B 000Mx cnyyaax TakuM nuuam OygeT oTkasaHo B
noctyne.

Mpouecc ckaHUpPOBaHUA KapT.

Mpu CKaHUPOBaAHWUM KapT CUMTbIBATENAMU CUMUTbIBATENb BbINOMHAET PS4 NPOBEPOK:

— [aHHaA KapTa AeWCTBUTENbHA U 3aperncTprpoBaHa B cMCTEME?

—  Bnapgeneu KapTbl B HacTofllee BpemA 3abnokupoBaH (oTKNoueH B cucteme)?

—  EcTb N1y Bnapgenbua KapTbl aBTOpM3aLuMA AOCTyna ANnA Npoxofa B JaHHOM HanpaBneHuu?

— [aHHanA aBTOpM3aLMa AOCTyNa ABNAETCA aBTopu3auunen obnactn/Bpemenun? Ecnu ga, 1o
BPEMSA CKaHWPOBAHUA NMPUXOAUTCA Ha NepPUOAbl, YCTAHOBNEHHbIE BPEMEHHOW MOAENbBIO?

—  AKTMBHa v aBTOpM3aLMA AOCTyNa, T. €. ee CPOK AENCTBUA HE UCTEK M OHa He ABNAETCA B
NaHHbIK MOMEHT 3a6NOKUpPOBaHHOM (OTKTIOUEHHOM)?

—  Bnapgeneu KapTbl NOAUYUHAETCA BPpEMEHHOM Moaenun? Ecnv fa, yKnaablBaeTcs v Bpems
CKaHWPOBaHMWA B 3afjaHHble UHTepBanbl?

MpenBapuTenbHoe TpeboBaHue. HeoHXOAMMO BKMIOUKNTL Ha COOTBETCTBYIOLLEM
CUMTbIBATENW NPOBEPKMU BPEMEHHOM MOAENMH.

- HaxoauTtca nu Bnagenew KapTbl B NPaBUIbHOM MECTOMNONOXEHWW COrMAcHO CUCTEME
MOHWTOPUHIa NocnefoBaTeNlbHOCTH AocTyna?

MpepBapuTenbHoe TpeboBaHue. MOHUTOPUHI NOCNEAOBATENbHOCTM AOCTYMNa BKAOUAETCA
Ha COOTBETCTBYIOLLEM CUUTbIBATENE.

—  [Onsa ueneBow obnact aTOro cunTbiBaTeNns onpeaeneHo MakCUManbHOE YUCNO NUL U 3TO
UKUCNO yXKe AOCTUTHYTO?

—  Ecnv ocyllectBnseTcs MOHUTOPUHI NOoCnenoBaTeNbHOCTM AOCTYNa, BKAoUas 3anpeT
[BOWMHOMO Npoxofa: KapTa CKaHUPYETCHA CUMTbIBATENEM A0 UCTEUEHWUA BPEMEHMU
6NoKMPOBKHK, 3a4aHHOrO CUCTEMOM 3anpeTa AIBOMHOIo npoxoga?

—  Tpebyetca gononHutenbHbi PIN-koa? MpepBaputenbHoe TpeboBaHue. CunTbiBaTeNb
OCHallleH KnaB1aTypon.

—  Ecnv vcnonb3yeTcA ypoBeHb Yrposbl, eCTb N1 y npoduna 6e3onacHoCcTU BnagenbLa KapThbl
ypoBeHb 6e30MacHOCTHU, KOTOPbLIM paBeH Mo KpaHen Mmepe paBeH YPOBHIO Be3omnacHoCTH
CUMTbIBATENA HA 9TOM YPOBHE yrpo3?
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24.1

NMuua

B cne,uyrol.ueﬁ Tabnuue nepeyncneHbol gaHHble, 0To6pa>KaeMb|e Nno yMON4yaHWIO B ANaNOroBblX

okHax INMuua. [1na AManoroBbiX OKOH NpeaycMoTpeHbl TMOKue HacTpoiku. CM. pasaen
HacTpauBaembie nonsa ¢ AaHHbIMU O NepcoHarne.

MouTK BCe nona HeobsAsaTenbHbl. OBA3aTENbHbIE MOMA UETKO NOMEUEHbl NOAYEPKHYTbIMU
MeTKaMM B NoNb30BaTeNbCKOM MHTEpdeNce.

Bknagka Uma nona
3aronoBoK AManoroBoro Nma
OKHa

Uma

damunusa (B HEKOTOPbIX CTpaHax Ha3biBaeTCA AeBUUbEN
damunuen)

MepcoHanbHbIM HOMEP

[ata poxgeHusa

NoeHTudUKaTop COTpyAHMKA (MM TUN NepcoHana)

[Mon

KomnaHuna

LonXHocTb

NQ MaeHTUPUKALMOHHOW KapTbl

Homep a/m

Anpec

MouToBbIA UHOEKC

Ynuua, nom

CTtpaHa, peruoH

[paxkgaHCTBO

KoHTakTHas uHdopmMauma

TenedoH: npou.

TenedoH KOMMNaHuu

®dakc KoMnaHuu

MobuNbHbIN TenedoH

TenedoH

DNeKTpoHHaA nouta

Anpec Beb-cTpaHuLbl

,ﬂOI’IOﬂHVITeI'IbeIe NMUYHblE
OaHHble

OTuecTBO (4ONONHUTENbHOE UMS, UCTIONb3YEMOE BO MHOXECTBe
CTpaH)

MecTo poxaeHua

CemenHOe NonoXeHue

CnyxebHoe ynocTtoBepeHue

NQ ynocTtoBepeHus NUUHOCTH
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24.1.1

[ewcTByeT oo

Poct

[dononHuTenbHble gaHHble | OTtoen

O KOMMaHuM
MecTto

LleHTp 3aTpar

[JomxHOCTb

ConpoBoxgaroLmnin (ackopT)

[MprumnHa nocelleHMnA

3ameuanun

3ameuaHus (MpepocTaBnsaeTcA TEKCTOBOE Norne AnA BBoAa NPYMEUaHui 1
3aMeyaHWM O NnuLe B MPOM3BONbHON hopMme.)

JononHutenbHble 10 onpenenaembix Nonb3oBaTenemM nonen

cBefeHus

Moanuch 3axBart, NOBTOPHasA perucTpauma 1 yganeHue noanucen

OTneuatku nanbues 3axBar, NOBTOpHaA perncrpauus, yaaneHne u nposepka
oTMeyaTKoB NanbleB Kak BMOMETPUUECKOMO YOAOCTOBEPEHUSA
NUUHOCTH.

HasHaueHWe onpeaeneHHbiX OTNeYaTkoB nanbleB Ans
CcoOo0LLEHNA O AENCTBUU MO NMPUHYXKOEHUIO.

Cwm.
—  [lonb3oBartesibCKkue oA 4/1A AaHHbiX nepcoHarna, CtpaHmya 131

napame'rpbl KOHTPONA KapT UNU KOHTPONA 34aHUA

0630p

Ha Bknagke KOHTpONb KapT MOXHO AaTb AepXKaTeNfaM KapT BO3MOXHOCTb akTUBUpPOBaTb 1 uUnu

2 BbIXoJa 00Llero HasHaueHWs KOHTpOnnepa AoCcTyna AnA KapTbl. Takyto BO3MOXXHOCTb MOXHO

Ha3HaAUMUTb Aep)KaTento KapTbl, YCTAaHOBUB h/1aXkoK YnpaBneHue 34aHUEeM B JMafOroBOM OKHe

Nuua. ®naxkun YnpaBneHue 3gaHuem (M1 KoHTponb KapT) — 3To NpeaBapuTenbHO

onpeneneHHble HacTpavMBaeMble NondA, KoTopble oTobpaxkatoTcA Ha Bknaake KoHTponb KapT

nvua No yMOMYaHWIo, OAHaKO MX MOXHO pa3MecTUTb U B APYroM MecTe.

[ns napameTtpa ynpasneHus 34aHMeM CyLLeCTBYEeT [1BE€ OCHOBHbIX 3afaun. Mx onucaHue gaHo

HUXe:

—  HacTpo#Te cdnaxok: NpucBonTe eMy noaxoaALLyo MeTky U (npyv HeobxoaMMoCTH)
pacnonoXxuTe Ha ApYron BKNagKe AManoroBoro okHa lNuua.

—  HasHaubTe yHKLMWIO BbIXOAy KOHTponnepa goctyna AMC 1 ycTaHOBUTE (hnakoK.

MpenBapuTenbHbie TpeboBaHUA
—  Bbixoa KOHTponnepa AocTyna aNnekTPUUEeCKU COeAMHEH C YCTPOWCTBOM, KOTOPOE AOMKHO
OblTb aKTUBUPOBAHO KapTOW.

MyTb K AMANOroBoMy OKHY
- naBHoe MeHto AMS > KoHdourypauua > NMapametpbl > HacTpauBaemblie nonsa > BKNagKka
KoHTponb KapT
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24.1.2

24.1.3

Hactpoiika conaxkkoB

1.
2.
3.

Ha cTpaHuue HacTpauBaemblie nonsa Bbibepute Bknagky Moapo6HO B BepxHel obnacTy.
Hangute dyHkuMio YnpaBneHue 3gaHueM, 1 viv 2, KOTOPYH NNaHUMpPyeTCs UCNoNb30BaTh.
Mepesanuwnte MMA MeTKK (pekomeHayeTcs). Mpru HeODXOAMMOCTH YCTaHOBUTE hNaXKOK Ha
BKNaake, oTnMuHon oT KoHTponb KapT. bonee nogpobHble MHCTPYKLMK CM. B pasaene
MpepaBapUTenbHbIM NPOCMOTP U PefAaKTUPOBaHWE HacTpauBaeMbIX NMONe no ccbifike
HUXKE.

HasHaueHue hyHKUUHU BbIXOOy KOHTpONNepa AocTyna u hnaxky
Cwm. pasgen MapameTtpbl U HacTpouku AMC no cchinke HUXe.

1.

Cwm.

B pepakTope yCTpPOMCTB B fepeBe YCTPOUCTB BbibepuTe KoHTponnep goctyna AMC,
BbIXOQHOW CMIHan KOTOporo TpebyeTcsa UCnonb3oBaTh.

Ha Bknagke Bbixopbl B BepxHen obnactu Bbibepute BbiIXOd, KOTOPbIM HeobxoaMMo
ucnonb3osaThb.

B cpenHem okHe BbixoaHble AaHHble BbibepuTe TMN 25, KOHTponb KapT.

Ha)kmuTe KHOMKY >, uTobbl 106aBUTb BbIXOA B HUXHIOKO 00nacTb.

B HuHel obnacTtu, ctonbel Paramll, Bbibepute MeTKy byHKUMKW yNpaBNeH1A 3aaHuem,
BblOpaHHyto Ha Npeabigylem ware YcraHoBKa hnaXkkos.

CoxpaHuTe IepeBOo YCTPOMCTB.

lMapametpbl u HacTporiku AMC, CtpaHuya 57
[TpeaBapuTeibHbIN MPOCMOTP M PeakTUPOBaHUE HacTpanBaemblx nonaev, CtpaHuya 131

JononHutenbHaa UH(OPMaLUA: perucTpauua onpeneneHHbIX
nonb3oBaTenem CBeOeHuM
MCI'IOFIbSyﬁTe BKnagKy nOﬂOﬂHMTeﬂbHaﬂ qu)opmau,uﬂ ana onpegeneHnAa JONONHUTENbHbIX

nonew, KOTOpble He NpefoCTaB/ieHbl Ha APYrMX BKNagKkax. ECnv [ononHUTenbHble NONA He

onpeaeneHbl, BKNagKa octaeTcs nycrom.

Perucrtpauua nognucem
B cucrteme HeO6XO/J,VIMO NOAKNKUYNTb U HACTPOUTb NMaHeNb 3axXBaTa I'IO,CI,I'IVICGI‘;I OT KOMNaHUn
Signotec onA 3axBarta nognucen. B cnyuae coMmHeHWM obpaTUTeCh K CUCTEMHOMY

afiIMUHUCTPaTOPY.

1.

2.
3.
4

OTkpowTe BKnagky Moanucek.

[nsa perncrpaymm HOBOM MOAMUCHU HAXXKMUTE KHOMKY 3axBaTUTb NOAMMUCH.

OcTaBbTe NOAMWUCH HEMOCPEACTBEHHO HA MAaHENM 3axBaTa C MOMOLLbIO CMeLnanbHOro nepa.
Ha)xmuTe KHOMKY C dhnaXKKoM Ha MaHenu 3axeaTa, utobbl noaTBEpPAUTD.

Tenepb Ha akpaHe oTobpaxkaeTcsa HOBasA MNOAMMUCH (LWeNKHUTE NOAMNUCH, UTODbI YBENUUKUTD
mMacTab).

CBA3aHHble npoueaypbi:

Ha)kmuTe KHOMKy 3axBaTUTb NOgNUCh, UTOObI NepesanucaTb CYLLECTBYHOLLYIO NOAMMCH.
HaxxmMuTe KHOMKY YAanuTb NoAnUcCb, UToObl YAanuTb CYLLECTBYHOLLYIO NMOAMNUCH.
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24.1.4 Perncrpauyusa gaHHbIX oTneuaTKa nanbuya

| Address I Contact I Additional person data I Additional company data I Remarks I Card control I Extra info | Signature | Fingerprints

172.30.11,50 51211 Q

— Y — —
p =) ™ () N
\ 1 b \ / B | /
- - - Enroll fingerprint
Match fingerprint

Delete fingerprint

N Duress fingerprint

Identification mode

() Card only

() Card and fingerprint

Enrol finger ‘Left index finger’

TpeboBaHua

—  [nsa ocyuwectBneHns bMOMETPUUECKOro ynpaBneHua 4OCTYNOM HeEODX0AMMO HACTPOUTb
OAMH UNU HECKONbKO CUMUTbIBATENEN OTNEUATKOB NanbleB.

- BAXHO! 911 cuntbiBaTENW NEPUOAUUECKH MONYUAIOT U XPAHAT AlaHHble KapT U OTNeyaTkoB
nanbLeB C cepBepoB. B KOHEUHOM cueTe pelleHne 0 TOM, Kakhe yueTHble AaHHble byayT
NPUHATbI, ONpeaenaeTcsa napameTpaMmu KOHKpPeTHoro cuutbiBatens. OHW nepeonpenensoT
nobble NapameTpbl, 3afaHHble ANA KOHKPETHOro nuua.

—  Urtobbl cnonb3oBaTtb OTNeYaTky nanbleB B KauecTBe NoATBepP)KAeHUA (MNU anbTepHaTUBbI)
ayTeHTUMMKALMK HAa OCHOBE KapT, BCe BNnadenblbl KapT AOMXKHbl MPOCKaHWPOBaTb CBOU
oTrnevaTku nanbLes.

—  PerucTtpupyemblit nonb3oBaTe/b AOMKEH CTOATb Nepea cuMTbiBaTenemM oTneyaTkoB
nanbLeB, NOAKNIOUEHHbIM K Ballen pabouel cTaHUMK U HACTPOEHHbIM ANA Hee. 3TOT
perncTpaumoHHbIA CUMTbIBaTENb OTNEUATKOB ManbLEeB He AOMNXeH OblTb CUUTbIBATENEM
noctyna.

—  Onepatop obulaeTca HeNoCcpeACTBEHHO C PErnMCTPUPYEMbIM NoNb3oBaTeneM, TO eCTb C
NULLOM, UbM OTMNEYaTKM NanbLEeB AOMKHbI ObiTb 3apPErMCTpUpPOBaHbl Kak DMOMETpUUecKoe
YOOCTOBEPEHWE NMUUHOCTU ANA AocTyna.

—  Bbl HEOAHOKPATHO 03HAKOMMIUCH C TEM, KaK cnefyeT NOMeCTUTb nanew Ha onpeaeneHHbI
cumuTbiBaTeNb, UTOOBI 9P PEKTUBHO 3aXBaTUTb OTNEUATKU ManbleB.

Mpouenypa perucrpauum otTnevarka nanbua gna Aocryna

1. TepenauTte B AMANOroBOe OKHO yrnpaBreHua oTneyatkamu nanbueB: [laHHble 0 nepcoHane
> Muuya > BKknagka:OTneyaTku nanbues Y CoO34anTe UMK HaWAUTe PEerncTpUpyemoro
nonb3oBaTtens B base AaHHbIX.

2. CnpocuTe perucTprpyemMoro nonb3oBaTens, KakoW nanel oH »Xenaet Ucrnonb3osaTb AN
obblyHOrO AOCTyMNa Ha CYUTbIBaTene otneyaTtkoB NnalbLeB.

3. Bbibepute cCOOTBETCTBYIOLLMM NaneL Ha CXeMe pyK.
PesynbTaT: oTneuaTtok nanbla byaet noMeueH BONPOCUTENbHbIM 3HAKOM.

4. HakmuTe KHOMKY 3aperucTtpupoBaTb OTNEUaTOK Nanbua.
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5. TpepnoctaBbTe PerMCTpPUpPyEMOMY NOMb30BaTEN MHCTPYKLMU OTHOCUTENbHO TOrO, Kak
NOMECTUTb narney Ha CUMTbIBaTENb.
MprMep MHCTPYKLMIMA MOXHO NPOCMOTPETb B [MAIOrOBOM OKHE MOJ CXEeMOM pPyK, HO ANnsA
Pa3nUUHbIX TUMOB CUMTbIBaTENEN npoueaypbl MOTyT HEMHOTO OTAMUATbLCA.
6. Ecnu oTneuyaTtok nanbla yCnewHo 3aperucTpMpoBaH, OTKPOETCA OKHO MOATBEPXKAEHUSA.
7. Bbibepute UaeHTU(UKALMOHHDBIN PEXKUM; 3Ta HAaCTPOWKa onpeaenaeT yueTHble AaHHble,
KoTopble OyayT NpoBePATLCA CUUTbIBATENEM OTMEUATKOB NanbLeB NPKW 3anpoce AocTyna.
ObpaTtnTe BHUMaHUe, UTO YKa3aHHbIN PeXUM OeNCTBYET, TONbKO ecnu BbibpaH napameTp
cuuTbiBaTena NpoBepka B 3aBUCUMOCTH OT NULA.
[TapameTpbi:
— TonbKo oTneuyaToK nanbua — WUCMONb3YyeTCA TONbKO CKaHep OTneyaTKkoB NanbueB B
cuuTbiBaTene
—  TonbKo KapTa — WCMNONb3YyeTCA TONbKO CKaHep KapT B CUMTbiBaTene
— Kapra ¥ oTneuatok nanbua — UCMNONb3yOTCA 00a ckaHepa B cuuTbiBaTene.
Pervctprpyembli nonb3oBaTtenb AoMKeH byaeT NnpeacTaBnAaTb U KapTy, U BblIODpaHHbIN
naneu, 4tobbl NONYUUTb AOCTYM.
8. HamuTe KHOMKy B (CoxpaHuTb), UTOObI COXPaHUTb OTNEeYaToK NanbLla 1
MOEHTUMDUKALNOHHBIN PEXUM ANA PEFUCTPUPYEMOrO NoNb30oBaTeNs.
3ameuaHue!

MapameTpbl cunTbiBaTENA NEPE3aNUCbiBaOT HACTPOMKK MONb30BaTeNA
Obpartnte BHUMaHUE, UTO UAEHTU(PUKALMOHHDBIN PEXMM, BblIOpaHHbIWM B AUANOrOBOM OKHe

oTneyaTtkoB nanbLUeEB, 6y/:|,eT pa60TaTb TONMbKO B TOM Cny4yae, eClih CaM CUUTbIBATENb OTNEeYaTKoB

nanbues MmeeT napameTp MpoBepka B 3aBUCMMOCTH OT ML B peflakTope YyCTponcTe. B

cnyyae COMHeHW obpaTuTecb K CUCTEMHOMY afiMMHUCTPATOPY.

Mpoueaypa perucTpauum oTneyarka nanbua AnNA coobLeHna o 4eHCTBUU MO NPUHYXKAEHUIO
MNMpepBapuTenbHble TpeboBaHuUA.

CuuTbiBaTENM OTMEYATKOB NanbLeB MOTYT OTNPaBNATb CUIHaMbl AN cOobLleHus o
[EeNCTBUU NO MPUHYXKOEHUIO TONbKO B TOM Cllyyae, eCliM OHW HacTPOEeHbl B peaakTope
YCTPOWCTB Ha BKNafKe

CeTb U pexxuMbl paboTbl > LLIabnoHbl Ha cepBepe > KapTa U oTneyaToK nanbua.

Mo KparHel mepe OOMH OTNeyaToK nasnblia PErMCTPMPYEMOTO NMONMb30BaTeNA Y>Ke YCneLwHo
3aperncTpMpoBaH U CoOXpaHeH.

CuuTbiBaTENb OTNEUATKOB NanblieB paboTaeT B OHNAWH-peXxxMMe. B aBTOHOMHOM pexume
CUMTbIBaTENb, KOHEUHO, HE CMOXET OTMNPaBWUTb B CUCTEMY CUTHan OEWCTBUA MO
NPUHYXOEHUIO.

MonpocuTe perucTpupyemMoro nonb3oBaTtens BbiOpaTb nanew, KOTOPbIA OH XXenaeT
MCnonb3oBaTh AN COOOLIEHUA O AENCTBUM MO NPUHYXKAEHMIO, TO eCTb B Cllyuae, Koraa oH
BbIHY>KOEH MCMOMNb30BaTbh CUUTbIBATENb OTNEUYATKOB NanbLes nog AaBneHnemM
NMOCTOPOHHEro Nnuua.

MoBTOpWTe Npoleaypy perncTpauuu otrneyaTka nanbua, ONMCaHHyo Bbille, A8 3TOro
nanbua.

Mocne ycnewHon perucrTpalmm BTOporo otrneyarka nanbla BolbepuTe ero Ha cxeme pyK u
HaXXMWUTe KHOMKY Manew, No NPUHY)KAEHMUIO.

YKasaHHbIW Nanewy no NpuHyXaeHWto byaeT nomMeueH BOCKIMLATENbHBIM 3HAKOM Ha CXeme
PYK.
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Ecnu Bnocneactsuu perucTpupyemMbli Nonb3oBartenb NPUNOXUT K CUMTbIBATENO nanel,
3aperncTpupoBaHHbIM ANA CUrHana o AeWCTBMU NO NPUHYKOEHUIO, U CUMTbIBaTENb He byaeT
Haxo[4WUTbCA B aBTOHOMHOM PEXWMe, CUCTEMA OTMPABUT CUrHAN O AEMCTBUU MO NPUHYXKAEHUIO
oneparopy C NOMOLLbIO BCM/bIBAOLLErO OKHA.

Mpoueaypa TeCTUPOBAHUA COXPAHEHHbIX OTNEUYaTKOB NanbLueB

1. Ha cxeme pyk BblbepuTe OTneuaTok nanbla, KoTopbl TpebyeTca NpoTecTUpoBaTh.

2. TlonpocuTe perucTpmMpyemMoro nonb3oBaTtensa NOMECTUTb Nanew Ha CUMTbiBaTeNb.

3. Haxmunte KHONKYy ConocTtaBUTb OTNEYaToOK nanbua.
PesynbTaT: OTKpOeTCA BCM/biBatowee OKHO C NMOATBEPKAEHUEM TOrO, COOTBETCTBYET /U
COXPaHEeHHbIN oTrneuaTok nanbla nanbly Ha cuuTbiBatene. Obpartute BHUMAHUE, UTO 3Ty
npouenypy MoxeT notTpeboBaTbCA NOBTOPUTL ANA CHUXKEHUA BEPOATHOCTU NOXKHOM
TPeBOTH.

Mpoueaypa yaaneHUA COXpaHEHHbIX OTNEeYaTKOB Nanbues

1. Ha cxeMme pyk BbibepuTe oTneuatok nanbla, KOTopbIM TpebyeTca yaanuTb.
2. HaxmuTe KHOMKy YAanuTb oTnevyaTokK nanbua.

3. logoxauTe noaTBEPXXAEHUA yaaneHus.

24.2 KomnaHuu

- [aHHOe AManoroBoe OKHO MO3BONAET CO34aBaTh HOBbIE 3AMWCKU O KOMMNAHUSAX, A TaKXKe
M3MEHATb UMW YAANATb CyLLeCcTBYOLWWe AaHHble O KOMMaHUAX.

- HeobxoauMmo BBeCTV Ha3BaHWe U KpaTKoe HauMeHoBaHWe KoMMaHuu. KpaTkoe
HauMeHOBaHWe JOMKHO OblTb YHUKANbHbLIM.

- Ecnu ykasaTb KOMNaHUIO B AManoroBoM okHe Iuua ctporo obAsatenbHo, TO Npexae uem
MbITaTbCA CO3AaTb 3anNucK nepcoHana Ans 3ToM KOMMaHWW, co3haiTe B 4MANoroBOM OKHe
3Ty KOMMaHMUI0.

-  KomnaHWW HEBO3MOXHO YAANWUTb U3 CUCTEMbI, €CNIKU UM Ha3HaueHbl kKakue-nnbo 3anucu
nepcoHana.

24.3 KapTtbl: co3gaHue U Ha3HauYeHUe YUETHbIX AaHHbIX U
aBTOpU3au UM

Lle}'lb 3TOro ANANoroBoro oOkKHa — Ha3HauaTb KapThbl, aBTOpPU3aUuUMU Agoctyna 1U/in nakeTbl
aBTOpVI3aLI,VI17I Ha OOCTyMn, Ha3blBaeMble npodmnu AocTtyna, 3arnncAm O nepcoHane.
ABTOpVISaLI,I/II/I Ha AOCTyn " I'IpOCbVIJ'IM Ha3Ha4yakrTCA Nnuam, a He KaptaMm.

HoBble KapTbl, HA3HaUYEHHble YeNOBEKY, MOMyyaroT aBTOPU3aLUK Ha LOCTYM, KOTOPbIEe yXKe
Ha3Hay€eHbl 3TOMY nuuy.

MpumeuaHue. Ucnonb3oBaHue npodunei gocryna ana o6beaUHEeHUA aBTOPU3aLUHA

[Ons equHoobpasuna 1 ynobcTBa aBTopM3aL MM Ha AOCTYN He Ha3HAuakTCA MO OTAENbHOCTH, a,
KaK npaBuno, obbeamMHAOTCA B npodhunu focTyna v HasdHavalroTca TakuM obpasom.

— [naBHOe MeHI0: > CUcTeMHble gaHHble > Mpodunu goctyna

Cnucok Kapt

B nnanoroBom okHe «KapTbl» oToOpaXaeTcA CNUCOK KapT, NpUHaanexalux BbiopaHHOMY nuuy.
B cnucke ykasaHbl, cpegu npouunx, cnegyrouime atpuoyThbl.

—  Twvn Mcnonb3oBaHWA KapThbl.

2021-12]4.0.0.1 | Software manual Bosch Security Systems



Access Management System Co3faHue JaHHbIX MepcoHana v ynpaeneHue umu | ru 191

—  ®nar, yKka3blBaloLMIA MOXHO N UCNONb30BaTb KapTy AN1A HACTPOEHHOW aBTOHOMHOW
CUCTEMBI.

—  CBeneHus o ToM, 3abnokMpoBaHa Ny KapTa B pe3yfnbTaTe MHOFOKPATHOrO UCMONb30BaHUA
HeBepHbIX PIN-kogoB. 3TO coCcTOAHUE BblaeneHo ocobbiM obpasom.

— [aTa co3gaHuA KapThbl.

— [laTa oKOHUaHuA cpoka AencTBusA (Oata cbopa) KapThbl.
MpumeuaHue. Ecnun ucnonb3yetTcs MOTOPU30BAHHbBIM CUMTbIBATENb Kap, OH MOXET
(PU3NUECKU yaep KaTb KapTy C UCTEKLLIMM CPOKOM AencTBMA. B NnpoTMBHOM cnyuae KapTa
NMPOCTO CTaHOBWUTCA HEAEeNCTBUTENbHOM.

— [aTa nocnefgHeM neuatu KapTbl M KOMMUECTBO HamneyaTaHHbIX KapT.

—  CBefeHuA o AaHHbIX Koaa.

MNapameTp YnpaBnaetca rnobanbHo

[aHHble WL, ANA KOTOPbIX YCTaHOBMNEH Naxok YnpaBnaeTcA rnobanbHo (hnaxxok pagom c

pamkow gna goTtorpadmm), MOryT U3MEHUTb TONbKO OnNepaTopbl C AOMONHUTENbHbIM MPaBOM

Ob6wui agMUHUCTPaTOP.

Onepatopam 6e3 aToro npasa cnegytolime AaHHble AOCTYMHbI TONbKO ANA UTEHUA:

—  Bce gaHHble B AManorosom okHe Jluua 3a UCKNoUeHMeM BKNaAoK 3aMeuaHus,
JononHuTenbHble CBeAEHUA W HacTpanBaeMbIX NOneu.

—  Bce paHHble B ananoroBom okHe Kaprbl.

- Bce paHHble B granorosom okHe PIN-koa.

MpaBo NMobGanbHbI# aAMUHUCTPATOP MOXHO Ha3HAUUTb C MOMOLLbIO CreaytoLero dpnaxka:
— ['naBHoe meHto: KoHdmurypauua > Onepatopbl U pabouune craHuuu > MNMpaea
nonb3oBaTena > NNob6anbHbIK aAMUHUCTPATOP.

24.3.1 HasHaueHue KapT nuuam

BBepeHue

Y BCex nuu, AOCTYN KOTOPbIX KOHTPONUPYETCA, AOMKHA DbiTb KapTa UMW APYron aNeKTPOHHbIN
MOEHTUUKATOP, HA3HAUEHHbIV AepKaTento KapTbl B ANANOroBOM okHe KapTbl.

Homepa KapT MOryT Ha3HauaTbCA BPYUHYIO UK C MOMOLLbIO PErMCTPALMOHHOTO CUUTbIBATENA.

MyTb K AMANOroBOMY OKHY
[‘naBHOe MeHto > [laHHble 0 nepcoHane > Kaptbl

MpepBapuTenbHble TpeboBaHUA
—  Bbl 3arpysunu 3anucb nepcoHana, Kotopas AO/MKHa NOMy4YnTb KapTy B 3arofioBKe
Aunanorosoro okHa Kaprbi.

PyuHoW BBOA, AaHHbIX KapTbl

Ha)xmuTe KHONKy 3aperucrpupoBaTb KapTy, UToObl Ha3HaUMTb MAEHTUPUKALMOHHYIO KapTy
nuuy. Otobpasntca macka agManoroBoro okHa UpeHTudukarop sanucu. Otobpasntca ogHO M3
[BYX OManoroBbiXx OKOH BBOAA B 3aBUCMMOCTHM OT TUMA KapThl, a TAKKe UCMONb3yeMbiX
KOHTPO/NNEPOB U CUUTbIBATENEN.

Bosch Security Systems Software manual 2021-1214.0.0.1 |



192 ru | CospgaHuve gaHHbIX NepcoHana v ynpaeneHue UMu Access Management System
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Customer code: | gnonm

Country code: |nn

ok Cancel ok LCancel

BpyuHyto BBeaUTE HOMEP, YKa3aHHbIM Ha MOEHTUMUKALMOHHOM KapTe. HegocTatowmMe 3Haku
HOMEepOB KapT aBTOMAaTUUECKWU 3aMEHAIOTCA HYNAMM, UTOObI ANMHA HOMepa Bcerga cocTaBnana
12 umdp. B HeKkoTopbIx cUCTeMax B criyuae notepu MAeHTUUKALMOHHOM KapTbl HOBblE HOMEpPaA
KapTbl MOEHTUDMKALMK He BblhatoTca. BMecTo aToro BbigaeTca TOT e HoMep
MOEHTUDPUKALMOHHOW KapTbl, HO C Honee BbICOKMM HOMepPOM Bepcuu. Ko CTpaHbl U Kog,
KNMWeHTa NpeaocTaBnATCcA npoussoauTenem. Mx HeobxoaMmo BBECTU B dpaie perucrpatmu
CUCTEMBI.

Ecnv HoMep KapTbl elle He UCNOMNb3YeTCA B CUCTEME, OH Ha3HaYaeTcA ATOMY Nuuy.
OT0bpasunTca BCNNbiBatoLLee OKHO C NOATBEPXKAEHMEM YCMELIHOrO Ha3HaYeHuA.

Ucnonb3oBaHMe perncTpaLMoOHHOro CUUTbiBaTeNA

MpepBapuTenbHoe TpeboBaHue

—  Ha paboue# cTaHUMKW HACTPOEH PErMCTPaLMOHHbBIM CUMUTbIBATENb.

MopAapok perucTpauuu

1. HaxmuTe KHOMKy 2 crnpaBa OT KHOMKW 3aperucTtpupoBaTb KapTy, utobbl BbIOpaThb
HACTPOEHHbIM PETrMCTPALUOHHbBIM CUUTbIBATENb.

- Obpartute BHUMaHWeE, UTO ANA M3MeHeHUA BbiIbopa PerncTpalMoHHOro cunTbiBaTens
HeobxoAMMO BOMTH B AUCHeTUep AnanoroBbix OkKoH AMS ¢ npaBaMu agMUHKUCTpaTopa.

2. HaxmwuTte KHOMKy 3anucaTtb KapTy U CefyrTe MHCTPYKLMAM Ha 3KpaHe.

3. B 3aBWCMMOCTHM OT TMMNa CUMTbIBATENA TENEPb MOXXHO BBECTU CBEAEHMA O KapTe B
OManoroBOM OKHe WK CuMTaTb AaHHble C KapTbl C MOMOLLbIO CUMTbIBATENA.

MopAanoK CMeHbl KapT

1. BbibepuTe KapTy M3 cnucka.

2.  HaxmwuTe KHOMKy U3MeHHUTb KapTy.

3. Bo BcnnbiBawoLleM OKHe

—  Bbibepute 3ameHUTb KapTy, ecnv opurnHan 6e3Bo3BpaTHO YTEPAH UMK MOBPEXAEH.

— Bbibepute BpemeHHasa KapTa, ecniv opurMHan 6bin 3abbiT (ocTaBneH goma) u Tpebyetcn
BpeMeHHas 3ameHa.
-  BBepguTe cpok AenCcTBUA BPEMEHHOM KapThl.
—  BbibepuTe, cnegyeT nu OTKNHOUWTbL BCE OCTalbHble KapThl.
—  BbibepuTe, cnegyeT N1 CHOBA aKTUBUPOBATb OPUTMHANbHbBIE KapTbl aBTOMATUUECKK MO

UCTEUEHWU CPOKA AENCTBUA BPEMEHHOW KapTbl.
4. Haxmunte OK ana coxpaHeHwus.

YpaneHue Kapt
1. BbibepuTe KapTy M3 cnucka.
2.  HaxmuTe KHoMKy YaanuTb KapTy, uToObl yoanuMTb Ha3HaueHue nuia Kapre.
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Mpumeuanue. [Npun yoaneHunu nocnegHem KapTbl gep>xXatenAa KapT COCTOAHUE AepXXaTenAa KapTbl
MEHAETCA Ha He 3aperucTpupoBaHoO (KpaCHaH MeTKa pPALOM C 3anucbio 3aperucTpupoBaHoO B
CTpOKe COCTOHHVIFl). Ha ato nuuo bonee He PacnpoCTpaHAETCA KOHTPONb AO0CTyMna.

24.3.2 MeuaTb 63UAXKeEN

MpepBapuTenbHble TpeboBaHUA
— B cucTeMe yxxe 0onXKHa CyLecTBOBaTb 3aMnCb COTPYAHWKA ANA HOBOro AepXartens KapTbl.
—  Pabouan cTaHuUMA CO cneayroWwMM NOAKNOUYEHHbIM obopyaoBaHueM (Kak npasunio, no
USB):
—  [puHTep Ganaxen
- Kamepa ansa co3gaHuA MAEHTUDUKALMOHHbBIX dhoTorpadum

Mpouenypa
MyTb K AMANOroBOMY OKHY
KnueHt AMS: laHHble 0 nepcoHane > Meuatb Gergxen
1. 3arpyauTe 3anucb o nepcoHane, AnA KOTOPOK TpebyeTcA HamneuataTb KapTy.
2. B packpbiBalowemMcsa meHtio MakeT BblbepuTe TpebyeMblM MaKeT KapTbl U3 COXPaHEHHbIX
MaKeToB.
3. CpenanTte MOEHTUPUKALMOHHYO PoTorpaduo ogHUM M3 CredyroLmnX cnocoboB:
-  Ha)MuTe KHOMKy 3axBaTUTb W BblibepuTe Tpebyemyto KamMepy B CNUCKe
NOAKMIOUEHHbIX Kamep.
- Haxmute kHONKy UMnopT n3obpa)keHua 1 C MoOMOLLbIo paMKKW 00pe3Kku Bbibepute
yacTb poTorpadmu 4nA nevaty Ha KaprTe.
4. HaxwmuTe MpepBapuTenbHbli NPOCMOTP, UTOObLI YOeauTbes, uto Ha bengke byayT
oTobpaXkaTbCA NpaBUNbHble AaHHble C MPaBUIbHbIM MaKETOM.
5.  Haxmute Meuatb onA neuatn bengxa.

Moppep)xuBaemblie Kamepbl
Bce yctponctBa USB, KoTopbie pacno3HatoTcA onepaumoHHOM CUCTEMOM KaK Kamepa.

24.3.3 Bknapka «ABTOpU3aLuu»

HasHaueHue aBTOpM3aLUi, 0ObeaUHEHHDbIX B BUAe npodunen gocryna

Cambl yOoOHbIM 1 TMOKUI cnocob HasHauaTb aBTOPU3aLMK BnagenbLam KapT — obbeauHATb UX

cHavana B Npodunu A0oCTyna, a 3aTeM HasHauaTb UM NpPodunb.

—  WHcTpyKuMK no cosgaHuto npodunen goctyna cm. B pasaene CosgaHue npoguner
Aaoctyna, CrpaHuya 183

—  YT10Obl Ha3HaUMTb NPOMUIb AOCTyNa 3TOMY Bnafdenblly KapTbl, BbilbepuTe onpeaeneHHbIin
npodunb U3 cnucka Mpodunb goctyna.

HenocpepncrBeHHOe Ha3HaAuUeHUEe aBTOPM3aLMKA Ha JoCTyn

Ha Bknagke ABTopu3auuu:

Bce aBTOpM3auuMmK Ha OOCTYM, KOTOPbIE YXKe HasHaueHbl N1Ly, oTobpakatoTcA B CNUCKe crneBa.
Bce aBTOpM3auuMK Ha [OCTYM, KOTOpble AOCTYMHbI ANA HadHaueHusA, oTobpaxkatoTcs B CNUCKe
cnpasa.

Bbibepute anemMeHTbl, a 3aTEM HAXKMUTE KHOMKKW MeXay CrMCcKamu, uTobbl NnepeMecTuTb
3NEeMEHTbl U3 OQHOro CMUCKa B APYroMn.
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A o
J Ha3HauyaeT BblAENNEHHbIN 3NTEMEHT.

>
;I OTMeHAeT Ha3HaueHWe BblAeNeHHOro afieMeHTa.

——_1 Ha3HayaeT BCe AOCTYyMNHble 3TEMEHTbI.

——J1 OTMEHAET Ha3HaUYeHNe BCEX HA3HAUEHHbIX 3/TEMEHTOB.

MNMapameTp: CoxpaHeHUe Ha3HaueHHbIX aBTOPU3aLUi

PesynbTaT HasHaueHWs NpPogUNA AOCTyNna NuLy 3aBUCUT OT hnaxkka CoxpaHeHUe Ha3HAUYEeHHbIX

aBTOpPU3aLUK:

—  Ecnv cdnaxok He yCTaHOBNEH, TO NPW Ha3dHaueHWW Npoduna gocTyna ntobom caenaHHbI o
3TOro BbIbOp M Ntobble y>ke Ha3HaUeHHble aBTOPU3aLMKM AOCTyNa 3aMeLlaloTCA.

—  Ecnu cbnaxok yctaHoBneH, aBTopu3aumu BblbpaHHOro npoduna aobaBnaoTca K paHee
Ha3HaUeHHbIM aBTOPMU3aALUAM.

OrpaHUueHue CPOKOB aBTOpU3aLUii

Mcnonb3yinTe nons aat JleWcTBUTENbHO C: 1 [leWCTBUTENbHO [0:, UTOObl OrpaHMUMTb BpeMsA
Hauana U OKOHUaHWA OeNCTBUA aBTOpM3aLMen U Npodunen. ECNu HUKaKne 3HaueHusa He
3adaHbl, aBTOPU3aLIMK BCTYNaKT B CUMY HEMeANleHHO U IeMCTBYIOT BeCcCpoUHo.

HaxkmuTe J UTOObI OTKPbITh AKANOroBOE OKHO W 3aAaTb MPOAOMKUTENbHON OTAENbHbIX
aBTOpPM3aLUN.

OTobpaXkeHue BXOAOB aBTOPU3aLUHM

LLlenKkHMTe NpaBoOl KHOMKOMW MbllIKX aBTOPMU3aL Mo B MOOOM cnincke, UTobbl 0TOBPa3UTb CMMCOK
OTHOCALLMXCA K HEW BXOLOB.

24.3.4 Bknagka Apyrux AaHHbIX: MCKNIOUYEHUA U CneuUanbHble paspeLlueHun

HasHaueHue BpemMeHHOW mMogenu

B none Bbibopa BpemeHHaa Mopaenb yKaXkute exxefHeBHble Uachl JOMyCcKa gepxartens KapTbl,
TO eCTb Nepuoabl BpeMeHHU, Koraa aeprkaTenb KapTbl OyaeT MMeTb AOCTYN Mo CBOEMy
YOOCTOBEPEHUIO MUUHOCTH.

UcknioueHue nNUy U3 cnyyamnHoro AocmoTpa
YcraHoBUTe chnaxkok UcknioueHo U3 cnyuyaWHoro JOCMoTpa, UToObl UCKMOUUTD NUL U3
CNyyarlHOro 4OCMOTpa Ha BXOAE M BbiXode.

UcknioueHue nuy u3 nposepok PIN-kopa
YcraHoBuUTe chnaxkok OTknouutb npoBepkKy PIN-koaa, utobbl AepkaTenam KapT He
npuxoaunocb BBoauTb PIN-koabl B cunTtbiBaTeny PIN-kogoB B Hepabouee Bpewms.

3ameuaHue!

MckntoueHue M3 nposepok PIN-Koga BNUAET Ha BCHO CUCTEMY.

Hanpumep, nockonbky PIN-KoAbl 3TUX NUL HE NPOBEPAKOTCA, OHU TaKXKe HE MOTYT BKOUUTb
MNK OTKIOUMTb CUIFHANM3aLMo Ha npoxoaax Ana moaenuv asepen 10.
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24.3.5

YBenunueHne BpeMeHHU OTKPbITUA ABepei

YcTaHOBUTE hrnaxkok PacluMpeHHoe BpeMA OTKPbITUA ABepMU, uTobbl yBeNUUUTbL Bpema (no
yMOnuaHuio B 3 pasa), HeobxoanMoe nuuam ¢ OrpaHMUeHHbIMW BO3MOXHOCTAMM ANA Npoxoaa,
npexae Yem aKTMBUpPYeTCA COCTOAHWE [iBepb OTKPbITa CMIULLIKOM AONTO.

MpumeuaHue. KoahpULUMEHT paclLMpPEHMUA MO YMONUAHMUIO MOXHO cbpocuTb B cBoncTBax MAC
B pefaKTope YCTPOMUCTB.

Bbibepute O6LIMe HAacTPOHKKM AocTyna > BpemeHHoW chakTop AnA nuy ¢

OrpaHUUYeHHbIMU (PU3UUYECKUMU BO3MOXKHOCTAMM.

MOHMTOPUHI MapLipyTa

MapwpyT natpynupoBaHua 1iv Maplpyt — 370 ueTkas nocnenoBaTeNnbHOCTb CUUTbIBATENEN,
onpeneneHHasa B MeHio MOHUTOPUHI MapLuipyTa > Manorosoe okHo OnpeaenuTb MapLIPYTbl
B KNUEHTE.

UToObl Ha3HaUMTb MapLLPYT AepKaTento KapTbl, yCTaHOBUTE hnaxkok MOHUTOPUHI MapLipyTa 1
BblOepuUTe onpeadeneHHbli MapLLPYT B packpbiBatolleMca cnucke. Ecnu mappyTbl He
onpeaeneHbl, naxxok bygeT HeaKTUBEH.

Ecnv MapuwpyTt Ha3HaueH geprkaTento KapTbl, OH aKTUBUPYETCA, KaK TONbKO AepKaTenb KapThbl
CKaHWpYyeT KapTy B NepBOM CUMTbIBaTeNe B NoCneaoBaTenbHOCTH. [locne aToro Bce
CUMTbIBaTENM B NOCNeaoBaTeNnbHOCTM AOMKHbI MCMNONb30BaTbCA B ONpeaeneHHoOM nopaake,
noka He bynet 3aBeplueH MapwpyT. OGbIUHO 3TO NPUMEHSETCA, Koraa Heobxoaumo
peann3oBaTb CTPOryr nocnenoBaTe/ibHOCTb A0CTyMNa B UNCTbIX MPOMbILWNEHHbIX CpefaXx, 30Hax C
KOHTPONEM FMrMeHbl UMY 30HaxX NoBbILEHHON 6e3onacHOCTH.

PaspeweHue Ha pa3bnokupoBKy aABepen
YcTaHoBUTE 3TOT (hriaXkoK, UToObl MO3BONUTL AepXKaTento KapTbl pa3bnokMpoBaTb ABEPH Ha
ONUTENbHbIW Nepuoa BpemeHu (cm. pasaen OcUCHbBIN pexum).

Cm.
- ABTOpM3aumnA nnL 4719 HACTPOUKHU ochbucHOro pexuma, CtpaHuya 195

ABTOpM3auUMUA NUL ANA HACTPONKU OPUCHOro pexuma

BBepeHue

TepMUH «OOUCHBIN PEXMM» OMUCBIBAET NPUOCTAHOBKY YNpaBneHWsa AOCTYNOM Ha BXoae B
pabouee Bpemsa. Bxon He BnokupyeTcA B TeueHWe 3TOro nepuoaa BpemMeHu, obecneunsasn
becnpenATCTBEHHbINM 00OLWEeCTBEHHbIM AOCTYN. B Apyroe BpemA npuMeHseTCA OObIUHbIM pPeXUM,
TO €CTb AOCTYN NPefoCTaBNAETCA TONbKO NMLAM, KOTOPble MOAHOCAT AENUCTBUTENbHbIE
MAEHTUDUKATOPbI K CUMTBIBATEN!O.

OMUCHbBIN peXxum ABNAETCA CTaHAAPTHbLIM ANA KOMMNAHWA PO3HUUHOW TOProB/u,
obpazoBatenbHbIX U MEAULMHCKUX YUPEKOAEHWUN.

TpeboBaHun

UT00Obl OhUCHBIN pexxnum paboTan, 4OMKHbI ObiTb cobntofgeHbl cneaytolmne TpedboBaHUA:

B koHdurypauuu (nepeBo ycTponcrs)

-  HeobxoguMmo paspellnTb NPOAOMKUTENbHbIE Nepnoabl Pa3bNOKUPOBKK ANA OAHOTO UMK
HECKONbKWX BXOAOB.

-  Heobxoaumo vcnonb3oBaTtb XoTA Obl OAWH CUMTBIBATENb C KNaBUATYpOM Ha BXOAe.

B knueHTe (aManorosbie okHa «Ioau»)
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-  HeobxoauMo npegoctaBUTb BOSMOXHOCTb BKOUATb M OTKNOUATb OPUCHBIN PEXUM Ha
BXO[€E OQHOMY MK HECKONbKWUM BnafenblamM KapT.

— WX KapTbl LOMXHbI ObITb AENCTBUTENBHBIMU M paspeluatb AOCTYN Ha BXOA B Hepabouee
Bpems.

Mpouenypbl ANA aBTOpPM3aLUKU NUL, CMOCOOHbIX 3a4aTb O(OUCHBIA PEXUM

Mpoueaypbl ANA oTAENbHbIX AepXKaTenen Kapt

1. Tepenaute B pa3gen: [laHHble o nepcoHane > Kaptbl > Bknaaka:pyrue gaHHble U
co3ganTe UK HanauTe BbIbDpaHHOro AepXaTens KapTbl B 0a3e faHHbIX.

2.  YcrtaHoBuWTe hnaxok Pa3pelueHne Ha pa3bnokMpoBKy ABepei.

A

3. HakmuTe KHOMKy ¢ u3obpakeHnem OUCKeTbl , UTOObI COXPaHWTb AaHHble O
BnagenbLe KapTbl.

Mpoueaypa ANA rpynn gep)xatenen Kapt

1. epenauTe B pasaen: [laHHble 0 nepcoHane > Fpynnbl MWL U UCMONb3YNTE KPUTEPUU
dunbTpauumn ANA Co3naHua CNMcKa AepiKaTenen KapT B OKHe CrucKa.

2. B packpbiBatoliemca cnucke Mone ana uameHeHus BoibeprTe PasbnokupoBaTb ABepH

YcTaHoBUTE hnaxkok PasbnokupoBaTb ABepu.

w

4. Haxmute KHonky NMPUMeHUTb UBMEeHEeHUA, UToObl COXPaHWUTL faHHble O Aep)KaTtene KapT.

UHCTpYKUMU geprKaTento KapTbl 0 TOM, KaK 3anyCTUTb U OCTAHOBUTb OCDUCHDbIW PEXUM

[nA 3anycka UnvM oCTaHOBKM ODMCHOIO peXkMma Ha BXOe AeprKaTenb KapTbl AOMKEH HaXaTb
uMdpy 3Ha KnaBuaType U 3aTemM NOAHECTU K CUMTbIBATENIO KapTy C ocobol aBTopU3aLUen.

Bxop ocTaeTcs OTKpPbITbIM, MOKa aBTOPU30BaHHbIW Aep)KaTenb KapTbl HE HAXKMET 3 M CHOBa
npeobABUT KapTy.

ObpaTtuTe BHUMaHWe, UTO C MOMOLLbIO KapTbl OXPaHHUKA MOXHO TakUM ke 0b6pasoM OCTaHOBUTb
OMUCHbBIN pPeXxnum 6e3 cneLnanbHOro paspeLleHus.

3ameuaHue!

OMUCHDBIM PEXUM M NapamMeTpbl YCTPOMUCTB ANA ABEPHU

OdMcHBIN pexnm nepeonpenenseT napametp Pa3bnokupoBaTb ABepb Ha BKNaAKe
MapameTpbl ABEPU B pefaKTope YCTPOWCTB, paspellas Toibko 0 = HOpManbHbIW peXxum u 1 =
pa3bnokupoBaHo.

24.3.6

Bknagka Smartintego

Cucrtembl 6nokupoBku Smartintego

BBepeHue

CuuTbiBaTeNnb KapT Smartintego cHauana nbiTaeTca paspeLnTb AOCTYN Uepe3 OCHOBHYHO
CUCTeMY KOHTponaA goctyna. B cnyuae cbos noakntoueHUsa cuctema ULLET HOMEP KapTbl B
COXpaHeHHOM benom cnucke.
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Present
valid card

Access request sent
to AC system

Card
author-
ized?

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

ABTOpM3aLMK OoCTyNa K cucTteMe BNoKUpoBKKM Smartintego HazHaualoTCA B LIENIOM TaK e, KaK
nobble Apyrue aBTOpMU3aL MM AOCTyna.

TpeboBaHusa

-  Cucrtema bnokupoBkM SimonsVoss Smartintego HacTpanBaeTca B pamKax Ballen CUCTeMb
ynpaBneHusa octynom. CM. MHCTPYKUMK B PYKOBOLCTBE MO KOHMUTypaLuu.

—  [epxaTenu KapT AoMKHbl ncnonb3oBaTb kapTbl MIFARE Classic unu MIFARE Desfire.
Smartintego ucnonb3yeTt cepuiHbii HoMmep KapTbl (CSN).

Mpoueaypa HazHaueHUnA
Huyke onucaHo, Kak 4o0aBUTb HOMeP KapTbl B Benbii cnncok Smartintego B AononHeHue K
nobbIM APYrMM aBTOPMU3aLMUAM, Y)Ke Ha3HAUEHHbIM Uepe3 OCHOBHYIO CUCTEMY YNpaBrieHus
LOCTYMNoM.
Benble CNMCKKW XpaHATCA NMOKanbHO Ha ABepAx Smartintego, noaTomMy cuuTbiBaTenb MOXeT
npenocTaBuTb AOCTYN ANA HaxoAAlWMUxcsa B benom cnucke HOMeEpPOB KapT Aaxke B TOM cryvae,
ecnu nogkntoueHne K MAC HapyLleHo.
HobaBneHuns v yonaneHus KapT U3 Benbix CMUMCKOB NepeaaroTca Ha cuuTbiBaTenu Smartintego
cpasy nocrie COXpaHeHUA AaHHbIX AepXXaTena KapTbl NPU HaTMUUKU NOAKNOUEHUA.
1. B rnaBHoM MeHto knueHTa AMS HaxxmuTe [laHHble 0 nepcoHane > KapTbl.
2 BbibepuTe nuuo, KOTOpOe NoNyuuT aBTopu3auunm Smartintego
3. lepenaute Ha BkNagky Smartintego.
4. BbINONHWUTE Ha3HaueHuA:

—  Bce aBTOpM3aunu Ha JOCTYM, KOTOPbIE y>Ke Ha3HaueHbl NnuLy, oTobpaxatTca B CMUCKe

cnesa.

Bosch Security Systems

Software manual 2021-12 | 4.0.0.1 |



198 ru | CospgaHuve gaHHbIX NepcoHana v ynpaeneHue UMu Access Management System

24.3.7

24.4

—  Bce aBTOpM3aunu Ha [OCTYM, KOTOpble AOCTYMNHbI AN Ha3HaueHus, oTobpaxaroTca B
CNWCKe crnpasa.
BbibepuTe aneMeHTbl, a 3aTeM HaXXMUTE KHOMKK MeXay CMUCKamu, UToObl NnepemMecTuTb
3NeMEHTbl U3 OAHOMO CMUCKa B APYron.

4 -
J Ha3HayaeT BblAeNeHHbIN 3NEeMEHT.

=
;I OTMEeHAET Ha3HaueHWe BblAENEHHOIo afIieMeHTa.

—J Ha3Ha4aeT BCe AOCTYyMNHblEe 3TEMEHTbI.

—J OTMEHAET Ha3Ha4YeHne BCeX Ha3HaAUYEeHHbIX 31EMEHTOB.

Co3aaHue KapTbl ANA npeaynpexaeHua ob yrpose
B sTom pasgene onucaHa npoleaypa co3gaHusa KapTbl AnA npeaynpexaeHus ob yrpose,
KOTOPYIO MOXHO MCMONb30BaTh AN1A aKTUBALMUKU YPOBHSA Yrpos3bl.

BBepneHue

KapTta ana npeagynpexneHunsa ob yrpose — 370 KapTa, KOTOpas akTUBUPYET onpeaeneHHbin
YPOBEHb Yrpo3bl NPU NpeabABNeHUN Ha CUMUTbiBaTeNe. YPOBEHb YrpO3bl HENMb3f OTMEHUTb C
NMOMOLLIbIO KapTbl ANA NpeaynpexaeHus ob yrpo3e, 3To MOXHO cAenaTb TONbKO B MPOrpaMmMHOM
obecneueHnun onAa ynpaBneH1a OCTYMNOM.

MpepBapuTenbHble TpeboBaHUA
— B cucTemMe HacTpoeH perncTpaumoHHbIA CUMTbIBATENb.
— B cucTteme onpeneneH Kak MMHUMYM OZIMH YPOBEHb Yrpo3bl.

MyTb K AMANOroBOMy OKHY
naBHOe MeHIo > [laHHble 0 nepcoHane > KapTtbl > KapTa ana npeaynpexaeHusa o6 yrpose

Mpouenypa

1. 3arpysuTte 3anucb 0 COTPyAHWKE Nuua, KOTopoMy DyaeT Ha3HaueHa KapTa AnAa
npegynpexaeHus ob yrpoae.

2. Ha BKknagke «anAa npegynpexaeHunsa ob yrpose» WenKHUTe «3aperucTpupoBaTthb KapTy».
—  Otobpasutca BcnnbiBatoLwee okHo: BbibepuTe ypoBeHb yrpo3bi.

3. Bo BcnnbiBatowem okHe BbibepuTe TpebyeMbli YpOBEHb Yrpo3bl U HaXXMUTE KHOMKY OK.
—  OtobpasuTcs BcnnbiBatollee okHo: 3anucb ID 63naxka.

4. BeepguTe cTaHOApTHbIE AaHHbIE KapTbl, COOTBETCTBYHOLLME YCTAHOBKE, U HAXXMUTE KHOMKY
OK.
—  3anucaHHas BamMu KapTa onsa npenynpexaeHua ob yrpose otobpasuTca B CNMUCKe Ha

Bknaake Kapta ana npeaynpexxgeHua ob yrpose.

BpemeHHble KapThbl

BpemMeHHas KapTa — 3TO BpemMeHHas 3aMeHa KapTbl, KoTopana Obina yrepaHa Bnaaenblem
KapTbl. 9TO AYONMKaT, KOTOPbIM COAEPXKUT BCE aBTOPU3AL MK MU OrPAHUUEHUA OpUrMHana,
BK/tOUaA NpaBa Ha aBTOHOMHbIE IBEPU.

Bo nabexkaHune 3noynotpebneHmnmn cucteMa MOXXeT NPOU3BONbHO 3abNOKMPOBaTbh OAHY MU BCe
ocTanbHble KapTbl BNagenbla KapTbl B TEUEHWE OrpaHMUEeHHOro Nnepuoaa BpeMeHW Unu oo
pPa3bMoOKUPOBKH BPYUHYIO.

CnepnoBaTtenibHO, BpeMeHHble KapTbl He NOAXOAAT A7 UCNONb30BaHMA B KauecTBe KapT Ans
noceTutenew.
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TpeboBaHusa

Onepatop UMeeT AOCTYN K PerucTpaLlmoHHOMY CUMTbIBATENIO, HACTPOEHHOMY Ha pabouek
CTaHLUMM.

Moaxoaswas uanMueckana KapTa AOCTyNnHa ANA perucTpaunmu B CUCTEME B KauecTse
BPEMEHHOW KapThbl.

FnaBHOe MeHI0 > [laHHble 0 nepcoHane > KapTbl

MopAnok pencTBUi: HAa3HAUEHUE BPEMEHHbIX KapT

1.

oM wDn

10.

11.

3arpysuTe TpebyeMblit OTUET O MepcoHane B aManorosomM okHe KapThbl

B cnuncke kapT BbibepuTe KapTy UK KapTbl, ANA KOTOPbIX TpebyeTcA BpeMeHHaA 3aMeHa

Haxmnte U3MeHUTb KapTy

Bo BcnnbiBaowem okHe U3MeHUTb KapTy BbibepnTe BpeMeHHana KapTa

B cnucke Mepuogp BbibepuTe OOMH U3 CNEeayOLNX BapUAHTOB:

— CeropHsa

— CeropgHsa v 3aBTpa

- BBeguTte uucno gHe#

Ecnu BbibpaH nocneaHni BapuaHT, BBeAUTe B MONe Lenoe YANCNo AHEN.

Ob6patuTe BHUMaHUE, UTO BO BCEX 3TUX TPEX CNyuaAX CPOK AEeMCTBMUA Nepuopa UCTEKAET B

NMOMHOUYb COOTBETCTBYHOLLEIO AHA.

Mpu HeobxogMMOCTH ycTaHOBUTE hraxkok [leaKTMBUpPOBaTh BCe KapTbl NPAMO cenuac.

— B aTOM cnyuae Bce KapTbl, NpUHaAnexallue aToMy BnagenbLy, 0yayT 3abnokMpoBaHbl.

—  Ecnu cdnaxok cHAT, byaeT 3abnoknpoBaHa TONbKO KapTa, BblbpaHHaA BbIle.

Mpn HEOOBXOAMMOCTHU yCTaHOBMUTE (hraxkok AKTUBUPOBaTbh KapTbl aBTOMaTUUECKHU nocne

nepuopaa.

—  3abnokupoBaHHble KapTbl OyayT pa3bnoknpoBaHbl aBTOMaTUUECKM, Koraa
onpeneneHHbln Bollwe Mepuop ncteuer.

PasmelleHne BpeMEHHOM KapTbl B CUMTbIBATENE perncrpauuu

Haxxmute kHonky OK

ML 6aMaKa 3anuLLeTCcA CUUTbIBATENEM PErncTpaumi.

-~ BpeMeHHan KapTa oToBpaXaeTca Kak akTMBHAA ¥ B CMMCKe KapT; KPOMe Toro,
oTobpakaloTca AaHHblE O CPOKe ee AeWCTBUA U AaHHble KOoAa.

- [Ipyras KapTa Unu KapTbl 0ToBpa)atoTCA Kak 3abnokMpoBaHHble #& B 3aBUCHMOCTH OT
HaCTPOMKM, cAeNnaHHOM Bbllle: JleakTUBUPOBaTh BCe KapTbl NPAMO ceiuac.

(HeobsnsaTtenbHo) B cnucke KapT wenkHute ctonbel flata c6opa AaHHbIX A8 BPEMEHHOM

KapTbl U YCTAHOBUTE AaTy ee BO3BpaTa Bnagenblem.

3HaueHWe no ymonuaHuto — Hukoraa.

Mpoueaypa: yoaneHue BpeMeHHbIX KapT

Korma ucxofHas yTepsaHHanA KapTa OyaeT HalaeHa, yaanuTte BpeMeHHYH KapTy CneayoLuiMm

obpasom.

1. 3arpyaute Tpebyembiii OTUET O NepcoHane B 4ManoroBom okHe Kaptbi.
2. B cnucke KapT BbibepuTe BpEMEHHYIO KapTy.

3.  Haxmwute Ypanutb KapTty

BpemMeHHanA KapTa yaansaetca U3 Crucka, a KapTa Wiu KapTbl, KOTOPble OHa 3aMeHSAEeT,
HeMeaneHHo pa3bnoKupyroTcs

MopAapok peincreuin. YoaneHue BpeMeHHbIX ONTOKUPOBOK KapT
Ecnu 6nokupoBaTb MCXOAHYIO KapTy Oonblle He TpebyeTcsa, yaanute BNOKUMPOBKY CNeayoLnumM

obpasom:

1.

Mepenaute B gManorosoe okHo bnokupoBka: [laHHblie 0 nepcoHane > bnokupoBKa.
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24.5

2. B cnucke kapT BbibepuTe NepcoHanbHyto KapTy, MTOMEUEHHYIO Kak «3abnoknpoBaHHas» B
ctonbue BNOKUPOBKHU.

3. Hamute CHATb BpeMeHHYI0 6OKMPOBKY
ObpaTtnte BHMUMaHUWeE, UTO NPU CHATUM BNOKUPOBKU BPEMEHHbIE KapThl HE yaansatoTCA.
[encTBMe BPEMEHHbIX KapT 3aKOHUMTCA MO UCTEUEHWHU CPOKA MX aKTUBHOCTH. MpHu
HeobXOAMMOCTH yaanuTe Ux BPYUHYHO.

MpumeuaHUa No BpeMeHHbIM KapTam

—  CucTema He No3BOoNAeT 3aMeHATb BPeMeHHbIe KapTbl BDEMEHHbIMU KapTamHu.

— CwucTema He Mo3BOAEeT Co3[aBaTb HECKONbKO BPEMEHHbIX KapT A8 OAHON NepcoHanbHoOM
KapTbl.

—  [InA npocmoTpa KpaTKoW CBOAKM MO BCEM KapTaM, NMpUHaanexalum Bnagenbly, HaBeauTe
yKasarefb MbILUW Ha HEDOMbLUYIO MaHENb C IEBOTO Kpas, MOMEUEHHY Kak
3aperucTpupoBaHHble, B CTPOKE COCTOAHUA OCHOBHOTO AMANOroBOro OKHa.

PIN-koabl AnA nepcoHana

OunanoroBoe okHo: PIN-kog

[na poctyna K 3oHaM ¢ bonee BbICOKMMU TpeboBaHUAMM K D€30MacHOCTU aBTOpM3aL MK AoCTyna
Mo>eT ObITb HeOCTaToOuHO. 34ech Takke HeobxoamMmo BBecTu PIN-koa. Y Kaxgoro nuua unu
MOEHTUMMKALMOHHOM KapTbl MoXeT bbiTb PIN-Koa, AeMcTBUTENbHbIM ANA BCex obnacten.
CucTema npenoTBpallaeT UCNONb30BaHUE OUEHb MPOCTbIX KoAoB (Hanpumep, 123456 mnu
nanuHOpPOMbl, Takne Kak 127721). B gaHHOM AManoroBOM OKHE MOXHO OrpaHUUMTb CPOK
OENCTBUA M yKasaTb ero Ansa Kaxaoro nuua.

Ecnu PIN-kog 6nokuMpoBaH WKW CpoK ero 4ENCTBUA UCTEK, B AOCTyne K obnactu, Tpebytowlen
3TOT KoA, byaeT oTKa3aHO AaXke B TOM Clyyae, eCnv MaeHTUUKaLMOHHAA KapTa No-NpexHemy
[encTBUTENbHA ANA BCEX OCTanbHbIX obnacrten.

Ecnu BBecTu HeBepHbIW Kop, TPU pasa noapag (HacTpoiKa No yMonuaHUio, KOTOPYIO MOXKHO
3apartb B npepenax 1-99), naHHaa kapTa 6nokupyeTca, T. €. No KapTe byaeT oTka3aHo B
[ocTyne Bo Bce obnacTtu. 3ab6nokUupoBaHHYI0 TaKUM 06pa3omM KapTy MOXXHO
pa3bnokuMpoBaTbh TONbKO B AUANOroBom okHe bnokupoBka.

+ hain menu

! Perzons
h Companies
ﬁ Frirt baclges
= <

Cards

Blocking
5

|—_T E ‘ Q M < 'CE]; - ] < ° Divisian:

Marne: |Mustermann Firsk namme: |Max
Birth name: I
Personnel no.: | 5cage000 Diate of birth: W
Employee ID: IEmponee = Gender: IMC"'E—;I
Comparry: | = Title: lDr—
Car license Mo,
Cardro.: | Ew—r— |’| 10/20/2014

= administered globally

PIN code:

Confirm:

valid until: [Ma 01/21/2013 E
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Beenute HoBbIM PIN-koa B none BeBoaa PIN-kom, 3aTem BBeauTe ero elle pas ans
noarteepxaeHuaA. AnunHa PIN-koga (ot 4 4o 9 3HaKoOB, 3HaUeHUe Mo YMONUaHuo — 6)
HaCTpaMBaeTCA CUCTEMHbBIM aMUHUCTPATOPOM.

3ameuaHue!

Cnocob BBoaa naeHtTMdMKaumMoHHbIX PIN-KoQoOB AepyaTtenamu KapT 3aBUCKUT OT TUNa
CuuTblBaTeNeM, HaCTPOEHHbIX B cUcTeMe. Hanpumep:

B cuutbiBaTenax kapT RS485 geprkatenb KapTol BBOAWUT: 4 # <the PIN>

B cuntbiBaTenax kapt Wiegand gepkaTtenb KapTbl BBOAWUT: <the PIN> #

Coobuute gepxxatenam KapT, Kak BBoauTb PIN-koa. B cnyyae coMHeHUM obpatuTtech K
CUCTEMHOMY afiIMUHUCTPATOPY.

24.6

PIN-Kkofg, ANA NOCTaHOBKMU Ha OXpaHy CUCTEM OXpaHHOM curHanusauuum (IDS)

Beeaute PIN-koa 13 4-8 umdp (no ymonuaHuto AnvHa = 6, Kak 1 'y BepudurkaunmoHHoro PIN-
koma). 31oT PIN-kop byneT ucnonb3oBaTbCa ANA NOCTAHOBKK Ha oxpaHy IDS.

OTobOpaXkeHWe 3TUX MNONen MOXHO NapameTpM3oBaTb. dNeMeHTbl YypaBneHua OOCTYMHbl, TONbKO
eCcnuv aKTUBUPOBAH aneMeHT ynpaeneHua OtaenbHbi PIN-kop IDS.

- [naBHoe MeHo > KOHdurypauua > Mapametpsbl > MUH-koAgbI

Mpu HeobxogMMOCTH BbibepHTe AaTy OKOHUAHKWA CpoKa AEeNUCTBUA.

Ecnun nona gna eeoga PIN-koga IDS HegocTynHbl, IDS Tak)Ke MOXKHO MOCTaBUTb Ha OXPaHy 1
CHATb C OXpaHbl ¢ nomMolbto PIN-koga Bepudmkauuu. OagHako ecnuv B 4aHHOM AWanoroBoM
OKHe oTobparkatoTcsa nons BBoAa, Ansa IDS MoXxHo ncnonb3oBatb Tonbko PIN-kKog nocTaHOBKHM
Ha OXpaHy.

HacTporka no ymonuaHuto: nona ana Beoga PIN-koga NOCTaHOBKM Ha OXpaHy He BUMAHbI.

PIN-kopbl TpeBoru (NpuHy>XaeHusA)

NMvua noa NPUHY>XAEHWEM MOTYT aKTUBUPOBATb DEeCLUYMHbIW CUTHAN TPEBOMU C MOMOLLbLO

cneuunansHoro PIN-koga. Mockonbky HeobxoanMmo, UuTobbl DecllyMHbIM CUrHan TPeBOrn ocTancA

He3aMeueHHbIM CO CTOPOHbI arpeccopa, AOCTyn NPefoCTaBNAETCA, HO OnepaTropbl CUCTEMBbI

nonyyaroT OnoBeLLEHWE O AENCTBUM MO NPUHYKAEHUIO.

Bo3MOXHbl Ba BapMaHTa, KOTOpble aKTUBUPYOTCA OJHOBPEMEHHO, U MOABEPTHYBLUEecsA yrpose

NMLO MOXET BblOWpaTh MEXAy HUMMU:

—  Baectu PIN-kof B obpatHom nopsaake (321321 smecTo 123123).

- YBenuuuTb 3HaueHue PIN-koga Ha 1 (Hanpumep, 123124 BmecTto 123123). O6patute
BHUMaHWe, uto ecnu nocnefgHas undpa — 9, 1o PIN-koa no-npexxHemy yBennumnsaeTcs,
Hanpumep ana PIN-koga 123129 PIN-kogom no npuHy»xaeHuto byaet 123130.

BnokupoBaHue AocTyna ANnA nepcoHana

OuanoroBoe okHoO: "BnokupoBka"

B onpeneneHHbIX cUTyalMax HeobxoauMo BpeMeHHO BNoKMpoBaTb HEKOTOPOE NULO UMK CHATb
GNOKUPOBKY, HaNOXEHHYIO rMaBHbIM KOHTponnepom goctyna MAC, Hanpumep u3-3a
TpexKkpaTHoro BBoaa HeBepHoro PIN-Koga unu ana nposBeaeHusa cnyyamHoro JocMmoTpa.
BnokupoBKka o3HauaeT, UTo aTOMy UenoBeky byaet oTkasaHo B NtobOOM AOCTyne He3aBUCUMO OT
MUCMONb3yeMbIX YUETHbIX AaHHbIX.
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A« <« T > <O
< hain menu Mame; I Musterfrau First name: I Anita
Eirth name: I
l Persons Personnel na.: I 041156 Date of birth: I Th 12j14{1995 3:
Employes ID: I Employes vI Gender: I Female -

h Companies Compariy: I Trest_Firma J Title: I f

Car license Ma.: ICar2515132 I‘
ﬁ Print badges
Eg 10/20/2014

Card no ¢ I 000000101234 Readet, . | 3 |
- Cards - : i

Card no. Application bype PIMlock | Created on Last printed on Mo. of prints | Cade data

i | Petsonal card 0fz1/2014 0 2 0 | Customer cade: 150, Badge no. : 101234, Yersion:4, Country ¢

PN code

4 | &

=
E@ Blacklist Release PIN lock

Group of

ZERsCls Blocking

Groug Blocked From Elocked until Blocking reason Last edited by

authorizations
{5} Areas

Mew | Change Delete

1. BbibepuTe uenoBeka Kak o0OblUHO.
Ha naHenu «bnokunposka» Haxxmute Cospatb Mnu «Co3natb 6TOKMPOBKY ANA BbibpaHHOro
nnuya».
3. Bo BcnnbiBatowemM ANManoroBOM OKHe BBEAWUTE AOMOMHUTENbHYIO MHOpMaLMo:
—  3abnokupoBaHoO c/po: (ecnu KOHeuHble Aata U BpeMs He yKasaHbl, 4OCTyn AnA nuua
ocTaHeTcs 3abNoKMPOBaHHbIM [0 TEX MOP, NOKa He DyAEeT CHAT BPYUHYIO).
—  Tun GNOKUPOBKM:
—  TMpuuuHa 6nokupoBkM: ([N 3anuWcK yenoseka, eCnNu TUN BNOKUPOBKU — Manual )
4. HaxmuTe CoxpaHUTb BO BCMN/bIBAlOLIEM OKHE, UTODbl COXpPaHUTb BNOKUPOBKY.

—  TNpu HeobxoaMMOCTHU BbibepuTe BNOKMPOBKY M3 CMUCKA U HaXKMUTe USMEHUTb 1nu
Yaanutb, utobbl UBMEHUTb UMW YAANUTb ee.

Ecnun B KauecTtBe TMNa 6I'IOKVIDOBKVI Bbl6paHO 3HaueHWe bnokupoBKa BpyuHylo, BBeAUTE 414
3anuMcu yenoseka 3HaueHue MpuuuHa 6HOKMPOBKM.

3ameuaHue!

BrnokrMpoBKa NpUMeEHAETCA K NuLy, a He K ONpefeneHHbIM YUeTHbIM AaHHbIM. [ToaTomy
HEBO3MOXXHO OTMEHUTb MU M3bexkaTb DNOKMPOBKU B pesynbTaTe HasHAuYeHWs HOBOM
MOEHTU(PUKALMOHHOMN KapTbl.
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24.7

3aHeceHue KapT B UEepPHbIX CMUCOK

OuanoroBoe okKHO: "UepHbIi cnucok"

Mobble KapTbl, KOTOPbIE UCMONb30BaTb BNpeAb 3anpeLeHo (Hanpumep, YKpaaeHHble Unu
noTepsAHHble), BHOCATCA B TabNULYy UepHOro cnucka.

ObpartnTe BHUMaHUe, UTO B UEPHbIM CIMCOK BHOCATCA yUeTHble AaHHble, a He NULO.

3ameuaHue!

3TOT Npouecc HeobpaTtum. KapTbl B UEPHOM CMMUCKe HEBO3MOXHO pas3bnoknpoBaTb, HO UX
MO>HO 3aMEHUTb.

BHeceHHble B UEPHbIM CMTMCOK KapTbl HE MPefoCTaBNAAT A4OCTYN. [onbiTKa MCMONb30BaHUA 3TUX
KapT huKcHpyeTca B chaine xypHana, npu sToM CO3[aeTcs TPEBOXKHbIA CUrHan.

+ Main menu

L Personz
h Companies
@ Print badges
Cards

PIN code
:ﬂ Blocking

fa® Croupof
a[L=] persons

E‘Q PR CE]; [ < (2] Division:

Mame: | Musterfrau First name: |,ana
Birth name: |
Personnel no.: |5c41155 Date of birth: | Th 12141905 -
Employes 10 I Employee - Gender: IFemaIe vl
Company: ITest_F"'ma J Title: I
Car license Mo.: I CarZ515132
10f20/2014
Card no.: | Reader. . | >| faof
Card na. | Application type PIN lock | Created on Last printed on | Mo, of prints | Code data

r

1.

3.
4.
5.

K

Reason:

Pt card|an black list |

naBHoe MeHto > [laHHble 0 nepcoHane > UepHbl# CNUCOK

Bbibepute nnuo, naeHTMUKaLMOHHAA KapTa KOTOPOro AoMKHa OblTb MOMeLLeHa B UepPHbIM
CMUCOK.

Ecnuv Bnagenbly KapTbl HA3HAUEHO HECKONbKO KapT, BbIDEepUTe HYXKHYIO KapTy B cnucke NQ
UOEHTU(DUKALUOHHOMN KapThl.

B none BBoga MpuuunHa yKaKMte NpUUMHY BHECEHWA 3TOW KapTbl B UEPHbBIM CMUCOK.
Ha)kmuTe KHOMKY BHeCTH 3Ty KapTy B UepHbIiil CTUCOK.

MoatBepanTe BHECEHUE B UEPHbIM CMMCOK BO BCM/bIBAOLLEM OKHE.

apTa HemMeaneHHoO BHeECEeHA B YePHbIW CMUCOK.

3ameuaHue!

BHeceHue KapTbl B ueprM CMUCOK BNHUAET Ha KapTbl, a He Ha BNnagenbueB KapT.

KapTbl TOro »ke Bnagenbla KapT, He BHECEHHbIE B L4|eprIl‘/‘I CMUCOK, He 6HOKVIpyPOTCF|.
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24.8 OaHOoBpeMeHHOe pefaKTUpoBaHUe HECKONbKUX NUL,
Fpynna nuy,
3 QA< e
« Main menu
Employee [D: |Employes -
1 Persons MName: |* until starting with,
First name: until starting with:
h Companies
Personnel number: until starting with
@ Print badges Company: until starting with:
Caid: until starting wiith
- Catrk
— Walid are _Ij
FiM code Gender: -

Blockin
X o

=
E@ Blacklist

Group
authorizations
(E} Areas
& Change division

PegaSys
= Stoppage card

i Keys

Department;
Cost center:

Nurmber of records found: 2

™ Show al

Name First name Gender Pers. number

| Location | Cost unit Job title Company

Time: mode! Walid from Walid unil

Musterfrau  Anja Female SC41156
Mustermann | May Male 5333000

4

Test_Fima
Software-Entwickler  Test_Firma

Wanted field to change: I

=

‘Wwanted action: -

[pyroe gManoroBoe OKHO MO3BONAET BbibpaTb rpynny nu, AnAd KOTOPON MOXHO onpeaenutb

rpynnoBble U3MeHeHUs. UToObl COXPaHUTb KOHTPOMb Hafd BblOpaHHOM rpynnon nudu,

nepeyncnAaroTcA nepBble A4eCATb NUL, BMeCTe C UMEeHaMn U peanbHbIMW OAHHbIMU U3 6asbl

NaHHbIX (peanbHble JaHHble: €CNU B KauecTBe otaena BbibpaHo "ST-AC", Toraga, Hanpumep,

O6ynet otobpaxatbes "ST-ACS" u "ST-ACX"). Kpome Toro, oTobpakaetcss HECKONbKO ML,

BblOpaHHOM rpynnbl.

Mocne BbIbopa rpynnbl NUL, MOXKHO BbiOpaTb creaytoLne 3anucu:

- VpeHTuduKaTop cCoTpyaHMKa

- Mma
- Mma

—  [lepcoHanbHbIM HOMEP

- KomnaHua

- Kapta

- [aTa gencrteun
- [Mon

- OTpen

- LleHTp 3aTpar

- PesepBHble nonA, ecnu onpenenexbl

3atemM MOXHO Bbl6paTb BapHWaHT UISMEHEHUA:

- MameHaemoe none

-  Tpebyemoe gevncteue

- CTapoe 3HaueHune
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- HoBoe 3HaueHue

Takum obpasom, 3afjaHHble 3HaueHWA BBoAATCA B nons CTapoe 3HaueHue unu Hoeoe
3HaueHue COOTBETCTBEHHO. Ecnu HaxkaTb KHOMKY MPUMEHUTb USMEHEeHUA 1 NoATBEPAUTb
3anpoc 6e30nacHOCTM NPUMEHUTb U3MEHEHUA ANA BCeX BblGpaHHbIX NUL?, TO
COOTBETCTBYIOLLEE AENCTBUE DyaeT 3aBepLUeHo, T. €. JaHHOe AUaNoroBoe OKHO HEBO3MOXHO
MCnonb3oBaTb, NOKa BbIMOMHAETCA AaHHOe AencTBue. [JeNCTB1A, MHULMMpPYEMble NonamMu ¢ *1
no *4, BeposATHO, 3aMMYT DONblLE BPEMEHU, UEM AEUCTBUA, MHULMUPYEMbIE OCTaNbHbIMM
nonAamu (6es 3Be3nouku). Kpome Toro, paspelleHbl He Bce U3MeHeHus. Hanpumep, Tpebyemoe
BeiCcTBUEe HEBO3MOXHO CPaBHUTL ¢ HOBoe 3HaueHUe, TaK KaK BBEe[leHHbIe JaHHble He
npeobpasytoTcs CTaHAAPTHbIM NPOAYKTOM. TaKXe MOryT MeHsATbCA nonAa CTapoe 3HaueHue U
HoBoe 3HaueHue COOTBETCTBEHHO.

24.8.1 FpynnoBblie NONHOMOUHUA
ABTOpU3aLUA rpynnbl
Q< e
« Main menu
Employee 1D IEmpIDyee -
1 Persons Mame:; I’ urtil starting with:

First name: I until starting with:

h Companies
Personnel number. I urtil starting with:

ﬁ Print bacdges Compary: I uritil starting with:
=
Card, I until starting with
; Cards
Walid on I _l::
P PN code Gender b
! =
Department. I
Blocking
’ﬂ Cost center I
=
:@ Blacklist
Group authorizations
() Group of 2 selected persons Autharizations Filter: 141
a[i=] persons
Mame  [Fistname | Persormelno fsign  |ihdiaw  [Name  [MAC [T model | Division
Musterfrau  Anja SC41156 Mo Mo Door MAC Carnmar

Mustermann | Max 5933000

=0
(i} Areas

B anemeHTe mMeHto [ABTOpU3auua rpynnbi] nogaepxMBatoTca Cneaytolline KpUTepmuu nomcka:
- WpoeHTuduKaTop COTpYAHUKA

- Uma

- Uma

—  [lepcoHanbHbI HOMEp

- KomnaHusa

- Kaprta

- [Jata pencreun

- [Mon

- Otpnen

- UeHTtp 3arpar

—  Pe3epBHble nonA, ecnv onpegenexobl
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24.9

lMocne 3Toro B HUXXHEW YacTu faHHOMO AMAaNOroBoro okHa oTobpaxkaeTca CNMCOK BCEX
BblOpaHHbIX NuL (C haMUNUAMU, UMEHAMU U MEePCOHaNbHbIMWU HOMepamu). Cnpasa BHU3Y
nepeuyncnaATCA BCe aBTOPHU3aLMK C ONMCAHMEM aBTOPU3aLlni, MOAENU BPEMEHU U cTonbLuamm
[HasHauutb] 1 [AHHynupoBaTtb]. Mpy OTKPbLITUM CNMCKA aBTOPU3aLMM TeKyLliMe aBTopu3aLmm
He oTobparxatotcs, a B ctonbuax [HasHauutb] v [AHHYnupoBaTtb] npegBapuTenbHO 3agaHo
«HeT». Tenepb MOXHO HasHauaTb OTAENbHbIE aBTOPU3ALNU, ABAKAbI HAXKMMasA none B Ntobom 13
ctonbuos, utobbl NnpeobpasoBartb 3anuck "Het" B "[a" nnv HaobopoT. MMocne HaxaTUA KHOMKMU
"MpUMeEHUTb 3MeHeHUA" BCe aBTOPM3aL MK, Ha3HAUYEHHble C MoMOLLbio Bbibopa "[da",
nobaBnatoTcA ANsA BCeX BbIOPaHHbBIX MWL UKW aHHYNUMPYIOTCA, COOTBETCTBEHHO. BCce ocTanbHble
aBTOPU3aLMM AaHHbIX NUL, ocTatoTcA 6e3 n3MeHeHUM, Tak Kak 0bblUHO Y BbIOpaHHbIX NUL, He
OblBaeT NOMHOCTbIO MOEHTUUHbIX aBTOPM3aLMH.

U3meHeHHe noapa3aeneHusa ANA COTPYAHUKOB

BBepeHue

U3meHeHUe noppasgeneHua — 370 3IPDEeKTUBHOE AMANIOrOBOE OKHO, C MOMOLLbI KOTOPOro
MOX>HO U3MEHUTb NoapasaeneHre ana HEKOTOPOro MHOXeCTBa 3anuceil COTPYAHUKOB B
cucteme.

3ameuaHue!
Mcnonb3ynTe 3Ty yHKLUMUIO ¢ DONbLIOW OCTOPOXKHOCTbIO!
M3meHeHWe noapasaeneHus ana 3anucen COTPYLHUKOB MMEET AaneKo uaylime nocneacTeua.

MpenBapuTenbHbie TpeboBaHUA
Oneparop, M3MeEHAIOLLMIA NoApa3aeneHre Ans 3anucen CoOTPYAHUKOB, [OMKEH UMETb
NONHOMOUMA Ha U3MEHEHWE JaHHbIX 3TUX COTPYAHMKOB U COOTBETCTBYIOLLMX NoApasaeneHui.

MyTb K AMaNOroBoMy OKHY
[[naBHOEe MeHI0 > [laHHble O nepcoHane > U3MeHUTb nogpasaeneHue

Mpoueaypa
1. B obnact ®unbTp nuy BBEAWTE YCNOBWUA PUNbTPALUN B OOGHOM MU HECKOMNbKUX
cnegyrowmx nonax:

dunbTp MpumeuaHusa / onucaHue

damunun BBeouTe oAMHOUHbIM CUMBON 3Be3404UKHK (*), uToDbl OXBATUTb BCEX
COTPYAHUKOB, Unu bykBbl 6e3 3Be3aouek.

Homep cotpypgHuka |[nA onpeneneHvs AnanasoHa 3HauYeHWM McnonbaynTte oba nons.
ot/no

UpeHTudukarop Bbibepute 13 cnucka.

coTpyaHukKa (Tun

COTpYyAHMUKaA)

MoppaspeneHue Mocne Ha)kaTuA KHOMKK «MpUMeHUTb PUNbTP» DyayT oToOpaXkeHbl

TONbKO COTPYAHWUKKW OAHHOIO nogpasgeneHusa.

KomnaHusa BbibepuTe ooHy M3 OCTYMHbIX KOMMNAHWM.

OTpen
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24.10

Homep kaptbl (o1/ |[nA onpeneneHvs ananasoHa 3HauYeHWM MCNonb3ynTe oba nons.
no)

2.  Haxmute NMpumeHUTb UNbLTP.
B cnucke BbiGpaHHble nuua otobpasnaTca BCe COTPYAHMKK, COOTBETCTBYIOLWME DUNBLTPY.
3. YTtoObl BHECTM yTOUHEHMSA B HAOOP BbIOpPaHHbIX COTPYAHUKOB, LWENKHUTE OA4HY UMK
HECKONbKO CTPOK B CrcKe BbibpaHHble NULA, a 3aTeM HAXKMUTE KHOMKY YaanuTtb. [ns
OAHOBPEMEHHOTO BbiIbOpa HECKONbKKX 3anucen ucnonbaymTe knasuwwu Ctrl u Shift.
- BHUMAHME! Mpexae uem npoaonKuTb, yoeguTtech, uto cnucok BoibpaHHbie nuua
COLEPXKUT TONMBbKO COTPYAHWKOB, ANA KOTOPbIX Bbl XOTUTE U3MEHUTb NOAPA3LENEHHUE.
4. B cnucke HoBoe nogpasaeneHue BbibepuTe LeneBoe nogpasneneHune Ana BblopaHHbIX
COTPYAHUKOB.
5. Haxmunte U3aMmeHuUTb noapaspeneHue gna nuu.
BCE coTpyaHuWKK, nepeuncneHHble B cncke BoibpaHHble nuua, Oyayt nepemMelleHbl B
HoBoe nopgpaspgeneHue.

MocnepcTBUA U3MEHEHUA Noapa3aeneHun

CoTpyAHUKH

— [lpaBa goctyna v KOHTPO/b NyTH.

— CBA3M C NpeablaywnMMu nogpasaeneHmem yaanstoTca.

— CBsA3M Cc AaHHbIMK KaTeropum «O0Lee» CoXpaHATCA.
KomnaHuu

— CBA3M C KOMNAHWAMM NpeablayLlero nogpasaeneHunsa yganatTca.

MNMocneacTeua uameHeHusa noapaspeneHusa «Ob6wee» Ha gpyroe nogpasgeneHne
- [paBa 4oCTyna U KOHTPO/b MyTU.

—  Csa3su c nogpasgeneHvem «ObLLee» U HOBbIM NoApasaeneHMemM coxpaHsatoTca.
—  CmA3u c Apyrum nogpasneneHmem yaanatoTcs.

MocnepcTBuA U3MeHEHUA NoApa3aeneHuna Ha noapaspeneHue «O6wee»
Bce cBA3K coxpaHAlTCA.

Hactpoika obnactu gna COTPYAHUKOB UNU TPAHCNOPTHbIX
cpeacts

BBepeHue

B aTom paspgene onucbiBaeTcA, Kak NepeHecTn 3aperncTpMpoBaHHOE MEeCTOMOMOXeHNEe
nepykatens KapTbl UK ero aBTOMODUA U3 OQHOM onpeaeneHHoW obnacTv B Apyryto. 9T0 MOXET
notpeboBaTtbCA, eCnu AeprKaTe/b KapTbl Nepenaet u3 ogHon obnactu B gpyryto 6es
CKaHMpPOBaAHWA CBOEW KapTbl. B TakoW cuTyaumnun cMCTeMbl CO CTPOTMM 3anpeToM NMOBTOPHOro
npoxopa fanee dyayT oTKadblBaTb AeprKaTento KapTbl B LOCTyMNe 40 TeX Nop, NokKa gakTuueckoe
M 3aperncTpMpoBaHHOE MECTOMOMOXEHWUA 3TOr0 AeprKaTensa KapTbl CHOBA He HauHYT coBMajaTb.

MNMpepaBapuTenbHble TpeboBaHUA

- B cucTeme onpefeneHbl M UCMONb3yTcA 00NacTy KOHTpons goctyna. [JJoKyMeHTauu o CM.
MO CCbINTKE HUXeE.

- OnepaTop YyNonHOMOUYEH U3MeHATb AaHHble AepsKaTens KapTbl.

Mpoueaypa M3MeHeHUA MeCTONONOXKEHUA OTAENbHbIX AepKaTenei KapT U aBTomobunewn
MyTb K AMANOroBoMy OKHY
[naBHoe MeHto > [laHHble 0 nepcoHane > O6nactu

1. BbibepuTte gepxxatensa KapTbl U3 6asbl JaHHbIX 0ObIUHBIM 0Opa3om.

Bosch Security Systems
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2. Bbl6epMTe HOBOEe MecTononoxeHue B cnucke MecTtononoXxeHue vnnu

3. BblibepuTe HOBOE MECTOMONOXeHWe ANA aBTOMODOUNA AepxkaTena KapTbl B CNUCKe
MecTonono)xeHue aBTomobuns.

4.  Haxmute ONA COXpaHEeHUA.

Cwm.
—  Hactporika obnacrev KoHTpo/A goctyna, CtpaHuya 26

24.10.1 Mpoueaypa U3aMeHEeHUA MECTONOMNOXKEHUA BCEX Aep)KaTenen KapT U
aBTOMObOUMNewn
ITa npoueaypa MoXeT okasaTbcA HeobxoaMMOK, HanpUMep, NOCNe 3BaKyalMOHHbIX YUEHUN.
[na Bcex MecTononoxeHun yctaHaBnueaetcsa aHaueHne HEUSBECTHO, utobbl Mmornu
BO30OHOBUTLCA MOHWTOPWMHTI NMOCeqoBaTeNbHOCTH 4OCTYMNA W 3anpeT NOBTOPHOro npoxoaa.

Mpoueaypa
MyTb K AMANOroBOMY OKHY
[naBHOe MeHIo > CUCTEMHbIe AaHHble > Cﬁpoc obnacTtei B HeU3BeCTHOE MECTOMNONoXeHue

- HaxxmuTe YcTaHOBUTb 3HAUEHUA obnacTel AnA BCeX NPUCYTCTBYIOLUX NUL, B
«HEU3BECTHO».

Unu

-  HaxmuTe YcTaHOBUTb 3HaueHuA obnacrei anAa Bcex 1/c B k<HEUSBECTHO».

24.11 Hactpoika u neuatb hopm ANA AaHHbIX O NepcoHane

0630p

B okHe ®opMbl MOXXHO HAaCTPOUTb POPMbI ANA NMeyaTi AaHHbIX AepXKaTens KapTbl U3 basbl
JaHHbIX. 3Ta PYHKUKUA MOXKeT noTpeboBaTbCA B COOTBETCTBMU C MECTHBIM 3aKOHOAATENbCTBOM B
obnacti KoHUAEHUMANBbHOCTU AaHHbIX.

MpenycMoTpeHbl WabnoHbl popm. ITH WabnoHbl MOXHO 3KCNOPTUPOBaTh Kak HTML-daknbl,
HaCTPOUTb B COOTBETCTBUM C TpeboBaHWAMM, a 3aTeM 0bpaTHO UMNOPTUPOBATb ANA
MCMONb30BaHWA B AUCMEeTUEPE AUANOTOBbIX OKOH.

Co3zpante aK3eMnnAp M pacnevatante opMy M3 AManoroBoro okHa flaHHble nepcoHana >
Meuartb benpxen.

MyTb K AMANOroBOMY OKHY
— [naBHoe meHo AMS > KoHdwmrypauusa > NMapametpbl > Gopmbl

HacTtpoiika chopmbi

1. B pauanoroeBom okHe Popmbl, cnncok floctynHbie hopMbl, BbibepuTe WabnoH, KOTopbin
TpebyeTcA HacTpouTb. Kak npaBmno, aTo WwabnoH AllPersonalData EN, CO BCEMM
NONAMM NUUHBIX faHHbIX B 6a3e AaHHbIX.

2.  Haxmute IkcnopT, utobbl COXpaHuTb hopMy B cUCTEMe KaK HOoBbIM HTML-cbann.

3. C nomoubto pepaktopa HTML HacTponTe HTML-thain B COOTBETCTBMKU CO CBOMMMU
TpeboBaHUAMM.

4. B aunanoroBom okHe ®opmbl HaxXMUTe BecTaBUTb, UTOObI MMNOPTUPOBATL HACTPOEHHbIN
HTML-charn B AgucnetTuep AManoroBbiX OKOH.
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—  (OononHuTenbHo) Ecnu chopma gonycTMma ToNbKO ANA KOHKPETHOro nofpasaeneHus,
BbibepuTe nogpasaeneHve Ansa HOBoOro anemMeHTa B ctonbue MoapaspgeneHue.

- (dononHutenbHo) HaxkmuTe MpeaBapUTenbHbIi MPOCMOTP, UTOObI MPOCMOTPETH
opMy C HecosaaHHbIMK 3K3eMnnApamu B cpeactae npocmotpa HTML.

- (OQononHuTenbHo) HaxkmuTte YaanuTb, utobbl yaanute hopmMy M3 CrimcKa.

Co3paHue 3k3eMnnapa U neuatb hopmbl

1.

M own

B aMcneTtuepe AnanoroBbix OKOH nepenauTe

naBHoe MeHto AMS > [laHHble nepcoHana > Meuatb 6eimxen

3arpysuTe HY>KHYH 3anncb O NepcoHane B popmy.

BbibepuTe dhopmy B cnvcke Popma.

HaxxmuTe Meuatb hopmbi.

—  Cospgaetcs ak3eMnnsap opMbl C JaHHbIMKW BbIDpaHHOM 3anucK O NepcoHane u
oTnpaBnfAeTcA Ha BblOpaHHbIM MPUHTEP.
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25

25.1

YnpaBneHue noceTutenaimu

MoceTutenun nmeroT ocobbin CcTaTyC B CUCTEME yrnpaBfieHWUA OCTYNOM. [JaHHblIe O HUX XpPaHATCA
OTAENbHO OT NePCOHanbHbIX A4aHHbIX. [T03TOMY AaHHbIE O MOCETUTENAX TaKXKe CO34ak0TCA U
O6p36aTblBaIOTCF| B OTAENbHbIX ANaNnOroBbiX OKHax.

JlaHHble 0 noceTUTenax

BBepeHue

Cuctema nogaep»xuBaeTt bbICTPOe M NPOCToe aAMUHUCTPUPOBAHME AaHHbIX 0 noceTuTenax. Ana

y>K€ U3BECTHbIX NMOCETUTENEN MOXHO BBECTU [aHHbIE M HA3HAUMUTb aBTOPM3aLMK AOCTyNa A0

npubbITUA caMux noceTuTenew. Nocne NpuUbbITUA NOCETUTENA OCTAETCA TONbKO Ha3HauUTb

KapTy. B KoHLe nocelleHns, Korga Kapta Bo3BpallaeTcs, CBA3b MAEHTUPUKALMOHHOW KapTbl C

[aHHbIM NTMLIOM CHOBa yaanseTcs, a aBTopM3aLmmn AOCTyna aBToMaTUUECKU aHHYNUPYIOTCA.

Ecnu paHHble o nocetTuTene He yganeHbl Nonb3oBaTeNneMm, 3To CAeNaeT CUCTEMA MO UCTEUEHUHU

HACTPOEHHOro NPOMEXYTKa BpeMeHHU (3HaueHue Nno ymonuaHuio = 6 mecAleB) nocne

nocnenHero Bo3BpalleHWs OeHTUMUKALMOHHONM KapThl.

CyuiecTByeT ABa ANANOroBbIX OKHa ANA ynpaBneHWa BHELWWHUMU MOCEeTUTENSAMMU.

— [Ouanorosoe okHo MoceTuTenu vcnonb3ayetca Ans8 BBOAA AaHHbIX O MOCETUTENAX U
Ha3HaYeHWW aBTOPU3aLIMIM JOCTyNa NoCeTUTeENeNn.

— [OwnanoroBoe okHo KapTbl noceTutrenen npumeHaeTca ANA ynpaBneHus perucrtpaumnen un
yoaneHueMm KapT noceTutenemn.

AunanoroBoe okHo: "MoceTutenu"

CTaTyc noceTuTeneu CTporo oTiMyaeTcs oT cTatyca Apyrux nuu. MosaTomy Ux AaHHble
obpabatbiBatoTCA B OTAENbHOM AMANOroBOM OKHe. Jl1ua, KoTopble MAEHTUPULMPYIOTCA Kak
noceTuTenb, HENMb3A CO3aTb B AMaNnorosomM okHe JNluua. Kpome Toro, ¢ aToM Lenbio B JaHHOM
[ManoroBoM OKHe A/f HUX HelMb3A 3aperucTpMpoBaTbh MOAEHTU(PUKALMOHHBbIE KapThl.

Kpome npouero, B AnanoroBom okHe MoceTutenu otcyTcTBYeT none seoaa UoeHTudukarop
coTpyAHUKaA. Tak KaKk Ans nocetutenen ectb otaenbHasa tabnuua 6asbl AaHHbIX, NKLA,
CO34aHHble B ONMUCaHHOM 34eCb AMaNnoroBoM OKHe, aBTOMaTUUYECKHU VI,EI,eHTVId)MU,VIpyI-OTCH KaK
NnoceTuTenu. 3To 03HAUaEeT, UTO 3[eCb MOXHO CO3[aTb TONbKO nocetuTenen. CooTBETCTBEHHO, B
3TOM [AManoroBOM OKHe NMpeaycMOTPeH BbiIOOP TONbKO M3 COOTBETCTBYOLLEN Tabnuubl 6asbl
OaHHbIX. M HaobopOT, BCe 3aperncTpMpoBaHHble B CUCTEME NKULLA MOXHO BbIOUpaTh B APYrMX
[ManoroBblX OKHAaX C MepcoHanbHbIMW IaHHbIMU, HO UX HE BCerga MOXHO MCMNONb30BaTh A/A
nocetutenen (ananorosoe okHo KapThbl).

[o NnpubbLITUA NOCETUTENA B CUCTEMY MOXHO MOMHOCTbIK MW YACTUUHO BBECTU M3BECTHbIE
AaHHble O noceTuTerne. 370 obecneuunBaeTr MWHUMYM BPEMEHU OXUOAHUA ONA TeX I'IOCGTVITeI'Ief/'I,
0N KOTOPbIX AlaHHbIe yXe 3amnucaHbl.
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A A« « T B <O -
. — ) - Official pass
« Main menu Last name:  Wisitor11 Firstname:  Firstname11
Birth name: Date of birth:  Tu 03/16/1876 2 © Passport
_— () Driver's licence
oL Street, no: Zip code J City: ) Identity card
Phone: () other:
% GELTES Car license MNo.:
Employee ID: | yigitor - Company: MNumber:
Card no.: Reader.. ﬂ
Additional data | Authorizations | Form/Photo | Signature |
Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM = Expected departure: s
Date of arrival: . Date of departure: =
Visited person: E] ] Extended door opening time
Location:
Card no. Application type PIM lock Collecting date  Code data Read card ... Ll

Withdraw card

B nonax BBoAa HWKe MOXHO yKa3aTb MPUUUHY MOCeLleHUsA, MeCTOMOMNOoXeHHue, nocellaemMoe
nocetutenem, 1 NMpumeuauwue.

Ecnu peweHo BBOOMUTb faHHble B NOMNAX npepnonaraeMmoe npubbiTue 1 npegnonaraemoe
ybbITHe, yKa3aHHble JaThbl TaKXXe MOABATCA B NOMAX AeWCTBUTENbHO C U A0.
CooTBeTCTBYIOLLME AaThl BBOAATCA CUCTeMOM B nonax Jata npubbiTua v Oata yobiTUA, KOraa
JlaHHble O MOCEeTUTENe COOTBETCTBYIOLMM 0O6pa3oM HasHauatoTCA MAEHTUUKALMOHHON KapTe
NMoceTuTeNna U U3BMEKalTCA U3 Hee.

Kak 1 B aManorosom okHe KapTbl, MOXHO Ha3HauMWTb MOCETUTENAM "pacluMpeHHoe BpeMa
OTKPbITUA ABepen", uTobbl 06NerunTb AOCTYN, HaNpUMep, ANA NUL, C OrpaHUYEeHHbIMU
PU3NUECKUMU BO3MOXKHOCTAMMU.
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Access profils: | | [~ Keep authorizations assigned
Assigned access authorization Available access authorizations Filker: I oj 0o

Hame [mac Time model | alid from Wald unti Hame [mac [ 7ime madel [ oivision
Hl
=
(3 |
= |

41 | |
Walid from: 3: until: I 3: I
Time model: I(wwthuut time model) : j T Tour moritaring -
Card no. IAppIication bype | PIN lack ICreated an ILast printed on Mo, of prints | Code data | Read card ... j
Canfiscate card

Registerad: = |Blacked: 9 [Mo authorizations: B |Last access: [Pegasys: = |
[Boschrdr Common  [1of 1 changed [10/20/2014 03:15:33 PM | 55

B none guanorosoro okHa Ha3aHaunTb aBTOPU3aLUIO MOXHO BblOpaTh CyLLECTBYHOLLMM
npodunb NOCETUTENA B CMIMCKE BbIbDOpa C TEM Ke UMEHEM MU BblIOpaTb OTAENbHbIE
aBTOpM3aLMK JOCTyMa B NpaBoOM crnucke [ocTynHble aBTOPU3aLlMK JOCTyNa U MEepPEHECTH UX B
neBblM cNMcok Ha3HaueHHble aBTOpU3aLuMu AocTyna.

B 3TOM AManoroBoM oKHe MOXXHO BblOMpaTb TONbKO NPOGUNIM AOCTYNa, MOMEUEHHbIE KaK
"Mpodmnu nocetutenen". Tak MOXXHO M30exaTb TOro, UTO NOCETUTENU NOMyYaT AOCTYN K
cneuManbHbIM obnactaAm B peadynbTaTe HasHaueHWs obLMx aBTopr3aL M.

[na Kakgon aBTopU3aLmK TakKe MOXKHO Ha3HauWTb NPOBEPKY aBTOPMU3aL MK [OCTYNa.

Ecnu npu cunMTbiBaHMM KapTbl BO3HMKNA OLWIMOKA, HOMEpP MOEHTUMDUKALMOHHOM KapTbl TakXe
MO>XHO BBECTM BPYUHYto. TekyLlas AaTa OQHOBPEMEHHO COXpaHAETCA Kak Aara npubbitTuA.
MNMocne 3aBepLUEHUA BU3UTA MOCETUTEND BO3BPALLAET CBOK MOEHTUUKALMOHHYIO KapTy. Moka
OCYLLIECTBNAETCA CUMTbIBaHWE UAEHTU(HUKALMOHHOM KapTbl UM PYUHOM BBOJ €€ HOMepa,
BblOMpaeTcAa cBA3aHHOE NULO U Ha 3KpaHe oTobpaXkatoTcA AaHHbIe O HEM.

Onepatop noaTBep>aaeT BO3BpaT KapTbl. ConocTaBneHne Mexay UaeHTU(UKALMOHHON KapTon
W noceTuTenem yganaetca Npy NomMoLLn KHOMkW U3bATb KapTy. [lata M BpemA 3Toro AencTBuA
COXpPaHATCA Kak AaTa yobITusA.

OuanoroBoe okHo: "KapTbl nocetutenen"

HekoTopble KapTbl B CUCTEME 3ape3epPBUPOBaHbI Kak KapTbl mocetTutenei. Kak npasmno, kapta
NOCETUTENA Ha3HauaeTCA NpuxoaAaLemMy NoCeTUTEN0 M BO3BPALLAETCA, Koraa oH yxoaut. MNocne
3TOro KapTy MOXHO MCMOMNb30BaTb NOBTOPHO. UTODObI TaKkyto KapTy MOXHO ObiNo Ha3HauuTb
noceTutento, ee HeobxoaMMO 3aperucTpUpoBaTh KaK KapTy NOCETUTENA B 3TOM AWANOroBOM
OKHe:

3ameuaHue!

Kak npaBuno, uaeHTMUKaLMOHHbIE KapTbl MOCETUTENEN co3patoTcA bes nmeH 1 hotorpadum,
UuTOObl MX MOXHO DObINO UCNONBb30BaTh MOBTOPHO.

2021-1214.0.0.1 |
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< o Division:

+ Main menu Reqister card

@ Yisitors

| Register card i 3 |

rDereqgister card

Read card I 3 | Card no.: I
Delete card I Last name: I
First name: I
Drake of birkh: I j
Show list 52

HaxkmuTe KHoMKy Perucrpauna uaeHTUUKaALMOHHOW KapTbl, UTOOb! BbIMOMHUTL PErUCTPaLMIO.
3areM UCMonb3ykTCA ONMCaHHble paHee faHHble npoLleaypbl BBoAa (cM. pasgens Muua v
MAeHTMCbMKaIJ,MOHHbIe KapTbl B IaBe nepcouanbuble AaHHble) C HOMepoMm
MOEHTUMDUKALMOHHOW KapTbl ANA 0OHapy>KeHUA MOEHTUMDUKALMOHHOW KapTbl. 3TO No3BonsaeT
CUCTeME pacCcno3HaBaTb TaKyto M,D,eHTVI(*)I/IKaLI,MOHHyIO KapTy KaK KapTy nocetutena U NpuMeHATb
ee B paMKax 00n1acTv AencTBMA NOKa3aHHbIX HUXE AManoroBbiX OKOH.

<< < Hide list |

Card no. In use Marme Firsk name Usage kvpe Division

UTo0Obl YCKOPHUTb Ha3HaAUEHWE MOEHTUUKALMOHHbIX KapT NOCETUTENEN, pEeKOMeHAYeTCsA
NPOCKaHWPOBATb BCE CYLLECTBYOLME MOEHTUPUKALMOHHbIE KapTbl, UTOObI MX MOXHO Bbino
Ha3HaUMTb COOTBETCTBYIOLMM MOCETUTENAM B CMeAyHOLEM ANANOroBOM OKHE.

B KoHLe BM3UTa NOCETUTENb BO3BPALLAET CBOK MAEHTUDUKALNOHHYIO KapTy. Mpu
CKaAHWPOBAHWK €ro MAEHTUDPHUKALMOHHOM KapTbl B ANANOrOBOM CUMTbIBaTENE UMW NMPU BBOAE
HOMepa MOEHTU(MUKALMOHHOW KapTbl BblOMpaeTcA N1L0, KOTOPOMY Ha3dHaueHa AaHHanA KapTa, U
Ha aKpaHe oTobparkatoTca ero AaHHble. [CBeAeHUA 0 BBOAE HOMEPOB UAEHTUUKALMOHHbIX
KapT BPYUHYIO M Nepexode Ha UCMONb30BaHWE CUMUTbIBaTeNen CM. B pa3aenax [luanoroBoe
OKHO: "KapTbi" 1 [JuanoroBoe okHo: "MoceTutenun".] MNonb3oBaTtenb NoATBEP)KAAET BO3BpaT
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WOEHTUPMKALMOHHOM KapTbl. CBA3b MeXAYy MOEHTUMUKALMOHHOM KapTOW M NepCoHanbHbIMU
[JaHHbIMW MOCETUTENA yaansaeTca npu NoMoLM KHOMKK. TeKylan AaTta CoXxpaHAeTcs Kak garta
ybbITHA.

MeuaTtb WabnoHa noceTutens

Ha naHenun MHCTpymMeHTOB AnanoroBoro okHa MoceTurenu ectb 4ONONHUTENbHAA KHOMKA

ONA neyaTu cepTudmkarta nocetutena. Cpeau npouero, N1Lo, NpUHUMAtOLLLEe NoceTUTens,
MOXET C NOMOLLbIO AAHHOTO cepTUdMKaTa NoceTUTeNsA NOATBEPAUTL PaKT U BpeMsa NpUbbITUA U
ybbITMA nocetutens.
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Visitor pass

First- ang lasiname

Steven \isitor

Comgany

[0  Pproctof sutnerty
for plant area

Reglstration plate

Passad card

Contact person

Phane Cepartment

Reason of wsit

Wislt appointment

|:| Yes [] Mo

Type of afficia
Passport

sumber of offical document

accept the terms
and con@tions averiear

Locagon, dale Sign of visllor

denty card with photo seen 7

|:[*-'e@ |:| Na

To compieta from wislted persan

Amival al
Departure at

Skgn of plant protecilve force:

To sign on visied person

Bosch Security Systems

Software manual
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26 YnpaBneHue aBTOCTOAAHKaMH
26.1 ABTOpU3aLUU ANA HECKONbKUX MAPKOBOUHbIX 30H

Ha HekoTopbIx CTOAHKAX MMetoTCcA cneluanbHble 30Hbl AN BOAUTENEN C OrPaHUUEHHbIMU

hU3MUYECKMMU CMOCOBHOCTAMK. B faHHOM crnyyae AeNCTBYIOT criefytoLine npaBuna.

—  Bnapenblbl CE30HHbIX TAIOHOB MOTYT MPOexaTb Ha CTOAHKY TOMbKO MPW HaNUUKUK
CBOOOAHBIX MAPKOBOUHbIX MECT ANns BoauTenen 6e3 orpaHMUeHHbIX PU3UUYECKUX
cnocobHocTen.

- Boautenu c orpaHUUEHHBIMU PU3UUECKUMU CMOCODHOCTAMKU MOTYT MPOEXATb HA CTOAHKY
TONbKO NPUW HanMuMKn CBODOAHbBIX NAPKOBOUHbIX MECT ANA BOAWUTENEN C OFrPaHUUYEHHbIMU
h13MUECKMMU crocobHOCTAMU U BoauTenen 6e3 puanueckmnx orpaHUUueHun.

3ameuaHue!

MpennonaraeTcs, UTo BNafenblbl TalOHOB CNeaytT npaBunam. B uacTHOCTH, 3TO 03HAuaeT
cnepytollee.

NMuua 6e3 hrusnMueckmx orpaHMUeHn He NapKYTCA Ha MAaPKOBOUHbIX MecTax Ans nuu
OrpaHMUeHHbIMU PU3UUECKUMHU CTOCOOHOCTAMM.

INMnua c orpaHUUEHHbIMW PU3UUECKMMU CMTOCODHOCTAMM UCMOMNb3YHOT ChelnanbHble
NMapKOBOYHblIE MeCTa, €eClM1 OHWU OOCTYMHbI.

MU0 C HECKONbKMMU aBTOPU3aLMAMMU MOXKET NapKoBaTbCA Ha NMOObIX MAPKOBOUHbIX MECTax.
AMC nbiTaetca BbINONHATL OPOHUPOBaHWE ANA NOCETUTENEN B COOTBETCTBUU C HACTPOEHHbIM
nocnenoBaTenbHbIM NOPAAKOM NMAapKOBOUHbIX 30H. ECNK 0HA 30HA 3anonHeHa NONHOCTbIo,
cUcTema BbIMONHAET MOWUCK crieaytoller CBOOOAHOM U AOCTYMHOM ANA NapKOBKKU 30HbI.
Moacuétr B8 MAC n AMC:

1) OgHa AMC KOHTPONMPYET BCE Bbe3/bl U Bble3/bl CTOAHKM:

=> cuctema AMC BbINONHAET NOACUET CAMOCTOATENBHO, NPY NMOAKMIOUEHWUHN K CETU 3TO 3HAUEHUE
MOXeT ObITb ckoppekTupoBaHo MAC.

2) Bbesabl U Bble3abl 04HOW CTOAHKW pasaeneHbl Ha HECKONbKO 30H AMC:

=> MAC BbinonHaeT noacuét ana AMC npu HanMumnu nogkntoueHusa K cetu. Mpu paboTe B
aBTOHOMHOM pexxuMe ycTporctea AMC npefgoctaBnatoT 4OCTyn (€Cnu HacTPOEeHbI
COOTBETCTBYHOLIUM 06pa3om), HO He BeayT MOACUET.

Ecnu Heckonbko ycTponctB AMC KOHTPONUPYHOT OAHY CTOAHKY, YCTaHOBUTEe hnakok bes yueta
LAC B KoHurypaumm AMC.
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AMC 4-W | Inputs | Outputs | Teminals |

Name: [AMLC 441

Desecription: |ApC ;I

Communication to host enabled:

— Controller interface
Interface type: |UDP
PC com port:

Bus number:

|P address / host name:

Port mumber: {70001

ERENg

Program: ILEMVE?EE.HUN WIE, AMC-4w j

A

Power supply supervision:

Mo LAC accourting: [

Diivision: Il:ummnn j
26.2 OTtueT 00 aBTOCTOAHKE
Pﬂrki"g |Dt Iiﬁt Date 08.11.2013 , 14:51:23
Page 1
Parking area Zone Wehicle count State
Main Park 21
Zone A 30 full
Zone B 5 =
Zone C 12 -
Building A 39
Zone A 30 full
Zone B L =
Building B 39
Zone & 30 full
Zone B 9 =
26.3 JdononHuTenbHoe ynpaBneHWe NapKoOBKOM

BBeneHue

OnepaTtop MOXET CKOPPEKTUPOBATb KONMMUECTBO NMapKOBOUHbIX MECT B 06nacTn NapKoBKH,
uTobObl KOMMNEHCHMPOBATb YUUTbIBATb UMCO TPAHCMOPTHbIX CPeACTB HECTAHAAPTHOrO pasmMepa,
Hanpumep:
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—  TPY30BHWKM;
—  MecTa anA nofen ¢ orpaHUYeHHbIMW BO3MOXHOCTAMMU;
—  MOTOUMKNbI.

MyTb K AMANOroBOMY OKHY

FnaBHoe meHI0 > CUCTeMHble gaHHble > ObnacTu

Mpoueaypa

1. Bbibop obnactv napKoBKHU

2. HanaHenu ObBbnacTu NapKOBKM U3MeHUTE 3HaueHne B cTtonbue Makc. Ha HoBoe
KONMMUECTBO MapKOBOUHbIX MeCT AndA 3Tol obnacTu.

O &« <« »» <O

Access control area

« Main menu

Area name: | P01

% Authorizations
Description: | |

&9 Access profiles | Refresh number | | Synchronize counter |
max. number of cars: Mumber of subareas: | 3 Parking time ched:
Areas
Parking areas
Reset areas Subarea ¢ Description Max Actual Info
> 7 unknown

Random
screening

MpumeuaHusn.

—  [lapameTpsbl, 3aaaHHble B cTonbue Makc., nepeonpeaenstoT napameTpbl B KOHUTypaLmm
O6nactu. Cm. pasgen Hactpoika obnactei ana aBToMobunen no ccoinike HUXe.

—  3HaueHwue 0 B ctonbue Makc. 03HaUaeT, UTO KOTMUECTBO NAPKOBOUHbIX MeCT
HeorpaHWueHHo. B aToM cnyuyae Bce noacuetbl aBTOMODOKUNEN OTKMHOUEHbI.

Cwm.
—  Hacrpovika obnacrevi gna aBtomobunen, CtpaHuya 27
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27 YnpaBneHue naTtpynupoBaHUEM U NATPYNAMHU

O6wme cBegeHUA 0 MapLUpyTax NaTPyNnMpPOBaHUA

MappyT naTpynMpoBaHUA — 3TO MApLUPYT Mo TEPPUTOPHH, PasdeneHHbIi cUUTbiBaTENAMM
KapT, B KOTOpble COTPYAHWKKU TUNa OXPaHHUK AOMKHbI MPeAOCTaBNATb CNeLuranbHyo KapTy
OXPaHHWKa NPH PU3UUECKOM MPOXOXKAEHUU Uepes CuUnTbiBaTe b.

KapTbl 0XpaHHWKa He OTKPbIBAKOT MPOXOAO0B, HO MCMOMb3YOTCA UCKMIOUUTENBHO ANA
OTCNEeXMBaHUA. UTOObI OTKPbITb MPOXOAbI, OXPAHHUK K TOMY Ke LOMKEeH NpefocTaBUTb KapTy
Joctyna.

MapLupyT NaTpynMpPOBaHUA COCTOMT U3 CEPUU CUMUTbIBaTeNel, ONA KOTOPbIX 3agaHo
npubnuanTenbHoe BpemeHs, Heobxoaumoe Ans Toro, UTobbl 4OMTU OT OAHOIO CUMTbIBATENA K
Apyromy. MakcMManbHoOe JoMNyCTUMOE BpeMA 3a4ePXKKWU MEXAy CUMTbIBATENAMW U JOMYCTUMOE
OTKNOHEHMe (+/-) OT BPEMEHMW Hauana TaKxe ABMNAKTCA NapameTpaMy MaplupyTa
natpynupoBaHus. OTKNOHEHWUA 3a NpenenaMmu 3TUX onpeaeneHHblX 4ONYCTUMbIX 3HAaUEHWH
MOTYT NOTEHLMANbHO aKTUBUPOBATb CUIHaN TPEBOTM U PErUCTPUPYIOTCA B XXypHane MaTpynu.

O6uwue cBegeHUA 0 naTpynax

MaTpynb — 3TO NPOXOXAeHUe MapLipyTa NaTpynupoBaHUs B oNpeaeneHHyo aaty v Bpems.
KaxkablM naTpynb CO34AETCA U PErMCTPUPYETCA KaK YHWKANbHbIM ODbEKT B cUCTeME B LienAX
aHanusa.

27.1 OnpepneneHMe MaplpyToB NaTpynupoBaHUA

BbibeprTe MapuwpyTbl natpynupoBaHua > Onpeaenutb MapLupyTbl NaTPyNMPOBaHUA

» = -
A 3 < @ 1
« Main menu Define guard tour
Name : | Building 1 perimeter
0 Define
guard tours Description: | A route around the perimiter of Building 1
Manage Mo. Description of reader Time on the way Total time Max. delay Startzeit +/-
guard tours. &~
1 BPRHI-1: BPR HI 00:00:00 00:00:00 00:00:00 3 min
2 BPR HI-2: BPR HI 00:10:00 00:10:00 00:02:00 v
3 BPR HI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader

- B rtexkctoBom none Uma BBegMTE MMS MapLUpyTa NaTpynupoBaHuA.
- B TekctoBoMm none Onucanue seeaute bonee nogpobHoe onucaHue maplipyTta
(pormonHUTEeNnbHO).

JobaBneHue cuuTbiBaTenen B MapLIpyT NaTpynupoBaHUA.
1. Haxmwute KHonKy [lo6aBUTb CUUTbIBATENb.
B tabnuue bynoet cosgaHa cTpokKa.
2. B ctonbue OnucaHue cuutbiBaTena BbibepuTe CUMTbIBATEND B PACKPbIBAKOLEMCA CMUCKE.
3. BBeguTe 3HaueHWA JOMYCTUMbIX OTKOHEHWM:
—  Ecnv aTo nepBbIvi cunTbiBaTEND B NOCNEA0BATENBHOCTU B Nonie Bpema Hauana +/-
BBEAWTE UMNCNIO MUHYT O UMW NOCNe BPEMEHU Hauana, B TeUeHWe KOTOPbIX Bpems
Hauana naTpyna Bce ewe byaeT cunTaTbCca AOMNYCTUMbIM B 3TOM MapLupyTe
naTpynmMpoBaHMA.
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27.2

KHonku

—  Ecnu 310 He nepBbIN cuMTbiBaTENb B NOCEN0BaTeNbHOCTU, B None Bpema B nyTH
BBeaAuTe BpeMs (Uu:MMm:cc), HeobOXOAMMOe OXPaHHUKY Ha TO, UTOObl MPOWUTH
paccTtofsHWe mexay npenbiayLWnM CUMTbiBaTeNEM U JaHHbIM CUMTbIBaTENEM.

ObLlee BpemMA MapLUpyTa 3a UCKNOUeHWeM 3aaep)Kek otobpaxkaetcs B ctonbue
Obwee BpemA.

B none Makc. 3apgep)Ka BBea1Te MakCMManbHOe KONMMUECTBO AOMNONMHUTENBHOIO BPEMEHMU

BpeMﬂ B MYTU, KOTOpPOE 6yp,eT CYUTATbCA AONYCTUMbIM OO0 NONyYeHUA natpynemMm OoTMEeTKU

3apepxKkKa.

[obaBbTe Tpebyemoe uncno cuntbiBatenen. OOpaTntTe BHUMaHUE, UTO OAMH U TOT XKe

CUMTbIBATENb MOXHO MCMONMb30BaTb HECKOMbKO pas, eClM OXPaHHWUK MPOXOAWT ero

HECKO/NbKO pa3 UTKN BO3BPpalllaeTCA K HeMY.

Utobbl yYOanuTb CUMUTbIBaTENb U3 NOCNENOBAaTE/IbHOCTH, Bbl6epMTe CTPOKY U HaXMUTE
KHOMKY YAQnUTb CUUTbIBATENb.

UTtobbl MI3BMEHUTb MONOXEHUE CUMTbIBATENSA B MNOCMNEAOBaTENbHOCTH, Bbl6epMTe CTPOKY M
Ha>XMWUTE KHOMKKU CO CTpeﬂKOVI BBer/BHMS

r Ih 4

YnpaBneHue naTtpynamMu

BbibeprTe MaplpyTbl naTpynupoBaHUsa > YNpaBneHue MapipyTaMu NnaTpynupoBaHUA

MnaHupoBaHWe HOBOro NaTpyns
Utobbl 3annaHMpoBaTb NaTpynb Mo onpeaeneHHoOMy MapLUpyTy NaTpynnMpoBaHUA, BbIMOMHUTE
cneayroline aencTems.

1.

YbeguTech, uto MMeeTcA HeobxoouMman KapTa OXpaHHWKa ANnA naTpyns U AOCTyn K

HACTPOEHHOMY CUMTbIBATENO KapT AOCTyNa UM HEMOCPEACTBEHHO MOAKTIOUEHHOMY

perucTpaLMoHHOMY CUMTbIBATENIO.

B cton6ue MapwpyTbl naTpynupoBaHUA BbibepuTe OauH U3 onpeneneHHbIX MapLLpyToB

naTpynMpoBaHuA.

HaxkmuTe kKHonky Co3paTbh naTpynb....

OTKpOETCA BCMNMNbIBaOLLEE OKHO.

Bo BcnnbiBaloLLEM OKHE NpyU HEODXOAMMOCTU U3MEHUTE MapPLLPYT NaTPyIMpPOBaHUA B

packpbiBatoLWeMcs crucke.

Ecnu HeobOxoamMmo 3aaaTh NpegonpeneneHHoe BpeMs Hauana natpyns, yctaHoBuTe

dnaxxok 3agaTb BpeMsA Hauana:

- Bepgute gaTy v Bpems Hauana.

—  [Npx HEODOXOAMMOCTH HaXXMWUTE cueTuMK Bpema Hauana +/-, uToObl OTperynupoBsarb
[ONYCK ANA NPEeXaeBPeEMEHHOro UMW 3aflep)KaHHOro Hauana.

LLlenkHUTe CTpenky BnpaBo v BbibepuTe cunTbiBaTeNb, KOTOPbIK TPebyeTcA MCMoNb3oBaThb

ONA perncrpaumnmn Kaptbl oxpaHHuka. ObpatuTe BHUMaHKe, UTO CuMTbiBaTeNb BCeraa

[omKkeH ObITb HACTPOEH B cUCTeMe, uTobbl oTobpakaTbes 3aech AnA Bbibopa.

Ha)xmuTe 3eneHyto KHOMKY (+), uToObl HauaTb CUMTbIBAHUE KapTbl OXPaHHUKA, NPeabaBUTe

KapTy B CUMTbIBATENb U BbINMOMHUTE UHCTPYKLMW BO BCM/bIBAlOLLEM OKHE.

KapTta oxpaHHUWKa bygeT 3aperMctpMpoBaHa Ansa UCNonb30BaHWA B naTpyne.

MNMoBTOopMTE NpeablayLMi War, yToObl 3aperucTPMpPoBaTh anbTepHaTUBHbIE KapThbl

OXPaHHMKOB AnA atoro natpyna. Obpatute BHMMaHWe, UTO NepBas KapTa,

npenoctaBneHHas BO BPeMA naTtpyns, AOMKHA UCMONb30BaTbCA BO BCEX CUMTbIBATENAX BO

BpemMA 3Toro natpyns.
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27.3

9. Haxmurte kHonky OK. BblOpaHHbIM MapLupyT NatpynMpoBaHKA ByaeT MoOMeUeH B CNUCKe Kak
3annaHMpPOBaHHbIN.

OTcnexxuBaHue naTpyns

Bce 3annaHWpoBaHHbIE W aKTUBHbIE NAaTPyNu NepemeLlaTca HaBepx cnucka. Ecnu
3annaHWpoBaHO UK aKTUBUPOBAHO HECKOMbKO MaTpynen, BolbpaHHbIM NaTpynb Bblaenaerca
KpacHoM paMKow. HaxxmuTe pamky, utobbl MONYUYnTb AOMOMHUTENbHbIE CBEAEHUA.

MaTpynb HauMHaeTCcA, Koraa OXpaHHUK NPefoCTaBNAET KapTy B NepBOM CUMTbIBaTENEe MapLlpyTa
naTpynupoBaHusa. 3Ty KapTy cnedyeT UCMONb30BaTb 0 KOHLA NaTpynsA, Aaxe ecnv AnsA Hero
ObInn onpefeneHbl anbTepHaTUBHbIE KapThbl.

CocTofAHHUe NaTpyns U3MEHUTCA Ha AKTUBHO.

Kaxkabl cuMTbiBaTeNb, MPOXOAUMbINM MO PacnucaHuio, MomMeyaeTca 3eMeHbiM (PaXkKoMm U’
3annaHMpoBaHHOE U PaKTUUECKOEe BPEMSA MeXay CUMUTbIBATENAMMU B TEKYLLEM BblOpaHHOM
natpyne otobpa)kaetcs B HUXXHEW NONoBUHE AMANoroBOro OKHa.

Kaxkablv cuMTbiBaTeNb, KOTOPbIA OXPaHHWK MPOXOAMT NMO3XKe 3anTaHWMPOBAHHOIO BPEMEHM NMoC
Makc. 3apgepiKa, noMmeyaeTcA KpacHbIM iaXKKom @ Matpynb nonyyaet oTMeTKy 3agepKKa.
B 3TOM cnyuyae oxpaHHUK Bbi3blBaeT oneparopa, YTobbl NoATBEPAUTL OTCYTCTBUE Npobnem.
MNMocne aToro onepartop HakMMaeT KHOMKy Bo306HOBUTb naTpynupoBaHue. CunTbiBaTeNb

nonyyaet 3eneHbiiM na)Kok ¢ AONONHUTENbHBIM CUMBONOM "c": .{ Tenepb OXpaHHUK MOXET
NPOAOMKUTbL MaTpyNb CO CNeAykLLero CUMTbiBaTens.

Ecnu Bo3HWKaeT HenpeaBWAEeHHaA, HO HEOMACHAA 3a4epPXKKa B aKTUBHOM MaTpy/e, OXpPaHHMK
MOXXEeT Bbl3BaTb onepaTtopa, UTobbl CKOPPEKTUPOBATb pacnucaHue. BBeguTte KONMMUECTBO MUHYT
3a[ePXKKU B cueTumke 3apgeprkka (MUH) 1 HAXXMUTE KHOMKY MPUMEHUTD.

Ecnu natpynb HEBO3MOXHO 3aBEpPLUMTb MO PaCMMCaHMIO, ONepaTop MOXET OTMEHUTb ero, Haxas
kHonky MpepBaTtb. CocToAHMe NaTpynAa U3MeHUTCA Ha NMpepBaHO, U OH OMYCTUTCA HUXKE
3annaHMPOBaAHHbIX U aKTUBHbIX MapLUPYTOB NaTpyMpoOBaHUA B CMIUCKE.

MoHuTOpUHr mapwpyTa (paHee «KOHTpOnb NyTU»)

BBeneHue

MapuwpyT — 3T0 npegonpeaeneHHasn NocnenoBaTefibHOCTb CUMTbIBATENEN, KOTOPYH MOXHO
NPUMEHUTb K N1LaM, onpeneneHHbiM B CUCTEME KOHTPOMA AOCTyNa, UTobbl yNpaBnATb MX
nepemMeLleHMeM no TEPPUTOPUM HE3ABUCUMO OT aBTOpPM3aLIMM Nuua.

OObIUHO 3TO NPUMEHSETCA, Koraa HeobxoaMMO peanu3oBaTb CTPOryH NoCnenoBaTeNbHOCTb
[OCTyNa B UUCTbIX MPOMbILLIMEHHbIX cpefax, 30HaxX C KOHTPONEM rMrueHbl UMK 30Hax
NOBbILLEHHOM Be30nacHOCTH.

OnpepeneHue MapLIpyTOB

1. B rnaBHOM MeHt0 BblibeprTe MOHUTOPUHT MaplipyTa > OnpeaenuTb MapLIpyThl.

2 Beeoute umsa mapupyTa (0o 16 cumBonos).

3. Baepute bonee nogpobHoe onvcaHue (LONONHUTENBHO).

4. Kak u B crnyyae MapLllpyToB NaTpynnMpoOBaHUA, HAXXMWUTE KHOMKY [lo6aBUTb cuuTbiBaTenb,
uToObl CO3AaTb NOCNEAOBaTENbHOCTb CUMTbIBATENEN. MCNONb3yNTe KHOMKK CO CTPENKaMHU,
UTOObI U3MEHUTB MONOXEHWE CUMTbIBATENA B MOCNEA0BATENbHOCTH, U KHOMKY YAanuTb
cuuTbiBaTenb, UToObl yAaNWUTb CUMTbIBATEND.
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« Main menu

Define routes

=3
H Correct routes

TR Q

Define routes

Division:

Al
N
©

Mame : | Route to lab

Description: | Direct route to the laboratory

Mo. Description of reader y 9
BPR. HI-1: BPR. HI: Common
2 | BPR HI-2: BPR. HI: Commaon w

3 FPBEWZ2-WIE1-1: FFBEW2-WIE1: Common
4 FPBEW2-WIE1-2: FPBEW2-WIEL: Common

Add reader Delete reader

HasHaueHue MaplpyTa nuuy

UTobbl Ha3HAUWTb MapLLUPYT NULY, BbIMOMHWUTE creaytoliue AenCTBus.

1.
2.
3.
4

5.

B rmaBHOM MeHI0 HaxxMuTe [laHHble 0 nepcoHane > KapTbl

3arpyswuTe 3anucb 0 NepcoHane Ana nuua, KoTopomMy TpebyeTca HasHauWTb MapLpPyT

Ha Bknagke [ipyrue gaHHble ycTaHOBWUTE hiakok MOHUTOPUHI MapLupyTa.

B packpblBaloLeMCcs CNUCKe PALOM C HUM BblDepuTe onpeaeneHHbid MapLupyT (CBeaeHus
no onpefdeneHuio MapLipyTa cCM. B NpeablaylieM pasaene).

CoxpaHuTe 3anucb o0 NepcoHare.

MapUprT AKTUBUPYETCA, KOrda Ha3dHauyeHHOoe NTMLUO NpeaoCTaBUT KapTy B NepBOM CUUTbiBaTeNe
Ha MapupyTe. Mocne aToro aopyrue cuntblBatenn B MapLlpyTte AONXHblI MICNONb30BaTbCA B
onpep,eneHHoﬁl nocnenoBaTtesibHOCTU, TO €CTb TONMbKO cne,qyrou.mﬁ CUMnTblBaTENb B

nocnefoBaTeNbHOCTU NPEAOCTaBUT AoCTyn. [Tocne ycnewHoro 3aBepllieHma MapLipyTa nuuo
MOXET UCMonb3oBaTb NtoOOM APYron cunTbiBaTeNb, HA AOCTYN K KOTOPOMY MMetoTCA

COOTBETCTBYHOLLME aBTOPU3aLUN.

KoppeKTMpoBKa U MOHUTOPUHI MapLUPYTOB

1.

ok b

B rnaBHOM MeHt0 BbibepruTe MOHUTOPUHI MapLupyTa > KoppekTUpoBaTh MapLupyThl.
3arpysuTe 3anncb 0 NepcoHane AnAa nuua, Kotopoe bbiNno Ha3HAUYEeHO MapLUpPYTY.
Utobbl HaMTK NULO B MapLIpyTe, HAXKMUTE KHOMKY OnpeaenuTb pacnonoXeHue.
YcnewHo NporaeHHble CUMTBIBATENM MOMEUAIOTCA 3€MEHbIM PNTaXKKOM U’ B CMHWCKe.
YToObl COPOCUTL MMM CKOPPEKTUPOBATL PACMONOXKEHME NKLLIA B MapLLPYTe, HAXXMUTE
KHOMKY YCTaHOBUTb PacnonoXeHue.
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28

CnyualHbiM B OCMOTP NepcoHana

Mopapok cnyuaHoro AocmoTpa
1. [epxaTenb KapTbl NPUKNaabiBaeT CBOK KapTy K CUMTbIBATENt0, HACTPOEHHOMY Ha
CcnyyanHbli OCMOTP.
MpumeuaHue
CnyyaiHO MOryT bbITb BbibpaHbl TONbKO MWL, KOTOPbIM pa3pelleH NPoXoa uepes AaHHbIN
npoxop B 3aflaHHOM HanpasneHWK. [TOCKONbKY aBTOpU3aLMKU NPOBEPAIOTCA Nepes
CNyyarHbIM JOCMOTPOM, NM0HOMY HEeaBTOPM30BaHHOMY NULY HEMEANEHHO byaeT 3anpeLlleH
BXO/ U 3TO NMLO He BydeT BKNHOUEHO B npoLecc Bbibopa.
2. Ecnu reHepatop cnyuanHbiX YMcen BbiOMpaeT gaHHOe NULO ANA AOCMOTPa, KapTa nuua
B6noKkupyeTcA B paMKax BCEM CUCTEMDI.
— [aHHoe cobbiThe perncTpupyeTca B XKypHane CUCTEMHbIX COObITUHN.
— [Ouanorosoe okHO BnokupoBKa nonyuyaet 6eCCpoUHYyIo 3anMcChb C MOMETKOM
CnyuaiHbIi BocMoTp. [PUcyHoK Huke — Homep 1]
— B cTpoke cOCTOAHUA AMANOroBblX OKOH NMepCcoHanbHbIX AaHHbIX 0TobpaxkatoTca
UHOMKATOPbl BNOKMPOBKKU (KpacHble), MPpU 3TOM MUraloT MHOMKATOPbI CyYyanHoro
nocmoTpa (puonetosble).

3ameuaHue!
NMuua, onA KoTopbix 3aAaH napameTp UcKnoueH U3 cnyyawHoro gocmoTtpa (B 4ManoroBom
okHe KapTbl, BKnagka [ijpyrue AaHHble), He BKOUAKTCA B NpoLecc 4oCMOoTpa.

3. CnyuanHo BbiOpaHHOE NULO NpuUrnawaeTca AnA ganbHenLen NPoOBEePKKU B OTAENbHYIO
KabWHY oXxpaHbl.

4. Tlocne npoBeneHUA NPoOBEPOK oxpaHa cbpacbiBaeT AaHHbIM BNOK B AMANOroBOM OKHe
BnokupoBKa ykasaHHbIM HWxe 06pasom.
—  BblbepuTe cooTBeTCTBYOLWIMIM BDNOK B AMANOroBOM OKHe co cnvckoMm Bnokuposka.
- Hamunte KHOMNKY YAanuTb.
- MonTBepauTe ynaneHue, Bbibpas Aa.

Tenepb cnyyanHo BbIOpaHHOE NULIO MOXKET UCMONb30BaTb CBOK KapTy BO BCEX CUMTbIBATENSAX,

ONA KOTOPbIX OHO aBTOPM30BaHO.

Mpumep NNaHUPOBKU KOMHATbl ANA CyYallHOro fOCMOTpa

A

R —
H 2 1

1 = MNpuknagbiBaeTCcs KapTa — AOCMOTP — ONOKMPOBKA Ha CUCTEMHOM YPOBHE

2 = Bnagenew, KapTbl BXOAWUT B KaOWHY oxpaHbl
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3 = BbinonHAeTcA AOCMOTP BNnagenbLa KapTbl, 3aTeM 6}'IOKMpOBKa €ero KapTbl CHUMaeTCA C
NMOMOLbIK JaHHOIO AMaNnOoroBoro OKHa.

4 = Bnapenew, KapTbl NoKnaaeT Ka6VIHy OXpaHbl, HE NMpeAbABNAA KapTy CUMUTbIBATENIO eLle paas.

3ameuaHue!

MpoueHT foCcMOTpa AOCTUIraeTCA COBOKYMHO C TeUeHWEM BPeMeHMU. Tak, ecnu Ana cnyvyamHoro
[ocMoTpa BbibpaHo 3HaueHue 10 %, Bce paBHO cyllecTByeT BeposaTHocTb (1 13 100 mnun 1/10 x
1/10), uto gnAa gocmoTpa byayT BbIOpaHbl ABa YenoBeka noapAa.
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29.1

Mcnonb3oBaHUe cpeacTBa NPOCMOTPa COObITUMN

BBepeHue

CpencTtBo npocMoTpa cobbITUIM NO3BONAET onepatopamM C COOTBETCTBYIOLMMU NONHOMOUMAMU
M3yuaTb COObITMA, 3aNMCaHHble B CUCTEME, U COCTaBMATb OTUETbI: BbIBOAUTb HA 9KPaH,
pacrneyatbiBaTb UM 3KCMOPTUPOBATbL B haknbl . CSV.

[na n3BnevyeHUa n oTobparKeHUA HYXKHbIX 3anMcen U3 Hbasbl JaHHbIX XKypHana cobblTUM 3adanTe

Q2

3anpoLleHHbIX JaHHbIX 3TOT MPOLECC MOXET 3aHATb HECKOMbKO MUHYT.
Kputepuu pmunbTpaLmm MOXHO 3afaTtb pasHbiMKU crnocobamu:

Kputepuu CbMﬂpraLlMM N HAXXMUTE KHOMNKY OOHOBUTDb . B 3aBMCMMOCTHM OT KONKuecTBa

OTHOCUTEeNbHBbLIOOP COBBLITUI OTHOCUTENBHO TEKYLLErO BPEMEHH.
o

WUHTepBan  Bbibop cobbITUI OTHOCHTENBHO CBODOAHO OMNpPEAenAemMoro UHTEpBana BpeMeH#u
Bcero Bbibop COObITUI HE3ABUCMMO OT BPEMEHHU MX HACTYMNEHUS

MNMpepBapuTenbHble TpeboBaHUA
Bbl BOLWNW B AUCNETUEP AMUANTOrOBbIX OKOH.

MyTb K AMAaNOroBOMY OKHY
[naBHOE MeHo AucneTyepa AnanoroBbiX OKOH > OTueTbl > CpeAcTBO NPOCMOTPA COBbITUH

Hactpouka kputepueB chunbTpauum gnA BPEeMEHHU
OTHOCHUTENbHO HACTOALLEro

1. B pasgene Nepuoa BpeMeHH yCTaHOBUTE Nepekntouateib OTHOCUTENbHO
B none MNMouck 3a nocnegHue yKaXkMTe UMCNO BPEMEHHbIX eqWHWL, AN NMOoUCKa U BblbepuTe,
KaKue U3 HWUX cneayeT UCnonb3oBaTth (Hegenu, AHU, yacbl, MUHYTbI, CEKYHAbI).
3. B meHto Tunbl cobbiTUM BbIDEpUTE KaTeEropUuIo CODObITUM ANA NOUCKA, a 3aTeM TUMbI
cobbITWI, KOTOPbIe NpPeacTaBNAOT ANA BaC UHTEPEC.
4. B meHto MakcMManbHOe KONMUYECTBO OrpaHMubTe UMCO CODbITUM, KOTOPblE CPEACTBO
npocmMoTpa cobbiTui ByaeT nbiTatbcA NONyumTb. o coobpakeHWAM NPOU3BOAUTENBHOCTH
He peKkomeHayeTcs ocTaBnATb 3HaueHue (He orpaHuueHo).
5.  YkaxuTe gpyrve HeobxoouMmMble KpUTEPUMU PUNbTPALINK:
- ®damununa
- Nma
—  [lepcoHanbHbI HOMEp
- Homep kapThbl
— Tonb3oBatenb (To eCTb CUCTEMHbIM onepaTtop)
— [aHHble Koga
-  HasBaHwue ycTpoKcTBa
- HasBaHwue obnactu.
)
- Haxmute OBHOBUTbL Q
ero.

, UTOObI HauaTb cbop cobbITUI, 1 OTMeHa, UToObl OCTAHOBUTb

- Haxmurte , UTOObI COXPaHWUTb PesynbTaThbl, UMK E , uTobbl pacneyaTaTb UX.

- Haxwmute Ijgf) , UTOObI OUMCTUTb Pe3ynbTaThbl APYroro NnoMcka.
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29.2

29.3

Hactpoika kputepueB hunbTpauum oNA BPEMEHHOro
MHTepBana

1. B pasgene lNepuop BpemMeHHU ycTaHOBWTE nepekntoyatens UHTepBan
C nomMolLLblo MHCTPYMEHTOB Bblbopa faT Bpemsa ¢, Bpema fo yKkaxkute Hauano u
OKOHUaHMWe nepuoaa nomcka cobbiTui.
3. B MeHto Tunbl cobbITUl BbiDEPUTE KAaTErOPUIO COOBLITMI ANA MOKWCKA, a 3aTEM TUMbI
COObITUI, KOTOPbIE NPeAcTaBNAOT ANA BaC UHTEPEeC.
4. B meHo MakcMuManbHOe KOMUUYECTBO OrpaHUUbTe UMCNIO CODObITUM, KOTOPbIE CPeACTBO
npocmoTpa cobbITUM ByaeT nbiTaTbCA NONYyUKTh. [0 COODPaAXKEHUAM NPOU3BOAUTENBHOCTH
He peKoMeHAyeTCcsa OCTaBNATb 3HaueHue (He orpaHuueHo).
5. YkaxuTe gpyrve Heobxooumble KpUTEPHUU PUNBTPALMMK:
- ®amununa
- WwmnA
—  [lepcoHanbHbI HOMeEp
- Homep kapthl
— Tlonb3oBaTtenb (TO eCTb CUCTEMHbIV Oonepatop)
— [aHHble Koga
-  HasBaHue ycTpo#cTBa
- HasBaHwue obnactu.

Q)

- Haxxmnte O6HOBUTDL , UTOObI HauaTb cbop cobbITUM, U OTMeHa, UToObl OCTAaHOBUTb

ero.
- Hakmute , UTOObI COXPaHUTb pe3ynbTaTbl, UNN E , UTOObI pacneyaratb UX.

- Hakmute [3:') , UTOObI OUMCTHUTL pe3ynbTaTbl APYroro nNoucka.

Hactpouka kputepueB hunbTpaLum HE3aBUCUMO OT BPEMEHH

1. B pasgene lNepuoa BpemeHHU yCTaHOBUTE nepekntouatens Beero
B meHto Tunbl cobbiTUM BbiDEpPUTE KAaTeroputo cobbITUIM AN NOUCKA, a 3aTeEM TUMbl
CcoObITMI, KOTOpPbIE NPEeACTaBNAT ANA Bac UHTepec.
3. B meHo MakcumanbHoOe KOMUUYECTBO OrpaHUUbTe UMCNO COObITUM, KOTOPbliE CPeACTBO
npocmoTpa cobbiTUi ByaeT NbiTaTbCA MNONYUMTb. 10 COOBpPaXKEHUAM NMPOU3BOAUTENBHOCTH
He peKkomeHayeTcs ocTaBnATb 3HaueHue (He orpaHuueHo).
4. YkaxuTe apyrve HeobxogmMmble KpUTEPHUU PUNBTPALMMK:
- ®damununa
- Wwma
—  TlepcoHanbHbIi HOMEp
- Homep kapTbl
— TNonb3oBatenb (To eCTb CUCTEMHbIW onepaTop)
— [aHHble koga
- HasBaHue ycTpoKcTBa
- HasBaHwue obnactu.
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Q2

- Haxmute OBHOBUTbL
ero.

, UTOObI HauaTb cbop cobbITUI, 1 OTMeEeHa, UToObl OCTAHOBUTb

- Haxmurte , UTODObl COXPaHWTb pe3ynbTaTbl, UK E , uToObl pacneyaTaTb MX.

- Haxmurte [2) , UTOObI OUMCTUTbL pPe3ynbTaThbl APYroro Noucka.
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30

30.1

Ucnonb3oBaHue oTUETOB

B aTom pasgene onucbiBaeTcAa Habop dyHKUMI AnA paboTbl C OTYETaMK, KOTOPble MOXHO

ncnonb3oBaTtb ANA d)VIﬂpraLI,MM CUCTEMHbIX AaHHbIX U OaHHbIX XYyPHana COObITUH, a TaKXKe AnA

npencrtaBneHnA 3TUX AaHHbIX B y}J,O6HbIX (bopmaTax.

MyTb K AMANOroBOMY OKHY

[[naBHOE MeHI0 > OTUeThbl.

Ucnonb3oBaHWe NaHenu UHCTPYMEHTOB OTUETOB

Haxmure @‘ , UTOObI OTODOPa3uUTb AOKYMEHT ANA NpeaBapUTENbHOrO MPOCMoTPa nepeq

neyartblo.

B OKkHe npeaBapuTenbHOro NPOCMOTPa eCTb COBCTBEHHAA NaHenb:

M 4 1ol b oe | B & F& = o 7 muster | Totakd 100

I

HaxkmuTe ¥, uTobbl BbINTU U3 NpefBapUTenbHOro NpocmoTpa 6es neuatu.
McnonbayiTte knasuluu co ctpenkamu 4 4 2of17 P M rHa nanenu
MHCTPYMEHTOB NpeABapUTENLHOrO NPOCMOTPA ANA NepeMeLLeHUA Mo AOKYMEHTY UMK

YKaXKWTe HOMEP HYXXHOW CTpaHMULbl.

Haxkmute , uTobbl pacneyaTaTtb LOKYMEHT HEMeAIeEHHO, UCMONb3yA NPUHTEP NO

yMONUaHuto

Haxmute & yToObI pacneuyaTaTtb JOKYMEHT Uepes AManoroBoe okHo «HacTporka neuatu»,

B KOTOPOM MOXHO YKa3aTb AOMOMHWUTENbHbIE NAapaMeTpbl NeyaTw.

Haxkmute @ uTOObI 3KCMOPTUPOBATL OTUET B OAHOM M3 NOAAEPKUBAEMbIX (hanNOBbIX

dopmartoB, Bkntouas PDF, RTF u Excel.

Uucna cnpaBa Ha naHenu MHCTpYMeHTOB obo3HauatoT criedytoLlee:

—  COBOKYMHOE KOMMUECTBO CYLLECTBYIOLLMX 3anucer 6asbl 4aHHbIX, COOTBETCTBYOLLMUX
KPUTEPUAM PUIBbTPALMM.

—  [poueHT 3anucewn H6asbl AaHHbIX, oTobparkaeMblx ANA NpeaBapuUTENbHOIrO NPoCMoTpa.

OTueTbl: OCHOBHbIE AaHHbIE

0630p oTyeTa: OCHOBHbIE AaHHble

OTueThbl C OCHOBHbIMW laHHbIMUW COZlepXKaT BCE OTUEThbl O NULAX, MOCETUTENSAX, KapTax U
aBTopU3aumax goctyna. Kpome Toro, MoXKHO 0To6pasuTb AaHHbIEe YCTPOMCTBA U KOMMAHWK.

_i Perzonnel data

:“@ Yisitors

™ Personnel access

_é authorizations

Persons

[
_.;—"‘\_; PegaSys

Avthorizations
pet ertrance

2021-1214.0.0.1 |

Software manual

Bosch Security Systems



Access Management System Mcnonb3osaHue otuetos | ru 229

[é Blacklist

™ |ocked Persons /
Cards

:"@ Device data

B .
_@ Companies

OTueT: NnepcoHanbHble AaHHble

Mpu co3gaHWM OTUETOB MOXHO MPUMEHATb ABa PUNbTPa.

dunbTp Mo NUUAM: onepatop MUIbTPYET OTUET MO CTaHAAPTHLIM MOMAM OAHHbIX O MepcoHane.
dunbTp Mo KapTam AOCTyna: oneparop MOXET BbIMONHATb DUIbTPALMIO MO HOMEpPaM KaprT,
AuanasoHaM HOMepoB, CTaTycy U cTaTycy ODNOKUPOBKMU.

Ortuer: NMoceTutenu

Kak v ana nepcoHanbHbIX aHHbIX, 30eCb MOXHO CO34aBaTb OTUEeTbl O noceTuTenaAx. [1pun aTom
COXpaHAEeTCA BO3MOXHOCTb AIOCTYMNa KO BCEM CO3AaHHbIM AaHHbIMW O NoceTuTenAax, T. €. MOXHO
naxxe BbI6MpaTb nocetutenemu, KOTOpble elle He I'IpVI6bII'IVI, HO YyXe 3apernctpupoBaHbl.

Otuert: "ABTOpU3aLUK JOCTyNna nepcoHana"

B aTom oTueTe pgaetcA 0630p 3aperncTpMpoBaHHbIX B CUCTEME aBTOPM3aLMM JOCTYNA, a TaKxXe
NnepeyuymncnaTCA N1LUa, KOTOPbIM OHU Ha3HauYeHbI.

B ycnoBuax ounbTPOB MOXHO MCMONb30BaTh NePCOHanbHble faHHble U Habop BbIOPaHHbIX
onpeneneHHblX aBTOPU3aLIUK.

—  [lepcoHanbHble AaHHble: PaMUUA, UMSA, NEPCOHANbHbIM HOMEpP

- [lpoBepka Bcex aBTOpU3aLUH.

- MmA aBTOpU3aLMK, KOTOPaAs PaACNpPOCTPAHAETCA Ha AaHHbIA BXOA.

- WmA mopenu BpeMeHHu, ecnu ecTb.

- HanpaBneHwe Bxopga.

- [lpoBepkKa crneyranbHOM aBTOPU3aLUK.

Otuert: "UepHbik cnucok"

B aTOM AManoroBoM oKHe MOXHO pacneuaratb CNMCOK C NOAPOOHBIM ONMUCAHWEM BCEX UMK
HY>XHbIX MAEHTUPHUKALMOHHbBIX KapT, KOTOPble MO Pa3HbiM NPUUMHAM ObliM BHECEHbI B UEPHbIN
CMUCOK.

OTueT: 3abnokupoBaHHble NULUA/KapTbl

3T0 AMaNoOroBoe OKHO MOXHO MCMONb30BaTh AN1A CO3[4aHMA OTyeTa C AaHHbIMKU 000 Bcex
3ab6MOKUPOBAHHbBIX NULAX.

Mcnonb3yite aathbl, UToObl HAMTM BNOKKU B onpeaeneHHble Nepuoabl BpeMeHH.
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OTueT: AaHHble YCTPOWUCTB
370 AManoroBoe OKHO MOXHO MCMONb30BaTh ANA CO3[aHUA OTUETOB Ha OCHOBE AaHHbIX
YCTPOMCTB, HanpMmep UMEHU WK TMUNa YyCTPOMCTB.

OTueT: KOMNAHUU
IOunanoroBoe okHO oTueTa «KoMnaHWK» ncnonbayetca AnA cbopa AaHHbIX O KOMMaHWMK.
Mcnonb3yinTe 3BE300UKH, UTOOLI HAMTU KOMMaHWK C Ha3BaHMEM Ha onpeaeneHHyo byKBy.

30.1.1 OTueTHOCTb NO aBTOMOOUNAM
B AnanoroBom oKHe OTtueTbl > MMoceTUTENU M3 CNMCKA MAaKETOB MOXHO Bbl6paTb ABTOMOOMNU.
[Mocne Bbl60pa 3HauyeHnAa ABTomobunu B obnacTtu OnanoroBoro okHa akKTMBupyeTcA ¢Mﬂpr
aBTOMOGMNEN, C MOMOLLbIO KOTOPOro onepaTop MOXET (PUNbTPOBaTb aBTOMOOUMKU U UX CTaTyC.
CraTyc oTobparkaeTcsa cneayoLMm obpasom:
- anCyTCTByeT: BU3UT elle He 3aBepLlleH, oTBeaAeHHOoe ONnA noceweHna BpeMA He UCTEKTO.
—  3aJep)Ka: BU3UT elle He 3aBeplleH, HO OTBEAEeHHOe ANA NOCeLleHUA BPeMA UCTEKNO.
—  3aperncrpMpoBaHo ybbiTUE: MOCeTUTENb BEPHYN BCE KapTOUKK AOCTyna.
—Visitor filter
« Reports .
MName: I Visitor card
I Card no.: I
Q First name:
Personnel data
State:
Street: I I{No filter) j
Visitors Zip code [ City: I
Remarks: I
Perzonnel access
authorizations r Extended wvisitor fitker

(3
(3
(3
(&
(&
(&
(&

Perzons
PegaSys

Authorizations
per entrance

Blacklist

Locked Persons /
Cards

Device data

Companies

Expected amival: I 3: Expected departure: I 3:
Amival: I 5: Departure: I 3:

Location: I

—Access authorizations

Valid from: | = until; | =

—Card type Filter

Card type: I{No filter) j

r—Vehide filter

Car license No.: I

Stay from: | = until: =
State: I{No filter) -
List of layouts ——— present
delayed Available sort order
o checked out _
Vehides - Tors L rienme
—I First name = |

Default |
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OTueT 06 aBTOMOGUAAX MOXHO COCTaBUTb TONBKO A1A NOCETUTENEN, NOTOMY UTO B Tabnuue

MoceTtutenu 6a3sbl JaHHbIX OXKWAaeMan gata NnpubbiTus, oxxuagaemas gata yobiTvsA, gata

npubbITMA W gata yobITMA AOCTYNHbI TONBKO ANA NOCETUTENEN.

B oTueTe ykasaHbl TONIbKO HOMepa aBToMObOUen, coxpaHeHHble B Tabnuue Nuua 6asbl faHHbIX.

B cnyuae uameHeHuA Homepa aBToMobOUNA B oTueTe byayT oTobparkatbCcA Apyrve CBedeHus.

MpoaomKkUTeENbHOCTb NPebbiBaHUA BbluMCNAETCA creayolnm obpasom.

—  Ecnu nocetutens yxe ybbin, To oTobparkaeTca pasHuua Mexay npubbiTueM U yobiTueM B
MWHyTax.

—  Ecnu nocetutens elle He yObin, oTobpaykaeTcsa BpeMs C MOMEHTa NPUObITUS [0 TEKYLLEro
MOMEHTa B MUHYTax.

Access Engine

Vehicle Datum 02.07.2014 , 14:26:14
Seite 1
Lastname Firstname Arrival Vehicle Person
Departure Last area Last area
Status Doura tiom
Meuer Besucher mit Vorname 02.07.2014 14:21 AC BB 5678
Langem Namen 02.07.2014 14:30 parkplatz_01 ASE
prezent Oh &
Test Visitor 01.07.201405:10 AC AA 1234
02.07.201412:00 parkplatz_01 =8
too late 29h 16
Testbesucher mit sehr  Besucher mit gaaaaaanz 01.07.201407:30 AC AA 2345
lagem Mamen langem namen 01.07.2014 12:00 AUSSEN AUSSEN
departsd 4h 3D
30.2 OTueTbl: CUCTEMHbDIE AaHHbIe

OTueTbl: CUCTEMHbIE AaHHbIe

B oTnnume OoT OCHOBHbIX JAHHbIX, CUCTEMHbIE JAaHHble — 3TO VIH(*)OpMaLI,MH, KOTOpaA Ha3HayeHa
CHUCTemMe n He CBA3aHa C Nn1Muamu, M,D,eHTVICbVIKaLlVIOHHbIMI/I KapTamu Unu KoMnaHuamMu. JaHHble
OTUeThbI no,u,po6Hee OMUCbLIBAKOTCA HUXKE.

Arens

Area
configuration

Areq muster
list

Muster list
total

& & & e

Otuet: OGnacTtu

3T0 AManoroBoe OKHO MOXHO MCMONb30BaTb ANA UAEHTUDUKALMKU MECTONONOXEHUN B oTueTe. B
[AaHHOM IMANOroBOM OKHE COAEeP>KMUTCA TONMbKO OAWMH PUNbTP obnacTtu, KOTopbIW NpeanaraeT Ha
BbIOOP pasnuuHble 30aHUA U OpPYrMe 30HbI.
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30.3

HyxHas obnacTb BbiODMpaeTcs HaXKaTueM NeBOM KHOMKKU Mbllliu. [pexae ueMm HauaTb npoLecc
neyaTv c nomoLlbto KHonku MeuaTb, Nonb3oBaTelb MOXKET MPOCMOTPETb OTUET Ha 3KpaHe,
Ha)kaB KHonKy MpepgBapuUTenbHbIi NPOCMOTP.

[ocTynHo ABa MakeTa.

CraHpapt HaxopAauwMeca B JaHHOM MeCTOMNMONOXEHWU NuLa — be3
aBTOCTOAHOK

3aHATOCTb aBTOCTOAHKHU HaxopAwmeca B LaHHOM MeCTOMNOMOXEHUN NULA — TONbKO
ABTOCTOAHKMH

Utobbl y6e,CI,I/ITbCF| B aKTyanbHOCTH 0To6pa>+<aeMb|x Ha60pOB AaHHbIX, TaKXe YKa3blBalOTCA
cBegeHnA o nocnegHUX CKaHUPOBAHMAX KapT ANA AaHHbIX obnacten.

MosTomMy AnA pasnuuHbIX CcOObITUI MOXET ObITb npenocrtaBneHa HagexXxHanA VIHd)OpMaLlVIFl (o}
MECTONMONTOXXEHUN NUu.

OtueT: "KoHdurypauua obnacrein™
OnpepeneHHble obnactu U ux nogobnacTty ¢ oTMEUEHHbIMU hlaXKKaMmu aBTOCTOAHKAMMU U
MaKCUManbHbIM YUCNIOM MoONb3oBaTeNen UM aBTOMODUNEN.

OtuerT: "CnucokK npoBepku obnactu"

NMvua B faHHOM 06NacTM MOXKHO MEePeUYnCNIUTb He TONbKO MO YMWCINOBbLIM AaHHbIM, HO U MO
MMEHaM.

KpomMe BpemMeHU CKaHWPOBaHUWA ANA OTAENbHbIX 0OnacTeM, B JaHHbIX OTUETax Takxke
cofepiKaTcA 3HaUeHUA BpeMEeHU ANA KaXKA0ro nuua.

OtueT: "O6WMIK cnUCOK onpoca”

B npuHLUMNe, CMMCKKX onpoca COOTBETCTBYIOT IMANTIOrOBOMY OKHY oTueToB O6nactu. OfHAKO OHM
npeanararoT CIUCKKU ANA onpeaeneHHbIX 30H, NPEefoCTaBNAKLWNX MHOPMAaLMIO O TeKYLLEM
uucne nuu B obnacTv B COOTBETCTBMU C KOHTPONEM AOCTyna.

OTueTbl: aBTOPU3aLUH

0630p
B 3TOM NyHKTE MeHI0 NpeaoCcTaBNAeTcA CBOAKA MO pas3NMuHbIM aBTOPU3aLMAM, 3a[aHHbIM B
COOTBETCTBYHOLLIUX AUANOroBbIX OKHAX.

[@ Authorizations

Titne models

Dy models

Wiarkstation
right=

Wiarkstation
profiles

Uzer
right=

BB I B

2021-1214.0.0.1 |

Software manual Bosch Security Systems



Access Management System Mcnonb3osanue otyetos | ru 233
Lzer
profiles

OTtueT: ABTOPU3aLUU

3T0 AMAnNoroBoe OKHO MOXHO MCMONb30BaTb ANA 0TobpaXkeHWsa aBTopu3aLmin AoCTyna,
onpeaeneHHbIX B cucteme. MNepeuncnatoTca Npoxoabl, NpuHaanexawme K otaenbHbIM
aBTopu3auunam goctyna. OTobpaxkaetcAa MMA BbibpaHHOW BpeMeHHOW moaenu. Kpome Toro, B
3TOM oTueTe OoToDpaXkaeTca UMCMO NUL, KOTOPbIM Ha3dHaueHa AaHHaA aBTopu3aumA.

Otuert: "BpemeHHble mogenu"

ITOT OTUET MOXXHO MCMNOMb30BaTh ANA 0TOOpa)keHUA BblIbpaHHbIX BPEMEHHbIX MOAENEMN,
onpefeneHHbIX B cucTeme. B aTom oTueTe oTobparkatoTcA BCe AaHHble, CBA3aHHbIE C MOAENbHO,
a TaKXXe UMCNo NUL, KOTOPbIM OHa Ha3HaueHa.

Otuet: "Mogenu gHa"
B aToM oTueTe oTobparkatoTcA BCe 3aaHHble MOAENU OHA C UX UMEHAMM, ONUCAHUAMU U
coAepXalWMMUCA B HUX MHTepBanamu.

Ortuer: NpaBa pabouei cTaHuUKU
3T0 AMANOroBOe OKHO MOXHO MCMONb30BaTh AN1A OTODpaXKeHWsa nNpaB paboumnx CTaHLMM,
Ha3HaUEeHHbIX OMpPeAENeHHbIM B CUCTEME PAabOUMM CTaHLUMAM.

OTtueT: Mpodwunu paboueit ctaHyUn

3T0 AMANOroBOe OKHO MOXHO MCMONb30BaTb ANA 0TobpaXKeHWs onpeaeneHHbIX B cUCTEME
npodunen paboumx ctaHUMK. ITO NO3BONAET NPEACTaBUTb B y10OHOM BMAE CUCTEMHbIE
onepaunu ¢ oTAeNbHbIMKU PabounMMK CTAHUUAMM.

Ortuer: "lMpaBa nonb3oBarena"
3T0 AMANoOroBOe OKHO MOXHO MCMONb30BaTb ANA oTobpaykeHWsa Npodunen nonb3oBaTenen,
Ha3HaueHHbIX onpeaeneHHblM B CUCTEME MONb30BaTENAM.

Ortuer: "Mpocdunu nonb3oBatenen"
3T0 AManoroBoe OKHO MOXHO MCMONb30BaTh A1A 0TOOPaXKEHUA ANANOrOBbIX OKOH W NpaB
OManoroBblX OKOH, HA3HAUEHHbIX OMPeAENEeHHbIM B CUCTEME NPOMDUIAM NOoNb3oBaTenen.
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31

31.1

Ucnonb3oBaHue hyHKLUUN YNIPaBNeHUA YPOBHEM
yrposbil

B aTOM pasgene onucbiBaloTCA pasnuuHble Cnocobbl akTUBALMK YPOBHA YrpOo3bl U €ro OTMEHbI.
[ononHutenbHble CBEAEHUA CM. B pa3aene Hacrpokka yrnpasrieH1e ypoBHeM yrpo3sl, CTpaHula
135.

BBepeHue

YpoBeHb yrpo3bl akTUBUPYETCA npeaynpexaeHrem ob yrpose. MNpenynpexaeHue ob yrpose

MO>eT ObITb MHULMMPOBAHO OAHWUM U3 CriegytoLmx cnocobos:

—  KomaHaoM B nonb3oBaTeNbCKOM UHTepdence nporpaMmMHoOro obecneueHus.

—  Tlo BXOAHOMY CUrHany, onpeaeneHHbiM Ha NMoKanbHOM KOHTPO/epe AOCTyna, HanpumMep
CUTHANOM KHOTKM.

- CyuTbIBaHUEM TpeBO)KHOl;I KapTbl Ha CUUTbIBaTEene.

ObpaTtute BHMMaHKWe, UTo NpeaynpexmneHusa ob yrpose MoryT ObiTb OTMEHEHbl KOMaHA oM

Nonb30BaTeNbCKOro MHTepdenca Unu annapaTHbiM CUTHANOM, HO He KapToM ans

npenynpexneHua ob yrpose.

Cwm.
—  Hacrpovika ynpaBneHue ypoBHeM yrpo3sbi, CTpaHuya 135

MHULuMaLKMA U OTMEeHa npeaynpeXxaeHua ob yrpose ¢ NOMoLblO
KOMaHpAbl NONb30BaTeNbCKOro HHTepcenca

B aTom paspgene onucbiBaeTcA, Kak akTUBMPOBaTb NpeaynpexaeHuve ob yrpose B AMS Map
View.

MyTb K AMANOroBOMY OKHY

[m b ]
jm]

-  AMS Map View > = (aepeBo yCTpoWncTs)
MpenBapuTenbHbie TpeboBaHuA
—  OnpegeneH xoTa Obl OAWH YPOBEHb Yrpo3bl.
- Kak MMHWMYM OOMH YPOBEHb Yyrpo3bl MOMEUEH B peaKTope YCTPOWUCTB KaK aKTUBHbIN.
—  Bbl kak onepatop Map View 1 AMC obnagaete HEOOXOAWMbIMW pa3peLLleHUAMMU:
—  [nsa paboTbl C ypOBHAMM Yrpos.
—  [na npocmoTtpa MAC B nogpasaeneHunu, B KOTOPOM HEODXOAMMO aKTMBUPOBATb
npenynpexaeHue ob yrpose.

Mpouenypa akTMBauuu npepynpexzaeHusa ob yrpose
1. B pepe.e yctponcte B AMS Map View WenkHWTe npaBon KHOMKOW MbllK ycTponcteo MAC,

B KOTOPOM HeobxoauMMo aKTUBWPOBATb NpeaynpexaeHve o6 yrpose.

—  OT06pasunTcA KOHTEKCTHOE MEHIO C KOMaHAaMM1, KOTOpble BaM pa3peLleHo BbIMOMHATbL
Ha aToMm ycTponctee MAC.

—  Ecnv HM O0oWH M3 ypOBHEN ONACcHOCTU eLle He aKTUBUMPOBAH, B MeHto byaeT oouH Unu
HECKO/bKO 3M1EMEHTOB C METKOM AKTUBUPOBAaTb YPOBEHb Yrpo3bl, e «<name>» —
3TO MMA YPOBHA Yrpoas, onpeneneHHoro B pegaktope yCTpoOMUCTB.

2. BbibepuTe ypoBeHb yrpo3sbl, KOTOpbIK TpebyeTca akTUBMPOBATb.

—  YpoBeHb yrposbl byaeTt akTMBMPOBaH.
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31.2

31.3

Mpoueaypa oTMeHbl NpeaynpexxaeHus o6 yrpose

MpenBapuTenbHoe TpeboBaHWe. YPOBEHb Yrpo3bl YKe UCMONb3YeTCA.

1. B pepeBe yctporctB B AMS Map View LeNKHWUTE NpaBor KHOMKOW MbllwK ycTponcteo MAC,
B KOTOPOM HeobxoaMMO OTMEHUTb NpeaynpexaeHune ob yrpose.
—  OT0bpasunTCcA KOHTEKCTHOE MEHIO C KOMaHAaMM, KOTOpble BaM pas3peLLeHo BbIMONHATb

Ha aTom ycTpokctee MAC.

2. BblbepuTe OTKNIOUUTbL YPOBEHb YrPo3bl B KOHTEKCTHOM MEHHO.

—  TeKkywun ypoBeHb Yyrpo3bl OyaeT OTKNOUeH.

AKTUBaUuA npepynpexaeHua ob yrpose ¢c NoMoLlbio
annapaTHOro curHana

B aToM pasgene onucaHo, Kak OTNPaBWTb anmnapaTHbliM BXOAHOW CUrHaM AN akTUBaL MM

npeagynpexageHua ob yrpose.

MpenBapuTenbHble TpeboBaHUA

—  OnpepgeneH xoTsa bbl 0AWH YPOBEHb Yrpo3bl.

- B oepeBe yCTPOWCTB HAcTPOEH XoTA Obl 04MH Npoxoa.

— AnnapaTHble curHanol onpegeneHbl B AMC, yCTPOMCTBO NOAKMNOUEHO K COOTBETCTBYHOLLLEMY
TEpPMUWHanNy Ha aTom KoHTponnepe AMC, KoTopbiM OyaeT nepegaBatb curHan. MNpu
HEeobXOAMMOCTU LLENKHUTE CChINIKY B KOHLE AaHHOro pasaena, Ytobbl Nonyuyntb
WMHCTPYKLMK MO HACTPOMKe BXOOAHOIO CUrHana, unv obpatutecb K CUCTEMHOMY
agMUHKUCTPaTopy.

Mpoueaypa

AKTUBUPYHUTE YCTPOUCTBO (Kak NpaBu/io, C MOMOLLbK KHOMKK WKW annapatHoro nepeknwyarens,

nogknoueHHoro kK AMC).

UToObl OTMEHWTb NpeaynpexneHue ob yrpose, akTUBUPYHUTE YCTPOMCTBO, KOTOPOe OTrnpaBnseT

BXOZIHOW CUTHan, onpeaeneHHbli Kak YPOBeHb Yrpo3bl: OTKMIOUUTD.

Cm.
—  Ha3HauyeHune ypOBHA yrpo3sbi annapatHomy curHay, CtpaHuya 139

AKTUBauUUA npeaynpexneHua ob yrpose ¢ NoMoLbio KapTbl
ANA npepynpexaneHua ob yrpose

B aToM pasgene onucbiBaeTCA, Kak akTUBMPOBATb NpeaynpexmaeHue ob yrpose ¢ NoMolLLbo
KapTbl ANA npegynpexaeHua ob yrpose.

MNMpepBapuTenbHble TpeboBaHUA

- OnpegaeneH xoTa Obl OAWH YPOBEHb YrPO3bl.

- B OepeBe yCTPOWCTB HAaCTPOEH XOTA Obl OAUH NPOXOA.

— [nA onpendeneHHOro Bnagenbua KapTbl co3aaHa KapTa AnA npeaynpexaeHus ob yrpose.
Mpu HEOBXOAMMOCTH LLIENKHUTE CChINKY B KOHLE AaHHOro pasgena, uytobbl Nonyuntb
MHCTPYKLMK MO CO30aHUI0 KapTbl ANA npenynpexaeHuns ob yrpose, unu obparturtechb K
CUCTEMHOMY aflMUHUCTPATOPY.

Npoueaypa

1. Bnapgeneu KapTbl MOQHOCUT CBOIO CreLManbHyo KapTy Ans npeaynpexaeHua ob yrpose Ha
nobom cuuTbiBaTtene, He ABAAIOLWEMCA CUMTbIBaTEeNeM OTNEeUaTKOB NanbLes.

—  AKTMBMpPYETCA YPOBEHb Yrpo3bl, ONpeaeneHHbli Ans 3Tor KapTbl.

Bosch Security Systems
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2. Tlocne ycTpaHeHWs yrposbl OTMEHUTE YPOBEHb YrPO3bl C MOMOLLbI KOMaHAbI
Nonb30BaTENbCKOro MHTEepMEeNca UNK annapaTtHoro nepeknoyatena. HeBO3MOXKHO
OTMEHUTb YPOBEHb Yrpo3bl C MOMOLLbIO KapTbl ANA NpeaynpexaeHus ob yrpose.

Cwm.
—  CoagaHue KapTbl 4717 npegynpexageHna ob yrpose, CtpaHnya 198
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32

MUcnonb3oBaHue Swipe ticker

BBepeHue
Swipe ticker — 310 UHCTPYMeEHT, NoMoratwLmi onepatopam Map View B peanbHOM BpeMeHH
OTCNEXWBaTb, KTO BXOAWUT HA TEPPUTOPHUIO UK NMOKUOAET ee.

00630p

Swipe ticker — aT10 npunoxexHne B AMC Map View, B KOTOpOM OoTOOpakatoTca nocneaHue

10 MUHYT coDbITUM AOCTYyNa B AMHAMWUECKOM NPOKpyuMBaeMomMm cnucke. Otobpaxkatrotca go 50

cobbITMM gocTyna, a cobbiTuA ctapwe 10 MUHYT yaanaroTCA U3 CMMCKA aBTOMATUUECKMU.

Onepartop MOXET OTCNEXWBATb BCE CUMTLIBATENMU B CUCTEME UMM MOXKET BblOpaTh

NOAMHOXECTBO YCTPOMCTB.

Kaxxgana 3anvcb B CMUCKe COAEPXKUT NoapobHble cBeAEHUA O COOLITUM U UCNONb3YEMbIX

YUETHbIX JaHHbIX, HAaNpuUmep:

- MMA BnagenbLa KapTbl U COXpaHeHHan doTorpadua anA BU3yanbHOro NOATBEPKAEHUA
NUYHOCTH.

- BpemeHHana meTKa.

—  HasBaHue KomnaHwWu U (MNK) NoppasneneHun, eCiu OHO COXPAHEHO.

—  [lpoxof U cunTbiBaTesb, Ha KOTOPbIX ObINMWM UCMONb30BaHbl YUETHbIE AaHHbIE.

—  Kareropua cobbiTA ¢ LBETOBOW METKOM:

—  3eneHbli LUBeT: 3aBepLUEeHHbIM AOCTYN C AEUCTBUTENbHBIMW YUETHBIMW AaHHBIMU

—  JKenTblM UBET: He3aBepLUEHHbIW [OCTYN C AENCTBUTENbHBIMU YUETHBIMU AAHHbBIMM,
HanpuMmep Bnagenew KapTbl nepesanycTun 6NOKUPOBKY, HO He OTKPbIN ABEPD.

—  KpacHbI# LBeT: HeygauHana nonbiTka OCTyNna ¢ HEAEWCTBUTENBHBIMU YUETHBIMMU
AaHHbIMU. OTobpaxaeTca TN HeAeMCTBUTENBHOCTH, HANPUMeEp, yYeTHble flaHHble
nobaBneHbl B UepHbIW CMUCOK, HEU3BECTHbI MTW CPOK UX AENCTBUA UCTEK.

Swipe ticker He coxpaHsaeT cobcTBEHHbIE apXxMBbI, @ U3BNEKAET U OTODOpaxkaeT cobbiTnaA gocTyna
M3 cucTeMHoM 6asbl AaHHbIX. [JMHAMUUECKYIO MPOKPYTKY MOXHO NMPUOCTAHOBUTb ANA
NoApPOOHOro U3yUeHUA UNKU OTKPbLITb B OTAENbHOM OKHE ANA NapannenbHOro UCnonb3oBaHUA C
apyrumu npunoxenuamu Map View.

3ameuaHue!

3anepxKa nocne pefakTtMpoBaHmA

[nsa pacnpocTpaHeHUA U3MeHeHUN NOeHTUUKALMOHHbIX dpoTorpadmi na AMC B Swipe ticker
00bIUHO TpebyeTcA HECKONBKO MUHYT.

MpepBapuTenbHble TpeboBaHUA

Mpodurnb nonb3oBatena onepaTopa TpebyeT HanMuWsa crneyuanbHOM aBTOpM3aLUuMK ANA 3anycka

Swipe ticker.

1. B rnaBHOoM npunoxeHun AMC nepenaute B MeHto: KoHdourypauusa > NMpocunu
nonb3oBaTenem.

2. 3arpysuTe MMA NpoduIsa HY>XHOTo oneparopa.

3. B T1abnuue Bbibepute NMpunoxenua Map cuctembl Access Manager > CneuuanbHblie
dyHKuuu > Swipe ticker .
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3anyck Swipe ticker

4

R=

B Map View wenkHute , UTOObI 3aMyCTUTb MHCTPYMEHT.

Bbibop cuuTbiBaTeneu ana HabnoaeHua

Ecnu cuntbiBaTeNM €elle He BbiOpaHbl UMK Bbl XOTUTE U3MEHUTb BbIDOP, BbIMONHUTE CreayoLiue
nencreuma:

B okHe Swipe ticker HaXXMWUTe KHOMKY (Hactporiku).

OTKpoeTcA OKHO ®UNbTP YCTPOMUCTB.

B nepeBe yCTpOWCTB yCTaHOBUTE (hNaXKKK HAMPOTUB NPOXOA0B UMW CUMTbIBaTENEW,
KoTopble TpebyeTcs oTcnexuBaTb. Pnaxkku paboTatoT cneaytolmnm obpasom:

Ecnu BbIbpatb Nnpoxoa, no ymonuaHuto byayTt BbibpaHbl BCe NOAYMHEHHbIE YCTPOWCTBA.
Dnaxku OTAeNbHbIX NOAUMHEHHbBIX YCTPOWCTB 3aTEM MOXHO CHATb, ECNIM OHU He
TpebytoTcs.

Ecnu BbibpaHbl BCe fouepHUe aneMeHTbl POAUTENbCKOTO YCTPOMCTBA, hnaXokK
poauTenbckoro obbekTa otobparkaetca benbiMm LBeToM. Ecnun BoibpaHa ToNbKO UacTb
3NeMeHTOB, (hNaXKoK POAUTENBCKOro 06bekTa oTobpaXkaeTcA cepbiM LBETOM.

HaxxmuTe kHonky OK, uto6bl 3aBepLnTb BbIOOP CUUTLIBATENEN U 3aKPbITb OKHO PUNBTP
YCTPOWCTB.

OTobpakeHue BbIOpPaHHbIX CUUTbIBaATENEn Ha KapTe

4
v
v

[OBaxnabl WenkHUTe 3anucb B Swipe ticker.

Swipe ticker aBTomaTMuyecku NnpuocTaHaBnMBaeTCA.

B rnaBHOM okHe oTobpasuTca Map view, nepBas COOTBETCTBYIOLLAA CLEHA KapTbl B
nepapxuu KapT, v byaeT BblAeneH CUMTbIBATENb, KOTOPbINM Bbl ABaXAbl LLENKHYNH.

MpuocTtaHoBKa Swipe ticker

B okHe Swipe ticker wenkHuTe WNW OBaXXAbl LENKHWTE 3anucb B CMUCKe, UToObI
NPUOCTAHOBWUTb AMHAMUUECKOE OTODpaXkeHue.

OuHamunueckoe otobparkeHne OyneT npuocTaHoBNeHO. BxoaAlne 3anmcu cobbitui
nomeuwatotca B bydep, Ho He oTobpakatoTcAa.

B Hauano cnucka gobasnAaeTcA yBegOMIEHWE O TOM, UTO MOTOK CODObITUM MPUOCTAHOBMEH.

Bo3ob6HoBneHue npuoctaHoBneHHoro Swipe ticker

B okHe Swipe ticker HaxxmuTe , UTOObI BO30OHOBUTL AMHAMUUecKoe oTobpaxkeHue.
[OWHaMUUecKui CnMcok oTobpaxkaeT B XPOHONOrMUeckoM nopsake (cHavana camble
HOBble) BCe cODbITUA A0CTyNa, NPoM3oLelle Ha BbiIOpaHHbIX CUMTbIBaTENAX 3a
nocnegHue 10 MUHYT (Makcumym 50).

CobbITHA AocTyna, KoTopble cTapiue 50 cambix HOBbIX UMK cTaplie 10 MUHYT, yaanatoTca U3
cnucka.

HoBble cobbITMA AOCTYyNa CHOoBa OTOOpaXkaloTCA B pearlbHOM BPEMEHMU MO Mepe UX
noABneHu1s.
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OybnupoBaHue Swipe ticker B oTaenbHOM OKHe
Ob6paTnTe BHMUMAHUE, UTO B KaXKAbld MOMEHT BPEMEHU MOXHO OTKPbITb TONIbKO OHO OKHO
nybnukata Swipe ticker.

1. B okHe Swipe ticker wenkHute (JononHUTENbHOE OKHO).
OTnenbHOe OKHO ABnAeTcsa AybnukaTtom M He 3aBUCUT OT Swipe ticker B rmaBHOM OKHe.
OHO NoAuMHAETCA TEM Xe HaCTPOoMKaM.
Opyrue npunoxenua Map View, TakMe Kak CNUCOK TPEBOT, Tenepb MOXXHO UCMONb30BaTb
napannenbHO B rMaBHOM OKHe.

2. [ocne 3aBeplieHUA paboTbl C OTAENbHbIM OKHOM MCMOMb3YWTe CTPOKY 3arofoBka, utoobl
3aKpbITb €ro.
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33

33.1

Pe3epBHOe KONUpPOBaHUE U BOCCTAaHOBNEHUe

dyHKuMA Pe3epBHOE KONUPOBaHUE U BOCCTAHOBNEHUE MNO3BONAET NEPEHOCUTb CUCTEMY
BMeCTe C ee faHHbIMKU B cucTeMy AMS HOBOM BEPCUM UK HA HOBbIM KOMMbIOTEP.

Pe3epBHOE KONMpOBaHUE U BOCCTAaHOBNEHUE MOXET BbIMOMHATLCA TONMbKO Ha KOMMbIOTEPE C
ycTaHoBNeHHbIM cepBepoM AMS. B meHto «[yck» Windows nmetroTca aBa Apnbika:

- AMS — pesepBHOe KONUpPOBaHUe — [/1 CO3[aHWNs Pe3epPBHOM KOMUK

- AMS — BoccTaHOBNEHUe — /11 BOCCTAHOB/IEHUA U3 PE3EPBHOMN KOMUM:

Access Management System

- AccessIPConfig

5 - Backup

- Configuration Collector

5 - DB Password Change

M

Co3paHue pe3epBHOU KONMUU CUCTEMDbI

B 3TOM pasgene onucbiBaeTcs, Kak co3faTb PE3epPBHYO KOMUIO NpUNoXeHUa AMS 1 Kak HanTu
hannbl pesepBHOM Konunu SQL Server.

Co3paHue pe3epBHOW Konuu npunoxxeuua AMS
1. B meHto «[lyck» Windows WwenkHWTe npaBon KHOMKOW Mbllun AMS — pe3epBHoe
KonupoBaHUe U BbibeprTe 3anyck OT UME@HU agMUHUCTpaTopa.
—  3anyctutcs MHCTpyMeHT Pe3epBHOEe KONMUMpPOBaHUE U BOCCTAHOBNEHUE C YXKe
BbIOpaHHbIM pexxumoM Pe3epBHOe KOonNMpoBaHUe.

Bl BackupAndRestore X

O Restore

“ C:\Users\Administrator \DOCUMENTS \Backups\AccessEngine -

Cancel

2. YKaxuTe MyTb ANA COXpPaHeHWA hanna . GZ.
3.  HaxwmwuTe Myck, utobbl 3anyCcTUTb pe3epBHOE KOMUPOBAHHME.
—  VHCcTpyMeHT Pe3sepBHOe KONMpOBaHUE U BOCCTAHOBMEHUE CO3acT OAuH hann .G2Z,
oTobpakaa xo4 BbIMOMHEHUA BO BCMNbIBAKOLIEM OKHE.
4. CkonupyHTe aTOT hann B besonacHoe MecTo Ha ApYyroM KoMnbtoTepe. YToObl He NOTepATb
[aHHble, He OCTaBNAWTE eAMHCTBEHHYIO KOMUIO Ha cepBepe DMS.

Mouck u konupoBaHue chalnoB pesepBHOMK Konuu SQL Server
1. Wcnonbaysa MpoBoaHKK Ha KoMMbloTepe cepBepa AMS, nepenauTe K nanke, B kKotopon SQL
Server XpaHuT hannbl . BAK.
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- TyTb K chavny BbIrNAQWT cnegytolwmnm obpasom, rage <version> W <instance name>
— NnepemMeHHble, 3aBUCALLUE OT Ballen CUCTEMbI:

C:\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>
\MSSQL\Backup\

- WmeHa harnoB UMeIOT Cneayowmni dpopmar:
acedb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.AlarmDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.EventDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.MapDb.80fZe4b0~-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.MapViewDb.80fZedb0-eb71-43ab-b2b6-db2517d4d6c7.bak
Bosch.StatesDb.80fZe4b0-eb71-43ab-b2b6-db2517d4d6c7.bak

2. CkonupyiTe Bce chalnbl . BAK B besonacHoe MecTo Ha CBOeM KoMmbioTepe. UTobbl He
noTepATb AaHHble, He ocTaBnAnTe €OUHCTBEHHbIE KOMUKN Ha cepBepe DMS.

3ameuaHue!
MyTb NO yMONUaHUIO K XKypHany cobbitin AMS:
C:\Program Files (x86) \Access Management System\Access Engine\AC\LgfLog\

33.2

BoccTtaHoBneHue u3 pe3epBHoﬁ KOMUu

MpepBapuTenbHble TpeboBaHUA
- Hanwuuwue canna Gz, co3agaHHOro MHCTpymeHToM Pe3epBHOEe KONMUPOBaHUE U

BOCCTaHOBNEHHUe.

- Hanwuuue dannoB . BAK, co3AaHHbIx cepBepoM SQL Server U coxpaHeHHbIX BaMW BO BpeMs
npouenypbl PE3ePBHOr0 KOMMPOBAHUA.

—  YueTHana 3anucb SQL ¢ NnpaBaMy CUCTEMHOro aAMMUHUCTPaToOpa, HaNnpuMep sa.

—  JomkHbIM 06pa3om NoaroToBNeHHbIN LieTIeBOM KOMMbIOTEP CO BCEMW HEODXOAUMbBIMHU

NULEH3UAMU 1 cepTUhUKaTaMHU:

—  INuueHsuun. Ha uenesom KomMnbioTepe (Ha KOTOPOM Bbl BOCCTaHaBNMBaEeTe AaHHble U3
pe3epBHOM KOMWUKU) KaK MUHUMYM [OMKHbI MPUCYTCTBOBATb NULEH3UU, SKBUBANEHTHbIE
TEM, UTo ObIIM Ha KOMMblOTEPE, HA KOTOPOM CO3/aBanachb pe3epBHas KoMnus.

—  Ceptudukarbl. [1ns ntobbiX KNTMEHTOB Ha LeneBoOM KOMMbloTepe notpebytoTca HOBble
cepTudMKaTbl, Co30aHHble B X0Ae YCTAHOBKW Ha LIeeBOM KOMMbIOTEPE, a He Te, UToDbl
6bINK co3agaHbl NPU YCTaHOBKE Ha MCXOOQHOM KOMMblOTEPE.

MHopmaLmio 0 co3gaHWM M yCTaHOBKE CEPTU(MKATOB KNMEHTOB cM. B PykoBoacTee
no ycraHoske AMS.

Mpoueaypa

1. B nporpamme AMS Haxxmute @aun > Bbixoa, utoObl OCTAaHOBUTL NpunoxeHuwe AMS.

2. Korga pabota nporpammbl OyaeT 3aBeplueHa, 3anycTuTte npunoxxeHre Cnyx6bl Windows 1
ybenuTtechb, Uto BCe CNyX0Obl Access Engine WU Access Management System
OCTaHOB/EHbI. B NpOTUBHOM Cllyuae OCTaHOBUTE UX TaM XKe.

3. Ecnu v Tonbko ecnu Bbl Mcnonbayete RMAC (pesepBHbii MAC) co cBoMM oCHOBHbIM MAC
unun 1. MAC, nepeiauTte K cnegytoLllemy noapasaeny v BbiMOMHWTE OMUCAHHYIO Tam
npoueaypy, Npexane Yem BbINOMHATb 3TOT LWar.

4. Ckonupymte coxpaHeHHble BaMu hannbl . BAK MSSQL ¢ McxogHOro KomnbtoTepa no
aHanorMyHoOMy MyTM Ha HOBOM KOMMbOTEpPE.
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- TyTb K channy BbIrNAQMT cnenyolmnm obpasom, rae <version> W <instance name>
— NepeMeHHble, 3aBUCALLME OT Ballel CUCTEMbI:
C:\Program files\Microsoft SQL Server\MSSQL<version>.<instance name>
\MSSQL\Backup\
5. B MeHto «lyck» Windows LenKkHuTe npaBon KHOMKOM Mbiliv AMS — BoccTaHOBNeHHUe U
BblbepuTe 3anyck oT MMeHU agMUHUCTPaTopa.
—  3anyctuTcA MHCTpyMeHT PesepBHOe KONMpOBaHUE U BOCCTAaHOBINEHUE C YXKe
BblbpaHHbIM pexxrnmom BocctaHoBneHue.
6. Haxmute KHonky [...], uTobbl HalWTW dann pesepBHOM KOMWK GZ B (halNoBOM CUCTEME, U
HaXxMuTe OTKPbITb, UTOOLI BbIOPATL €ro.

() Badkup (®) Restore
|| C:‘v|l..lsers‘\.ﬁ.dministrator‘v.DDCUMENTS‘v.Badcups‘ﬁc-:essEngine‘\.!| E

E Open
A @ » ThisPC » Documents v O Search Documents
Organize = Mew folder =~ [ o

[£ Documents ~ Name Date modified

| Pictures Backups 10,2018 12 File folder

Workspace S0L Server Management Studio 05201817 File folder

3 This PC Vizual Studic 2015 035, 1725 File folder

[ Desktop
|if| Documents
& Downloads
J') Music

&= Pictures

B Videos

o Local Disk ()

¥ Metwork w £

File name: || v| ACE Backupfile (*.GZ)

7. Haxmute Myck, utobbl HauaTb NPOLECC BOCCTAHOBMNEHMSA.

8. [lpu oTobOpaxkeHMM 3anpoca yueTHbIX AaHHbIX ANA cepBepa BBeAUTE yUeTHble JaHHble
nonb3oBatena MSSQL ¢ npaBaMu CUCTEMHOIO aAMUHUCTPaTopa, HanpuMep sa, a He
yueTHble JaHHble AN BXOoAa Ha KOMMbOTEP cepBepa.
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33.2.1

- HauHeTca npouecc BOCCTaHOBMNEHMUA.

B)] BackupAndRestore >
O Badkup @ Restore!
|| C:\Jsers\Administrator \Documents\ACE. GZ . Start

Reading compressed file Cancel

9. [lo 3aBepLleHUM NpoLecca BOCCTAHOBNEHMA 3anyCcTUTe npunoxxeHre Cnyx6bl Windows 1
BPYUHYIO NnepesanyctuTe Bce CNyK0bl Access Engine M Access Management System.

10. 3anyctuTe nporpamMmmy HacTPOMKK cepBepa AMS Server Setup.exe OT UMEHU
aAMUHUCTPaTOPa, YTOObl MOBTOPHO CUHXPOHW3UPOBATL PE3EPBHYH KOMUIO AAHHbIX C
TeKyWwWMMHN gaHHbIMKU CUCTEMbI.

Cm.
- CoszpnaHue pesepBHOH Konnu cuctemel, CTpaHuya 240

BoccraHoBneHue RMAC B HOBOM yCTaHOBKe
MpumeuaHune. 31a npoueaypa NpMMeHWMA TONbKO B Cydyae, KOr4a Bbl BOCCTaHaBNMBaeTe Ha
apyrom obopygoBaHuu cuctemy ¢ MAC 1 RMAC 13 pe3epBHOW KOMUMU.

BBepeHue

Ecnu Bbl BOCCTaHaBNMBaeTe CUCTEMY U3 PE3EPBHOM KOMWKW Ha HOBbIX KOMMbloTEpPax, TO BMECTO
npexHux IP-agpecoB MAC 1 RMAC, coxpaHeHHbIX B halinl pe3epBHOM KOMWUU, HY>KHO 3aaaThb |P-
aapeca HoBoro obopynoBaHUA. [nA 3TOro Hy>KHO 3anycTutb MHCTpymMeHT MACInstaller Ha HoBom
obopynoBaHuUK.

MHcTpymeHT MACInstaller HaxoguTtca B nanke \AddOns\MultiMAC\MACInstaller.exe Ha
YCTaHOBOYHOM HOCHUTENE.

PaboTta ¢ uHcTpymeHTom MACInstaller nogpobHo onucbiBaeTca B rnaBe Mcrnosib30BaHne
cpegcrBa ycraHoBkn MAC, CtpaHuya 54.

Mpoueaypa
1. 3anyctute uHctpyMeHT MACInstaller Ha komnbloTepe, Ha kKoTopoMm paboTtaeT 1.MAC. 3T10T
KOMMblOTEP MOXET ObITb cepBepom DMS unu BbigeneHHbiM cepeepom ansa 1.MAC.
- B MHCTpymeHTe HacTpoiTe HoBble |IP-agpeca ocHoBHOro MAC (TeKyLLUMi KOMMbOTEP) U
RMAC.
2. 3anyctute uHcTpymeHT MACInstaller Ha komnbloTepe, Ha KoTopoM pabotaeT RMAC.
- B MHCTpymeHTe HacTpoiTe HoBble IP-agpeca ocHoBHOro MAC 1 RMAC (TekyLun#n
KOMMbloTEp).
3. BepHwuTeECh K WIary, Ha KOTOPOM Bbl NpepBanu BbinonHeHve Mpoueaypbl BOCCTaHOBNEHUA.

Cm.
-  MHcnonb3zoBaHune cpegcta yctaHoBku MAC, CTpaHuya 54
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Access Management System

Fnoccapum
1.MAC (nepBbii koHTponnep MAC)

FnaBHbIM KOHTPonnep aoctyna MAC B cucteme BIS
Access Engine (ACE) unu cucteme Access
Manager (AMS). OH MOXeT HaXxOAWUTbCA Ha TOM e
KoMnbloTepe, uto n DMS, HO MOXeT, Kak
noguMHeHHbIM KoHTponnep MAC, HaxoAUTbCA Ha
OTAEeNbHOM KoMMbtoTepe — cepBepe MAC.

ACS

ObLWKni TEPMHUH ANA CUCTEMbI YNPaBNeHuUn
nocTynom Bosch, Hanpumep AMS (Access
Management System) unu ACE (BIS Access
Engine).

DCP

Maponb, U3 KOTOPOro cMcTeMa ynpaBneHua
[OCTYMOM CO3aeT rMaBHbIM KoY, UCNONb3yeMbli
ONA WWdPOoBaHUA CEeTeBOro NOAKMIOUEHWUA KO BCEM
NoAUYMHEHHbIM NOKaNbHbIM KOHTPONepamM AocTyna
(kak npaBuKno, ato ycTporcrtea AMC).

DSN

MMA MCTOUHMKA AaHHbIX. MMA MCTOUHMKA OaHHbIX B
Open Database Connectivity (ODBC).

DTLS

Datagram Transport Layer Security — aT0
0e3onacHbIM NPOTOKON CBA3M, KOTOPbIM 3aliMLlaeT
OT NOACNYLWMBAHWA U B3NIOMaA.

IDS

Cucrema OXpaHHOﬁ CUTHaNMn3aunn, KOTOpPYyro TakxXe
Ha3blBalOT CUCTEMOM O6Hapy)KeHVIF| BTOPXEHHUA.

RMAC

PesepBHbIM rMaBHbIM KOHTponnep goctyna (MAC),
KOTOPbIM ABNAETCA CUHXPOHU3UPOBAHHOM NapoWn
cyuiectBytoulero kKoHtponnepa MAC v npuHUmaeT
Ha cebA ynpaBneHue gaHHbIMKU B criyyae cbos unu
OTK/IOUEHWA OCHOBHOIO KOHTpoONnnepa.

RPS (Remote Programming Software)

MporpaMmHoe obecrneueHre yaaneHHoro
nporpaMmupoBaHus. Mporpamma, KoTopas
ynpasnsaeT NoXapHbIMW UK OXPaHHbIMK
naHenAMu ynpaBneHuss B CETU.

Smartintego

LndppoBasa cuctema 6nokMpoBkM oT Simons Voss
Technologies. Smartintego nHTerpupyetcs c
HEKOTOPbIMMW CUCTEMAMUK KOHTpONA goctyna Bosch.

AnnapatHbii kntou AMC

BHYTpeHHUI KOA NPOBEPKU MOANTUHHOCTH,
koTopbi AMC cosfaeT Ha OCHOBe onpeaeneHHbIX
napameTpoB obopynoBaHusa. OH He oTobparkaeTcsa
nonb3oBaTenAmM.

Benbiit cnucok (Smartintego)

Benbiv cNMCOK — 3TO CNMCOK HOMEPOB KapT,
KOTOPbIM XPaHUTCA NOKANbHO Ha CUMTbIBATENAX
KapT cucTeMbl bnokupoBkM Smartintego. Ecnu
MAC cuuTbiBaTenA He B CETHU, CUMUTbIBATENb
npepocTaBnAeT 4OCTYN KapTam, HOMepa KOTOpbIX
cofepikaTcA B NOKanbHOM 6enom cnucke.

BepudukaumoHnHbi PIN-kog

TNNMUHBIK MaeHTUDMKALUOHHbIM HoMep (PIN)
MCMONb3yeTcs B COUETaHMU C PU3UUECKUMU
yueTHbIMUW AaHHbIMKU AnA obecneueHus bonee
BbICOKOM CcTeneHn 6e30nacHoOCTH.

FnaBHbIA KNou

Ko, cospaHHbI CUCTEMOM M3 MapPOnsA CBA3U C
yctponcteom (DCP) 1 ncnonb3yembli ANs 3alluThbl
YCTPOMCTB ynpaBneHua gocTynom. [MaBHbIM Koy
He oTobpakaeTca Nonb3oBaTenam.

rpynna nudra

[pynna N ToB, KOTOPblE COBMECTHO
0bCNy)XMBaKOT OHM U Te e aTaxku. Kaxkaana rpynna
NUTOB ynpaBnaeTcA cepsepoM BBoAa
HanpaBneHu (Destination Entry Server - DES).

3anpeTt NOBTOPHOro npoxopa

MpocTaa popmMa MOHUTOPUHTa
rnocnefoBaTeNibHOCTU J0CTyna, He No3BonsatoLas
BMnafenblly KapTbl ABaXKabl BOWTU B ONpeaeneHHyo
obnacTtb B TeueHue onpeaeneHHoro nepuoaa
BpemeHM (ecnu 3a 370 BpeMs KapTa He bbina
CKaHWpoBaHa anA BbixoAa M3 obnacTu). Ata
byHKLMA He NO3BONAET NepenasaTth YUeTHble
NaHHble INA NOBTOPHOMO UCMONb30BaHWA Ha BXoae
OPYTMM UENOBEKOM, HE UMEIOLLUM
COOTBETCTBYHOLIMUX Npas.

UpenTudmkaumoHHbi PIN-kop,

NMUHBbIK MaeHTUMKaLUoHHbIM HoMep (PIN-koa)
npenctaBnsaeT co0oW eANHCTBEHHbIE YUETHbIE
NaHHble, HeobxoguMmble aAnsA gocTyna.
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UHcTpymeHT IPConfig

OTtoenbHas OONOMHUTENbHAA NporpaMma ans
HACTPOWKKW NapameTpoB CETU U CETEBOM
6e30MacHoOCTM B cUCTeMe yrpaBneHus AOCTyNnoMm.

Koutponnep Master Access Controller (MAC)

B cuctemax KOHTpons AOCTyNnom cepBepHas
nporpaMmma, Kotopasa KOOpAWHUPYET U
KOHTPONUPYET NoKalbHble KOHTPONepbl 4OCTyna
(kak npaBuno, AMC)

KoHTponb nocneaoBaTtenbHOCTU AocTyna

OTcnexuBaHue yenoseKa UNK aBTOMObUNS,
nepemetlaollleroca U3 oqHon onpeneneHHomn
obnacTtu B Apyryto, NyTemM 3anucu Kaxmoro
CKaHWPOBaHWUA UOEHTUPUKALMOHHON KapTbl 1
npeaocTaBneH1a AoCTyna ToNbKo B obnacTax, rae
KapTa y)ke Oblna CKaHWpoBaHa.

NokanbHbi# KOHTponnep aoctyna (LAC)

AnnapatHoe yCTPOMCTBO, KOTOPOEe OTMnpaBnseT
KOMaHAbl AoCTyna nepudepUmnHbIM YCTPOMCTBaM
KOHTPONsA AOCTYNa, TaKUM KaK CUMTbIBATENU U
6NOKMPOBKK, U 0OpabaTbiBaeT 3anNpocChl C 3TOro
obopynoBaHUA ANsA BCeN CUCTEMbI KOHTPONA
poctyna. Hanbonee pacnpoctpaHeHHbim LAC
ABNAETCA MOAYNbHbIM KOHTPONNep AoCTyna unwu
AMC.

Mopgenb nBepen
XpaHUMbIM MPOrpaMMHbIN WabNoH onpeaeneHHoro
TMna Bxoga. Mogenu asepew ynpouiatoT
onpeaeneHne BXOAOB B CUCTEMAX KOHTPONA
noctyna.

HapexxHocTb naponsa

Hapge)KHoCTb Napona U3MepseTca Ha OCHOBE TaKMux
(haKTOpPOB, KaK CNyyamHOCTb, YNCNO AOCTYMHbIX
CUMBO/OB U (PaKTUUECKOE KOMMUUECTBO
MCMNONb3yeMbIX CUMBOIOB.

HopmanbHbIi pexum

B HOPpManbHOM peXxXume, B OTrIM4yune oT Od)MCHOFO,
AOCTyn npenoCtaBnNAE€TCA TONbKO nNuuam,
npegbABUBLUMM CUUTbIBATENHO ,Ele[/'ICTBMTeﬂbeIe
YUyeTHble AaHHbIE.

O6nacTtb (NnocTaHOBKa Ha OXpaHy)

pynnupoBaHWe NPoxoaoB B paMKax Moaenu
npoxofa 14 B cucTeMe ynpaBneHus LOCTYMOM.
MocTaHOBKa OXPaHHOM CUCTEMbI Ha OXPaHY MU
CHATUE ee C OXpaHbl Ha NI0OOM M3 3TUX NPOXOA0B
npuBedeT K TaKOMY e AeWCTBHUIO B OTHOLLIEHUU

BCEX OCTalbHbIX MPOXO0B, Y KOTOPbIX NapameTp
«ObnacTtb NOCTAHOBKM Ha OXpaHy» MMEET TaKoe Xe
ofHobykBeHHOe 0bo3HaueHue.

OchUCHBIN pexxum

MNpuocTaHOBKa KOHTPONA AOCTYyNa Ha BXoAe B
pabouee Bpems.

MepeHanpaBuTenb BBoaa HanpasneHui (DER)

KomnbloTep Ha TOM e YPOBHE, UTO U CepBep
BBoAa HanpasneHu (DES) B cucteme Otis
CompassPlus. OH nogkntoyaeTcs Ko BCeM rpynnam
NnUdTa; ero 3agava — 370 MOBbILEHWEe
achbekTuBHOCTM ycTpomcTs DES.

MpenynpexaeHue ob yrpose
CUrHan TPEBOMU, KOTOPbIM aKTUBUPYET YPOBEHb
yrpo3bl. YNONHOMOUYEHHbIE NnLa MoryT
aKTWBMpPOBaTb NpeaynpexaeHve ob yrpose c
NMOMOLLbIO KPAaTKOBPEMEHHOIO AENCTBUA,
Hanpvmep B NONb30BaTENBCKOM UHTEpdece
oneparopa, C NOMOLLbIO annapaTHOro curHana
(Hanpumep, KHOMKK) UNK NPeabaABUB
cneuunanbHy KapTy AnAa npeaynpexaeHus ob
yrpose Ha ntobom cuuTbiBaTeNe.

Mpoxopn
TepmuH «[Mpoxoa» o3HaUaeT BECb MeXaHW3M
KOHTpONA [OCTyna B TOuke Bxopa. OH BKNtouaeTt
CUMTbIBATENM, 3anMpaeMblit bapbep onpeneneHHowm
hopMbl M NpoLeaypy AOCTyna, onpeaenaemyro
npenBapuTenbHO 3a4aHHbIMU
nocnefoBaTeNbHOCTAMM 3MTEKTPOHHbIX CUIHANOB,
KOTOpble NepefarnTca Mexay anemMeHTaMu
obopynoBaHumA.

Mpoxop BNMNOTHYIO

Obxof chcTeMbl KOHTPONA AOCTyna nyTeM
NNOTHOrO CNeloBaHWA Ha BXoAe 3a BNnagenblem
KapTbl C COOTBETCTBYIOLIMMHU paspelleHnamm bes
npeabsaBreHUA CODCTBEHHbIX YUETHbIX AAHHbIX.

Pe>kxum KOH(hUrypupoBaHUA

CoCToAHWE MO YMOMNUAHMIO YCTPOWUCTB ynpasBrneHu1a
JIOCTYNOM B pefaxkTope yCTPOWCTB. M3aMeHeHua
BCTYNaoT B CUMY M NepenarTca B NoAUYUHEHHbIE
YCTPOMCTBA HEMEANEHHO.

Pexxum paboTbl

CocTosiHWE YyCTPOMCTBA yNpaBneH1a 4OCTYNOM B
pefaKkTope YyCTPOWCTB, Korfa OHO OTBeuaeT Ha
KOMaHAbl, NocblNaeMble BHe pefakTopa yCTPOMUCTB.
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MNamMeHeHMA KOHUIypaLuu BCTyNawT B CUY
TONbKO MOCEe 3aBepLIEHUA pexnma paboTbl 1
BOCCTAQHOBNEHUA pPeXUMa KOH(UTYPUPOBAHUA.

CepBep MAC

ObopypoBaHue: komnbloTep A (Kpome cepBepa
DMS) B cucteme Access Engine (ACE) nnu
cucteme ynpasneHusa goctynom (AMC), roe
paboTtaet koHTponnep MAC nnu RMAC.

Cepsep BBoga HanpasneHuit (DES)

KoMnbtoTep, KOTOpbIN ynpaBnsaeT NUMTOBbIM
XOMNOM AnA ONTUMU3ALUU BPEMEHU NMOE3AOK.

Cucrtema gucnetyepusaLum HanpaBneHumn
(Destination Dispatching System - DDS)

TaKXe M3BECTHaA KaK cucTema ynpaBneHus
HanpaBneHuamu (Destination Management
System), HO cneayeT UCNONb30BaTh TONbKO
abbpesunartypy DDS. Otis CompassPlus — 310
pasHoBuaHocTb DDS.

Cuctema ynpaBneHua gaHHbimu (DMS)

[Mpouecc BepxHero ypoBHA ANA ynpaBneHus
OaHHbIMW KOHTpONA foctyna B cucteme. DMS
nepenaeT AaHHble FMaBHbIM KOHTPONNepam
noctyna (MAC), koTopble, B CBOKO ouepeb,
npeaocTaBnAOT AaHHble NOKanbHbIM
KOHTponnepam goctyna (kak npasuno, AMC).

CnyuaiHbii kniou XXK-gucnnesn

BpeMeHHbIN ByKBEHHO-LMDPOBOM Koa, KOTOPbIN
AMC cospaeT 3aHOBO NMpU Kaxkaow 3arpyske. Kntou
MOXeT ObITb 0ToDpaXkeH Ha
KUOKOKpUCTannuueckux gucnneax (KK-oucnnenx)
AMC 1 MoXeT 3anpalinBaTbCA NPOrpamMmmHbIMU
cpeacTBaMu AnA ayTeEHTUUKALUKMKU CETEBbIX
COEAUHEHUN.

TepmuHan BBoaa HanpaBneHun (Destination Entry
Terminal - DET)

YCTpOWCTBO, Ha KOTOPOM NaccaXxkup nudta MoxeT
BBECTM MECTO HasHaueHus Ans rpynnbl NUAQTOB.

Touka

[atunk ans obHapyXeHUA BTOPXKEHUSA B
oxpaHsaemyt obnacTtb. B HeKOTOpbIX cnyvyanx
BMECTO TEPMUHA «TOUKa» MOXET yI'IOTpe6J'IF|TbCF|
TEPMUH «30Ha» UMK «OaTUUK».

Touka cbopa

MecTo, rae, COrnacHo MHCTPYKLMU, OOMKHbI
cobpaTbcA W xaaTb MOAKU NOCne aBakyaluu
30aHuA.
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