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+ System data rList of available special days
Date (cur, year) | Description Day model Division
i 01/01f2014 | Mew Year DMAC-Holiday Cammon
Mo 01/20§2014 | Martin Luther King Jr, Day DMAC-Holiday Common
Mo 02/17§2014 | Presidents' Day DMAC-Holiday Common
Fﬂ Mo 05/2602014 | Memarial Day DMAC-Holiday Common
@ Day models Fr 07/04f2014  Independence Day DMAC-Holidaw Common
Mo 09)01§2014 | Labor Day DMAC-Holiday Cammon
Mo 10/15§2014 | Columbus Day DMAC-Holiday Common
F(E) Time models Di 11§11§2014 | Veterans' Day DMAC-Holiday Common
Do 1172712014 | Thanksqiving Day DMAC-Holiday Common
Do 12/25/2014 | Christmas Day DMAC-Holidaw Common

4 |

r Create, modify, or delete a special day

Description: I Columbus Day

Day model: IDMAC-HDIiday : Holiday @ Cormmon j
Date: I 1001 etk j Ievery wear ﬂ

Days to add: I? j

Week day: IMontag i after the date j

Date in this year: | Ma 10/13(2014

Priority: ISD j Walid From: I 3: uniil: I 33
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5.2

A ‘ { @ ® Division: (R

« System data rList of available day models of the access control
Day model Deescripkion Skart time: End time Skart time: End time Skart time: End time Division |
E Special days DMAC-Holiday Holiday 01:00:00 AM | 07:00:00 AM Caommaon |
DMAC-Tone none Camman

T"d‘) Day models

| 9@ Time models

rCreate, modify, or delete day models of the access control

Mame: I DMAC-Holiday Description: | Haoliday

Time intervals:  Stark kime: End time:

1stinterval: | 01:00 AM 3: I 07:00 AM 3:
znd interval: 3: I 33
3rd interval: 3: I 3:
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Mao. |Day model 6:004M 12:00PM 6:00PM ‘Descr\ptian Date (15t period) |Divisior
TEF4E6E DMAC-Holi... Holiday Di 07/21/2015  Comme
7274568 DMAC-Hol Holiday Mi 07/22/2015  Comme
7274569  DMAC-Hal Holiday Do 07/23{2015  Commc
F274570  DMAC-Hali... Holiday Fr 07/24/2015  Commi
7274571 DMAC-Holi... Holiday Sa 07/25/2015  Commc
4 | il
Holiday Day model " £6:004M 12:00PM 6:00FM HDescr\ptmn ‘ Date (15t period) |D|V|s|or
. | |
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AT MAC jlga JSJ 1 jloday dislj
Olang 2uealg 03w MAC 8aag) 1 (] pdl 13 (4ic (MAC plsi pb)) byl 4
(RMAC Glaag) pleo (JSuiu) MAC
Ol rgpall pe (o S lallb LEj18 Jaall 13 Wil | aag) IP glgic ol pawl) Juiall 4
.RMAC 83ag 0im MAC 83ag) (Jgsu (dSy i1 MAC
Jlgall jpa0 8 MAC 338 DMS pola e .5
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(Sei JWhg (Juirall jolai duilSe] pdgi) (RMAC) 8)5Sio MAC bjgal 20 MAC 8jgal (51381 (3Swy
9 eSall Ol Jileio auwi elja] iy o)l 0dm (99 .Jguogll ;9 pSaill digjall (o 2jell
Glaag (8 eSalll (o P31 (Seluud (njlgall sal (6 13] . (njlea)] G Al Uiy Jgwog!l
) dasy Wl dlaall Jgogll O pSaill

(reSUl Yo p=iuo (_,3 DMS psla e
Lo RMAC a8ls] way (s3I MAC dang vaa jlgall jpno 9 .1
:ad Wl Olol=oll ub jie (MAC wyoguil dode e .2

wuogll dolooll

pola Gle yblio)l RMAC Qi (o (41 (is odo jLisd] dils awwel (lial &la) RMAC a0
sl jolad jySiall Jlaidl

USuiy araall Gbgll (9 dieljell VL&Y odo LAl dild awel (uial &la) Joudu

.DMSg lim MAC (ju Ci84o
o andl 8puS)l &elaill le DMS Oliasi sxy 134a0 o3l 1im pisy
Baalg 80 MAC Ulang gran (e soy 8ole] wisi Jal
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gl dolsall

Uil asaall gl (9 dioljell WlaY odo jLisdl &ils amel | (JLisl &l3) Bjgadl Jroai
o) d=yll 8jga3lg odm MAC 8aag (Ju o

Jpo (59 MAC 8aag aial wglhall Q89| paai J] el (5o
jleaJl

Gabod ) 398 Jail 3
W ald] og=i a8 3] (Agiso jlgall jjao Wyl 4

MAC jlgal MAC pusla le
;W JSadl e @1 RMAC jlga) Bypb (5950 Cuny MAC jlga (oSi 83l
asl)) MACInstaller 81331 (Jusith 8 (@1lw Gdg (9 oslac] @i (s3I MAC pola pgues (le -
4 Wl Olalsall (Jicg (MACInstaller 81531 plaaiwl
.DMS psla Jigues) IP (jlgic gl pwl :paladl -
6001 :daiall -
(1 e8] Jani MAC Olaag gren) 1:pdd1 -
.RMAC (e i Cua jiguesSl IP (jlgic :(uiall -
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(2 @éy1 Jani RMAC Glong aran) 2 :pddl -
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jlaadl jyoo JI ae (DMS pola e
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E‘"iE DM3 AMC 44 Inputs Outputs  Terminals
=-Ba MAC

Name ; [4MC 4-R4-1

Description: |apiC

Communication to host enabled: (]
Controller interface

Interface type: | TLS

1P address [ host name: |,&MC-4H4-WM-‘I

Port number:

Device communication password: Configured at this device E

Bootloader: LCMVODEZ. RN

Prograrm: |

Pawer supply supervision: O

Mo LAC accounting:

Division: | common
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AMC (Jilow (pgSi

AMC 44 Inputs lDutputa] Terminals]

I arvie: | Serial resistar ] Parallel resistor Tirne model Meszages
01, AMC 4w/ 2K2 1K2 <Ma time model: 03, Open. cloze, Line cut, shart cincuit
Ij3,.;-’-;~M I:. 4W8 none nu:uﬁe . <No tin;|e mou.:-lel>. oo,
04, AMC 408 none none <Mo time model: o,
05, AMC 448 none none <Mo time model: o,
06, AMC 40/-8 nohe hone <Mo time model: o,
07, AMC 408 none hone <Mo time model: o,
02, AMC 40/-8 naohe none <Mo time model: o,
Ihput type
" Digital mode single & Analog mode, 4 state
Events Resiztors
: zernial parallel
Time madet | <Mo tme model | Fie it Pt
q oo [ 1K + 1K
REL:REEE & 1K
Line cut, short circuit [ o+ HES K5
" 1kB i 1k8
= : i 2K2
i i 2K7
]  3K3
[ " 3K9
= Ak
i bis
™ E [ Bt
{2 o

eljal doyl ] 13 jlgall aipo epwai i

ewl wuun Jalowoll dojls -

dalaall glgil -

Jalaall dawlg lgd] 6Ll piiw Ul Slsadl -
s liill 269)l 2o dosaiwall Gloglaall gloil -

dalownll Ololeo
:HWI Joaall ;8 AMC Jalaw Ulolso wawg oy

wogll| sge=ll puwl
. )oJI AMC-EXT gi AMC &awig (08 ()] 01 (o) Jaoall o8y w3l
Gludwill pglael) diumall pgloall derd yoje g laall
Gad gl @sgll = "=" gl "" Gl |
-(sjloinll pglaall direall pglanll dosd oy g laall
L._._,AQJ_“ aJo‘g,JI = II___II gl ")l‘!ll gjlgioJl
sanall Gbgll adgai pwl| 8ol pdgai
o L] e U1 JSlwl drowig siiuell p8) dilwyl
Jilwy g9y =00
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dalsoll dagisell Olaadl oy @i 13] = 01
du eVl 8131 (9 pad dadll 9 gladil (jysall aybii @i 13] = 02
Glaadl (5)ba bapiiii @i 13] = 03

DIP 8;lis] ! jgbiy 15 Jasall adgai plsaiwl (pino

a8 (5T (Gubaili Wow .dwai (Bgll (8 83a2io Jalso syaadl jaill sic Shiftg Ctrl (ualivel| paiiwl
Bosaall Jalsall graa e lopsiy podj

GlanSlg Gdgll a3lai

(,9 elbiilg (§l209 agido :lgic pMclg ddli] wlgdl Ul (pe aiisll el (2w gibg Luuny
.daspeSIl 810l (49 padg kil khall

USS pladl (] Glaals O3l odm Jy) (0 AMC jlga (uSwl) lg) dyWl jLiadl OLl soa
soanall UlEgdl J] Slaadl Jlw)| dulac opail duwsi pwdl dowiall d&ajlall (o g adgei saa
yoalell oIl OlBgl ala had lage agise Gaall (Jgsy a8 (Jlall Juw (le .adgaill dawlgy

Uasall ggi
(4 A1) (3BT @bl of (5B @bgll 8 Ologlaall (ubid (jSes

.(Bliog agide Ul O3l (4o had (uilla (e @Sl ol e8Pl @bgll oo L5118 2ol
anyesdl 85131 L8 padg ball (9 gladil LWI O3la (o (s (ye bSIl el (sl aBgll (8
Al (JSuiy

s+ ReR : (GR) &jlgiellg (sR) dyluluiill Ologlaall o6 ggane |  agide LI

SR:&.ﬂLhu.h.LLU|CJ[ogL6.oJ||o._1.§L"59Luq (2o wWI

ylgiWI (o wyisi Ul (R) @jlgiellg (sR) ddudwill Ologlaall pib ggono 8yl a1 pad
oo (sglwi U1 (:R) dyjlgiallg (sR) dslwluil Ologlaell pi8 ggano 83181 pad
Ulogliall

(01103 el @bgll L6 =" ol "W" (] Ologlaall (yuei piy

ao bl i3l ayaai JUa (o djleially dudwill Ologlaell @b (e (Say qsib Uil gsgll (9
g syl

(gl 100 (,9) 8K2 (6K8 (5K6 4K7 3K9 :3K3 :2K7 :2K2 (1K8 (1K5 1K2 1K oL

Hbliall pglaell 38gi5 doudall OEUAU] lwang B3 snall pglaall dard Cuuny

849gia)l O Uaill (spudl 8303l (L9 jalsf b3 anall pasll Gied] 8aecdl 8 ] Jglaall jglaf

433l pglaall
B Wil silgio B Uil b
8K2 JI 1K A 1 TR 8K2 JI 1K "t gl
1K8 J] 1K 1K 2K2 J] 1K 1K
2K7 J] 1K 1K2 2K7 J] 1K 1K2
3K3 J] 1K 1K5 3K9 (J] 1K 1K5
3K9 (J] 1K 1K8 6K8 (J] 1K 1K8
4K7 (J) 1K 2K2 8K2 (,J] 1K2 2K2
5K6 (J] 1K2 2K7 8K2 (J] 1K2 2K7
6K8 (J] 1K5 3K3 8K2 (J| 1K5 3K3
8K2 (J] 1K5 3K9 8K2 (J] 1K8 3K9
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8K2 (J] 1K8 4K7 8K2 (J] 2K2 4K7
8K2 (J] 1K8 5K6 8K2 (J] 2K7 5K6
8K2 (J| 1K8 6K8 8K2 (,J] 3K3 6K8
8K2 (J] 2K2 8K2 8K2 (J] 3K9 8K2

dolc 83l - AMC ajlio (oS
L) (§blie GW e (sginig AMC-EXT 9l AMC (le ajao (S (neSi 1im jlgall 2ipo dndw 1845

apo (JSJ dumoll delseoll (e dole 83ai 20 doil8 210

aailall (8 b3 anall ajlaall (ngSil OljlLa
215all boyiis Loy chyjai

AT 44 ] Inputs Dutputs ] Terminals ]
Output ] Action type | Max. duration Delay Period Pulzing Duration I Count | Time model | Meszag
0, AMC 4-4/8 uzed by an entrance | 000, <Ma time model: [~
02, AMC 4-w/-8 used by an entrance | 000, <Ma time made| =
04 AMCAWE 1 0 0 0 1 0 0 000, cMotimemodel
0&, AME 448 used bg:l ah ehtrance | 000, <Ma time model: {
07, AMC 4-w/-8 1 a a a 1 i I 000, <Ma time model> (B
02, aMC 4-w/-8 1 1] 1] 1] 1 1] 1] 000, <Ma time model> (i
< | =
Output data—
Ctate i~ Ewents-
Input activated A Create events: [ Time madel: |DDD, <Ma time model> ;j
|nput normal E :
Input zhart circuit tamper e  Pulsing
Input open tarmper
Input enabled :
InEut PR Action type: |1 - Follow state - Enable: r
Output set
Output reset
Droor open | | b aw. duration; |0 SEC. Pulze width: | 1410 gec,
Door closed
'.:-'.Jf_ 1 i Delay: |0 SEC. # of pulses: |0
Dvoor left open
Reader shows access grar Period: | SEC.
Fieader shows access deni
Tirna ramdal antive b
e ) ¥
F || Output # ] Opl | Drescription | Faramii Param12 | QOp2 | Drescription Farameter21
03 Cioor open 106, Ok 10b NORMDOOR, Door-E
| 7 03 0R Dioor opened unauthorized 10b, DM 100 NORMODOOR, Door-&
| 05 Dioor open 01a, DM 0126 HORMDOOR, Door-7
o | Door opened unaul 01a, DM 01a-6 NORMDOOR 7
i | 2

UJgaall ;9 AMC ajlio ayaaj

Shiftg Ctrl (pualisall paaiwl .(sglell Jgaall 8 fsliall pawll gl 3aa gylaell Oluodo (pgSil
5 30WI (o Glawl sjall 8 llas] iy GUI Olpeill Jaiw o3l pj) 13] glawl 8ac ayaail jaill sic
o saai il 838WI (e lhad
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Output Action type | Max, duration Drelay ] Period ] Fulzing ] Duration ] Count J Time model _1 Meszages ]
01, AMC 4-w/-8 uzed by an entrance | 000, Mo time model: oo
by an ehtrance | 000, <Ma tine model: oo
S I T S S
1] 000, <Ma time rmodel> 1]

| 000, <Mo time madel> | ]

DE AMC 4-4/-8 uzed by an entrance | 000, <Moo time model: on
07, AMC 4-W/-8 1 0 0 i] 1 i] 0 000, <Ma time model: Juli]
08, &MC 4-w/-8 1 0 0 a 1 1] 0 000, <Ma time model> Juli]

soloy ol sehiiw (48 ol S0 gl il adgai dawlgs leaylie Gusi @i U1 pow3l ] duwill
0dg) (oSl Gldac (o wyjall clya] (1Say 3g "1UA e dbawlgy padiuw” Glogleall 2o aild
.25l

SIS (s9loy (b s aai LUl paw3l el

AMC ajlbo Ulaleo

wogll| sge=ll puwl

5Ll AMC-EXT gl AMC aic gylanll (Il a6 il asiall
AMC_I0089 AMC 20 08 (,J] 01
AMC_I016 20 16 (J] 01

Saaall dlpadl ggi ] oL a3l ggi

Al dmylio = 1
o = 2
wgqlidl =3

ba6 - [dwSleall &lwpl gl @) 13] (a5l = 019999 - 1] (ilgill 8)LbYl 830 Job 8ol

"1" el ggi o (5908l

"2"g "1" slpadl Legi go kaad - [9999 - 0] )bl slac| (in ilgill palil Jalul

"2" slpa3l g9 @o baad - 8jLbYl slac] Lin Lilgill 80l ol

Uwolgio (JSuiy 8jLib3l Glaziw g - yaudl bouinis pardl

ol Jgb 8ol

Al Ola! sac sanll

sanall Cibdgll adgai awl| cudgll adgai

Ayl blid) dodle Gyl
Jilwy g9y =00
Slaadl (ge pledl iy = 03

.DOP 8jli]| puwl el (15 Jaswll gdgai plaaiwl (H=o

[E%TH | I FPO] I RO FPRT EVY )

ol @ipo algi 8 JlasYl Jgdng jisdl Ol pladiwl odel doilall (o OIas3l gron <liv] iy
odm (9 8bliall Olslacyl G 8Ll J] @&e5ld Jlao] ayand (59829 -uasidlg slyadlg Glaadl
Olaleo gron (1955 (O daypb «deilall O3lasY 8a3sio Olylial Gle Lyl el @ihig .algill

GO B33nall UBLAY gren) Olaleall Glslae] (8 Ol sloicl @ig .dglwio 83350l a)laall
.dajlall
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- Everts
Create events: v Time model: ]DD1 . harmal week ﬂ
Behaviour Pulzing

Action type: | 2 - Trigger - Enable: B

hax. duration: | $EC.
Delay: 1 60
Period. |10 sec.

Pulze width: 1410 sec.
# of pulzes: |0

odm Jy) uay OB 13] .ovnall apaall Alw)y Jwy] way OB 13) Slaal sbiu] LAl &4 saa
Maic elded ggull dlgi dlbe of Jull JYa (Jladl Juw (e dadd ss0m0 Olyio JUA Jlwl
:dy03all Olelpadl glei¥ al Olalsall (usi (1Say

Sac | gadl yoye OSwi/ yaud| LRV _p:\i.dl daall| slyadl ggi
W 9999 -1 =i b -0 Wils = 0| dlaJl d=ylie
9999 9999 -1
9999 -1 9999 -1 =i 9999 -0 -0 b} U |
8414l Juasi Ol 151 9999
el
(oo pe
b} 9999 -1 o= 3 b} 3 wqlil
AMC ajlao OUly
iGle @yl jlga @1p0 (o Lol sjall (sginy
B33nall gjlaell 839giall O3l 2o doild 2130 -
Lelowd) digSall O3lallg gjlaall (pasdly Jgaoa -
Output data
Ii)osr.closed A
Door left open 3
Door open

[oor opened unauthorised
Host communication down
Host communication ok
Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper
Output reset

Output set

Output ] Opl | Description Param11 Faraml2 | Op2 1 Description Farameter21 Farameter22
o7 Dioor open 10b, DM 106 NORMDO...
07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...

=1
2
i
_J o7 OR Door leftopen  10b, DM 106 NORMDO...  AND  Door left open 10b, DM 106 WORMDOOR, ...
x|
[Z]
]

aylall Jasdiid) O3 (ugss
(o ddhio Olegano gl 4338 O3la dbwlgy lglisids iy Cuny odel 85 sanll ajlanll (JgSi eliSay
RUNEN]
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(solell dajlall gpo (4o ST ol hjao san -

Al daild (o dla s3a -

2Pl gle Al odm Jlw)) lgisey o3a0 dla) cdi Ollec of 8jgal 8ac sgag Jla 9 -
2Py G il 269 (9 (9Suw
U3l jleall 2o ailla) sano ajae JSI Jaso <L (dla)l (598 agjo 1ai yail gl) »1 (598 jail
(UgSl Wl «(Jo3l 8jLbYl (Jlia)l Jaw (le) cudillg (Jg31 Jaaall AMC (Jliall Jaw (le)

E wit ﬂ | O perandl | D ezcription | Faram11 | Faram12 |
04 Clutput zet 00, AMC, AMC 440020 O, 07, AMC 4440-2

Cuio jlga JSJ OR jLaiddl zo logliv] g deilall ()] 83 saall Al Jaif 2/ (599 Jaii loaic
(AMC (Jalsw g2ren (JUadl Juw ()

Ewit | Dperandl Dezcription | Parami1 | Parar 2 |
04 Output set 00, AMC, AMC 4442 Out, 07, AMC 4.2
04 OR Output set 00, AMC, AMC 4442 | Out, 02, AMC 4.2
04 OR Output set 00, AMC, AMC 4442 | Out, 03, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 | Out, 04, AMC 4-4-2
04 OR Output set 00, AMC, AMC 44442 | Out, 05, AMC 4-44.2
04 oR Output set 00, AMC, AMC 4-444-2 | Out, 05, AMC 4-44.2
04 OR Cutput set 00, Ak, AMC 44852 Out, 07, AMC 4-wf-2
04 oR Cutput set 00, AMC, AMC 4452 | Out, 08, AMC 4-4w-2

.aalg OR jlaial (J] O3la 8ac (usi Sy -

Exit | Operandt Dezcription Faram11 | Parami 2 |

04 Clutput zet 00, AMC, AMC 402 Out, 07, AMC 42

04 OR Input normal 00, ARC, AMC 4452 | In, 07, ARME 4502
]S Doar apen 06a, Timerngrm <o M s

:L&yT o diSeo AND 2o Oljlaiall
(s)UIAl Sgac (8 oaysaT Bub (e AT bpb lgd] Blajg LA (o diso Wlall 9eSi Ol ey -
1 899 yaill Gupb (e dolzall Alall lgluogig (syal dla syani @iy el vmy -

Exit & | Operandi | Diescription I Faram11 | Param12 | Operand2 | Diescription | Parameter ‘ Parameter2? |
04 Output zet 00, AMC, AMC 4442 | Out, 01, AMC 44042
04 [l3} Input normal 00, AMC, AMC 4402 In, 01, AMC 4-4/-2
m- i3] Dioar open 06a, Timemarn < ll>> AND Door opened unauthorised | 0Ba, Timemarn <>y
Ylow]

a0 (IS JI OR jlaial 128 (ju=i (1Swy
.3alg AND jlaial sbib] ()Swg ((p=o bpb (JSJ

®

(581 Gl Ollecg 8jga3l aras (] leinei Ll (1Say «Cuwdi of jlea J] dls (i asy
(sIWial sgac (9 (jizall Jasall 33a -

Al ;
@98 1l Gub (e 39590)l Cydill Olilecg 6jgadl aran) Al ol Lis] iy -

2]l Ololeo (J3o=i

aosla)l ONlas] jusi (S
Ollacg 8jgadl (pu=i Wils iy «digeall )l lg2o (@l 28 Gl Oldoc of 8jgal 8ac 3gag 20

el 13 (po (Jo3l il
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Uase (Jlell Juw (le) jga3l jglai (AND Oljlaisd] go) Param21g Paramil (g2l (9
8yUb] (JUe)l Juw (le) dola cudi Ollec (le Param22g Param12 (jlagosll (sginy .(AMC
()8 b (Jasell

Uaw Gle) Cudi Ollac dac ol (alpa3l/JLo3l Olagl (Ul Juw (le) djgal 5o sgag Ul (9
g0l 1o ) b W1 =W Guglall pbgo paiy (86118 8jgal doomio Wiyl «Jlall

E xit ﬂ Operand] | Deschphion Faram11 Faraml2 |
04 Clutput zet 00, AMC, AkC 44052 Out, 07, AMC 45002
04 0R InpLt normal 00, AT, AT 44072 In, 07, AT 4402
04 OR Cioor open 0Ba, Timermgm o s L\\E
G3las] (oali dowio daild jogb I (5084 )j AL J] sgesll Jlao] (599 agojall Jaill (504

Exit | Operandi | Dezcription I Pararn1 J Parami2 |
04 Clutput set 00, AMC, AMC 492 Out, 07, AMC 4-40/-2
04 OR Input nornal 00, AMC, AMC 4-/-2 Im ,f_-.'ME.qwg
04 aR C'oar open 0Ba, Timemagm T AME A

02, .-'-‘-.ME 49/-2

03, AMC 4402

Od, AMC 402

05, AMC 4002

OB, AT 42

OF, AMC 472

08, AME 42

(Rago2ll 9 U3lAsYI Cyaai (J] Param21g Paramll (pogoesll (9 O3S pusi (o8
:Param22g Param12

E xit ﬁl Dperandl | Dezcription | Faramli | Farami 2
04 Cutput set 00, AMC, Ak T 41402 Cut, 07, AR 4402
n4 oA D'oor open 0&a, Timemagm <o My
04 OR Input normal 01, AMC_ 10, AMC_1016_002_1 I, 07, AMC_IO1E_002_1
P |
.Param229 Param21q Param12q Param11 5 soc3l ()] duuill had (jSwo po3l 1im
Hivgo pai ¥ (had salg Jase (ST v (JUall Juw (le) a1 0ljla sl sgag pac Jla (9

ywai eiund (JBod am le pgojo JSuiy Jaill i 13] .(salodl gl Jganll aran 1glaig yuglall
293all dylac (po 23S dlwl 2140 jebyg «83a ol il Lle elld

21l Jputd (o9 i U1 O3l Waa
(daslall Jas) (599 Agojo 1jai yaill o) '>' <1 (899 yaill @ub (e 83 3nall Olineil dlj] (1Swy
293al sty elidlnoel &by 2ipo selayw

Gl oS 2o LglS Lg93a Maic (JSwnd pjiay Bo3xio U3l (18] i 13]
P! @99 jail i (0pl sgesll 8 Jlas] T ) gud s3I JlasYl) o3l &slall Jlas] saa -
Ll "'
Jo3l Jaodl (398 hgojo 1jai yail ol -
gl LoiS| (16 Lgolay] of Winll dulac ouST eliSey .daliio 5300 jelai -
O3l ol gran Wia oy iSO bl &l dahio 8300 jelaiwd (8 3a)l dloc ©asST IS -
(3 wal) had ssaall o3l gl (=i wal) dijisall
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sl (599 4ail OP2 sgazll (,6 AND (sl Jole dawlgs (Jg3l Wlall Wiz &8Ls] Gl L8 3al
AND &la 3589 Ul (8 laas Uaii (gSy (51 1" aylall &ole” )j (58 1l i glasd] (8 ()15

dlJl g

lgawgg lgegi p8g ayaail dhlall O3l ares Gle dole sybai JWI Jgaall 9gy
eilall Gle jludl ] ppeill Lgy] jUis - Uil Olaleall odo le @l dolall Jan (sginy

awgll| gill ETJEN]
€
593 JAae 1 bitio Jasall
59N Jsse 2 sole Jasw
doglaay (neSJ o lae Jasw 3 Jaall 8ils pas) wedill
doglan) (1gSJ o (oo Jaaw 4 aiall wedill Jlas]
Gbgll adgai dhwlg Glao Jaso b 5 JERVI[ STV
gl adgai dlawlg Llao Jaso laphis <le)] 6 Uaaall Juboes
Gl apaall gudg (oo aphe 7 apall Gu=i
Gl Jasall gudg «lao Jase 8 apall (usi ale]
Wl @d) (Jaaal GID 9 agiao LI
oWl p8) (Jasall GID| 10 @Blso LWI
(9) "agiao WI" gl Joy oWl pd) (J22aJI GID| 11|  dy apao pe JSuin LI aid
oWl 8y (Jasall GID| 12 gise LWI Wy @i
Gyl gleic| 13 dado ado sglaj (sylall
Jgwodll
Gylall glgic| 14 Ugogll ad) jelal (sylall
UsSall 8ol adgai| 15 iy Gégll adgai
Gl gleic| 16 Gyl el
—| 17 AMC _ el
~| 18 ala3l/JBadl dagl el
had d)laydl d8lay Josy (s3] AMC jlga) | 19 a8l glhaail
bad djlagl d8lnay Jozy (s3I AMC jlga) | 20 d8lall 5392
| 21 sua capaall (Jal
—| 22 Ubso capaall Jlail
Gyl glgic| 23 Gyl (po &l
dagll p8)| 24 LAC (o & lw)
d8ladl diblpo datbg «(5ylall Glgic | 25 d8ladl dsSlpo

2)Bwll (oS

o) UL gylaall bopill caypei Sy sopall Gueill 20 ol Wigi3l adlai go Ol (uei Wils (]
09 3]l delzoll LSQQ apsall lopini piuwd dogpid] odm Ciaa 13] .oy lpounii i
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Wl adgail lginei Sy GUI Ol plee JSuy -apaell pe disii i (531 Lo a7 O way
Olgadlg 8jgadl JS Oljlb] Gubai (1Ses Wl 0dm (8 ) doylil 841yl Bjgalg (wlglg om0
AMC jlgoy dgwgall &4Spall

dawlg lolpidi winy ays jlea ] W) ol digw gl dypay 8)lb] Sgag Ul (9 JUa)l Juw (le
3o (i i g apao pe JSuiy oWl aidg Jasall 845l pad) wedil Jalaall OljLb]
Sbliall dgagll ape J] Ualaall gl il

(s (S (9 payand i walg guede (u Jle

E xit ﬁ Operandl Dezcription | Pararm1 | Faraml2 |
04 Input short cir... 00, AT, ARC 4452 I, 07, ARC 442
oA Coor opened ... 0Ea, Timemam L M s
1O ool (S (pu Jlo
Exit & | Operandt Description Pararnli Pararnl2 |
04 Input shart circuit tamper 00, AMC, AMC 44002 I, 01, AT 44/-2
04 R Input ghart circuit tarmper 00, AMC, AMC 442 I, 02, ARME 4042
04 QR Input zhart circuit tamper 00, AMC, AMC 442 I, 03, ARME 44042
04 R Input zhart circuit tamper 00, AMC, AMC 442 I, 04, AMC 4442
04 R Input zhart circut tamper 00, AMC, AMC 442 I, 05, ARME 44842
04 OR Input shart circuit tamper 00, AMC, AMC 44002 I, 0B, AT 44/-2
04 R Input zhart circuit tamper 00, AMC, AMC 442 I, 07, ARME 4042
04 (]3] Input shart circuit tamper 00, AMC, AMC 4-af-2 In, 08, AMC 4-4-2
04 OR Door opened unauthonzed (Ba. Timemam
04 OR D'oor opened unauthonzed 03a, Entrance B:B REVDOOR, Revaolving D oor

83 3aa)l Oluwedall (o
JS Omei o2y drgliaall pe Sluedall dlj] of 21§99 aill Guode JSJ aalg Jlas] <lis] piy

1O Lo Mol |
E xit 1,",. | Operandl | Dezcription Faramn11 | Fararnl2 |
n4 [riput ghort circuit tamper 00, AMC, AME 42 I, 07, ARC 4442
04 0R |rput short circuit tamper 00, A, AMC 442 [, 03, ARC 44042
n4 1R [riput ghort circuit tamper 00, AMC, AME 42 Ir, 05, AT 4442
04 R [nput ghort circuit tamper 00, AT, AMC 482 Ir. OB, AR C 442
04 aR D'oor opened unauthorized 0Ea, Timemngrm
04 0R D'oor opened unauthorized 3a, Entrance B:B REVDOOR, Revolving Doaor

jlaa W @lwy Jlugl JUedl Jppw Gl o3l llag 13] ajlan dac (e Lowai gyl Cudi (450,
typny 6y L] ] @8L6YY g o)L L] LT Cuaial 15] dwai cbgll (6 Layls
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:12/224 11/21 dalsoll dusljio3] eiall ao 53gagell O3lall d6LSy doild

E xit ‘3 Dperand] Dezcription Faram1l1 | Faraml2

n4 [riput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44082
n4 0R [niput ghork circuit tamper 00, AMC, AMC 4442 I, 02, AME 4482
n4 OR Irput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4442
n4 0R |nput shork circuit tamper 00, AMC, ARC 4004-2 In, 04, AT 44052
n4 0R [riput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44842
n4 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, OB, AT 44082
04 0R [nput ghork circuit tamper 00, AT, AMC 4-4-2 I, OF, AMC 482
04 5] [nput shart circuit tamper 00, AMC, AMC 440/-2 I, 02, AMC 4052
n4 oA Door opened unauthorized 0&a, Timerngm EEa Il

n4 0R Croor opened unauthornzed 03a, Entrance B:B REVDOOR, Revalving Door
0& Irput ghork circuit tamper 00, AMC, AMC 4442 In, 07, AMC 44042
05 0f [rput ghork circuit tamper 00, AMC, AMC 4-4w-2 In, 02, AMC 4-8-2
& 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 03, AMC 44442
0& 0R Iriput ghork circuit tamper 00, AMC, AMC 44042 I, 04, AT 44082
1] 0R [nput ghork circuit tamper 00, AMC, AMC 442 I, 05, AMC 4482
0& 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, OB, AMC 44442
06 0R [nput shork circuit tamper 00, AMC, ARC 40042 In, OF, AT 44052
05 0R [riput ghork circuit tamper 00, AMC, AMC 4442 In, 08, AMC 44482
0& OR Door opened unauthorized 0&a, Timerngm SEa Il

a7 [ rput ghork circuit tamper 00, AMC, AMC 442 In, 07, ARMC 4482
7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 In, 02, AMC 44482
a7 oA Iriput ghork circuit tamper 00, AMC, AMC 4442 I, 03, AMC 4402
07 0R [rput ghort circuit tamper 00, AMC, AMC 4442 I, 04, AT 4482
a7 0R Irput ghork circuit tamper 00, AMC, AMC 4442 I, 05, AMC 44082
a7 0R [riput ghork circuit tamper 00, AMC, AMC 4-4w/-2 I, OB, ARMC 4482
7 0R [riput ghort circuit tamper 00, AMC, AMC 4442 I, OF, AME 44482
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Description Farar 1 Fararm 2

Input activated 00, AMC, AMC 45082 In, 01, AMC 4-4/-2
Irput normal 00, ARC, AMC 42 0 n, 07, AMC 4402
[nput ghart circuit tamper 00, AMC, AMC 42 0 In, 01, AMC 4442
Input open bamper 00, ARC, AMC 42 1 n, 07, AMC 4472
Input enabled 00, AMC, AMC 45082 In, 01, AMC 442
Input dizabled 00, ARC, AMC 4%/-2  In, 01, AMC 4-4/-2
Clutput zet 00, AWC, AMC 44%/-2  Out, 01, AMC 4-w-2
Cutput reset a0, AMC, AMC 442 Out, 07, AMC 4842
Droor open 06a, Timemgrn 4 1w

Door cloged 0Ba, Tirmerngr £4 1 3

Croor opened unauthornzed 06a, Timemgrn 4 1w

Droar left open OBa, Tirmerngr £4 1z
Feader shows access granted Th-Reader [M
Reader shows access denied Th-Reader [M
Time model active 000, <Mo time model:
Tamper reader Th-Reader [M
Tamper AT

Tamper [0 board 00, ARMC, AMC 4402
Power fail

Fower good

Hoszt communication ok
Hast communication dowe

@8 plall Olanoll wygy (8 GlLBI] 3yaai

WJalaall slisi] iy Lalla AMC-EXT gl AMC jlga e &luodall (puei dxéyall & lanall Loy oy
Saaadl QW adgai wauny UL Oliyei J) jlUiy

Ollac augill Olag) of pSaill sangs ol &b pall &lanoll Lygs (L6 O ass <lya] cliSay 3
Olanall Olslac] Uose i wuwll 13g) .(Jaaall dnaal &8 jlall Olanall gy (6 hid &iSao pyaill
o153 aylaall Olli] Oliesi ] pasdl (ol lesye @iy Ul Jalaall jd &oloy dyala (,le &b lall
.duall
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AMC 4-H4| Irpuats I Outputy ~ Terminalz

Signal allozation of AC 4-84" with 12 zignal pairing

Board T.. | entrance [nput zignal entrance Output zignal
aMC 4-R4 01 DM 0la Dioor contact Dk 01a Releaze door
AMC 4-R4 nz

AMC 4-R4 03

AMC 4-R4 04

AT 4-R4 3]

AMC 4-R4 1]

AMC 4-R4 07

AMC 4-R4 na

BPR HI 1]

BFFR HI nz2

BFF HI-1 1]

BFR HI-1 nz

J | i
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=% oMs
=-da MAC
=52 AMC 4-R4-1
= .1"' DM 01a-1

! @ Door-1
; hat = .
-'-_=| LCTSL K-1 G AMCIPConfig
. 53 1TsL-1 —
File Devices Help
=] ,'E AMC 4-R4-2
=-+gP DM 01a-2 T [ I B Qe PBowwss oot
ﬂ Door-2 State 4 Name MAC address
.'-‘_il I-BPR-1 = AMC-DS-4W 00-10-17-13-08
: ;la |I-BPR-2 = AMC-DS-4R4 00-18-86-00-90
=] Eﬂ AMC 4-R4-3 - &

=-+§# DM 01a-3
ﬂ Door-3
s HADP-1
=2 HADP-2

Jlaadl jpae (9 uilioy Oidygly (T) Jaw3l ] el o piidl Suais gSay —
AMC Glang araa) DMS (sgiuws (e (DCP) 8jgadl JLai¥ daalg jgpo dalS plodiwl -
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AMC Glaag ol MAC Glaag
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1 Lauis]
J :
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Uudi Gusi elle Ly «ell3 209 AMC jlga (e DCP (u=i le3l (] Jaw3l (o piil] el aouy
AMCg MAC (31 (JolSJI DTLS Jlail (Sl (LdyT jlgall jyn0 8 AMC (uai (le DCP
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.DTLS édlowlg GO pSalll 8jgal 8y pe Jowsl
MAC Glaag e DMS (1o «(Jgwogll
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W=l Lljall

209
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paaiwo (3 Guigl aliaell Goye iy ¥ .Jgwgll L9 pSall
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Olga3l dullai 389 AMC 8sag) (LCD) alilud! dyyeldl o=l
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paiuwall o pé gmg .disno djgal
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Guiigl aliaoll
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Jaw3l J] L3l (o DTLS pis
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Buildina C - management

Building C - managing board Available exits / floors: |4 /4
Euiding C - secretary =
GrplD MHame Description | target location | Divizion
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=-fg MAC
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Description:
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authorization: authorization:
Description: Description:
Disarming Procedure
‘with card and keypad
By card alone
Osy 1. Press confirmation key '7.
{®) with card and keypad 2. Press confirmation key Enter’ or #,
) 3. Present the card.
(®) Confirmation key + PIN code 4. Enter PIN code,
(") By PIM code 2 5. Press confirmation key ‘Enter’ or £,
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(O By confirmation key alor 7. The doar is cyded automatically.
Automatic door cycle: Eﬁﬂ;ﬂaﬁon can also be given by an input signal (e.
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« Main menu Authorization name: | TestAuth MAC: IMAC MAC-1 Comman B
Description: I
l Authorizations
=L Time model: | TM_0630_1530 : 630 1530 : Commen =]
Inactivity limit: | (No entr | Attention: Authorization will be withdrawn after being
&9 Access profies 4 I o ¥ unused for the specified period
@ Areas Entrance I Time managementl Elevator | OTIS elevator | Parking lot  Arming intrusion detection |PagaSys |
Name | Description Ime To | Armed I Disarmed | Division

Reset
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m_ Random screening

Ba3nall Oligddl go Jgwgll (J1gai hranl (laan) B @gd jail .4
.DM 14 Jalsw ey (Jgogépw (RAl OlElUadl Glolas J] 3o Jgwoll J1gaT (uely @8 .5

(DM15) ,_,s DOPg DIP

115 (Jasall a3 gai =Lisi]

.dlsiwe ajlaeg Jalsw Oljlb] 13 Al gdgei pad)
New entrance gl

[~ Settings-
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e 3. Gisall (8 @b (53 dgag)l Ollb Joud dma gl Jlall duw Gl isall (6 dSjiido Joao
asa)l jolai 269 (9 Ja=l DER (498

:8jgadl yaub (,9 DES &jgal L

jlgall jyn0 Byaib bye (L8 wollall Otis Compass saa .1

gy Glode (ailnall dndw (Jesii 3yaa Otis DES saag (pasdl guglall jjy jail .2
Otis DES -
Galghll -

4 Wl Olaleall (yic Otis DES wyquill dode le .3
(8jga3l 8aib (9 jaby (O Ly (531 pw3l) pawdl -
9 L&aY DETg DES bjgal (ngSi Wlgad Buwslg olail j8g; lngio drowi plai psaiwl
(oSl dulac
45 uad (e Bjlic jlgall wang ((s)Lisl) rawgll -
Olegano groa (13948 aunnall saell 1dm (Joal .10 (J] 1 (Jo arswo s oc tdegoaall -
(Y .13o Otis Compass plai (Jals (lg dwla)l DES / DER 6mi dlawlgs diumoll) acliaall
Banlg B0 (po JST dwai deganoll pd) podiud s 13] Wjlga OWasi han (po (Sl
3o DES jlgal IP (jlgic :Jg3I IP (jlgic -
i oy golall 1P (lgic JaoT ddm DES jlga) jjSo plgi sgag sic :GilWIIP glgic -
()] dglac (L9 dosdiuog daipo pLwdIl CilS 13] had) paudll -

LA Jgaas (Compass plai) 1 (sgimall 53 anall (Gilghll pyadi @iy «qdslgbll gy dode (le
Usaeill dble

:8jqadl 6yuibs (,9 DER &jgal -Liu)
jlaa Gl alizg 3 DER (1 g wuagll (8)lall DES 6jgal li] duyb Guais Uyyas DER 5jgal U] o
FWIIP glgic dolso qyo) sagi 3 JWlg «(Juirall jolas

dws)l (Gilgbg «ualag dwolol Ligsl 2o «(§ilgb 10 (o sclos dcgono (Gilgb ool JUall iy
(ogo=ll Jgogl dalie dwolw (g1lgbg

Bosch Security Systems Software manual

2021-1214.0.0.1 |



130 Otis Compass aoo | ar Access Management System

oIS DES Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Description Frant door Front door publidy accessible Rear door Rear door publicly accessible
7| vIP Cx0 floor v N I I
5 Restaurant | Public v v v v
5 Offices-4 Staff Iv I I I
4 Offices-3 Staff v n I [
3 Offices-2 Staff v [ [ [
2 Offices-1 Staff v n I [
1| Conference | Invited visitors v [ [ [
0 Lobby Public v v v v
-1 Maintenance |Restricted v I ™ I
-2 | Servers Restricted v I I [

Wb pladiwl s2noll lgd ariy Gl G1lglall granl jLiadl GUls ssa pole3l Gl sgac 8 .1
o3l

USal gl palddl W sgasl dleos dayphy juiadl OLL saa .2

OSes Gl @1lglal) doylil] jLiadl GUla saa (ogeall Jgwgll aliall Lolodl Ul sgoc 8 .3
; 8 (sl 099 (o ] Ugwgll s2mall UIS) 2ias)

USel (] ipegazll Jguogll dalie Lalall Gl sgasl dilas daypay jLiadl Glls ssa 4

Gle souall (o Wjell 209l 0dm gl dodle (e (Galghll degono pusi (599 yail (gylisl) .5
.Otis Compass (sgiwo (lc lginei pi Ul (G4lghll degono

dino OIS @y slawly Cawgllg pawdl (s3gac (L8 duslyiodl lawdl Jogiwl .6

il

Olpusill khaal (lhaa) Wad jail .7

DET 6 jgal :3 (sgiwall

(DET 8jgal) &8hll OlUasoll slac) :3 (sgiwall =lpa)

:do sdoll

jooy ol ddzall sleicdl GULy 6:1)a) (dgagll Jlas] JguasS -~ DEC pwl Lal b)=i) DET jlas g
2aall digls Jals ol (amaell Galall gl Golodl GWI gjla (u=o Gilb (9 DET guvg (3Swy PIN

16 jgadl 8yauis (,9 DET 8jgal «Lixi)

Jlgadl jpao 8yadb Ub)e (L9 wollall Otis DES/DER jlga saa .1

Otis (o Bayaa @b dbno sang (a3l guglall jjy jail .2
Otis (yo d19yb Olbao slis] daiiell 630U jelai -

13w DES/DER (e lgiygSi ;9 wep il Olhanall sae Jasl .3

gy GBI IP (lgic (po dsylyl &glaill soyan dyloy pud Jaol of dusljiodl uall Judl .4
plaill paay (o ©o)l 13] el syl jLiadl &la soa Bole dayll) (Sg dgilal (53 -
cgladl 83Lj (@i (e &b dhano JSJ 29 IP (lgic (ngSD
) ) (@91go (499 yail .5
Bjgadl 8yaib ;6 DET 8jgal (Jo wolhall saell slii] iy -
sl 8ghall L8 b3ysal of S lg vl IP (nglic 83bj @i -

DET &jgal (jugsy
sugl (lode DET jlga JSU yailiadll dado (Jauais

20.1.3
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Otis (o @djbll dbanll -
@lghdl -
;W1 Olaleall (jic Otis (po @wdphll dbaall woi dode e .1
8jgadl byt 9 jalay OF Loy s3I ewdl ol -
o pad (e dlbe jlgall cawg (s)lidl) vasgdl -
|3 DET jlga) IP (jlgic IP gjlgic -
4..1 :haddll gibgll -
Gl ol jjai f (asuanll WSy (o Olgagll &bjlall danall wllai S 2bgll 13 3aay
o il JWI Jgaall pasy .lginw (o (§aaill DES/DER

glull awgll| gis gl
2ainill
s
(L1031 GlLsdill gb9)l) (&1 UaJl 1
dalo slaicdl Gl C6lS 13] .PIN joj Jasy of oslaicl Glily wSIPl pady N
by $aind (8Lo] Yl b wSIPl sy plg dAllo PIN joj 1S 13] of
SIPL oWl "Ujall" @1l of w14i831 (81Uall DES (o DET
.DES (10 dgagll elli DET wlby 3aic (&lido dgag (d1lb wsSIPl Jasi 13]
(il .dgagll Gilb sy @ PIN joy Jasy ol oolaicl Olly WSIPl pody | J] Jewgll 2
.DES (0 dgagll clli DET &1l glall
deagll (] wad) ol Jgwogll (82 ales Ugwooll (19 Saill plai pgdy dgaall
.&ygllall
(ogesll Jowgll dalio deagll CulS 13] .dgagll (Bilb padiwall oy Jlas] 3
.DES (10 dgagll DET wlby 3aic PRI
Aginws (1o (@asill oolaicl Glly @yadi uSIPl (o DET wlby weld B4y | dgagll (3slal
dalo slaicdl Glly C6lS 13] .PIN joj Jasy of oslaicl Glily wSIPl pady (&1 UaJ | 4
ol (141831 (§1Ua)l DES (30 DET wllsy Maic (Ao PIN joy 1S 13] ol | ol Guoljio3l
ASIPL ol "Jjall" (Gulo diol
Jlislg s l1aad @ilall jLial jolai LSIPl (jlSwl 33 anall dlgall 810 JUA ©3Aiuall
.8aliro dgag | .dgagll (3slal

a8yl dbaoll 0dm 9 VISP OIas] Yo oo JLiAS] GlA Sas r@d o] OMaw -
Ol Jauwd

@8yl dnaall 0dm (e ayyei PIN joy plodiwl alowl odm jLiadl &la saa:PIN joy -
ad=all slaicdl @lje3 yous
Usouwi) (Jas)) jlgall gipo PIN d8Uny gqill (po (Juawill 6:14all 8jgal poaiwl :dlandlo
.48 1la)| Otis Glano (9 lgolsaiwd PIN jgo)

lgad 1Sy U1 OLE g3l sty gl adlai) alowd) oo jLiadl dils san:abgll adlai -
.83l danoll 1im ol adiwl

(o] dglac (9 dosdiuog daipo pLwdIl IS 13] had) padll -

830l (Glghll s 3aT i Otis (po dxdyll danoll (oilad dndw (,6 (Glghll Los dole (le
.Uso=il @418 L)a JgaaS (DES/DER) 2 (sgiucall

W8 el 3S o3l (3Sy @l 13] .E8LS auagi el 2 (sgiwall s anall drowil] plai J8gs () way 1dlande
cgouwill Ui JlaSY 2 (sgimall ] 83g2)lg cllac kan) (ogi
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@2lglall gy dode aiblg 8jgadl 8yah ;8 ojga oill SLILL Crad DET jlga S o3a .1
Gilghll Jgaa sy -

I DET jlga (o ] Jguogll 1Sy (galb JSJ jLuiadl &ils saa olodl wldl sgoc 6 .2

alio olol b S dayll jLiadl &ils saa (ogenll Jewgll aliall Loledl UL sgac ;6 .3
25y hod T 093 (0 ogesll Jgwgl

] egesll Jowgll susll Gbg adgai saa poledl wlll Gbgll adgai sgac (9 (lial) .4
@l ] ool oSy 3 a8 (JUall Juw (le o3l o) 13] (@ilall U3 8 Lolodl LI
podl (po digmo GBgl L9 3] Alio paboll

Ugwl aliall Lalall ull g Galadl Gl sgesl o3l pj 13] daylull Olghall Suaii S .5
(Galall oLl G8gll a3gaig (ogas=ll

(G99 jail .6

il
:Jlio

wlgiSlg @lghall i Il Jawall (15w Cua «(@slgb 10 (o sclino dcgano (a1lgb olsl Jlall (jiy
Vlgd Wlig (ubgll adgaiy subo pahall (G1lb J] Jowgll .dmsyl (8 Lolodl amaall UL (o
.aualallg dwolo3l sclinall

LU lpusill haal (laaa)

OTIS terminal  Floors

Highest floor: 7

Lowest floor: -2

Change floor range

Floor number | Name Front door Front door publicly accessible | Time model for front door | Rear door | Rear door publicly accessible | Time model for rear door | Description
7 VP v r r r Cx0 floor
& Restaurant v v Ma_Fr_07-17 v I Ma_Fr_07-17 Public
5 Offices-4 I~ I I r Staff
4 Offices-3 v [ [ I staff
3 | Offices-2 v [ [ I Staff
2 Offices-1 v [ [ I Staff
1 Conference Iv I I I Invited visitors
o3 - - - -
-1 Maintenance v [ v I Restricted
-2 Servers v [ [ I Restricted
- 1A 4 - . 3 . - . - . -
ULl (Jola) Otis 4 dwvla yoibod) duoivise (Jgoa (PgSJ 20.2

do ol
833a0ll Otis (ailna Jlas] Jsdiel (5Sey Cua damaall Jgaall el bis] daS pwall 13m g
M dlawlgy "Jjiadl" 13m ayani way .dusljis3] digag ol @8ladl Jola "Jjio" 13yaig (8 Uy (Jola)

:OlWilaal

Aclbaall degonn .1
Wl .2

Wl .3

Uil e wny (Jgogll (8 eSaill plai Jrac 18 @8ladl Jola) Jjiall @ilb ayaai sic il laaY
Jodall @b way ccuudl 13glg .0 W ((§slall cocbanll degano il yualy OLLII Jlo]
Jaw3l ] GLeSI (o oSy O bddyg «delypall L &MU daunsall

LolS GMUI Sl lanYl slisi] 8jgpay dalio OIS (1 asSl (@9lgo (599 yail

dole (e jalail gyl alin dwla Otis Oljla (sl J] a8LsYL «dyjgpall &M damiall Jgaall 53a
-Ugogll ;8 pSaill Jrac dgalg (o scboall Cygy

Ugéall 9 ACE/AMS (1¢S5 Olassi gal) cbamniall Jganll (eSi Jga dole Ologleo (e (Jguanll
(abgoll Ll dasioll
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Jgadl 21p0 jluo

diosie Jgdba < OllUa < (ugSill< duwi gl daslall

=1l

acbiaall Lygs dolle saa dumnioll Joinll ajla dadw (,8

sclao dcgono :(,)g3l diilandl

yaa JBo] Jaa LY p=i (399 jailg «ygull dodle (le da ;8 lAgaje 1jai jail .1
.Otis DES ayaai s s (Jéall ggi deilall (jo

Elevator Group Jasl éwoauill Jaa 9

Tab:Elevators 33a (9 ydye Wild (o

Uandl 13m gl O wiay Cun cacbiandl cygsi dode (le 13446 58g0 soa @ubgall dcgano (,9
.paaiall

o b wio

Uided! Gl :dulill dglanl

B3y diaunde (Joan iy (agaa Jda (§99 4ail

Uiell (dalb saa (Jaal ggi doilall (o

Home floor (Jasl «éuaauill Jaa 9

Tab:Elevators 33 (9 ydye dild (o

Uaall 130 joby (F wiay Cun acbaall gy dole (e 13448 8890 sua @ibgell dcgano (L8
Ldylud | aglaal asi oSy O way laill Glsde 18 (po pladiwdl Jrgud .pamsall

N

o b wio

agyl ub :dUWI dyloadl

Byan dicuaso (Jgbn sLind (ayaa Jba (599 jail

2911 Wl soa (Jball ggi dailall (o

Exit door (Jaosl el Jaa 0

Tab:Elevators saa ;9 ydpe doild (o

Jaall 1o jeby () sy Cus (acbaall gy dodle le 13,49 2890 3an @ibgoll degono (L8
Ldylud | aglaadl ani oSy O way plaill Glsde (18 (po pladiwdl Jrgud .pamiall

N

o b wio

OByl (lola) dwls Otis Oljlua

do adoll

UgaaS OliLall odm syaai @i 13] .&uwlall Otis gl ladg Otis 4 dwla &l OljLa duled 8gi
Glola) amumnll Ll wgs dole (le jLial OLIAS jehiwd acbaoll wgl dode (lc danio
OSey Maie . (go bl < (pabgell Glily < dwuil deilall) yolaubdl jlgall grpo 9 O LA
Joogll L8 ESaill plai L2 dbwlg) loayaai <l2l]g ooyaaj

.Otis Ugaio Wlsld¥ lAdg had OljLall odm (385

123l

byan dicuaso (Jobn sliid (ayaa Jba (§g9 jail 1

.Otis Olja saa (Jaall ggi doslall (o

.Otis (§ilig) laag gl Otis flag 1 JUall Juw (le ol elizows JaosT dpemil] (Jéa (8
Tab:Elevators saa ;9 ydpe dild (o

OTIS option 8 (,J] OTTS option 1 (yo Wlkall sal soa daulsgll ggi d&oilé (1o

WAl &l jlai O ey Cus (acboall wgs dode (le 1350 88g0 saa @bgell dcgans (9

B.o

oo r wio

Ul haal (lhaa) 99 il .7
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Otis .)_cl l l -“ s--g O)L.j. " mm 9' I -!

do adall

9 sclaall Ulgilg (31lglallg Otis acloo Ulcganal (Jgogll (§g8a (prosdi duausS s 3o oy
9 spal OWigai 2o lgmen aic (égub JiST dayplay ol Bpblio OLELaYl lola (J] GWgadl (Ju=i iy
OlBUadl Glola J] lginei Maic piy LUl (Jguogll taypei Glale

daw LS| b g il

dliao) acloao degano go JoiSo di] .jlgadl jpa0 ;9 MAC 8aag (le Otis Compass plai 3y aai @i
(lgs dwola)l DET sjgal dliao) wl+@ilb algjig (s yolall DES jlgay

Jgall 2130 jluo
OMigaill < pUadl OUly < duwgyl dojlall

lal

~aaa (rgad <Lind (ayaa) I;l B899 Jail 9l gnge hedi pwl sl (ugddll paul Jaa (8
.ad] sliiwdl Otis Compass plaj <lixi] i (s3I MAC wl 3aa MAC dojld (9
Otis s=100 gl dodc (§g9 }ail
drgadll ] gidls] 9 wey il claall dcganel DES/DER 53a Otis acbao dajld (9
(a8 salg DES/DER (le (sginy (of Jigadll Sl il land)
@2lebll sja L8 833a0)] aclooll degono (§lgb jehi -
Gl @ilghll el (8 Ulgdl sas (Bilglall sja 6 LAlA Ullg LoloSl LI (nogasll (& .5
ol 1o (9 lgisesdi Ly
pi baic 0dm sclaoll degasal oayani iy pl Gl Gilghllg wigdl odm (o land -
13 jlgall 21p0 (9 syaaill dlE (9Si (g ol dyoley JgSiw (jlgall jpao (9 lmaysai
ol Wlg3lg (Gilghll area syoail @lghll s @ljlg @ilghll US Gu=i (uil G99 sail ol .6
.83alg dpo loagsad «le]

il

Nw R

.gall has) (bbaa) @aqd jail .7

20.3
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IDEMIA Universal BioBridge (pgSi

(o Bosch (po Jgwgll (9 pSaill dalil go Jezl IDEMIA djiogull 8jgadl (31935 wall 13m oy
.BioBridgeq MorphoManager (JYa

;W O3laall (6 &jgpall (1gSill pleo dicjall pLwd3l odm Jolits

Bosch (Jo Jgwogll ;9 pSadl plai -

MorphoManager -

MorphoManager (¢ BioBridge Juowil Jpoc -
dalire &8l Olinuig ©Lial sl ol _

Bosch (jo Jgwogll (9 pSaill pWi (,9 BioBridge slacl
plUaly IDEMIA & jiogull 8jgadl by LUl OLLWI 8acld LY AMS (8 adWl Olghall Al pi
leasy ()] QW OLLWI 8acld OLLS (el OLLWl sacld pgai .Bosch (o Jgwgll ;8 pSaill

:ua=d|
] @3l (Bosch) yosuds did -
(IDEMIA) (js0 3aiurall 21jgi dcgase -

Jlgadl 2iy0 jluw
(oSl IDEMIA Olly sacld < Olgadl < (ugSill < AMS &gl doilall -

(roSil IDEMIA &Ll 8acld (§g9 jail .1
.IDEMIA BioBridge GLly j9g»0 jlgall 2150 jola

5 IDEMIA - BioBridge Data Provider - X
I T
IDEMIA BioBridge Data Provider (& BOSCH
Invented for life
Database instance IDEMIA database definition User distribution groups
Server (name or IF address):
W16-TAMS-EN Selection Person class User distribution group
Dzl nes:
Employee Employee
a
ss 01 esssss External personnel External personnel
......... & sseses Visitor Visitor
Connect |
Delete database Assign user distribution groups
Synchronize database Use pictures of access control badges for image comparison
Exit

Wl Ologleall JaoT Ll 8acld Jgio sja 9 .2

J SQL Server il 8acld Juio (Jusuii piy Cun piguesd IP (jlgic gTLEJ._pZJJo.J||o.w|:|o.)|A'J| -
oo iy SQL Server (usids (518 13] (laell Capsoll ewl 13m (5gSy 38 .ACS

(BCE (o11i81) AMS Olily 83cld (uio 0Ll 8acld Juio -

(sa :alyidl) AMS OLll sacld uo Jgdwo wlun pwl :psdiwell pawl -

AMS Cuii LT LoizgSi o3 LS «Jgduall Ll jgpo dolS ;jgpall dalS -

IDEMIA &Ly 8acld waypnisja (9

a8 deljall lam (uléa (Jol

IDEMIAg Bosch &Ll gesi Gl GLLWl 8acld pwl :ldemia Olily sacld -

ﬁxlﬁtﬁ,ﬁ}nlg;}“dawb aobpdl daiy (M Olill 8acld padiwo pwl :ldemia p sdiwo pwl -
Relmy

A asig d96 Idemia paiiwo pwl jgpo dals Jasl .1

21
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Ulbs (8 slspiwl jizinwg dliaimall (ugSil pleo (9 led] aliniw jly jopell &alS ggs .2
lgiloas

Olly sacld <Ll §g9 jail .3
B91go (599 4ail .daali LiuYl dulac S 13] Lo &lw Pl 210 55 Guw

oLl sacld Jlail juwisd JLasl (§g9 jail .4

Jlenll 210 (8)eY aoyd (G99 yail calaiy OIjUiAl JleS] aic .5

Usosdiwall @21jgi Glegane cja (9

Glola) (o sdiwell =iy pgai MorphoManager OGS (e 8jlic (o sdiuwall 2ijgi Olegano (]
] Litei (4o .MorphoManager =Mac gl dyiogull 8:1yall 8jgal (o Wlegono (J] (slaicdl GUly
Bosch (yo Jgwgll 9 pSaill delail 8 yasdd] OGS

i)l dloc lgo saiws gadud @8 AMS JSU jLiadl Gla saa Mayaai” sgesll 8 1

a1j9i degeno dgac (9 dylae)l ddall J] ol yaruddl diS pwl Awil aysal Gad paw JSI .2
(a0 vidimall 21joi Glegano (u=i (599 Jail (gu=ill JlaiSl aic .3

VisionPass (jo ogagll (,lc W)=il dyggll d8lby jguo pudgi
oo OlBlay jg pladiwl VisionPass (o ogagll e Wy=ill dyaiiy IDEMIA 8:146 8jgad alawll
:AMS Slly 8acld (o GBUall lola
Jouall dijlial Jguogll (9 pSaill Oljlb jgo padiwl (599 jail >
.pall b dioljall dulac ()T IDEMIA BioBridge Glily j9g0 5380 15§
ygb i8g Jaill (§)iuy 38 «diinall jgall OUly &aS (le 2 &l kY

MorphoManager ;9 BioBridge slac]

daw LwS 1 b g il

Gty go I Jd ol @aly . eisud (9 MorphoManager psla (le MorphoManager Cuydi oJ
.3l e daclwellg MorphoManager

dolc 8plai

] alini {Morphomanager g Bosch (jo Jgog)l ;9 pSail dalail (yy BioBridge dgalg el aaiwX
:MorphoManager (8 L b (RgsS

Wiegand wy=i Ulalo -

Gjiognll bjgadl Layyei Glalo -

SHogu jlga -

paiwall dwlw -

(o ddlwall 21jgi degano -

BioBridge plUai (pgsi -

Morphomanager (j (Juaid (ODBC) agiaoll GLl 8acld Jlail slac] vy el (J] d9lb3L
AMS 20 LgS i Ul OLLI 8aclég BioBridge

LA plwd3l L9 odm (oSl pleo gren Lawg i

Wiegand wasj=i Olalo

21.2

21.2.1

P

djgal Wl L9 Loy delyall Bjgal glgil gron (e dgawl (o peyl Gle Wiegand wayyei Olale (§uaii
.OSDP &:1,8
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loaic Wiegand Out dgalg pc & jiogull 8jgadl lgayas LUl Ologleall Wiegand waypei Glalo saaj
lgosaiuy (sl Bosch (Jo Jgwgll ;9 pSail plai (J] Ulegleall odm Jail .o sdiuell djgm S oaT
.Ugogll jl38 31A5Y

slpadl

Wiegand wayp=i calo < 8513l (J] Jaiil MorphoManager .6 .1

.Uaie Ly alo <LiuY d8Ls) (599 4ail gl Ao 85anell Wiegand waypei Olalo aal saa .2
(o Jgogll 8 pSaill dabiil 20 lgoladiwd duwlio CSN Cayyei Glalo gron saf (ole (JSuiy
weloUal) caypei walo Cudill aolip pod 13] .duwlall Cuy 26 wyyei Glale (J] a3Lb3L Bosch
.dailall (3o 033ag walpiwlg daysdi @i (s3] Lalall 2890 wyoail Slpiwl (599 yaild

| B MorphaManager [14.43.9] - m] %

[ IEIRESERNN £y User Managemen @ Biometric Identificatic @ Access Logs 8 Reports

fl b & X L] F
= Operator hdd  Edt Deete | Refresh | ¥ IMPOTT [l Export
[ Key Policy Hame ~ Description MA2G MASG MIDF
Automatically generated random 64 bt Intarpreted
= Biometric Device
Profile CASI-RUSCO 40 bt 19 bit Facity { 19 bit Badge Ranw Raw Ra
HID Covporate 1000 - 35 HID Corporate 1000 35-bt. R Interpreted Ran
(j Blometric Device HID Corporate 1000 - 48 HID Corparate 1000 43-1t. R Interpreted Rav
J Wiegand Profiles HID Corporate 1000 - HID PACS HID Corporate 1000 - BACS Ranw Interpreted R
ISO/IEC 14443 CSN 32 bit 32 bit Card Serial Nurnber Interpreted Interpreted Mot Supported
o user policy ISOIEC 14443 CSN 56 bt 56 bit Card Sarial Humber Interpreted Inzerpreted Mot Supparted
@ a ISOEC 14443 CSM 64 BE 64 bit Card Sarial Humber Interpretad Inzarpreted Moz Supparted
i reess Schadules
Kastl 32 b Kastle 32 bit Raw Tntarpreted Raw
User Distribution Matrix 56 bit 54 bit User 1D Interpreted Tntzrpreted Ranwi
Group Miare CSN CSH Card of type mifare Interpreted Tnterpreted Mot Supported
& User Authentication MiareDesfrelSH This s a simpile test Interpreted Tnterpreted Mot Supported
Mode OnGuard Wiegand 64 A it faciity, 48 bit card number, 8 bit Esue code R Raws Ran
5 Operator Role Standard 26 bit 8 bt Site/16 bit User code Interpreted Interpreted R
26 bit - HID PACS 8 bit Ste/16 bit PACS Interpreted Interprated Raw

a Notifications

= clients

c] Scheduled Reports
& card Template
(37 card Encoding Log

@] eventiog

W

Connected to hitps//w10-Itsc-en:42100/  Logged in as A Site ID: CEUE-9C32-F933-46EG-8906-5BDD-E5A2-6E10 2 Log Out - Change Password
Ay yiogull 8jgadl (o Jgwgll 9 eSalll plas Ly LUl Ologleall JaoT glgall g & .3
GO ad] ByLbdl elde way lim d5liu] of oayaai pgdi (s Wiegand waypei walo pwl (jgs 4

sHogull jlgall Layyei calog padiwall dwluw (o JS (9 MorphoManager OlygSs

- sHogl jlgall wayyei Olake
capai losic ST gl aalg (spiogu jlaa) dolall Olslaclg Glaleall (spiogull jlgall caypei calo soay
jlea e walo (Gubiy pgaiw )13l (8 (sHogrll jlgall ews (6 aa3 plaill (] &jiogu dieal

lgule (s)iogu
O 8Uadl 8¢lpa) 440Ls) dyisi @0 IDEMIA (po dyyiogy 61y8 djgal piris bl JWI <ljadl o 4iay

s=lya 3l

sHogull jlgall wayyei walo < 8jla3l (J] Jail MorphoManager ;¢ .1

232 (5Hogw jlea i wale -LiuY d8Ls| (599 yail .2

paaiug ¥ Gis 13] .((5jWial) wang ()] 40Ls3L waypeill calal Lwl Jasl ddWl ablidl e .3
(88 gl/g &piogn OLW) wayeill glogly goill Lany puwl pladiwl ogi Wild wawgll Jaa
o138l 8jgal (o dcganal

sHeguldl jlgadl Glslac] ] (oo Gia (JWI (G99 jail .4

adil] dules) (il GBg 8 wilinl (s3] Wiegand wyei talo saa =

Uelgall sasio gbgll Glslac] ] (hai Gin (JWI (599 jail .5
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d8lnyg dypiogul OLLI 8:138 OLilSw] (o degono go :(Jolgall Sasio gbgll J] Al -
.dajla)l (po Custom daa ((Jguogll
.doilall (po Device saa :guwodi (jgo (o Sl ddlbdl 2bg JI b -
= MerphoManager [14.6.0.23]

£} UserManagement & Biometric Identification B AccessLogs @) Reports

ﬁ Administration

Adding Biometric Device Profile

Multi-Factor Mode Settings

Operator
() KeyPolicy Multi-Factor Mode: | custom =
Contactiess Smart Card Mode: Device ~
= Biometric Device
Erofile Horpho 3D Face Multi-Factor Mode
m Biometric Device Mode: Esometric Only ~

MA 100, MA J, MA 500, MA VP Multi-Factor Mode
| Wiegand Profiles i
o Mode: | Biometric Only |
4] User Policy

(2 Access Schedules A Sigma, A Sigma Lite, MA Sigma Lite+, MA Sigma Extreme, MA VP MD, VisionPass, and MorphoWave Multi-Facto
| Eismhu tion Biometric: M Mifere Classic: O
' Prandmity Card: O
B, :Ifu‘tir:ul'lenliﬁliﬂ" Wiegand In: 0O Mifare DESFire AES: M
vd Data In: Kaypad: 0O

~2) Operator Role

a Hotifications
Clients h

LJQ-‘"Q-”L,BFISA-I“‘?JDQ UIAIM!ML’J!—LJJDJL)JAL,JUILQQQJ.QJl 6

[ |

9 MorphoManager [14.4.3.9] - a X
i Home MmENUNGEIEEN $f User Managemen # Biometric Identificatic ® Access Logs @ Reports
Editing Biometric Device Profile
~
; Operator Access Control Mode Settings
[ Key Policy Access Control Mode Integrated ~
= Biometric Device B o
Profile s e
Panel Feedback Mode:
@ Biometric Device Panel Feedback No Response Timeou; " miliseconds)
RS-485
| Wiegand Profiles
1000 (in 10s of miliseconds)
£q user policy
5\ neout: 25000 (in miliseconds - please refer to the
£ Access Schedules
User Distribution Duress Wiegand Mode: Reversed ~
* Group Duress Wiegand Profie: Mifare CSN
B User Authentication
Mode
&% Operator Role
' Notifications
= Clients
(© Scheduled Reports
|&2| Card Template
[z3 Card Encoding Log
0] Event Log « Back Next Finish & Cancel @
v
1

Connected to https://w10-ltsc-en:42100/  Logged in as A« Site ID: C60E-9C32-F933-46E6-8906-5BDD-E5A2-6E10 & Log Out . Change Password

20 (38191 (531 <123l 2l .OSDPg Wiegand (o JSJ AMC Glaag Ollya] acliis dlayall o dm (,9
:elya) AMC pSaj 6ag goi

Wiegand JJ AMC Glaag (J] duuidb
Integrated (J] JgogJl L,.Q pSaill gibg (Jic .1
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LED In (J| daglll Olidei @ibg (e .2
slgil (399 jail .3

OSDP J AMC Glaag (J] duuidb

Integrated (J| Jgogll ;9 pSaill gbg (Jic .1

LED In (J| dagll Olad=i gibg (Jic .2

daaioll Glalnall dndw (] (i Gis JWI Ged jail .3

JWI gaill le lgosd (usis pdg dnio Ulaleo gyl caslg d9LS) (599 jail .4

(U3Laidl Ulgi8 (uSwi) Comm channels state.serial =1 -

(OSDP (pSwi) 0SDP.channel=1 -

(Gylal JsWl Glgic JI <value> (jic) <OSDP.device serial address = <value
(&3l sliall (pSwi) OSDP.secure connection=1
“lai] 390 sail

(adiell (MBTB) MorphoBioToolBox aolip oyl
(spiogull (58l IP glgic (e (JUaidl ugd dolle (e

N o o»

v

File Options Help

JLoid| (935 :(pe3l JLoidlg dswidl wuygy dodle (J] Jaiil MorphoBioToolBox aolip (,9

jami=iof

i

sdabuwdwd ] Olslaedl sja 9 aJWl Olslaedl saa

Half Duplex :gqil

9600 :aglb &l Joamo -

g:obll <y -

1:abgidl Cy -

parity No :(Jiled)l Cu -

.0 :du83bll dbaoll Wyoo -

Jlaall ] Ol Jluyd GUS G688 uuall (o (s sy b 13] .2
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(dyyiogull 8jga3l) (spiogull jlaall
83cld (8 OMawll &) lao olpai LU dpiogull Sleicdl Glly CilS 13] o dyjiogull 6jgadl pias

plaaiwl Gaa JSJ Jauwy Lyl hsini og oLl

=133l
sHogull jlagall < 8yl (J| Jaiil MorphoManager (,9 .1
N3 (sHogy jlgs sl d9LS] (G99 jail .2

U831 Lle jlgall Ao la)l w3l Juolaill Jasl .3

8jqadl dcgono (oilall (o) -

IP glgic/auball pawl -

Gl g L8 G (53 (spiogull jlagall caypei walo (doilall (o) -
slgil (399 jail 4

| =

laisgSi o3 Ol Guw U1 Bjeadl "(syiognll jleal!" Jlga aipe 31 Spuy
p =

—

P dailuwal) | duw buw
Uswooll o gyl (1o satusel lgifas (i1 Usiooll Boia (o pia (e 5ylue posiasall Slulw 0]
Olagl s (99 glbgl (sl (g lgolaaiwl pg) aouwy Ul dpiogull 8jgadl (sl lgwai

=]yl

ediwall dwlbuw < 8yl (J] Jail MorphoManager .6 .1
Daudn psAiue dwluw <LidY ddLs] (§g9 yail .2

e ————r—

Wl Ologleall JaoT o sdiuo dwluw @3S jlgall gipo 9 .3

gl (Gylisl)g poriuwell dwluwl pawdl -

Per User (Jgogll guidg -

Bgouo Jgooll lgud (o U1 OBg3lg pLIl pSay Ugog Ugsa -

(sHogull jlgall waypei walo (Jal (Jo s aa (s3] dwai Wiegand wayyei cale -

Gusb (<) Bjga3l jlaall goadiune lgy padiunw (U1 Gkl sy o sdiuall d8sboo @b -
MorphoManager paiiuwe Judo galy .(eld ] log OlElagl gl dagll gl ol gl 2uo3l dany
Upolaill (Jo syjal

) slgil (399 jail 4

a8sbaoll glogl ploaiwd . (Many :1) podiwell d8slao pibg &usl}io3l o saiuel | dwluw (jgSuw

Usa Uwolaill (yo syje) MorphoManager osaiwe (Jus zaly .&0Ls] podiuoe Olwlw il (a3l

-pxdiual | dw b lginei Sy Ul dalisall Gailadll gres
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; ; Ososaiuall 21j97 Ulegano
of dujiogull 6:1jall 6jgal (10 Olegane (] (o sibwall (i (o 3dimall jgi Olegano pgds
.MorphoManager s)aoc

s LS| bg il

@69 (usl o Cun padiue dwlw (mosiinall 1jgf Olegano (9 (osdluall 53 UeSy OF
.Per User (J] JgodgJl

AMS (6 U8l Lle danlg addd &9 (] (o sAiuall &jg Ulcgonn (o degano (S (=i wny
Agosaiuwi yasdh di8 JSJ J831 (e d3alg (rosaiwe g1jgi deganoe Guil (JWlg

lyal

(o dailuwall @1jgi degoao < Byladl (J] Jaiil MorphoManager ;9 .1

53432 (o 3ibuo g1joi dcgase iy &S] (390 yail 2

= ——

dypiogull 5jgadl 3yaai dginall dnanll (] Jai Lis W (598 jail .3
2joi degono (8 UolabIl lgo il LUl dpiogull 8jgadl 0dg) dny Wl jLiadl OUA saa 4
0dm (o dAiuwa] |

slgil (999 joil .5

BioBridge _J ODBC slac]

do sdall

.MorphoManager BioBridge plsaiwX Gww U5 i (ODBC) agianll LI dacld Jlail a=)
9o &y ogall Uil aolip .dalide Olly aclgd (J] Jowgll aago daoyp dgalg ODBC JSuiy
Gle BIS culi bilwg (e dule jginll wliSway (5319 (OdbCDriverl7SQLServer

BIS\3rd Party\OdbCDriverl7SQLServer

Olly jouoo L]

(ODBC) agiaall GLilyl aclgd Jlai¥ (DSN) Glily jouao pwl <Lid)
gyla] Olgal saa Windows (8 eSaill dagl 8 .1

.dajlaJl (o (ODBC Data Sources (64-bit saa .2

.pUWJI DSN ygiill dodc saa .3

= ODBC Data Source Administrator (64-bit) X

User DSN  System DSN  File DSN  Drivers  Tracing Connection Pooling  About

System Data Sources:

Name Platform  Driver Add...

Remove

Configure

= An ODBC System data source stores information about how to connect to the indicated data provider.
Ej; A System data source is visible to all users on this machine, including NT services.

Cancel Apply Help
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=lgil (899 yail i (Juid aolipS ODBC Driver 17 for SQL Server saa

Create Mew Data Source

Select a driver for which you want to set up a data source.

A4
.5

X

Name ersion Comp

QDBC Driver 17 for SQL Server R FRFEXD NI T
SQL Server 10.00.17763.01  Micro:

< Back Cancel

0L josaal &l Juslaill Jasl
Ol jouao) Lwl :pw3l
(sylial) caswgll

ZL;,JLI)IJ.IQXI) Ol 35cld pwlg AMS Olly dacld Cwli @i Cun jiguesSl qwl :;psladl

(ACE\<L",.g uoJI ACSpula>

Microsoft SOL Server DSM Configuraticn

}% SQL Server.

&y What name do you want to use to refer to the data source?
SOL Server

*

This wizard will help you create an ODBC dala source that you can use to connect to

= ER0 D EC Idemia

How do you want to describe the data source?

Description: |

Which SQL Server do you want to connect to?

Server: |VM-WZDTS—EN-EHT\E\S_ACE

Next > Cancel H.elp
< JWI G99 jail
doaal hawi Glogleo gaal jlgn 2110 joliy
Microsoft SOL Server DSN Configuration

How should SQL Server verify the authenticity of the login ID?
)
< : .
. (O With Integrated Windows authentication.
SOL server
SEN [Optional)

(O With Azure Active Directory Integrated authentication.

® With SQL Server authentication using a login |0 and password entered
by the user.

OWlth Azure Active Directory Password authentication using a login 1D
and password entered by the user,

o) With Azure Active Directory Interactive authentication using a login 1D
entered by the user.

Login IDIdemia |
o |

Password |n

7

<Back Next > Cancel Help
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wJods (rowi Wyeo pladiwl SQL Server ddsboo go s3a .8

Wl Ologleall Jaol .9

Wajls i) LAMS (8 dizgSi @i LaS Idemia Olily sacld padiwoe pwl :Jgaall aows Bymo -
.Idemia

. AMS (,8 diygSJ aic ddemia Ol 8acld osiiwal lgiusi @i LUl jgpll dalS :jgpell dalS -

< JUWI (G990 yail .10

LA oLl saa (JWI jlgall 2ipo 6 .11

Idemia saa g i)l Awslyiddl GLLWI socld juai -

dunisall ANSI Oléyso pladiwl -

Glpdaillg d&lalall giwlggllg dejlall ANSI pud plsdiwl -

ddladd] dSuill IP déds -

READONLY (J] (dubil (po dwodll (jic .12

Microsoft SOL Server DSN Configuration *
Change the defautt database to:
;% |\dem\a ~ |
SOL Server Miar server:
SPN for mimor server {Optional):
[] sttach database filename:
|
| Use ANSI quoted identifiers
| Use ANSI nulls, paddings and wamings.
| Application intent
READONLY ~
[ Mutti-subnet failover
Transparent Network |P Resolution
[] Column Encryption.
Enclave Attestation Info:
[ Use FMTOMNLY metadata discovery.
< Back MNext > Cancel Help
< LI §g0 jail .13
JWAdl Ol soa (JWI jlgn)l 210 (6 .14
Ollul (599 padd pladiwl -
A Yl = PR T
Wpadl OGlly deoayi duaii -
polall solgiy aaill -
Microsoft SOL Server DSM Configuration s
o [J€hange the lznquags of SQL 2erver system messages to:
&, (Defauit)
SOLserver
Use strong encryption for data.

Trust server certficate.
Perform translation for character data.
| [ Use regional settings when outputting cumency., numbers, dates and times.
[[] Save long running queries to the log file:
CAUsers\ADMINI™~1"AppData‘Local\Temp QUERY Browse:
Long query time (milissconds): 30000
[ Log QDBC driver statistics to the log file:
CAUsers\ADMINI™1\AppData‘Local\Temp S TATS Browse...
Connect retry count;
Connect retry interval {seconds):

<Back Cancel Help
gl G99 4ail .15
vaslall Olily galy ( JWI jlgadl 2up0 ;9 .16
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ODBC Microsoft SOL Server Setup >

Anew ODBC data source will be created with the following
configuration:

Microzoft SQL Server ODBC Driver Version 10.00.17763

Data Source MName: ACEldemiaSGLServer
Data Source Description:

Server: VMW 2016ENBISERT \BIS_ACE
Database: |demia

Language: (Default)

Translate Character Data: Yes

Log Long Running Queries: Mo

Log Driver Statistics: No

UUse Regional Settings: Mo

Prepared Statements Option: Drop temparary procedures on
disconnect

Uze Failover Server: No

Use ANS| Quoted ldentfiers: Yes

Use ANS| Mull, Paddings and Wamings: Yes
Data Encryption: No

I Test Data Source... I oK Cancel

el Olhuiadl JleS] (o .\SL"g OLWII jouao jUisl (g9 jail .17
SQL Server ODBC Data Source Test *

Test Results

Microsoft SQL Server ODBC Driver Version 10.00.17763
Running connectivity tests...

Attempting connection

Connection established

Verifying option settings

Disconnecting from server

TESTS COMPLETED SUCCESSFULLY!

.ODBC slac] alleo (3o ajal @i «Olpysill pran baaal .18

BioBridge pUai (pgsSi

.BioBridge dgalg plaaiwl Jgwogll 8 eSaill dalsi¥ & glholl disiel] Olslac)l pwall lim iy
w w3 b pid|

141 daswall ,BioBridge J ODBC slsc] g2aly .BioBridge J ODBC slac| piy

s=lpa3l

Wl (pgsSs < 8yla3dl J] Jail MorphoManager .6 .1

BioBridge wugiill doldc saa .2

MorphoManager Universal BioBridge daa (qoUbidl douwiell dojla)l g1po (8 .3

21.2.7
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(BeSy (999 jail .4
-(Glio Jlgn @ipo 1oliy

- ¥
= o=
. . —
n o - " ]
-
.
w ——Em EpE W E = em—

daisiall 5381 (6

ODBC sua p8gall douwioll dailall gipo ;8 .1

.ODBC slac] (3o (DSN) Ollyl jouao pwl Jasl .2

lam 3y i @i oS jgpall dalSq (Tdemia) pidiwall pwl Jaosl (Jgaadl Jaouwi Juolas (o .3
.ODBC slac] (,9

Ul (19S5 jlgall gipo (J] 8592l (39190 (599 jail 4

pUll (19Si jlgall 2ip0 (9

Ulg (9 disaa (s3] Wiegand wayyei walo doilall (o son :Wiegand wayyei walo (J] duwdly .1
(8w

‘@raaill gibg

JI MM Universal BioBridge (o saiuw (=i MorphoManager (le way waiS slacdl 3o s aay

;W OlyLall sal jial .MorphoManager (o saiwe g1jgi Olegano

@0 MM Universal BioBridge (jo0 Jgrogll (sgime Glegaso Wlali gbgll 13w (Gl Jlali -
cduwdi dpawd| allane lg o) S 13] MorphoManager (9 (o sdiuwell @1jgi Olecgoao

lgwai (,m MM Universal BioBridge (,9 Jgogll (sgimwe Glegann (S5 ) [3] ;(s9y -
Saii Al 0do (9 cliSayd MorphoManager (8 (Jao sdiwall 21jgi (Ulcgonn) degoso
e ainall by Oliggas (5 g (uadl

s1531 Olslac3l
1805111631 lgasd sic AW OlslacYl Wy eliSoy (O3l pliso (9

8)glaall dailall (o 89 annell paidiuel| dwluw BioBridge (Jusuwsi b gjanll psdiuall
Uoni GUI podiuell dwluw W1 padiwld odo jJLiddl dila Gosa 13]
Per User pw3l

040 g)1 (232 (O 3] p3ibwall dislje yao by pow ()| -laiil Caligg - Gidg
 JAiwol| dieljo
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83Lj ] (5961w gisdg «olall 5)lge plgi W paldl alj (5 §iw p3Aiwell dioljo
(o saiwel | gron Cysail pjdl gl

jloie JSuly paaiwell dielje Wyse (i i gUall 3o (uSwei sic o ljas alowdl
8alj ] o3l 1im (5964w padiwel) Gbgall (jadl )S13 Cyaad 2o TRV | © SAiwal|
Wil ojlge Lle Glllall sac|  Gbgall (pjaill 85S13

BuuS Olily aclgd plodiwl aic slacdl i Jubei (puaiuwall (o (0 dAiuoll
-pdiwall G8gall (ujall 85513 Eyani lgud iy LIl GlBg3lg pL3l 83813 Eyani Jgaa
area (9 838910 (1955 (Ul way @8I Olgime (lel Gle Jguanl) b goll (pjaill
qoand] 808 OLLWI sclgd WIS dalaidl ol (§laiy lagd (3SUg (OB g3l @ JAiural)

gui ] dalall jps

Uto saiwoll 21jgi degono Olinei
L1 (ACS 85320l yolaub3l GLi8) Olegonall gron (usi (o oS Olineill Jgaa 8 -
-.(MorphoManager (8 83 350) (o ddiwoll 21jgi Glegono

BioBridge (Juowill Juoc (posSi 21.3
do adell
pUai osaiue) d)jiogy Olaw L] A (o eliSy JigueS jlga gm BioBridge Juswdl Juoc (]
ljal 3 (o BioBridge (uawill (Jroc slac] ddoc (38505 .(Jgogll 9 pSaill
MorphoManager (J] (uawi (i da0ls| -
Usowdl| plga) MorphoManager (Jioc pguaS djgal (nesi -
Urawdl Jrac jLial - -

daw LwS 1 b g il
sHogud] uawd| Spaily lgio pgéai AMS (Jac dhao (JS (le MorphoManager BioBridge s
ADEMIA &alai

Morpho Manager (J] Juows e ddls] 21.3.1
1l

.MorphoManager (uoc Culi Jdo 9 89)lg)l Oloyleill 2451
lgs Lo go Active Directory osiimo Ollwa a2 ol Ulw rdlaalle

Urauwill plgo) MorphoManager (Juoc jiguasS djgal (oSi 21.3.2
(spiogudl (unwill doladiwl g5 pguas S Lle dpdl 13w 34
a3l

C:\Program, Files (x86) \Morpho :514i831) MorphoManager Cudi Jdo 9 .1
( \\MorphoManager\Client
UJggwaS TD1.ECP4.MorphoManager.AdvancedClientConfig.exe calall d&j
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Lausoll pawl (eis Morpho psla capse pwl Jasl .2
Gl JodaaJl duawi o .3
Gl ool duowd (uSai jliadl dild soa -
Gl pawsll (9 Jrawd| Jsidie) logilasT (j13UI jopall delSg padiwall pwl Jasl -
C:\Program Files (x86) \Morpho :(,»1}i831) MorphoManager Guii Jds 9 .1
( \\MorphoManager\Client
Jg&waS Start ID1.ECP4.MorphoManager.Client.exe walall 3di
Ma=ll < 5ylo3l J] Jaiil .2
roc jigueS saa .3
HIad (G99 jail 4

()il JSid aogllg adgall Uislg woglhall aauwill Jaos @wl Jssl .5
(._.,Jl:l'.” 999 yail .6

||

:Urowd] uoe e lpoye sy U1 wugd] Olode) doy Wl jLEAS] UL saa
dylol

Odggull Byls]l -

gyladl -

Wowell Gllaw -

SHogudl waypeill - -

I Gos 4o

o

dajlall (po No camera saa oIl J] dwdl .9
JWl g9 jail .10
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&05la)l (o Default ooa sduu Pl dwlul )] Aol .11
W Go8 jail .12

Urowd!l Jac dbno e dolodiwl g (s spogull Juowdl 538 saa .13
slgil (999 Jail .14
MorphoManager (gubj (glei .15

a2l
146 dainll ,BioBridge fuawill (frac (wgSi -

Urowd ] (Jrece juial

C:\Program, Files (x86) \Morpho :(,»14i831) MorphoManager cuwii Jdos 8 .1
( \\MorphoManager\Client
ID1.ECP4.MorphoManager.BioBridgeEnrollmentClient.exe walall 34

Jope dalSq padiwell pwl Jis] Gl daladl (Jgo (o Juowd | dub b slesiwl eliSoy il (o oSG .1
Uil

“I . I--- L“Jljl_b_! L-:Jl--“ -"9 L"Jlnl - p-c‘)

o) waypei wale (o (o ASWI elide wiay arnio JSuiy el dw i)l Jowgll Ol8lay MAC sang pudi (S
Oy (Olauwii of) (duuii (pawaii MorphoManager 9 s aa Ul Wiegand (wayp=ill Olalo

03 (Jgodll

el =13l

Wiegand aspei walo < 8jla3l (J] Jail MorphoManager ;6 .1

uaiaro Wiegand waypei walo sLii¥ d9Ls] (§99 jail .2
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until starting with: l—
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until starting with: l—

MNumber of records found: 2 [~ Show al
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Musterfrau  Anja Female SC41156 Test_Firma
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H B ‘ C)\ 4 - '(::]; > - % < e m’ Division: [efsutil -
) - ) - Offidal pass
« Main menu Last name:  Visitor11 Firstmame: Firstnamell
Birth name: Date of birth:  Tu 03/15/1975 % Passport
@ Visitor () Driver's licence
ISl Street, no: Zip code [ City: @ Identity card
Phone: () Other:
% CELTEGS Car license Mo.:
Employee 10: ’wsjtor - Company: Mumber:
Card no.: Reader.. ﬂ

Additional data | Authorizations | Form/Photo ISignature|

Attendant: E] Reason:
Remark:
Expected arrival:  Tu 07/18/2017 12:00 AM = Expected departure: >
Date of arrival: = Date of departure:
Visited person: E] [C]Extended door opening time
Location:

Card no. Application type PIN lock Collecting date Code data Read card ... Ll

Withdraw card

obol JBa3l Jgian 8 o dbadeg (yg)ilil ojgjs (s3I @bgellg 8jL1 (po wuudl JLas| (Swy
odm (J19 @8giell Bysliall a1ylig @dgiell Jgwell a1yli Joanll 8 Ol Jls] Gl 13]
ing (00 alls Joanll (,9 LAyl jelaiw aylgil]

Oued ade plall dawlg) 8y3leell faylig Jeoell a1yl Joanll 8 dall OIS aylgill JAs] pig
HlPl dygm d8lay (Jo lghndg pgio JS ] Gl Olily

WE Olgidl aial Jgbl gl (jusi &lse] Layl Jlio (& BUalI jlgall 2130 20 Jlall go LaSg
oW Olaliadl (sgd (Jladl Juuw e 5LJ.Q,LUi UJgog Jloal ellg

2021-12]4.0.0.1 | Software manual Bosch Security Systems



Access Management System ar | (uplpl yls] 185

Access profils: | | [~ Keep authorizations assigned
Assigned access authorization Bvallable access authorizations Fiter: 0r o
Hame [mac Time model | valid From walid until Hame [mac [ 7ime model [ wvision

e

EE BE

=

4] | -
Valid from: = until; = |

Time: model: I(wwthout time model) : j T Tour moritaring vI

Card no. |Application type | PIN lack. |Created on |Last printed on Mo, of prints ICode data | Read card ... d
Canfiscate card

Registerad: = |Blacked: 9 [Mo authorizations: B |Last access: |Pegasys: = |
[Boschrdr Common  [1of 1 changed [10/20/2014 03:15:33 PM | 55
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< o Division: | pe e

<+ Main menu ~Reqgister card

@ isitars

| Reqister card | 3 |

Deregister card

Read card | 3 | Card no.:

Delete card | Last name:

First name:

Date of birth:

Lk

Shaw list ===

sl =ljay dygom ddUoy Juouws jj1 (G99 ail
Ol Jaall ;9 dyggll O léUng Uols'u:hill IoLwéS!L,) i lw abgell Jlodl syl glil piy 3 aic
dgell d8lny e Gyl plaill auly [3g .d8Uad] LS| WBog duggll ddlny pd) 2o ((rabbgoll
W1 lgall Olapo Blai (9 lglndi (Say pf (og 4] A8Uass

<<« Hide lisk

Card no, Inuse MName First name Lsage tvpe Division

Gis Wow adlall &gl OBy i0n awar ool gpwl JSuiy (plP] &gm Olay (Jusi diloc «ljad
SWllgall gipe 8 ooa le JS (REIHY OBLad] odo (=i pi

ne gl jlga @ipo (518 (s0) 03w o)l @8l auoe vicg .dygq)l @8lay S sunj 8)Ll dylgi 99
Jlad] .ablidl Lle dilily jehig d8ladl o yawiall adddl syoai iy «dyggll &8lay pd) Jls)
&0 (9 S9agall ausgill dealpe -lagl 6eliall djeal ploaiw3 (hgaillg Ugsy &gl &8l pd)

Wljl piig .duggll @8lhy dale] suSly posiwall pgay [.ggiIHl 1jlgall @ipog OB U 3ylgall
AWl (jas pisg 1 Gle baall @b (e JIPL ol bgall Olilug digell ddlay (ju dlall
Byoleall &yl ojlicl JWJI

2021-12]4.0.0.1 | Software manual Bosch Security Systems



Access Management System

ar | cuglpl ayla)

187

(99 HIPl 8lgub dclib Jal (o

Visitor pass
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Company
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Paszad card
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=hane Department
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Passport

HMumber of offical document
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AMC 4-W | Inputs | Outputs | Teminals |

Name: [AMLC 441

Desecription: |ApC ;I

Communication to host enabled:

— Controller inteface

Interface type: |UDP
PC com port:

Bus number:

|P address / host name:

ERENg

Port mumber: {70001

Program: ILEMVE?EE.HUN WIE, AMC-4w j

A

Power supply supervision:

.

Mo LAC accourting:

Division: ICummun j
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« Main menu

% Authorizations
éb Access profies

Reset areas
L
7 unknown
Random
sCreening

B Q o« <

Al

) -

Access control area

Areaname: | PO1

Description: |

max. number of cars:

Parking areas

| Refresh number | |

Number of subareas: | 3

Synchronize counter |

Parking time check

Subarea ¢ Description

Parking_02
Parking_03

Actual Info
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» = -
O A ‘ o4 < @ 1
« Main menu Define guard tour
MName : | Building 1 perimeter
g Define
guard tours Description: | A route around the perimiter of Building 1
Manage Mo, Description of reader Time on the way Total time Max. delay Startzeit +/- -~
guard tours [
1 BPR.HI-1: BPR. HI 00:00:00 00:00:00 00:00:00 3 min
I 2 BPR.HI-2: BPR. HI 00:10:00 00:10:00 00:02:00 v
| 3 BPRHI-1: BPR HI 00:10:00 00:20:00 00:05:00

Add reader Delete reader
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