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1 O06 3TOM AOKYMEHTe
9TO OCHOBHOE PYKOBOACTBO MO ycTaHOBKe Access Management System.

CBA3aHHaA JOKYMEeHTauunA

Cnegytolan UHpopmauma npeacTaBneHa B oTAeNbHbIX JOKYMeHTax:

-  KoHdurypauua v doyHKLMOHUpOoBaHMe AMS 1 AONONHUTENBHbBIX MPOrpamMm.
- ®yHKuMoHUpoBaHWe AMS - Map View.
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0630p cucrembl AMS

Access Management System — 370 MolWHaA cucTeMa, NpeaHasHayeHHasa UCKNOUUTENbHO ANA
KOHTPONA AOCTyNa, KoTopasa MOXET MCMONb30BaTbCA CAMOCTOATENBHO UMTU B COUETAHUU C
dnarmMaHcKkon cuctemon BuaeoHabnogeHna Bosch BVMS.

CBOMMM NpenmMylliecTBaMK 3Ta CUCTEMA BO MHOIOM obsA3aHa YHUKaNbHOMY COUETaHUIo

nepeaoBbiX U MPOBEPEHHbIX BPpeMEHEM TEXHONOMMM:

—  Y0obCTBO MCNONb30BaHWA: MPAKTUUHbBIM NONb30BaTeNIbCKUI MHTEPdENC U NpeacTaBneHne
Map View ¢ BO3MOXXHOCTbIO NepeTacKkMBaHMA, a TaKXXe ONTUMU3UPOBAHHbIE ANWANOroBble
OKHa BMOMETPHUUECKOW perucTpaumu.

- BesonacHOCTb AaHHbIX: CUCTEMaA noaaepXuBaeT HoBellwKne ctaHaapTol (EU-GDPR 2018),
onepaumnoHHble CUCTEMDbI, Dasbl AaHHbIX M 3alUMPOBaHHbIE CUCTEMHbIE MHTEPENChI.

—  YCTOWUMBOCTb: FMaBHble KOHTPONNEpPbl AOCTYNa CpeaHero ypoBHsa obecneurBaloT
aBTOMaTUUecKyto oTpaboTKy oTKa3a M KOMMNeHCUpPYHOT paboTy NoKanbHbIX KOHTPONNEPOB
[OCTyna B cnyyae ceteBoro cbos.

—  OpwueHTauuna Ha byayuiee: perynapHble 0OHOBNEHUA U MHOTOUMUCNIEHHbIE MHHOBALMOHHbIE
YCOBEPLUEHCTBOBAHMUA.

- MacwTabrpyemMocTb: 4OCTYMHbl Pa3NnuHble YPOBHW BBOAA OT HU3KOMO 4O BbICOKOTO.

—  CoBmectuMocTb: API-uHTepdencol RESTful, MHTepdenchl AnA NOAKNIOUEHUA K CUCTEMAM
0b6paboTku cobbiTUi U BUAeoHabnoaeHnsa Bosch, a Takxke K cneyManmMsMpoBaHHbIM
NapTHEPCKUM pPeLLUEHUAM.

—  3aluTa MHBECTULMH: BOZMOXXHOCTb NOBbILLEHUA 3PPEKTUBHOCTU YCTAHOBNEHHOTO
obopynoBaHMA ANA KOHTPONA AOCTyna U co3faHWsA Ha ero OCHoOBe HOBOW CUCTEMBbI.
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3 YcraHoBKa

O6wan npouenypa

YcTaHOBKa CUCTEMbI COCTOUT U3 ABYX OTAENbHbIX MHCTANMATOPOB: CEPBEPHAA YacTb U

KMMeHTCKan yacTb.
ObLMI NOPAAOK YCTAHOBKU NpeacTaBneH HUXe:

1. TpoBepbTe BbINOMHEHWE CUCTEMHbIX TPEOOBAHMM.

2. [lepen ycTaHOBKOM MOObIX KNUEHTCKUX Paboumx CTaHUKM:

—  YcTaHOBMTe NporpammMmHoe obecrneueHne Ha cepBep U NPOBEpPbTE NPaBUIbHOCTb
YCTaHOBKMH.

—  Ha cepBepe co3gavnTe OfHY UM HECKOMNbKO aBTOpM3aLMi pabouen CTaHUUKW AnA
KNMUEHTCKMUX paboumnx CTaHLMM U HAaCTpPOMTe napamMeTpbl OpaHaMayapa TaK, uTobbl Obinu
pa3peLleHbl COeAUHEHUA MeXay KNMeHTaMW U CEPBEPOM.

3. YcraHoBuTe cepTudmkat HTTPS Ha KaXkOoM KNMEHTCKOM KOMIMblOTepe.

4. YCTaHOBMWTE KNMEHTHI.

Cwm.

- Umnoprt ceprugpukara HTTPS, CrpaHuya 10

—  [IlpoBepka ycraHoBKu cuctemsl, CtpaHuya 13

3.1 TpeboBaHuA K cucrteme

MuHMManbHble TeXHUUECKUe TpeboBaHuA K cepsepy AMS

CepBep

MopnepxvBaemble - Windows Server 2016 (64-paspagHas, Bbinycky Standard
onepalMOHHbIE CUCTEMBI. n Datacenter)
YcTaHOBKA Ha ApYyrux —  Windows 10, version 1809 (LTSC)
ornepayMoHHbIX CUCTEMAX — Yb6epurtecb, UTo ycTaHOB/NEHbI NocnegHue o6HOBNEHUA
MO>ET MPOWTHU YCMNELLHO, HO nporpaMmMHoro obecneueHus.
He nopaepXuBaeTcA —  MpumeuaHune. ba3ol faHHbIX MO YMONUaHUIO,
rapaHTuen. NMOCTaBNAEMON C 3TOM CUCTEMOM, ABNAETCA

SQL Server 2017 Express Edition ¢ gononHUTENBHBIMMU

cnyxbamu.
MuHUManbHble TpeboBanua k|-  poueccop Intel i5, kKak MUHUMYM 4 (hU3UUECKUX Aapa
obopynoBaHuio - 03Y 8Tb (pekomeHayeTca 32 'b)

- 200 I'b cBOOOAHOTO MecTa Ha XECTKOM AUCKe
(pekomeHayeTca MCnonb30BaTh TBEPAOTENbHbIE AUCKH
(SSD))

-  [padmueckui agantep co cnegyrowmmm
XapaKTepucTnuKamm:

- 03y 256 Mb;

—  paspeuweHune 1280x1024 (ecnu Ha cepBepe AMS
HY>XHO 3anyckaTtb KnueHT Map View, opueHTUpyHTECH
Ha rpadmnueckoe paspelleHue, peKOMeHLOBaHHOE
ONA KNueHTa);

- He MmeHee 32 TbiC. LBETOB.
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CepBep

CeteBas nnara Ethernet 1 'out/c
CBoboaHbi USB-nopT unu ceteBas nanka ans
YCTaHOBOUHbIX (hannoB

MuHUManbHble TexHUUeckue TpeboBaHuA kK knuenty AMS

KnueHT, BKNnouaa knueHT Map View

MopaepxuBaemble
onepaumnoHHbIe CUCTEMDbI.
YcTaHoBKa Ha opyrux
onepaumoHHbIX CUCTEMAX
MOXEeT MPOWTU YCMELLHO, HO
He nogaep)kuBaeTca
rapaHTven.

Windows 10, Bepcua 1809 (LTSC)
Y6eautechb, UTo yCTaHOBNEHbl NocnegHue obHoBNeHUsA
nporpamMmMHoOro obecneueHums.

MWHUManbHble TpeboBaHUA K
obopynoBaHuio

Mpoueccop Intel i5 nnu Bbilwe

0O3Y 8 I'b (pekomeHayeTcs 16 'b)

20 I'b cBoboAHOrO NPOCTPAHCTBA HA XKXECTKOM AUCKE

pacdhmnueckum agantep

- 0O3Y 256 Mb

— [lnAa ncnonb3oBaHuWA AnucnetTyepa AManoroBbiX OKOH
AMS Dialog Manager goctatouHo paspelleHus
1280x1024.

- Ons AMS Map View TpebyeTcsa paspelleHue
1920x1080 (Full HD).

- He meHee 32 TbiC. LuBETOB

DirectX® 11

CeteBas nnarta Ethernet 1 out/c

CBoboaHbi USB-nopT unu ceteBas nanka ans

YCTaHOBOUHbIX harinoB

MuHUManbHble TEXHUUECKUE TpeboBaHUA K AgononHutenbHomy MAC

CepBep MAC

MoanepxuBaemMble
onepaunoHHble CUCTEMDI.
YcTaHOBKa Ha Apyrux
onepaunoHHbIX CUCTEMAX
MOXeT MPOMTU yCMNeLHO, HO
He nogaepXXmMBaeTcA
rapaHTven.

Windows Server 2016 (64-pa3psgHas, Bbinycku Standard
n Datacenter)

Windows 10, version 1809 (LTSC)

Y6eputechb, UTo ycTaHOBMNEHbI NocnegHue oGHOBNEHUA
nporpamMMHoOro obecneueHums.

MuHUManbHble TpeboBaHMsA K
obopynoBaHUto

Mpoueccop Intel i5 nnu Bbilwe

0O3Y 8 I'b (pekomenayetca 16 'b)

20 I'b cBobOAHOrO NPOCTPAHCTBA HA XXECTKOM AUCKE
Mpadmnueckm agantep ¢

- 0O3Y 256 Mb

- PaspeweHune 1280x1024
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3.2

CepBep MAC

- He meHee 32 Tbic. LBETOB
—  CerteBas nnarta Ethernet 1 [6ut/c

YcTtaHOBKa cepBepa

MopgrortoBka

1. Ybeawutecb, UTO MMA XOCTa UCMONb3YEMOro KOMMbIOTEPA CepBepa COOTBETCTBYET
npaBunam, ykasaHHbIM B NpMBeAEeHHOM Aanee none «BHUMaHue!».

2. YbeguTecb, UTo cMCTEMa ellle He ycTaHoBrneHa (cM. pasaen NMpoBepka YCTaHOBKKU
CUCTEMBI).

3. CKonupyMTe yCTAaHOBOUHbIM NaKeT HA KOMMbIOTEP CcepBepa.

md 0

3ameuaHue!

MpumenatoTca npasmna NETBIOS gna MMeH KOMNbOTEPOB, HANpUMep:

- UMA He JOMKHO codep»aTtb bonblie 15 cMMBONOB;

- UMA He JO0MKHO HauuHaTtbcA ¢ uudpbl [0-9];

- UMA MOXET CoflepKaTb TONMbKO NAaTUHCKWE CUMBONbI, D€3 AMaKPUTUUECKUX 3HAKOB;

- NoApoOHble CBEAEHWUA CM.: https://support.microsoft.com/en-us/help/909264/

naming-conventions-in-active-directory-for-computers-domains-sites-and.

3anyck ycTaHOBKMU cepBepa

1. [OBaxkabl WeNnKHWTEe NaKeT YCTAHOBKMU NPOrpaMmMHoOro obecneueHus.

2. [OBaxnbl WenkHuTe Server.

3. LlWenkHute npaBon KHonkoM Mbiwn AMS Server Setup.exe v BbibepuTe B KOHTEKCTHOM
MeH0 3anycK OT MMEeHU aAMUHUCTpaTopa.

- 3anyctutcAa mMacTep NOArOTOBKW K YCTaHOBKe. BbiNnonHUTE HeobxoanMble 4ENCTBUA B
MacTepe NOAroTOBKM K YCTAHOBKE.

4. Bbibepute HeoOXoaAMMble KOMMOHEHTbI ANA YCTAHOBKU U HAXMUTE KHOMKy Janee>.

— B 3aBWCMMOCTHM OT TOrO, UTO Y>Ke YCTaHOBNEHO, MacTep O0TobpaXkaeT CMUCOK MPOrpaMMHOro
obecneueHun, KoTopoe OyaeT yCTaHOBMNEHO:

—  Ecnu cywecTtBytoT Kakne-nmbo HeobA3aTenbHble KOMMOHEHTbI, KOTOPble BaM He TpebytoTcs,
OTMEHUTE UX BbIDOP Ha 3TOM 3Tane.

5.  O3HakombTechb C NIMLLEH3MOHHbIM COrnalieHueM KOHEUHOro nonb3oBaTens v HaXKMUTe
KHOMKy MPUHATBL, UTOObLI NPOAOMKUTL. ECNK Bbl HE cornacHbl, HAXXMUTE OTKNOHUTB, UTOObI
npepeaTb YCTAHOBKY.

6. BseguTe KOHMUIypaLMoHHble gaHHble SQL Database Server.

—  [aHHble kKoHburypauum SQL Database Server:

—  SQL Server: umsa xocTa, Ha kKoTopoM byaeTt paboTatb ak3emnnap SQL Server.
Mcnonb3ynTe nokanbHbIM KOMMNbIOTEP.
- Jk3emnnap SQL: nma sksemnnapa SQL
- basa gaHHbix AMS: nmMsa 6a3bl JaHHbIX
- Wma nonb3oBatena SQL: normH SQL
7. Haxmwute Oanee>.
8. ECnv MOXHO MCNOMb30BaTh NMyTb YCTAHOBKK CepBepa Mo YMOMUYaHWio, HaxxmuTe Janee>.

[nA Bbibopa Apyroro NyTy yCTaHOBKM (TONMbKO Ha NOKanbHbIX AWCKax) HaXXMUTe O630p.
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10.

11.

12.

13.

14.

15.

PekomeHayeTcAa MCNONb30BaTb NyTb YCTAHOBKMU MO YMONUAHWIO C: \Program Files (86),
NOCKOMNbKY haknbl MOryT ObITb UBMEHEHbI TONTbKO CUCTEMHbBIMWU aAAMUHUCTPATOPaMM.
Mpw BbiIbOpPE APYroro nyTM yCTaHOBKU ybeauTech, Uto NyTb OyaeT Hagnexalwum obpasom
3alUMLLEH OT HECAHKLMOHMPOBAHHOIO AOCTyna.

HaxxmuTe fanee>, utoObl NPOAOMKMUTD.

Ha aTton cTpaHuue HacTpanBaeTca MMmA xocTta API.

[MpoBepbTe NpeaBapUTENbHY CBOAKY YCTAaHOBKW U HAXXMWUTE YCTAaHOBHTD.

OTobpasunTca cBofKa C MHpopMaLmen 060 Bcex KOMMNOHEHTaX, KOTOPbIe Bbl PeLInnm

YCTAHOBWTb.

CneouTe 3a MHOMKATOPOM BbIMONTHEHWA YCTAaHOBKH.

Korpa aBwxyliasca 3eneHasa nonoca AoMaeT NPUMEPHO A0 CEPEANHbl MHAMKATopa

BbINMOMHEHWSA, OHA OCTAHOBUTCA Ha HECKONbKO MUHYT U TONbKO MOCNEe 3TOr0 HauHeT

ABuratbca cHoBa. [ogoxagute.

OTKpoeTcA Apyroe AManoroBoe OKHO AnA ycTaHoBKK D6asbl AaHHbIX AMS.

—  Ecnu 6asa gaHHbIX y>Ke ycTaHOBNEHA, oHa byaeT obHoBNeHa.

- B npotuBHOM cnyuae byget cosgaHa gpyraa 0asa AaHHbIX U noTpebyetcA 3agaTb
HOBbIM Maponb A1A 3TON yueTHoM 3anucu sa. BAXKHO! XpaHuTe aTOT naponb B
b6e3onacHOM MecTe, MOCKONbKY OH NoTpebyeTca Ans 0OHOBNEHWN U APYrMX onepaLlmi.
CosagaHue basbl AaHHbIX MOXET 3aHATb HECKONbKO MUHYT. MNogoxaute, noka
[ManoroBoe OKHO 3aKpOoeTcA.

Mo OKOHUaHWK onepauun HaxXMUTe KHonKy Jlanee> 1 03HaKOMbTECb CO CBOAKOW nocne

YCTAHOBKM.

OTobOpasunTca ceBofKa ¢ MHpopMaLumen 060 BCex yCTAaHOBNEHHbIX KOMMOHEHTaX.

HaxkmuTe KHonKy FoToBO, UTOObLI 3aBEPLLWTL YCTAHOBKY.

OTKpOEeTCA AMANoroBoOe OKHO C 3anpocoM nepesarpy3ku. [1na 3aBepLlUeHnA YCTaHOBKHU

CUCTEMbl HEODBXOQMMO Nepesarpy3nTb KOMMbIOTEP.

Haxxmute Oa ona nepesarpy3kuv KoOMnbloTepa.

MK nepesarpyautcs.

MpoBepbTe, yCTaHOBNEHA NK cUcTeMa npaBunibHO (cM. pasaen NMpoBepka YCTaHOBKKU

CUCTEMDI).

Ecnv ga, To nepBOHavanbHaA yCTaHOBKA CUCTEMHOIO MPUOXEHUA 3aBepLlueHa. Ha

pabouem cTone oTobpasnTCA 3HAUOK CUCTEMBI.

Bxoa B cucTeMy B nepBblit pas3

1.
2.

3.

4.

Cwm.

[Baxabl LIEeNKHUTE 3HAUOK NPUNOXeHWUA Ha pabouem cTone.

BBeaute uMA nonb3oBatensa v Naposnb MO yMONUaHUIO.

—  [lo ymonuaHuio 3agaHbl MMsA nonb3oBatensa W naponb Administrator. Obpatute
BHWUMaHWe, UTO NPU BBOAE Napons (HO HE UMEHW MONb30BaTENA) YUUTbIBAETCSA
perucrp.

HaxxmuTe BonTH.

—  OT1obpasuTca AManoroBoe OKHO C 3aNpOCOM Ha CMeHy napons.

—  [lpv nepBOM BXofe B CUCTEMY HEODXOAUMO CMEHUTb NapOosb BO BCM/bIBAIOLLEM
[ManoroBoOM OKHe.

Haxxmute OK, utoObl BOMTU B CUCTEMY.

[MpoBepka ycraHoBKH cuctembl, CTpaHmuya 13
3anyck obHoB/eHMA cepBepa, CTpaHuya 18
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OTknouuTe bpaHgmayasp

Mocne ycnewHoM yCTaHOBKK CepBepa U Nepes YCTaHOBKOM KIMMEHTCKUX pabouunx cTaHuum
OTKNtouKnTe BpaHaMayap. ITo NO3BONAET KNMEHTCKUM PabounM CTaHLMAM U BHELUHUM
komnbroTepaM MAC nerko nofknouaTbCA K cepBepy BO BPEMSA NepBOHauanbHOM
KOHHrypaumu.

YcTaHOBKA KNMEHTCKUX paboumnx cTaHUuU#H

MoprortoBka

1. Ybeautecb, UTO UMA XOCTa UCMONb3yEMOMN KITMEHTCKOM pabouen CTaHLUMK COOTBETCTBYET
npaBuWnam, yKkasaHHbiM B NpUBeAEHHOM Aanee none «BHUMaHue!».

2. CKOMUpyM1Te yCTAaHOBOUHbIM NMaKeT Ha COOTBETCTBYIOLLYIO KITMEHTCKYIO pabouyto CTaHLMUIO.

md 0

3ameuaHue!

MpumeHatoTca npasuna NETBIOS gna MMeH KOMNbIOTEPOB, HaNpUMep:

- UMA He JOMKHO codep»KaTtb bonblie 15 cMMBONOB;

- UMA He JO0MMKHO HauuHaTtbcA ¢ uudgpbl [0-9];

- UMA MOXXET COolepIKaTb TONbKO NAaTUHCKWE CUMBOTbI, €3 ANAKPUTUUECKUX 3HAKOB;

- nogpobHble CBeAeHUA CM.: https://support.microsoft.com/en-us/help/909264/

naming-conventions-in-active-directory-for-computers-domains-sites-and.

Ceptucukatbl HTTPS gna KNUeHTCKUX pabouux cTaHUUH

Ha cepBepe cucTteMbl pasmelleHo Heckonbko API. 9tu APl BsaumopgenctBytoT ueped HTTPS u
MCMNONb3YyT caMonoAnMcaHHbIM cepTuduKar. NporpaMma HacTPOMKK cepBepa Cco3faeT Takom
CaMONOAMMUCAHHbIN cepTUUKAT M YCTAaHABMMBAET €ro Ha cepBep.

Utobbl obecneunTtb BesonacHoe NoAKMtOUEHUE MeXAYy CEPBEPOM U KNMEHTaMW, cepTudunKkar
cepBepa HeODXOAMMO CKOMUPOBATh U UMMOPTUPOBATb BPYUHYHO Ha KaXAblM KNMEHTCKUM
komnbloTep (cM. pasgen UmnopT ceptudbukara HTTPS).

Umnoprt ceptudhbukara HTTPS

1. TMepenaute K cbakny C: \Program Files (x86)\Bosch Sicherheitssysteme\Access
Management System\Certificates\Access Management System Internal CA.cer.

2. CkonupymnTe cepTUdUKaT Ha KNMEHTCKUIN KOMMbIOTEP.

3. Ha KnvMeHTCKOM KOMMblOTEPE ABaXAbl LWENKHUTE Ha cepTudmkare.
-  OT0obpasunTcA AnanoroBoe OKHO cepTUdHUKaTa.

4. HaxwmuTte YCTaHOBUTb cepTUUKaT.

—  OTKpoeTcAa MacTep MMnopTa CepTUHUKATOB.

5. Bbibepute NokanbHbl KOMNbIOTEP (PEKOMEHAYETCA) U HAXKMWUTE KHOMKY [anee>.

6. Bbibepute PaamecTutb Bce cepTuhuKatbl B cnegylolemM XpaHUnuLe, utobbl ykasatb
pacnonoxeHue ceptudurkaTa (pekomeHayercs).

7. Haxmute 0630p.

—  OTKpoeTcA oManoroBoe OKHO ANnA Bbibopa XxpaHWnuLLa cepTuUKaToB.

8. Bbibepute Trusted Root Certification Authorities v HaxxmuTe OK
(pekomeHayeTcAa).

—  3aKkpoeTcA AManoroBoe OKHO AnsA Bbibopa XxpaHWnuLwa cepTUdUKATOB.

9. Haxmute Janee> B Mactepe umnoprta ceptTMgurKaToB.

10. Haxmute FoTtoBO AnA MMnopTa cepTuduKaTa.
—  Ha aTtom npouecc MmnopTa cepTudmrKara 3aBepLUeH.
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3ameuaHue!
Ecnu ceptudmkar HTTPS He ycTaHOBMEH, 3aMyCK NPUNOXEHWA HEBO3MOXKEH.

ObpaTnTe BHMMaHUE, UTO BaM HE HYXXHO MMMOPTUPOBATb CePTUdMKAT Ha CepBEPHbIN
KOMMbOTEP, MOCKONbKY 3TO aBTOMaTMUECKU BbINONTHAETCA BO BPEMS YCTaHOBKU cepBepa. ITo
NMPUMEHWMO TONbKO B OTHOLUEHUU OTAENbHbIX KNMMEHTCKUX Pabounx CTaHUMHN.

UHTterpauua APl AMS c BVMS

Utobbl nHTerpuposatb APl AMS c Bosch Video Management System (BVMS), Bepcusa 10.1 unu
Bbllle, UMNOPTUPYMTE CaMONOANMUCAaHHbIN cepTUdMKaT ¢ cepBepa AMS Ha komnbioTep BVMS
(cm. UmnopT cepTucdbukata HTTPS).

3anycTuTe yCTaHOBKY KNUeHTa

[Baxkabl WENKHUTE NaKeT YCTaHOBKU MPOrpamMmMHOro obecneueHums.

Oeaxabl wenkHute Client.

Oeaxabl wenkHute AMS Client Setup.exe

—  3anyctuTca MacTep NOAroTOBKM K yCTaHOBKe. BbinonHMTe HeobxoauMMble NeWCTBUA B
MacTepe NoAroToBKU K yCTaHOBKE.

BbibepuTe KOMMNOHEHTbI, KOTOpbIe Bbl XOTUTE YCTAHOBUTb, U HaXXMWTe Janee>.

B 3aBMCUMOCTH OT yXKe YCTaHOBNEHHbIX KOMNOHEHTOB MacTep BbiDepeT Tpebyemble naxkeThbl

Microsoft ana Visual C++ u .NET.

[JononHUTEeNbHbIE KOMMOHEHTbI:

- KnueHTt

- Map View

O3HakoMbTecb C NIMLEH3UOHHBIM COrnalleHMEeM KOHEUHOro NoNnb30BaTeNA U HAXMUTE

KHonKy MpUHATb, UTOObLI NPOAONXKUTb. ECNK Bbl HE COrNacHbl C YyCNOBUAMMW COrnalleHus,

HaXKMUTe OTKNOHUTDb, UTOObI BEPHYTHCA U OTMEHUTb ONepaLmio.

Ecnu Bac ycTpauBaeT nyTb YCTAHOBKK MO YMONUAHWUIO ANA KNMEHTCKOM pabouei CTaHLuK,

Ha)KMuUTe KHomnky Aanee>. [1nA Bbibopa Apyroro nyTv yCTaHOBKU (TONMbKO Ha NOKanbHbIX

OMCKax) Haxxmute 0630p.

Ykaxute agpec cepepa. Popmar agpeca: <hostname>:4999/tcp

Mo ymonuaHuio MmacTep yCTaHaBNMBAET KIMEHT CUCTEMbI B NTOKaNbHOM Nanke C:

\Program Files (86).

PepaktupoBaTtb hal/ibl, yCTaHOBNEHHbIE B NIOKANbHOW Nanke C: \ Program Files (86),

MOTYT TONbKO NMONb30BaTeNW C NpaBaMu afMUHUCTPATOPA, NO3TOMY HACTOATENbHO

peKoMeHOyeTCA UCMOoNb30BaTb TOMbKO ee.

Ecnu Bac ycTpanBaeT nyTb YCTAHOBKW MO YMONUaHWUIO ANA npunoxeHua Map View, Haxkmute

KHOMNKy Oanee>.

[na Bbibopa ApYyroro Nyt yCTaHOBKU (TONMbKO Ha NMOKanbHbIX AXCKax) HaxXxmute 0630p.

BBopn agpeca obHapyXeHuA.

Mo ymonuaHuio MacTep yCTaHOBKM yCTaHaBNUBAaET npunoxeHre Map View Ha nokanbHOM

JMCKe C:\Program Files (86) (pekomeHayetcs).

MpunoxeHune Map View NOgKNOUKUTCA K aapecy obHapyXeHUA, uTobbl 0OHaPYXWUTb

KOHEeUHble TOUKWU CUCTEeMbI. ITOT agpec npencrasnaet cobon URL-agpec, cogepxxalimn ums

cepBepa U HoMep MopTa, Ha KOTOPOM pasMelleHa KOHeuHaa Touka oOHapyXeHus.

Bosch Security Systems
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11. TMpoBepbTe NpeaBapUTENbHY CBOAKY YCTAHOBKWU U HAXXMUTE KHOMKY YCTaHOBUTD.

—  Otobpasutca ceogka ¢ MHopmaumer 060 Bcex KOMMOHEHTax, KOTOpble Bbl pPeLlnv
YCTaHOBUTb.

12. Cnepgute 3a MHOMKATOPOM BbINOMHEHUA YCTAHOBKMU.

—  [oxautecb 3aBepLUeHUA onepaumu.

13. Tlo oKOHUaHWK onepauuy HaXKMUTe KHoMKy [lanee> n 03HaKOMbTECb CO CBOJKOW Nnocne
YCTaHOBKM.

- Otobpasuntca ceogka ¢ MHopmaumen 060 Bcex yCTaHOBMEHHbIX KOMMOHEHTAX.

14. HaxmuTe KHonKy FoOTOBO, UTOObI 3aBEPLUUTL YCTAHOBKY.

15. Tlepesarpy3nte KOMMbOTEP.

16. TlpoBepbTe, ycTaHOBNEHA Nu cucTtemMa (cM. pasaen MpoBepka yCTaHOBKU CUCTEMBbI).

— [locne 3aBepLUeHUA YCTaHOBKU KnrneHTa AMS 1 Map View Ha pabouem cTtone noaBATCA
3HauKkK 0boMX NPUNOXeHWH. [0 yMONUaHUIO 3afaHbl UMA NONb30BaTENA M Naposb
Administrator. O6paTnTe BHMMaHWe, UTO NPU BBOAE Napona (HO He MMeHU nonb3oBaTena)
YyUUTbIBAETCA pPeruncrp.

MepeAn 3anyCKOM KNUEHTa

Mepen BXOAOM B CUCTEMY Ha KNMEHTe NoTpebyeTcA HAaCTPOUTb KNMEHTCKYI pabouyto CTaHUMIO
Ha cepBepe. BbinonHuTe cneaytoliMe oencTeus.

1. 3anycTute KNMEHT Ha CEPBEPHOM KOMMblOTEPE.

2.  Haxmute Kondurypauusa> [laHHble ycTpoicTBa

OTKpOETCA HOBOE AManoroBoe OKHO.

Ha BepxHeW naHenu MHCTPYMEHTOB BbibepuTe 3Hauok Paboumne craHuuum.

Ha BepxHeW naHenu MHCTPYMEHTOB BblbepuTe 3Hauok Co3aarb.

Ha Bknagke Pabouaa cTaHUMA 3anofHUTE NycTbie Nons.

ok w

MMonsa:
-  WNmaA. Beegnte umsa xocTta pabouewn ctaHUMMU KnueHTa (0bA3aTenbHO).
— OnucaHue. Beegurte onucaHue (HeobsasarenbHo).
— Bxop uepes cuuTbiBaTenb. BbiNONHATL BXOM C MOMOLLIbIO CUMTbIBaTENA
(HeobA3aTeNbHO).
—  ABTOMaTHUeCKHUi BbIXoA U3 cUCTeMbl uepes: X ceKyHa (HeobsasaTenbHo). HacTtponTe
aBTOMaTUUYECKUI BbIXO[ M3 CUCTEMbI, eCcnin TpebyeTcA BbINONHATbL aBTOMATUUECKUI
BbIXO[ U3 MPUTOXKEHWUSA MO UCTEUEHUU ONPENENEHHOTO BPEMEHHU
—  Ob6partuTe BHUMaHKe, UTo NoauepKHyTble NONA ABNAKTCA 0bA3aTeNnbHbIMM.
6. Ha BepxHeW nNaHenn UHCTPYMEHTOB HaXXMWUTE 3HAUOK COXPaHUTb, UTODObI COXPaHUTb
U3MEHEHMUA.
—  Tenepb MOXHO BbIMOMHATb BXOJ B CUCTEMY C KITMEHTCKOM pabouel cTaHuuu.

Bxopn B cuctemMy B nepBbii pa3
1. [dBaxkabl WENKHWTE 3HAUOK MPUIOXKEHUA Ha pabouem cTorne.
2. BBegute UMA nonb3oBaTens W Naposb Mo yMOMUaHHIO.

- WwmAa nonb3oBatens v Naposb No YMONUaHWio AnA 000UX KNUEHTCKUX MPUNOXKEHUN —
Administrator. O6paTuTe BHMMaHU1e, UTo Npu BBOAE Napons (HO He UMEHMU
Nnonb30BaTeNs) yUUTbIBAETCA PErUCTP.

3.  Haxmwute Bontwm.

—  [lpy nepBOM BXxoAe B CUCTEMY HEOOXOAMMO CMEHUTb Naponb. OTKPOeTCA AManorosoe
OKHoO.

4. Haxmute OK gna BBOAa HOBOrO Napons B CMeayloLwwem AManoroBOM OKHe.

—  Wcnonb3yiTe HaaeXHbIW Naponb ANMHOM He MeHee 8 CUMBONOB.
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5. BBegwuTe HOBbIM Naponb U HaXXMUTe USMeHUTb. HaxkmuTe OTMeHa, UToObl OTMEHUTb CMEHY
napons.
—  [loABMTCA AMANOroBOe OKHO, NMOATBEPXKAAIOLLEE UBMEHEHME NAPOTIA.

6. Haxmute OK, utoObl BONTU B CUCTEMY.

=

3ameuaHue!
[nA cepBepa U KNMeHTa HEOOXOAMMO MCMONb30BaTb OAMHAKOBY Bepcuto AMS. He nbitaiTech
OCYLLEeCTBNATbL JOCTYN K CEPBEPY M3 KMMEHTA C Apyron Bepcuen AMS.

3.5

3.6

3.6.1

3.6.2

Cm.
—  [lpoBepka ycraHoBKM cuctemsbl, CtpaHuya 13
- Wmnoprt cepruchuxkara HTTPS, CrpaHnya 10

NMpoBepKa yCTAaHOBKU CUCTEMDbI

MpoBepka ycTaHOBKU CUCTEMDI

CwucTema ycTaHOBEHa, eCnu:

—  3HauKku cUCTeMbl BUOHbI Ha pabouem cTone.

—  Cnepnytoume cnybbl HaxoasaTca B npunoxeHun Windows Services ( Myck > Mouck >
service.msc ): DMS, MAC Access Pl, cny»xba ygoctoBepenui, APl MAP, API cocTosiHUNA.

- MyTb yCTAaHOBKMK CUCTEMbI MO YMONYaAHUIO: C: \Program Files (x86) \Bosch

Sicherheitssysteme\Access Management System\

Mcnonb3oBaHWe Nonb3oBaTeNnbCKUX cepTUUKATOB

APl AMS MOXHO HacTpOMWTb ANA UCNOMb30BaHWUA PasHbIX CEPTUMKATOB BMECTO UCMONb30BaHUA
camo3aBepALNX CEPTUCDMKATOB, KOTOPblE aBTOMATMUECKU CO3[A0TCA BO BPEMA HACTPOMKMU.
3TO Nones3Ho, KOrAa opraHn3aums yxxe UMeeT MHPPaACTPYKTYPY OTKPbITbIX Kntouen (PKI) ¢
COOCTBEHHbIM LIeHTPOM cepTudmrKauumn (CA).

YcnoBusa

- Hanuuue darna 4OBEPEHHOTro KOPHEBOro cepTudmKaTta.

—  OTKpbITasa U 3aKpbITasa yacTu cepTudmrKaTta 4oMKHbI ObiTb MOMELLEHbI B CeayoLwmm
Katanor cepsepa AMS:
C:\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System

\Certificates

MpuMepbl OTKPbLITOM U 3aKPbITOW YacTel cepTudMKara:
—  Access Management System Test CA.cer (OTKpbITas uacTb)
—  CustomRootTestCA.pfx (3aKpbiTaa yacTb)

HUcnonb3oBaHHe NONb30BaTENbCKUX CepTMd)MKaTOB

OTKpbiTUe ceaHca PowerShell
3anyctute PowerShell oT uMeHU agMuHUCTpaTopa Ha cepBepe AMS B nanke: C:
\Program Files (x86)\Bosch Sicherheitssysteme\Access Management System

\Certificates

Bosch Security Systems
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YpaneHue yCTaHOBNEHHbIX cepTucukaTos
1. YpanuTe cepTUMKaTbl, KOTOPbie DblNK yCTaHOBMNEHbI BO Bpema ycTaHOoBKM AMS.
2. BbInonHWUTe “RemoveAceApiCertificates.psl” B OTKPpbITOM ceaHce PowerShell.

PepakTupoBaHue cueHapua co3paHuAa cepTucukara API

1. OtkponTte dpavn PowerShell "CreateAceApiCertificatesFromOwnRoot.ps1" B
TEKCTOBOM peflakTope U U3MeHWTe crepytolme uMmeHa hannoB Ha UMeHa
Nonb30BaTeNbCKUX CEPTUDMKATOB:

- CustomRootTestCA.pfx

- Access Management System Test CA.cer
—  Obpartute BHUMaHMeE, UTO Kaxkaoe UMA daina ykasaHo B CLLeHapHUK TONMbKO O4MH pas.

2. CoxpaHuTe UBMEHEHMUS.

3anyck cueHapusa gna co3paHua ceptudukara API

1. BbINONHWTE “CreateAceApiCertificatesFromOwnRoot.psl” B ceaHce PowerShell,
OTKPbITOM BblLLE.

2. BeguTe nMaponb ANA 3aKpbITOro ceptudmKara.

—  BbInu cosfgaHbl U yCTaHOBNEHBI cneaytolne Heobxogumble cepTuduKkatbl API:

—  YcTaHOBNEH KOPHEBOW cepTUdMKar.

MpoBepbTe ycTaHOBKY cepTudukaToB B pasgene «Ceptucpukarol Windows ansa Tekyuwero

nonb3oBaTenAa U NOKanbHOro KomMnbloTepa»

CepTUdUKaT yCTaHOBNEH, ECNU:

- KopHeBol cepTudmKaT ycTaHaBNMBaeTCA B pa3fenax Current User Personal
Certificates, Trusted Root Certificates W Local Computer Trusted Root
Certificates

- CepTtudukatbl APl yctaHoBNeHbl B pasfene Local Computer Personal Certificates

OGHoBNneHue HacTpoek npunoxxeuua Thumbprint ana kaxxgoro API
Ona kaxgoro APl HeobxoaumMo 0bHOBUTb HACTPOMKK NpunoxxeHua Thumbprint.

API goctyna 1. OtkpoHTe C:\Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\Access API

2. [lomeHANWTe 3HaueHUA B palne appsettings. json, CTPOKA
"Thumbprint':

3. OtkpouTe pasgen «Ceptudukatbl» no nytv llokanbHblil KOMNblOTEpP >
MepcoHanbHble > CepTudukatol > MIOHATHOE Ha3BaHUe: Access
Management System Access API

4. BblbepuTe 1 OTKPOWTE YCTAHOBMEHHbIW CEPTUdUKAT "Access

Management System Access API" > loapobHocTH

MpoKpyTUTE CNUCOK A0 NYHKTa "Thumbprint"

BbibepuTte Thumbprint.

Konupy#Tte oTobparkaemblit oTneuatok Thumbprint (Hanpumep, "da").

© N oo

BcraBbte Thumbprint 6e3 npobenos B havn appsettings. json B
nanke C: \Program Files (x86)\Bosch Sicherheitssysteme

\Access Management System\Access API
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(Hanpwmep, "Thumbprint":
"53d3588285bd570c9799e883b27ef1bl39bal8da")

API kapT

o N o

OTKkponTe C: \Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\Map API

lNMomeHsANTe 3HaueHWA B panne appsettings. json, CTPOKa
"Thumbprint™:

OTkpowTe pasgen «Ceptudomnkatbl» No Nyt NlokanbHbIi KOMNblOTEpP >
MepcoHanbHble > CepTudnkartbl > MOHATHOE Ha3BaHUe: Access
Management System Map API

BbibepuTe M OTKPOWTE YCTAaHOBMEHHbIW CepTUdUKAT "Access
Management System Map API" > MNoppobHocTH

MpOoKpyTUTE CAUCOK A0 NYHKTA "Thumbprint".

Bbibepute Thumbprint.

KonupyiTte oTtobpaxkaembliit otnevatok Thumbprint (Hanpumep, "e8").
BctaBbTe Thumbprint 6e3 npobenoB B hain appsettings.json B
nanke C:\Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\Map APIT

(Hanpwmep, "Thumbprint":
"3cefOc43be36ee0ld8abealf59f170cde96168e8")

AP| cocToaHunM

o N o

OTKkponTe C: \Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\States API

lNMoMeHsNTe 3HaueHUA B panne appsettings. json, CTPOKa
"Thumbprint™:

OTkpowTe pasgen «Ceptudomnkatbl» No Nyt NlokanbHbIi KOMNblOTEp >
MepcoHanbHble > CepTudnkartbl > MOHATHOE Ha3BaHUe: Access
Management System States API

BbibepuTe 1 OTKPOWTE YCTAaHOBMEHHbIW CepTUdMKAT "Access
Management System States API" > lNoapobHocTH

MpOKpyTUTE CNUCOK A0 NYHKTA "Thumbprint".

Bbibepute Thumbprint.

Konupyiite otobpaxkaembliit otnevatok Thumbprint (Hanpumep, "e2").
BcTtaBbTe Thumbprint 6e3 npobenoB B hann appsettings.json B
nanke C:\Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\States API

(Hanpumep, "Thumbprint":
"37c0bb09d4cab985b620dalc667597ef43b5f8e2"

Bosch Security Systems
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Cepsep
MOeHTUMKaLUK:

© N o

OTKkponTe C:\Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\Identity Server

lMomeHANTe 3HaUeHUA B panne appsettings. json, CTPOKa
"Thumbprint':

OTkpownTe pasgen «Ceptudukatbl» no nytv llokanbHbii KOMNblOTEpP >
MepcoHanbHble > CepTudunkatol > IOHATHOE Ha3BaHUe: Access
Management System Identity Server

BbibepuTe 1 OTKpOWMTE YCTAaHOBMNEHHbIN CepTUdUKAT "Access
Management Identity Server" > [NogpobHocTn

MpoKpyTUTE CNUCOK A0 NYHKTA "Thumbprint".

BbibepuTte Thumbprint.

KonupyiTte oTtobparkaembliit otnevatok Thumbprint.

BctaBbTe Thumbprint 6e3 npobenos B hakn appsettings.json B
nanke C:\Program Files (x86)\Bosch Sicherheitssysteme
\Access Management System\Identity Server

BcraBbTe otneuatku Thumbprint gpyrux APl B cooTBeTCTBYlOLLME NONA
BBoga Thumbprint B aTom charne.

Mpumep:
— [OnAa "Name": "AccessApi"
"Thumbprint':
"53d3588285bd570c9799e883b27ef1b139ba28da"
- [OnAa "Name": "MapApi"
"Thumbprint":
"3cef0c43be36ee0ld8abealf59f170cde96168e8"
- [nAa "Name": "StatesApi"
"Thumbprint'":

"37c0bb09d4cab985b620dalc667597ef43b5f8e2"

OcTaHOBKa U 3anyck cnyx6
1. Otkponte cnyxbbl Windows.
2. LenkHWTe NpaBoOM KHOMKOMW MbILWKW Ha Crepytowmux cny>bax u Boloepute «OCTaHOBWUTb» Ha

KaXKAOM U3 HUX:
—  Access Management System Access API
—  Access Management System Identity Server
—  Access Management System Map API
—  Access Management System Sates API
—  Tlocne oCTaHOBKMW BCEX UeTbIpex CNyXb WenKHUTE NPaBOM KHOMKOW MbILLIW 3TH

cnyx0bl elle pas v BbibepuTe 3anyCcTUTb ANA KaXKA0W U3 HUX.

YcTaHoBKa KOpHeBoro ceptudmMkaTa Ha KMMEHTCKOM KOMMNbloTepe

1. Wcnonbaynte aucnetuep damnno Windows, utobbl ckonMpoBaTb KOPHEBOW CepTUdQUKAT

"Access Management System Test CA.cer" W BCTaBWUTb €ro Ha KITMEHTCKUM

KOMMbIOTEP, rAe YCTAaHOBNEHO KNUeHTckoe npunoxeHue Map View u AMS (Dialog

Manager).

Hanpumep, BCcTaBbTe €ro B nanky «3arpy3ku».
2. YcTaHOBWTE KOPHEBOW cepTUdUKaT:
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— B poBoAHMKE LWENKHUTE NPaBOW KHOMKOM MbllwK thann cepTucpukarta v Boibepute
YcraHoBUTb cepTudMKaT > TeKyw Uit nonb3oBatenb > flanee > Boibepute «MomecTurte
BCe cepTUUKaTbl B cnepylollee XxpaHunuuwe» > «063op» > Boibepute «[JoBepeHHble
KOpPHeBble LEeHTPbl cepTudhUuKauumu» > «flanee» > «FfotoBo» > «OK»

MpoBepka cepTuchukaTtoB APl Ha KNTMEHTCKOM KOMMNbloTepe.
CepTrdukatbl AP gonxHbl 66T NPOTECTUPOBAaHbI HA KNMEHTCKOM KOMMbIOTEPE, rae
YCTAHOBNEHO KnueHTckoe npunoxeHune Map View u AMS (Dialog Manager).

3anycTtute bpaysep Google Chrome Ha KNMEHTCKOM KOMMblOTEPE.
- Utobbl npoTecTupoBatb ldentity Server, BBeguTe cneayoLwnin agpec: https://
[ServerHostname] :44333/.well-known/openid-configuration
—  LlenkHuTe npaBoOM KHOMKOM MbIlLK 3HAYOK 3aMKa pAOoOM C MHpopmaumen o Beb-
cainTe, HaXXMUTE «[loATBEPANUTL CEPTUMDMKAT (IENCTBUTENBHBIM)» U NPOBEpPbTE,
NnpaBUNbHbIM MW CEPTUGMKAT yKasaH B pasaene «BbigaH»
—  Urobbl npoTecTupoBatb Access API, BBeauTe cnenytowmmn agpec: https://
[ServerHostname] : 44347 /swagger
—  LenkHuTe NpaBoOM KHOMKOW MbilLM 3HAUOK 3aMKa PAAOM C MH(OpMaLUen o Beb-
cainTe, HaXXMUTE «[loATBEPANUTL CEPTUDMKAT (OENCTBUTENDBHbIM)» U MPOBEpPbLTE,
npaBuUNbHbIM N CEPTUAUKAT yKasaH B pasaene «BbigaH»
- Utobbl npoTecTnpoBatb States API, BBeauTe cneaytolWwmmn agpec: https://
[ServerHostname] : 62901 /swagger
- LenkHWTe NpaBOM KHOMKOWM MbllLM 3HAYOK 3aMKa PAAOM C MH(OPMaLMen o BeD-
canTe, HaxxmuTe «loaTBEpAnUTb CepTUdDUKaT (AENCTBUTENDBHbIN)» U NPOBEpPbTE,
npaBUNbHbIM MW cePTUMKAT YKasaH B pasgene «BbiaaH».
- Utobbl npoTtectupoBaTb Map API, BBeguTe cnenytoumn agpec: https://
[ServerHostname] : 61801 /Smetadata
—  LllenkHuTe npaBoM KHOMKOM MbILLKX 3HAYOK 3aMKa pPAOOM C MHdopMmaLlmen o Beb-canTte
W NpoBepbTe, UTOObLI BO BCM/bIBalOLLEM OKHe oTobparkanoch «CepTudmkar
(nencTBUTENDBHBIN)». HaxkmuTe Ha «CepTUduMKaT (4eNCTBUTENbHbIN)» U MPOBEPbLTE,
npaBWnbHaA NU MHOPMaLMA yKasaHa B pasfene «Kem BbiaaH:».

Ucnonb3oBaHue cepTtuchukarta B AMS.
3anyctute npunoxeHune Map View Ha KNMMEHTCKOM KOMMNbIOTEPE U BbIMOMHUTE BXOA B CUCTEMY.

3.7 YcTpaHeHue HeucnpaBHOCTEH

B cnyuae oWKWOKKM yCTAHOBKKM MHOMKATOP BbINOMHEHWUA CTaHET KPpacHbIM. BO3MOXHO,
0TOOpPa3nUTCA AONONHUTENbHbIM TEKCT 00 oWKnbOKe.

HaxkmuTe KHoNKy [lanee>, yToObl NepPerTU Ha CTPaHULY CBOAKHM, rAe OyAeT yKasaHo, B KAKOM
KOMMOHeHTe npousoluen cbon.

3.8 ObHoBRNeHue cUucTeMbl

MogrotoBka

1. TlogkntouuTechb K cepBepy.

2. [poBepbTe, yCTaHOBMNEHA NW Npeablaywan Bepcua cuctembl (cM. pasnen MpoBepka
YCTaHOBKU CUCTEMDI).
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3.

CKOMUpPyHTe HOBbIM YCTAHOBOUHbIM MaKeT Ha cepBep.

md 0

3ameuaHue!
[nA cepBepa v KNMeHTa HeobXoAMMO MCMONb30BaTb oAMHaKoByto Bepcuio AMS. He nbitantech

OCYLLEeCTBNATb AOCTYN K CepBepy U3 KNUeHTa c Apyroi Bepcren AMS.

3anyck obHoBneHunA cepBepa

1.

2.
3.
4

10.

[Baxabl WenKHUTe nakeT ycTaHoBKK O HOBOW BEpCHUM.

BbibepuTe A3bIK MHTEPdENCa.

[OBaxkabl WEeNKHUTE Server.

LLlenkHWTe NnpaBoM KHONKOM Mbiwn AMS Server Setup.exe v BbibepuTe B KOHTEKCTHOM

MeHI0 3anycK OT MMeHHU aagMUWHUCTpaTopa.

3anycTutcA mactep NoaroToBKKU K YCTaHOBKE.

BbibepuTe KOMNOHEHTbI, KOTOpble TpebyeTcA 0OHOBUTb, U HAXXMWUTE KHOMKY Janee>.

B 3aBMCUMOCTH OT y>Ke YCTAaHOBMTEHHbIX KOMMOHEHTOB MacTep NoMeuyaeT KOMMOHEHThI,

KOTOpPble MOXXHO OOHOBWUTb MO YMONMUAHMIO.

Mo>XHO BbIbpaTb, HY)KHO T OOHOBNATb KOMMOHEHTbI U/TW 3TOT LAl HYXXHO MPOMNYCTUTb.

KoMnoHeHTbl, KOTOpble HEBO3MOXHO 0OHOBWTbL, OyayT NoMeueHbl ctatycom MponycTUTb no

YMOUaHHUIo.

O3HakoMbTeCb C NIMLLIEH3UOHHDbIM COrnalleHUueM KOHEYHOro Nonb3oBaTenA U HAKMUTE

KHoMKy MPUHATBL, UTOObLI NPOAONXKUTb. ECNU Bbl HE COrNacHbl C YCNOBUAMMW COrnalleHus,

HaXXMUTe OTKNOHUTb, UTOObI BEPHYTLCA YU OTMEHWUTb OMepaLmio.

BBeaute KoHdUrypaumoHHble gaHHble SQL Database Server.

KoHgurypaunoHHble gaHHble SQL Database Server:

- SQL Server: uma xocTa, rae BoinonHAeTca akdemnnAp SQL Server, 10 eCcTb nMA
NoKanbHOro KoMMnbloTepa (pekomeHayeTcs)

- Jk3emnnap SQL: nma sksemnnapa SQL

- basa gaHHbix AMS: nMsa 0a3bl JaHHbIX

- Wma nonb3oBatena SQL: normH SQL

Haxxmute Danee>.

B cnepytollem oManoroBomM OKHe MokasaH NyTb YCTAHOBKM, rae OyaeT HaxoAuTbCcA cepBep

CUCTEMDI.

Mo ymMOnuaHWio MacTep YCTAHOBKM YCTaHABNUBAET CEPBEP CMCTEMbI Ha NTOKaIbHOM AUCKe

C:\Program Files (86) (pekomeHayetcs).

PepaktupoBaTb hainbl, yCTaHOBNEHHbIE HAa NOKANbHOM AMCKe C: \Program Files (86),

MOTYT TONbKO MONb30BaTeNM C NpaBaMu afjMMHUCTPaTopa. ITo obecneumBaeT

bGe3onacHOCTb, Tak Kak nonb3oBaTtenu 6es npaB aaMUHUCTPATOPa HE MOTYT UBMEHUTb

CUCTEMHbIE hanbl.

HaxxmuTe kKHonKy Janee>, utToObl MPOAOMKUTD.

[MpoBepbTe NpeaBapUTENbHYO CBOAKY YCTAaHOBKU U HAXXMWUTE KHOMKY YCTAaHOBUTD.

OT0bOpasunTca cBofKa C MHpopMaLMen 060 BCeX KOMMOHEHTaxX, KOTopble Bbl PeLlunu

0OHOBWTD.

CneguTe 3a MHOWMKATOPOM BbIMONMHEHUA YCTAHOBKM.

Korga aBwyllasca 3eneHas nonoca Aonaet NpuMepHo A0 CepeanHbl MHAMKaTopa

BbINOMHEHWA, OHA OCTAHOBUTCA HAa HECKONTbKO MUHYT M TOMbKO MOCNEe 3TOrM0 HAaUHeT

nBuratbcs cHoBa. [MogoxauTe.

OTKpoeTCcA Apyroe AManoroBoe OKHO A/A YCTaHOBKKM Dasbl AaHHbIX AMS.
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—  Ecnu 6asa gaHHbIX y)Ke yCTaHOBNeHa, oHa byaeTt obHoBneHa.

- B npotuBHOM cnyuae byget cosgaHa gpyraa 0asa AaHHbIX U noTpebyetcA 3agaTb
HOBbIM Maponb AnA 3TON yueTHoM 3anucu sa. BAXXHO! XpaHuTe aTOT naponb B
0e3onacHOM MecTe, MOCKONbKY OH NoTpebyeTca Ans 0OHOBNEHWN U APYIrMX onepaLlmi.
CosagaHue 0asbl AaHHbIX MOXET 3aHATb HECKONbKO MUHYT. [ogoxaute, noka
OManoroBoe OKHO 3aKpoeTcA.

11. o oKOHUYaHMM onepauur HaXXMUTe KHoMKy [lanee> n 03HaKOMbTECb CO CBOAKOW nocne
obHOBNEHMUA.

-  Otobpasutca ceBofka ¢ MHopMaumnen 060 Bcex 0OHOBNEHHbBIX KOMMOHEHTaX.

12. Haxmute FoToBO, UTOObLI 3aBEPLUUTL YCTAHOBKY OOHOBNEHHOW BEPCHUU CUCTEMDI.

13. TMepesanyctute MK (pekomeHayeTca).

—  [K nepesarpysuTtcs.

14. TpoBepbTe, ycTaHOBMNEHa Ny cuctema (cM. pasgen MpoBepka yCTaHOBKU CUCTEMBbI).

—  Ecnu 310 Tak, yctaHoBKa 0OHOBNEHHOW BEPCUU CUCTEMHOIO NMPUIOXKEHUA 3aBEPLUEHA.

—  [lo ymMonuaHwuio 3agaHbl MMA nonb3oBatensa v naponb Administrator. O6patute BHUMaHue,
yTo NpK BBOAE NaponsA (HO He MMEeHU NOoNb30BaTeNA) YUMTbIBAETCA PEFUCTP.

3anyck o6HOBneHUA KNMeHTa

1. [OBaxabl WENKHUTE Ha nakeTe ycTtaHoBKKU 1O HOBOW BepCUU.

2. BbibepuTte A3bIK MHTEPDENCA.

3. [Osaxabl wenkHute Client.

4. LllenkHuTe npaBon KHOMKOMW Mbllwin charn AMS Client Setup.exe 1 BbibepuTe B
KOHTEKCTHOM MeHt0 3anycK OT MMeHHU aaMHWHUCTpaTopa.

—  3anyctuTcA MacTep NOAroTOBKM K YCTAHOBKE.

—  BblbepuTe KOMMNOHEHTbI, KOTOpPble TpebyeTcA 0OHOBUTb, U HAXXMUTE KHOMKY Janee>.

— B 3aBMCUMOCTH OT y>Ke YCTAaHOBNEHHbIX KOMMOHEHTOB MacTep NoMeyaeT KOMMNOHEHThI,
KOTOpPble MOXXHO OOHOBWTb MO YMONUAHMIO.

—  MoxHo BbIbpaTb, HY>XHO MM OOHOBNATL KOMMOHEHTbI UM 3TOT LUAT HY>XHO NMPOMNYCTUTb.

—  KOMMNOHEHTbI, KOTOPble HEBO3MOXXHO 0OHOBUTL, OyAyT NoMeueHbl ctatycom MponycTUTb no
YMONUaHHUIo.

5.  O3HakombTecb C [IMLLeH3UOHHbIM cornaweHueM KOHeUHOro Nnonb3oBaTens U HaXXMUTe
KHonKy MpUHATb, uTOObI NPOAOMKUTL. ECK Bbl HE COrMacHbl C YCNOBUAMM COrnalleHus,
Ha)XKMUTe OTKNOHUTb, UTOObI BEPHYTHCA U OTMEHUTb ONepaLmio.

— B cneaytowem AManoroBoM OKHe NMoKasaH nyTb YCTAHOBKW, rae byaet XpaHUTbCA KNUEHT
CUCTEMDI.

—  Tlo ymMonuaHuio MacTep yCTaHOBKMW yCTaHaABNMBAET KTMEHT CUCTEMbl Ha NOKaNbHOM OUCKe
C:\Program Files (86) (pekoMeHayeTcs).

- PenaktnpoBatb hainbl, yCTaHOBMNEHHbIE B NOKaNbHOW Nanke C: \Program Files (86),
MOTYT TONbKO MONb30BaTeNW C NPaBaMuW afiMUHKUCTpaTopa.

6. VYkaxuTe agpec cepBepa. PopmaT agpeca: <hostname>:4999/tcp

7. HaxmuTte kHonky Janee>, uTobbl NPOAONKUTb.

- B cneaytowem AManoroBoM OKHe NMoKasaH nyTb YCTAHOBKM, rae byaet XxpaHuTbCA
cucTteMHoe npunoxenune Map View.

—  [lo ymonuaHWIO MacTep yCTaHOBKMW yCTaHaBNMBAET CUCTEMHOE NpunoxeHue Map View Ha
NOKanbHOM AUCKe C: \Program Files (86) (pekoMeHayeTcA).

8. BsepguTe agpec obHapyKeHuUs.
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—  TMpunoxkeHne Map View nogkntoumtca K agpecy obHapy»XeHus, uToObl 0OHapYKWUTb
KOHEeUHble TOUKWU CUCTEMbI. DTOT agpec npeacrasnaeT cobon URL-agpec, cogepxxalimm ums
cepBepa U HOMep MopTa, Ha KOTOPOM pasMelleHa KOHeuHaa Touka obHapyXeHus.

9. [poBepbTe NpeaBapUTENbHYO CBOAKY YCTAHOBKU U HAXXMWUTE KHOMKY YCTaHOBUTD.

—  Otobpasutcs cBogka c MHhopMalmren 060 BCex KOMMOHEHTAxX, KOTOPbIe Bbl PELLWH
0OHOBMTD.

10. Cnepgute 3a MHAMKATOPOM BbINMOMTHEHUA YCTAHOBKM!.

—  [oxauTecb 3aBeplleHUA onepaluu.

11. Mo OKOHUaHWK onepaLuu HaXKMUTE KHOMKy [lanee> n 03HAaKOMbTECb CO CBOAKOW Nnocne
obHoBNEHMA.

—  Otobpasuntca cBoaKka ¢ MHpopMaunen 060 Bcex 0OHOBNEHHbBIX KOMMOHEHTax.

12. Haxmute FoToBO, UTOOLI 3aBEPLUNTDL YCTAHOBKY OODHOBNEHHOW BEPCUU CUCTEMDI.

13. Mepesanyctute MK (pekomeHayetca).

- MK nepesarpyauTtcs.

14. TpoBepbTe, ycTaHOBNEHA Ny cucTemMa (cM. pasaen MpoBepka yCTaHOBKU CUCTEMBbI).

—  Ecnu aT0 Tak, yctaHoBKa 0OHOBNEHHOW BEPCUU CUCTEMHOIO NMPUNOXKEHUA 3aBepLUEHa.

—  [lo ymonuaHutio 3agaHbl MMsA nonb3oBatens U naponb Administrator. O6patute BHMMaHuUe,
uTO NpKW BBOAE Naponsa (HO He UMEeHU NOoNb30BaTeNs) YUMTbIBAETCA PErucTp.

Cwm.
—  [lpoBepka ycraHoBKH cuctembi, CTpaHmuya 13

3.9 Ypanenue

Ytobbl yAoannuTb nporpamMmMmHoe obecneueHne cUCTeMbI, BbINONHUTE cnepytwouimne OeNncTBuA:

YnaneHue cepBepa

1. Haxwmute kHonky Myck B meHo Windows.

Hangute MaHenb ynpaBneHUa W LLENKHWUTE ABaXbl, UTOObI OTKPbITh €e.

3. Tlepengute no cneagytowemy nytv: Mporpammel > MporpamMmmbl U KOMNOHEHTHI >
YpaneHue nporpamm

—  OTKpOEeTCA CMNUCOK YCTAaHOBNEHHbBIX MPOrpaMmMm.

4. lWenkHWTe NpaBoM KHOMKOW MbilM CucTema ynpaBneHus goctynom — CepBep v
BblbepuTe YAANUTb U3 KOHTEKCTHOIO MEHI0.

—  OTKpoeTcA MacTep yganeHusa CUCTEMbI.

5. BblbepnTe KOMMOHEHTbI, KOTOPbIE Bbl XOTUTE YAaNuUTb, U HAXKMUTe Oanee>. Haxxmute
OTMeHa ansa OTMeHbI npouecca.

—  MoXHo BbIbpaTb, KakKMe KOMMOHEHTbI HY)KHO YAaNWTb, a KaKMe — MPOnyCTUTb.
BONbLIMHCTBO KOMMNOHEHTOB ABMATCA 00A3aTeNbHbIMU, MPONYCTUTb UX YCTAHOBKY
HEBO3MOXHO.

6. BblbepuTe KOMNOHEHTbI, KOTOPbIE Bbl XOTUTE yaanuTb, U HaxxmuTe [anee>. [Nocne BBoAa
napona SQL HaxmuTe NMpoBepUTb cepBep.

—  [aHHble koHbuUrypauum SQL Database Server:

- SQL Server: umsa xocTa, rae BoinonHaetca SQL Server, T. €. NOKanbHbl KOMMNbOTEP
- 9k3emnnAap SQL: nmsa sksemnnapa SQL.
- basa gaHHbix AMS: uMA co3gaHHOW 0a3bl AaHHbIX.
- Mma nonb3osatensa SQL: noruH SQL, KOTOpbIM Bbl co3aanu.
- Maponb SQL: naponb SQL, co3gaHHbiM anAa Bxoda B SQL.
7. HaxmuTte KHonKy fAlanee>.
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8. CneaouTte 3a MHAWKATOPOM BbIMOMHEHUWA yoaneHus.

9. [lo OKOHUaHWK onepaunn HaxXMUTe KHOMKy [lanee> M 03HAKOMbTECH CO CBOAKOM Mocne
yAaneHus.

—  OtobpasnTtca cBoAKa C yKasaHWEM BCEX yAaNeHHbIX U MPOMNYLLEHHbIX KOMMOHEHTOB.

10. HaxmuTte NotoBO, UTOOLI 3aBEPLUMTL yAaneHue cepBepa.

—  3akpoeTtcA macTep yganeHus.

—  Cuctema McuesHeT M3 CNUCKa YCTAHOB/IEHHbIX MPOrpamMm.

—  3HauoK CUCTeMbI Ucue3HeT ¢ pabouero crona.

YpaneHue KnueHta

1. Haxmute kHonky Myck B meHto Windows.

Hangute MaHenb ynpaBNeHUA U LLENKHUTE ABaXKAbl, YUTOObl OTKPbITb ee.

3. Tepengute no cneaytowemy nytu: NMporpammbl > MporpamMmmMbl U KOMMNOHEHTbI >
YpaneHue nporpamMmm

—  OTKpOEeTCA CMNMCOK YCTAaHOBMNEHHbIX MPOrpamMMm.

4. LlenkHWTe NpaBoOM KHOMKOW MblliK CUCTeMa ynpaBneHUA Aoctynom — KnueHT v
BblbepuTe YBanuTb U3 KOHTEKCTHOIO MEHHO.

—  OTKpoeTcAa MacTep yaaneHusa CUCTeMbI.

5. BblbepuTe KOMNOHEHTbI, KOTOPbIE Bbl XOTUTE yOanuTb, U HaXXKMUTe [anee>. Haxmute
OTMeHa A4nA OTMeHbI npoLlecca.

—  MoHo BbIbpaTb, KakMe KOMMOHEHTbI HYXXHO YAanuTb, a Kakue — MpPonyCcTUTb.
BonbLIKWHCTBO KOMMNOHEHTOB ABNAKTCA 0bA3aTeNbHbIMK, NPONYCTUTb UX YCTAHOBKY
HEBO3MOXHO.

6. CneouTe 3a MHOMKATOPOM BbIMOMHEHWUA yoaneHus.

7. [lo OKOHYaHWK onepaLrn HaXKMUTEe KHOMKY [lanee> U 03HAKOMbTECb CO CBOAKOM nocne
yoaneHus.

—  OtobpasnTcs cBoAKa C yKasaHWEM BCEX yAaneHHbIX U MPONYyLeHHbIX KOMMOHEHTOB.

8. Haxmute FoToBO, UTOObLI 3aBEPLUUTb YAaNeHUe KNueHTa.

—  3akpoeTcs MacTep yCTaHOBKMU.

—  CucteMa MCUEe3HET M3 CMUCKa NporpamMm.

—  3HauoK CUCTeMbl UcUue3HeT ¢ pabouero crona.

UTo0Obl 3aBepLUMTb NpoLecc yaaneHus, yaanure nanky C:

\Program Files (x86)\Bosch Sicherheitssysteme\

Bosch Security Systems

PykoBoACTBO Mo ycTaHOBKe 2020-06 |V 3.0.0.2 | IHB



22 ru | TexHUMYeCKHe XapaKTepPUCTUKK Access Management System

4 TexHUUeCKUe XapaKTepUCTUKH

3ameuaHue!

[nA cepBepa 1 KNMeHTa He0bBXOAMMO MCMONb30BaTh OAMHAKOBYIO Bepcutio AMS. He nbiTaktech
OCYLLEeCTBNATb AOCTYN K CepBepYy U3 KNUeHTa c Apyroi Bepcren AMS.

mud 0
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