) BOSCH

Access Easy Master Controller

en Software Manual






Access Easy Master Controller

Table of contents | en 3

Table of contents

1

1.1
1.2
1.3
14

2

2.1

3

3.1

4

4.1
4.2
4.3
4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.4

5

5.1
5.1.1
5.1.2

6.1
6.1.1
6.1.2
6.1.3
6.2
6.2.1
6.2.2
6.3
6.3.1
7

7.1
7.1.1
7.1.2
7.2
7.2.1
7.2.2
7.2.3
7.3
7.3.1
7.3.2
7.3.3
7.3.4
7.4
7.5

Copyright, Safety and Warranty 8
Copyright information 8
Important safety notes 9
FCC information 10
Safety precautions 10
Before You Begin 11
Terms and Conventions 11
Introduction to Access Easy Master 12
Features of Access Easy Master 12
Logging In and Understanding Access Easy Master 14
Logging Into Access Easy Master 14
Progressive delays between login attempts 18
Main Menu Items 19
Activity 19
Manual Control 19
Card Database 19
System Admin 20
Panels Admin 21
Usage of the Buttons 22
Activity 23
View Activity 23
How to View Activity 23
How to Process Alarms/Events 26
Manual Control 29
Door Control 29
How to Unlock Reader Controlled Door 31
How to Lock Reader Controlled Door 32
How to Momentarily Unlock Reader Controlled Door 33
Input Control 34
How to Arm or Disarm an Independent Input Point 37
How to Arm or Disarm an Alarm Zone 37
Output Control 38
How to Turn On or Off Output Points 41
Card Assignment 42
The Card Parameters 42
Card Details 43
Card Functionality 44
Adding and Deleting Cards 48
How to Add a New Card 48
How to Add a Batch of Cards 49
How to Delete a Batch of Cards 51
How to Import and Export Card Database 51
How to Export the Card Database 51
How to Import the Card Database 56
Cards Enrolment Operation 57
Card Enrolment of Card with Unknown Wiegand Format 57
How to Use Search Function 60
How to Generate Card Assignment Report 61

Bosch Security Systems B.V. Software Manual

2021-06 | v2.0.3 |



4 en | Table of contents

Access Easy Master Controller

8

8.1
8.2
8.3

9

9.1
9.1.1
9.1.2
10
10.1
10.2
11
111
11.2
12
12.1
12.2
12.3
13
13.1
13.1.1
13.2
13.2.1
13.3
13.3.1
134
134.1
13.5
13.5.1
13.5.2
13.6
13.6.1
13.7
13.7.1
13.7.2
13.7.3
13.74
13.8
13.8.1
13.8.2
13.9
13.9.1
13.9.2
13.9.3
14
14.1
14.2
14.3
144

Access Levels 64
The Access Levels page 64
How to Configure Access Levels 65
How to Print Access Level Report 66
Users Setup 67
Setting User Access 67
How to Change User Name and Password 68
How to Change the Access to Menu Items 69
Panel Setup 70
How to Add an Access Easy Controller 70
How to Download Database to Panel 71
Holidays 74
How to Configure Holidays 74
How to Generate a Holidays Report 76
Schedules 78
System Behavior when using Schedule 78
How to Configure Schedules 79
How to Generate a Schedule Report 81
Server Setup 83
Network Settings 83
How to Edit Network Settings 83
Auto Logout Timer 84
How to Set the Auto Logout Timer 84
Card Format 84
How to Configure New Card Format 85
View Activity Setting 87
How to Edit View Activity Setting 87
Company Profile 88
How to Edit Company Profile 88
How to Edit the Department List 89
Set Date & Time 20
How to Set the Date & Time 20
Default Settings 922
How to Edit the User Definable Fields 92
How to Edit the Facility Code 93
How to Edit the Date Format 93
How to Edit the Time Format 93
Housekeeping 93
How to Use the Manual Housekeeping 94
How to Use the Auto Housekeeping 94
Alarm Event Setup 94
Alarm Priority Setup 96
Alarm Event Condition Setup 98
Alarm Instruction Message setup 102
Report Generation 103
How to Set Criteria for Report Generation 103
How to Save Criteria for Future Use 109
How to Generate Report Using Saved Criteria 110
How To Generate Audit Log Report 111

2021-06 | v2.0.3 |

Software Manual

Bosch Security Systems B.V.



Access Easy Master Controller

Table of contents | en 5

144.1
14.4.2
15
15.1
15.2
16
16.1
16.2
16.3
17
171
17.2
17.2.1
17.2.2
17.3
17.3.1
17.3.2
17.3.3
1734
17.3.5
17.3.6
17.3.7
17.3.8
17.3.9
17.3.10
174
17.4.1
17.4.2
17.5
1751
17.6
17.6.1
17.6.2
17.6.3
17.64
17.6.5
17.6.6
17.6.7
17.6.8
17.6.9
17.6.10
17.7
17.7.1
17.7.2
17.8
17.8.1
17.8.2
17.8.3
17.84

User Log 111
System Log 112
Database Backup 114
How to Perform Database Backup 114
How To Restore System Database 115
Reboot, Shutdown and Logout 117
Reboot Function 117
Shutdown Function 117
Logout Function 118
Panels Admin 119
How To Choose Individual Panel To Admin 119
How to Setup Access Groups 120
How to Configure/Edit Access Group Parameters 121
How to Generate a Print Preview of the Access Groups Report 121
How to Setup Card Readers 122
Reader Function 124
Reader Options 126
Scheduling Options 128
Door Output Settings (For Entry Reader, Entry and Arm/Disarm Reader) 130
Door Input Settings (For Entry Reader, Entry and Arm/Disarm Reader) 132
Floor Output Settings (For Elevator Reader Only) 133
PIN Code Settings 135
Anti-Passback (APB) Settings 137
Dual Card Configuration 139
How to Generate a Print Preview of the Card Reader Report 140
Input Setup 141
Alarm Zone Description 144
How to Generate a Print Preview of the Input Point Report 145
Output Setup 146
How to Generate a Print Preview of the Output Point Report 148
Advance I/O Setup 148
Guard Tour 149
Feed Through 150
OR Logic 151
AND Logic 151
XOR Logic 152
NAND Logic 153
Interlock / Man Trap 154
Up-Down Counter 158
Exit Door 159
One Shot 161
Input Point Configuration 161
To activate Input Point Configuration 162
To Select 2 State Non-Supervised, 2 State Supervised or 4 State Supervised 163
Email/SMS Configuration 163
Send To 165
Message field 166
Devices 166
Cardholders 167

Bosch Security Systems B.V. Software Manual

2021-06 | v2.0.3 |



6 en | Table of contents

Access Easy Master Controller

17.8.5
17.8.6
17.8.7
17.8.8
17.9
17.9.1
17.9.2
17.9.3
18
18.1
18.1.1
18.1.2
18.2
18.2.1
18.2.2
18.3
19
19.1
19.2
19.2.1
19.2.2
19.2.3
19.3
19.3.1
19.3.2
19.3.3
19.3.4
19.3.5
20
20.1
20.1.1
20.1.2
20.1.3
20.2
20.3
204
204.1
20.4.2
204.3
204.4
20.4.5
20.4.6
20.5
20.6
20.6.1
20.6.2
20.6.3
20.6.4
20.7

Events 168
Lateness Report 169
Email Server Settings 172
SMS Server Settings 172
Reset APB 175
How To Reset APB by Card Number wrt Reader / All Readers 175
How to Reset APB based on Name wrt Reader / All Readers 176
How to Reset APB by All Card Numbers wrt Reader / All Readers 176
How to Configure the Access Easy Master IP Address 177
For PC Users 177
Changing the PC's IP Address 177
Settings to be Made to the Web Browser 180
For Macintosh Users 183
Changing the Macintosh's |IP Address 183
Settings to be Made to the Web Browser 185
Changing the IP Address of Access Easy Master 186
Accessing and Understanding Access Easy for Master 187
Connecting to Access Easy for Master 187
Logging into Access Easy for Master 187
Logging in to Access Easy for Master 188
Progressive delays between login attempts 190
Logging off from Access Easy for Master 190
Understanding the Access Easy for Master Main Menu 191
Activity 191
Card 191
System 192
Report 192
Logout 192
Operating the Access Easy for Master 193
Device Control 193
Door Control 193
Input Control 195
Output Control 197
Reset APB 199
User Administration 200
Network Settings 202
Network 202
Email Server 203
Dial In User 204
SMS Server 206
AEMC IP 208
LAN Convertor 209
Date & Time 209
Advance Settings 210
System Maintenance 210
Firmware Upgrade 212
Customer Logo 213
HTTPS (Certificate) 214
Default Settings 227

2021-06 | v2.0.3 |

Software Manual

Bosch Security Systems B.V.



Access Easy Master Controller

Table of contents | en 7

20.8
20.9
21

22

23
23.1
23.2
23.3
23.4
24

25
25.1
25.2
26
26.1
26.1.1
26.2
26.3
26.3.1
26.3.2
26.4

System Log 229
Audit Log 230
APPENDIX A Selecting Events, Devices and Cardholders for Reports 231
APPENDIX B Configuring Alarm Events 233
APPENDIX C Activity Transactions 234
Alarm Activity 234
Restore Activity 234
Valid Activity 234
Time Attendance 235
APPENDIX D Email/SMS Configuration Table 236
APPENDIX E Setting up a Timeserver 239
For Windows 2000 239
For Windows XP Professional 243
APPENDIX F Initial Setup To Access Easy Controller 249
Procedure to Set the IP Address of Computer 250
For PC Users 250
For Macintosh Users 253
Settings to be Made to the Web Browser 254
For PC User 254
For Macintosh Users 258
Setting the Access Easy Controller IP Address Through Address Resolution Protocol 260

(ARP)

Bosch Security Systems B.V. Software Manual

2021-06 | v2.0.3 |



8 en | Copyright, Safety and Warranty Access Easy Master Controller

Copyright, Safety and Warranty
Copyright information

All rights reserved. No part of this manual may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical, photocopying, recording, or
otherwise, without the prior written permission of BOSCH SECURITY SYSTEMS.

This manual is provided pursuant to a license agreement containing restrictions on their use.
The manual contains valuable trade secrets and proprietary information of BOSCH SECURITY
SYSTEMS and is protected by international copyright law. It may not be copied or distributed
to third parties, or used in any manner not provided for in the said license agreement.

All software is provided "AS IS." The sole obligation of BOSCH SECURITY SYSTEMS shall be to
make available all published modifications that correct program problems are published within
one (1) year from the date of shipment.

The software is intended for use only with the hardware specified in this manual and in the
absence of other software. Concurrent use with other software or with hardware not specified
may cause the program to function improperly or not at all. BOSCH SECURITY SYSTEMS may
not provide support for systems operating under such conditions.

All efforts have been made to ensure the accuracy of the contents of this manual. The above
notwithstanding, BOSCH SECURITY SYSTEMS assume no responsibility for any errors in this
manual or their consequences.

The information on this document is subject to change without notice.

Other product and company names mentioned herein may be the trademarks of their
respective owners.
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1.2 Important safety notes

1.

10.

11.
12.

Read, Follow, and Retain Instructions — All safety and operating instructions must be
read and followed properly before putting the unit into operation. Retain instructions for
future reference.

Consider all Warnings — Adhere to all warnings on the unit and in the operating

instructions.

Accessories — Use only accessories recommended by the manufacturer or those sold

with the product. Accessories not recommended by the manufacturer shall not be used,

as they may cause hazards.

Installation Precautions — Do not place this unit on an unstable stand, tripod, bracket, or

mount. The unit may fall, causing serious injury to persons and damage to the unit. Mount

the unit according to the manufacturer’s instructions.

Service — Do not attempt to service this unit by yourself. Opening or removing covers may

expose you to dangerous voltages or other hazards. Refer all servicing to qualified service

personnel.

Damage Requiring Service — Disconnect the unit from the main AC or DC power source

and refer servicing to qualified service personnel under the following conditions:

- When the power supply cord or plug is damaged.

— If liquid has been spilled or an object has fallen into the unit.

- If the unit has been exposed to water and/or inclement weather (rain, snow, etc.).

— If the unit does not operate normally, when following the operating instructions.
Adjust only those controls specified in the operating instructions. Improper
adjustment of other controls may result in damage, and require extensive work by a
qualified technician to restore the unit to normal operation.

—  If the unit has been dropped or the cabinet damaged.

— If the unit exhibits a distinct change in performance, this indicates that service is
needed.

Replacement Parts — When replacement parts are required, the service technician shall

use replacement parts that are specified by the manufacturer. Unauthorized substitutions

may result in fire, electrical shock or other hazards.

Safety Check — Upon completion of service or repair work on the unit, ask the service

technician to perform safety checks to ensure that the unit operates properly.

Power Sources — Operate the unit only from the type of power source indicated on the

label. If unsure of the type of power supply to use, contact your dealer.

—  For units intended to operate from battery power, refer to the operating instructions.

—  For units intended to operate with External Power Supplies, use only the
recommended approved power supplies.

Lightning — For added protection during a lightning storm, or when this unit is left

unused for long periods of time, disconnect the unit from power. This will prevent

damage to the unit due to lightning and excessive power line surges.

Restricted Access Locations are required for the installation.

DO NOT LEAVE THIS EQUIPMENT IN AN ENVIRONMENT WHERE THE STORAGE

TEMPERATURE IS BELOW -20°C (-4°F) OR ABOVE 65°C (149°F). IT MAY DAMAGE THE

EQUIPMENT.

Bosch Security Systems B.V.
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1.3 FCC information

Notice!

This device complies with Part 15 FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must
accept any interference received including interference that may cause undesired operation.

1.4 Safety precautions

Caution!

There is a danger of explosion if the battery is incorrectly replaced. Replace only with the
same or equivalent type recommended by the manufacturer. Dispose of used batteries

according to the manufacturer’s instructions and your local government’s recycling or
disposal directives.

2021-06 | vV2.0.3 | Software Manual Bosch Security Systems B.V.
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2 Before You Begin

The Access Easy Master Software User Manual contains two detailed software setup
information:

—  Access Easy Master Controller software
—  Access Easy for Master Controller software

Access Easy Master software is the main software that administers and controls all Access
Easy Controllers whereas Access Easy for Master software only supports minimal functions on

its respective Access Easy Controller.

In this manual, we will use the following terminologies to describe the following software.

Name Terminology

Access Easy Master Controller software Access Easy Master
Access Easy For Master Controller software Access Easy for Master
Access Easy Controller Hardware Access Easy Controller

This manual will describe the Access Easy Master Controller software from Chapter 3 to 18
whereas Chapter 19 to 20 will describe the Access Easy for Master Controller software.

2.1 Terms and Conventions

If you are a Microsoft Windows user, the terms in this User Manual should be familiar to you. If
you have not used Windows before, or would like a refresher course, please read this section
to become familiar with some common terms.

—  Pointer refers to the arrow-shaped cursor on the screen.

—  Choose means to move the pointer to a menu, command, tool, or button and press the
left mouse button. This term is synonymous with click.

—  Select means to mark an item with the selection cursor, which can appear as a highlight,
a dotted rectangle, or both.

—  Double-click means to press the left mouse button twice rapidly.

— Drag means to hold down the left mouse button, move the pointer to another location on
the screen, and release the mouse button.

—  Field is a category of information. It could be card numbers, names, shift codes or dates.

In addition to these terms, the following conventions are used:-

- Menu, command, table names are shown in bold or italic type.

—  When two keys are used together to perform a task, they are separated with a plus sign.
For example, the key combination Ctrl + F4 means you hold down the Ctrl key and press
the F4 key.

Bosch Security Systems B.V. Software Manual 2021-06 | vV2.0.3 |
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3

3.1

Introduction to Access Easy Master

Access Easy Master is a revolutionary invention that takes advantage of the web technology
age by changing the way an electronic access control system is implemented.

The conventional way of implementing a typical access control system requires installation of
application programs that are used to remote control and monitor a controller in the system.
Furthermore, application programs that are designed for a specific operating system have to

be re-developed before it can run on another operating system.

Access Easy Master uniquely combines the features of web technologies and access control
functionality into one complete unit. Such powerful combination provides a highly cost-
effective solution, which truly offers to user the simplicity and ease-of-use associated with the
popular web interface while incorporating a rich suite of sophisticated security features
essential for small to medium-sized businesses.

The design of Access Easy Master adopts the common desktop metaphor for all Windows
applications for consistency and ease of use. The same "look-and-feel" such as buttons and
check boxes that you have experienced in other Windows applications will be seen in Access
Easy Master.

The unique feature in Access Easy Master is, all the Access Easy Controller can be centrally
administered from a single Access Easy Master.

Features of Access Easy Master

—  Cross-operating platform/system interoperability. Whether it is a PC, Mac or Unix
machine, Access Easy Master gives you complete flexibility of operating on these
platforms without any extra effort in setting up.

—  Easy to install as Access Easy Master adopts the 'Plug n Play' concept. Simply connect a
network cable from the Access Easy Master to a network hub, follow by running a web
browser program to set up the Access Easy Master and the system will be up and running
in no time.

—  Easy to operate for end users as it uses the intuitive web interface that makes controlling
or monitoring the system like performing Internet surfing! This also implies that minimum
training is needed for installers, distributors and end users.

—  Easy to access Access Easy Master from any computer (or client) that exists in your
network, be it in a LAN or WAN configuration! No longer are users required to have a
dedicated computer to handle the controller as any computer can now be used to access
the Access Easy Master. Such powerful feature allows users to save costs by fully
optimizing their existing resources and cutting down on any unnecessary spending on
new hardware.

—  Easy to maintain or upgrade the system as it is not dependent on any operating platform/
system to run on. Upgrading the Access Easy Master does not require users to upgrade
their computers and operating systems. Likewise, upgrading the operating system will not
affect the Access Easy Master system configuration. Such investment produces long term
cost savings for the users.

— Time and cost savings in the installation, testing and commissioning of Access Easy
Master as no application programs are required to be installed on central computer(s).
This implies greater profits at a shorter time for both distributors and installers.

2021-06 | v2.0.3 |
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The design of Access Easy Master adopts the common desktop metaphor for all Windows
applications for consistency and ease of use. The same "look-and-feel" such as buttons and

check boxes that you have experienced in other Windows applications will be seen in Access
Easy Master.

Bosch Security Systems B.V. Software Manual 2021-06 | vV2.0.3 |
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4

Logging In and Understanding Access Easy Master

Before the user starts to understand the Access Easy Master features, let us take a look at the

procedures of logging in first.

4.1 Logging Into Access Easy Master
In order to login to Access Easy Master, a computer with a standard web browser program
such as Internet Explorer is required on the computer.
1. To get connected to Access Easy Master, run your web browser page with the default
URL address for the Access Easy Master.
Enter URL address for Access Easy Master
4 Wision - Microsoft Intemet Explorer
| Eie Edt Yiew Fayhites Iools Help -
e .=/ @ O A @ M @ @7
I Back il o Stop  Refresh  Home _Saach me Heﬁa Histone |
||Addess| 12320185 =] @G0 ||Lnks ?|| ©Snsgit
2. If the page cannot be displayed as shown below, follow steps 3 to 8. If the Security Alert
dialog box appears, follow steps 7 to 8.
43 Google - Microsoft Intemnet Explorer
I File Edit “iew Favortes Tool: Help ‘-
5 _' < b3
T O | ﬁr‘@ F @ 3
Back Erward Stop  Refresh  Home Search Favontez  Media  History
| Address [ hitp:/129.2.0.186/indexjsp ~| @Go “ Links | | & Snaglt 1"
I mywebsearch - I l_, Search |'I @ Smiley Central i
X
5 The page cannot be displayed
The page yvou are looking for is currently unavailable, The web
site right be experiencing technical difficulties, aor you may need
to adjust vour browser settings,
Please try the following:
s Click the Refresh button, or try again later,
» If you typed the page address in the Address bar, make
sure that it is spelled correctly.
®» To check your connection settings, click the Tools menu,
and then click Internet Options, On the Connections
tab, click Settings. The settings should match those |
provided by yvour local area network (LANY administrator or
Internet service provider (ISP},
# If vour Network Administrator has enabled it, Microsoft
Windows can examine your network and automatically LI
] L Intemet 7
2021-06 | vV2.0.3 | Software Manual Bosch Security Systems B.V.
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3. Go to the menu items of the web browser and select Tools > Internet Options.

Select Tools, Internet Options

a Google - Microzoft Internet Explaorer

A e @

pch Favortes Media  Histoy |
PGo ||Lnks ? | ©Snagh L
Search |~ | (©) Smiey Centia »

L )
Back Fomand SMU_

]Mﬁ'&nl 123.20.168
] mywebsearch -I_

4. The Internet Options window appears as shown below. Select the Advanced tab.

Select Advanced

Inteinet Options
General | Secuity | Piivacy | Cortent | Connestions | Programs | Advs
- Home page
3 Yo can changs which pags to use for pour home page.
Addess [129.20.185

UsoCurent | UsaDefout | UseBlark |

 Temposany Inbesreet fles
-l Page:s you view on the Intermet am stored in a special foldes
\ Toe quack. viewng Later,

Delete Cockjes.. | Deloiefiss . | Semngs.. |

- Hustoey
I The Hishony foldar contains links 1o pages you've visted, for
S quick access o recently viewsd pages.

Days to keep pages mbistory: [0 = Chul:lml

ok J_comd | & |

5. A screen as shown below appears. Check both the Use SSL 2.0 and Use SSL 3.0

checkboxes.

General | Secuity | Piivacy | Content | Connections | Fiograms  Advanced
Settings:

© Just diplay the 1esults in the main window Al
@ Just 9o to the most Bkely site
iEl Security
[ Check fior pubbshes's cerlificate revocation
[ Check for serves cerificate rawocation (requines restart]
[0 Check for signatuse: on downloaded programs
O Do rot save encrpled pages to disk
Check the Use S5L 2.0 [ Emply Temparary [ntemet Files folder when browser is closed
and Use S5L 3.0 box [ Enable Integraled Windows Authentication [requies restait)
Enable F’rdic..ﬂ.ssislmt

O W if changing betvesn secure and not secue mods
Nofaan if hoams submittal iz being redeected -
< | »

Bosch Security Systems B.V. Software Manual
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Click the OK button and go to the menu items of the web browser. Select View >
Refresh. The Security Alert dialog box appears on the screen.

Secunty Alert E

Information you exchange with this site cannot be viewed or
‘changed by others. Howewver, there is a problem with the site's
ecLrity certificate.

& The security certificate waz issued by a company you have
niot chosen to tust, View the certificate to determine whether
pou wank to trugt the certifping autharity.

a The security certificate date is valid

& The harne on the security certificate is invalid or does not
- match the name of the site

Do pou want to procesd?

es | e Eertiﬁcalel

Click the Yes button to proceed and the User Login page appears. If the No button is
selected, the page remains blank and the user will not be able to see the User Login
page. To proceed, go to the menu items of the web browser and select View > Refresh.
The Security Alert dialog box will appear again. Click the Yes button to proceed.

Access Easy Master @ BOSCH

User Login

(T T T E—
Password: |

Margion 2.1, 2962

Thiz predust | patent protacted, Yigw patent ligt
Robart Bosch GmbH reserves all rights even in the svent of industrial property rights, We reserve all liuhll of disposal such as copying and
passing on to third parses.

If you are logging in for the first time, please refer to the section below. Otherwise, enter
your assigned user ID in the User ID field and password in the Password field. Click the
Login button to login.

Notice!
The default user ID is “iuserl” and the default password is “8088”.

Logging into Access Easy Master for the first time

Enter your assigned user ID in the User ID field.
Enter you assigned password in the Password field.
Click the Login button to login.

2021-06 | v2.0.3 |
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4. You will be redirected to the Change Default Password page to change your user ID and/

or password immediately.

Access Easy Master Controller BOSCH

Change Default Password

User Name: |iuserl

Password:

Confirm
Password:

Must be 8 characters long.
password Minimum 1 lower qnd 1 upper case letter.
Palicy: Minimum 1 numeric character [0-9].
. Minimum 1 special character as below:
~@#5% N0 -_+={}[1::../

5. Enter your new user ID in the User Name field if you wish to change your user ID.
Otherwise, you may ignore it.

6. Enter your new password in the Password field.
7. Reenter you new password in the Confirm Password field.

Caution!

The password is case-sensitive. For security reasons, every character entered in the password
field is represented by a dot.

The passwords must meet the following requirements:
must be 8 characters long

must consist of at least

- 1 lowercase letter,

- 1 uppercase letter,

-1 number, and

- 1 special character from ~*1@#$%"*()-_+={}[1;:,./

[ |
8. Click the button to save the changes. If the Password and Confirm Password fields
match and meet the password requirement policy, a confirmation page appears.

Access Easy Master Controller BOSCH

9. Click the E button to return to the User Login screen.
10. Login using the new credentials.

Successful login

Upon successful login to the Access Easy Master, the user will see the View Activity page in
alarm transactions. It is the default page whenever the user logins to Access Easy Master.

Bosch Security Systems B.V. Software Manual 2021-06 | V2.0.3 |
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Access Easy Master Controller

4.2

£ : e
Access Easy Master ) BOSCH :
“M 'M" aﬂ:ﬂ!ﬁ EEJ_I @‘Tlm; E,Mnﬂ_ggsgf
View Qetivity
Alarm Activities {
panal No Drate Location Activity Description
Prinrity Time Card Mo | User Mame
{i] 23 Dec 2005 |Resder 2 Access Dered - Passbhack
2} 11:40:41 i Card Number:10
23 Dec 2005 |Reader 3 Invalid Card
1) 11:40:39 {031 Standard 26 bit Format
i} 23 Dec 2005 |Reader 1 Invalid Second Card Read
2} 11:40:37 k] Card Number: @
23 Dec 2005 |Reader 2 Invalid Card
1} 11:40:38 {330 Standard 26 bet Format
i} 23 Dec 2005 |Reader 4 Exit Denied - Passback
: ] A b 3
= > 23 Dec 2005 [Reasder 1 Invalid First Card Read
172.16.10.92 = K] 11:40:33 29 Card Number:29
0 23 Dec 2005 |Reader 4 Invald Card
1) 11:40:09 (332 Standard 26 bit Format
(i} 23 Dec 2005 |Reader 3 Invalid Card
1) 11:40:06 ()31 Standard 26 bit Format
0 23 Dec 2005 |Reader 2 Invalhd Card
1) 11:40:03 {0)30 Standard 26 bit Format
23 Dec 2005 |Reader 4 Invalid Card
28] 11:35:01 (0)32 Standard 26 bet Format
Left Pane

Right Pane

The right pane displays
the work area of the
menu items selected.

The left pane displays
the main menu itemns for
ease of operation.
Thoszein bright vellow
hackeround are the
Panel’s menu group.

The pages will consist of the main menu items on the left pane and the work area on the right
pane. This presentation is standard throughout all pages of the Access Easy Master.

Progressive delays between login attempts

The system utilizes progressive delays between login attempts for better security and
protection from unauthorized access. Progressive longer delays are enforced between
subsequent logins after a number of unsuccessful login attempts. The section below describes
the progressive delay operation.

After the third unsuccessful login, a 20 seconds’ delay kicks in before the user can attempt the
fourth login. This delay duration appears within the log on screen and starts counting down.
The user may attempt to login during this duration but the system will ignore these login
attempts. After the countdown has completed, the user can then attempt to login again. Note
that each subsequent unsuccessful login will trigger a delay duration that is twice longer than
the previous delay.

Clearing the progressive delays

Clear the progressive delay by performing one of the following:

—  Log in successfully with the correct credentials.

- Restart the AEMC.

—  Administrator changing the password or username of the user who failed the login
attempts.
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4.3

4.3.1

4.3.2

4.3.3

Main Menu Items

The main menu items are shown on the left pane of each page. Each Access Easy Master main
menu item in explained in brief below.

Activity
The Activity menu allows the user to view the activities that occurred in the system. The
submenu items of Activity is View Activity.

View Activity

The View Activity page shows transactions generated due to access control, system control,
and alarm conditions. The transactions are categorized into the following: Alarm, Valid,
Restore and Time Attendance. User can view only one specific category at a time as
mentioned above or all transactions at once.

Using Java Applet technique, all the activities and status on the Manual Control pages (Door
Control, Input Control and Output Control) will automatically be updated in real time.

Manual Control

The Manual Control menu allows the user to control the door, input points and output points
manually by having priority over the control set by the system. The submenu items of Manual
Control are Door Control, Input Control and Output Control.

Door Control

The Door Control page allows the user to check the status of all the doors and send a
command to either momentarily unlock, or permanently unlock or lock the door without having
to be at the door location.

Input Control
The Input Control page allows the user to check the status of all the input points assigned to
specific alarm zones and to send a command to arm or disarm the zone manually.

Output Control
The Output Control page allows the user to check the status of all the output points and send
a command to turn on or off the points manually.

Card Database

The Card Database menu allows the user to administer the card details, functionality and the
access levels of the card. The submenu items of Card Database are Card Assignment and
Access Levels.

Card Assignment
The Card Assignment page allows the administrator to assign cards to users. The access level
for the user and the card functionality is also configured in this section.
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4.3.4

Access Levels

The Access Levels page allows the user to define access groups of different Access Easy
Controller into groups. When assigned to a cardholder, these groups allow the cardholder to
access doors over multiple Access Easy Controllers, hence enabling the administrator to
manage cardholders' access in a centralized location.

System Admin

The System Admin menu allows the user to setup the different aspects of the system such as
the users, controller and server configuration. It also allows the user to generate reports from
the system and backup database of the system. The submenu items of System Admin are
Users Setup, Panel Setup, Holidays, Schedules, Server Setup, Report Generation, Database
Backup, Reboot, Shutdown and Logout.

Users Setup
The Users Setup item allows the user to set up the user ID and password including access
rights to the various menu items.

Panel Setup
The Panel Setup item allows the user to admit Access Easy Controller to join the system
network.

Holidays
The Holidays item allows the user to setup centralized holiday dates that are applicable to all
the Access Easy Controllers.

Schedules
The Schedules item allows the user to setup centralized schedules available to all the Access
Easy Controllers, that can be assigned to readers or access groups.

Server Setup

The Server Setup item allows the user to configure the following settings:
-  Network Settings

—  Auto Logout Timer
- Card Format

—  View Activity Setting
—  Company Profile

—  Set Date and Time

—  Default Settings

-  Housekeeping

—  Alarm Event Setup

Report Generation
The Report Generation item allows the user to generate activity reports for particular dates
and time based on devices, cardholders and events.
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4.3.5

Database Backup
The Database Backup item allows the user to save a backup of the database to the local hard
disk and also allows the user to restore the database in the event of any controller failure.

Reboot
The Reboot item allows the user to reboot the Access Easy Master remotely without having to
be at the Access Easy Master itself.

Shutdown
The Shutdown item allows the user to shutdown the system remotely without having to be at
the Access Easy Master itself.

Logout
The Logout item allows the user to do a proper exit from the Access Easy Master.

Panels Admin

The Panels Admin menu allows the user to administer the individual Access Easy Controller.
The submenu items of Panels Admin are Access Groups, Card Readers, Input Setup, Output
Setup, Advance I/O Setup, Input Point Configuration, Email/SMS Configuration and Reset
APB.

Access Groups
The Access Groups item allow the user to define a list of readers, which the cardholders can
access within certain authorized time periods (predefined schedule).

Card Readers
The Card Readers item is used to define the function of the readers and their parameters,
such as door settings, and so on.

Input Setup

The Input Setup item is used to set up alarm monitoring point to be armed or disarmed based
on schedule or via an assigned reader. It also allows the mapping of output points to be
triggered should an alarm be detected.

Output Setup
The Output Setup item is used to set up the triggering of output relay based on schedules. For
example, this can be used to turn on lighting in an area after office hours.

Advance 1/0O Setup

The Advance I/O Setup item enables the rerouting of physical or logical information from one
operation to another. Due to its flexibility, the type of operation it can achieve is dependent on
the installer.

Input Point Configuration

The Input Point Configuration item allows the user to invert the logical state of the input that
is seen by the Access Easy Controller, as well as to select the monitoring state of the input
point.
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4.4

Email/SMS Configuration

The Email/SMS Configuration item allows the user to setup the email and SMS server
settings, to allow the Access Easy Controller to send out messages or email to selected mobile
numbers or email addresses according to the selected devices, cardholders and events.
Lateness report can also be sent to configured email addresses.

Reset APB
The Reset APB item allows the user to reset the anti-passback (APB) feature once it is
violated.

Usage of the Buttons

Another important part to understand is the usage of the buttons. The buttons that appear at
the bottom of each screen can be explained as follows:

Button Description
H The save button saves the current settings to the (dynamic RAM)
- DRAM and refreshes the current web page.
The add button provides the following functions:
— It carries out the addition process during a batch card
operation.

— It also adds a selected parameter to a list window.

@ The delete button provides the following functions:
— It deletes all configurable parameters and set it to default.
— It also removes a selected parameter from the list window.

a The next button provides the following functions:
— It saves the setting made on the current screen and
— It brings up the next screen.

The list button provides a few function:
) — It allows you to go back to the first web page of a menu item.

— It can also be used in place of the cancel button to abort
changes. However, condition applies that none of the other
buttons namely, the next, previous or save is clicked prior to
this.

— In report generation, the list button is used to obtain a print
preview of the report.

The previous button has similar function as the next button:
— It saves the setting made on the current screen and
— It brings up the previous screen.

The reset button provides the following functions:
- ltis used to reset APB violation.

— Itis used to clear the field in the Holiday date setting.

The cancel button abort changes and revert to previously saved
settings.
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5

Activity

Each activity transaction such as “Door Forced Open”, “Door Held Open” and others is
captured by Access Easy Master and displayed on the View Activity page in real-time mode
according to the transaction date and time.

The activity transactions are categorized into four groups. They are:
—  Alarm Activity,

- Valid Activity,

- Restore Activity, and

- Time Attendance.

Please refer to APPENDIX C Activity Transactions, page 234 for the activity transactions in the
different groups.

5.1 View Activity
On the web page, the user is given the option to view one of the following:
—  Alarm Transactions,
— Valid and Alarm Transactions,
—  Restore and Alarm Transactions,
- Time Attendance, or
- All Transactions.
The number of records to view on screen is configurable by the user, which is up to a
maximum of 70 records. Please refer to View Activity Setting, page 87 for details on setting
the number of transaction records to view on screen.
Notice!
The View Activity page is dynamic and will expand beyond the Number of Transactions to
View setting to always accommodate transactions, up to 70 records, starting from the first
"not acknowledged" alarm transaction up to the latest transaction.
When any of the alarm activity transactions is transacted, an alert audio tone is sent to the PC.
Please ensure that the PC's audio system is in working order and the volume is set to a
reasonable level.

5.1.1 How to View Activity

Upon login to the Access Easy Master, the View Activity page for alarm transactions will be
displayed. However, you can select View Activity from the left pane to view the activities from
any other pages.
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0 Alarm ' Valid @ Restore aﬁ_ll B'I'img attendance
View Qetivity

Alarm Activities

p‘::' Date Location Activity Description
Priority Time Card Ho User Hame
1 13 Jul 2004 |R&D Dept Entry Reader Access Denied
{2) 11:07:00 11 Bill Clintan
il 13 Jul 2004  |Main Entrance Door Held Open
{2) 11:06:50 9 Dean Jones
1 13 Jul 2004 |R&D Dept Entry Reader Access Denied
(2} 11:06:15 7 Sachin Tendulkar
i 13 Jul 2004 |Main Entrance Door Held Open
(2) 11:06:14 5 Rivaldo
1 13 Jul 2004 |R&D Dept Entry Reader Access Denied
{2) 11:05:38 3 Andre AQassi
1 1 |13 Jul 2004 |Main Entrance Door Held Open
(2) 11:05:38 1 Michael Owen
—— Access Easy Controller ID
Alarm Priority ("2" indicates that Door Held Open has priority 2 under
alarm transactions. 1 has the highest priority, followed by 2 and =0 on.)
Notice!

The transactions are sorted by the alarm priority, and date and time. Alarms having the
highest priority are shown at the top of the list. Alarms with the same priority will be sorted
again by the date and time. Hence, the newest and highest priority alarm will always be
shown at the top of the list. Please refer to Alarm Priority Setup, page 96 for more details.

These are some of the view activity menu items explained in brief.

Options Description

® alarm To display only alarm transactions.

® valid To display valid and alarm transactions.

® Restore To display restored and alarm transactions.
@ an To display all transactions.

) Time attendance

To display only time clocking transactions.

To acknowledge alarm transactions.

This will silence the audible tones on the Access Easy For
Master.

ke

This will enable the audible tones on Access Easy For Master.

Danelsl All

To select an Access Easy Controller for which the user wants to
view the activity only. We can view the activity for all the
controllers or for selected controllers. This drop-down list will
not be available in the Alarm View.

1. Login to Access Easy Master and the View Activity page appears, showing the alarm
activities. This is the default page for View Activity menu.
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2. Toinclude valid transactions in View Activity page, click the ® valid [ink. The screen will
refresh and show valid and alarm activities.

Panels I All

;I @ Alarmn @ Valid @ Restore @ All @ Tirne Attendance

View Qetivity

Alarm B Valid Activities

p':';EI Date Location Activity Description
Time Card No User Name
i 13 Jul 2004 | Central Office Panel Disconnected
T N R T
1 13 Jul 2004  |R&D Dept Entry Reader Access Denied
12:04:05 )i albert
1 13 Jul 2004  [Main Entrance Cioor Held open
12:03:55 e kent
ik 13 Jul 2004  |Main Entrance Access Granted
12:03:38 29 kent
1 13 Jul 2004  |Production Dept Entry Reader Aocess Granted
12:03:29 28 Vincent Lim
1 13 Jul 2004 |R&D Dept Entry Reader fccess Denied
1z2:03:20 £als Lawrence
1 13 Jul 2004  [=Side Entrance Access Granted
1z2:03:11 26 Mary
1 13 Jul 2004  |Production Dept Entry Reader Access Granted
12:02:53 24 Micheal
1 13 Jul 2004  |R&D Dept Entry Reader Access Denied
12:02:44 23 Eric Ho

3. Toinclude restored transactions in the View Activity page, click the &

screen will refresh and show restored and alarm activities.

Panels I All

Restore |ink, The

;’I @ Alarrm @ Valid @ Restare @ Aall @ Tirmne Attendance

View Qetivity

Restore 8: Alarm Activities

p:';EI Date Location Activity Descrpton
Time Card Mo User Name

1 13 Jul 2004 |Side Entrance Door Held Cpen
11253537 11556 Card Mumber; 11856

1 13 Jul 2004 | Central Office Connected to Server
LLEMAT [ewemeeeee e

1 13 Jul zood4 | Central Office Disconnectad from Server
11:48:21 e e

1 13 Jul 2004 | Central Office Panel Connected
LLEMEE e e

1 13 Jul 2004 | Central Office Panel Disconnected
B T B i

1 13 Jul 2004  |Main Entrancel Door Held Open
P - [ it

1 13 Jul 2004 | Side Entrance Dioor Held Cpen
P i S

1 13 Jul 2004 | Central Office Connected to Server
1L0F9E0 | eemmeeeee e

1 13 Jul 2004 | Central Office Disconnected from Server
11138128 |emmmeeeee e
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4. To show all activities, click the @ &l |ink. The screen will refresh and show all the
activities.

Panels I A1l ;I @ Alarmm @ Walid @ Restore @ all @ Time Attendance

View Qectivity

All Activities
P:‘nuel Date Location Activity Description
Time Card No User Name

1 13 Jul 2004  [Side Entrance Access Granted
12:34:07 13 Denezel Washington

1 13 Jul 2004  [Main Entrance Access Granted
12:33:58 17 Zadique

1 13 Jul 2004  |Production Dept Entry Reader fccess Granted
12:33:40 16 Gurmit Singh

1 13 Jul 2004  |R&D Dept Entry Reader access Denied
12:353:51 15 James Carmeroon

1 13 Jul 2004 |Main Entrance Dioor Held Qpen
12:33:30 13 Bastiqula

1 13 Jul 2004 [Side Entrance Access Granted
1213322 14 Pete Sampras

1 13 Jul 2004  [Main Entrance Access Granted
12:33:13 13 Bastiqula

1 13 Jul 2004  |Production Dept Entry Reader Access Granted
12:33:04 1z William Sirm

1 13 Jul 2004 |R&D Dept Entry Reader fccess Denied
12:32:55 i1 Bill Clinton

1 13 Jul 2004 |Main Entrance Door Held Open
12:32:54 9 Cean Jones

5. To show time attendance activities, click the @ Time attendance |ink. The screen will refresh
and show the time attendance activities.
Pane|5|All ;I @ Alarmn @ Valid @ Restare @A_II @Time Attendance

View Qetivity

Time Attendance

P?‘r‘;el Date Location Activity Descrpton
Time Card No User Name
1 12 Jul 2004  |Production Cept Entry Reader Clock Qut
14:42:45 16 Gurmit Singh
1 12 Jul 2004 |R&D Dept Entry Reader Clock Qut
14:42:00 11 Bill Clinton
1 12 Jul 2004 |Side Entrance Clock Out
14:41:06 & Tiger woods
1 12 Jul 2004  |Main Entrance Clock Out
14:40:21 1 Michael Qwen
1 12 Jul 2004  |Production Dept Entry Reader Clock In
14:39:27 28 Vincent Lim
1 12 Jul 2004  |R&D Dept Entry Reader Clock In
14:358:33 23 Eric Ho
5.1.2 How to Process Alarms/Events

The View Activity page provides an easy color scheme to differentiate between new

transactions, new alarms and acknowledged alarms.

—  All new transactions have a yellow background. The new transactions will appear in the
View Activity page in real-time mode.

1 058 Sep 2003 |Entrance 2 Access Granted
09:16:43 16 Jerry Maguire
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— All alarm transactions have red colored text wording while other transactions have black
colored text wording.

1 08 Sep 2003 |Side Entrance Door Held Qpen
(23 09:23:49 bed williarm Sim

—  When the web page refreshes automatically, the yellow background is replaced with grey

El-
background, except for alarm transactions, which remain unless the acknowledge
button is activated.

1 08 Zep 2003 |Entrance 2 Access Granted
QMz7:30 16 Jerry Maguire

Process Event Transactions

New valid and restored transactions are shown in yellow background and black text. When the
web page refreshes, the background changes from yellow to grey. Depending on the View
Activity Setting, the screen is restricted to the number of transactions shown. However,
unacknowledged alarms remain on the screen until they are acknowledged by the user.

Process Alarm Transactions

New alarms are shown in yellow background and red text. They will remain so until the user
acknowledges the alarms. Refreshing the screen will not change the background to grey, as it
does for valid and restored transactions.

User needs to acknowledge the alarm, by clicking on the button. This action will cause the
Alarm Instruction Details window to appear as shown below. However, this button is only
shown when the View Activity page is for alarm transactions. When viewing valid, restore, all
or time attendance transactions, the button is not shown.

3 Alarm Instiuction Details - Microsoft Internet Explores

Location R&D Motion Detector(PIR) 1
User Nampe  eeeeeeeees
Alarrn Description Alarm
Instruction
=
Unacknowledge Alarms : 3

[, Acknowledge all slarms

Check thiz check box if
vou want to acknowledge

all the alarms.

The screen above shows the alarm you are acknowledging and its pre-configured instruction
message.

Notice!
Access Easy Master allows the user to configure instruction messages for different alarms.
These instruction messages can be configured in Alarm Instruction Message setup, page 102.
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6

6.1

Manual Control

The Manual Control menu in Access Easy Master comprises of Door Control, Input Control
and Output Control. Each control provides a method to easily modify and control any card
reader, input or output points in the system. Each of the control will be discussed in detail in
the following sections.

Door Control

The Door Control page allows the user to check the status of all the doors and send a
command to either momentarily unlock, or permanently unlock or lock the door from remote.

As this is a control operated by a user manually, it has priority over the control set by the
system. However, the system will take over and resume normal operation once it encounters a
valid schedule interval.

Here is an example to illustrate the condition.
The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.
Interval 2, 3 and 4 has no setting.

0g30hrs 1731 hrs
Door Status
i Door
according to DCoor Unlocked Door
Schedule Locked Locked
Manual Door
Coantral 1. Unlock Door st 07 30hrs 3. Lock Door st 12300rs
ontra 2. Lock Door st 0300krs 4. Unlock Door at 1315kes
command sent
0000 hrs 0220hrs 1731he= 2380hrs

Fesultant
Door Status

0720hez 02000 1220k 1215hrs

Legend:

I:l Doeor |7 pemarenly unleoed

Door 1= pemmarenly loded
Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.
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1. From the Access Easy Master main menu page, click on Door Control menu.

I i

BOSCH

@ tam ® vt ® tstos @ 1 © Time tentae

Visw etivity

Alarm activities

Lisea s

Aebivity Daserifan

Thrvew

Card Ho

U W

23 Dec 2005 |Reader 2
11:40:41 10

Access Demed - Passhack

Card Number:10

1 23 Dec 2005 |Reader 3 Invaled Card
(1) 11:40:39 (0L Standard 26 bit Format
20 23 Dec 2005 |Readerl Invalid Second Card Read
{2) 11:40:37 9 Card Nurmber:3
1 23 Dec 2005 |Reader 2 invalid Card
(1) 11:-1[!:26 .___“_I;I]:I an Standard 26 bit Forrmat
20 23 Dec 2005 |Reader4 Exit Denied - Passback
(2) 11:0: 34 ] Card Nurnber:&
1 23 Dec 2005 |Reader 1 Invald First Card Read
172.16.10.92 = ) 11:40:33 2% Card Number: 28
m‘i 20 23 Dec 2005 |Reader4 Invalid Card
7 pit | 11:40:09 (0yaz Standard 24 bt Formmat
20 23 Dec 2005 |Reader 3 Invahd Card
(1) 11:40:08 [N} Standard 26 bit Format
20 23 Dec 2005 |Reader 2 Invald Card
1) 11:40:03 (030 Standard 26 bit Format
1 23 Dec 2005 |Readar4 Invalid Card
(1) 11:3%9:01 (oy3z standard 26 bit Format

2. The Door Control screen appears.

Panels |All

Panel Name: Central Office
1 Main Entrance

Side Entrance

R&D Dept Entry Reader

Production Dept Entry Reader

Reader 5

Reader 6

Reader 7

Reader 8

9 Reader 9

10 Reader 10

11 Reader 11

12 Reader 12

13 Reader 13

14 Reader 14

15 Reader 15

16 Reader 16

@ oW o B oW N

Locked - Closed
Locked - Closed
Locked - Closed
Locked - Closed
Unlocked - Closed
Unlacked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlacked - Closed
Unlacked - Closed
Unlocked - Closed
Unlocked - Closed
Unlacked - Closed
Unlacked - Closed

Door Control

Selection of Panels

to control
)
@& No Change ¢ Unlock € Momentarily Unlack
% No Change  Unlack ¢ Momentarily Unlock
& No Change ¢ Unlock " Momentarily Unlock
& No Change ¢ Unlock ¢ Momentarily Unlock
@& No Change (" Lock ¢ Momentarily Unlock
& No Change ¢ Lock € Momentarily Unlack
& No Change € Lock € Momentarily Unlock
' No Change ¢ Lock ¢ Momentarily Unlock
& No Change " Lock Momentarily Unlock
" No Change ¢ Lock € Momentarily Unlock
& Mo Change € Lock ¢ Momentarily Unlock
& No Change  Lock Momentarily Unlock
& No Change (" Lock " Momentarily Unlock
' No Change " Lock  f Momentarily Unlock
@ No Change " Lock " Momentarily Unlock
& No Change  Lock Momentarily Unlock

The Description column provides the controller name and the door readers allocated to it.

The Current Status column provides us with the current door status, whether the door is
“Locked - Closed”, “Locked - Opened", “Unlocked - Closed" or “Unlocked - Opened".

The Manual Actions column allows us to manually unlock the door if it is locked, and manually
lock the door if it is unlocked. It also allows us to momentarily unlock the door. The
momentarily unlock command will only work if the door is currently locked.

Notice!

Exit readers are not shown in the Door Control menu.
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By default, all readers, except for exit readers, in the system will be shown on the screen.
However, if you want to view a specific controller's readers, you can select them from

Panelsl A11

=l drop-down list. You can select a controller from the list of all online

controllers. This will refresh the screen only with readers from the selected controller.

6.1.1

2.

How to Unlock Reader Controlled Door
1.

To unlock a specific door for an extended period of time, click on the Unlock radio

button.
Daor Contral

panels |All =l

Panel Name: Central Office

1 Main Entrance Locked - Closed & Mo Change
Z Side Entrance Locked - Closed ¢ No Change
3 R&D Dept Entry Reader Locked - Closed + No Change
4 Production Dept Entry Reader Lockad - Closed & No Change
5 Reader 5 Unlocked = Closed & No Change
6 Reader & Unlocked - Closed & No Change
7 Reader 7 Unlacked - Closed & Mo Change
8 Reader 8 Unlocked - Closed & No Change
9 Reader 9 Unlocked - Closed & No Change
10 Reader 10 Unlocked - Closed & No Change
11 Reader 11 Unlocked - Closed & No Change
12 Reader 12 Unlocked - Clased & No Change
13 Reader 13 Unlocked = Closed & No Change
14 Reader 14 Unlocked - Closed & No Change
15 Reader 15 uUnlocked - Closed & No Change
16 Reader 16 Unlocked - Closed & Mo Change

Click on H icon to submit/send the command.

Unlock
™ Unlock
" Unlock
" Lock
™ Lock
 Lock
" Lock
™ Lock
" Lock
™ Lock
™ Lock
" Lock
" Lock
™ Lock
" Lock

™ Momentarily Unlock
" Momentarily Unlock
™ Momentanly Unlock
" Momentanly Unlock
¢ Momentanly Unlock
~ Momentarily Unlock
C Momentanily Unlack
" Momentanly Unlock
™ Momentarly Unlock
 Momentanly Unlock
" Momentanly Unlock
" Momentarily Unlack
I Momentarly Unlock
" Momentanly Unlock
™ Momentarily Unlock
" Momentanly Unlack

The selected door will now be unlocked. Cardholders can now pass through the door without
presenting a card to the reader. The door will remain unlocked until they are relocked. At the
same time that the door is unlocked, Access Easy Master will refresh the Door Control screen
and update both the Current Status column, and the command radio buttons of the

Command Actions column, so that they will be ready for the next command.

The following screen shows an example of the current status of two doors, named “Reader 7”

and “Reader 8”, in “Unlocked - Closed” mode with the Lock radio button ready.
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Daot Contsol
Panels |&ll =
Ll 2]
Panel Name: Gentral Office
1 Main Entrance Locked - Closed * No Change ¢ Unlock € Momentarily Unlock
2 Side Entrance Locked = Closed & No Change ¢ Unlock € Momentarily Unlock
3 R&D Dept Entry Reader Locked - Closed & No Change ¢ Unlock & Momentarily Unlock
4 Production Dept Entry Reader Locked - Closed (% No Change " Unlock  Momentarily Unlock
5 ReaderS Unlocked - Closed & No Change  Lack  ( Momentarily Unlock
6 Reader 6 Unlocked - Closed (% No Change  Lock  ( Momentarily Unlock
7 Reader 7 Unlocked - Closed & No Change ¢ Lock € Momentarily Unlock
8 Beader 8 Unlocked - Closed = No Change ¢ Lock & Momentarily Unlock
9 Reader 9 Unlocked - Closed & No Change  Lock ™ Momentarily Unlock
10 Reader 10 Unlocked - Closed  (+ No Change  Lock € Momentarily Unlock
11 Reader 11 Unlocked - Closed & No Change ¢ Lack € Mornentarily Unlock
12 Reader 12 Unlocked - Closed (% No Change  Lock " Momentarily Unlock
13 Reader 13 Unlocked = Closed & No Change " Lock & Momentarily Unlock
14 Readar 14 Unlocked - Closed (% No Change  Lock € Momentarily Unlock
15 Reader 15 Unlocked - Closed & No Change " Lock € Momentarily Unlock
16 Reader 16 Unlocked - Closed (% No Change ( Lack € Momentarily Unlock
6.1.2 How to Lock Reader Controlled Door

1. To lock a specific door for an extended period of time, click on the Lock radio button.

Door Contzol

Panels [All

=

Panel Name: Central Office

x:

LI N - TR S P

[~ R
LT = T T =1

16

Main Entrance
Side Entrance
R&D Dept Entry Reader

Production Dept Entry Reader

Reader §
Reader &
Reader 7
Reader &
Reader 9
Reader 10
Reader 11
Reader 12
Reader 13
Reader 14
Reader 15
Reader 16

Locked = Closed @ No Change ¢ Unlock
Locked - Clased  F No Change  Unlock
Locked - Closed % Mo Change ¢ Unlock
Locked - Closed & No Change  Unlock
Unlocked - Closed & Mo Change  Lock
Unlocked - Closed & No Change  Lock
Unlocked - Closed & No Change © Lock
Unlocked - Closed @ No Change  Lock
Unlocked - Closed & No Change  Lock
Unlocked - Closed & No Change  Lock
Unlocked = Closed & No Chanqa
Unlocked - Closed & No Change  Lock
Unlocked - Clesed & No Change  Lock
Unlocked - Closed & No Change ¢ Lock
Unlocked - Closed & No Change ¢ Lock
Unlocked - Closed & Mo Change ¢ Lock

€ Momentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
™ Momentarily Unlock
" Mormentarily Unlock
™ Momentarily Unlock
" Momentarily Unlock
" Mamentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
™ Momentarily Unlock
" Momentarily Unlock
" Momentarily Unlock

2. Click on icon to submit/send the command.

The selected door will be locked immediately. Cardholders will now be required to present
their card to the reader in order to pass through the door. At the same time that the door is
locked, Access Easy Master will refresh the Door Control screen and update both the Current
Status column and the command radio buttons of Manual Actions column, so that they will be

ready for the next command.

The following screen shows an example of the current status of two doors, named “Main
Entrance” and “Side Entrance”, in “Locked - Closed" mode with the Unlock radio button

ready.
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Panels I All

Panel Name: Central Office

1

Main Entrance
Side Entrance

Locked - Closed
Locked = Closed

& Mo Change  Unlock
& No Change ¢ Unlock

" Momentarily Unlock
€ Momentarily Unlock

7= - TN . ST T SRR

= o e e B
o 0 W oR O

6.1.3
1.

R&D Dept Entry Reader

Production Dept Entry Reader

Reader §
Reader &
Reader 7
Reader 8
Reader 9
Reader 10
Reader 11
Reader 12
Reader 13
Reader 14
Reader 15
Reader 16

Locked - Closed
Locked - Closed
Unlocked - Closad
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked = Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed
Unlocked - Closed

@ No Change " Unlock
= Mo Change ( Unlock
@& No Change (" Lock
% Mo Change  Lock
# No Change  Lock
& No Change (" Lock
& No Change  Lock
= No Change (" Lock
= No Change  Lock
* Mo Change © Lock
= No Change  Lock
# No Change  Lock
& No Change " Lock
= Mo Change ¢ Lock

" Momentarily Unlock
™ Momentarily Unlock
" Mornentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
€ Momentarily Unlock
" Marnentarily Unlock
™ Mornentarily Unlock
" Momentarily Unlock
" Momentarily Unlock
 Momentarily Unlock
" Mornentarily Unlock
" Momentarily Unlock
" Momentarily Unlock

How to Momentarily Unlock Reader Controlled Door

To momentarily unlock a specific door, click on the Momentarily Unlock radio button.

Doz Contral

rancls [A11

=

Panel Name: Central Office
1 Main Entrance

Side Entrance

Elevator Reader
Reader &
Reader 7
Reader 8
feader 9
Feadar 10
Fesder 11

O R ST T ST

o e
[T =

Reader 12
Reader 13
Peader 14
Peader 15
1A Reader 16

RS

F&D Dept Entry Reader
Froduction Dept Entry Reader

Unlocked - Closed &
Unlecked - Closed &
Unlocked - Closed &
Unlocked - Closed &
Unlocked - Closed &
Unlocked - Closed &
Unlocked - Closed &
Unlogked - Cloged &
Unlgckied - Closed &
Unlocked - Cloged &
Unlocked - Cloged &
Unlocked - Closed &
Unlscked - Clased &
Unlocked - Closed &
Unlocked - Cloced &
Unlocked - Closad &+

Nu Chenge  Lock | & Momentarly Unlogk |
No Change " Leck Momentarily Unlock
No Change  Lock € Momentarily Unlock
Mo Changs ¢ Lock ¢ Momsntarily Unlock
Mo Changs ¢ Lock ¢ Momentarily Unlock
Mo Changa ¢ Lock ¢ Momentarily Unlock
Mo Change  Lock " Momentarily Unlock
No Change  Lock Mementarily Unlock
Mo Change  Locl: " Momentarily Unlocl:
No Changs ¢ Lock " Momentarily Unlock
Mo Changs ¢ Lock ¢ Momentarily Unlock
Mo Change ¢ Lock ¢ Momantarily Unloslk
Na Change  Leck Mamentsrily Unlask
Mo Change ¢ Lock " Momentarily Unlock
Mo Change  Lock = Momaentarily Unlock
Mo Changs  Lock  Momentarily Unlock

2. Click on icon to submit/send the command.

The selected door will unlock momentarily. The door will remain unlocked for the duration of

the time specified in the reader configuration (usually 5 to 10 seconds). At the expiration of

the unlock duration, the door will automatically relock.

Notice!
If you momentarily unlock a door, you will not be able to see its true status.
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6.2

Input Control

The Input Control menu allows us to check the status of all the input points and whether they
are assigned to specific alarm zones, and to send a command to manually arm or disarm the
input point or zone. As this is a manual control, it has priority over the controls set by the
system. However the system will take over once it encounters a valid schedule.

Devices that are usually monitored by input points are motion detectors, skylights, and
temperature sensors. Besides monitoring the status of these input sensors, the Input Control
screen provides an easy way for the user to arm or disarm these alarm points.

Disarming an alarm point is the same as turning it off. When an input point is disarmed, it no
longer reports alarms to the View Activity screen.

Arming an alarm point means that you are turning it back on. When an input point is armed,
monitoring of that point is re-enabled and events from the point will once again be reported to
the View Activity screen.

For configuration of system control, please refer to /nput Setup, page 141.
Before we begin, we show an example to illustrate the operational behavior.

The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.
Interval 2, 3 and 4 has no setting.

Schedule # Interval 1
Qooo ag30 1730 2359
Alarm Zone Status
according to Alarm Zone Alarm Zone Alarm Zone
Schedule Armed Disarmed Armed
Manual Input 1.Di Zoneat 0730 3 Arm Zone at1230
CUsarm Lone a VA Lone 3
Control command 2. Arm Zane at 0200 4 Disarm Zone at 1315
sent
oooo 0g20 1730 2359

Resultant Alarm
Zone Status

0720 0200 1230 1215

Legend:

|:| A1l prt Polve withlh tie ABm Zoie are Damed.

ANl pItROIE MIlthIb the A Zoke 3re AMed,
Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.
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1. From the Access Easy Master main menu page, click on Input Control menu.
Access Easy Master () BOSCH
@ plarm @ valid @ Restors @ Al © Time Attendance

Alarm Activities

Panal Mo Dratis Leseatan Aelivity Descrijpbbon
Priority Tiirwin Canl No Usaor Narme
20 23 Dec 2005 (Reader 2 Access Denied - Passback
(2} 13:40:41 10 Card Humber:10

1 23 Dec 2005 |Reader 3 fnvaled Card

(1) 11:40:39 10131 Standard 26 bit Format

20 23 Dec 2005 |Reader 1 Invalid Second Card Resd
3] 13:40:37 9 Card Humber:9

1 23 Dec 2005 |Reader 2 Invalid Card

{13 11:40:36 LU ED] Standsrd 26 bit Format
20 23 Dec 2005 |Reader 4 Exit Denied = Passback
(4] 11:40:34 a8 Card Humber:8

1 23 Dec 2005 |Resder 1 Invaled First Card Read
(2} 11:40:33 25 Card Humber:29

20 23 Dec 2005 (Reader 4 Invald Card

i1y 13:40:0% (a2 Etandard 2& bet Format

20 23 Dec 2005 (Resder 3 Invalid Card

1) 11:40:06 (kS Standard 26 bit Format
20 23 Dec 2005 |Reader 2 Inwvald Card

(8] 11:40:03 kD] Standard 26 bit Format

1 23 Dec 2005 (Reader 4 Invalid Card

(1) 11:39:01 (0)3z Standard 26 bit Format

2. The Input Control screen appears.

It Contsal

Selection of
Fanels to control

Panels [ALL

Janel Name: Central Office

Blarm Zone 1 i r
1 Motion Datactor 1 Disarmed - Low
2 Motion Detector 2 Disarmed = Low
Rlarm Zone 2 ﬂ r
2 Motion Detectar 3 Cisarmed = Low
4 Metion Datactor 4 Disarmad - Low
£ Motion Detector S Disarmed - Low & No Change T Arm Now
& Undefined Input Point & Disarmed - Low & No Change © Arm Now
7 Undefined Input Point 7 Digarmed = Low & No Change € Arm Now
8 Undefined Input Point & Disarmed - Low = No Change  Arm How
9 Undefined Input Point 9 Disarmed - Law @ No Change  Arm Now
10 Undefined Input Point 10 Disarmed - Low & No Change C  Arm Now
11 Undefined Input Point 11 Digarmed - Low & No Change C Arm Now
12 Undefined Input Point 12 Disarmed - Low & No Change  Arm Now
13 Undefined Input Point 13 Disarmed - Low @ No Change C Arm Now
14 Undefined Input Point 14 Disarmed - Low # No Change T Arm Now
15 Undefined Input Point 15 Disarmed - Low & No Change € Arm Now
16 Undefined Input Point 16 Disarmed - Low  No Change  Arm Now

The Description column provides grouping of the input point, if any. The blue horizontal strips
are the alarm zones of which the input points belong to. The alarm zones are separated by a
blue line. Independent input points do not belong to any alarm zones. In this case, “Input
Point 1” and “Input Point 2” belong to “Alarm Zone 1”. “Input Point 3” and “Input Point 4”
belong to “Alarm Zone 2” and “Input Point 5” is an independent input point.

The table below describes the possible grouping of the input points.

Alarm Zone 1 Input points in Alarm Zone 1 are displayed together. They are to
be armed or disarmed together.

Alarm Zone 2 Input points in Alarm Zone 2 are displayed together. They are to
be armed or disarmed together.
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Alarm Zone 3 Input points in Alarm Zone 3 are displayed together. They are to
be armed or disarmed together.

Alarm Zone 4 Input points in Alarm Zone 4 are displayed together. They are to
be armed or disarmed together.

Independent Input Point | These are independent input points which can be armed or
disarmed by itself.

The Current Status column provides us with the current status of the input points.

The table below describes the possible status of the input point.

Current Status Description

Armed The respective input point is armed.

Disarmed - Low The respective input point is disarmed and its current status is
closed.

Disarmed - High The respective input point is disarmed and its current status is
open.

Alarm An alarm is detected from the input point.

Alarm-Restored The alarm has been restored so that the input point is no longer

in alarm state.

Bypassed-Low If the status of the input point is currently at Bypassed-High,
after the input point contact is closed, it becomes Bypassed-
Low.

Bypassed-High The input point has been bypassed though the alarm zone is

armed. This situation happens when the current status of the

input point is open before the input point is armed.

For each alarm zone, there is a checkbox for selection to issue a command to the input points
of the alarm zone.

There are two types of action commands available:

& This icon means that by selecting the check box, an arming
command will be issued when submitted. Alternatively, click on
the icon to arm the alarm zone.

& This icon means that by selecting the check box, a disarming
command will be issued when submitted. Alternatively, click on
the icon to disarm the alarm zone.

By default, all the input points in the system will be shown on the screen. However, if you wish

. o . . Is| 211 -
to view a specific controller's inputs, you can select it from Panels =l drop-down
list. The drop-down list consists of all the on-line controllers. Selecting a controller from the

drop-down list will cause the screen to refresh with only the input points from the selected
controller.
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6.2.1 How to Arm or Disarm an Independent Input Point
These are input points that are not included in any of the alarm zones, nor is it controlled by
schedule. They are independent input points that could be armed or disarmed by itself.
Input Point that does not
belong to any Alarm
Panels [Central Office Zone
Panel Name: Central Offic
Alarm Zone 1 it r
1 Metion Detector 1 Disarmed - Low
2 Motion Detector 2 Bisarmed - Low
Alarm Zone 2 o r
3 Motion Detector 3 Disarmed = Low
4 Motion Datector 4 Disarmad - Low
S5 Motion Detector 5 Drizarmned - Low & No Change © Arm Now
& Undefined Input Foint & Disarmed = Low & No Change © Arm Now
7 Undefined Input Point 7 Disarmed - Low & No Change € Arm Now
8 Undefined Input Point & Disarmed - Low & No Change © frm Now
9 Undefinad Input Paint 9 Disarmmed - Low & No Change © arm Now
10 Undefined Input Point 10 Disarmed - Low & No Change Arm Now
11 Undefined Input Point 11 Disarmed - Low &  No Change € &rm Now
12 Undefined Input Point 12 Drizarmed - Low & No Change T Arm Now
13 Undefined Input Point 13 Diisarmed - Low & No Change © Arm Now
14 Undefinad Input Point 14 Disarmed = Low & HNo Change  Arm Now
15 Undefined Input Point 15 Disarmed - Low & No Change © drm Now
16 Undefined Input Point 16 Disarmmed - Low # No Change © Arm Now
1. Select the desired radio button from the Manual Actions column.
2. Click on the E’J button to send the command. The web page will refresh to reflect the
new status.
Notice!
If the current status of the input point is armed, the Manual Actions column will show the
€7 Disarm Mow radio button. This means that you can send a disarm command to this input by
selecting the radio button and click the button. Likewise, if the input point is currently
disarmed, the Manual Actions column will show the ¢ arm Now radio button.
6.2.2 How to Arm or Disarm an Alarm Zone

Input points can be grouped together if they are to be armed or disarmed together. This forms
a group which is known as alarm zone. In each of the Access Easy Controller, up to four alarm
zones are allowed. These alarm zones can be armed or disarmed by means of arming or
disarming readers, or from the Input Control screen.

Access Easy Master consolidates all the alarm zones from each Access Easy Controller that is
managed from a single screen. User can arm or disarm any alarm zone directly from this
screen. The following screen shows an example of the Input Control screen with “Alarm Zone
1” and “Alarm Zone 2” from an Access Easy Controller called “Central Office”.
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Input Contzol

Alarm Fone 1
& Alarm Zone 2

Panels |Central Office

Panel Name: C al Offj

6.3

Alarm Zone 1~ l/ & w
1 Motion Detector 1 Dizarmaed - Low
2 Motion Detectol Disarmead - Low
Alarm Zone 2 ~ i J
3 Motion Detacdtor 2 Cizarmmed - Low
4 Motion Detector 4 Disarmed = Low
5 Motion Detector S Disarmed - Low * Mo Change Arm Now
& Undefined Input Point 6 Disarmed - Low # MNo Change Arm Now
7 Undefined Input Point 7 Disarmed - Low & Mo Change " Arm Now
8 Undefined Input Point 8 Disarmed - Low & Mo Change " Arm Now
9 Undefined Input Point 9 Disarrmed - Low = No Change Arm Now
10 Undefined Input Point 10 Disarmed - Low ' Mo Change Arm Now
11 Undefined Input Point 11 Disarmed - Low & Mo Change T Arm Now
12 Undefined Input Point 12 Disarmed - Low * MNo Change Arm Now
13 Undefined Input Point 13 Disarmed - Low # No Change Arm Now
14 Undefined Input Point 14 Disarmed - Low @ No Change " Arm Now
15 Undefined Input Point 15 Disarmed - Low  No Change " Arm Now
16 Undefined Input Point 16 Disarmed - Low # MNo Change " Arm Now

How to arm an alarm zone
The @ icon indicates that the alarm zone is currently disarmed. Click on & to arm the alarm
zone immediately.

How to disarm an alarm zone

The @ icon indicates that the alarm zone is currently armed. Click on @ to disarm the alarm
zone immediately.

How to arm or disarm a group of alarm zones
If you want to arm or disarm multiple alarm zones, select the alarm zones selecting their

respective checkboxes and clicking on the submit icon.

Output Control

The Output Control is one of the menu items of the Manual Control group. It allows user to
check the status of all the output points and send a command to turn the points on or off
manually. However, if the output point is linked to an input point as a status output, the status
will not be indicated here.

Devices that can be controlled by the output points are alarm bells, lighting circuits, electric
garage door openers, and so on. Essentially, any device that can be turned on or off can be
controlled from the Output Control screen.

As this is a control operated by a user manually, it has priority over the control set by the
system. However, the system will take over and resume normal operation once it encounters a

valid schedule interval.

For configuration of system control, please refer to Output Setup, page 146.

2021-06 | v2.0.3 |

Software Manual Bosch Security Systems B.V.



Access Easy Master Controller Manual Control | en 39

Before we begin, we show an example to illustrate the operational condition.
The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.
Interval 2, 3 and 4 has no setting.

0530hrs 1731hrs
Dutput Status
according to Output Off Output On Output OFf
Schedule
Manual Output
Control 1. On Qutput at 07 30krs 3 Off Qutput at 1230hrs
ontro 2. Off Input at D800hrs 4 0On Output at 121 5hrs
command sent
0000hrs 0330hrs 173 hrs 233%hrs
Fesultant
Dutput Status
07 30hrs 0800Hes  1230hrs 1315hrs
Legend:

I:l OnpatPalitls O
onprtPoltls O

Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.

1. From the Access Easy Master main menu page, click on Output Control menu.

Access Easy Master ) BOSCH

’.&h:rm @ valid @ Restore @ Al @-Mmdgm

Vigw Aetivity

Alarm Activities

Aebivity Dascripibon

Prinety Eard Ho Usmr N
20 23 Deo 2008 (Reader 3 Access Denied - Passback
{2y 11:40:41 10 Card Hurnber:10
1 23 Dec Z005 |Reader 3 Invahd Card
{1} 11:40:39 ()31 Standard 26 bat Format
20 23 Dac 2005 |Reader 1 Invald Second Card Read
{2} 11:40:37 ) Card Numnber:3
L 43 Doc 2005 |Reader Invalid Card
(2} 114036 [omyan Standard 26 bt Format
20 23 Dec 2005 |Readerd Exit Demmed - Passhack
L IR v - L B Eary: W ks
i 23 Dec 2005 |Reader 1 Ernvahd Frgt Card Read

172.16.10.32 5 2 1140033 |29 Card Number:29

Acsess Growos 20 23 Dec 2005 |Readerd Tnvatid Card
(1) 11:40:09 (oyaz Standard 26 bat Format
20 23 Dec 2005 |Reader ) Irwahd Card
{1} 11:40:06 ()31 Standard 26 bt Format
i 23 Doc 2005 | Reader 3 Invalid Card
(1) 11:40:03 foyan Standard 26 bat Format
1 23 Do 2005 |Resderd Invalid Card
(1) 11:39:01 (oyaz Standard 26 bit Format

Bosch Security Systems B.V. Software Manual 2021-06 | V2.0.3 |



40 en | Manual Control

Access Easy Master Controller

2.

The Output Control screen appears.

Output Contyol _
- ~__—— Selection of Panels to

Panels [A11 - =] control
B
Panel Name: Central Office
1 Motion Detector 1 (Simulator) Off * No Change (" On ¢ Duration On
2 Motion Detector 2 (Simulator) off ¥ Mo Change  On  Duration On
3 Motion Detector 3 (Sirmulator) Off # No Change (" On " Duration On
4 Motion Detector 4 (Simulator) Off ¥ Mo Change (" On " Duration On
S Maotion Detector 5 (Simulator) Off * Mo Change (" On " Duration On
& Light Control 1 Off * Mo Change ¢ On ¢ Duration On
7 Light Control 2 Off (¥ Mo Change (" On (" Duration On
8 Undefined Output Point 8 Off ¢ No Change (" On ( Duration On
9 Undefined Output Point 9 Off % Mo Change " On  Duration On
10 Undefined Output Point 10 Off ¥ Mo Change ( On " Duration On
11 Undefined Output Point 11 Off & Mo Change ¢ On  Duration On
12 Undefined Output Point 12 Off ¥ Mo Change  ©On  Duration On
13 Undefined Output Point 13 Off ¥ Mo Change (" On " Duration On
14 Undefined Output Point 14 Off ¥ No Change (" On (" Duration On
15 Undefined Qutput Point 15 Off # No Change  On  Duration On
16 Undefined Output Point 16 Off {* No Change (" On ( Duration On

The Description column provides the controller name and the output points allocated to it.

The Current Status column provides us with the current status of the output points. The “On”
status indicates that the output point is currently activated, and the “Off” status indicates that

the output point is currently not activated.

The Manual Actions column provide us with radio button options for performing manual

actions. There are four types of action command available:

On Selecting the radio button next to it will send a command to turn on the
output point when submitted.
Off Selecting the radio button next to it will send a command to turn off the

output point when submitted.

Duration On | Selecting the radio button next to it will send a command to turn on the

output point for a pre-defined duration when submitted.

Off

Duration Selecting the radio button next to it will send a command to turn off the

output point for a pre-defined duration when submitted.

The predefined duration for the “Duration On” and “Duration Off” radio buttons is
determined in the Duration field in Output Setup, page 146.

By default, all the outputs in the system will be shown on the screen. However, if you wish to

view a specific controller's outputs, you could select it from the

Panelsl A1l ;I drop-

down list. The drop-down list consists of all the on-line controllers. Selecting a controller from

the drop-down list will cause the screen to refresh with only the output points from the
selected controller.
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6.3.1 How to Turn On or Off Output Points

1. To activate the selected output point, select © <n or © ©# radio button.

Outpput Contzol

Panels |ill

Panel Name: Central Office

1

- BN ST I O

[ —
e

12

2. Click on icon to submit the command.

Motion Detector 1 {Simulator)
Motion Detector 2 {Simulatar)
Motion Detector 3 {Simulator)
Motion Detector 4 {Simulator)
Mation Detector S {Sirmulator)
Undefined Output Point &
Undefined Output Point 7
Undefined Output Point &
uUndefined Output Point 3
Undefined Qutput Point 10
Undefined Output Point 11
Undefined Output Point 12

B
v

=

0 T T e T e G e B |

o]

Mo Change
No Change
No Changes
No Change
Mo Change
Mo Change
Ho Change
No Changs
Mo Change
HNo Change
No Change
Mo Change

CHYEH TVER DD TR TN T

CH TR D DR D EE D EE D

=

Duration Off
Duration On
Dusration On
Curation On
Dusration On
Duration On
Duration On
Duration On
Duration On
Duration On
Duration On
Duration On

Clicking on the icon will refresh the web page and reflect its new status.

Notice!

If the current status of the output point is “Off”, the Manual Action column will show the

" on radio button, which means you can send a command to turn on this output when the

button is clicked. Likewise, if the output point is currently “On”, the Manual Action

column

will show the ¢ off

radio button.
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7

7.1

Card Assignment

This chapter describes the features of the Card Assignment function and the set up
procedure.

Card parameters are parameters that control the use of cards. It contains information such as
which card reader a cardholder can access at specified schedule. There will be some
additional fields for user to configure additional card information like department and user
defined fields. Card Assignment consists of the following parameters:

Card Details

- Card Number
- Facility Code
- Card Format
- User Name

- Department
- User Field 1
- User Field 2
—  Access Level

Card Functionality

—  Whether cardholder is able to arm/disarm

—  Whether cardholder must abide by holiday schedules

—  Whether to allow exit reader usage only in accordance with time schedules

—  Whether card + PIN is required on keypad readers

—  Whether cardholder is “One Time Access” only, with the access status as valid or expired
—  Setting of user PIN (1-7 digits)

—  Setting of extended duration for door access

—  Card validation dates

- Dual card assignment

Assignment of cards is done in the Card Assignment page. Click on Card Assignment from the
main menu to see the list of currently configured cards.

In the Access Easy Master, cards that are added will be synchronized to all the online
controllers at the moment the cards are added. If a new controller is connected to the Access
Easy Master after the cards are added, user will have to manually synchronize the card

database to the controller by clicking on the l ' button for that controller, in the Panel
Setup page. Please refer to Panel Setup, page 70 for details.

Cards that are added allow its cardholder to access doors from different Access Easy
Controllers that are managed by the Access Easy Master, provided the access levels, access
groups and schedules are properly configured.

The Card Parameters

Each card has its own field that identifies its operation and usage. We will need to
preconfigure these fields properly before it can be used by the cardholder.
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The Card Assignment screen is divided into 2 sections, Card Details and Card Functionality.
The Card Details section contain the settings to identify the card and the kind of access it has,
while the Card Functionality section contain the settings of the operation and usage.

7.1.1 Card Details
Card Details section consist of the Card #, Facility Code, Card Format, User Name,
Department, Access Level and two configurable (User Field 1 and User Field 2) fields as
shown below.

Card #: 1

Facility Code: I}

Card Farrnat; |AEC Priority Format M

User Mame: Card Humber:1

Departrnent: | ‘i]

User Field 1:

User Field 2:

Access Level: Flea=e =elect an Access Lewvel M Card Details
Card #

This field contains the card number, the number that is printed on the card itself. Depending
on the card format, this number could range from 1 to any number.

For example:
Standard 26 bit Wiegand format cards could only have a range of numbers from 0 to 65535.

Facility Code

This code prevents unauthorized card with the same card number to access your system.
Some customers practice using a unique facility code that is controlled by the manufacturer.
This gives additional security over the entire system. Ask your card supplier what is the facility
code for your card. Without this code, the system will not be able to recognize your card.
Similar to the card number, the range of numbers for this code is dependent on the card
format used.

For example:
Standard 26 bit Wiegand format could have a range from 0 to 255.

Card Format

Access Easy Master is able to support up to a maximum of 15 user definable card formats. By
default, “AEC Priority Format” and “Standard 26 bit Format” is pre-configured into the system.
Refer to Card Format, page 84 for details on the configuration of card formats.

User Name
This field contains the name of the cardholder.
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7.1.2

Department

This field contains the department in which the cardholder belongs to. Access Easy Master is
able to support up to a maximum of 255 user definable departments. Refer to How to Edit the
Department List, page 89 for details on the configuration of departments.

User Field 1 and User Field 2

These two fields are user configurable fields, it can be configured to hold non operation data
such as mobile number, home contact number, office extension number, destination, staff ID,
and others. Refer to How to Edit the User Definable Fields, page 92 for details on the
configuration of User Field 1 and User Field 2.

For example:

User Field 1 is configured as “Mobile number”.

User Field 2 is configured as “Home contact number”.

On the Card Assignment page, user will see User Field 1 replaced by “Mobile number”, and
User Field 2 replaced by “Home contact number”, as shown below.

Card #: 1

Facility Code: 0

Card Format: AEC Priority Format EI

User Name: Card Numbezr:1

Department: | E

User Field 1:

User Field 2:

Access Level: |Please select an Access Level E} Card Details

Access Level

In order to control the accessibility of doors for each cardholder, an access level is assigned to
each card. Each access level consists of one or more access group from different Access Easy
Controllers. An access group is a list of readers within certain authorized time periods
(predefined schedules) that the cardholders can access.

Access Easy Master has up to 1024 user definable access levels. Please refer to Access Levels,
page 64 for details on the configuration of access levels.

Card Functionality
Card Functionality consists of the arm/disarm access rights, access behavior, validation dates
and dual card assignment status. Each card can be configured to behave differently.

However, some settings would only be activated with the coordination of the Card Readers
parameters such as “Card + PIN” mode and cardholder must abide by holiday schedules. The
screen below shows the card functionality for a user.
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‘Card Functionality
[] card holder is able to Arm/Disarm Edit

Zard halder must abide by holiday schedules (To waork in conjunction with Reader Options)

Allow exit reader usage only in accordance with time schedules

Card + PIM is required on keypad readers

[] isable card from all access permanently

[] card haolder with one time access anly Access Status (3) Walid () Expired

Enter user PIMN{1-7 digits)
Extended duration for door access: seconds

Card ¥alidation Dates
[Jstart Date Day:| 07 s Manth:| Jul vear: 2005 w
[JEnd Date Day: ~ Manth: “ ear: ~

Dual Card Assignment
(®) Dual Card not assigned

() Dual Card presentation sequence First Card w
Dual Card Group ID {1-2558) 1 v

Card holder is able to Arm/Disarm

If this option is checked, it implies that the cardholder is given the authority to arm/disarm a
specific alarm zone or all alarm zones using his card on the zone's arm/disarm reader. To
select an alarm zone, click on the Edit link =ard helder is able to Arm/Disarm Edit The arm/disarm
details will appear as shown below.

Central Office & nNone T alarm Zone 1 © alarm Zone 2 € alarm Zone 3 € Alarm Zone 4 © all Zones
Morth Zome Branch & pone ¢ alarm Zone 1 € alarm Zone 2 ¢ alarm Zone 3 © alarm Zone 4 7 all Zones

Select the alarm zone that the cardholder can arm/disarm for each Access Easy Controller

(“Central Office” and “North Zone Branch” in this case) by selecting the appropriate radio
=

buttons and click "= _ |f the cardholder can arm/disarm all the alarm zones, select the “All

Zones” radio button. If not required, select the “None” radio button. To close the window,

click .

Notice!

If cardholder has access rights to the arm/disarm reader, he has to press <0> on the reader
keypad before he presents his arm/disarm card, else reader will only grant him access. In
addition, user will also be granted access at the moment he disarms the alarm zone at the
reader if he has access rights to the arm/disarm reader.

The reader must be configured as an entry and arm/disarm reader for the specified zone
before the cardholder can arm/disarm the alarm zone at the reader.

Card holder must abide by holiday schedules (To work in conjunction with Reader Options)
This option must be checked if the cardholders' access rights are different during holidays,
either regular holidays or special holidays. This mode works in conjunction with the reader
options, On Holidays, follow holiday schedules (to work in conjunction with card
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functionality). If the reader option is not checked, cardholders' access rights to the readers
will follow the schedule for normal days of the week. Reader options can be configured under
Reader Options, page 126 of the selected Access Easy Controller menu.

Allow exit reader usage only in accordance with time schedules

This option is useful in case an exit reader is present. If you select this mode, the reader will
allow the cardholders to exit within their schedule intervals. If this mode is not selected, the
cardholders can exit at all times, regardless of holidays or schedules.

Card + PIN is required on keypad readers

When this option is selected, user will have to assign a PIN to the card in the Enter user PIN
(1-7 digits) field. If this mode is selected, cardholders will have to present their card first
before entering their PIN code to gain access at the reader before the keypad times out, which
is configured in the page Reader Options, page 126.

Disable card from all access permanently
When this option is selected, user card will be denied access from the system. This feature is
useful to prevent illegal access to the system should the user lost/misplaced the card.

Card holder with one time access only

This option will enable the administrator to assign card holder with only one time access to
the system. This means that after the card holder has gained access, his access will become
invalid immediately. To gain access, he needs to request the administrator to reactivate the
one time access right again.

To enable this mode, check Cardholder with one time access only checkbox. Ensure that the
valid radio button is selected for Access Status #ceess Status & Valid € Expired After the card
has been used for one time access, the access status will expire immediately and the Access
Status field will be updated to Expired #ceess Status & valid & Expired qutomatically.

Enter user PIN (1-7 digits)
User PIN is to be used together with the “Card + PIN” mode. This field will contain up to
maximum 7 digit.

Extended duration for door access

This function is to facilitate special card holders to have extended duration for door strike and
keypad timeout. This feature will allow the cardholder to keep the door open for a longer time
after a successful access grant before a “Door Held Open” alarm is activated. The keypad
timeout duration is also extended by the selected time on top of the normal keypad timeout
duration. An example of such an application is for a handicapped person who needs longer
time to access the door.

To select the extended time duration, select the time in seconds on the drop-down list
[0 =] seconds beside the Extended duration for door access field. The range is from O to 255
seconds.

Card Validation Dates
This feature defines the start and end date parameters.
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Card ¥Yalidation Dates

¥ Start Date Day:lDl 'I Month:| Jul = Year:l2EIEl4 "I
[+ End Date Day:|31 'I Month:IDec 'I Year:|2DD4 "I

The Start Date is the date from which the card is valid and End Date is the date from which

the card is no longer valid. The card will not be able to access any door before the start date
and after the end date.

Notice!

User must check the respective Start Date or End Date checkboxes in order for it to be
effective.

Dual Card Assignment

This option is useful if two cards are required to be presented in sequence to the reader to
unlock the door. The first card has to be presented before the second card, otherwise the
door will not unlock. A “Don't Care” card can act as the first or second card. In this setup
here, the user will need to define whether a card is a first card, second card or “Don't Care”
card, and which group it belongs to. Cards from different groups cannot unlock the door.

Dual Card Assignment

& Dual Card not assigned

" Dual Card presentation sequence IDDn' t Care -I
Dual Card Group ID {1-255) |1 'I

Select the Dual Card presentation sequence radio button to enable this mode. User will need
to define whether a card is a “First Card”, “Second Card” or “Don't Care” card from the drop-
down list [First Caxd =l User will also have to select the Dual Card Group ID from the drop-
down list [T =l Two cards from the same Dual Card Group ID must be presented to the
reader to unlock the door. All the possible card combinations that can be presented to the
reader is shown in the table on the following page.

Possible card combination

First Card Second Card
Don't Care Don't Care
First Card Don't Care
Don't Care Second Card
First Card Second Card

This mode works in conjunction with Card Access Admin, Card Readers, Dual Card
Configuration of the Access Easy Controller. Please ensure that the setting in the Access Easy
Controller is configured properly.

Notice!

For the first combination in the table above, the “Don't Care” cards must be two different
cards from the same Dual Card Group ID.
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7.2

7.2.1

Adding and Deleting Cards

This section will describe how to add a new card, how to add a batch of cards and how to
delete a batch of cards. Under the section on how to add a batch of cards, user will also learn
to add a batch of cards with reference to an existing card, how to automatically replace the
existing card, and what happens during an unsuccessful card adding operation.

How to Add a New Card

Cazd Qssignmant

Search By Card #: I @ Batch Cards: :]T-.I

Search By Name: I @ Add Card: ,j?'j

. . Aadd Card:
In the Card Assignment screen, click on ?L‘
Assignment screen appears as shown below.

to add a new card. The Card

Card Qssignment

M
Search By Card #: % Batch Cards: jr-j

Search By Mame: @ add Card: ?‘1

Card #: 1

Facility Code: 0

Card Format: |AEC Priority Format M

User Narme: Card Humber:1

Departrment: | M

User Field 1:

User Field 2:

Access Level: |Please zelect an Access Level M Card Details

[] card haolder is able to Arm/Disarm  Edit

Card holder must abide by holiday schedules {To work in conjunction with Reader Options)

[ |
Enter the information in the fields accordingly and click to save the settings. The
functionality of each field is described in the previous section The Card Parameters, page 42.

Notice!
During an add card operation, when adding card numbers beginning with the digit “0”, for
example “09”, the “0” digit will be truncated and the card number becomes “9”.
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7.2.2 How to Add a Batch of Cards
In the Card Assignment screen, you are allowed to add a batch of cards in a single process.
This is extremely useful when adding a large group of cardholders into the system within the
shortest period of time. The following steps guide you how to perform this operation.

Let us take an example, presuming you need to add a batch of cards with the number ranging
from “8001” to “8100”.

Click on the ?‘1 icon for Batch Cards section on the Card Assignment screen. The
following screen shows the default settings when Batch Cards is selected.

Card #: 2001

Facility Code: 0

Card Farrnat; BOSCH-ADC Proprietarvy Format ‘i]

fccess Level Please select an Access Level ML‘EHS
Nurnber Of Cards: 100

Add Options
Copy From Global Card #:

Facility Code: ]
Card Farrat: | BOSCH-ADC Proprietarvy Format M

.C'.utarnaticalhr replace existing card(s) with default/reference card information

Enter the starting card ID in the Card # field (the number specified here will be the
starting number of the batch card operation and will be included). In this example, enter
“8001”.

The number that appears in the Facility Code is configured in Default Settings, page 92.
If the code is different from the default, then change it. Enter “0” if the card format
doesn't support the facility code.

Select the appropriate format from the Card Format drop-down list. The configuration of
the card format is done under Card Format, page 84. Only card formats that have been
configured will appear in the drop-down list. By default, “BOSCH-ADC Proprietary
Format” and “Standard 26 bit Format” is pre-configured into the system.

Select the access level for the card in the Access Level field. Only access levels that have
at least one controller selected will appear in the Access Level drop-down list.

Enter the number of card(s) to add in the Number Of Cards field. For this example, enter
“100”.

Click on the . icon. When the add operation is in progress, a message as shown
below appears.

If the operation is successful, a message “Batch operation completed” as shown below
appears.
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9. Click on the E icon to go back to the Batch Cards menu or wait for a few seconds for
the screen to return to Batch Cards menu automatically.

10. Click on the icon to return to the first page of Card Assignment screen.

How to Add a Batch of Cards with Reference to an Existing Card

This function allows addition of a range of card numbers with data entries copied from a
reference card number. All card number(s) added will be copied with the data or parameters
of the reference card.

Notice!
Parameters such as facility code, card format, user name and access level will not be copied,
as all these parameters relate to the individual cardholder.

Consider an example to assign cards with numbers from “101” to “110“ to certain staff. This
range of cards has the facility code of “200” and of “Standard 26 bit Format” card format.
Using card number “10” of facility code “3” and “BOSCH-ADC Proprietary Format” card format
to be our reference card for the new card setting, we proceed as follows.

1. Click on the ?‘1 icon for Batch Cards and enter the relevant fields as shown.

Card #: 101

Facility Code: 200

Card Format: BOSCH-ADC Proprietary Format M

fccess Level Please select an Access Level MM
Murmber Of Cards: 10

Add Options

Copy From Global Card #: in
Facility Code: 3
Card Format: |BOSCH—ADC Proprietary Format M

.ﬂ.l.ltarnaticall\,r replace existing card(s) with default/reference card information

2. Click on the icon to proceed. If there is no error during the card numbers addition,
the “Batch operation completed” message would be shown.

How to Use Automatically replace the existing card(s) with default/reference card
information function

This function will overwrite all data within a card number when the software encounters
existing card number (with same card format, facility code and card number) during Batch
Cards function. It allows recycling of card number allocation when employee resigns.

The function will be activated when a check mark appears in Automatically replace existing
card(s) with default/reference card information checkbox.
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Unsuccessful Card Add Operation

There are a few occasion when the card add operation is not successful. When this occurs, the
following messages will be displayed on the screen.

Card No already exist An existing card with the same card number, facility code

and card format is found in the system and Automatically
replace existing card(s) with default/reference card
information option is not selected. The system will not
overwrite the existing card and the new card will not be

added.
Reference card number not Reference card is not found in the database. It could be
found due to incorrect information in card format, facility code

or card number.

7.2.3 How to Delete a Batch of Cards

1.

You can delete a range of card numbers in a way similar to adding cards. Click on the

a icon instead to delete card numbers.

2. Adialog box as shown below appears. Select the OK button to delete cards.
Microsoft Intemnet Explorer
@ Do pou really want ko delete this Card?
] | Cancel |
3. After the cards are successfully deleted, a “Batch operation completed” message
appears.
Notice!

Deleting a range of cards is irreversible, so you have to be careful while deleting.

7.3 How to Import and Export Card Database

Card database can be exported in the CSV format to be stored in the user's PC. Users can
then make changes to the file and import the amended file into the system.

7.3.1 How to Export the Card Database
1. Onthe first page of Card Assignment screen, click on the _@ﬂl button located below
the Add Card function, as shown below.
Card Qasignment
Search By Card #: I % Batch Cards: :]:E-.I
Search By Name: |thn % Add Card: j?-_l
Select & CSW File: | Browse... Import | Export |
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2.  The File Download dialog box appears, as shown below.
File Download

""‘:?- You are downloading the file:

cardlizt jzp?export=1 from 123.2.1.88

Wwhould vou like to open the file or save it bo your computer?

Save Cancel tare Infa

W Always ask before opening this type of file

3. Click on the Save button to save the card database to your computer, or the Open button
to open the file.

4. Upon clicking the Save button, the Download Complete dialog box will appear, as shown
below after the download is successful,

Download complete _ [=]
EY
Download Complete
Saved:

card.csy from 129.2.1.88

Downloaded: 827 bytez in 1 zec
Download to: C:hwIND OWwS D ezktophoard cav
Transfer rate: 827 bytes/Sec

™ Close this dislog box when downlnad completes

Open Open Folder I Cloze I

5. Click on the Close button to close the box, or the Open button to open the downloaded
file.

A sample of the saved CSV file is shown as below.

Bl Edt yew Jreedt Fomat Tock Date Window Heb

FHERY inad - 4T L mE 2 v swslery EEAEs x| -

Snuglt (57| verdcer .

o3 =l - 0

A L] [ (1] E B G H 1 J K L M N

Card # Facilty CoCard Fom User Namd Deparimer Usar Field User Figld Access La Binary Length ArDisan Mobday ScExit Sch Enabla En
1 1} ] 1 hnf2000 ) 255 1 1 i
2 a o 1 hexOa00n i 255 1 1
3 a ] 1 hex07000 X 25 1 1
4 1} ] 1 oS00 % 55 1 1
5 a 2 Lea Weng ] 1 heoQb0C0 il 255 1 1
b a 2 Koh Bk ] 1 hexiOd00on ] 255 1 1
Fd 1] 2 Bryan Les o 1 i e000 ) 5 1 1
B a 2 Low Robard ] 1 a1 00008 X 255 1 1
aq 1] 2 5. Kignara ] 1 o1 30000 % 255 1 1
1] 0 2 Mark Richi ] 1 he 1 50000 i 25 1 1
n a 2 An: Arha o 1 e 16000 X 255 1 1
12 a 2 Loretts Lid ] 1 i 190000 X 25 1 1
13 a 2 Dawidl Li ] 1 o1 0000 % 55 1 1
14 1} 2 Marcus Be 0 1 a1 0008 Fo] 255 1 1
15 a 2 "ermon Ten ] 1 hea1000C ) 255 1 1
16 a 2 Pigre Bens o 1

1 hex{20000 i} 55

The file above is bnly an ex:almple of how the CSV file looks like. There are more fields than
shown in the example above. For each of the field in the file saved, refer to the table below.

The following details are saved in the database:

Item Description
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Card Number Limited to a length of 14 digits, consisting of 0 ~ 9.

Facility Code The range of numbers for this code is dependent on the Card
format used, up to a maximum of 5 digits.

For example:

Standard 26 bit Wiegand format could have a range from 0 to 255.

Card Format - Can be “BOSCH-ADC Proprietary Format”, “Standard 26 bit
Format” or any other format, configurable up to a total of 16 types
of card formats, including the above two mentioned format. The
number “2” in the Card Format column in the exported CSV file
represents the second listed card format in Access Easy Master. In
this example, “2” represents “Standard 26 bit Format”, as shown

below.
BOSCH-ADC Proprietary Format [v

BOSCH-ADC Proprietary Format
Standard 26 bit Format
Standard 34 bit Format

AFC Priority Format

User Name Limited to a length of 30 alphanumeric characters,

Department Configurable up to 255 departments. The number “'0” in the
Department column in the exported CSV file means that
department is not selected for the cardholder. The number “1”
means that the department is the first listed in Access Easy
Master. In this example, the number “1” represents “R&D
Department”, as shown below.

Department # Description

Sl *R&D Department

Ry *Accounts Departrment
*3 *Engineering Department
*q *Service Department
*5 *Project Departrnent
*5 *Production Departrment
R *Sales/Marketing Departrnent
*g *Purchasing Departrnent
User Field 1 Limited to a length of 20 alphanumeric characters, including digits,

alphabets, symbols such as # & [ ] and space. When User Field 1 is
configured as “Home Tel”, the heading User Field 1 in the
exported CSV file would appear as Home Tel. And for example, the
Home Tel of Matt Brown is 67724590. In the CSV file, it will
appear as shown below.

| D | E [ F [ 6 |

Uzer Name Department |Home Tel  User Field 2

flatt Brown 0 B7724590

Krishnan

Ali Ahmad
Santakh Singh

Les Weng Kin
Kaoh Buck Song

[ I e o Y e R

User Field 2 Limited to a length of 20 alphanumeric characters, including digits,
alphabets, symbols such as # & [ ] and space. When User Field 2 is
configured as “Mobile”, the heading User Field 2 in the exported
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CSV file would appear as Mobile. And for example, the Mobile of
Matt Brown is 98904237. In the CSV file, it will appear as shown.

| D B [ F [ 6 |
Uzer Mame Department |Home Tel Maohbile

hatt Brown 0 B7724500 98904257
Krishnan 0

Ali Ahmad a

Santokh Singh 0

Lee WWeng Kin 0

Can be any of the 1024 access level. The number “1” in the Access
Access Level Level column in the exported CSV file means that the first access
level is selected. The number “1024” means that access level
#1024 is selected. In this example, Access Level for Matt Brown is
selected as the first access level, as shown below.

| D | EL F | & | H ]
Uzer Name Depart Hame Tel Maohile Access Level
hatt Brown | 0 67724590 98904237 1
Krishnan 0 1
Ali Ahrmad 1] 1
Santokh Singh | 0 1
Lee Weng Kin 0 1
Kah Buck Song 0 1
Binary The user can leave this field blank when he is entering data in the
CSV file.
Length User has to enter the length in the CSV file. Without this field, the

card will not be imported into the system.
For example:
For “Standard 26 bit Format”, the length is “26”.

Arm/Disarm Zone The number in the Arm/Disarm Zone column in the exported CSV
file represents the alarm zone that the user can arm or disarm. The
numbers representing the alarm zones are as follows:

Alarm Zone 1 - 0 - represented by O

Alarm Zone 2 - 1 - represented by 1

Alarm Zone 3 - 2 - represented by 2

Alarm Zone 4 - 3 - represented by 3

All Alarm Zones - 5 - represented by 5

ook wndH

User cannot arm/disarm any alarm zone - 255

Holiday Schedule The number “0” indicates that the Cardholder must abide by
holiday schedules (To work in conjunction with Reader Options)
checkbox is not checked. The number “1” indicates that the
checkbox is checked.

Exit Sch The number “0” indicates that the Allow exit reader usage only in
accordance with time schedules checkbox is not checked. The
number “1” indicates that the checkbox is checked.

Enable Enroll The number “0” indicates that the New enrolment for the reader
schedules checkbox is not checked. The number “1” indicates that
the checkbox is checked.
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One Time Access The number “0” indicates that the Cardholder with one time
access only checkbox is not checked. The number “1” indicates
that the checkbox is checked.

Card + PIN The number “0”' indicates that the Card + PIN is required on
keypad readers checkbox in Access Easy Master is not checked.
The number “1” indicates that the checkbox is checked.

Extended The number in the Extended column indicates the extended
duration for door strike and keypad timeout. For example, the
number “0” indicates that there is no extended duration for door
strike and keypad timeout. The number “10” indicates that there is
an extended duration of 10 seconds for door strike and keypad
timeout for the cardholder.

Start Date The number “0” indicates that the Start Date checkbox in Access
Easy Master is not checked. The number “1” indicates that the
checkbox is checked.

Year The number in this Year column in the exported CSV file
represents the year for the Start Date for the card to take effect.

Month The number in this Month column in the exported CSV file
represents the month for the Start Date for the card to take effect.

Day The number in this Day column in the exported CSV file represents
the day for the Start Date for the card to take effect.

End Date The number “0” indicates that the End Date checkbox in Access
Easy Master is not checked. The number “1” indicates that the
checkbox is checked.

Year The number in this Year column in the exported CSV file
represents the year for the End Date for the card to cease being
effective.

Month The number in this Month column in the exported CSV file
represents the month for the End Date for the card to cease being
effective.

Day The number in this Day column in the exported CSV file represents
the day for the End Date for the card to cease being effective.

Dual Card The number “0” indicates that the Dual Card not assigned radio

Assignment button is not selected. The number “1” indicates that the Dual
Card presentation sequence radio button is selected.

Dual Card The number “0” indicates that “First Card” is selected for Dual

Presentation Card presentation sequence, The number '1' indicates that

Sequence “Second Card” is selected, and the number “2” indicates that
“Don't Care” is selected.

Group 1D The number in the Dual Card Group ID column indicates the group
ID the card falls into.

Card Pin The number in the Card PIN column indicated the encrypted card
PIN number. Default card PIN number is set at “1234000”.
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7.3.2

Card Disabled The number “0” indicates that user card is not disabled for access,
The number “1” indicates user card is disabled from all access to
the system permanently.

How to Import the Card Database
Sometimes, user may have a lot of changes to make or new cards to add before importing the
card database into the system.

1. To import card database into the system, select a file to be imported by clicking on the
_Browse. | button. The Choose File dialog box appears for user to choose the file to be
imported, as shown below.

Lok [ Deskiop =8l g =

24 My Computer B2 Adobe Reader 6.0 8] Dscn 547.ipg

5 My Documents Wbbackup axe
Metwoik, Neighborhood CoderZ exe G Lobus Notes
Wirdip Bl cuteprinter. ee R MapE ditor. e

1 Certral 845 HW Fics JBE Cugwin FLNSS etup exe
PV Datsbasze B3 Pro pics ﬁ] D=cn154E jpg g ow32enent 23 ex
4 | i

Fiepame: | Open |
Files of lype: |21 Files ") | Cancel |/
¢

2. Select the file in CSV format to be imported to the system and click the Open button.
3. The file name and directory will appear in the Select a CSV File field as shown below.

Access Easy Master Controller

Card Qssignmant
Search By Card #; I % Batch Cards; jP-.I
Search By Mame: I @%/\ Add Card: j?-.l
Select & CSV File: |C~WINDOWS-Desktop~c { Hrowse I Inport I Export |

4. Click on the ﬂl button to import the card database into the system. The window as
shown below appears.

A Import All the cards - Web Page Dialog

Option A: All existing cards in the database will be deleted before importing
Option B: Only the new cards are inported to the database

Option B ] l Cancel ] |

[ Automatically synchromise cards to the panels

5. There are 3 options that user can choose from:
Option A - When this option is selected, the existing database will be deleted before the
new database are imported.

Option B - When this option is selected, only the new cards are imported to the database.

Cancel - Cancel the import function.
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Notice!

If you wish to synchronize the new database to all the controllers, please check the
Automatically synchronise cards to the panels checkbox first before clicking your desired
option.

7.3.3

7.3.4

6. The card database will be imported into the system.

Cards Enrolment Operation
This function is to facilitate selected card holders to have the right to use their card to activate
a reader to be in enrolment mode.

Card Enrolment of Card with Unknown Wiegand Format

To use any unknown proprietary Wiegand card format, administrator can activate a reader,
either by pre-assigned enrolment card or by web page, to be in enrolment mode and enrol any
card into the card database (maximum bit length is 64).The sections below will guide the
administrator on how to activate a reader to be in enrolment mode, both by enrolment card
and by web page.

Card Enrolment Using Web Page
If the administrator chooses to enrol a card of unknown proprietary Wiegand card format
using the web page, he should follow the steps below.

1. To go to the page as shown below, select Card Assignment menu from the left pane,

followed by Batch Cards Bateh Cards: T at the top-right corner, and lastly select Go to
Cards Enrolment @ Go to Cards Enrollment. The screen as shown below will appear.

Go to Batch Cards

Cards Enrollment Reader: Reader 1 bt

Card #: [ auto Assignrment
Marne: ' |

Aooess Level 'Please select an Access Level v—wj

List of scanned cards:

Add Dptions

Copy From Global Card #:

Facility Code: 1

Card Format: BOSCH-ADC Proprietary Format v|

[¥] Automatically replace existing card({s) with default/reference card information

BB

Select a reader to be the enrolment reader. In this example, we select “Reader 1” to be

the enrolment reader.

2. Click on the button to activate the selected reader as the enrolment reader.
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3. Present the card with unknown Wiegand format to the enrolment reader, which is
“Reader 1” in this example. The card that has been presented to the enrolment reader
will appear in the List of scanned cards list box as shown in the screen below.

Cards Enrollment Reader: Reader 1 et

Card #; | | [Cauta Assignment
Hamne:
Access Level Flease select an Access level v Details

01 D:00000000CCEZDETD 26

List of seanned cards:

Add Options

Cepy Fram Global Card #:

Facility Code: :1

Card Farrnat! BOSCH-ADC Proprigtary Format V|

Automnatically replace existing card(s) with default/reference card information

GE3E

4. The administrator can now assign any card number, name and access level to the card. In
the screen below, the Card # is assigned as “1208”, the Name of the cardholder as “Julia
Chua” and the Access Level as “Full Access”. Refer to Access Levels, page 64 for more

details.
o to Batch Cards

Cards Enrollment Reader: Reader 1 “

Card #: 1208 D auto Assignrment
Name: Julia Chua |

fecess Level ' Full Access V-M

01 OxDDD000000ZE3DEYD 26

List of scanned cards:

Add Options

Zopy From Global Card #:

Facility Code: 1

Card Format: BOSCH-ADC Proprietary Format e

Automatically replace existing card{s) with default/reference card information

GBERE

Notice!

If you have a number of cards to enrol, for example 20 cards, you can select the auto
assignment feature which will automatically increment the card number after you enrol the
first card.

It is recommended that the administrator assigns a number to the card of unknown Wiegand
format beforehand and sticks a label on the card, so that it is easier to refer to the card
number during the card enrolment process.
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5.

6.

Highlight the card in the List of scanned cards list box that you are assigning the card
number and name to, as shown in the screen below.

Mritmaimet

Cards Enrellment Reader: Readex 1 e

Card 2: 1208 - Oaute aAssignment
ET T Julia Chua |
Access Level

Full Acoce

List of scanned cards:

Add Options

Copy From Global Card #:
Facility Code: 1
Card Format: BOSCH-ADC Proprietary Format ?|
E| Autornatically replace existing card(s) with default/referance card information

G0

Click on the button to add the card with the assigned card number and name to the
database.

Card Enrolment Using Pre-Assigned Enrolment Card

A pre-assigned enrolment card is a user card that has been checked with the Card Holder Can
Enable Enrolment Operation option. For details on how to set a card to be a pre-assigned
enrolment card, refer to the section above.

If the administrator chooses to enrol a card of unknown proprietary Wiegand card format
using pre-assigned enrolment card, he should follow the steps below.

To go to the page as shown below, select Card Assignment menu from the left pane,

followed by Batch Cards Bateh Cards: ?ﬁ at the top-right corner, and lastly select Go to
Cards Enrolment @ So to cards Enroliment, The screen as shown below will appear.

Cards Enrollment Reader: Reader 1 b

Card 2 | | D aute assignment
Warmne:
Access Level Pleaze =zelect an Access Lavel ¥ Details

01 0:z0000000002E3DEM 26

List of scanned cards:

Add Options

Copy From Global Card #:

Facility Code: :1

Card Format: BOSCH-ADC Proprietary Format "

automatically replace existing card(s) with default/reference card information

Present the pre-assigned enrolment card to a reader. The reader is now activated to be in
enrolment mode. If the pre-assigned enrolment card also has access right to the reader,
press key <7> on the keypad before presenting the pre-assigned enrolment card.
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4.

7.4

Present the card with unknown Wiegand format to the enrolment reader. If key <7> is
pressed before presenting the pre-assigned enrolment card, the timing on keypad timeout
will have to be observed. This means that when a pre-assigned enrolment card is
presented to the reader to activate the reader as an enrolment reader, the new card to be
added to the panel has to be presented to the same reader within the timing set in
keypad timeout. Failure to do so will cause the reader to return to normal mode. For the
setting of timing on the keypad timeout, please refer to Reader Options, page 126.

The card that has been presented to the enrolment reader will appear in the List of
scanned cards list box, as shown in the screen below.

Cards Enrollment Reader: Reader 1 el

Card #; | [Cauta Assignment

Hame:

Access Level Pleasze =zelect an Aocess lavel » Details
01 0x0000000002E30EMD 26

Lizk of seanned cards:

Add Options

Cepy Fram Global Card #:

Facility Code: [1 |

Card Format: BOSCH-ADC Progrietary Format -
Automnatically replace existing card(s) with default/reference card information

To add in the new card to the card database, refer to Steps 5 to 6 in the Card Enrolment
Using Web Page section above.

How to Use Search Function

The Card Assignment menu allows us to search for cards by name or by card number.

Search By Card #: I

Search By Mame: |

@
@

If you want to search by card number, you may enter the card number in the Search By Card #
field. If you want to search by user name, enter the user name in the Search By Name field.

Let us consider an example. Suppose we want to search for a cardholder named “John”. The
resultant screen will be as follows.

Card Qssignment
\.
Search By Card #: I % Batch Cards: ,?‘1
o
Search By Mame: |thn @ Add Card; jiﬁ
Select & CEY File: | Browse. | Import | Export |
or List o Card Report
1 E& John Goh
2 232 Johnny Tan
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7.5

Searching for a cardholder named “John” will display all users with “John” in their names. You
can directly click on the user to go to the user details page.

Let us consider another example. Suppose we want to search for a card number “232”. The
resultant screen will show card information of the search, as shown on the following page.

Cazd Qssignmant
Search By Card #: |232 % Batch Cards: j?-j
Search By Name: | @ Add Card: j?-j
Select & CSW File: | Browse. . I Inport | Export |

o List o Card Report

1. 232 Johnny Tan
2 232 Peter Lim

Searching for a card with card number “232” will display all cards with card number “232”. If
the system has two or more cards with exactly the same card number, but with different card
format or facility code, a list of user names will be listed for your selection.

How to Generate Card Assignment Report

The Card Assignment Report Generation feature allows us to view a report on all or selected
cardholders based on their name or their card number.

When we select on the Card Report link ® Card Report on the first page of Card Assignment
screen, we will see a screen as shown below.

Cad Qosignment Roport Gengration

Card #:I

Name :|

L

Selected list of Card Holders

L0

We may either search for a cardholder by card number or by name and add to the selected list
of cardholders. When we perform a search by card number, you will see a screen as shown

below. Let us assume that we are searching for a card number “9”.
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Card Haignmant Regort Gensiation

Card #:|9

Name:l

..% .—%

List of Person Found

Anna Karanina

Selected list of Card Holders

Anna Karanina

L0 ES

When we search for a card number “9” (for example), you will see a screen as above. We will
be able to see the name of the person corresponding to the card number. Clicking once on the
person's name will add that person to the Selected list of Card Holders field.

We may also perform a search by name. Let us consider, for example, that we are searching
for a name “Jdohn”. When we perform a search for “John”, we will be able to see all persons
having “John” in their name.

Carel Qusignment Roport Jenziation

Card #:I

Name:lJDhn

;% ..-%

List of Person Found

John Clinton

John d'Bapti=t

John Eales

John Trawvolta

John Hichasl Wincent

K0 B

Selected list of Card Holders

Anna Karanina

W Jm] >
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We may select the person you want to add to the Selected list of Card Holders field by

clicking once on the person's name in the List of Person Found field.

To generate a cardholders report based on the parameters above, click on the submit B

icon.

A sample report is shown below.

Bosch Security Systems Pte Lid
30C Jalan Pemimpin Singapess STTLED

Card Assignment Report
Thursday. 11 Sep Z005F iZ:40-44

Lagends

A Dizamy - Cord helfer iz abls do ArmiDizarnn

Heliday Sok - Cord helfer must abide by bolday robedules (Fo woh i conpunstion sith Reader Options)

Exit Soh - Affewr e resder urage onfy v aocondance with fime sohedules

Card + B - Card + BN i requived en Reppad readers

Enzble Envodl - Card holfer can enable enrolirent aparsbion

Ows Thne Acoess - Card bolder widh one e aocess ooy

Extandad - Extended durabion for deor aocess

- Card & Namme Card Format Arne S Disarme
Facility Access Lewel Ulser Field I Haliday Sci
Cade
Oegartment Card Type Ulrer Field 2 Ewit Sch
g:::.? e Finpe Accerss Bual Card Arsignment trawd 4 AV
Azne Dercrptien Accers Growp A Acsess Growp A

1 L] Anna Karaning Standasd 26 bit Fosmnat Mot Salected
L] Full Accass Leval Salectad
Zalas &
Mambating Global Salactad
Mgt .
Salactad Hal Saledad Mot Assignad Salaciad

2 402 Jdeha Clinkar Met Salactad
o Full Arcasz Laval Swlachad
Enginssring Glabal Salactad
e e Nt Selactad Mot Arzigned Selactad

Pags 1 of 1

It contains all the details found under The Card Parameters, page 42.
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8 Access Levels

An access level is defined as a group of access groups, while an access group defines a list of
readers within certain authorized time periods (predefined schedule) that the cardholders can
access. There are 1024 programmable access levels.

In addition, there are two more unique access levels. They are the full access level that allows
cardholders to access all readers at all times, usually reserved for the President, Chairman, or
Directors of the company and the unused level that prohibits cardholder to access any reader
at all times.

Access level is implemented to simplify the process of assigning cardholder's access rights to
each reader in each Access Easy Controller. In a system where more than one Access Easy
Controller are implemented to control the access of doors, we will need to configure the
cardholder number into each and every one of the Access Easy Controller. This is a very time
consuming process. With Access Easy Master, we could configure cards for the cardholders by
assigning them with access levels. Each access level could define the access groups that the
cardholder belongs to in each Access Easy Controller.

It is highly recommended that detail planning be done before setting up the access levels.

8.1 The Access Levels page

To activate Access Levels screen, click on Access Levels link from the main menu page. The
Access Levels screen will appear as shown below.

fecass Laval
=100 = & i Gl

Fl__lll Access Level

-
I
—
=
(=}

Managers Access

Click on any of the
Visitor Access Description or Access

W "
Undefined Access Level 7 Level ¥ 1o configure the
i Access Level

Ad
Llndef!ned Access Level 9

Ly
Undefined Access Level 11

Undefined Access Level 13
| W 4

lrdafinad Arrace laual 15

The Access Levels screen will show the different access levels with their descriptions. After
activating the access levels, we need to configure the access levels for granting access across
different controllers. Select from the drop-down list on the top left corner to select access
level numbers that are more than 100.

AlRlR R B e ke~ e 1 b e s
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8.2 How to Configure Access Levels

1. Click on the access level (can be any of the 1024 undefined access levels) you want to
configure. You will see a screen as shown below.

Aecass Lavel

Tndefined Acces= Level 6

Access Group A Access Group B
™ Main Office edit edit
edit edit

" central Office =k

2. Enter the description for the access level in the Description field.

You will see a list of available Access Easy Controllers in the Access Level screen.

4. Check on the controllers you wish to add in the access level. For this example, the
controller is “Central Office” ¥ tentral office,

5. Click on the edit link under Access Group A or Access Group B columns to select the
appropriate access grouping from the list. There is no priority or precedents in Access
Group A or Access Group B. When any of the edit hyperlink is clicked for that row, the
screen as shown below appears.

w

Hecess Lavel
Tndefined Access Lewvel 6
Access Group A Access Group B
edit edit

™ Main Dffice

" central Office I j' I j'

ER@0

6. Click on the down-down list to select an access group for Access Group A and Access
Group B. Leave the entry as blank or select “Unused” if it is not required.

Hecass Laval
Tndefined Access Lewvel 6
Access Group A Access Group B
edit edit

[" Main Dffice

" central Office I ]' I ]'

=]

Full l:ess

[ |
7. Click to save the new settings.

Notice!
The access groups in each controller has to be predefined in the controller itself. To define
the access groups in the individual controller, go to How to Setup Access Groups, page 120.
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8.3 How to Print Access Level Report

An Access Level report contain details of all the access levels which are configured. Undefined
access levels will not be included in the report.

To print an Access Level Report, click on ®  #ccess Level Report |ocated on the top right corner
of the Access Levels first page.

The Access Level Report Generation web page has a drop-down list which shows all the
configured access levels. Select the access levels you want to include in the Access Level
Report by clicking once on the access level in the drop-down list. The Selected list of Access
Levels list box will display the access levels you want to be included in the Access Level
Report.

Beca:s Lavel Rapost Gangration

|Avai lable Access Levels ;I
Selected list of Access Levels
Staff Access

Vi=zitor Act

G086

Only configured access levels will be shown in the list box for selection. Configured access
levels are those with at least one Access Easy Controller checked and at least one access
group configured and not left blank.

Notice!

To print an Access Level Report, click on the submit G icon.

A sample Access Level Report is as shown below.

Bosch Security Systems Pte Ltd
38C Jalan Pemiapin Singapere E77180

hocess Level Report

Wedypesday, Aug-re-2008 37087 a4: A0

Access Leveal & Access Laval Descrption
Pane| Description Access Group & Access Group B
1 Roaming Access for Science Pk
Central Office Full ecess Unuzed
Gateway Offica Full Accass Unusad
Lewel 2 Managers Access
Central Office Mormal Access Group Unuszed
Gakeway Cffice Mormal Acess Group Unused
3 Lewel 1 Managers Access
Central Office Unuged Harrnal Access Group
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9

Users Setup

Each user can be assigned access rights to access and carry out configuration on certain or all
functions of the Access Easy Master. Access Easy Master can support up to 25 users, including
the Superuser whose access rights cannot be changed.

The Users Setup menu item allows the System Administrator to define different access to
users, by selecting whether a particular user can have view and/or save access rights to

configurable features.

It is important that only authorized users are able to change the following settings, as the
implication could be a security breach, if unauthorized user gives themselves access to
important feature in the system, such as full access for their cards or unlock a door.

Notice!
The default password and user ID should be changed once the system is in operation!

9.1

In the following sections of this chapter, we will be referring to “Login User” as the user who
will login to the Access Easy Master from any computer using a web browser program and
operates the system.

Setting User Access

This section describes how to change the user name and password, and how to change the

access to menu items.

The following is a screen of the Users Setup page.

Usazs
[ ser® UserName ]

Lber,
Mincent
whlligrn

Click on either the User Mame
or the User # to edit the

setting

BEERREBREERRRRGRE e e
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9.1.1 How to Change User Name and Password
1. Click on the user name or its user number and the following screen will appear.

Access Easy Master Controller BOSCH

Users Setup

User Name: [fuserl X

Password:

Confirm
Password:

Must be 8 characters long.

Minimum 1 lower and 1 upper case letter.
Minimum 1 numeric character [0-9].
Minimum 1 special character as below:

~l@#$% M *(0)-_+={}1:1./

Password
Policy:

Activity
View Activity/Map
Manual Control
Door Control

(Ack) F (ackal)

Input Control

Output Control
Database Admin
Card Assignment
Access Levels
System Admin
Users Setup

Panel Setup
Holidays
schedules

Server Setup
Report Generation

NI EAE 3@ AEE =

Database Backup
Reboot

Panels Admin
Access Groups

19 MM INEE S8 mE=

13

Notice!

The first ”Login User” will always be the Superuser. A Superuser has access to all menu items
and its settings cannot be changed except for the user name and password.

Checkboxes that are greyed out like this ¥ indicate that the setting cannot be changed.

2. To edit the User Name, delete the default user name and enter the new user name.
3. To edit the Password, delete the default password and enter the new password.
4. Enter the new password again in the Confirm Password field.
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Caution!
The password is case-sensitive. For security reasons, every character entered in the password
field is represented by a dot.

The passwords must meet the following requirements:
must be 8 characters long

must consist of at least

- 1 lowercase letter,

- 1 uppercase letter,

-1 number, and

- 1 special character from ~"!1@#$%"*()-_+={}[1;:,./

=

5. Click on the icon to save the settings. If the passwords in the Password and
Confirm Password fields match and meet the password policy requirements, a change
confirmation message appears. The new settings will only take effect upon the next

successful login.

9.1.2 How to Change the Access to Menu Items
View
Refers to having the access right to view the contents of the menu item.

Save
Refers to having the access right to edit the contents of the menu item.

If only the Save checkbox for the menu item is checked, the system would treat that both the
View and Save function as being selected, as View option is a subset of the Save option.

1. To assign the various menu item access rights, check the checkboxes of the desired menu
item under View and/or Save columns. To unselect the point, click on it again.

=
2. Click on the ==

the next successful login.

icon to save the settings. The new settings will only take effect upon
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10

10.1

Panel Setup

This chapter will provide a step by step guide to how to add an Access Easy Controller.
The Panel Setup screen allows us to identify the Access Easy Controller that will be managed
by the Access Easy Master. It will also show the connection status of the Access Easy
Controller with the Access Easy Master.
Below is a screen of the Panel Setup.

Mane! Setus
_ Panel#  Panel Description ~~ Statws

1 Central Office Connected
Z Gateway Office Connected
] Undefined Panel #3 Mot Setup
4 Undefined Fanel #4 Mot Setup
5 Undefined Panel #5 Mot Setup
1) Undefined Panel #6 Mot Setup
7 Undefined Panel #7 Mot Setup
ki) Undefined Panel #8& Mot Setup
k) Undefined Panel #3 Mot Setup
in Undefined Panel #10 Mot Setup
11 Undefined Panel #11 Mot Setup
1z Undefined Panel #12 Mot Setup
13 Undefined Panel #13 Mot Setup
14 Undefined Panel #14 Mot Setup
15 Undefined Panel #15 Mot Setup
16 Undefined Panel #16 Mot Setup
17 Undefined Panel #17 Mot Setup
18 Undefined Panel #18 Mot Setup
19 Undefined Panel #19 Mot Setup
Z0 Undefined Pane| #20 Mot Setup

Access Easy Master is able to support up to 20 Access Easy Controllers.

How to Add an Access Easy Controller

Before the user proceeds with the following steps, he should ensure that the Access Easy
Master IP address is also registered in the Access Easy Controller. Log in to the Access Easy
Controller itself to register the Access Easy Master IP address.

1. Click on any of the undefined controller (in this example, “Panel #3” is not configured
yet) and the following screen will appear.

Panel Setupa
Panel Description: IUndef ined Panel #3
Panel IP Address: |EI .|EI .|D .ID

2. Enter the description in the Panel Description field and the IP address in the Panel IP

L]
Address field. Click on the icon to save your settings. To delete a controller, click on

the icon.
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3. Once the IP address of the new Access Easy Controller has been added to the Panel
Setup page, Access Easy Master will attempt to connect to the new controller and
synchronize the database. If Access Easy Master fails to connect to Access Easy
controller, the status will show that it is not connected.

1 177.16.10.97 Connected
2 Undefined Panel #2 _Not-Setup
3 test i Mot Connected 7

The Status column shows the status of the Access Easy Controllers connection with the
Access Easy Master:
“Not Connected” - Access Easy Master is unable to detect the Access Easy Controller.
“Initialising” - Access Easy Master is synchronizing with the Access Easy Controller. This
will only happen when a new controller is added and new database has to be created.
“Deleting” - Access Easy Master is deleting the database. This will only happen when a
controller is deleted.
”Connected” - Access Easy Master is able to detect the Access Easy Controller.
“Not Setup” - There is no Access Easy Controller setup.

4. After the controller is successfully connected to the server, there will be two extra button

“ and ﬁ in the Panel Settings, as shown below. This is for the user to synchronize
the following data and settings configured in the Access Easy Master to the controller:
Card Database, Holidays, Schedules and the groups under controllers admin such as
Access Groups, Card Readers, Input Setup, Output Setup, Advance I/O Setup, Input Point
Configuration and Email/SMS Configuration.

Panal Setua
Panel Description: |1?2 16,10 .91
Panel IP Address: FEFI Y3 .10 NER

ClLlAE

10.2 How to Download Database to Panel

User can download database to the controller. This allows user more control to select desired
controller to update the database. This feature is useful if some controllers in the system are
not fully operational and the user does not wish to update these controllers yet. Or a faulty
controller has been replaced with a new one, hence the user could use this feature to
download the database back to the new controller.

Notice!

Only controllers with the status "Connected" are able to download any new database to the
controller.
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Download Database to Controller
1. Click on the desired controller (in this example, “Panel #15” is selected).

Nanal Setupp

1 129.2.1.32 Hot Connected
2 fi nel # Not Setup
3 Undefined Fanel #3 Not Setup
4 Undefined Pangl 24 Mot Setup
5 Undefined Pansl #5 Mot Setup
& Undefined Panel £6 Not Setup
. Undefined Panel #7 Not Setup
8 Undefined Panel #8 Not Setup
2 Undefined Panel #9 Not Setup
10 ndefined Panel & Mot Setup
1l Undefined Panel #11 Mot Setup
12 Undefined Pansl #12 Hot Setup
13 Undefined Pane] £#13 Mot Setup

3 _:_._.:_.__ J-Fan - 4 Mot Satuc
15 Connected
17 fined Panel 217 Not Setup
1g [l nal # Hot Setup
13 Undefined Panel 219 Hot Setup
20 129.2.1.29 Connected

2. Click on the l l icon to download the database.
3. Click the OK button to start overwrite the existing database of the selected controller.

4. Once the new database is downloaded, click on the E icon to return.

Notice!

The following database will be downloaded to the controller: Card Assignment, Access Level,
Holidays, Schedule, Department List, Access Group, Card Readers, Input Setup, Output
Setup, Advance 1/0 Setup, Input Point Configuration and Email/SMS Configuration
database.

Download Card Database to Controller
1. Click on the desired controller (in this example, “Panel #15” is selected).

Nanal Setup
© Panel #  Panel Description Status

1 129.2.1.32 Not Connected
F i nel & Not Setup
2 Undefined Panal #3 Not Setup
4 ndefined Pansl 24 Not Setup
5 Undefined Panel #5 Not Setup
] Undefined Panel £6 Not Setup
. ndefined Panel #7 Not Setup
F Undefined Fanel #6 Not Setup
£ Undefined Panel 29 Not Setup
10 Undefined Panel #10 Mot Setup
1l Undefined Panel #11 Mot Setup
12 Undefined Panel #12 Not Setup
13 Undefined Panel #13 Hot Setup

d Leaabnad-Flas - 3 Mot S ol
15 Connected
17 ndefined Panel 217 Hot Setup
1g L1l mal # Hot Setup
13 1 Not Setup
20 129.2.1.29 Connected

2. Click on the ﬁ icon to download the card database.
3. Click the OK button to start overwrite the existing database of the selected controller.

Microsoft Internet Explorer,

\:p Panel card database will be overwritten, Continue?

[ Ok ] [ Cancel
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4. Once the new card database is downloaded, click on the E icon to return to the
previous screen.
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11.1

Holidays

Holidays are applicable to all the Access Easy Controllers managed by the Access Easy Master.

Holidays have to be set up only if the system operation behavior is required to be different

during those times. Some examples of how the parameters affect the system operation

behavior are:

—  The controller unlocks a specific door during certain working hours of the day. However,
during a holiday, the door will remain locked the whole day.

— A cardholder is allowed access to certain areas during working hours. However, during a
holiday, the cardholder is not allowed access.

By providing a centralized configuration of holidays, the Server Administrator can just
configure holidays in the Access Easy Master and it will synchronize with all the Access Easy
Controllers automatically.

This section covers the step-by-step guide to set up holiday parameters.

Holidays set-up consist of 64 holidays selection, of which 32 are assigned to regular holiday
dates and the other 32 assigned to special holiday dates. There is no difference between the
operational behaviors of both types. For simplicity, you may treat the special holiday set up for
use during the eve of a holiday.

Each holiday has the feature to include the year in the processing. If the Include year in
processing? radio button is set to “No” option, the controller will not consider the year during
a date check. This is very useful if the holiday date falls on the same date year after year, for
example New Year’s Day and Christmas Day needs only to be defined once. Those holiday
dates that vary from year to year will have to be updated at the beginning of the year, and the
Include year in processing? radio button should be selected as “Yes” option.

User can use this feature to ease the updating of holiday dates every year by allocating, for
example, the first 10 holidays for fixed holiday dates, and the rest of the holidays for variable
holiday dates. In this way, user just has to update on the variable holiday dates and skip the
fixed holiday dates at the beginning of the year.

How to Configure Holidays

1. From the left pane, select Holidays menu. A screen as shown below appears.

Global Holiclays
% Reqular Holidays o Special Holidays & Hals R
[ Regular Holiday # Deseription
W TE§r
ghruig_rn;g Day

Undetined Reqular Holiday 4
Undafined Regular Holiday 5
Undafined Regular Holiday 7
Undefined Reqular Holiday 8
Undefined Regular Holiday 3
Undefinad

L Reqular Holid
uUndefinad Reqular Haliday 1
[Reqular Holid

Click on either the Holiday #
or Description to configure

=

g

Undefined Regular Holida
Undefined Reqgylar Holid
Undefined Regular Holiday 1
Undefined Reqular Holid
Undefined Regular Holiday 17
inad B i
ndefined Bagular Holi
Undefined Reaular Holidav 20

=4
fis
o

:

ln

s

BhkhkEkkEREEErmmmnte
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2. Click on the o Regular Holidays or ¥ Spedial Holidavs |ink to list the appropriate ho“day type
3. Click on the entry in the Holiday # or the Description column to proceed. A screen as
shown below appears.

Plobal Holidags

Reqular Holiday # : 4

Haoliday Description; |Undefined Reqular Holiday 4

Current Holiday Date;

MNew Holiday Date: Day: I "-I Mnnth:l 'I Year:l -—I

Include year in processing? " Yes * Mo

E@E3B

4. Delete the default text and enter the new description in the Holiday Description field.
5. Select the New Holiday Date from the Day, Month and Year drop-down list. After it is
selected and saved, the date will be reflected on the Current Holiday Date field.

6. If the holiday date is fixed, then select the “No” option for the Include year in
processing? radio button. Otherwise, select the “Yes” option.
7. Do one of the following:

L]
- To confirm the entries, click on the button. This will cause the Access Easy Master
to start replicating the changes to the rest of the Access Easy Controllers.

- To clear the entries, click on the . button.
- To cancel the operation, click on the button.

- To return to the first page, click on the button.
8. Proceed to configure other holiday dates where applicable.

The example below shows selection of “Regular Holiday #1” is used for Christmas in the year
2004. Since the date always fall on the December 25th, the Include year in processing? radio
button is set to the “No” option.

Global Holidays
Regular Holiday # : 1
Holiday Description; [Christmas
Current Holiday Date: 25 Dec
Mew Holiday Date: Day: IE:'J Mumh:m Yaaril_g
Include year in processing?  Yes & No | The year is not taken

| irto consideration.

(=]

-
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11.2 How to Generate a Holidays Report

Once you have completed configuring the required holidays, a hardcopy can be printed out. To
print any one or all holidays (regular or special) configuration, follow the steps below.

1. From the first page of either the Regular Holidays or Special Holidays, click on the
© Holidays Report |ink, The example below shows the Regular Holidays Report generation.

Holiday eport Ganazation

Regular Holidays Report
Available holidays =]
Selected list of Holidays

Q086

2. Select the desired holiday from the drop-down list and it will appear on the Selected list
of Holidays list box, as shown below. If no holiday is selected from the drop-down list, all
the available holidays with date settings will be included in the report.

#q!.r‘a._’q /epert Genzration

Regqular Holidays Report

Ausilable holid

selected list of Holidays

B ¥ [=
& Jm. [ x]&
3. To remove the selected holiday from the Selected list of Holidays list box, select that

holiday and click on the 8 button.

4. Click on the G button for a print preview of the report.

The following screen-capture shows an example of the Regular Holidays Report.

Notice!
Only holidays with date setting will be shown.

Bosch Security Systems Pte Ltd
380 Jalan Penmimpan fimgapore E77.80

Begular Holidays Report
Theicaday, RAug-26-2004 2:58:25:7M

- Descrpton Date

i Haw vesr Day Jan-01-

z Lunar Nayv Tasr Fab-15-2004
-3 Ehristrnas Day Dac-25-
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12 Schedules

Schedules can be used in the following manner:

— Schedules are allocated to card readers for access groupings. This is to specify whether
cardholders can access specific readers at specific time, or cardholders need to enter PIN
at specific time.

— Schedules are allocated to the card readers to activate or deactivate readers at specified
time. It is also used to define whether PIN mode will be used for the reader at specified
time.

— Itis used to define the time intervals to arm or disarm alarm zone.

— Itis used to define the time intervals for triggering of the output points. For example, this
is used for scheduled triggering of lighting utility for an area.

Schedules are common to all the Access Easy Controllers managed by the Access Easy Master.

Notice!
All entries for time are based on 24-hour, 4-digits format.

12.1 System Behavior when using Schedule

The diagram below provides a graphical representation of the system's behavior when a
schedule is used on the various functions.

Schedule configuration Irteryal © Start | 0830hrs Interval 1 End : 1730hrs,
ooon 0E30 1731 Z364
Behaviour when applied to T boar T
Reader (Door) Locked Unlacked Locked
[ululul] agz0 17321 2359
Behaviour when applied to Actess Contral Acoess Contral #ecess Control
A G Fracessing FProceszing Activated Processing
ccess Lroup Dre-activated 9 De-activated

Qooo 0220 17231 2259

Eehaviour when applied to FIN code N sods mat resaired T
Card and PIN mode required cede netrzquire required

ulalulu] 0220 1731 2369

Behaviour when applied to Input Faint - Input Point
Input Setup Armed Input Paint Dizarmed Armed

Qooo 0z30 1731 2359

Behaviour when applied to Dutput .
Output Setup Faint Off Output Faint On
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Notice that all the functions toggle its state only at 1731hrs instead of 1730hrs. The reason is

that Access Easy Controller takes 17:30:59hrs as a valid end time for 1730hrs.

12.2

How to Configure Schedules
1.

From the left pane, select Schedules menu. A screen as shown below appears.

Global Schadules

% 1.178

o B s s R B

é

B

RERRERERERERERRERR B =

% Schedyles Report

Click on either the

Schedule # or Description
to configure

Click on the » 1-128 or ® 128-255 |ink to list the appropriate schedule range.
Click on the Schedule # or the Description text to proceed. A screen as shown below
appears.

Schedule #: 1

Schedule Description;

Global Schedules

|indefined Schedule 1

Sunday
Monday

Tuesday
wWednesday
Thursday

Friday

Saturday
Reqgular Hol

Special

666666666

Hal

Delete the default text and enter the description in the Schedule Description field.

Click on the =

n)

button.
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10.

Click on the @& button beside the day of week (DOW) row. This will enable the whole
row for editing as shown on the following page.

Flobal Schedules

Schedule #: 1
schedule Description: ISDhedule 1

Cf_g'f' Start End Start End Start End Start End
Sunday r =pEs oofe= Hio s ==f== R 5o s 5
Monday - rrrd o r
Tuesday - S =<0 St = p== =ier === SR ===
Wednesdag I- s === bt bt =-—i=- b2t el H B R =-_—i-
Thursdal,l I- AP il Ho PRI il v oS S e L2 Gl il i
Friday Il srgee oo wf ==f== 2ie IR e =g
Saturday - S =<0 S = p== EoiE N - i ===
Regular HDI I- s il i HEL i Eedh: 0 t=i- B R it
Special HDI I- Rt e - il binnkt Griaiat SR Sl e s ol il i

2880

Click on the required field, starting from Interval 1 - Start, and enter the appropriate time
in 24-hour, 4 digits format.

Repeat step 7 until all applicable entries are entered.

If the time of operation is the same for “Monday” to “Friday”, check the Copy To
checkboxes. This will duplicate the setting to other DOWSs, as shown below. To unselect
the DOW, click on the corresponding checkbox again.

Global Schaedules

Schedule #: 1
[Schedule 1

Sehedule Description:

Copy Morars End Start End Start End Start End
Sunday I === =g —q-- —-ies —-pes —-ge- e S
Monday fog 3o 230 fisfis iz eo [ [ [ [ [
Tuesday . ——pe —npee —agee e —iEe e S e
Madnasday v E= To copy the entr es in Monday field to other DOw. 777
R ~ o In this case, Tuesday to Friday will have the same
Friday F o entries as Monday. s
Saturday - e
Regular Hol o N T g SR el s
Special Hol - —mpem g --e- -y —-i- o . i

Do one of the following:

L]
- To confirm the entries, click on the button. This will cause the Access Easy Master
to replicate the schedule to the rest of the Access Easy Controller.
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- To clear the entries, click on the button.
- To cancel the operation, click on the button.

- To return to the first page, click E on the button.

11. Proceed to edit the other DOWs or holidays where applicable. If the company does not
operate during Sunday or on a holiday, leave the entries in these 3 fields unchanged as
“--: --“. This will indicate to the controller that these are to be ignored.

12.3 How to Generate a Schedule Report

Once you have completed configuring the required schedules, a hardcopy can be printed out.

1. From the first page of the Schedules screen, click on the  Schedules Repart |ink, A screen
as shown on the following page.

Schadules Raport Ganaration

IAvailahle SChedules;I
Selected list of Schedules

GOBE

2. Select the desired schedule from the drop-down listbox and it will appear on the
Selected list of Schedules list shown below. If no schedule is selected from the list, all
the available schedules with time settings will be included in the report.

Schadules Report Ganevation

Selected list of Schedules

Weskdays Schedule

G086

3. To remove the selected schedule from the Selected list of Schedules list, select that

schedule and click on the E button

4. Click on the B button for a print preview of the report.

The following screen-capture shows an example of the Schedules Report.
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Notice!
Only schedules with time setting will be shown.

Schedules Report

Bosch Security Systems Pte Ltd
38C Jalan Peninpin Singapore 577130

Thursday, Rupg-26-2004 4:22:54:PM

# Description

1

Weakdays Scheduls

Day

Zun
HMom
Tue
Wed
Thn

Interval 1
Start  End

0830 12:30
0Z:30 12:30
0&:30 12:350
NEAN 12:30

Interval 2

Start

1318
1315
1315
1318

End

17:30
17:30
17:30
1730

Interval 3 Interwal 4
Stert  End  Start  End
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13 Server Setup

The server setup involves setting up the Access Easy Master and configuring its various
parameters.

These parameters include:-
- Network Settings,

—  Auto Logout Timer,

- Card Format,

—  View Activity Setting,
—  Company Profile,

—  Set Date and Time,

—  Default Settings,

- Housekeeping,

—  Alarm Event Setup.

13.1 Network Settings

Network settings involve configuring the various network parameters for Access Easy Master
such as IP address, subnet mask and gateway. It also involves setting up the IP address of
remote clients. Click on Network Settings from the menu item list and you will see a screen as
shown below.

@ Aubo Logout Timer @  Company rofile & Househkecping
7] Card Forrnat @ oo Tirne @  Alamm Bvent Satup
Server IP addrass: If.2'9 ,|2 ,Il ,ISS

Server IP Netmask: 255 . |255 . IU . ||J

Server Gateway: 129 .|2 .ID 254

Remote Clients Address

# IP Address PC Name

if129 | .o . f197 [FC Hanel

21129 |2 .o a4 IPC Hanes2

3f129 (|2 .o .|4s [FC Hane3

This configuration allows user to enter the server IP address, netmask and gateway. In
addition, user can define three remote client addresses for data transfer purposes.

13.1.1 How to Edit Network Settings
1. Delete the default number in each of the Server IP Address, Server IP Netmask and
Server Gateway fields and enter the appropriate number.

[ |
2. Click on the icon to save the settings.

Notice!
In order for the new IP address to take effect, the Access Easy Master needs rebooting.
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13.2 Auto Logout Timer

This configuration allows user to set the timer for the Access Easy Master software to logout
automatically if it detects no user activity. Default setting is “1 hour”. Click on Auto Logout
Timer from the menu item list and you will see a screen as shown below.

Notice!
This timer setting is applicable to all menu items except View Activity screen.

13.2.1 How to Set the Auto Logout Timer
1. Select the hour and minute from Hour and Minute drop-down list.
-
&1

2. Click on the icon to save your setting. Click on the . icon to clear the setting.

13.3 Card Format

This setting allows user to customize the Access Easy Master to accept up to 16 different
types of Wiegand card formats, inclusive of the “BOSCH-ADC Proprietary Format” and the
standard “AEC Priority Format”, which have been pre-assigned to “Format #1” and “Format
#16” respectively. Card format up to a maximum of 64-bit and up to 8 parity format is
configurable. Click on Card Format from the menu item list and you will see a screen as

shown below.
( Panel Admin (‘
Panel Setup

. Metwark Setkings . Input Paint Configuration . Set Date & Time
. Auto Logout Tirmer . Audit Log . Default Settings
. Zard Format . Company Profile . EmailfSMs Configuration
Format # Description

1 BOSCH-ADC Proprietary Format

2 Standard 26-bit Card Forrnat

3 Standard 34-bit Card Format

4 Undefined Card Forrmat 4

g5 Undefined Card Format 5

& Undefined Card Format &

7 Undefined Card Format 7

8 Undefined Card Format &

a Undefined Card Format 2

in Undefined Card Format 10

11 Undefined Card Format 11

1z Undefined Card Format 12

13 Undefined Card Format 13

14 Undefined Card Format 14

15 Undefined Card Format 15

16 AEC Priority Format
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13.3.1 How to Configure New Card Format
1. Click on the Format # or Description text of any “Undefined Card Format” to proceed. A

screen as shown below appears.
Format #: 3

Description: |Undef ined Card Format 3

Card Encoded Forrnat: |

Parity Format 1: I

Parity Farrnat 2: I

Legend
Porp Parity bit
Forf Facility hit
] o] Card Nurnber
Eoare Even Parity bit
D orao Qdd Parity bit
B arhb Blank
moorx Parity bit Location
] Binary 0
1 Binary 1

2. Delete the default text and enter a description for this card format in the Description
field.

3. Enter the card format in the Card Encoded Format field accordingly.

4. Enter the parity format in Parity Format 1 and Parity Format 2 fields.

Notice!

The entries to this field must not contain parity bit location that depends on the resultant
parity bit of the next or higher parity format field entries (Parity Format 2 to Parity Format
8).

If the card format doesn't support parity checking, leave all Parity Format fields blank.

In order to understand how to configure the different format, the standard 26-bit Wiegand
card format will be used as an example.

Example: 26-bit Wiegand Card Format

The 26-bits of transmission from the reader to the Access Easy Controller consist of two parity
bits and 24 code bits. The first transmitted bit is the even parity bit (E) and it is calculated
over the first 12 bits. The last bit transmitted is the odd parity bit (O) and it is calculated over
the last 12 bits.

The string of bits for this code format is shown in the following tables. Due to the lack of
space, the 26-bits is split into two separate rows of 13 each.
Code Format

1 2 3 4 5 6 7 8 9 10 11 12 13

E |F F F F F F F F c |c |c |c

14 15 16 17 18 19 20 21 22 23 24 25 26
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Legend:

E: Resultant Even Parity Bit
F: Facility Code Bit

C: Card Number Bit

O: Resultant Odd Parity Bit

Parity Format

1 2 3 4 5 6 7 8 9 10 11 12 13

P E E E E E E E E E E E E

14 15 16 17 18 19 20 21 22 23 24 25 26

Legend:

E: Even Parity Bit Location

P: Resultant Even and Odd Parity Bit
O: Odd Parity Bit Location

In order for the Access Easy Controller to decode the data string correctly, we need to
configure the code accordingly.

Referring to the Code Format Table

1. Enter P or p for the resultant even (E) and odd (O) parity bit
2. Enter F or f for the facility code bit (F)

3. Enter C or c for the card number bit (C)

Referring to the Parity Format Table

For the odd parity format

1. Enter O or o for the resultant odd parity bit (O)
2. Enter X or x for odd parity bit location

3. Enter B or b otherwise

For the Even Parity Format

1. Enter E or e for the resultant even parity bit (E)
2. Enter X or x for even parity bit location

3. Enter B or b otherwise

With the information, proceed to configure the card format as shown below.
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13.4

13.4.1

Forrmat #: 2

Description: IStandard 26 bit Format

Card Encoded Format: |PFFFFFFFFCCCCCCCCCCCCCCCCP
Parity Format 1: |BBBBBBBEBBBBBXXXKKKKKKKKKO
Parity Format 2: |EXXXXXXXKKKKKBBEBBBBBBEBBB

Legend
Forp Parity bit
Forf Facility bit
Corc Card Mumber
Eore Even Parity bit
Coro 0dd Parity bit
Borb Blank
morx Parity bit Location
0 Binary 0
1 Binary 1

If you have card format that has more than two parity format (maximum is 8), click on the

a button to configure them else just save the configuration.

Tip: To best distinguish between the alphabet "O" and the number "0", it is recommended that
you use all lower case entries.

View Activity Setting

This setting affects the number of transaction records to view on screen for the View Activity
menu. However, should there be alarms that are not acknowledged by the user, the View
Activity records will expand to show all transactions from the first "not acknowledged" alarm
up to the latest transaction. In simple words, the View Activity is dynamic and will show those
"not acknowledged" alarm transactions up to the latest transactions.

The number of records to view ranges from 10 to 70 in steps of 10 records. Click on View
Activity Setting from the menu item list and you will see a screen as shown below.

@  Hetvork Sethings @ iav activity Setting @  Dofault Settings
@ Autotogout Timer @ company Profile & Housekasping
®  cadrormat @ setpoteaTime @  alarm Evert Setup
Humber of Transactions To View 70 =

How to Edit View Activity Setting

1. Select the appropriate number from the Number of Transactions To View drop-down list.

L]
2. Click on the icon to save your setting.
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13.5

13.5.1

Company Profile

The Company Profile feature is used as a letterhead in all the reports generated as shown
below:-

-  Card Report,

—  Access Level Report,

-  Holidays Report,

—  Schedules Report,

—  Audit Log Report,

—  Access Groups Report,
—  Card Reader Report,

- Input Point Report,

—  Output Point Report and
- Advance I/O Report.

Each field is limited to 50-characters, including punctuation. In this section, user can also
configure the departments available in the company. Click on Company Profile from the menu
item list and you will see a screen as shown below.

@  Hetwork Settings @  vicw Activity Settine @® Default Settings
. Auta Logout Tirmer . Company Profile . Housekeepin
. Card Forrnat . Set Date & Tirme . Alarrn Event Setu

. Cepartment List

Company Mame: Bosch Security Sy=tems= Fte Ltd

Address #1; |3EIC Jalan Pemimpin |
Address #2; |5inga1:u:ire ccr1a0 |

=

How to Edit Company Profile
1. Delete the default text and enter the desired name in the Company Name field.
2. Do likewise for the Address #1 and Address #2 fields.

3. Click on the ¥ putton.

As an example, we enter the following information in the respective fields:

Company Name: Bosch Security Systems Pte Ltd
Address #1: 30C Jalan Pemimpin
Address #2: Singapore 577180

For the information entered above, the letterhead will appear as shown below. Notice that
Address #1 and Address #2 are automatically separated by a comma.
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Company Mame
osch Security Systems Pte Lt
38C Jalan Pemimpd ingapore 577180

| [
Address #1 Address #2

13.5.2 How to Edit the Department List
User can configure the departments available in the company in the Department List screen.
User can then select the department that the cardholders belong to when allocating card
assignment. Please refer to Card Details, page 43 for the assignment of departments to
cardholders.

To edit the department list, follow the steps below:

1. From the Company Profile main page as shown below, click on the @ Deoartment List [ink.

@  betvork Settinge @ view Activity Setting @  Default Settings
@  Auto Logout Timer .mun_m_zmﬂn () Housekesping
® cadrormat @  SetDate & Time @  Aamn Event Setup

[@ocpacment st ]

CofapAny Namai|Bosch Securd ty- Systems Fis-Ttd
Address #1:  [30C Jalan Pemimpin
address #2: | Singapore 557180

=

2. The screen as shown below appears.

@  Heteork Settings @  view Activity Settin & Default Settings
@ Ao loanut Time: @  Company Brofile & Housekeeping
& Card Farmat 2] Set Date & Time @  Alarm Event Setup

Purchasing Dept
Engineering Dept
Marlketing Dept
Servige Dept

Project Dept

Froduction Dept
Undefined Department 10
Undefined Department 11
Undefined Department 12

Undefined Department 13
Undefined Dep

Undefined Department 15
Undefined Department 15
Undefined Departrmant 17
Undefined Department 18

1
2
a
4
1
-]
z
i
3
in
i1
1z
13
14
15
18
17
18

3. Click on any undefined Department # or its Description to configure a new department.
The screen as shown below appears.

Departrnent #: 10

Description: IUndefined Department 10
=
o]

L |
4. Enter a description for the department in the Description field and click on the
button.
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13.6 Set Date & Time

The Access Easy Master software allows user to set the date and time of the real-time clock
within the server. When the date and time is set in the server, the date and time is
synchronized to the controller. User can also choose the time zone in which the server is
operating in.

On the other hand, the controller can have a different time zone from the server if the
controller is operating in another time zone. The time from the server would be synchronized
to the controller accordingly.

Time setting is in the 24-hour format.

Click on Set Date & Time from the menu item list and you will see a screen as shown below.

Notice!

For the transactions in View Activity screen, transactions from “Panel #1” will send the date
and time of the activities that have taken place to the server, and the server will convert the
time according to the server's time zone if the operating time zones are different.

@  eteork settings @  view acivity Setting @  Defaukt Semings
@ utologout Timer @  compsny Profile & Houssheeping
®  cudFormat @® cetDsteaTime @  alwo Event Setup

Hour: IIS "'I Minute: |3 vI Second: II? 'I
Day: |26 vl Manith: |ﬁug ..| ear: |2E!U-l vI

Choose Time Zone: I {GMT +08:00) Singapore ;I

13.6.1 How to Set the Date & Time

1. Select the appropriate time from the Hour, Minute and Second drop-down list.

2. Do likewise for the Day, Month, and Year fields.

3. Select the appropriate time zone from the Choose Time Zone drop-down list.
=
4. Click on the ¥ putton.

An additional function is implemented to allow user to maintain date and time synchronization
with a timeserver. With synchronization on all of Access Easy Controller, user can ensure that
events that happen in sequence on different controllers can be analyzed correctly.
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Enable NTP Time Server for synchronization

Tirne Server IP address:’DNS:|129.2.D.86 |

[l Disable synchronization if time difference between AEC and Time Server is > 15 minutes

Synchronize with Time Server Now “

Successfully synchronized on 7 Jul 03:00:13

=

&Y

1. Select Enable NTP Time Server for synchronization checkbox and key in the IP address
of the timeserver PC in the Time Server IP address/DNS field.

Notice!

Refer to APPENDIX E Setting up a Timeserver, page 239. Time Server IP address/DNS field is
the IP address of the PC being configured as a time server PC. Access Easy Controller is only
able to synchronize with an NTP time server and will synchronize at 3 a.m. daily automatically.
Auto time synchronization at 3 a.m. is only logged at transaction. However, if user manually
synchronizes with the timer server, information will be logged in audit log.

2. Select Disable synchronization if time difference between AEC and Time Server is > 15
minutes checkbox if you want the Access Easy Controller to synchronize it's time even if
the difference is more than 15 minutes. This feature should be enabled to prevent the
Access Easy Controller from synchronizing the wrong time with the time server that is not
accurate or time zone is incorrect.

Synchronizing date and time with an internet Time Server

Access Easy Controller is not able to synchronize with an internet time server if it is behind a
firewall or proxy server. If it is outside the firewall or in a DMZ, you could enter the IP address
of the time server in the Time Server IP address/DNS field. Do not enter the domain name of
the time server (e.g. time.windows.gov) in this field. Access Easy Controller will not be able to
resolve the name to an IP address.

Synchronizing date and time with an intranet Time Server

It is recommended that the Access Easy Controller should synchronize its date & time to an
Intranet (internal) time server. Most of the office has an internal time server. This time server
will synchronize its date and time with an Internet (external) time server, while all other PCs
in the office synchronize with this intranet time server.

If the office does not have an Intranet time server, you could setup any existing PC on the
network as a time server, hence, the Access Easy Controller could synchronize its' date and
time with this PC. There are numerous freeware available that you could install in this PC to
synchronize its date and time with an external time server.

In APPENDIX E Setting up a Timeserver, page 239, we will briefly describe how you could
setup a PC as a time server.
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13.7

13.7.1

Default Settings

This setting allows user to define the descriptive name for the two user fields, User Field 1
and User Field 2, and the facility code that will appear when Add Card or Batch Card is
selected from Card Assignment menu. The user fields are limited to 20 character each while
the facility code range depends on the card format in use. User can also select the date format
and the time format that he prefers to view in the View Activity page and all the reports to be
generated.

Click on Default Settings from the menu item list and you will see a screen as shown below.

. Hetwork Settings . Wiew Ackivity Setting . Default Settings
. Auto Logout Timer . Company Profile . Housekeeping
. Card Forrnat . Set Date & Tirne . Alarm Event Setup

User Defineable Fields
User Field 1: |User Field 1

User Field 2: IUser Field 2

Facility Code
Facility Code: |D

Date Format Setting
Date sample: |26 Aug 2004

Drate forrat: ||:1|:1 HHH wvvy "I

Drate separator: I 'I

Time Format Setting

Tirme sample: |18'1?'DS

Tirne format: m
Time separator: j

How to Edit the User Definable Fields

1. Delete the default text and enter the new description for User Field 1.

2. Repeat for User Field 2.

3. The above example shows that “Mobile” is used in User Field 1 and “E-mail” is used for

User Field 2.
H 0

4. Click on the button.

After User Field 1 and User Field 2 are changed, user can then see “Mobile” and “E-mail”
instead when user selects Add Card from Card Assignment menu, as shown below.

Card #: 1

Facility Code: i]

Card Format: AEC Priority Format E‘

User Name: Card Humber:1

Department: . E‘

Mobile:

E-mail;

Access Level: | Please select an Access Level _ﬂ Card Details
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13.7.2

13.7.3

13.7.4

13.8

How to Edit the Facility Code
1. Delete the default text and enter the new Facility Code (you can obtain this code from
your card supplier, enter "0" if the card format doesn't support facility code).

2. Click on the ¥ putton.

User can then see the facility code appear as default when user selects Add Card or Batch
Card from Card Assignment menu.

How to Edit the Date Format

1. Select the preferred Date format from the drop-down list. This format is used for View
Activity page and in all the reports generated.

2. Select a Date separator if desired.

3. Click on the ¥ putton.

User can then see a sample of the date that will appear in the View Activity page and the
reports to be generated in the date sample box.

How to Edit the Time Format

1. Select the preferred Time format from the drop-down list. This format is used in the View
Activity page and in all the reports generated.

2. Select a Time separator if desired.

3. Click on the ¥ pytton.

User can then see a sample of the time that will appear in the View Activity page and the
reports to be generated in the time sample box.

Housekeeping

Housekeeping page allows the user to manage the activity log and audit log in the system.
User can delete the unwanted logs that are no longer required manually, as well as to specify
the number of days of the logs to be kept in the system. The system will store the logs of the
most recent specified number of days only in the system.

Click on Housekeeping from the menu item list and you will see a screen as shown below.
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13.8.1

13.8.2

13.9

@  Hetvork Settings @  view Activity Setting @  Default Settings
@  card Format @  sotoate 3 Time @® Al EventSstup
& Activity Log " Audit Log

Day Month Tear Day Month Year

From:|23 =] [o0ct=] [z002=] To:[11 =] |oct =] |zo08 /=]

Mumber of days to keep: unlimited 'I H

How to Use the Manual Housekeeping

1. Select either the Activity Log or the Audit Log radio button for housekeeping.

2. Select the Day, Month and Year of the From and To date from the drop-down list. This
range of dates are the dates in which the user would like to delete the activity log or the
audit log (depending on which the user chooses) from the system.

e
After the range of date is selected, click on the button to clear the log that falls
within the date range.

w

How to Use the Auto Housekeeping

1. Choose the Number of days to keep drop-down list for the number of days that the
activity and audit logs are to be kept in the system. Users are given a choice of “30”, “60”,
“90” and “120” days. For example, if user chooses “30” days, the system will
automatically delete the activity and audit logs from the system if they are more than 30
days from today's date. User can also choose unlimited, which means the system will not
delete the logs from the system.

=

Click on the button to save the settings.

N

Alarm Event Setup

An alarm event is any abnormal activity which we would like to monitor and be alert when
such occurrence happens. All the alarm descriptions are listed below.

Access Denied Input Point Fault - Opened
Access Denied - Card Disabled Input Point Fault - Shorted
Access Denied - Passback Invalid Card

Access Denied - Time APB Invalid End Date

Access Denied - Wrong Pin Invalid First Card Read
Alarm Invalid Schedule
Convertor Communication Failed Invalid Second Card Read
Dial In - Invalid Password Invalid Start Date

Dial In - Invalid User Name Panel AC Failure
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Dial In - Lockout Panel Disconnected

Disconnected from Server Panel Not Registered

Door Contact - Input Fault - Opened Panel Not Registered in Server

Door Contact - Input fault - Shorted Panel Tamper

Door Forced Open Reader Lockout

Door Held Open Request To Exit -Input Fault - Opened
Duress Request To Exit -Input Fault - Shorted
Exit Denied - Passback System Halted

Guard Tour Key Not Remove Time Synchronization Failed

The Alarm Event Setup provides the required settings which will affect how the View Activity
page will arrange the alarms and how it will respond to the user when acknowledged.

The setup includes:

—  Alarm Priority Setup

—  Alarm Event Condition Setup

—  Alarm Instruction Message Setup

Consider this as an example. You would like all the “Door Forced Open” alarm to be given the
highest global priority. The earliest “Door Forced Open” alarm will have to be acknowledged
first before processing the rest of the alarms with lower global priority.

Furthermore, you would like to group the doors in terms of their location, such as “R&D Dept”,
“Production Dept”, and others. These grouping will allow you to customize an alarm
instruction message for each group. Hence, when the operator acknowledges a “Door Forced
Open” alarm of “R&D Dept” group from the View Activity page, an instruction will be
displayed on the screen as shown in the following screen shot.

3 Alarm Inztruction Details - Microzolt Intemet Exploser

Location R&D Main Entrance
User Name i

Alarm Description Door Forced Open
Instruction

Thi= i3 a highesct prioricy alarm! Check the scatus of ;I
the alarm and call police if there iz & intrusion.

H

Available unacknowledge alarms : 4

[T Acknowledge all alarms

While acknowledging a “Door Forced Open” alarm of “Production Dept”, a different
instruction will be displayed on the screen as shown below.
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13.9.1

A Alaim Instsuction Details - Microsoft Internet Explores

Location Production Entrance
User Name  seemeeaes
Alarm Description Door Forced Open

Instruction

Production Door ha=z been Force Open. Check the acatus ;I
and call the Production manage if there is an
ANTEusion.

Available unacknowledge alarms : 3

E3] >

[T Acknowledge all alarms

The system also provides an individual alarm priority feature. This allows you to configure a
very important location with a higher priority than other location when the same alarm is
activated. For example, the “Store Room” is considered to be an important location to
monitor. It is configured with an individual priority of “2”, while the “Door Forced Open” alarm
is configured with global priority 3. Hence, if the following “Door Forced Open” alarm is
activated, the “Door Forced Open” alarm of the “Store Room” will be listed on top of the rest
even though it has occurred last.

Examples:

Store Room Door Forced Open 11:00am

R&D Room Door Forced Open 10:00am
Production Room Door Forced Open 10:30am

This chapter will guide you step by step in configuring the alarm events to respond the way
you prefer.

Alarm Priority Setup

Alarm Priority Setup can be grouped into Global Alarm Priority Setup and Individual Alarm
Priority Setup. This section will describe how to configure the global and individual alarm
priority.

How to Configure Global Alarm Priority Setup
This part of the setting allows you to define the hierarchy of priorities for alarms.
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1. Click on Alarm Event Setup from the menu item list and you will see a screen as shown
below. The default screen is the Global Alarm Priority Setup screen.

@  Hotwork Sobings @  visw Adivity Satting [ Dafault Sattings
@  Auto Loqout Timer @  companBrofile ] Housskasping
. Ca amnat . Set Dabe & Time . Alsirn Event Setup

flaren Priprity Setwp  plarm Event Condition Setup  Alarm Instruction Message Setup

Gkl Sl Hrigrity Sehup
Global Alarm Priority Setup

Access Denied Highest -!

Access Deniad - Passback ﬁ
tccess Denied - Time APE ﬁ
Access Denied - Wrong Pin |Highest v[
Alarrn 3 vf
Convertar Communication Failed Highest =}
Dial Im - Invalid Password 2 =1
Dial In - Imvalid User Mame 2 =]
Dial in - Lockout 2 -]
Disconnected from Server Highest vf
Dagr Contact - Input Fault - Opened m

2. Select the priority of each type of alarm from the Priority drop-down list. The priority of
the alarms can range from “1” to “128”, with priority “1” as the highest priority and is
denoted by “Highest”, and priority “128” the lowest priority and is denoted by “Lowest”.

[ |
3. To complete the setting, click on the icon to save.

Notice!
View Activity page will sort the alarms in the following order: (1) priority (2) date and time of
occurrence.

How to Configure Individual Alarm Priority Setup
This part of the setting allows you to define the hierarchy of priorities for individual location
alarms.

1. From the Global Alarm Priority Setup screen, click on the Individual Alarm Priority
Setup link. A screen as shown below appears.

@  eteork Sedings @ isw Activity Setting @  DefaultSettings
@ Auto Logout Timer @  cComoany Brofils ] Hougekeeping
@  cadromet @  SetDste 2Time @  AlarmEvent Setup

alarmn Priority Setup Alarr nit Condition Alaron In ion M

‘Global Alaren Pricdty Sstup  Indwadoal Alarn Prievity Sewe
Individual Alarm Prmrii smi
3
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2. Click on the button to add a new individual alarm priority to the system. The screen
as shown below appears.

Alarm Alarm Instruction Message Setup

Individual Alarm Priority Setup

* Readers
|Ava:i. lable Readers =1

|Available Alarmns ;I

" 10 Points
|available I-0 Points =l

IAvailable Alarmns ;I

Priority

IHighest "I Priority Detail

3. Select the appropriate option button.
If Reader radio button is selected, you will need to select which readers to assign this
priority from the Available Readers drop-down list. The Available Alarms drop-down list
allows you to choose which type of alarm this selected reader will have the priority.
If 1/0 Points radio button is selected, you will need only to select which input point from
the Available 1/0 Points drop-down list to assign this priority.

4. Next select the level of priority from the Priority drop-down list.

[ |
5. To save the setting, click on the button.

13.9.2 Alarm Event Condition Setup
This part of the setting allows you to define up to 256 different alarm event. Each alarm event
can consist of a combination of alarms, devices and alarm instruction message.

An alarm event allows you to customize the alarm instruction message that will be displayed
when the user acknowledges an alarm from the View Activity page.

Referring to the previous example, let’s say you would like the user to see an instruction
message for the “Door Forced Open” alarm and “Invalid Card” alarm in “R&D Dept” and a
different instruction message for the “Door Forced Open” alarm and “Invalid Card” alarm in
“Production Dept”.

You will need to configure two different alarm events. Let's use this example as we guide you
through the configuration.
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1.

From the Alarm Event Setup screen, click on the Alarm Event Condition Setup link. The
Alarm Event Condition Setup screen will appear as shown below.

@  Hetwork Settings @  view activity Setting (] Default Settings
@ Ao Logout Timer @  company Profile @ Houszekeeping
. Card Format . o e . alarm Event Scbup

1-138 123 - 236

# Description Alarm Instruction Message Description
i 1N e None
2 Undefined Event £ None
3 Undefined Event 3 Hane
4 Undefined Eventd None
5 Undefined Event S Nane
[ | Event & Nane
7 Undefined Event * Nang
8 firy None
a Undefined Evert 9 Nane
10  Undefined Event 10 MNone
11  Undefined Event 11 None
12 Undefined Event12 None |

g T '; Tt j‘-” ﬁUIIF Click on the # ar
1 ndefined Event 14 one s
T_g Undefined Event 15 None Deszcri DTIDH text
Undefined Event 16 Nane i

ﬁ Undefined Event 17 Nong to configure.
18 Kaone
1%  Undefined Event 19 Nane

0 in B None
21 HNone

Select any of the “Undefined” events to configure an alarm event condition. The following
screen will appear.

B  tetvork Setsings @  vicu Activity Setting [ ] Default Settings

Auto Logous Timer Sompany Profile Hoysekeeging
= Card Format : Sat Data & Time = Alarmmn Evant Sabup
alsirn Prigrity Setup Alzrrm Event Condition Setus Alaren Instruckion Message Setup
Alarm Event Condition Setup
Alarm Event Condition #: 1 Description: |[|'nd3f ined Ewent 1
Alarm Instruction : INl:l:nc =

&= All Locations

i Selected Locations

|Available Readers =]

[4vailable I-0 Points =l
selected List of Locations

Enter a name for the alarm event in the Description field.

Choose the appropriate radio button.

Choose All Locations radio button if all readers, input points and output points are
monitored for the events.

Choose Selected Locations radio button if the devices in the Selected list of Locations
list box are monitored for the events.

In the case of this example, choose Selected Locations radio button, as we only want
those doors belonging to “R&D Dept” to display the alarm instruction message.

If Selected Locations radio button is chosen, you will need to select the readers or input
points or output points from the drop-down list.

The Available Readers drop-down list contains all the readers that are available in the
entire system.
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Available Readers ;J

Available Reader -
Central Office : Hain Entrance
Central Office : Side Entrance
fLentrsl » RiD Dept Entru Eesder
Central Qffice : Production Dept Entrv Reader
Central Office : Froduction Dept Exit Reader
Central Office : Eeader & =
Central Office : Header 7

Central Office : Header 8

Central Office : HEeader 9

Central QOffice : FEeader 10 v

The Available 1/0 Points drop-down list contains all the input points and output points
that are available in the entire system.
Central Office - Motion Detector 1
Central Office © Motion Detector 2
3
4

|

Central Office : Motion Detector
Central Office . Motion Detector
Central Office : MHotion Detector &
Central QOffice . TUndefined Input Point
Central QOffice . TUndefined Input Point
Central Qffice . TUndefined Input Point
Central Qffice . Undefined Input Point 9
Central Qffice | Undefined Input Point 10 :J

o0 =1

Choose the desired readers, input points or output points to be added to the Selected
list of Locations list box by clicking on the description of the device. For this example,
“R&D Dept Entry Reader” is selected, as shown above.

6. After selecting all the devices to be included in the Selected list of Location list box, the
next step is to select the relevant alarm instruction message that you would like the user
to see when they acknowledge the alarm.

7. The Alarm Instruction drop-down list provides a list of available messages that you could
select.

Tndefined Alarm Instruction 2
Tndefined Alarm Instruction 3
Tndefined Alarm Instruction 4
Tndefined Alarm Instruction &
Tndefined Alarm Instruction 6
Tndefined Alarm Instruction 7
Ondefined Alarm Instruction 8
Ondefined Alarm Instruction 9
Mndefined Alarm Instruction 1

1

Tndefined Alarm Instruction

Select the appropriate alarm instruction message as shown above.

Notice!
Alarm instruction messages are configured in the Alarm Instruction Message Setup. Please
refer to the next section for details

8. Click the c button to save and go to next page.
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10.

11.

12.

The next page that appears allows you to select the type of events that will display the
alarm instruction messages that you have just selected.

@ etk settinas @ ey acivity Seving @  pefaultSermnas
@ Auto LogourTimer @  comesnuercfils @ Housekesping
@  cadrormat @  setpate aTime @  clarm Eventsenp

Alarn Event Condition Setu Alsren Instrudtion Meszage Setup

Alarm Event Condition #: 1 Description : Undefined Event 1
Alarm Instruction : &larm Instruction for R&D
T all alarms

& Selected Alarms

|Ava.i.la.bla Alarns ﬂ
Selected list of Alarms

Dooy Forced Opsn

Choose the appropriate radio button.

Choose All Alarms radio button if all the alarms will use the same alarm instruction
message as configured earlier.

Choose Selected Alarms radio button if only the alarms in the Selected list of Alarms list
box will display the alarm instruction message as configured earlier.

In this example, choose Selected Alarms radio alarm as we only want those “Door Forced
Open” alarm and “Invalid Card” alarm to display the alarm instruction message.

If Selected Alarms radio button is chosen, you will need to select the type of alarms from

the drop-down list. The Available Alarms contains all the different types of alarms that

are available in the entire system.
Avallable Alarms

Conwertor Communication Failed
Request To Exit — Input Fault — Openesd
Request To Exit — Input Fault — Shorted
Door Contact — Input Fault - Opened
Door Contact — Input Fault - Shorted
Access Denied - Card Disabled

Accesz Denied

Access Denied - Passback

Exit Denied - Passhack

Invalid Schedule

Invalid Card

Access Denied - Wrong Pin

Access Denied — Time APB

Invalid Second Card Read

Invalid Start Date

Invalid End Date

Invalid First Card Read

Reader Lockout

Dure=s

Door Foroced Cpen

Door Held Cpen

Available Alarms w

Choose the desired alarms to be added to the Selected list of Alarms list box by clicking

on the description of the alarm. For the example, “Door Forced Open” and “Invalid Card”
care selected.

[ |
Lastly, click on to save the settings.
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13.9.3

Alarm Instruction Message setup
This part of the setting allows you to define up to 255 different alarm instruction message for
the alarm event conditions.

From the Alarm Event Setup screen, click on the Alarm Instruction Message Setup link.

The Alarm Instruction Message Setup screen will appear as shown below.
@ Hetwork Setfing: @ iew ictivity Setfing @  Cefauleseting:

T Card Format ® :z & Time @  Alarm Euert Sebup

Alarm Priority Setup

Alarrn Event Condibion Satup Elarmn InstrucHon Meszangs Setup

128 29 - 256
£ Description

|

c
=l
1=y

efined Alarm Insbruction 2
Jayr ]
efined Alarrn Inshruction 4

gl

E

E@

Jar:
efined Alarm Insbruction
lar 1

e i i | o e
=
=l
=

2 u Click on the Alarm
ri 100 .
Undefined Alarm Instruction 10 Instruction Message # or
lar 100 A=
Undefined Alarm Instruction 12 the DESC—FIDTIOH _tEXT of
ndefined Alarm [nshyction 13 any of these links 1o
Undefined Alarm Instruction 14
Undefined Alarm Instruction 15 setup the alarm
Undefined Alarm Instruction 16 message.
ndefinad Alarm bruction
Undefined Alarmn Instruction 18
Lnidefi Alarm Insbruction
m n arm Instruction 20
Undefined alarm Insbruction 21

|

HinGELRERR

]

Click on any of the “Undefined” alarm instruction to configure an alarm instruction

message. The following screen will appear.

@ letwork Setings @  visu Activiey Satting & Cefault Settings
e Card Format @  GSetDate & Time @  flarm Euent Setup
larrn Priority Sotus alarmm Evant Condibon Seiup Alarm Instruchion Message Sabup

Alarm Instruction Message #: 1

Drascription: [Alam Instruction for R&ED

Instruction Message (MAX 255 characters)

This iz a high prioricy alerm from RLD. Check the status of the ﬂ
physical door and call the police if intrusion is detected.

Enter a name for the alarm instruction message in the Description fied.

The Instruction Message textbox provides a space for you to enter up to 255 characters.
You could enter the instruction that you want to pop up on the screen when the user
acknowledges the alarm. Please refer to the previous section for the assignment of alarm

instruction message to alarm event condition.

[ |
To complete the setup click on to save the settings.
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14

Report Generation

Report Generation feature allows us to generate report for activities which have occurred. It
has a filtering mechanism to find and sort out activities based on the criteria set by the user.
The criteria that could be defined are:

1. Date/Time

2 Devices

3. Card Holders
4. Events

By combining the correct combination, the user could generate a detail and specific report.
The criteria can also be saved for further use.

Notice!

The more criteria is defined, the more accurate and precise is the report. However, an
incorrect mix of criteria will result in not finding the information you need. Please refer to
APPENDIX A Selecting Events, Devices and Cardholders for Reports, page 231 for information
on selecting the criteria.

Notice!
The Report Generation can only generate 2000 records each time. Users will be warned by a
message box to reduce the range of the date and time selection if the records exceed 2000.

14.1

The following sections will provide a step-by-step guide to configuring a criteria for report
generation purpose.

How to Set Criteria for Report Generation

Select the Report Generation link on the left pane and the Report Generation page will
appear as shown below.

Aetivity Keport Generation
o Load Criteria o Audit Lu:ui Reinr't
Date/Time
Day Manth Tear Day Manth Year

From: |23 -] |oct =] |zo02 2] To:[11 x| |oct=] [2008]

[T Include Time in Processing " continuous * Timespan
Hour Minute Second Hour Minute Zecond
Frum:lEI ;I |EI ;I |EI ;I Tn:lEI ;I |D ;I |EI ;I

DEE

Now let us take a brief look at the screen layout of the Report Generation page.
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Devices
Selection

Card Holders Events
Selection Selection

& Load Criteria & Audit Log Repart

Date/Time
Day Month Year Day Month Year
From :[23 =] [oct =] [2002 =] To:|11 =] |oct =]  |2008 =]
[T Include Time in Processing © Continuous & Timespan
Hour Minute Second Hour Minute Second
I\L From:[0 =] [0 =] [0 =] To:lD;I [0 &l [0 =] _,/‘

0

DatefTime
Selection

In order to successfully generate a report, you will need to specify the criteria for the Access
Easy Master. The following will explain the purpose and usage of each selection.

Selection Criteria

Usage

Date/Time

Date is a compulsory selection. User needs to identify what is the range
of date the report should cover. The activities that occur within these
dates will be listed in the report. Time, however, is an optional
selection. User could specify the time period of interest that the
activities have occurred. The activities that occur during this period of
time will be listed in the report.

Devices

This is an optional selection. It lists devices such as reader and 1/O
point for selection. The activities that are generated by the selected list
of devices will be listed in the report.

Card Holders

This is an optional selection. Specific card holder can be chosen. The
activities that are generated by the selected list of card holders will be
listed in the report.

Events

This is an optional selection. User could specify the type of activities to
be included in the report.

By creating a combination of all the selections, the user would print a summary of the required
report in the shortest time. Let us look into an example as we go through the steps of
configuring the criteria.

We would like to print out all the “Door Forced Open” alarms (events) that occur to “R&D
Main Entrance Door” (device) from “24 Feb 2003 to 18 April 2003” (date) between “8am to

5pm” (time).

1. First of all, select the From Date and the To Date from the Date/Time section.

Day

Date/Time
Month Tear Day Month Tear

From :|24;|

|Feb =] |2003 =] To:|18 =] Japr=| [2003]
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Next, select the From Time and the To time and check the Include Time in Processing
checkbox. User also has to select whether the time is continuous or according to
timespan by selecting the appropriate radio button. Continuous time means that the
report will be generated all the way from the starting time of the starting date to the end
time of the ending date. Timespan means that the report will be generated from the
starting time to the ending time for each day in the selected date range.

[¥ Include Time in Processing  Continuous ' Timespan

Hour Minute Second Hour Minute Second

From:[8 =] [30=] [0 =] To:[172] [aoz] [o &

Notice!

If the Include Time in Processing checkbox is not selected, the report will be generated
according to the other selected criteria, without any time filtering.

3.

To configure the devices selection, click on the Devices link and the following screen will
appear.

Aetivity Repert Generation

o riteria o Audit Log |

Devices

o)

All Readers and If0 Points
All Readers

All 170 Points

e .

Selected Readers and 10 Points

IAva:i_ lable Readers ;I

|Available I/0 Points =
List of selected Readers and I/0 Points(MAX 50)

GOE

Choose the appropriate radio button.

Choose All Readers and 1/0O Point radio button if all activities of devices such as readers,
input points and output points are taken into account in the generation of report.
Choose All Readers radio button if only activities of readers will be taken into account in
the generation of report. Selection of this option will result in only readers' activities to
be included in the report.

Choose All 1/0 Points radio button if only activities of input points and output points will
be taken into account in the generation of report. Selecting this option will result in only
I/O points' activities to be included in the report.

Choose Selected Readers and 1/O Points radio button if only selected devices' activities
listed in the List of selected Readers and 1I/O Points list box will be taken into account in
the generation of report.

In this example, choose Selected Readers and 1/O Points, as we only want “Door Force
Open” alarms from “R&D Main Entrance” to be included in the report, as shown below.
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5. Check the Devices checkbox to indicate that devices selection is to be included in the
criteria, as shown below.

Qetivity Ropast Gonexation

o

Devices

ANl Readers and 170 Points S
€ &l Readers be selected to
ANl I/0 Points include Device in the
&  Selected Readers and 170 Points criteria

|Available Readers =l

|dvailable I-0 Points |

List of selected Readers and 1/0 Points{MAX 50)

PLT M
Macll M

2ln BEntrance

Q0o&E

Notice!
The selected device will not be taken into consideration during the generation of the report if
the Devices checkbox is not selected.

6. Click on the Card Holders link to go to the next configuration page. A screen as shown
below appears.

Aetivity Report Janaration

card #: This check box
must be selected
Mame : | to include Card

Holders in the
criteria

Selected List of Card Holders (MAX 50)

7. This page allows you to configure the cardholders that should be included in the report
criteria. Check the Card Holders checkbox to include this selection in the criteria. Take
note that some of the activities do not have the cardholder's ID included. Activities such
as “Panel Tampered”, “Exit Grant”, “Door Force Open”, and others do not require the
card holder selection to be configured.

In the case of this example, we will not select the card holder selection as the activities
we need to generate do not require this selection, which is “Door Forced Open” alarm
from “R&D Main Entrance” door.
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Notice!

Care should be taken when including the card holders selection into the criteria. By including
the card holders into the criteria, activities that do not require this will not appear in the
report, such as

“Panel Tampered”, “Exit Grant”, “Door Force Open”, and others. Please refer to APPENDIX A
Selecting Events, Devices and Cardholders for Reports, page 231 for a guide in selecting the
correct combination of selection for criteria.

The card holder will not be taken into consideration during the generation of the report if the
Card Holders checkbox is not selected.

8. For the activities that require the card holders selection to be included in the criteria,
follow steps 9 to 13.

9. Only cardholders' ID indicated in the Selected List of Card Holders list box will be
included in the criteria. To add a cardholder's ID to the list, you could search by card
number or by name.

10. To search by card ID, enter the card ID in the Card # text box and click on the

G2
corresponding button. Access Easy Master will search through the card database
and list out the cards that have the ID in the List of Person Found list box as shown on
the following page.

ﬁcﬁw’tﬁ Mapcst (i’ggzgzqtfou

o+ Load Criteria o fudit Loi Reior‘t

Card Holders

Card # : [1369 €»

Mame :I E‘%

List of Person Found

Vincent Lim

Selected List of Card Holders (MAX 50)

QOE

11. Click on the name of the cardholder from the List of Person Found list box to add to the
Selected List of Card Holders list box.

Notice!
If there are two or more IDs that are the same but with different facility code or card format,
the search will still show all of them in the List of Persons Found list box.
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12. To search by cardholder's name, enter the name in the Name textbox and click on the

corresponding button. Access Easy Master will search through the card database
and list out the cards that has similar name in the List of Person Found list box as shown
below.

Aetivity Repcrt Generation

@ Load Criteria o Audit Lu:ui Reior't

Card Holders

Card #: | f:%

Name : IJDhn FE?

List of Person Found

John Lim
John Michasl Vincent

Selected List of Card Holders (MAX 50)

GOE

The above screen shows two names in the List of Persons Found list box. This is the result of
searching the name "John". Access Easy Master will show all names that are similar, allowing
the user to find the one that he needs without knowing the full name of the cardholder.

13. Click on the name of the cardholder from the List of Person Found list box to add to the
Selected List of Card Holders list box.

14. The next step will be to configure the events selection. Click on the Events link and the
following screen will appear.

Aetivity Meport Gangration
% riteria _ © Audi 1
Events
|Available Events =]

Selected List of Events (MAX 50)
This check box must be selected to ,—‘

include Events in the criteria

O0E
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Notice!
The events will not be taken into consideration during the generation of the report if the
Events checkbox is not selected.

15. Select the relevant events from the drop-down list. Click on the events, such as “Door
Forced Open”, to add them to the Selected List of Events list box.

Qetivity Repart Generation
RALZ

Events
IAvailable Events ;J

Convertor Present

Door closed

Door Access Enabled

Door Access Dizabled

Door Locked

Door Unlocked

Door Momentarily Unlocked
Door Locked by Schedule
Door Unlock by Schedule
Convertor Communication Failed x.

16. To start generating the report, click G The following is a sample of the report
generated.

Save as CSY file
Bosch Security Systems Pte Ltd
380 Jalan Peminpin fingapore S77LE0
Activities Report
Thursday 26 Awy 2004 21:18:23

Bate: 26 hug 2004 - 27 Aug 2004
Time: 17:30:00 - 03:30:00

Date Location Pancl Deccription
Time Manue Card #

Activity
26 Aug 2004 Accounts Dept Door Central Office
21:18:20  sesssese sasssssssceeas

Door Forced Open
Page 1 of 1

Save as CSY file

Notice!
The report can be saved in a CSV format. This format is basically a text file in which the data

are separated by a comma “,”. To save in CSV format, click on the Save as CSV file link and a
dialog box will appear for you to download the file to your local PC.

14.2 How to Save Criteria for Future Use

Criteria created in the previous section can be saved in the Access Easy Master for future use.
This is very helpful when the user needs to generate daily, weekly or monthly reports. By
saving the criteria, the user need not re-configure the selections. Instead he could just call out
the criteria that have been saved previously and generate the report with new date and time
settings.
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The following step shows you how to save the criteria in the Access Easy Master.

[ |
1. After configuration the criteria, click on the to save the criteria. The following screen
shows the Save Criteria page.

fetivity Report Ganeration

|List of Criterias;l

Save As

[ |
2. Type a name in the Save As textbox and click on the button.

14.3 How to Generate Report Using Saved Criteria

To generate reports using previously saved criteria, you will need to load the criteria from the

Access Easy Master.

1. From the Report Generation page, click on = Load Criteria at the top right corner of the
page and the Activity Report Generation screen will appear as shown below.

Hetivity Report Jangration

Ilist of Criterias;l

2. You could now select the criteria from the List of Criterias drop-down list.

Hetivity Report Ganaration
ty /<4

|I.ist of Criterias =]
AL f Critery

=] Lriteria
R&D Door Forced Open

3. After selecting the criteria that you need, click on the to load it.
4. The screen will refresh and the Report Generation page will be shown with the settings
of the loaded criteria. Now all you need to do is set the date and time range and you

could click B to generate your report based on the loaded criteria.
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144

14.4.1

How To Generate Audit Log Report

Audit log records all the changes to the system parameters and who made the changes. Itis a
means to trace back what was done to the system by the login user. There are two types of
audit trail report that can be generated, they are:

- UserlLog

-  System Log

The following section provides a step-by-step guide to generate the reports.

User Log
The User Log report provides a report on who has login and when it was done. It also

captures the changes done by the User in the system.

1. From the Report Generation page, click on @ audit Leq Report and the Audit Log Report page
will appear as shown below. By default, the User Log page is shown.

fludit log Report Ganeration

# User Log T System Log
Day Month fear Day Month Year

From: |16 =| [aug=] [2004 2] To:[26 =] Jauwg=] [20042]

| Available Users =|

Selected list of Users

3
2. Select the From Date and To Date.

3. The User Log Report allows you to generate report for all users or selected users only. To

generate a report for all users, just click on the G leaving the Selected list of Users
list box blank. To generate a report for selected user, select the users from the Available

Users drop-down list.
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14.4.2

4. Click on G to start generating the log. The following shows a sample of the report
generated for user by the name of “Vincent”.

User Lodg

Eaturday, 15 Fap ZO00F LI:Z22:52

From : 03 Zep 2003

Bosch Security Systems Pte Ltd
38C Jalaw Penimpin Singapsre £77180

To : LF Sep 2003
Date Mime  Name Action

fi:if—,'?fsm Mincent Logged in
283" wincent  Loggad out
licaraa Y Mincene  Leggedin
:.-; 3208?025003 Mincent Logged in
ﬁ,iﬁ?;znmg Wincenk Logged aut
;g:ge;:pizzuus incart Loggad in
toeaias " Wincent  Loggedin
;g:su-;?;snug Mincent Logoed aut

System Log

The System Log report provides a report on the system status.

1. To generate the System Log report, select the System Log radio button.

2. Click on G to start generating the Log.

The following is a sample of the report.

System Logq

Friday, 23 Dea 2005 14:05:42

Product Marme

Hardware Address(MAac)
Internet Address

Serial nurnber

Panel count

Uzer count

Goto Weync Log

runlewal (to 1wl 3)
rehoot system bhoot
shutdowmn system dowm
runlewel (to 1wl &)

The report provides some critical information such as :

-Z0
_E0
-Z0
_E0

R
LR NS

Beosch Security Systems Pte Ltd

3EC Jalan Peminpin Singapore E77180

AEMC 2.1, 29f-2

a0:04:5F: 8120010

172.16.10.99

FDS31C1BE471

3

1
-zl.3 Mon Dec
-31l.5 Mon Dec
-zl.3 Mon Dec
-31l.5 Mon Dec

lz
1z
lz
1z

11:
11:
11:
11:

z0
z0
13
13

(ll+02:45)

(11+0Z:45)

(l1l+02:46)
(Q0-00y

Hardware Address
(MAC)

This is the physical address of the Access Easy Master. It is a unique
number. We could use this number to set the IP address of the Access
Easy Master using the ARP command.

Internet Address

This is the IP address of the Access Easy Master.

Serial Number

Each SAM in the Access Easy Master has a unique number. It serves as
a license to the owner. If the owner wants to increase the number of
login User or connect more Access Easy Controller to the Access Easy
Master, he will have to register with Bosch using this number.
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Panel Count The total number of Access Easy Controller s that are licensed and
connected to the Access Easy Master.

User Count The total number of login users that are licensed.

Go to Wsync log Shows the wsync log between server and panel.
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15

15.1

Database Backup

The Database Backup feature allows the user to save a backup copy of current system
database to the local PC. It provides downloading of information which relates to the setting
up of Access Easy Master, for example schedules details, card readers parameters, and others.
It allows user to download the history of the activity and attendance in Comma Separated
Variable (CSV) formatted file.

The Database Backup also allows user to restore the database to the Access Easy Master. It
acts as a restore utility.

The following sections will guide you to perform both the operations.

How to Perform Database Backup

To activate Database Backup, click on Database Backup menu item from the left pane. A
screen as shown below appears.

Patabase Backup
o Database Restore
Systern Database Backup:
Zave a backup copy of current systermn database to your PC.

1. To start the backup, click on l !

Notice!

A database backup typically takes about 1-2 minutes. During this period, it is advisable not to
change other system parameters. However, the Access Easy Master and the Access Easy
Controllers will not be affected by the action. All operations, such as door access and alarm
monitoring, will still operate as usual.

2. A dialog box will appear, confirming whether to proceed with the backup. Database
backup will take 1 ~ 2 minutes.

Microsoft Internet E xplorer E

@ Database Backup will take 1-2 minutes. Procesd?

Cancel |

3. Click the OK button to proceed with the database backup operation.

>

During backup, the Database backup in progress... message will appear on the screen.
5. Once the backup has completed, a new screen will appear as shown below.

Database Backup

Tille File Sizce{Byles) Perflurin Duwnluad
db_Lar.ye 1081606 anp
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6. You could now save the db_tar.gz file to your local PC by clicking on the a' button.
7. The File Download dialog box will appear, showing the file to be downloaded and the IP
address of the Access Easy Master.

lNile Download E

Q_f) “fou are downloading the hle;
.

db tarcz from 123.2.1.83

would rou fike to open the file or zave it bo pour computer?

Save Cancel | More Info

W Always ask before opening this twpe of file

8. Click on the Save button to save the file to your local PC.
9. The user will be prompted to choose a location and file name to save the file.

Save As HE
Soers [ A0 = ] ) el
:_él iy Computer
=55 My Documents

EE[ Metwork, Meighborhood

1 Central &5 Hw! Pics
_ 1 P Database A3 Pro pics

File name: | Save I
Save as ype: |W|n£||:| File j Cancel |
i

10. When the download is completed, the Download Complete dialog box will appear.

Download complete (=[]

v 13
Download Complete

Saved;
db_tar.gz from 129.2.1.88

ANNENENENENEEENEENENENENNNEENNNNNNNNNNEEEER
Downloaded: 1.03 ME in 3 zec

Daownload to: C:hwINDOW S \Desktop\db_tar.gz

Transfer rate: 352 KB/Sec

I~ LCloze thiz dialog box when download completes

Open | Open Folder | Cloge I

15.2 How To Restore System Database

To activate Database Backup, click on Database Backup menu item from the left pane. A
screen as shown below appears.

Datalbase fsc.ll:':sp

o Diatabase Restore

‘Server To PC

Systern Database Backup:
Save a backup copy of current systermn database to your PC,
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1. Click on the = Dstabase Restore |ink at the top right corner of the page and the Database
Restore page will appear as shown below.

Database /estore

Systern Database Restore: I Browea... |

Restore backup copy of systern database to the Server,

=

2. Click on the Browse button to bring up the Choose File dialog box as shown below.

Laok in: I:@ Desktop j gl

=] by Computer Eif-\dobe Reader E.0 Dscr
5 My Documents card.csv Dscr
25| Metwork Meighborhood ¥ Coder2 exe & bl

Ll wiriZip % cuteprinter. exe @ Linbuiz
— ] Ceantral &35 | 1w Mos B Cyqwin ER Mapl

F Database B3 Pro pice ] db targz %NSS-
L | 2
File: name: | Open I
Files of type: IAII Files 7] j Cancel |/
4

3. Chose the db_tar.gz file and click the Open button.

4. To start the restore process, click on the ‘n button.

After successfully restoring the system database to the Access Easy Master, you will need to
reboot the Access Easy Master for the database to take effect.

Notice!

A database restore typically takes about 1-2 minutes. During this period, it is advisable not to
change other system parameters. However, the Access Easy Master and the Access Easy
Controllers will not be affected by the action. All operations, such as door access and alarm
monitoring, will still operate as usual.

It is recommended that you perform a synchronization of the Access Easy Master database to
Access Easy Controller after you restore the database. Please refer to How to Add an Access
Easy Controller, page 70 on the synchronization operation.
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16

Reboot, Shutdown and Logout

The user can also to perform various maintenance activities for the panel like reboot,
shutdown and logout functions. These will be discussed in the following chapters.

16.1 Reboot Function
The Reboot function allows user to reboot the server after upgrading to the system software
is completed or in order to allow changes made to take effect, especially changes made to the
network setting or panel's IP address.
Notice!
During a reboot, it is important that the Database Backup function is carried out before
proceeding to reboot the Access Easy Master.
The Reboot function can be activated only from the left pane menu item.
1. From any menu item page, click on the Reboot link from the left pane. The following
dialog box appears for confirmation.
Microzoft Internet Explorer
@ Do you really want bo restart the Serer?
: Cancel |
2. Click on the OK button to proceed.
3. It takes a few minutes for the process to complete.
Notice!
During the rebooting process, the Access Easy Master disconnects itself from the computer
and the web page on the computer screen will show "Rebooting System..." before the web
page becomes blank. User must close and relaunch the web browser program. Login to
Access Easy Master again after the process is completed.
Once the server is up and running again, please reenter the server URL address and proceed
with the login.
16.2 Shutdown Function

The Shutdown function allows user to stop the Access Easy Master system properly if the user
is required to.

The Shutdown function can be activated only from the left pane menu item.
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1. From any menu item page, click on the Shutdown link from the left pane. The following
dialog box appears for confirmation.

Microsoft Internet Explorer EE

@ Do you really want to shutdown the Server?
Cancel |

2. Click on the OK button to proceed.
3. It takes about 2 minutes for the system to shutdown.

Notice!
During the shutting down process, the Access Easy Master disconnects itself from the
computer and the web page on the computer screen will show "System shutting down...".

16.3 Logout Function

The Logout function allows the user to do a proper exit from the web browser.
The Logout function can be activated only from the left pane menu item.
From any menu item page, click on the Logout link from the left pane. The web browser will

logout immediately without any prompt. To login again, refer to Logging In and Understanding
Access Easy Master, page 14.
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17 Panels Admin

Panels Admin functions refer to the administration and configuration of individual Access Easy
Controller, which are currently connected to the Access Easy Master.

Under Panels Admin menu of the Access Easy Master main menu, you will see the various
parameters to configure for each individual Access Easy Controller such as Access Groups,
Card Readers, Input Setup, Output Setup, Advance 1/O Setup, Input Point Configuration,
Email/SMS Configuration and Reset Anti-Passback settings.

Panels Admin provides the Server Administrator the convenience of centrally accessing and
configuring individual Access Easy Controllers that are currently having a connection with it.

17.1 How To Choose Individual Panel To Admin

The Access Easy Master is able to detect which Access Easy Controller are set up and panels
that are currently having a connection to it. For panels that are off-line due to network
problem, they will still be shown in the list of panels in Panels Admin page.

Their settings can still be changed and when the panels are connected, the new settings will
be synchronized to the panels. As shown below, 2 panels named “Central Office” and
“Gateway Office” are currently set up to the Access Easy Master.

Central Of f
Gateway Office
Input Setup

CQutput Setup
Advance IS0 Setup

Input Point Configuration
Email/SMS Configuration
Reset APB

To configure any item (Access Groups, Card Readers, Input Setup, Output Setup, Advance I/
O Setup, Input Point Configuration, Email/SMS Configuration or Reset APB) of a particular
Access Easy Controller, you will need to first select the panel description from the drop-down
list as shown above.

After selecting the panel to administer, you could click on any links to the items that you want
to configure.

Access Groups
Card Readers
Input Setup Click on any of these
Qutput Setup links to go to the

Advance I/0 Setu €

Input Point Configuration
Email/SMS Configuration | Controller.

Reset APR

selected Access Easy

Once you click on any of the links as mentioned above, the page showing the selected
function will appear for the selected panel.
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17.2

How to Setup Access Groups

An access group a list of readers within certain authorized time periods (predefined Schedule)
that the cardholders can access. This means that only within this schedule, cardholders with
this access group can access this reader. There are 254 programmable access groups.

In addition, there are two more unique access groups. They are the “Full access” group that
allows cardholders to access all readers at all times, usually reserved for the President,
Chairman or Directors of the company, and the “Unused” group that prohibits cardholder to
access any reader at any time. These two access groups are not listed in the Access Groups
page. They can be selected when the user goes to Access Levels page.

Access group is implemented to simplify the process of assigning cardholder's access rights to
each reader. Usually a group of cardholders can access the same group of readers and usually
using a common schedule. Rather than assigning each reader to one of the cardholder and
going through the same steps repeatedly, grouping of access group is implemented.

It is highly recommended that detail planning be done before setting up the access groups.

Each access group can configure up to 16 readers with each reader linked to a schedule.

To setup the access group, select the target Access Easy Controller and click on the Access

@

@ Access Groups Report

Groups link. The following screen will appear.

C

Panel Admin (Panel #3)

Access Groups

EEEERERESR RS e e s o .

Descripiion

: Caley
Access Groupd

Click on this link to list

Undefined Bgcess Group S Access Group # 128-2h4.
ndefined & r
1 I
Undefined Access Gr 8
Undefined Access Group Click on this link to list

Undefined Access Group 10
ndefined & r
1 L= [
Undefined Access Group 13
Undefined Access Group 14
ndefimed A r
1 r
Undefined Access Group 17
Undefined Access Group 18
Undefined Access Group 19
Wndefined Access Groyp 20
Undefined Access Group 21
Undefined Access Group 22
Undefined Access Group 23
ngefimed 4 r 4
1 I
Undefined Access Group 26
Undefined Access Group 27
Undefined Access Group 28

Arccess Group ¥ 1-127.

I
r

RIS

1. Click on the @127 or @128:254 |ink to list the specific access groups ranges.

2. Alternatively, you can click on the a button to go to the 128-254 range listings or the

E button to go to the 1-127 range listings.
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17.2.1 How to Configure/Edit Access Group Parameters
1. Click on the number in the Grp # column, or the text in the Description column to
proceed. A screen as shown below appears.
( Panel Admin {Panel #3) (.
Access Groups
Acocess Group #: 1
Diescription: |PdethiDn Team A Acceszz Group
Rdr # Description Schedule
1 ¥ Main Entrance 24 Hr= Timezone -
2 ¥ side Entrance |HDrmal Schedules =]
3 [T R&D Dept Entry Reader IND Schedules ;I
4 W Production Dept Entry Reader IPr:ndun:tiDn Team A Schedule;l
5 [ Production Dept Exit Reader 77777777
& [~ Project Dept Entry Reader |ND Schedule ;I
7 [T Sales Dept Entry Reader |HD Schedule ;I
a [T Service Dept Entry Reader IND Scheduls ;I
Notice!
The reader's Description field shown above is configured in the Card Readers setting.
“Reader #5” is configured as exit reader for the “Production Department”. Its operational
behavior will follow that of the entry Reader and thus no schedule can be configured.
2. Delete the default text and enter the new text in the Description field.
3. Click on the appropriate check boxes to indicate a check mark, for reader(s) that is to be
assigned to this access group.
4. Select the appropriate schedule from the Schedule drop-down list for each selected
reader.
Notice!
The above example shows that staff from “Production Department Team A” can have 24 hours
access to the “Main Entrance” and access to their own department according to their work
shift. In addition, other than the normal work hours, they are not allowed to come in by the
“Side Entrance” as its schedule is not 24 hours access.
5. If you have completed the settings for the first 8 readers, proceed to the next 8 readers
(only if required) by clicking on the a button. Repeat steps 3 and 4.
=
6. To confirm the setting, click on = putton.
17.2.2 How to Generate a Print Preview of the Access Groups Report

Once you have completed configuring the required access groups, a hardcopy can be printed
out. To print any one or all Access Groups Report, select from the list box.
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1. From the first web page of the Access Groups menu item, click on the @ Access Groups Report

link. A screen as shown below appears.

( Panel Admin {Panel #3) (.
Access Groups

Selection Criteria For Access Groups

Access Group Description: All Access Groups ;I

2. Select the desired access group from the Access Group Description drop-down list. If no
specific access group is selected, all the available access groups will be used to generate
the report.

3. Click on the button for a print preview of the report. The following screen-capture
shows a sample of the Access Groups Report for “Production Team A” access group.

Return To Access Groyps Retyrn To Selection Criteriy

Bosch Security Systems Pte Ltd
380 Jalan Pemimpin Singapore 577180

Access Groups Report
Mopday, 30 Aug 2004 12:11:36é

& Access Group Raadar Schadule Floor List
1 Production Tearm & Access Group Main Entrance 24 Hrs Timezone

Side Entrance Hermal Schedule

Preduction Dept Entry Reader Production Tearm A Schedule
Return To Access Grogps Retyrn T lection Criter.

If you are satisfied with the configuration and wish to print out a hardcopy, click on the
Print button located on the toolbar of the web browser. Alternatively, click on File and
select Print from the menu.

Notice!
All access groups are available for selection. However, access groups that are not defined
with at least a reader will generate an empty report.

17.3

4. To return to the selection criteria, click on the Beturn To Selection Criteria i),
5. Toreturn to the Access Groups first web page, click on the ReturnTo Access Groups |ink,

How to Setup Card Readers

Card reader parameters are the most essential parameters, comprising of:
—  Reader Function

— Reader Options

- 1/O Settings

—  PIN Code Settings

—  Anti-Passback (APB) Settings

— Dual Card Configuration

All Access Easy Controller card readers can be configured to work either as an entry reader, an
exit reader, an entry and arm/disarm reader, or an elevator reader.
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To setup the card readers, select the target Access Easy Controller and click on the Card
Readers link. The following screen will appear.

(_ Panel Admin (Panel 23)

Card Readers

Main Entrance
Side Entrance
E ntry R r
Bri 16 ntry R r
Pri =11} xit R r
Pr kEntry B r

| t Entry R r

B EE RS e e ks ke

1. Click on the number in the Reader # column, or the text in the Description column to
proceed. A screen as shown below appears.

C

Panel Admin {Panel #3)

Reader #: 1

@

Card Readers

Description: IHain Entrance

.Reader Options .I 0 Sethings

. PIM Code Settings . Anti-Passback

. Dual Card

Reader Function

{APB) Settings Configuration

=

[ Entry Reader
[ Exit Reader warks with |
Entry and Arm/ Disarm
o Reader for I ;I
i Elevator Reader

x]=]E

2. Delete the default text and enter the new text in the Description field to describe the
reader.

3. Click on the ¥ puytton.
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17.3.1 Reader Function
( Panel Admin {Panel #3) (.
Card Readers
Reader #: 1
Description: IMain Entrance
. Reader Options . /0 Settings . PIM Code Settings . Anti-Passback . Dual Card
(APBY Settings Configuration
Reader Function
o Entry Reader
& Exit Reader works with | =]
Entry and Army Disarm
G Reader for I ;I
f" Elevator Reader

ERSE

This section allows user to define the use of the reader, either as an entry reader, exit reader,
entry and arm/disarm reader, or an elevator reader. By default, all 16 readers are set as entry
readers.

A screen of the Reader Function page is shown above.

Entry Reader
This is the default setting. All 16 readers are configured as entry readers allowing door access.

If an entry reader is defined to work with an exit reader, the reader function for the entry
reader will change to reflect the status. A sample is shown in the screenshot below. The exit
reader's description becomes a link. User can click on it to re-configure the exit reader.

( Panel Admin {Panel #3) r.
Card Readers

Reader #: 4
Description: |P.rcrdu-:t:i.cm De=pt Entry Reader
@ Reader Options @ 1/0 Settings @ PN Code Settings @ Anti-Passback @ Dual Card

{APB) Settings Configuration

Reader Function

Entry amd Arm/ Disarm Reader works with Pr n i

Exit Reader
When this mode is selected, this reader will operate as an exit reader. User has to define the
entry reader that this exit reader has to work with.

This exit reader will follow the operational behavior of the entry reader such as door open
timer and door strike timer. If the entry reader for this exit reader is also an arm/disarm
reader, user can also arm/disarm the same alarm zone at the exit reader as it now has the
operational behavior of the entry reader.
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Notice!

Once a reader is configured as an exit reader, the reader will only be accessible to Reader
Function. The rest of the configuration, such as Reader Options, I/O Settings, PIN Code
Settings, Anti-Passback (APB) Settings and Dual Card Configuration will not be available
until it is changed to an entry reader, or an entry and arm/disarm reader.

Entry and Arm/Disarm Reader

When this mode is selected, this reader will have all the functions of an entry reader and it can
be used for arming and disarming a specific alarm zone, i.e. this reader can be used for door
access control and it can also be used to perform alarm zone arm/disarm function.

To arm an alarm zone using the same access reader, card holder with the arm/disarm control
just has to press the <0> key on the keypad before presenting his card.

During an armed state, all valid access cards will be disabled. Only an arm/disarm card can
disarm the alarm zone and enable the door back to normal card access operation. Note: Card
holder is able to Arm/Disarm checkbox must be selected under Card Assignment page.

During an armed state, if the door is unlocked by schedule or manually from Door Control
page, the alarm zone will be disarmed first before door is unlocked.

If the reader is only used for arm/disarm purpose, user just has to assign the cardholder with
arm/disarm function without given access rights to the reader. This will allow the cardholder
to arm the alarm zone without pressing the <0> key.

To switch the reader back to normal access card reader, press <0> on the keypad after
finishing the arm/disarm operation.

Notice!
In order for the reader to work properly, additional wiring is required. Please consult your
System Installer for advice.

Elevator Reader
Similar concept of door access right assignment in other readers is also implemented in the
elevator reader floor assignment.

However, elevator readers do not have the Anti-Passback (APB) Settings function. This is
because it would be complicated to register a zone for the user after he has entered the
elevator and flashed his card to the elevator reader, since the elevator has exits to more than
one floor (you can consider the elevator has more than one exit).

Besides without the Anti-Passback (APB) Settings function, the 1/O Settings of Elevator
Reader is also different from that of an entry reader and an entry and arm/disarm reader.
Elevator reader only has Floor Output Settings and Output Link, compared to the Door
Output Settings, Door Input Settings and Output Link in entry readers, and entry and arm/
disarm readers. The Output Link is also reduced to controlling Invalid Card Output only in an
elevator reader.
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17.3.2

Reader Options

( Panel Admin (Panel #3) (.
Card Readers

Reader #: 1
Description: Main Entrance
.Reader Function .I;'O Settings .PIN Code Settinqs..ﬂ.nti—Passback .Dual Card

{APB) Settings Configuration

Reader Options

r Turn off the reader

r Enable Keyvpad Only Qperation

¥ on Halidays, follow holiday schedules {(to work in conjunction with Card Functionality)
Keypad Timeout (0-255): |5_ seconds

r Enable reader lockout

Scheduling Options

i« Unlock door

i« Schedules will not be used to unlock this door

e Schedules will be used to unlock this door

Il Schedules and holidays will be used to unlock this door
Schedule: |Ho Schedule =]

r only after a valid access condition

CEEEE

This section allows user to configure parameters in relation to the reader. User can deactivate
the reader to prevent access by anyone, or allow access by entering the card number
manually, and/or access in accordance to holiday schedules.

A screen of the Reader Options page is shown above.

Turn off the reader

Once a reader is turned off, it will not read any card. The door will be locked and all access
will be denied. For arm/disarm reader, turning off the reader prevents arming and disarming
through the reader.

Enable Keypad Only Operation

When this mode is selected, the user need not present his/her card to gain access or arm/
disarm the alarm zone (see NOTICE 1). Instead, the cardholder only has to key in his/her card
number, (see NOTICE 2) followed by its PIN code (only if PIN function is required).

Notice!
1. Cardholder can still present his/her card to gain access or arm/disarm. If PIN code is
required, user has to present card followed by PIN code.

2. User has to activate the . key first before entering the card number.
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On Holidays, follow holiday schedules (to work in conjunction with Card Functionality)
This mode works in conjunction with the Cardholder must abide by holiday schedules
checkbox in the Card Assignment page. If both checkboxes are checked and the current date
is a holiday, the panel will apply the four sets of schedule intervals setting in the regular or

special holiday, depending on which holiday type the current date setting is on, for processing
(for each cardholder).

Keypad Timeout

Keypad Timeout relates to the interval where the panel expects key entry via the reader's
keypad from the user. If the user does not press any key within this duration or when the user
forgets to quit from a specific operation, the panel will return to the normal mode to wait for
card presentation or user action during a PIN change or manual card number entry operation.
To edit the Keypad Timeout, delete the default number and enter the new timeout value. It
should range from O - 255. The factory default is 10 seconds.

Enable Reader Lockout

When this mode is selected, there is a restriction on the number of times a user with invalid
access can present his card at the reader.

L]
1. Check on the Enable reader lockout checkbox and click on the button. A screen as
shown below appears.

(- Panel Admin (Panel £3) r.
Card Readers

Reader #: 1
Description: Main Entrance
@ Reader Function (@ L/O Settings @£l Code Settings @ Anti-Passback @ Dual Card

{APB) Settings Confiquration

Reader Dptions

[T Turn off the reader

r Enable Keypad Only Operation

2 On Holidays, follow holiday schedules (to work in conjunction with Card Functionality)
Keypad Timeout (0-255): _ [10  seconds

v Enable reader lockout

Mumber of illegal attempts prior to lockout (0-255): |3

Duration between illegal attermpts (0-255): Ilﬂ seconds

Lockout duration (0-255); |3D seconds

List of selected illegal events to trigger lockout: ’Inv&lid Card

Select an illegal event: Accass Denied %:

2. Choose the events that you would like to lock the users out by selecting from the Select

an illegal event drop-down list and click on the button.

3. The illegal events will appear on the List of selected illegal events to trigger lockout list
box.

4. To remove the illegal event from the List of selected illegal events to trigger lockout list

box, highlight the event and click on the E button.
5. Enter the Number of illegal attempts prior to lockout textbox. The default is set to 3.
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6. Enter the Duration between illegal attempts textbox. It ranges from 0 to 255 seconds.
7. Enter the Lockout duration textbox. It ranges from 0 to 255 seconds.

In the above example, the user will be locked out after the third attempt when he uses an
invalid card to access the reader three times within 10 seconds. He would not be able to
access the reader for 30 seconds, meaning the reader will lock him out for 30 seconds.
However, if he only attempted to access the reader twice with an invalid card, the reader will
reset the illegal attempt counter 10 seconds after the very first time the user uses an invalid
card to access the reader.

Notice!
Once reader is locked out, it will not be accessible by any cardholder. Only after the lockout
duration can the reader be used again.

17.3.3

Scheduling Options

The Access Easy Controller can be programmed to activate or deactivate the reader based on
preprogrammed schedules. This is particularly useful if the reader is used for controlling door
access and the door is required to be unlocked during certain period of the day, but to be
locked back at different time period for the same day.

The above scenario is a typical operation of a main entrance door of a building. During the
time when staff normally comes to work, you might want to unlock the door throughout the
office working hours and automatically lock back after work.

A screen of the Scheduling Options page is shown in Reader Options, page 126.

Unlock door (For Entry Reader, Entry and Arm/Disarm Reader)

When this mode is selected, the door that is controlled by the particular reader is permanently
unlocked. There is free access to everyone. This & Hnlack door ¢,nction is applicable to entry
reader, and entry and arm/disarm reader. For elevator reader, this function is replaced by a
similar function Disable Elevator Reader, in the section below.

Disable Elevator Reader (For Elevator Reader Only)

When this mode is selected, the elevator that is controlled by the particular reader is
permanently unlocked. There is free access to everyone. This ©  Disable Elevator Reader ¢, otiop
is applicable to elevator reader only. For entry reader, and entry and arm/disarm reader, it is
replaced by a similar Unlock door function, in the section above.

Schedules will not be used to unlock this door
When this mode is selected, the reader access mode will be activated. Gaining access will
require the user to present his or her card and PIN code, if required.

Schedules will be used to unlock this door
When this mode is selected, the reader access mode will function based on the schedule
intervals setting. To set the scheduling options, refer to the section below.

For example:
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The start and end time for Interval 1 of schedule settings is set to 0830hrs and 1730hrs
respectively. In this period, the door will be unlocked between 0830 to 1731 hrs. The drawing
below provides a pictorial representation of the function.

0530hrs 1731hrs

Door Status Door Door
Locked Cioor Unlocked Locked

Notice that the door is locked only at 1731hrs instead of 1730hrs. The reason is that Access
Easy Controller takes 17:30:59hrs as a valid end time for 1730hrs.

Schedules and Holidays will be used to unlock this door

When this mode is selected, during a holiday, the cardholder will be allowed to access this
reader during the specific period as defined in schedule intervals setting for holiday. To set
the scheduling options, refer to the section below.

To set the Scheduling Options (for Schedules will be used to unlock this door and
Schedules and Holidays will be used to unlock this door)

1. To assign the Scheduling Options, click on the desired radio button. To deselect the
selected radio button, click on other radio buttons. By default, the Schedules will not be
used to unlock this door radio button is selected.

2. If the either Schedules will be used to unlock this door or Schedules and Holidays will
be used to unlock this door radio button is selected, please proceed to step 3 to select
the schedule.

3. Select the desired schedule rom the Schedule drop-down list.

4.  When either Schedules will be used to unlock this door or Schedules and Holidays will
be used to unlock this door radio button is selected, the door will unlock on time even if
nobody is in the premises. However, if Only after a valid access condition checkbox is
checked, the system will only unlock the door after a valid access card is presented
during the schedule time period.

Example:

Scheduling Options

Unlock door

Schedules will not be used to unlock this door

Schedules will be used to unlock this door

|ON

Schedules and holidays will be used to unlock this door
Schedule: |Normal Schedule j

¥ only after a valid access condition

In the screen above, the Schedules and holidays will be used to unlock this door radio
button is selected, and the selected Schedule is “Normal Schedule”. In addition, the Only
after a valid access condition checkbox is checked.

The screen below shows the schedule for “Normal Schedule”, which has been selected.
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17.3.4

Schedule #: 4
|Harmal Schedule

Schedule Description:

Interval 1

Interval 2

Interval 3

Interval 4

Start End Start End Start End Start End
Sunday C‘ 0g:30 13:00 ==f== SIS ==f== SIS ==f== SIS
Monday Gr om0 1730
Tuesday C\ 05:30 17:30 == f=o oofoo == f=o oofoo == f=o oofoo
Wwednesday i\‘ 08:30 17:30 ==f== SRl S ==f== SRl S ==f== SRl S
Thursday i\ 03:30 17:30 ==f== ==f== ==f== ==f== ==f== ==f==
Friday i\ 05:30 17:30 ==f== =g ==f== =g ==f== =g
Saturday \/:\ 03:30 1300 oof=o oofj=o oof=o oofj=o oof=o oofj=o
Regular Hal (:‘; 0g:30 13:00 ==f== SIS ==f== SIS ==f== SIS
Special Hol :::; 05:30 13:00 ==f== ==fee ==f== ==fee ==f== ==fee

According to the schedule in “Normal Schedule” above, when the Schedules and holidays will
be used to unlock this door radio button is selected, the door will unlock every Monday to
Friday from 0830hrs to 1730hrs and every Saturday, Sunday, regular and special holiday from
0830hrs to 1300hrs.

However, with Only after a valid access condition checkbox selected, the door will only
unlock after a valid access card is presented to the reader during the schedule time period.
For example, on a Monday, the first person to present his card to the reader arrives at
0845hrs. Therefore, the door will only unlock from 0845hrs to 1730hrs on that particular
Monday, instead of from 0830hrs to 1730hrs.

Door Output Settings (For Entry Reader, Entry and Arm/Disarm Reader)
This parameter allows user to set the timer duration that is related to the door. A screen of
the Door Output Settings page is shown below.
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( Panel Admin (Panel #1) {'
Card Readers

Reader #: 1
Description: Main Entrance
@ Reader Function @ Reader Options @ PIN Code Settings @ Anti-Passback @ Dual Card
(APB) Settings Configuration
Door Output Settings
Door Open Timer (0-255): seconds
Door Strike Timer (0-255): seconds
Source Address
Door Strike: |0utpu‘= v| | 1 v|
Door Input Settings
Source Address
Request-to-Exit Device: Input Vv 1
Door Contact: Input W 2
[ schedules and holidays will be used to shunt door contact | Mo Schedule e
Door Force Open Alarm delay duration (0-255): 0 seconds
Pre-alarm Warning before door held open alarm (0-60): seconds
Output Link
Door Forced Alarm Output: |Not Rssigned v
Door Held Alarm Qutput: Mot Assigned v
Invalid Card Output: Not Assigned v

Door Open Timer

This setting defines how long the door can be held open, after an access/exit is granted,
before the panel registers it as “Door Held Open” transaction. If the reader has a built-in
buzzer, it will generate a beeping alert signal and will stop once the door is closed back. It can
range from O to 255 seconds. The factory default is 60 seconds.

Door Strike Timer

This setting defines the duration to de-energize the door strike when the momentarily unlock
command is sent via the Door Control web page or when an access/exit is granted. When
access is granted to a cardholder, sufficient time must be given for the person to open the
door before the panel locks it back again. It can range from 0 to 255 seconds. The factory
default is 5 seconds.

Notice!

When the Door Strike Timer is set to 0, and a valid card is presented at the reader, the door
becomes unlocked (View Activity shows “Door Unlocked”) until the same card or another
valid card is presented at the reader. Only then the reader will go back to locked mode (View
Activity shows “Door Locked”). Presenting an invalid card will not change the status. View
Acivity will only show “Invalid Card”.
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Door Strike

For the output device, such as door strike, though it is predefined, user can still change the
default address to other available addresses within the same reader board, should the original
output relay is defective.

To allocate an output for the door strike, select “Output” from the Source drop-down list. This
defines the physical output on the reader board. The output channels are applicable for Door
Strike, Door Forced Alarm Output, Door Held Alarm Output and Invalid Card Output. Output
channel assignment for devices connected in relation to the reader is selectable within the
spare output channels of the card. Proceed to select an address for it from the Address drop-
down list. The default address is “1”.

Otherwise, user can disable the output channel by selecting “None” from the Source drop-
down list.

Notice!

Address for Door Strike is selectable only to within the card's spare output channels. Door
Forced Alarm Output, Door Held Alarm Output and Invalid Card Output is selectable only
within the user programmable 32 outputs.

17.3.5 Door Input Settings (For Entry Reader, Entry and Arm/Disarm Reader)
A screen of the Door Input Settings section is shown in Door Output Settings (For Entry
Reader, Entry and Arm/Disarm Reader), page 130.

The Access Easy Controller has the capability to support a maximum of 16 Wiegand card
readers, 64 input (I) monitoring points, and 64 relay output (O) points. Of the 64 1/Os, only 32
inputs and outputs are user programmable, the other 32 1/Os are assigned to the readers.

The addresses for input devices (request-to-exit device and door contact) connected in
relation to the reader are pre-defined and cannot be changed. The following is the list of input
to configure:

- request-to-exit device,

- door contact,

— door forced open alarm delay duration,

—  pre-alarm warning before door held open alarm.

Request-to-Exit Device

To allocate an input address for Request-to-Exit Device, select “Input” from the Source drop-
down list. This defines the physical input on the reader board. Input channel assignment for
devices connected in relation to reader is fixed and cannot be changed. The address for
Request-to-Exit Device is fixed and cannot be changed.

Otherwise, user can disable the input channel by selecting “None” from the Source drop-down
list.
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Door Contact

To allocate an input address for Door Contact, select “Input” from the Source drop-down list.
The address for Door Contact is fixed and cannot be changed. Otherwise, select “None” from
the Source drop-down list.

If the door contact is ignored, there will not be any alarms like "Door Held Open" or "Door
Forced Open" on that particular reader.

Schedules and holidays will be used to shunt door contact
An additional feature is the enabling schedules and holidays to be used for shunt door
contact. Select the checkbox and the corresponding schedule from the drop-down list.

If a schedule is selected, the door contact will be ignored during the time interval. This is the
same as setting the door contact to "None".

If the door contact is ignored, there will not be any alarms like "Door Held Open" or "Door
Forced Open" on that particular reader.

Door Force Open Alarm delay duration

This is to facilitate some special exit requirement. For example, a handicap user will need a
longer time to access the open door than a normal user does. This can also be used to prevent
“Door Forced Open” false alarm due to interference at the cables.

Enter the timing in seconds in the Door Forced Open Alarm delay duration text box if
desired. The timing can range from 0 to 255 seconds.

Pre-alarm Warning before door held open alarm

With the pre-alarm function, a user would be reminded with a slow beeping that the door he
has just gained access is still opened. An example is he can set the Pre-alarm Warning before
door held open alarm setting to 5 seconds, so that he will be alerted to close the door on
time before the “Door Held Open” alarm. The timing can range from 0 to 60 seconds.

Notice!
Addresses for Request-to-Exit Device and Door Contact are fixed and cannot be changed. If
the input channel is disabled, the address will not be shown.

17.3.6

Floor Output Settings (For Elevator Reader Only)
When a reader is enabled as a elevator reader, it will not have any door input or output
setting. Instead it will be replaced by floor output settings.

A screen of the Floor Output Settings page is shown below.
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Reader #: a

Description: Elevator Reader

. Reader Function . Reader Options . PIN Code Settings . Dual Card

Configuration

Floor Dutput Settings

Floor Relay Enable Timer (0-2558); |5 seconds

Floor Relay: | E
Floor List Qutput List

Selecting Floor Relay Output: |Floor 1 =] |Hotion Detector 1 (Simulator) =]

Output Link

Invalid Card Output: INDt A=signed 'I

CEREEE

This section allows user to set any of the 32 programmable output point to the selected floor.

[E

To configure Selecting Floor Relay Output, select a floor from the Floor List drop-down

list.
2. Select an output point from the Output List drop-down list.

3. Click on the button to add the selected output point to the selected floor. The
selected items would appear on the Floor Relay list box, as shown below. Each floor and
output point can only be selected once.

Floor Relay: Floor 1: kotion Detactor 1 (Simulatar)

4. To delete any selected items from the Floor Relay list box, highlight the item and click on

the button.

5. To configure the Floor Relay Enable Timer, delete the default timing and enter a new
timing in seconds. The default timing is 5 seconds.

In an entry reader. and entry and arm/disarm reader, it allows user to set any of the 32
programmable output point to Door Forced Alarm Output, Door Held Alarm Output and
Invalid Card Output. By default, all the 3 are set as “Not Assigned”.

Output Link

Door Forced Alarm Output: | Mot Assigned 'l
Door Held Alarm Qutput: | Mot Assigned j
Invalid Card Output: Mot Assigned j

However, in an elevator reader, this section only allows user to set any of the 32
programmable output point to Invalid Card Output. By default, it is set as “Not Assigned”.

Invalid Card Output: INDtASSignEd 'l
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17.3.7 PIN Code Settings
C Panel Admin (Panel #3) (.
Card Readers
Reader #: 1
Description: Main Entrance
.Fteader Function .Reader Options . I/0 Settings .a\nti-Passback .Dual Card
(APB) Settings Configuration
'IM Code Settings
= PIM code not required
f" PIN code required at all tirmes
T PIN code required, except during schedule intervals
- PIN code required, except during regular schedule intervals and holiday schedule intervals

Schedule: |H|:| Schedules ;I
PIN code only operation using Reader’s PIN code
Reader's PIN code (1-7 digits): |

-

This section allows user to set the parameter on when the Personal Identification Number
(PIN) is to be used.

A screen of the PIN Code Settings page is shown above.

PIN code not required
When this mode is selected, users accessing this reader do not have to key in the PIN code.

PIN code required at all times
When this mode is selected, users are required to key in the PIN code.

Notice!

In order for the feature to work, the cardholder’s Card + PIN is required on keypad readers
mode must be activated, and the PIN must be set at the card in Card Assignment page. For
the setting of the PIN, please refer to Card Details, page 43.

PIN code required, except during schedule intervals
When this mode is selected, users are not required to key in his/her PIN code during specific
periods defined in the schedule settings.

As an example, the start and end time for Interval 1 of the schedule is set to 0830hrs and
1730hrs respectively. The reader status will be set accordingly. The following drawing
provides a pictorial representation of the function.

0530krs 1731hrs

Reader Status FIN PIN Mot PN
Fequired Fequired Fequired

Notice that PIN is required at 1731hrs instead of 1730hrs. The reason is that Access Easy
Controller takes 17:30:59hrs as a valid end time for 1730hrs.
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This mode is not affected by holiday setting, i.e. during holiday, it will still use the day of week
schedule.

Notice!

To use this feature as intended, the cardholder should be given access rights to the reader(s).
In order for the feature to work, the cardholder's Card + PIN is required on keypad readers
mode must be activated.

PIN code required, except during regular schedule intervals and holiday schedule intervals
When this mode is selected, the operation is the same as the previous mode, except that
during holiday the holiday schedule is used instead of the normal day of week schedule.

PIN code only operation using Reader's PIN code

When this mode is selected, all cardholders will use a pre-defined reader's PIN code (default
code is “1234000”) to gain access to the controlled area or to arm/disarm the alarm zone. No
card is required.

The reader's PIN code is defined in the Reader's PIN code (1-7 digits) field.

To set the schedule:

1. If the PIN code required, except during schedule intervals, or PIN code required,
except during regular schedule intervals and holiday schedule intervals radio button is
selected, the schedule must be set.

2. Select the appropriate schedule from the Schedule drop-down list.

To set the reader's PIN code

1. If the PIN code only operation using Reader's PIN code radio button is selected, the
reader’s PIN code must be set.

2. To configure the PIN code, enter the new PIN code in the Reader's PIN code (1-7 digits)
field. See NOTICE 1 and 2.

Notice!

Note 1: User can enter from 1 to 7 digits for the Reader's PIN code (default code is
“1234000”).

Note 2: For security reason, every character entered for the PIN code is represented by an
asterisk. For a Macintosh user, it is represented by a dot instead.
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17.3.8 Anti-Passback (APB) Settings
( Panel Admin (Panel #3) (.
Card Readers
Reader #: 1
Description; Main Entrance
. Reader Function . Reader Options . /0 Settings . PIN Code Settings . Dual Card

Configuration

Anti-Passback (APB) Settings
[y APE deactivated

[ Activate Time Based APB

Timer setting for Time Based APE: I a "I minutes
I Activate Soft APE (violations will be logged, bu: access/exit granted)

Entry Zone: IUndef ined 'I Exit Zone: IUI’.dEf ined 'I

[ Activate Full AFE {violations will be denied access)

Entry Zone: |Undef ined 'I Exit Zone: IUr.def ined vI

A screen of the Anti-Passback (APB) Settings page is shown above.

Anti-passback (APB) function prevents a cardholder from passing his/her card to another
person to gain access to the door after he has accessed through it. It is normally implemented
in sensitive area having high security.

Three types of APB modes are available, namely the time based, soft and full APB. Each mode
provides different levels of security and is explained in detail in the following sections.

APB deactivated
By default, the APB deactivated radio button is selected. This means that there is no APB
setting for the readers on this Access Easy Controller.

Activate Time Based APB
Time based APB relates to entry reader only, implying that the panel will not accept the same
card until the timer setting for time based APB has elapsed.

To select this mode, select the Activate Time Based APB radio button.

When this mode is selected, the timer must be set. Choose the timing in minutes from the
Timer setting for Timed Based APB drop-down list, from a range of O to 60 minutes.

Activate Soft APB

Soft APB mode operation requires a cardholder to present his/her card at the entry reader
and exit reader at all times. However, if he/she follows another person in or out of the
controlled area, the transactions "Exit Granted, Soft APB" or "Access Granted, Soft APB" will
be shown on his/her next exit or entry respectively.

The administrator needs to reset the APB violation in order to clear the transaction. Refer to
Reset APB, page 175 for more details.
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To select this mode, select the Activate Soft APB radio button. The entry and exit zones must
be selected from the Entry Zone and Exit Zone drop-down list for this mode to work properly.

Activate Full APB

When this mode is selected, user must first enter using the entry reader in order to exit from
the corresponding exit reader. If the cardholder violates this, access will be denied. The
administrator needs to reset the APB violation before the cardholder can have access again.
Refer to Reset APB, page 175 for more details.

To select this mode, select the Activate Full APB radio button. The entry and exit zones must
be selected from the Entry Zone and Exit Zone drop-down list for this mode to work properly.

The main difference between the soft and full APB is that, for soft APB, the user is allowed to
exit the controlled area via the exit reader even if he/she entered the controlled area
previously by following another person. Full APB does not allow that.

Understanding the APB Zone

APB zone is applicable to soft and full APB.

Access Easy Controller is able to support up to 254 soft APB entry and 254 soft APB exit
zones, 254 full APB entry and 254 full APB exit zones.

< APB Zone 3 }
; Exit Reader #4 (Zone 3)
Depattinent Main Entrance I Entry Feadet #3 (Zone 2)
(”fﬂ_—_ _____H"“m
‘mx_ﬁ________ APE Zone 2 _____f,/
; Exit Reader #2 (Zone 2)
Office Main Entrance I Entry Reader #1 (Zone 1)
d APB Zone 1 )
R S I

Any reader assigned to operate soft or full APB mode will be given an entry and exit zone.
When a cardholder presents his/her card at “Entry Reader #1”, the system will verify whether
he has been registered in “Zone 1”. If he has been registered in “Zone 1”, access is granted to
him. However, if he is verified to be in other zones instead of “Zone 1”, access will be denied
to him. If he is granted access, when he opens the door to gain access such that the door
contact sensing is opened, he will then be registered to be in “Zone 2”.

Notice!

In the case that he is verified to be in “Zone 1” and is granted access but he did not open the
door to gain access, he will not be registered in “Zone 2”. He will only be registered in “Zone
2” when he is granted access and opens the door to gain access.
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17.3.9

Using this verification method, no card can bypass a zone to gain access to any other zones. In
addition, zone will only be registered into the card if the user has opened the door physically
(based on door contact sensing).

For the above example, assume that the mode Activate Full APB (violations will be denied
access) is selected. For “Entry Reader #1”, “Zone 1” will be selected from the Entry Zone
drop-down list, and “Zone 2” will be selected from the Exit Zone drop-down list as shown
below.

Anti-Passbhback (APB) Settings
cC APB deactivated
- Activate Time Based APB

Tirner setting for Time Based APB: 0 =| minutes
i Activate Soft APE (violations will be logged, but access/exit granted)

Entry Zone: Undefined "I Exit Zone: |Undelined 'l

[ Activate Full APB (violations will be denied access)

Entry Zone: Zone 1 "I Exit Zone: IZDHE 2 "I

Similarly, for “Entry Reader #3”, “Zone 2” will be selected from the Entry Zone drop-down list,
and “Zone 3” will be selected from the Exit Zone drop-down list as shown below.

Anti-Passback (APE) Settings
C APB deactivated

C Activate Time Based APB

Timer setting for Tirme Based APB: 0 =| minutes
C Activate Soft APB (violations will be logged, but access/exit granted)

Entry Zone: |Undeﬁna|:| 'l Exit Zone! |Ul'ldElﬁl'|Ed "I

= Activate Full APB (violations will be denied access)
atry Zone: [Zone2 ¥ et zone [Zone3 =]

Dual Card Configuration

( Panel Admin (Panel #3) ('
Card Readers

Reader #: 1
Description: Main Entrance
. Reader Function . Reader Cptions . /O Settings . PIM Code Settings . Anti-Passhack

(APB) Settings

Dual Card Configuration
[ Dual Card Mode disabled

('“ After using 2 card to initiate the access, the systern will switch back to single card access

In the Dual Card Configuration, the reader can either be configured as Dual Card Mode
disabled, After using 2 card to initiate the access, the system will switch back to single card
access or Dual Card access at all time.

-,"‘ Dual Card access at all time

A screen of the Dual Card Configuration page is shown above.
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Dual Card Mode disabled
If this mode is selected, it means that no two cards are needed to activate the reader.

After using 2 card to initiate the access, the system will switch back to single card access
If this mode is selected, it means that after two cards are presented to the same reader to
unlock the door, the reader will switch back to single card access.

An example of the scenario would be as follows:

In the morning, two authorized personnel with dual card function have to present their card at
the high security door reader before the door can be accessed normally. Subsequently the
rest of the employees would access the door using their own card. At the end of the day,
either of the 2 authorized personnel holding the dual card will have to revert the system back
to dual card mode by pressing the <3> key on the keypad before presenting their cards.

Dual Card access at all time

If this mode is selected, it means that two cards have to be presented to the reader at all
times to unlock the door. This mode works in conjunction with the dual card assignment in
Card Assignment, page 42 as to whether there is any order in the presentation of cards.

17.3.10 How to Generate a Print Preview of the Card Reader Report
Once you have completed configuring the card readers, a hardcopy can be printed out.

1.  From the first web page of the Card Readers menu item, click on the @ Sard Reader Report
link. A screen as shown below appears.

( panel Admin (Panel #3) f.
Card Readers

Selection Criteria For Readers

Reader Description: |AJ.l Readers ;I

2. Select the desired reader from the Reader Description drop-down list. If no reader is
selected, the report will include all the available readers in the selected panel. In this
example, all the readers in “Panel #3” will be included in the report.
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174

3. Click on the button for a print preview of the report. The following screen-capture

shows an example of the report for “Main Entrance”.
Beturn To Card Readers Return To Selechion ¢ ri!;[';
Bosch Security Systems Pte Ltd
300 Jalan Penimpin Singapors 577180

Card Reader Heport
Meopday, 20 Xwpg 2004 18: 48008

Reader # @ 1
Description : Main Entrance

Entry Reader

FEazdar Optioms

Turn Sff vhe readey ! Mot Selecoed

Enable Feypad Only Operation : Not Zelected

On Holidawys, follow holiday schedules (to work in conjunction wich Card Fumctionality) @ Salected
Keypad Timeout @ 5 seconds

Ensble reader lockout @ Not Selected

Schaduling dptions
Schedules will not be used wo wunleck chis door
Only after a wvalid access condition - Not Selected

Benp (ebpul Sebbings

Door Open Timer : &0 ssconds
Door Strike Timer : § seconds
Door Ztrike [ Ouctpuc L

Door Tnput Sebiings

Peguest-to-Exitc Davice : Input 1

4. If you wish to view other reader's configuration, click on the Return To Selection Criteris |ink and
reselect. If you are satisfied with the configuration and wish to print out a hardcopy, click
on the Print button located on the toolbar of the web browser program. Alternatively,
click on File and select Print menu.

5. Toreturn to the Card Readers first web page, click on the Return Ta Card Readers |ink.

Input Setup

The Access Easy Controller has 32 user programmable input points that will be used for alarm
monitoring purposes. The addresses for these input points range from 33 to 64 and are
available on the I/O card. Each card provides up to eight input points.

These input points can be assigned into a group (called an alarm zone) or as an Individual.
Both types provide the same function. The only difference is the way each is being armed/
disarmed. Access Easy Controller allows user to configure up to four alarm zones.

An alarm zone (see NOTICE 2 below) can be armed/disarmed by the following methods:
— manually by user via a dedicated arm/disarm reader, or

— manually by user via the web page (input control), or

— system control based on schedule intervals.

An individual input point can be armed/disarmed only by schedule intervals, or manually by
user via the web page. To arm/disarm an input point via the web page, go to /nput Control,
page 34.

All input points, group or individual, can be configured to trigger 1 to 4 output points (of the I/
O card) for the purpose of status indication. The outputs are labeled as:

Alarm Status Turns "ON" during an alarm condition.
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Arm/Disarm Turns "ON" when it is armed.
Status
Ready Status Turns "ON" when the input point is not in the normal condition. It is

said to be not ready for arming.

Bypass Status Turns "ON" when the input point is bypassed.

Any alarm detected by any of the input points would also trigger the common alarm output
relay, at address 8, and is only restored when all the input points is restored back to their
normal state.

Notice!

Note 1: The input control web page will display the status of the alarm zones as well as the
status of individual input points. Please refer to Input Control, page 34.

Note 2: All input points configured to an alarm zone follow the first input point's setting for
arm delay, alarm delay, and schedule of that zone.

Before we start, here is a brief description of how the Access Easy Controller interprets the
schedule intervals for input points arming and disarming statuses.

For example,

If the setting for Schedule #2 is:-
Interval 1 Start 0830hrs End 1730hrs
Interval 2, 3, and 4 has no setting.

When the Schedule #2 is tied to Input Point #1, the input point will arm and disarm
accordingly.

0o0ohrs 0530hrs 173 hrs 23538hrs

Input Point #1 _
Status Armed Disarmed Armed

Take note that the input point is disarmed at exactly 0830hrs but re-armed at 1731hrs, a
minute delay, as compared to the Schedule #2 setting. The reason is that Access Easy
Controller takes 17:30:59hrs as a valid end time for 1730hrs.

Notice!

Before you configure any input point(s), please ensure that the alarm monitoring device with
the EOL resistor is in place with the necessary logic inversion on the Input Point
Configuration web page.
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1.

To setup the input point select the target Access Easy Controller, and click on the Input
Setup link. The following screen will appear.

(_ panel Admin (Panel #3) {.
Input Point Setup

@ Alarm Zone Description @) Input Point Report

1 Motion Detector 1 alarm Zone 1
Z Motion Dretector 2 Alarm Zone 1
3 Motion Detector 3 Alarm Zone 2
4 Motion Detector 4 Alarrn Sone 2
5 Motion Detector 5 Not Assign

& Undefined Input Point & Kot Assigned
z Undefined Input Point 7 ot Assigned
B Undefined Input Paint & Not Assigned
9 ndefin i Poin Not Asgign

10 Undefined Input Point 10 Not Assigned
11 Undefined Input Point 11 Mot Assigned
1z Undefined [nput Point 12 Not Assigned
13 Undefined Inpyt Paint 13 Not Assigned
14 ndefined In Point 14 Not Assign

15 Undefined Input Point 15 Kot Assigned
16 Undefined Input Point 16 Mot Assigned
17 Undefined Inpyt Point 17 Hot Assigned
13 ndefin nj Poin Not Assigned
149 Undefined Input Point 1 Not Assigned
20 Undefined Input Point 20 Mot Assigned
il Undefined [nput Point 21 Naot Assigned
F Undefined Input Point 22 Not Assigned

Click on the corresponding text in the Input #, Description or Zone columns to proceed.
A screen as shown below appears.

( Panel Admin (Panel £3) r.
Input Paint Setup

Input #: 1
Description: [Motion Detector 1
Arm Delay: 0 seconds (D - 255)
alarm Delay: L} saconds (0 - 255)

Input Arm/Disarm Control Dutput Link

[ilzzm Zone 1 =l|zone Alarm Status|| Hot Assigned =l
Arrry .
::5 Undef ined _lj Disarm nrn\.’Dgsarmp{ot Assigned =l
i ¥ FTOI;IQ!! tatus
Rudﬂl{nt Assigned ;I
Status
vaogglﬂnt Azsigned EI
Status

Delete the default and enter the new description in the Description field.

Delete the default entry for Arm Delay field, and enter the new value (this field appears
as a link to the first input point if this is the second or subsequent input point of an alarm
zone). If you want immediate arming or disarming, leave it as 0. Value from 1 to 255 will
cause a delay before the alarm zone is armed. During this delay, any triggering of the
input points will not be considered as an alarm.

Delete the default entry for Alarm Delay and enter the new value (this field appears as a
link to the first input point if this is the second or subsequent input point of an alarm
zone). If you want the alarm to be activated immediately when the input point is triggered
when it is armed, leave it as 0. Value from 1 to 255 will cause a delay before alarm
activation. During this delay period, if the input point is restored to normal, or user
disarms the alarm zone, no alarm will be activated. Alarm activation will cause the output
relay configured in the Alarm Status drop-down list to be turned on.
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Notice!

The Alarm Status output relay assigned here is the same one that is listed at the Output
Setup. Setting the Duration field to a value other than 0 at the Output Setup page will cause
the Alarm Status output relay to turn on for that configured duration only. Leaving it as O will
cause the output relay to remain on till the alarm zone is disarmed, or the input point has
been restored to normal condition. Please refer to the section on Output Setup, page 146 for
more details.

6. Select the alarm zone to which this input point is to be grouped with, from the Zone
drop-down list. If you do not wish to assign it to an alarm zone, just select “Not
Assigned”. However, it must at least be assigned to a schedule for this configuration to
function.

7. Select the schedule from the list. If you do not wish to assign it to a schedule, just leave it
as “Undefined”. However, it must at least be assigned to an alarm zone for this
configuration to function. Note: This field is disabled if this is the second or subsequent
input point of an alarm zone.

8. Select the appropriate output point, for the corresponding status outputs, from their
drop-down list. By default, “Not Assigned” are selected for these outputs.

Notice!

The output points listed/assigned here are the same as those listed at the Output Setup. By
setting the Duration field to a value other than 0 at the Output Setup will cause the status
output relays to turn on for the configured duration. Leaving it as O will cause the output
relays to remain on till the status has changed. Please refer to the section on Output Setup,
page 146 for more details.

=

9. Click on the button (see NOTICEL, 2, and 3).

Notice!

L]
Note 1: Activating the button will cause all active (armed) input points within the alarm
zone to be set to default, which is the disarmed state.

I!I
Note 2: Activating the ™= button outside the predefined schedule intervals will cause the
input point to be armed.
Note 3: When an alarm zone is also armed/disarmed by schedule, the condition similar to
NOTICE 2 has the priority over NOTICE 1.

Proceed to configure other input points by clicking on the button to return to main page.

17.4.1 Alarm Zone Description
The Alarm Zone Description allows the user to change the description for each alarm zone to
the description he prefers so that he may better visualize the location of the alarm zone.

From the first web page of the Input Setup, click on the @ &larm Zone Deseription |ink. A screen as

shown below appears.
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C Panel Admin (Panel #3) f.
Input Point Setup

Alarm Zone Description

Alarm Zone 1: [Alarm Zone 1
Alarm Zone 2: [Marm Zone 2
Alarm Zone 3: [Alarm Zone 3
Alarm Zone 4: [Alarm Zone 4

1. To change the Alarm Zone Description for each alarm zone, delete the default
description from each Alarm Zone and enter the new description accordingly.

L |
2. Click the button to save the changes.

17.4.2 How to Generate a Print Preview of the Input Point Report
Once you have completed configuring the input points, a hardcopy can be printed out.

1. From the first web page of the Input Setup, click on the @ Input PointReport |ink A screen as

shown below appears.

( Panel Admin {Panel #3) r.
Input Paint Setup
@ alarm Zone Description @ Input Point Report

Input # Description Zone

2k Motion Detector 1 Alarm Zone 1
2 Motion Detector 2 Alarm Zone 1
3 Motion Detector 3 Alarm Zone 2
q Motion Detector 4 Alarm Zone 2
5 Motion Detector 5 Mot assigned
& Undefined Input Point & Not Assigned
7 Undefined Input Point 7 Mot Assigned
B Undefined Input Point & Mot assigned
a9 ndefin i) Poin Mot Assigned
10 Undefined Input Point 10 Not Assigned
11 Undefined Input Point 11 Mot Azsigned
12 Undefined Input Point 12 Mot Assigned
13 Undefined Input Point 13 Mot Assigned
14 Undefined Input Point 14 Mot Assigned
15 Undefined Input Point 15 Mot Assigned
18 Undefined Input Point 16 Mot Assigned
17 Undefined Input Point 17 Not Assigned
18 Undefined Input Point 18 Mot Assigned
19 Undefined Input Point 19 Mot Assigned
20 Undefined Input Point 20 Mot Assign
£l Undefined Input Point 21 Not Assign
22 Undefined Input Point 22 Mot Assigned

2. Select the desired input point from the Input Description drop-down list. If all input
points are required, select “All Input Points”.
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3. Click on the button for a print preview of the report. The following screen-capture

shows a sample of the report.

Beturn To Input Point Setup Peturn To Selection Criteria

Bosch Security Systems Pte Ltd
38C Jalan Peminpin Singapare E77L80

Input Point Beport
Momday, 20 Aug 2004 Le:2d-dl

Input # : 1

Description @ Motion Detector L
Jum Belay : 3 seconds

Alam Pelay @ 3 seconds

Zome : Alarn Zone 1

Enput ArmfDisarm Control
ey Msarm @ Crivaria L (Toggla)

Duipuwt Link
Rlarm Status | Motiown Decector 1 [(Simulator)
Rrwyf Disarm Status | Wot Assigued

Ready Status : Mot Assigmed

Eypass Status @ Moo Assigned

If you wish to print out a hardcopy, click on the Print button located on the toolbar of the

web browser program. Alternatively, click File and select Print menu.
Feturn To Input Point Setup |Ink

4. Toreturn to the Input Setup web page, click on the
5. To generate a preview of other input points, click on the ReturnTo Selection Criteria |jnk,

Output Setup

The Access Easy Controller has 32 user programmable output points that will be used for
utility triggering purposes. The addresses for these input points range from 33 to 64 and are
available on the I/O card. Each card can provide up to 8 output points.

The output points are triggered manually by user via the web page, or based on schedule
intervals, or be triggered by an input point as a status indicator. Please refer to /Input Setup,
page 141 for details.

The status of all the output points is displayed in the Output Control web page except those
points that are triggered by input points. Please refer to Output Control, page 38 for details.

Before we start, here is a brief description of how the Access Easy Controller interprets the
schedule intervals for output points triggering status.

For example,

If the setting for Schedule #2 is:-

Interval 1 Start 0830hrs End 1730hrs

Interval 2, 3, and 4 has no setting.

When the Schedule #2 is tied to Output Point #1, the point will turn on and off accordingly.

0000krs 0530krs 173 hrs 233%9hrs

Dutput Point
#1 Status Off on Off

Take note that the output point switches “On” at exactly 0830hrs but switches “Off” at
1731hrs, a minute delay, as compared to the Schedule #2 setting. The reason is that Access
Easy Controller takes 17:30:59hrs as a valid end time for 1730hrs.
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To setup the output point, select the target Access Easy Controller.

( Panel Admin (Panel £3) r.
Dutput Point Setup

@ output Point Report

Dutput # Description

i
2
3
4
S
&
Z
]
]
10
11
1z
13
4
i35
16
17
18
a2
20
21
z
23
24
25
26
27

1. Click on the corresponding link in Output # or Description columns to proceed. A screen
as shown below appears.

Motion Detector 1 (Simulator)
Motion Detector 2 (Simulator)
Motion Detector 3 {Simulator)

Motion r 4 (Simulator
Mation Detector 5 (Simylator)
Light Control 1

Light Contral 2

Undefined Output Point &
Undefined Qutput Point 9
Undefined Qutput Point 10
Undefined Output Point 11
Undefined Output Point 12

i i t Poini
Undefined Outpyt Point 14

Undefined Output Point 16
Undefined Output Point 17

Undefined Qutput Point 18
i Pai

Undefined Output Paint 20
Undefined Qutput Point 21

ndefin tput Point 22
Undefined Qutput Point 23

Undefined Qutput Point 24
Undefined Qutput Paint 25
Undefined Qutput Point 26

il n Point 27

(_ Panel Admin (Panel #3) f.
Output Point Setup

Output #: 1
Description: |Motion Detector 1 (Simulator)
Duration: Iﬂ seconds (0 - 255)

Ho Schedule ¥ Disable transaction at Activity

2. Delete the default text and enter the new description in the Description field.

Delete the default entry and enter the new value in seconds the Duration field.

4. By checking the Disable transaction at Activity checkbox, user can disable any of the 32
output points activity, especially when they are activated by other type of function or
elevator operation which don't require any logging.

w

Notice!

This setting for the Duration field is applicable for manual output control (refer to Output
Control, page 38). User can force the output point(s) to toggle its current state for the
duration specified here. User could also assign the output point as a status output for the
input point. However, if the Duration field has a value other than 0, the output point will not
remain on when the respective status is activated. Instead, it will turn on only for the duration
as specified here.
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5. Select the appropriate schedule from the drop-down list. By default, an unused output
point is tied to “No Schedule”, which means that the output will not be triggered.

6. Click on the ¥ putton.

Notice!

[ |
Activating the button within the predefined schedule intervals will cause the output
relay to turn on.

=

7. Click on the button to return to main page.

17.5.1 How to Generate a Print Preview of the Output Point Report
Once you have completed configuring the output points, a hardcopy can be printed out.

1. From the first web page of the Output Setup, click on the @ Qutput Point Repart|ink A screen
as shown below appears.

C Panel Admin (Panel £3) f.
Output Point Setup

Selection Criteria For Dutput Paints

Output Description: |41l Output Points |

2. Select the desired output point from the Output Description drop-down list. If all output
points are required, select the “All Output Points” item.

3. Click on the button for a print preview of the report. The following screen-capture

shows an example of the report.
Return To Output Point Setup Return To Selection Criteria

Bosch Security Systems Pte Ltd
3eC Jalan Pemimpin Simgaporae 577120

futput Point Report
Monday. 30 Auy Z004 16:37:4%

Output # : 1
Description : Motion Detector 1 (Simulator)
Duration @ 0 seconds

Outpul Schoduling
OnfOEEf ;: No Schadulae
Misable transactiom at Rotivity @ HNo

4. To return to the Output Setup web page, click on the ReturnTo Output Point Setup ;1

5. To generate a preview of other output points, click on the Return To Selection Criteria |jnk,

17.6 Advance 1/0 Setup

The basic need for such an operation is to enable the rerouting of physical or logical
information from one operation to another. Due to its flexibility, the type of operation it can
achieve is dependent on the installer. Besides normal input, output and schedule selection,
some functions will allow:

— Inter-connection with other functions.
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—  Criteria to select “Where”, “What” and “Who” (individual and access group) as well as key
input.
- Always “On” or “Off”.

Some of the advance functions that it can support are:
- Guard Tour

-  Feed Through

- OR Logic

- AND Logic

-  XOR Logic

- NAND Logic

— Interlock / Man Trap
- Up-Down Counter

- Exit Door

-  One Shot

A description of each item will be given below.

17.6.1 Guard Tour
This function is used when the block is used as one of the guard tour stations in the guard
tour routes. A toggle key switch can be used to activate guard tour registration. If key is
switched to the “On” state and is not removed, a reminder alarm will be activated.

Guard Tonr  |fe—
— Cmard Tour Chatpaat

e (Fuard Tour
Llet Outpat |
Input/Output Description
Guard Tour Input This input is edge triggered from '0' to '1' (leading edge) &

toggling. A key switch can be connected to this input.

Guard Tour Output A LED is normally connected to this output. The LED will be turned
on for the duration when the guard tour input is triggered.

Guard Tour Alert A LED is normally connected to this output. The LED will be turned
Output on when the input duration has lapsed and the key switch, which
is switched to “ON” state, is still not removed. A reminder alarm
will be activated.

The timing diagram below gives a graphical description of the function.
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I | | [
1 I I T I I
Guard Tour Input I A 1 . I B | Il |
—_— 0 (. T I 11 1
| | [ | | | | [ |
| | [ | | | | [ |
L iy I I iy T I I
Guard Tour Dutput I Lol I | I |
o ff (. T I 11 1
| | [ | | | | [ |
onl | Lol | | | Lol |
| | | I_ | | | | [ |
Gu=ard Tour Alert Output I [ | | | | | |1 |
0 ff T 1 T T T | 1
| e ey B | T T | |
| | | |

t1, 2= Input Duration

In the timing diagram above, Guard Tour Input at transition A and B will cause the Guard Tour
Output to be turned on for the duration when the Guard Tour Input is triggered. When the
Input Duration t1, has lapsed and the Guard Tour Input is still at High (1), the Guard Tour Alert
Output will be turned on until the Guard Tour Input is switched to Low (0). Whereas for t2,
the Input Duration is such that the Guard Tour Input has already been switched to Low (0)
before the Input Duration t2, has lapsed. Therefore the Guard Tour Alert Output is not
triggered.

In practical scenario, a key switch is normally connected to the Guard Tour Input, an LED
connected to Guard Tour Output and a LED and/or an alarm is connected to the Guard Tour
Alert Output. When the guard goes for his daily routine, he would turn his key switch to “On”
state. This will cause the LED in the Guard Tour Output to be turned on. And if the key is not
removed after the Input Duration has lapsed, the LED in the Guard Tour Alert Output will be
turned on and the alarm will be activated to remind the guard that he has not removed the key
from the key switch.

17.6.2 Feed Through
This function is used when the output of a function block has to be fed into the input of
another function block for further action.

This function will enable any type of output such as physical output, link or reader control to
follow the input such as physical input, physical output, link, criteria or schedule. Level or
toggle input behavior can be selected.

_T—I_ — | Input Output | & ﬂ_

Input/Output Description

Input source The input will be linked to the output directly.
It is edge triggered from '0' to '1' (leading edge) & toggling.

Output The output is a direct link of the input.
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This function is used in cases whereby the output of a function block is to be triggered when

The output is set to high when one or more of the stated inputs is set to high. The following

aSEs
[

17.6.3 OR Logic
any one or more of the stated conditions is fulfilled. In Advance 1/O Setup, a maximum of
seven conditions is allowed.
1
7 Ioput & Output f—
1 :
0 —| InputG
table depicts the OR logic operation, assuming only 3 inputs are used.
Input A Input B Input C Output
0 0 0 0
1 0 0 1
0 1 0 1
0 0 1 1
1 1 0 1
0 1 1 1
1 0 1 1
1 1 1 1
The timing diagram below gives a graphical description of the function.
I T N e
0
Input A 1 | | | [ I I_l |
L
0
T
Input C ? [ O T I ||
I N A O O D e N D
0
Dutput1"""""""""
17.6.4 AND Logic

This function is used in cases whereby the output of a function block is to be triggered when

all the stated conditions are fulfilled. In Advance I/O Setup, a maximum of seven conditions is

allowed.

1

o —
IJ_

0

Input &

Input G

Cutput
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The output is set to high when all of the stated inputs are set to high. The following table
depicts the AND logic operation, assuming only 3 inputs are used.

Input A Input B Input C Output
0 0 0 0
1 0 0 0
0 1 0 0
0 0 1 0
1 1 0 0
0 1 1 0
1 0 1 0
1 1 1 1

The timing diagram below gives a graphical description of the function.

| L I

Input A ? | I_I 0 I_I | I ' ' ' ||
1 T 7 1 1 T T

Input B ? [ |_| | | |
1 1 1T T T T

0

InputC [ O O O |_| | ||
1 T

O utput ? T O (O U B B |_| ||
1t 1t 11T T 1T 1T T 1 T

17.6.5 XOR Logic

This function is used in cases whereby the output of a function block is to be triggered when
all the stated conditions are different. In Advance 1/O Setup, a maximum of seven conditions
is allowed.

1
o Input & Output  f—

1
0 —| InpwtBE

The output is set to high when all the stated inputs are at different states. The following table
depicts the XOR logic operation, assuming only two inputs are used.

Input A Input B Output
0 0 0
0 1 1
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The timing diagram below gives a graphical description of the function.

|1
Input A .
[ |
0
Input B I !
1 11 1 [ 11
17.6.6 NAND Logic

This function is used in cases whereby the output of a function block is to be triggered when
one or more of the input states is low.

1
o Input & Output  f——

1 :
0 —| InputG

The output is set to high when one or more of the input states is low. The following table
depicts the NAND logic operation, assuming only two inputs are used.

Input A Input B Output
0 0 1
0 1 1
1 0 1
1 1 0

The timing diagram below gives a graphical description of the function.

I
Input A I
T ]
1]
InputB L |_| || |_| |
T 11 111 11
Output ?| T T 111 H 1
O |
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17.6.7 Interlock / Man Trap

Interlock Operation

All doors will remain closed and unlocked. Opening any of the doors will cause all other doors
to be locked until the opened door returns to the closed position. In Access Easy Controller, a
maximum of five doors is configurable.

Examples of such applications are darkrooms, laboratories, clean rooms, airlock rooms, X-ray
or other treatment rooms.

The figure below shows an illustration of interlock operation for two doors.

The timing diagram below gives a graphical description of the function.
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Input A

Input B

Input ©

Input D

Input E

Enzble

Activate all output

Output A

Output B

Output C

Output O

Output E

Interlockindictation

Section 1

open | [
orsea | ||
o e

T
open

G losed

T

dpen

Glosed

dpen

Glosed

Glosed

1

o

1

o

I
I
I
I
I
I
|
I
I
open |
I
[
|
|
I
I
|
I
I

Locked
Unlecked |

Lok ed [
Unlaxed l

||
I
Lacked (|
Unlocked I I I
L I
Locked | '_I
Unlocked I | I
L

.

Lodked | 1
Unlocked I I |
T

on |

oW

Section 1

Section

In Section 1, a leading edge from “0” to “1” is detected at Input A first. This means that the
door at A is opened. This causes the door at A to be unlocked (Output A-Low) and the rest of
the doors to be locked (Output-High) until door at A is closed. The same applies when each
door is opened in turn.

“Enable” is always high (In Access Easy Controller configuration, “Enable” can be configured
as "Always On"). “Activate all output” is always low (in Access Easy Controller configuration,
“Activate all output” can be configured as "Always Off").

Section 2

In Section 2, a leading edge from “0” to “1” is first detected at Input A. From section 1, we
know that the door at A is opened and this causes the door at A to be unlocked (Output A-
Low) and the rest of the doors to be locked (Output-High) until door at A is closed.

But before door at A is closed, someone tries to open door at B. He cannot open the door at B
as it is locked (Output B-High) as door at A has not been closed back to original position.

Bosch Security Systems B.V.

Software Manual

2021-06 | V2.0.3 |



156 en | Panels Admin Access Easy Master Controller

Man Trap Operation

All doors are normally closed and locked. Unlocking any door by reader causes the other doors
to be incapable of being unlocked. In Access Easy Controller, a maximum of five doors is
configurable.

Examples of such applications are restricted darkrooms, laboratories, clean rooms, airlocks,
showers, money counting rooms and computer rooms.

The figure below shows an illustration of mantrap for two doors.

The timing diagram below gives a graphical description of the function.
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Input A

Input B

Input ©

Input D

Input E

Enzble

Activate all output

Output A

Output B

Output C

Output O

Output E

Interlockindictation

Section 1

1

o

Locked

Unlecked

Unlocked

Locked

Unlocked

on |
c-n'l !

T

H

Section 1

H

Section

In Section 1, a leading edge from “0” to “1” is first detected at Input A, that is someone
presents his card at reader for door A. This means that door A will be unlocked (Output A-
Low) and the rest of the doors will be incapable of being unlocked (Output-High). The same

applies when card is presented to the readers at the other doors in turn.

“Enable” is always high (in Access Easy Controller configuration, “Enable” can be configured
as "Always On"). “Activate all output” is always low (in Access Easy Controller configuration,
“Activate all output” can be configured as "Always Off").

Section 2

In section 2, a leading edge from “0” to “1” is first detected at Input A. From section 1, we
know that when someone presents his card at reader for door A, door A will be unlocked
(Output A-Low) and the rest of the doors to be incapable of being unlocked (Output-High).

But before door A is locked back, someone presents his card at door B. He cannot unlock door
B as it is incapable of being unlocked (Output B-High).
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Both the above operations, interlock operation and mantrap can be easily configured by
monitoring the door strike and contact status.

The number of doors that can be configured for these operations is only limited by the number
of 1/O and reader available per controller.

17.6.8 Up-Down Counter
This function enables the tracking of the number of card holder/event and is able to trigger
output or control based on the maximum configuration limit.

11

f
J—L — Diown Count

Inpat

—T—l- —- Reset

J—L — Uy Count [npat Cutput=0 +— _|—sz
I

Outpuat ==Dlaxl & ff

Maximurm Limit = XxXXXX [0 to 65538)
Pre-load counter value = XXXXX [0 1o

Input/Output Description

Up count Input Increment the counter when a low to high edge is detected.
Down count Input Decrement the counter when a low to high edge is detected.
Reset Reset the counter to zero when a low to high edge is detected.
Output > 0 Set high when the counter is not zero, and set low when the

counter is zero.

Output >= Max Set high when the counter is greater than or equal to the maximum
limit, else set low.

The timing diagram below gives a graphical description of the function.
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17.6.9

Up Count Input

Down Count Input

Reset

Output > 0

Output >= Max

mazr Limit*
Pre-Load r

In the timing diagram, the basic operation of the function is outlined below.

Max Limit = 5 and Pre-Load = 0

With the 2 defined parameters, the Output >= Max will be driven high on the 5th pulse on the
Up Count input. However, the Output > O is driven high on the first pulse. A Reset pulse clears
both outputs to zero.

Max Limit = 10 and Pre-Load =5
With a Pre-Load of 5 count, the Output > 0 is driven high. This Output > 0 will be cleared on
the 5th pulse on the Down Count input.

A pulse on the Up Count input drives the Output > O high again and the Output >= Max will be
driven high on the 10th pulse.

Exit Door
This function is mainly used to monitor and control emergency exit doors.

11
— Request-to-Exit DoorBtrike | —|—sz
(Toggle) "
ﬂ —  Door Contact Doot Forced Open |— &
[Lewel) Off
—T—L —# LockMnlock Door Door Held Open |—
Input/Output Description
Request-to-Exit This input is edge triggered from '0' to '1' (leading edge) &
(Toggle) toggling. It activates the door strike output for a period of the door
strike duration when a leading edge is detected.
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Door Contact (Level) |This input is edge triggered from '0' to '1' (leading edge). It
activates the “Door Forced Open” output when a leading edge is
detected and a period of the “Door Forced Open” alarm delay
duration has passed.

Lock/Unlock Door Permanently locks/unlocks the door when activated.

Door Strike Driven to high for a period of door strike duration when a leading
edge is detected at request-to-exit.

Door Forced Open Driven to high for the duration when door contact is high when a
leading edge is detected at door contact and the “Door Forced
Open” alarm delay duration has lapsed.

Door Held Open Driven to high when the door strike duration is over and
subsequently, the door open duration is over.

The timing diagram below gives a graphical description of the function

|
Request-to-Exit |
[Toggle) 0

-

|
o

Door Contact

[Lewel] 0

LockiUnlock Door i}

:

oo [T
Door Strike o |

]
I
|1l I
gl | |
t I
an ! I 1
F 3
I | ||
I
Door Forced Open fol | | | ||| | | 11
T I [
ool |l | | ||
Section 1 I Section 2 Section 3 Section 4
n

t1 = Doar Strike Duration, t3 = Door Forced Open Alarm Delay Duration

In the timing diagram, it is divided into 4 sections. The basic operation of each section is
outlined below.

Section 1
In Section 1, a leading edge from '0' to '1' is detected at Request-to-Exit. This causes the Door

strike to be driven high for a duration of t1, the Door Strike Duration.

Section 2
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17.6.10

17.7

In Section 2, a leading edge is first detected at Lock/Unlock Door. This causes the Door strike
to be driven high for the duration when the Lock/Unlock Door is triggered. Since the Door
Strike is already at state high, meaning it is de-energized, when a leading edge is detected at
Request-to-Exit, there is no difference in Door Strike.

Section 3

In Section 3, a leading edge is detected at Door Contact. However there is a Door Forced
Open Alarm Delay Duration of period t3. Hence the Door Forced Open is driven high only after
the Door Forced Open Alarm Delay Duration has passed and remains high until the Door
Contact is triggered low. The Door Forced Open Alarm Delay Duration is to ensure that the
alarm is genuine and not caused by noise or interference.

Section 4

In Section 4, a leading edge is detected at Door Contact. However the signal lasts for a period
less than the Door Forced Open Alarm Delay Duration of period t3. Therefore the Door Forced
Open output is not activated. This is because the signal detected could be due to noise or
interference.

One Shot
This function is similar to “Feed Through” except it is used when the output of a function
block is triggered for a predefined duration when input state is high.

This function will enable any type of output such as physical output, link or reader control to
follow the input such as physical input, physical output, link, criteria or schedule.

_T ——| Input Cutput }— J_l_

-~

- Wratien
Input/Output Description
Input source The input will be linked to the output directly.
(Toggle) It is edge triggered from '0' to '1' (leading edge).
Output The output is a direct link of the input.

Input Point Configuration

The state of each Input point must be closed in order for the Access Easy Controller to treat it
as normal state. However, there are some devices whereby its normal state is open thus,
representing an activated / alarm state.

When such devices are connected to these Input points, without inverting an input's to the
normal state, it would cause unexpected or false alarm.

In simple term, this configuration allows user to inverts the logical state of the input that is
seen by the Access Easy Controller thus allowing such devices to be used.

Access Easy Controller allows all the input points to be inverted except those assigned to exit
readers and arm/disarm readers.
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17.7.1

In this section, users can also select the input point to be in 2-state non-supervised, 2-state
supervised or 4-state supervised monitoring state.

To activate Input Point Configuration
To configure the Input Point Configuration, select the target Access Easy Controller and click
on the Input Point Configuration link. The following screen will appear.

( Panel Admin {Panel #3) (.
Input Point Configuration
@readers1-8 @ Readers 3-16 @ Inputs --16 @ Inputs 17-37
Input Point Configuration
Inverted Input Points = Clear all = Select all = Manual
Inverted 2 State Non 2 State 4 State

Description

Input # Supervised Supervised Supervised
1 [T Main Entrance - Request to Exit [ [ &
z [T Main Entrance - Door Contact i« l e
3 [T Side Entrance - Reguest to Exit i e i
4 [T =Side Entrance - Door Contact i [ i
5 [T R&D Dept Entry Reader - Requestto Exit % i i
3 [T R&D Dept Entry Reader - Door Contact i ' I
7 r E;?tduction Dept Entry Reader - Request to & r r
g r Eruonc::gittfon Dept Eni-:ry Reader - Door P - ~
g — E;?tductmn Dept Exit Reader - Request to & e s
10 [ Production Dept Exit Reader - Doo- Contact i« i«
11 [T Project Dept Entry Reader - Request to Exit % i i
12 [T Project Dept Entry Reader - Door Contact % I I
13 [T =Sales Dept Entry Reader - Request to Exit (& i I
14 [T Sales Dept Entry Reader - Door Contact [y [ I
Notice!

Input 9 and 10 are assigned to Reader #5 - Production Dept Exit Reader. Since Reader #5 is
defined as an exit reader, the checkboxes are disabled.

To select Input Point Configuration

Using Manual

1. To assign the required Input Point Configuration for the inversion, click on the
corresponding Input Point Configuration checkboxes to show a check mark. To deselect
the point, click on it again.

a =
2. Click on the H button. Alternatively, click on the button to select the next sets of
input points. User can also select from the sets of inputs from the links at the top, such
as Readers 1-8, Readers 9-16, Inputs 1-16 or Inputs 17-32.

Using Select All
This is very useful if the number of input points need to be selected is more than three quarter
of what is displayed. You can use this function then deselect those unwanted input points.
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Notice!

The Select All and Clear All function will only select / clear the 16 input points seen on the
current web page. For the other input points on the other pages, user will have to go to the
page and select / clear.

17.7.2

17.8

1. To select all, click on the Select All radio button. To deselect, click on Clear All or
Manual radio button.

[ |

2. Click on the to refresh the screen and the selection returns to default (Manual radio
button is selected). If not all inverted input points are required, proceed to deselect by
clicking on its corresponding checkboxes. However, if all points are required, you can

| | = N

straight away click on the button to save. Alternatively, click on the button to
go to next sets of input points. User can also select from the sets of inputs from the links
at the top, such as Readers 1-8, Readers 9-16, Inputs 1-16 or Inputs 17-32.

Using Clear All
This function works in reverse of the Select All function. Please refer to the above procedure.

To Select 2 State Non-Supervised, 2 State Supervised or 4 State
Supervised

This will provide the system installer to have the flexibility of configuring any input in the panel
to be in any monitoring requirement.

The panel will report fault in open or short condition only when the input is configured as 4
state supervised monitoring.

To select either the 2 state non-supervised, 2 state supervised or 4 state supervised state,
select the radio button belonging to the input point accordingly.

Email/SMS Configuration

To configure the Email/SMS Configuration, select the target Access Easy Controller and click
on the Email/SMS Configuration link. The following screen will appear.
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( Panel Admin (Panel #3) {.
Email fSMS Configuration

. Email Server Settings . SMS Server Settings

Email /S5 Configuration

Group # Description

yndefined Group 1
Undefined Groyp 2
Undefined Group 3
Undefined Group 4
Undefined Group S

of

g

8

Undefined Group &
Undefined Group 7
Undefined Group 8

B0 e s B s i 0 B

Message # Description

L
Undefined Message 1
Undefined Message 2
&
&

Undefined Messaae 3
Undefined Messaqe 4
Undefined Massaqe S
Undefined Message &
Undefined Message 7
Undefined Message 8

1o e B B s o 0 B

This function allows user to configure the Access Easy Controller to send out messages or
Lateness Report using Simple Mail Transfer Protocol (SMTP) to email addresses. A total of
eight groups and eight messages field are available for configuration. Each group has three
"Send To" and three "Carbon Copy (Cc)" email addresses.

In order for the feature to work, user has to configure the various items, devices, cardholders,
and events in an AND operation. To exclude/disable an item(s) from the operation, the option
Selected Only or Omit Only should be used with nothing selected. While for the Lateness
Report, the feature is disable if no selection is made on any of the day of week (DOW).

A sample configuration for Lateness Report is presented at the end of the section.

To activate the Email/SMS Configuration:
1. From the left pane, click on the Email/SMS Configuration link. The screen as shown

below appears.
Panel Admin (Panel #3) f.
Email /SMS Configuration

@ SMS Server Settings

y

s

e
Hurman Resaurces
Security Officer
Systern Admin Group 2
Service Group
Undefined Sroup &
Undefined Group 7
Undefined Group §

fin

B2 [~ o s o o B

Message from Central Office
Message from Gateway Office
Central Office Alarm Message
Gateway Office Alarm Message
[af la}

Undefined Mescage &
Undefined Message 7
Undefined Message &

2. Click on any corresponding entry in the Group # or Description columns and you will be

B [ e [ [ o e e

shown the Send To page.
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17.8.1 Send To

This web page allows user to configure the email addresses of the recipients. Up to two To
and two Cc email addresses per group are available. The Access Easy Controller will ignore

any configurations made for the group if there is no email address in any of the To fields even

though there is email address in the Cc fields. Each To and Cc field should only contains one

email address. Entering more than one email address separated by a coma (,) or semi-coma (;)

will be taken as a single email address, hence it will not able to send out the mail to the
recipients.

Send To Configuration (Email)
To edit the Send To configuration for email:

1.

Click on the corresponding item in Group # or Description column to proceed. The

following email configuration screen appears by default. Otherwise, click the Email link.
@ Hessage @ Devices @ Cordholders @ Evonts @ Lateness Report

mailf5M5 Configuration
Send To  Email  SMsS

Group £ 1

Description:  |System Admin Group

To: |ussr@bosch,com
Tao:

Cc:  |userl®bosch.com

ER8200

Highlight the default text and enter a description for the group in the Description field.
Enter the email addresses in the appropriate fields.

=

Click on the button.

Send To Configuration (SMS)
To edit the Send To configuration for SMS:

1.

Click on the corresponding item in Group # or Description column to proceed. The
following email configuration screen appears by default.
.M;;;gg; .Qru’l;;s .;gtdhgldgﬁ .E'J;n;i . Ateness Report

Send To Email
Group #: 1

Description: |System admin Group
To: userfbosch.com
To:

Cer userl@bosch.com

=] = J i [
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2.  From the screen above, click on the SMS link to configure the Send To configuration for
SMS. The screen as shown below appears.

@ Message @ Covices @ Cardholders @ Exants @ Lateness Report
Email/SMS Configuration |
Send To SMS ol

Group #: 1

Description:  System Admin Group 1
Mobile Device 1: |

Mobile Devies 2:

|
Mobile Device 3: |
|

Mobile Device 4:

PReA0

3. Enter the mobile numbers in the appropriate fields.

4. Click on the ¥ putton.

17.8.2 Message field
The Message field makes up the body of the text while the event is to appear as the Subject
field of the dispatched email.

To edit the Message field:
1. Click on the item in the Message # or Description column to proceed.

Email fSMS Canfiguration

Message
Message #: 1
Description: |He=ssa.qe from Central Office

I N E g

5
2. Highlight the default text and enter a description for the message in the Description field.
3. Enter the new message limiting to 127 characters including punctuation in the text box.

4. Click on the = putton.

5. Click on the button to return.

17.8.3 Devices
This web page allows user to configure the first (devices) of the three items for the AND
operation.

To edit the Email Configuration (Devices):
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Click on the Device link or the a button from the Sent To web page.

1.
. Send To . Message . Cardholders . Events . ateness Report
Devices
Group #: 1
Description: System Admin Group 1
& all readers, inputs & output paints
Al readers only
©  all input paints anly
Al output points only
& Selected devices only
© Omit these selected devices only
(<] =]
=
2. Select the desired radio button and click on the ¥ putton. If selection is made on
either Selected devices only or Omit these selected devices only radio buttons, a
window and a drop-down list appears as shown below.
* Selected Devices Only
= Omit these Selected Devices Only
Serser Room Entrance
List of Selected Devices
Select a Device: IMain Entrance j
3. Select a device from the drop-down list and click on the button. The selected device
appears in the List of Selected Devices list box. Repeat step 3 if you have other devices
to put on the list.
4. To delete selected device(s), click on the device name in the window followed by the
E button. Repeat step 4 if necessary.
5. When you finish with your selection, click on the ¥ button.
17.8.4 Cardholders

This web page allows user to configure the second (cardholders) of the three items for the
AND operation.

To edit the Email Configuration (Cardholders):

Click on the Cardholders link, or the a button from the Devices web page.
@ 5end To @ Messoge @ Devices @ Events @ Lateness Report

Cardholders

Group #: 1

Description: System Admin Group 1

& all cardholders

©  Selected cardhalders anly
©  Omit these selacted cardholders only

CEE806

L |
Select the desired radio button, and click on the button. If either Selected
cardholders only or Omit these selected cardholders only radio button is selected, a
window and the Search field appear as shown below. You have the option to search by
name, card number or the 2 user fields by selecting from the Option drop-down list.
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John Lim {106)
List of Selected Cardholders:

Search ; I %
Qption: |Hame vI

The function of Select By Card # and Select By Name is similar to the Search By Card #
and Search By Name function respectively. Please refer to the explanation in Card
Assignment, page 42 for more details.

3. Select the cardholder and click on the button. The selected cardholder appears in

the List of Selected Cardholders list box. Repeat step 3 if you have other cardholders to
put on the list.

Notice!
The List of Selected Cardholders list box has a limit of up to 80 entries.

17.8.5

3. Select the desired radio button and click on the

4. To delete selected cardholder(s), click on the cardholder's name in the window followed

by the B button. Repeat step 4 if necessary.
5. When you finish with your selection, click on the " button.

Events

This web page allows user to configure the last (events) of the three items for the AND
operation.

To edit the Email Configuration (Events):

1. Click on the Events link, or the button from the Cardholders web page.

.- Send To . Message . IgVICES . Cardholders . atengss Report
Events
Group #: 1

Description: System Admin Group 1

Attached Message: |Hessage from Central Office =]
& Al events

€ Selected events only
€ Omit these selected avents only

2. Select the predefined message from the Attached Message drop-down list.

[ |

H button. If either Selected events
only or Omit these selected events only radio button is selected, a window and a drop-
down list appear as shown below.

Access Denied - Passhack
List of Selected Events:

Select an Event: IPanelTamper j
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4. Select the desired event and click on the button. The selected event appears in the
List of Selected Events list box. Repeat step 4 if you have other events to add on the list.

5. To delete selected event(s), click on the event in the window followed by the

[ |
button. Repeat step 5 if necessary. When you finish your selection, click on the
button.

User can refer to APPENDIX D Email/SMS Configuration Table, page 236 for the combination
of devices, cardholders and events to select.

17.8.6 Lateness Report
This web page allows user to configure the Lateness Report.

Notice!

The Lateness Report is to be used for keeping track of employee presence at the work place.
It will consider an employee to be present for work once a transaction, bearing the

employee's card number, is transacted. Card number(s) not transacted after the attendance
cut off time is regarded as late for work.

To edit the Email Configuration (Lateness Report):

1. Click on the Lateness Report link, or the a button from the Events web page.
.Send To .Message .Devices .Cardhulders .Events

Lateness Report (For email only)

Group #: 1
Description: System Admin Group 1

Attendance Cut Off Time: Hnur:l 0 'i Minute:I i 'I
Day of week to send report: [~ Sun [ Mon [ Tue [T wed [ Thu [~ Fri [ sat
& Al cardholders

= =Zelected cardhaolders only
= Omit these selected cardholders only

2. Select the hour and minutes from the drop-down list of Attendance Cut Off Time. The
Attendance Cut off Time defines the time on which the panel checks through the current
date's transactions for the presence of card numbers and making comparison with
respect to the card database and the selected/omission list.

3. Select the appropriate Day of the week to send report checkboxes. The Day of the week
to send report defines the day on which the panel will keep track of the cut off time and
to send out the report to the respectively email addresses.

[ |
4. Select the desired radio button and click on the button. If either Selected
cardholders only or Omit these selected cardholders only radio button is selected, a
window and the Search field appear as shown below. You have the option to search by
name or card number or user field by selecting from the Option drop-down list.
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John Lim {106)
List of Selected Cardholders:

Search ; I %
Qption: |Hame vI

The Selection By Card # and Selection By Name function is similar to the Search By
Card # and Search By Name function respectively. Please refer to the explanation in the
section How to Use Search Function, page 60 for more detail.

5. Select the cardholder and click on the button. The selected cardholder appears in

the List of Selected Cardholders list box. Repeat step 5 if you have other cardholders to
put on the list.

Notice!
The List of Selected Cardholders list box has a limit of up to 80 entries.

6. To delete selected cardholder, click on the cardholder's name in the List of Selected

Cardholders list box followed by the 8 button. Repeat step 6 if necessary.

[ |
7.  When you finish your selection click on the button.

Sample Email Configuration for Lateness Report

This section provides you with sample configuration for Lateness Report. The sample will
instruct you on what to select for the four selection criteria (devices, cardholders, events, and
lateness report) in order to send out the email successfully. Please refer to APPENDIX D

Email/SMS Configuration Table, page 236 for more detailed configuration based on other
events.

For lateness report to be sent out, the items, devices, cardholders, and events have to be
disabled. That is, the selected or omit option is chosen but no specific parameter is selected.

The following screen-capture shows the selection criteria for devices, cardholders, events and
lateness report respectively.

Email Configuration

Devices

Group #: 2

Description: Human Resources
Al Readers, Inputs & Output Points
All Readers Only

All Input Points Only

Al Output Points Only

O e T T

Select either one.
Selected Devices Only

Omit these Selected Devices Only :I Mothing to appear
inside window.
List of Selected Device

Select a Device: IMﬂm Enfrance ﬂ

~
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Cardholders

Group #: 1

Description: SalesTeam Group 1 Select either one.
Al cardholders

® Selected cardholders only

Omit these selected cardholders only

Mothing to appear
List of Selected Cardholders: r inside wind ow.

Search : I @
Option: MName vI

Email Configuration
Events

Group #: 2

Description: Human Resources Don't care for

Lateness Report.

Attached Message: IAlalm 1] -
€ All Events

& sSelected Events Only

Omit these Selected Events Only

Mothing to appear
List of Selected Events: inside wind ow.

Select an Event: IPﬂnE| Tamper

Select either one.

@ 5end To @ Hessage @Covicss @ Cardholders @ Euents

Lateness Report (For email only)
Group £: 1
Description: System Admin Group 1

Attendance Cut Off Time: Hour:[ 9 =] Minute: |0 =]

Day of week to send report: [T Sun W Mon W Tue R wed FThu Fn W Sat
@& Al cardholders

" Selected cardholders only

 Omit these selected cardholders only

With such configuration, the panel will keep track of the cut-off time from Monday through
Saturday (at 0900hrs) and will send out the Lateness Report to the recipient(s).

The screen-capture below illustrates what the email recipient(s) is expected to receive.
—  The following Cardholders are late.

AEC@bosch.com.sg Toe HR@bosch.com,sg
08/09/04 05:00 PM

(eed
Subject: IL"tem” Report, 09 Aug 2004 09:00:38 AM

The following cardholders are late :

0oo01. Eric Ho { 135) =
0002. Vincent { 115) -
0003. Simon Cowell { 28331) -
0004. Auyong { 1234) -
0005. hientje { 229) -
0006. Cameron Diaz { 53431) -
0007. Lucy Liu { S3I686) -
0008. Michelle Lee { 53001) =

Bosch Security Systems B.V. Software Manual 2021-06 | vV2.0.3 |



172 en | Panels Admin

Access Easy Master Controller

17.8.7

17.8.8

- All Employees are punctual.

AECTbosch.com.sq
08/03/04 05:00 PM

To HRi@boschcom sg

ot
Subject: |Lateness Report, 09 Aug 2004 03:00:38 AM

Good Mews, Mobody 15 late.

Email Server Settings

This section allows user to define the address of the outgoing mail SMTP server, the SMTP
port to use and the Access Easy Controller email address/name. Click on the

@  Email Server Settinas |ink to go to the Outgoing Mail (SMTP) Server Configuration page.

The Outgoing Mail (SMTP) Server defines the server that will provide your email facilities. The
Access Easy Controller's email address/name is the reply address for emails sent by the
Access Easy Controller, which is the address name that appears in the Sent To field of the
dispatched email.

Email Server Setup Information

Sutgoing Mail (SMTE) Server: IJ. 29.2.0.86
Qutgaing Mail (SMTF) Server Port: |25
WebZASt's Email Address/ Name: |AEC@busch.cmn.sg

To edit the Email Server Setup Information

1. Highlight the default text in the Outgoing Mail (SMTP) Server field and enter the IP
address.

2. The default number 25 is the commonly used port number for the Outgoing Mail (SMTP)
Server Port. Unless your configuration is different, we suggest you skip this field.

3. Enter the Access Easy Controller address/name as a complete word, with no spacing in
between. You can use the underscore “_” to denote spacing. The address/name specified
in this field will be used together with the domain name to form the email address of the
Access Easy Controller. Referring to the screen-capture and with the domain name
"bosch.com.sg", the email address of Access Easy Controller becomes
“AEC@bosch.com.sg”.

4. Click on the ¥ putton.

SMS Server Settings

This section allows user to define the IP address of the Access Easy Controller that has a GSM
adapter attached to its serial com acting as the SMS server. To briefly understand how the
SMS feature works, we need to understand how the system should be configured.

The following diagram shows a drawing that has more than one Access Easy Controllers in the
network. These panels work stand-alone but share a common GSM adapter, which is attached
to a dedicated Access Easy Controller serial com port.
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Pecess E‘:_‘*’!’ Contraller Pecess Easy Controller fecess Easy Controller

i (=3 ]

GEM Adap i

LAN

1|
| A
i

Focess Easy Controller
by

The Access Easy Controller (1) has the GSM adapter connected to its serial com port, hence,
it is also acting as a SMS server to help relay the other Access Easy Controllers' messages to
the Service Provider.

Whenever there is any SMS message that needed to be send, the respective Access Easy
Controller will send the SMS messages over to the Access Easy Controller SMS server and the
SMS server will send via the GSM adapter to the Service Provider. These panels are said to be
acting as the SMS client. Hence, there is a need to control which IP addresses are allowed to
send SMS to prevent unauthorized personnel sending SMS via your Access Easy Controller.

Notice!
Please ensure that GSM adapter baudrate is configure at 115200bps, 8bit data, 1 stop bit and
no parity settings. Please refer to the APPENDIX G Modem Setup for details.

To Configure Access Easy Controller as an SMS Server

By default, the SMS server IP address is blank. If this panel is attached to a GSM adapter, you
will need to configure the IP address of other Access Easy Controllers that will send SMS
messages through it.

1. To change this setting, click on the @ SMs Server Settinas |ink. The screen as shown below

appears.
g Panel Admin (Panel Setup #1) f.
Emallf$M% Configuration —
GEM Modem Connected? (&) Wes ) Ho
Remate Panel Address
& 1P Addross AEC Panel Mame
1 L] -0 .9 o
2 0 .0 [:] o
3 0 |0 . @ 1]
4 0 .0 ] [i]
5 L) «|0 |9 o
] L1} L .0 o
7 L) «|0 .9 o
-] L] .0 .0 o
] 0 .0 |.|@ 1]
1 o .0 .0 o

eEso
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2. By default, the GSM Modem Connected? radio button is selected as “Yes”.
3. There are up to 10 remote panel addresses that you can configure. These are the IP

addresses of the Access Easy Controllers that can send SMS messages via the SMS
server.

[ |
4. After the IP addresses are configured, click on the button.
5.  You will need to reboot the Access Easy Controller for the changes to take effect.

Notice!

To allow the Access Easy Controller that is acting as the SMS server to send SMS message,
its IP address has to be included in the list as well.

To Configure Access Easy Controller as an SMS Client
By default, the SMS server IP address is blank. If this panel is not attached to a GSM adapter,
it is an SMS client and hence, it needs to identify the IP address of the SMS server.
1. To change this setting, click on the @ SMS Server Settinas |ink. The screen as shown below
appears.
( Panel Admin (Panel Setup £1) @
Emiail /S5 Configuration -—.

G5M Hodem Connected?

Remote Panel Address

] P A AEC Panel Mame
1 L] |0 .10 1.0
2 L] |0 .8 1.8
3 L] |0 L9 1.0
4 L1} .0 .0 .0
5 L] |0 NN
3 L] .0 .0 1.|0
7 L] +|0 AL
-] L] .0 .0 .0
@ 0 .0 .10 J.[0
10 L] .0 .0 |.|0

L=

[ |
2. Select “No” for GESM Modem Connected? radio button, and click on the button. The
screen as shown below appears.

Short Message Service {SM5) Server Settings
SMS Server IP: [16.232 255 191

GSM Modemn Connected? " ves * Na

BE

3. Since this is an SMS Client, delete the default IP address in the SMS Server IP field and
enter the IP address of the SMS Server.

4. Click on the = putton.

5.  You will need to reboot the Access Easy Controller for the changes to take effect.
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Notice!

As there is only one available serial com port in the CPU, only either the GSM adapter or the
analog dial-up modem can be connected to the Access Easy Controller. Hence, dial-up
features will not be enabled when SMS server is configured. Likewise the SMS server when
dial-up has been set up. By default the dial-up feature is enabled and the SMS feature is
disabled.

17.9 Reset APB
The Reset APB is the final menu item of the Manual Control group. It allows user to reset the
anti-passback (APB) feature once it is violated.
Notice!
This feature is applicable to full and soft anti-passback only.
Please refer to the previous section on Anti-Passback (APB) Settings, page 137.
If full APB is used, this command will reset the violation and allow violator(s) to access or exit
the controlled door. However, if soft APB is used, this command will reset the activity
transactions for "Access Granted, Soft APB" and "Exit Granted, Soft APB" for violator's
subsequent access or exit respectively.
User is given the option to reset the APB violation with the following combination:
— by card number with respect to (wrt) reader / all readers, or
— by name with respect to reader / all readers, or
— by all card numbers with respect to reader / all readers.
To reset APB, select the target Access Easy Controller and click on the Reset APB link. The
following page will appear in a new window.
[/ Panel Admin (Panel £3) f.
Reset Anti-Passbhack
By Card
Card Numnber: |
Facility Code: 1]
Card Format: |41l Card Formats =l
By Name
Search: | @
Option: Hame v|
By Reader
Description: |41l Readers =l
s
17.9.1 How To Reset APB by Card Number wrt Reader / All Readers

To reset APB based on card number, you must know the following: card number, its facility
code, and its card format.
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17.9.2

17.9.3

Enter the card number of the APB violator in the Card Number field.

Enter the facility code in the Facility Code field if the code is different from the default.
Facility code is configured in Default Settings of the Panel Setup.

Select the card format from the Card Format drop-down list.

Select the reader from the Description drop-down list. If you want to reset APB with
respect to all readers, select “All Readers”.

Click on the S
indicating APB reset by card and zones with respect to reader / all readers will be

button to proceed. If the command is executed successfully, a message
displayed.

S g
Click on the . button to return.

How to Reset APB based on Name wrt Reader / All Readers

1.

Enter a character, a portion, or the full name in the Search field, and click on the %
button. If a match is found that satisfies the entry, the names will appear in the Names

found list box. For example, enter “John” and click % button will result in:
By Name

Search: | %

John Michael Vincent
Johry Lim

Cption: IName "I

From the Names found list box, select the appropriate name. The selected name will
appear in the Search field.

Select the reader from Description drop-down list. If you want to reset APB with respect
to all readers, select “All Readers”.

Marnes found:

Q'
Click on the button to proceed. If the command is executed successfully, a message
indicating APB reset will be displayed.

&
Click on the . button to return.

How to Reset APB by All Card Numbers wrt Reader / All Readers

1.

Select the readers from the Description drop-down list. If you want to reset APB with
respect to all readers, select “All Readers”.

Click on the %8 pytton to proceed. If the command is executed successfully, a message
indicating APB reset by all cards and zones with respect to reader / all readers will be
displayed.

<O
Click on the . button to return.
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18

18.1
18.1.1

How to Configure the Access Easy Master IP Address

Configuring the IP address of the Access Easy Master requires you to initially prepare a PC/
Macintosh. This PC/Macintosh will need to have network enabled. In other words, it needs a
network card pre-installed.

Refer to the figure below.

RJ 45 Connector RJ 45 Connector
TP Cat.5 Cahle : 1

[==

Access Easy ”
haster Max Distance = 100m " PC/Macintosh

r

1. Connect the PC/Macintosh to the Access Easy Master with a RJ45 cross cable.
2. Set the IP address of the PC/Macintosh to 129.2.0.40 and subnet mask as 255.255.0.0.

For PC Users
Changing the PC's IP Address

Setting the IP address of the PC is rather simple. However, if you have doubt, do ask your
Network Administrator to assist you.

The purpose of changing the IP address of the PC is to allow it to access the Access Easy
Master which has a default IP address of 129.2.0.42 (factory setting). If you do not change the
IP address of the PC, you will not able to access the Access Easy Master at all. Hence it is
important to have your PC pre-configured with the correct IP address before you proceed any
further.

We will guide you in the following steps to configure a typical PC's IP address to 129.2.0.40.

The following series of screen captures is taken with reference from Win 98. Reader should
refer to their Network Administrator if their OS is not Win 98.

1. Click on the M button, followed by Settings > Control Panel.
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]

2. Double-click on the memak jcon, the Network dialog box appears.
Hetwaork nﬂ

Conhiguration | deniifcation | Access Contred |

The lollowing netwark components are instabisd:

Chert for Microsoft Netwades 18
) “hent for Nefw/zee Networks j\

DiaHlp Adaptes L

Microsoft FPP over ATM Adapter

Micrasoft Virhual Private Networking Adapler - Use this scroll bar
4| | ® to view the

installed network
add. | Rermoye | Frometing | cormponents.

Primary Metwork Logon:
|ﬁent for Micrasolt Mebwark.s j

File 3nd Pint Shaiing . |
-~ Desciiption-

o ]_cmon |

3. Look for the TCP/IP item from the list box as shown in the following diagram. However if

this component is not found, proceed from step 4 to step 7 to install it, else jump to step

8.
Netwaork HE
Conliguiation | derification | Access Control |
B Lok for component similar to
The following network components are installed: / this.
™ NDISWAN > Microsolt Vitual Private Networkingdapte = | If the installed Network Adapter
5 TCP/IP -» Dial-Up Adaptes has a“specified” description such
4™ TOPAP - ME 2000 Compatibls as 32-hits PO Fast EBthermet
%) File and privter chating foe Microsoft Metwork s Adapter [NDIS3], look fer it
:5] Service for Netware Diectory Services - instead. That is, TCPIP = 32-Bits
4] | » PCl Fast Ethernet Adapter
[NDISZ]
Primany Metwork. | ogon:
| Cliexit Foa Microsaft Networks =
Fie and Pirt Shaing.. |
i Desciiption
0K Cancel
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4. To add the TCP/IP component, click on the Add button. The Select Network Component
Type dialog box appears.
Select Hetwork Component Type EE

Click. the type of network. component you want ta install

Client Add...
B8 & dapter

5'._ Protacal Cancel
B S ervice

Praotocal iz a language' a computer uzes. Compubers
muzt uge the game protocol ko communicate.

5. Click on component type Protocol and click on the Add button. The Select Network
Protocol dialog box appears.

6. Click on Microsoft and TCP/IP as shown in the following screenshot.
Select Hetwork Protocol E3

Click the Metwork, Protocal that you want to install, then click O, If you have
3 an inztallation dizk for this device, click Have Disk.

Manufacturers: Metwork Pratocols:

|P /5 P-compatible Pratacal ;I
Microzoft 22-bit DLC
Microzoft DLE

NetBELI

whesh support For STk

Hawe Digk. . |

] I Cancel |

7. Click on the OK button to proceed with the component installation. Follow through the
on-screen instruction to complete.

Notice!
You might be required to have your Windows Installation Disk in your CD ROM drive.
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8. Continuing from step 3, click on the Properties button. The TCP/IP Properties dialog box
appears.
TCP/IP Properties EHE

Bindngs |  Advanced | MetBIDS |
DS Configuration I (3 ateway I WINS Configuration  |P Address

An P address can be automatically assigned to thiz computer.
IF your netwark. does not automatically azzign 1P addreszses, ask
your hetwark, adrinistratar for anaddress, and then tepe it in
the space belaw,

% Obtain an |P address automatically

€ Specify an IP address;

|FEddress: | i i i |

Subret i asks | . . 1 |

QK I Cancel

9. Click on the Specify an IP address radio button. This will enable the IP Address and
Subnet Mask fields.

10. Enter the IP Address and Subnet Mask. This will be the PC's IP Address for this initial
set-up.

11. Click the OK button.

12. Reboot the computer in order for the setting to take effect.

Notice!

The example described above is based on Windows 98 and IE5. Differences might appear for
the dialog box, displays, or description if other version or different operating system is used.
However, the principle of setting is the same.

18.1.2 Settings to be Made to the Web Browser
Now that you have successfully changed the PC's IP address, you will need to configure some
settings on the Web browser that you intended to use to view the pages on the Access Easy
Master.

Access Easy Master supports most of the popular Web browsers, such as IE5.5, Netscape4,
etc. Depending on the Web browser that your PC is installed with, the following procedures
will different, but the settings required are common to most Web browsers. Ask your Network
Administrator for advice if you are unsure of where to configure these settings.

The following procedure is using IE5.5 as an example.
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1.

3.

From the Windows Control Panel, click on the memetopions jcon. The Internet Options

dialog box appears.

Internet Properties

General l Sucuiy| [.‘untsntl Cuﬂnadinnzl F'rcgams] Ad\lancudl

—Home page
‘f'ou can change which page to wse for your home page.

Address: | A /ey DOSCH COM

Gl | UseDefau | Use plerk

Temparary Internet fles

rl Fages you view an the [remet are stored 1 a special folder
@ Y for quick viewing later.

Delete Fies... Seftings..,

r— Histong

3 The History folder contains links to pages vou've visted, for
£ quick access to recently viewed pages,

Days to keep pages in histon: IEU 3: Clear History

Calors... | Fonts... | Languam..l A:cgssihﬁw...l

OK I Cancel | Apply

Under the Temporary Internet files section, click on the Settings button to go into the
next dialog box. Confirm that the Check for newer versions of stored pages is set to
Every visit to the page option, as shown in the following diagram. If it is not, click on the
corresponding radio button. This step is necessary in order for the view in View Activity

to be updated periodically.

‘ Check for newer wergiohs of stored pages:
B & Eveyvisitio the pags
€ Ewerw time wou start |ntermet Explorer
= Automatically
" Never

— Temporan Internet files folder
Current location; C: \WIND WS AT emporary Intemet Filesh

Arnount of disk. space to uze:

j | 160=] ME

Mowve Folder.. I Wiew Files. | Wiew Objects. I

] I Cancel |

Click on the OK button to exit to previous dialog box.
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4. If your office network does not have a proxy server for accessing Internet, you could skip
the following steps, else please read on.

Internet Options

[Eirrent defanliz Hane

5. Under the Connections tab, click on the LAN Settings button The LAN Settings dialog
box appears. Check the Bypass proxy server for local addresses checkbox if the Access
Easy Master exists on the LAN.

Local Area Hetwork [LAM] Settings

[mz0s — Fo [0 |Adveeed. |
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18.2
18.2.1

6. Click on the Advanced button. The Proxy Settings dialog box appears.

Proxy Settings EE

—Servers
Type Prozy address to use Port
o=l TR [129.2088  [s0
Secwre:  [120.2086 : fg0
ETP: [12azngs : Jan
Gopher  [129.20.86 : fg0
Socks: I : I
W Usze the same prasy server for all protocals
— Erceptions
Do not use prowy server for addresses beginning with:
=0 |1 29 il
IJse semicolons [ ;] to separate entries.

] I Cancel |

7. As shown in the above, the proxy address used is 129.2.0.86, this is IP address of the
proxy server in this example, it will differ in your own office. Port setting is also
dependent on your office network setup. However, if the PC you are configuring has
always been able to access the Internet before, you will need only to enter the IP address

of your Access Easy Master. Including a “*” like the above means to bypass the proxy
server for all IP addresses starting with the 129 address.

8. Since the default IP addresses for the Access Easy Master and the Access Easy
Controllers are 129.x.x.x, you may directly access the Access Easy Master and the Access
Easy Controllers without going through a proxy server. Now that the browser and IP
addresses have been configured, we will now be able to view the Access Easy Master and
the Access Easy Controllers through our web browser.

To change the IP address of the Access Easy Master, follow the steps in Changing the IP
Address of Access Easy Master, page 186.

For Macintosh Users

Changing the Macintosh's IP Address
Setting the IP address of the Macintosh is rather simple. However, if you have doubt, do ask
your network administrator to assist you.

The purpose of changing the IP address of the Macintosh is to allow it to access the Access
Easy Master which has a default IP address of 129.2.0.42 (factory setting). If you do not
change the IP address of the Macintosh, you will not able to access the Access Easy Master at
all. Hence it is important to have your Macintosh pre-configured with the correct IP address
before you proceed any further.

We will guide you in the following steps to configure a typical Macintosh's IP address to
129.2.0.40.
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Follow through the procedures to set the IP address for the Macintosh.

1.
2.

3.

Help

About This Computer

£D Apple System Frofiler
2 AppleCd Audio Player

I
Adobe Gamma

Appearance
Apple Menu Dplions

[} Rutamated Tasks »  AppleTalk

El caiculator Colorsync

2 chover s
Dale & Time

i1l Favorites DislRssist

£ Fanstatus EdilCOey

@ Graphing Calculaior Energy Saver

I:l, Internet Rccess ¥ Extensions Manager

M Jigsew Puzzie File Exchange

Key Caps File Sharing

a Memory DA IE:?:rrr:!III:nnlmls

EF Nelwork Browser Keuhoard

L] Note Pad Sl
Launcher

[ Recent Applications M |ocation Manager

Gl Recent Documents B MacLinkPlus Setup CI

i Recent Servers ¥ Memory

oF Remote Access Status MenuScript

[ Scrapbook ::::::-“P' PFPC

g ::':‘:::;';u“ Monitors & Sound
Mouse

& Stickies b

POFWriter Shortcut
QuickTime™ Setlings
Aemote Access
Speech

llﬂrtu: Disk

Tesl
L 4

Click on the Apple icon to show a list of control function.

Select Control Panels > TCP/IP. The TCP/IP dialog box appears.
& File Edit Uiew Special

Enter the IP Address and the Subnet mask as shown below. This will be the Macintosh's

IP Address for this initial set-up.
E ————

=]

— Setup

TCP/IP (ADC Dfficel
Connect via: [ Ethernet i]
Configure: [ anually i]

Router address:

Marne server addr.:

F éddress: 1292040

Subret mask: | 255.255.0.0

Search domains:

f Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

Cancel I

Click on the Save button when prompted. This message will appear when you attempt to
close the dialog box.
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18.2.2 Settings to be Made to the Web Browser
1. Launch the Internet Explorer for Macintosh.
2. From the Toolbars, click on Preferences.
3. Under Web Browser, select Advanced (see diagram below).
4. From the Cache section, select Always option for Update pages radio button.
=——————|nternet Explorer Preferences—i—————8H
— History
== Web Browser
@ Browser Display Remember the |ast D places wizited.
iZ web Content
i@ HomefSearch SLache
S Update pages: () Once per session () Mever (@) Always
et Size: [20 | MB [ Empty Now |
@ Java
@ Security Location: “M3 Internet Cache™ on wolume *Macintosh HD™
@ Security Zones -
O Ratings Change Location...
e e —1 — Connections
== Forms AutoFill
oF e [ Suppart multiple connections
arrms Autolormplete i
P [ Shaw server messages Max connections:
i@ AutoFill Profile
== Receiving Files _ Offline Browsing
Do o Z [] #utomatically connect to the Internet if a page is not cached
i File Helpers -
5. Scroll down the listing to look for Proxies.
- Internel Explorer Preferences - . - =
O Geourit If you are sccessing the Internet thraugh & nefwork at your company
¥ S i
3 or organization, you can select internal servers {gateways) to
© Security Zones manage Inter net sccess. Contact your network administrator for
@ Ratings ot i nformation.
@ Advanced #® Enabled () Disabled
= Forms AutoFill Protecel:[all 3]
ST e Method: [Hormal | =
@ AutcFill Profile
S Wirhviag Elies Address: hitp:// [129.2.0.86 | Port: [50 |
@ Download Options User name: | |
@ File Helpers Password: | |
R Sonitles [ Use prosy for local servers
> MNetwark 2 = 5
List the sites you want to connect to directly, bypassing the proxies
Protocol H
S n_m i aet above, Puta space or comma between each aite,
S acvam 1292042
@ Site Passwords
= E-mail
& General
2 Cancel | | 0K ﬂ
6. Enter the Access Easy Master default IP address into the box as shown above. IP

addresses enter here will bypass the proxies and connect directly.
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18.3

7. If the IP addresses of the Access Easy Controllers have been assigned, continue to enter
the addresses in the field, separating each address by a space or a comma. The screen-
capture shows the default IP address for Access Easy Master and three assigned Access
Easy Controllers IP addresses, 129.2.0.45, 129.2.0.44, and 129.3.0.80.

1292042 1292045 1292044 123 3060

8. Click on the OK button to close the dialog box. With this settings done, we can proceed
to access the Access Easy Master.

To change the IP address of the Access Easy Master, follow the steps in Changing the IP
Address of Access Easy Master, page 186.

Changing the IP Address of Access Easy Master

To get connected to Access Easy Master, use the web browser to login to Access Easy Master.
Please refer to Logging Into Access Easy Master, page 14 for details.

After getting connected to Access Easy Master, you can change the IP address of the Access
Easy Master from default, to the actual IP you intend to use for the server. The View Activity
page will be the first screen that the user sees after a successful login.

To change the IP address of your Access Easy Master, refer to Network Settings, page 83.

Configure the network settings for Access Easy Master by setting the appropriate IP address,
O

subnet mask and gateway. Click on the = jcon at the bottom of the web page to save the

new setting.

Notice!
Access Easy Master needs to be rebooted before the new IP address setting takes effect.
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19

19.1

19.2

Accessing and Understanding Access Easy for Master

In this chapter, you will learn the basic information of how to access and logging onto the
Access Easy for Master software.

Access Easy for Master software graphical user interface (GUI) is the same as Access Easy
Controller software GUI but Access Easy for Master software only support minimal functions
as most of the functions are centrally administered and controlled by Access Easy Master
software.

In order to operate one or more controllers from one or more computers, a standard web
browser program such as Internet Explorer on each of the central monitoring computer is
required.

Connecting to Access Easy for Master

Before Access Easy for Master can be accessed, it must be configured properly and integrated
in the existing computer network.

As this integration is fairly complex and requires knowledge on networking, it is the
responsibility of the System Installer to work closely with your company's Network
Administrator to do the initial set up.

However, for general knowledge, a description is presented in APPENDIX F Initial Setup To
Access Easy Controller, page 2489.

For users using their own computer, please read up on the section Settings to be Made to the
Web Browser, page 254.

Logging into Access Easy for Master

A working knowledge of Windows or Macintosh, and the standard web browser program like
Internet Explorer, with the ability to maneuver with a mouse pointer is required to complete
the appropriate screen.

To get connected to Access Easy for Master, run your web browser program and key in the
Access Easy for Master's URL address followed by the Enter key.

The following screen capture shows an example of a typical web browser page with the
default URL address for the Access Easy for Master. The outlook of the screen might differ
from what is shown here, depending on the version in use.

Enter URL addness for Access Easy for Master

e _*-*-ﬁjﬁ&ﬂﬁ "H

|Agdess| hpnzzOEe =l @Be

After entering the URL address for Access Easy for Master, the Log On screen appears.
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Access Easy Controller (For Master) @ BOSCH

User Name :

Password  :

Language : IEngIlsh v %

AEC2.1.94 v4
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This Log On screen provides a security control that protects the Access Easy for Master from
unauthorized access. It requires a user to enter his or her user ID followed by a password
before he or she can access the Access Easy for Master.

The Access Easy for Master has only two assigned user IDs and passwords. Up to two users
are able to log into the same Access Easy for Master concurrently using different computers.

Notice!
The user ID and password are case-sensitive and can be changed.

The default user IDs have restricted access rights to the features of Access Easy for Master.
For the first user, the default user ID is “userl” and the default password is “8088”. For the
second user, the default user ID is “user2” and the default password is “8088”.

Notice!
Once the system is commissioned and handed-over, change the default user ID and password
as soon as possible to prevent unauthorized access.

19.2.1

Logging in to Access Easy for Master

1. Enter your assigned user ID in the User Name field.

2. Enter your assigned password in the Password field.

3. Select the required GUI language from the Language drop-down list.

4. Click on the login % button.

If you do not know your user ID and password, contact your System Administrator to obtain
them. User IDs and passwords are configured by the Access Easy for Master System
Administrator.
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Logging in using the default password
If you are logging in using the default user ID and default password, you will be redirected to
Change The Default Password page to change the user ID and/or password immediately.

Access Easy Controller (For Master) (‘FQ BOSCH

[s Change The Default Password!
User Information

User Name * 1 userl
Password *

Confirm Password *

Must be 8 characters long.
Minimum 1 lower and 1 upper case letter.
Password Policy : Minimum 1 numeric character [0-9].
Minimum 1 special character as below:
~@#§%*()-_+={1:./

Al

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

1. Enter your new user ID in the User Name field if you wish to change the user ID.
Otherwise, ignore the field.

2. Enter your new password in the Password field.

3. Re-enter your new password in the Confirm Password field.

Caution!

The user ID and password are case-sensitive. For security reasons, every character entered in
the password field is represented by a dot.

The passwords must meet the following requirements:
must be 8 characters long

must consist of at least

- 1 lowercase letter,

- 1 uppercase letter,

-1 number, and

- 1 special character from ~"!@#$%"*()-_+={}[1;:,./

4. Click the back E‘I—] button to return to the Log On page without changing the user ID and

password. You will not have access to Access Easy for Master until you have changed the
default password.
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19.2.2

19.2.3

5. Otherwise, click the save l_u}‘
Password and Confirm Password fields match and meet the password policy
requirements, a change confirmation page appears.

button to save the changes. If the passwords in the

Access Easy Controller (For Master) @ BOSCH

[ Change The Default Password!

The changes have been saved! Please login with the new login credentials.

&l

6. Click the back Eﬂl—] button to return to the Log On page.
7. Login using the new credentials. You will now have access to Access Easy for Master.

Progressive delays between login attempts

The system utilizes progressive delays between login attempts for better security and
protection from unauthorized access. Progressive longer delays are enforced between
subsequent logins after a number of unsuccessful login attempts. The section below describes
the progressive delay operation.

After the third unsuccessful login, a 20 seconds’ delay kicks in before the user can attempt the
fourth login. This delay duration appears within the log on screen and starts counting down.
The user may attempt to login during this duration but the system will ignore these login
attempts. After the countdown has completed, the user can then attempt to login again. Note
that each subsequent unsuccessful login will trigger a delay duration that is twice longer than
the previous delay.

Clearing the progressive delays

Clear the progressive delay by performing one of the following:

— Log in successfully with the correct credentials.

- Restart the AEMC.

— Administrator changing the password or username of the user who failed the login
attempts.

Logging off from Access Easy for Master
After you have finished your session with Access Easy for Master, or need to be away from the
computer, it is recommended to log off from the Access Easy for Master.

To log off, click on the Logout link at the top right corner of Access Easy for Master screen.

2021-06 | v2.0.3 |

Software Manual Bosch Security Systems B.V.



Access Easy Master Controller Accessing and Understanding Access Easy for Master | en 191

19.3 Understanding the Access Easy for Master Main Menu
The default or home page of the Access Easy for Master is the Device Control page. When you
log in to Access Easy for Master, this will be the first page that you see.
The screen capture below shows the home page.
) Welcome userl [ Logout ]
Access Easy Controller (ror master) (‘F@ BOSCH
QActivity @Card ¥ Configuration i@System @]Repurt
=& Activity | Device Control
Door Input | Output
Descripion _______|_staws _|ManvalAction |
Door 1 El (®) No Change Ounlock O Momentarily Unlock
Door 2 ﬁ (®) No Change Ounlock ) Momentarily Unlock
[Door 3 El ®) No Change O unlock O Momentarily Unlock
[Tea < ﬁ @ no Change O unlock O Momentarily Unlock
Reader 5 E[ @) No Change O Lock © Momentarily Unlock
Reader 6 i (®) No Change O Lock () momentarily Unlock
Reader 7 El (®) No Change O Lok (@] Momentarily Unlock
Reader 8 ﬁ ®) No Change O Lok ) Momentarity Unlock
Reader 9 E ® No Change O Lock © Momentarily Unlock
Reader 10 i (®) No Change O Lock () momentarily Unlock
Reader 11 El (®) No Change O Llock OMcmentarHy Unlock
[z i (®) No Change Ovock © Momentarity Unlock
12
a
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Only minimal features are available on Access Easy for Master. Features that are not available
are disabled from the menu. The various features that are available on Access Easy for Master
will be covered in the following chapters. Brief descriptions of each item will be presented
here.
Notice!
Most of the features are incorporated into Access Easy Master. This allows Access Easy
Master to centrally control and administer all changes of the Access Easy Controller.
19.3.1 Activity
The Activity menu relates to the transactions generated by the system and the video features.
This feature is only available for the “user2” user ID. Features that are available relate to the
manual control of door, input and output devices.
19.3.2 Card

The Card menu relates to the card parameter set up and administration, including arming and
disarming of alarm zones and assigning access groups. However, these features are not
available for Access Easy for Master. From this menu, you can only perform the reset of anti-
passback (APB) violations.
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Access Easy Master Controller

19.3.3

19.34

19.3.5

System
User IDs and passwords including access rights to the various menu items are set in the
System menu. You can set up the panel for the following configurations:

Network Settings
Date & Time
Advance Settings
Default Settings
System Log

Report

The Report menu relates to the various reports that you can generate, including reports for

activities, cards and others. However, in the Access Easy for Master, you can generate reports

for the Audit Log only.

Logout
To log off from Access Easy for Master.
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20

20.1

20.1.1

Operating the Access Easy for Master

The following chapters describe usage of the accessible features of Access Easy for Master in
detail.

Device Control

The Device Control submenu refers to the manual door settings of the system. The Device
Control page consists of three tabs namely, the Door, Input and Output controls. These three
tabs are explained in detail in the following pages.

Door Control

The Door control option allows you to check the status of the doors and momentarily unlock
or lock the door without having to be present at the door location. This is a manually operated
control and has priority over the system control. However, the system will resume normal
operation once it encounters a valid schedule interval.

Here is an example to illustrate the condition.
The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.
Interval 2, 3, and 4 has no setting.

0#30hrs 1731hrs
Door Status .
according to oor Door Unlocked Door
Schedule Locked Locked

Manual Doar
o tral 1. Unlock Door at OF30hrs 3. Lock Door at 1230hrs
antro 7. Lock Door at 0800 hrs 4. Unlock Door at 1315hs
cammand sent

D000brs 0230hrs 1723 1hrs 2340hrs

Resultant
Door Status

O730hrz 0800brs  1230Rrs 1315hrs

Legend:

I:l Do 12 pemmaren iy unlooed

m Do |3 pEmmare iy lecked
Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.

To activate Door control
Click Activity > Device Control menu. In the Device Control main page, select the Door tab to
manually control the settings for doors. The screen below shows the Door control page.
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L‘) Welcome userl [ Logout ]

Access Easy Controller (for Master) (LEQ BOSCH
%Acl'rv'rty @Card %Conﬁgumn’on “System %]Repnrc

=& Activity | Device Control

Door L Input ! Output
T e T
Door 1 E{ @ Mo Change Ounlock O Momentarily Unlodk
Door 2 ﬁ (®) No Change Ounieck () Momentarily Unlock
Door 3 El ®no Change O unlock O Momentarily Unlock
Door 4 ﬂ ® No Change O Unlock O Momentarily Unlock
Reader 5 El ® No Change O Lock O Momentarily Unlock
Reader 6 d  ®nochange Otock O Momentarlly Unlock
Reader 7 E[ ® No Change O Lock O Momentarily Unlock
Reader 8 d  ®nochange Otock O Momentarlly Unlock
Reader 9 E[ @ No Change O Lock ) momentarily Unlock
Reader 10 ﬂ (® No Change O Lock () Momentarily Unlock
Reader 11 El ® No Change O Lock © Momentarily Unlock
Reader 12 ﬂ (® Mo Change O Lock ) Momentarily Unlock
12
al
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The Door control page consists of three main columns, namely Description, Status and
Manual Action. The Description column provides the door description. The Status column
refers to the current status of the door. Point your mouse on the icon in the Status column to
display the tool tip or to find out about the icon representation.

The Manual Action column provides radio buttons to select the manual action to be
performed. The first radio button option is to retain the door action, therefore by default, “No
Change” option is selected. The second radio button option is the opposite of the current
status, toggling between “Lock” and “Unlock” status. The third radio button option,
“Momentary Unlock”, is used to send a command to momentarily unlock the door for the
duration as specified in the Door Strike Timer. This command is only effective when the
current status of the door is locked.

Notice!
Only readers configured as entry readers will be shown in the Door control page.

To control the Doors manually
1. Select the desired option from the Manual Action radio buttons.

2. Click the save m‘ button to send the command. The page then refreshes and reflects
the new status.

Notice!
Select only door(s) that you want to send command to. The current status of the door for a
momentarily unlock command will not be shown.
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20.1.2 Input Control
The Input control page allows you to check the status of all the input points and send a
command to arm or disarm the device manually. This is a manually operated control and has
priority over the system set control. However, the system will resume normal operation once it

encounters a valid schedule interval.

Before we begin, here is an example to illustrate the operational behavior.

The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.

Interval 2, 3 and 4 has no setting.

Schedule #

Alarm Zone Status
accarding to
Schedule

Manual Input
Control command
sent

Resultant Alarm
Zone Status

Legend:

Interval 1
oooo 0530 1730 2353
Alarm fone Alarm Zone Alarm Fone
Armed Disarmed Armed
1. Disarm Zore at 0730 Z.Arm Zone at 1230
I.0Arm Zone zt 0800 4. Disarm Zone at 13145
oooo OE30 1730 2353

0730 0800

I:I Al rgul Ponk wilhin ke Alrm Zone are DizAarmed.

I:I All Inpul Poinls wihin ke Alam Zore e Armed .

1230 1315

Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.

To activate Input control
Click Activity > Device Control menu. In the Device Control main page, select the Input tab
to manually control the settings of input points. The screen below shows the Input control

page.
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\y Welcome John [ Logout ]

Access Easy Controller (For Master) (FM) BOSCH
B Activity &card ¥&Configuration GSystem @&Report

=& Activity | Device Control

Door | Input | output

Input Point : I[ All Ttems ] | v

pescripton ______|_staws _ManwalAction |
Alarm Input Point 1 h Alarm Zone 3

Undefined Inpui Point 2 % @ No Change O Arm Now
Undefined Input Point 3 'u_D @ No Change O Arm Now
Undefined Input Point 4 19 ® No Change O Am Now
Undefined Input Point 5 M @® No Change O Arm Now
Undefined Input Point 6 '[|_9 @ No Change ) s Naw
Undefined Input Point 7 h C.) No Change O Arm Now
Undefined Input Point 8 M @ No Change O Arm Now
Undefined Input Point 9 u.p @® No Change O Arm Now
undefined Input Point 10 .u-b ® No Change @i
Undefined Input Point 11 '[Lp ® o Change O arm Now
Undefined Input Point 12 1L° (®) No Change ) Arm Now

Jal
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The Input control page consists of three main columns, namely Description, Status and
Manual Action. The Description column provides the input point description. The Status
column refers to the current status of the input point. Point your mouse on the icon in the
Status column to display the tool tip or to find out about the icon representation.

Each row provides information of which alarm zone that the input point belongs to. In the
screen above, “Alarm Input Point 1” belongs to “Alarm Zone 3” and “Undefined Input Point 2”
is an independent input point. Select a zone from the Input Point drop-down list to arm or
disarm the input points of that alarm zone. The screen below shows an example of an input
point set in an alarm zone.

4} welcome John [ Logout ]

Access Easy Controller (For Master) @Fy BOSCH
B Activity &card #&Configuration & System EReport

=& Activity | Device Control

Door | Input Output

Input Point : IAIarm Zone3 W .i
Status Iarm Zone Description

Alarm Input Point 1 Alarm Zone 3

I EEEEEEEE——
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.
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20.1.3

Click the arm ﬂ or disarm i button beside the Input Point drop-down list to arm or
disarm the input points that belong to the selected alarm zone.

The Manual Action column provides radio buttons to select the manual action to be
performed. The first radio button option is used to retain the door alarm zone, therefore by
default, “No Change” option is selected. The second radio button option is the opposite of the
current status, and toggles between “Disarm Now” and “Arm Now” options.

To control the Input points
1. Select the desired option from the Manual Action radio buttons.

u
2. Click the save m‘ button to arm or disarm the input point. The page will refresh to
reflect the new status.

Output Control

The Output control page allows you to check the status of all the output points and send a
command to turn the output points on or off manually. This is a manually operated control and
has priority over the system set control. However, the system will resume normal operation
once it encounters a valid schedule interval.

Before we begin, here is an example to illustrate the operational condition
The setting for Interval 1 is Start - 0830hrs and End - 1730hrs.
Interval 2, 3 and 4 has no setting.

o530k 1T31hre

Dutput Status
according to Dutput Off Dutput On D utput Off

Schedule
Manual Output

o trol 1.0n Output at O730hrs 3. 01ff Output at 1230hr=s

entro .0 Inputat 0800hrs 4. 0n Output at 1315hrs
command sent
ooook re o=z30hk e 1731 e 2359k 18

Resultant
Qutput Status

OT30krs 0200k e 12300krs 13150

Legend:

I:l oupul Panlls on
|:| oupual Pandls oTr

Notice that the system resumes normal operation according to schedule at 0830hrs and
1731hrs.
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To activate Output control
Click Activity > Device Control menu. In the Device Control page, click the Output tab to
control the output settings manually. The screen below shows the Output control page.

w ‘Welcome John [ Logout ]

Access Easy Controller (For Master) (‘FQ BOSCH
B Activity Bcard ¥&Configuration i System @Report

=& Activity | Device Control

! Door Input | Output

Manual Action

Perimeter Siren 1 E 5 | (® No Change Oon O puration on
Perimeter Output Strobe 1 Q ® No Change Oon O puration on
Undefined Output Point 3 Q ® No Change Oon O puration on
Undefined Output Point 4 Q | (®) No Change Qon O puration On
Undefined Output Point 5 Q (®) No Change Oon © Duration on
Undefined Output Point 6 Q (® no Change Oon ) puration on
Undefined Output Point 7 Q ® No Change Oon O puration On
Undefined Output Point 8 Q (® No Change Oon O puration on
undefined Output Point 9 Q | (® No Change Oon (© puration on
Undefined Output Point 10 Q | (® No Change Oon O puration On
Undefined Output Point 11 Q | @ no Change Oon O puration on
Undefined Output Point 12 Q | @ No Change Oon ) puration on

a
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The Output control page consists of three main columns, namely Description, Status and
Manual Action. The Description column provides the output description. The Status column
refers to the current status of the output point. If the Manual Action radio button shows the
“On” option, the Status column indicates that the output point is turned off (normal bulb
icon). Likewise, if the Manual Action radio button shows the “Off” option, the Status column
indicates that the output point is turned on (glowing bulb icon).

The Manual Action column provides radio button options to select the manual action that can
be performed on the device. The second radio button is the opposite of the state in the Status
column, and toggles between turning the device “On” and “Off”. The third radio button option,
“Duration On” or “Duration Off” also reflects the opposite of the current status, and is used to
send the command to turn the output point on or off for the duration as configured in the
Duration field of Output Setup menu item.

To control the Output points
1. Select the desired option from the Manual Action radio buttons.

2. Click the save m‘ button to save the settings. The page will refresh to reflect the new
status.

Notice!

Select only output point(s) that you want to send command to. The current status of the
output point for which the “Duration On” or “Duration Off” command is sent will not show
the true status after the duration has elapsed. To show true status, refresh the web page by
clicking the save button.
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20.2

Reset APB

The Reset APB menu allows you to reset the anti-passback (APB) violations.

Notice!
This feature is applicable to full and soft anti-passback only.

If full APB is used, this command will reset the violation and allow violator(s) to access or exit
the controlled door. However, if soft APB is used, this command will reset the activity
transactions for "Access Granted, Soft APB" and "Exit Granted, Soft APB" of violator's
subsequent access or exit respectively.

You have the option to reset APB violations with the following combinations:
- By All Cards
- By Individual Card

To reset APB by All Cards
1. Select the All Card radio button to reset APB for all the cards in the database.

2. Click the reset APB &7
message indicating APB reset for card number is displayed.

button to proceed. If the command is executed successfully, a

To reset APB by Individual Card

You can reset APB of an individual card based on the name, card number, user fields 1 and 2.
To reset APB based on card number, you should know the card number, its facility code, and
its card format.

The reset APB window lists all the cardholders name and details in the main page.

1. Click the Individual Card radio button to reset APB for a particular card as shown below.
1) Welcome user1 [ Logout |

Access Easy Controller (ror Master) (‘F@ BOSCH
QActivity @Card %Conﬁgumﬁon J‘System %]Repnrt

Reset Anti-Passback

B=! Cand | Reset APB

O ml Card
® Individual Card
Option :IName v | search : Y
I ™ ™ I TS BT TR
[] metl 2
] |michael 1

&
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2. Select the criteria to search from the Option drop-down list. The options available are
“Name”, “Card Number”, “User Field 1” and “User Field 2”.

3. Enter the search criteria of the APB violator in the Search field.

4. Results of the search criteria appear in a table.

5. Select the checkboxes beside the names from the search result.

6. Click the reset APB & button to reset the APB violation.

20.3 User Administration

Only one user can be assigned access rights to carry out the functions of the Access Easy for
Master. By default, “user1” and “user2” are defined as the Superuser having access to these
Access Easy for Master features.

To edit user ID and password
1. Click System > User Administration menu to access the user details page. The screen

below shows the User Administration home page.
1) Welcome user1 [ Logout ]

Access Easy Controller (For Master) (‘F@ BOSCH

QActivity @Card ?&Conﬁguration cSystern %]Report

2 System | User Administration

User

=

1-2]2
e pofife | Edit_|Deee]|
userl AEMC rl ®
user2 AEMC SU 3 ®
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2. Click the ﬁ button to edit the settings of the existing user.

'L’) Welcome userl [ Logout ]

Access Easy Controller (For Master) (‘FQ BOSCH

ByActivity @card 2§ Configuration i System {@Report
[, System | User Administration | User - [ Edit ]
User Information
User Name * o userl

Password * :  esscsces

Confirm Password * :  esscsces

Must be 8 characters long.
Minimum 1 lower and 1 upper case letter.
Password Policy : Minimum 1 numeric character [0-9].
Minimum 1 special character as below:
~@#$% N ()_+=(}{1;:/

User Profile * : I '
Default Login Page * E ITransact\'ons v
Video Access : |Intranet [v]

[[] po not prompt to show current version info after log-in.

Al ¢
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3. Change the user ID in the Username field.

Change the password in the Password field.

5. Re-enter the password in the Confirm Password field. The passwords entered in the
Password and Confirm Password fields must match and meet the password policy
requirements. Otherwise, an error message will appear.

>

Caution!

The user ID and password are case-sensitive. For security reasons, every character entered in
the password field is represented by a dot.

The passwords must meet the following requirements:
must be 8 characters long

must consist of at least

- 1 lowercase letter,

- 1 uppercase letter,

-1 number, and

- 1 special character from ~"!@#$%"*()-_+={}[1;:,./

6. The User Profile drop-down list is disabled. Changes to this field is not allowed.
7. Select the home page for the user from the Default Login Page drop-down list. This
setting will load this page as the default page every time the user logs in.

Notice!

The Video Access feature is not applicable to Access Easy for Master. Selecting any value
from the drop-down list has no effect.

8. Select or deselect the Do not prompt to show current version info after log-in. checkbox
accordingly. If you want the system to check the current Access Easy for Master version
and available updates each time you log into the system, do not select this option.
Selecting it will disable the check for updates.
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9. Click the save H] button to save the settings. Click the back —@—J button to cancel the
settings and return to the User Administration main page.

20.4 Network Settings

The Network Settings menu allows you to configure the panel’s IP address, netmask and
gateway address. In addition, you can define the address of the email and SMS server,
configure the dial-in user, AEMC IP and the LAN convertor settings.

204.1 Network
Each Access Easy Controller comes with two LAN ports labeled LAN1 and LAN2. These LAN

ports are physically individual ports that have their own IP address. LAN1 is connected to the
network where the Access Easy Controller is accessed by other workstations and is usually the
office network. LAN2 is used to cater for further expansions.

End-User PC End-User PC

Focess Easy Controller

LAN 1

You can also set three dedicated PCs for download and upload of parameters to Access Easy
Controller using DB Backup utility program.
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To edit Network Settings

1. Click System > Network Settings menu. In the Network Settings page, click the Network

tab. The network configuration for LAN1 is presented here. The screen below shows the
settings.

kﬁ Welcome user1 [ Logout ]

Access Easy Controller (ror Master) GFM BOSCH
QActivity IaCard #SConfiguration #System @]Report

£ System | Network Settings

Network Email Server Dial in User SMS Server AEMC 1P LAN Convertor
Network Settings
Panel's IP 1 192.168.0.41
Panel's Netmask 1 255.255.0.0
Panel's Gateway  : 0.0.0.0
Primary DNS 1 165.21.100.88
Secondary DNS 1 165.21.83.88
Remote PC Address
1 192.168.0.116 remotehost1
2 |192.168.1.19 remotehost2
3 192.168.1.20 remotehost3
al

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.
2.  Change the panel IP address in the Panel's IP field.

Repeat the step for the Panel's Netmask and Panel’s Gateway fields.

Change the Primary DNS and Secondary DNS fields if you are using a DNS server.

w

5. Click the save m‘ button to save the settings.

Notice!

In order for the new IP address to take effect, the controller has to be rebooted. Always
backup the database before rebooting.

To edit Remote PC Address
1. Enter the IP addresses of the remote PCs in the IP Address fields.
2. Enter the PC names as complete words, without spacing in the Host Name fields.

3. Click the save m‘ button to save the settings.

20.4.2 Email Server

Click System > Network Settings menu. In the Network Settings page, click the Email Server
tab. The screen below shows the Email Server page.
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20.4.3

@ Welcome John [ Logout ]

Access Easy Controller (For Master) (‘Fy BOSCH

B Activity &card S Configuration {#System @EReport

Network \ Email Server Dial in User SMS Server AEMC 1P LAN Convertor

Email Server Settings

Outgoing Mail (SMTP) Server : 10.123.148.115
‘Outgoing Mail (SMTP) Server Port : |587 e
Encrypted Connection = I—V
AEC's Email Address / Name : aec@bosch.com

Email Server Logon information

User Name : aec@bosch.com

Password I essscene

al

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

This Email Server settings page allows you to configure the IP address of the outgoing mail
(SMTP) server and the ports to use. You can also specify the reply address of emails sent by
the Access Easy Controller, which is the address appearing in the “Sent To” field of the
emails.

To configure Email Server settings

1. Enter the outgoing mail (SMTP) server’s IP address in the Outgoing Mail (SMTP) Server
field.

2. Select the port number from the Outgoing Mail (SMTP) Server Port drop-down list. The
default number “25” is the commonly used port. We suggest that you skip this field
unless your port number is different.

3. If you have chosen a custom port number for the Outgoing Mail (SMTP) Server Port, you
can select the Encrypted Connection from the dropdown list. Otherwise, the default
Encrypted Connection is based on the selected Outgoing Mail (SMTP) Server Port.

4. Enter the email address or name as a complete word, without spacing for the AEC’s

_” character to denote spacing.
The information specified in this field will be used as the email address of the Access
Easy Controller. In the above screen, the email address will be AEC@BOSCH.COM.

5. If the email service requires authentication to send emails, select the Email Service

«

Email Address / Name field. You can use the underscore

Logon Information checkbox for authentication.
6. Enter the credentials of the email service in the User Name and Password fields (up to
16 characters long).

7. Click the save m‘ button to save the settings.

Dial In User

The Dial In User page allows you to configure the dial in IP that is required for PPP protocol
for remote access. In order to have remote access ability using a modem connection, a
temporary IP address has to be issued to the incoming connection.
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When you dial in from home, using your PC and a modem, the Access Easy Controller’s
modem will answer the incoming call and negotiate with the remote modem for a suitable
connection protocol and speed. If the process is successful, a temporary IP is issued to the
remote modem and the connection is established.

By default, this dial in IP address is set as “10.1.1.2”. This works fine on most network setups.
However, change the IP address if you encounter connection problems.

To change this setting, click System > Network Settings menu. In the Network Settings page,
click the Dial In User tab. The screen below shows the Dial In User page.

i) welcome John [ Logout ]

Access Easy Controller (For Master) @ BOSCH

Wivity @Card #&Configuration 4System @Report

Network Email Server | Dial in User SMS Server AEMC IP LAN Convertor

Dial in IP Settings
Dial in IP £ |10.1.1.2
Dial in User

User Name H L

Password ; esessese

Dial in Settings

Number of illegal password attempts : |3 ﬂ
Tllegal attempts lockout duration 2! (0 - 255) Minutes

R mmIIIIhL————
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

To edit the Dial In User settings

1. Enter the IP address in the Dial In IP field.

2. Enter a user ID and password in the User Name and Password fields for the user to
access the Access Easy for Master through the dial In process.

3. Select a number from the Number of illegal password attempts drop-down list for the
number of illegal attempts that the user can try before successfully logging in the system.

4. Select a time from the lllegal attempts lockout duration drop-down list. This is the time
duration that is set to prevent successive illegal login attempts. The time range is
between 1 to 255 minutes.

5. Click the save m‘ button to save the settings.

Notice!
US Robotics 56K modems are tested with the Access Easy for Master for dial up functionality.
For other brands, refer the hardware manual for protocol requirement.
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20.4.4 SMS Server
The SMS Server page allows you to define the IP address of the Access Easy Controller that
has a GSM adapter attached to its serial com to act as an SMS server. To briefly understand
how the SMS feature works, we need to understand how the system should be configured.

The following diagram shows more than one Access Easy Controller in the network. These
controllers work stand-alone but share a common GSM adapter, which is attached to a
dedicated Access Easy Controller serial com port.

Aocess E:sy Controller Aocess Easy Confroller Acoass Easy C ™
=J i 33

GoU Adaptir

LAN

]

nt
-
Focess Easy Controller
Ty

The Access Easy Controller (1) has the GSM adapter connected to its serial com port, hence,
it acts as an SMS server to help relay Access Easy Controller messages to the service provider.

Whenever there is any SMS message that needed to be sent, the respective Access Easy
Controller will send the SMS messages over to the Access Easy Controller SMS server. The
SMS server will in turn send via the GSM adapter to the Service Provider. These other
controllers are defined as the SMS clients.

Hence, there is a need to control the IP addresses that is allowed to send SMS messages. This
is to prevent unauthorized personnel sending SMS messages using your Access Easy
Controller.

Notice!

Access Easy Controller supports Sierra Wireless GL8200 and WAVECOM GSM modems.
Please ensure that GSM adapter baud rate is configured at 115200bps, 8bit data, 1 stop bit
and no parity settings.

To configure Access Easy Controller as an SMS Server
Click System > Network Settings menu. In the Network Settings page, select the SMS Server
tab. The screen below shows the SMS Server page.
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w Welcome John [ Logout ]

Access Easy Controller (For Master) (‘FQ BOSCH

B Activity Bcard ¥&Configuration i System EReport

Network Email Server Dial in User | SMs server AEMC IP LAN Convertor

SMS Server Settings

SMS Server IP 1 10.12.45.68
GSM Connected? : Oves @ No

Al

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

By default, the SMS Server IP field is blank. If this controller is attached to a GSM adapter,
you will need to configure the IP addresses of other Access Easy Controllers that can send
SMS messages through this controller.

1. Since this is an SMS server, enter the IP address of the controller in the SMS Server IP
field.

2. Select the “Yes” option for the GSM Connected? radio buttons.

Lf) ‘Welcome John [ Logout ]

Access Easy Controller (ror Master) @Cll) BOSCH

BActivity Bcard ¥&Configuration &System @&Report
[+ System | Network Settings

Network Email Server Dial in User ‘ SMS server AEMC IP LAN Convertor

SMS Server Settings

GSM Connected? : @yes  Ono
Remote Panel Address
1o
2
3
4
5
6
7
8
9
10
&l

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

3. In the Remote Panel Address section, you can specify up to 10 controllers (SMS clients)
that can send SMS messages via this SMS server. Enter the IP addresses of these
controllers in the IP Address fields and their computer names in the Host Name fields.

Notice!

Be sure to include the SMS server IP address as one of the SMS client entries. Otherwise, the
SMS server would not be able to send its own SMS messages.
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4. Click the save m‘ button to save the settings.

To configure Access Easy Controller as an SMS Client
By default, the SMS Server IP field is blank. If this controller is not attached to a GSM
adapter, it is an SMS client and hence need to identify the IP address of the SMS server.

1. Enter the IP address of the SMS server in the SMS Server IP field.
2. Since this is an SMS client, select the “No” option beside the GSM Connected? radio
buttons.

3. Click the save Fj‘ button to save the settings.

Notice!

Due to limited number of serial COM ports available in the CPU, only either the GSM adapter
or the analog dial-up modem can be connected to the Access Easy Controller. Hence, dial-up
features will not be enabled when the SMS server is configured. Likewise the SMS server will
not be enabled when dial-up has been set up.

20.4.5

AEMC IP
This AEMC IP page allows you to define the IP address of Access Easy Master for connecting
multiple Access Easy Controllers.

1. Click System > Network Settings menu. In the Network Settings page, select the AEMC
IP tab. The screen below shows the AEMC IP page.
14 Welcome John [ Logout ]
Access Easy Controller (For Master) @ BOSCH
B activity Bcard 2&Configuration 4#System E&Report

s System | Network Settings

Network Email Server Dial in User SMS Server ‘ AEMC 1P LAN Convertor

AEMC TP Settings

1P Address : 192.168.0.42
Current Status : Connected
[] switch to AEC

a

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

2. Enter the IP address of the Access Easy Master in the IP Address field.

3. Click on the m‘ button to save the settings.
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20.4.6 LAN Convertor

The LAN Convertor page relates to network settings of the LAN convertor. Connecting
through the LAN converter, the Access Easy system can be upgraded to 16 interface boards.

Click System > Network Settings menu. Select the LAN Convertor tab to bring up the LAN
Convertor page.

u-) ‘Welcome John [ Logout ]

Access Easy Controller (ror master) (@ BOSCH
B Activity Bcard ¥&Configuration & System @Report
£ System | Network Settings

Network Email Server Dial in User SMS Server AEMC IP | LAN Convertor

LAN Convertor Settings

1P Address 1 192.168.0.43

al

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

The default IP address of the LAN convertor is 192.168.2.42. If you are connecting it to the
CPU LANZ2, enter the IP address in the range of 192.168.2.x, where x can be any number
except 41 since the IP address 192.168.2.41 is reserved for LAN2.

1. Enter the IP address of the LAN convertor in the IP Address field.

2. Click the save m‘ button to save the setting.

20.5 Date & Time

Access Easy for Master allows you to set the date and time of the real-time clock within the
Access Easy Controller. For countries that practice daylight saving time, this feature is also
included. Time setting is in the 24-hour format.

To activate Date & Time screen
Click System > Date & Time menu and the screen below appears.
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u Welcome userl [ Logout ]

Access Easy Controller «Fé‘) BOSCH

BB Activity Bcard ¥&Configuration {System @Report

‘ Date/Time Settings NTP
Panel Date/Time © 19/06/2020 16:52:48 & PC Date/Time : 19/06/2020 16:52:48
Choose Time : = =
Fine : |(GMT +08:00) Singapore V]
Date Format 3 Iddfmm/yyyy v

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

To set the date and time
1. The Date / Time page shows the Panel Date/Time and PC Date/Time fields. Click the

synchronize button to synchronize the panel date/time with the PC date/time.
2. Select the appropriate time zone corresponding to the country from the Choose Time
Zone drop-down list.
3. Select the format of the date from the Date Format drop-down list.

4. Click the save F']‘ button to save the settings.

Notice!
If your country is not listed, please select an alternative country that uses the same time zone.

20.6

20.6.1

Advance Settings

The Advance Settings submenu refers to the advance settings of the system, including system
maintenance, system upgrades and HTTPS setup.

System Maintenance
The System Maintenance page allows you to perform various maintenance activities for the
panel.

Click System > Advance Settings menu. In the Advance Settings page, select the System
Maintenance tab. The screen below shows the System Maintenance tab.
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1) Welcome user1 [ Logout ]
Access Easy Controller (ror Master) @ BOSCH
%Acliv'rty @Card %Conﬂgumﬁon ‘JSystem %]Repmt

L5 System | Advance Settings

System Maintenance Firmware Upgrade Customer Logo HTTPS (Certificate)

Maintenance Options

a Reboot

@ Shutdown

1
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

To initiate Reboot of panel

Since the Access Easy for Master software is residing within its hardware, the reboot function
allows you to reboot the controller after upgrading the system software. It also allows any
changes made to take effect, especially changes made to Network Settings, such as panel's IP
address.

Caution!

During a reboot function, all settings and parameters are taken from the flash memories. In
such a case, it is important that the database backup function is carried out before
proceeding to reboot the Access Easy Controller.

1. Click the Reboot @ button to reboot the panel.
2. A message box appears for confirmation. Click the OK button to proceed.
3. It takes about two minutes for the process to complete.

Notice!

During the rebooting process, the Access Easy Controller disconnects itself from the
computer and the web page on the computer screen might show an error message or be
completely blank. You should close and relaunch the web browser program. Login to Access
Easy for Master again after the process is completed.

4. Once the controller is up and running again, reenter the Access Easy for Master URL
Address and proceed to log in.

To initiate Shutdown of panel
The shutdown function allows you to shutdown the controller hardware properly. This is
usually done when controller hardware requires a hardware upgrade or maintenance.

1. Click the Shutdown @ button to shutdown the panel.
2. A message box appears for confirmation. Click the OK button to proceed.
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20.6.2

3.  You need to manually switch on the power at the controller once the necessary changes
are done at the controller.

Firmware Upgrade
The Firmware Upgrade page allows update of Access Easy Controller parameters (database
recovery) to the flash memory.

Notice!

Check with BOSCH SECURITY SYSTEMS or its authorized dealers for the upgrade.

For database recovery, you must have the previous parameter setting in encrypted zipped
format file (db_tar.gz) in the local hard disk. Refer to Database Backup, page 114 for more
information.

The remote PC IP needs to be configured first in the Network Settings pages; else the panel
will not allow connection.

Click System > Advance Settings menu. In the Advance Settings page, select the Firmware
Upgrade tab. The screen below shows the Firmware Upgrade page.

u) Welcome John [ Logout ]

Access Easy Controller (For Master) (‘Fy BOSCH

B Activity &card ¥EConfiguration 4 System @&Report

System Maintenance \ Firmware Upgrade Customer Logo HTTPS (Certificate)
Firmware Version : AEC 2.1.9.4 v4
Flename EX\ANO1SGP Backup\SOftwares\AECVAECSOMW  rowse... AEC 2.1 Update

I —
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

Notice!

The uploading of db_tar.gz file will replace all settings and configurations. This action is
irreversible. Make sure that the current settings and configurations are backed up before
commencing.

Due to the constant development of the software, the Firmware Upgrade page also allows you
to upgrade to the newest version by uploading a file. To differentiate between uploading
settings and configurations (database recovery) and updating the panel software, the names
of these files are fixed.

To upload settings and configurations to the panel, you will use the db_tar.gz file.
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To update the panel software, you will use the aec_sys file.

To upload settings and configurations or update the panel software
1. Prepare the file on the PC. If you are updating the panel software, click on the AEC2.1
Update link to download the files from the Bosch product page.

Notice!
Use db_tar.gz file to upload settings and configurations.
Use aec_sys file to update the panel software.

2. Click the Browse button to open the file dialog window. Select the file that you wish to
upload from.

s

3. Click the upload :iﬁ button to upload the file.

4. A message box appears for confirmation. Click the OK button to proceed with the upload.

5. Once the upload process has completed without error, another confirmation message will
appear.

6. Click the OK button to reboot the panel.

20.6.3 Customer Logo
The Customer Logo page allows you to customize the software with your own logo.

1. Click System > Advance Settings menu.
In the Advance Settings page, select the Customer Logo tab. The screen below shows
the Customer Logo page.
k‘;] ‘Welcome John [ Logout ]

Access Easy Controller (ror Master) @Fl/) BOSCH

BActivity [@Card #&Configuration W System @&Report

System Maintenance Firmware Upgrade ‘ Customer Logo HTTPS (Certificate)
Customer Logo
Filename (C:\Users\anolsgp\Pictures\Screenshots\Comp.  Browse... @
URL
O Enable custom logo (The filename must be "CustomLogo.gif” and file size must be less than 10KB or
approximately 144*64 pixels)

I ——
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

3. Click the Browse button to open the file dialog window. Select the logo file from the hard
disk.

Notice!
The file to be uploaded must be named "CustomerLogo.gif", with a file size of less than 10 kB.
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20.6.4

4. Click the upload ,__1 button to upload the file.

5. Specify a web page address in full in the URL field so that the web browser loads the
web page when you click on the custom logo. Otherwise, leave the field blank.

6. Select the Enable custom logo checkbox for the custom logo to take effect.

7. Click the save Fj‘ button to save the settings.

HTTPS (Certificate)
The HTTPS (Certificate) page allows you to manage, create and maintain the SSL/TLS
certificates for secure communication over the network using HTTPS protocol.

Caution!
The system may be rebooted during the processes below, so that the changes can take effect.

Go to System > Advance Settings menu. In the Advance Settings page, select the HTTPS
(Certificate) tab. The screen below shows the HTTPS (Certificate) page. You can see a
default certificate by the name of "BoschDefaultCert" in the Available Certificates list.

u) Welcome John [ Logout ]

Access Easy Controller (for Master) «Fé‘) BOSCH

BB Activity Bcard S Configuration ¥System @Report

System Maintenance Firmware Upgrade Customer Logo | HTTPS (Certificate)
Available Certificates
1-0]10
Active Certificate Name —————————Common name_Status “Edit_| Delete | Download Upload
O] BoschDefaultCert local.boschaec.net Actwe Certificate

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.
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To generate certificate signing request

1. Click the add certificate il button to generate a new certificate signing request. The
following dialog window appears.

Certificate Information
Create new certificate : (-
Import existing certificate = ()
Key type = : IRSA 1024 bit| v]
File name * 5 (i.e. BoschCert)
Comman name 5 (i.e. local.boschaec.net)
Country = : |United States
Province
Ciby
= (] 2+ LY
Organization name g ?#ﬁ;ﬂmrmd Tmie@Ee i
2.
= (] Fr oy . &
Organization unit g F;ESQDDDnEd Cmre@Ee i’
Py
& al <

2. Select the Key type from the drop-down list. The Key type supports: RSA 1024 bit, RSA
2048 bit, and RSA 4096 bit.

kKey type * q RSA 1024 bit
RSA 2048 bit
File name = . |RSA 4096 bit

3. Fillin the rest of the certificate information accordingly (see example below).

Certificate Information
Create new certificate : )]
Import existing certificate  : O
Key type ® : IRSA 1024 bit.
File name = :  myboscheert {i.e. BoschCert)
Common name * g myboschaec.com (i.e. local.boschaec.net)
Country * A IUnited States
Province
ity
=[] H &0y A
QOrganizatiocn name 2 EJ;gSH&ppurted comi@Es i’
o
=[] H &0y A
Organzation unit g EJI}:I:F}SIQPDDI‘tEd crmi@Es i’
o

% 4l <
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Notice!
The File name provided must be unique within each Access Easy Controller system.

The Common name provided must be unique to the network.

4. Click the generate certificate signing request E button to generate the certificate

signing request. Be patient as it will take some time for the process to complete. The new
certificate signing request will then be visible in the Available Certificates list.

#
Available Certificates
1-2]10
Active Certificate [Name [Common name _[status Edit | Delete | Download Upload
[0} BaschDefaultCert Iocal.boschaec.net  |Active Certificate
mryboscheert mryboschaec.com Signing request £ R 5 @
a

5. Click the Download E’ button of the corresponding certificate signing request to save
the CSR file to the local computer. Send this file to your trusted certificate authority to be

signed and validated.

Do you want to open or save myboscheert.csr (362 bytes) from 10.123.43.1657 Open Save | ¥ Cancel x

Notice!
Do not delete the certificate signing request. If it is somehow deleted, you will not be able to

use the signed certificate (Root CA) you received from your trusted certificate authority.

6. Proceed to upload the signed certificate upon receiving the file from your trusted
certificate authority in the next section.

To use a new signed certificate

1. Upon receiving your newly signed certificate from your trusted certificate authority, copy
it to the local computer.

2. Go to System > Advance Settings > HTTPS (Certificate) tab.
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3. Click the Upload @ button of the corresponding certificate signing request. The Choose

7.

File to Upload dialog window appears.

(& Choose File to Upload *
“« S <« Thawte » SGROBEX13_Linux_Apache » v | O Search SGROBEX13_Linux_Ap.. 0
Organize v New folder =~ [ @
S
[ Desktop A ™ Name Date modified Type Size
¥ Downloads # SSLAssistant 9/20/2013 406PM  File folder
£ Documents # [El getting_started.bt 2/26/2018 334 AM  Text Document 3KB
| Pictures - 5 IntermediateCA.crt 2 Security Certificate 2KB
AEC-2.1.9.2 Rele [ ssl_certificate.crt 2/26/2018 3:34 AM  Security Certificate 3 KB
Backup DB
Data
HTTPS Certificat
@ OneDrive
[ This PC
8 3D Objects
[ Desktop v
File name: | ssl_certificate.crt ~ | All Files (%) s

Cance'

Navigate the folders and select the newly signed certificate to be uploaded to the system.
Click the Open button to start the uploading process.

If the upload is unsuccessful, an error message dialog window will appear. If you
encounter an error, check if the correct file has been uploaded correctly, or if there are
other issues.

If the upload is successful, a completion successful message will appear. Click the OK
button.

Message from webpage >

| Certificate package upload successfully.

OK

You will see the newly uploaded signed certificate in the Available Certificates list with
an unselected radio button.

K.

Available Certificates

Active Certificate [Hame Common name  |Status S
(] BaschDefaultCert lecal.boschaec.net | Active Certificate
mryboscheert |myboschaec.com  Signing request & ® = =
(@] BaschCert myboschaec.com Active Certificate & xR = &
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8.

9.

10.

11.

12.

Select the radio button of the signed certificate to enable it as the active certificate.

+
Available Certificates
1-3]10

Active Certificate |Name

Common name

Active Certificate

BoschDefaultCert local. boschaec.net
myboscheert myboschaec.com  Signing request & R = =
(O] BaschCert mybeochagc.com  Active Certificate & R @ @

Click the save m‘ button, and the following dialog window appears. The system needs
to be rebooted for the changes to take effect. Click the OK button to reboot the system.

Message from webpage *

Upgrade Cperation Completed, You need to reboot the
system for the changes to take effect.

Cancel
Wait a while (no longer than 3 minutes) for the system to reboot. After rebooting, the
web browser will automatically refresh itself, and return to the login page.

From the web browser, enter the HTTPS protocol and your website name. You should see
a lock icon on the web browser address bar. The certificate has been successfully
installed.

& https://myboschaec.com/login.aspx -ac

You can click on the lock icon to view details of the certificate from the Website
Identification dialog window.

Website Identification
-

DigiCert has identified this site as

arnneany

myboschaec.com
This connection to the server is encrypted.

Should | trust this site?

WView certificates

To backup and restore an existing certificate

1.

To back up the signed certificates, go to System > Advance Settings > HTTPS
(Certificate) tab. You will see the signed certificates in the Available Certificates list.
=+

Available Certificates
1-3]10

‘Common name

Active Certificate | Name

Active Certificate

BoschlefaultCert local. boschaec.net
myboscheart myboschaec.com  Signing request & R = =
() BaschCert mybeschaec.com  Active Certificate & ®x = =
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2. Click the Download @ button of the signed certificate to create a backup copy. This file
"certificate_tar.gz" should be stored elsewhere as a backup.
Do you want to open or save certificate_tar.gz (3.44 KB) from 10.123.43.1657 Open Save |7 Cancel x
3.

If the signed certificate has been deleted, you can restore the signed certificates using
the backup certificate file "certificate_tar.gz". Go to System > Advance Settings > HTTPS
(Certificate) tab.

4. Click the Add certificate il button. The following dialog window appears.
Certificate Information

Create new certificate g (®
Import existing certificate  : )

Key type * g IRSA 1024 bit| v

File name * (i.e. BoschCert)

Comman name (i.e. local.boschaec.net)

Country * : |united States | v

Province

City

Organization name : El;gili&ppurted <=l @EFL%R TS
Organization unit : El;gili&ppurted Lral@ESWH TS

8 4l <

5. Click the Import existing certificate radio button and the following dialog window
appears.

Certificate Information

Create new certificate 3 2

Import existing certificate (O]

Upload HTTPS

certificate Browse... @ (& Minutes)

&
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6. Click the Browse button to navigate the folders, and select the backup certificate file

"certificate_tar.gz" to be uploaded to the system.

@ Choose File to Upload
« v 4

Organize * Mew folder
Documents # #
| Pictures b

218db

Backup DB

Database backup

HTTPS Certificat
@ OneDrive

3 This PC
_J 3D Objects
[ Desktop
Documents

{ Downloads hd

> This PC » Desktop » AEC-2,1.9.3 Release »

Mame

AEC patch test
AEC_10.123.43.163
AEC_10.123.43.165
Vulnerahility scan
4 medium vulnerability detected.jpg
D aec2_msvp
D aecl_msys
D aec?_vsdk
D certificate_tar.gz
D ReadMe.bd

% Video_Komp_Matrix AEC-2 19 3_VSDKE ...

v | O Search AEC-2.1.

File name: |certificate_tar.gz

Date modified Type Size
f2018 1:36 PM File folder
81:56 PM File folder
8613 PM File folder
File folder
JPG File 216 KB
File 6,161 KB
File 5,489 KB
File
GZ File
Text Document 2KB
Microsoft Excel 97... 59KB
~| | anFites ¢ ~
Cancel

7. Click the Upload @ button to start the uploading process.

Certificate Information
Create new certificate : O

Import existing certificate  : -

Upload HTTPS
certificate

C:\Users\userl\Desktop\AEC-2.1.9.3 Release’

Browse... :} (~ 5 Minutes)

&

8. If the upload is unsuccessful, an error message will appear. If you encounter an error,
check if the correct file has been uploaded correctly, or if there are other issues.
9. If the upload is successful, a completion successful message will appear. Click the OK

button.

Message from webpage

| Certificate package upload successfully.

b

0K
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10. You will see the signed certificate in the Available Certificates list with an unselected
radio button.

K.

Available Certificates

1-3]10

Active Certificate |Hame Common nanse Status
(] |BoschDefaultCert lecal.boschasenet  Active Certificate |
:mytoschcl!rt myboschaec.com | Sigring request £ X = Es
(9} |BoschCert myboschaec.com [ Active Certificate ﬁ xR @ @
[
11. Select the radio button of the signed certificate to enable it as the active certificate.
#
Available Certificates
1-3]10
Active Certificate |Name Comneon namse
O BaschDafaultCert local.boschazc.net  Active Certificate
mybescheert myboschasc.com  Signing request r x = =
[0} BoschCert myboschasc.com Active Certificate é R B @

12. Click the Save m‘ button and the following dialog window appears. The system needs
to be rebooted for the changes to take effect. Click the OK button to reboot the system.

Message from webpage *

Upgrade Cperation Completed. You need to reboot the
system for the changes to take effect.

13. Wait a while (no longer than 3 minutes) for the system to reboot. After rebooting, the
web browser will automatically refresh itself, and return to the login page.

14. From the web browser, enter the HTTPS protocol and your website name. You should see
a lock icon on the web browser address bar. The certificate has been successfully
installed.

& hitps:/mybaschase.com/login.sspx -ac

15. You can click on the lock icon to view details of the certificate from the Website
Identification dialog window.

........

Website Identification

DigiCert has identified this site as
myboschaec.com
This connection to the server is encrypted.

Should | trust this site?

View certificates

To create a self signed certificate
1. Go to System > Advance Settings > HTTPS (Certificate) tab.
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2.
Certificate Information
Create new certificate : (w
Import existing certificate O
Key type * IRSA 1024 bit.
File name * (i.e. BoschCert)
Common name * (i.e. local.boschaec.net)
Country = IUnited States
Province
City
Organization name E‘J‘i’f;ﬂﬂﬂﬂﬂd Lrml@FESYH ST
2.,
- ; Mot Supported < > ~ | @ # 5% ~* [}
Organzation unit ()2.,&
8 al <
3. Fill in the necessary information to create a self signing certificate.
4. Click the Create self signing certificate il button. The self signing certificate now
appears in the Available Certificates list.
+
Available Certificates
1-4]10
Active Certificate |Hame Common name  |Status
|BaschDefaultCent :Iu:alhus:hau.net :Cerﬁﬁcaae | |
|mybascheert pmyboschaec.com  |signingrequest | £ | K | @ E)
(] BaschCert !mbes:hauc.culn !Mﬁu&rﬁﬁca{c £ | K | = =
O Bascheertl :hosdll:ertl.com !saf-s.gn Certificate | 2 ® | £}
&l
5. Select the radio button of the self signing certificate, and click the save H‘ button. The
system will automatically reboot for the change to take effect.
6. Wait a while (no longer than 3 minutes) for the system to reboot. After the reboot, the

Click the Add certificate il button. The following dialog window appears.

web browser will automatically refresh itself, and return to the login page. From the web
browser, you will see a certificate error indication on the address bar.

@ hittps://10.123 43,165/ login.aspx = & Centificate error G:
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7. Click the certificate error indication to open the Certificate Invalid dialog.

'@' Certificate Invalid o

The security certificate presented by this
website has errors,

This preblem might indicate an atternpt to
fool you or intercept any data you send to
the server.

We recommend that you close this webpage.

About certificate errors

View certificates

8. Click the View certificates link to open the Certificate dialog window.

an Certificate >

General Detsils Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: boschcertl.com

Issued by: boschcertl,com

Valid from 9/19/2018 to 10/6/2086

Install Certificate... | | Issuer Statement
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9. Click the Install Certificate button to open the Certificate Import Wizard window, and
select the Local Machine radio button option.

ot

£# Certificate lImport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

(::l Current User

(®) Local Machine

To continue, dick Mext.

 Spled | Cancel
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10. Click the Next button. The following dialog appears.

€ &% Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store baged on the type of certificate
(®) Place all certificates in the following store

Certificate store:
| |E Browse... i

11. Click the Browse button and select the Trusted Root Certification Authorities from the

Select Certificate Store dialog window.

Select Certificate Store >

Select the certificate store you want to use,

| Personal s

Trusted Root Certification Autharities

[ | Enterprise Trust

| Intermediate Certification Authorities
i 7] Trusted Publishers

----- 11 Intrnietad Certifiratas ~
£ >
[ show physical stores
Cancel
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12. Click the OK button to return to the previous dialog. Note that the store is now indicated
in the Certificate store textbox.

ot

& L¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
|Trusted Root Certification Authorities | f Browse... ]
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13. Click the Next button to proceed to the next dialog.

€ &% Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘fou have spedified the following settings:

(il = = M= Trusted Root Certification Authaorities
Content Certificate

Finish Cancel

14. Click the Finish button to complete the certificate import. The system will automatically
reboot for the changes to take effect.

15. Wait a while (no longer than 3 minutes) for the system to reboot. After the reboot, the
web browser will automatically refresh itself, and return to the login page.

16. From the web browser, enter the https protocol and your website name. You should see a
lock icon on the web browser address bar.

2 https://myboschase.com/login.aspx -ac

If the web browser is still showing the certificate error indication, clear the cache, close the
web browser, and reboot your computer. This should clear the error and you should be able to
connect to your website without the certificate errors.

20.7 Default Settings

The Default Settings page allows you to configure various default settings of the system. Click
System > Default Settings menu. The screen below shows the Default Settings page.
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&) Welcome userd [ Logout ]
Access Easy Controller (For Master) (‘F@ BOSCH

QAcllvlty @Card ¥ Configuration i@System @]Report

Auto Logout Timer

Hour: |1 v | Minute: Il ~
PIN Settings

Maximum PIN .

Length |
Default system language

System Language @ IEngI\sh v

Web link for latest updates

URL: | http://us.boschsecurity.com/us_product/02_pi roduclsj,'stﬁhu.‘

Al

. ____________________________________________________________________________________________________________________ |
Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

To set the Auto Logout Timer
The auto logout timer allows you to set the timer for the Access Easy for Master software to
logout automatically if it detects no user activity. Default setting is 1 hour.

Notice!
This timer setting is applicable to all menu items.

1. Select the hour and minutes for the auto logout timer from the Hour and Minute
dropdown list of the Auto Logout Timer section.

2. Click the save m‘ button to save the settings.

To set the maximum PIN length
The PIN settings option allows you to set the maximum PIN length.

1. Select the number of characters from the Maximum PIN length dropdown list of the PIN
Settings section.

2. Click the save Fr]‘ button to save the settings.

To set Default system language
The Default system language section allows you to set the default system language of the
Access Easy Controller.

1. Select the default language from the System Language dropdown list in the Default
system language section.

2. Click the save m‘ button to save the settings.
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20.8

To configure the Web link for latest updates
The Web link for latest updates section allows you to configure the Internet link for the latest
Access Easy Controller software updates.

1. Enter the Internet link in the URL text box of the Web link for latest updates section.

[T}
2. Click the save m‘ button to save the settings.

System Log

The System Log page allows you to view the information of the system. Click System >
System Log menu and the screen below appears.
19 Welcome user1 [ Locout |
Access Easy Controller (for Master) (‘FQ BOSCH
Boacivy  @@card  J&Configuration  4@System  [Report

"-FE System | System Log

System Log

2020/06/02 0:58:59

Product Name : AEC2.1.9.4v4

Hardware Address (MAC) 1 00:18:7d:c0:3d:7d

Internet Address : 192.168.0.41

Last Boot Time : Fridun 512:20:01 SGT 2020
Current Boot Time © Fridun 5 13:48:24 SGT 2020

Last Backup Time to Flash

RS232/RS485

No. of Boardfs Exist H s

Board 1 : Reader Ports:01,02,03,04; Reader 10:01-08
LAN/RS485

No. of Boardys Exist -0

Re-Scan the Available Reader/10 Boards (&

System Log (]

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

You can find system information of the Access Easy Controller on this page.

—  Product Name: version information of the firmware/software installed

—  Hardware Address (MAC): the hardware address of the controller

— Internet Address: |P address of the controller

—  Last Boot Time: the previous time when the controller was restarted

—  Current Boot Time: the most recent time when the controller was restarted

—  Last Backup Time to Flash: last time when upload of settings and configurations, or
panel software is done

The RS232/RS485 section provides information of how many panels are connected to the
Access Easy Master via RS-232/RS-485 connection (No. of Boards Exist field) and the
information and type of each board.

The LAN/RS485 section provides information of how many boards are connected to the
Access Easy Master via LAN connection (No. of Boards Exist field) and the information and
type of each board.

You can also can re-scan the available reader/IO boards by clicking on the button. This will
refresh the System Log page.
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20.9

Audit Log

The system tracks user operations on the Access Easy for Master, and logs all the action
performed by the user, such as manual control of any output, change settings for a
cardholder, setting the date and time, and so on. Click Report > Audit Log menu to access the
user log reports. The Audit Log page is shown as below:

(7] Welcome userl [ Logout ]

Access Easy Controller (ror master) (‘F@ BOSCH
&Acllvlty @Card ¥ Configuration i@System @]Report

User Log

From . B

To

Name IAJI Names | v
@

Robert Bosch GmbH reserves all rights even in the event of industrial property rights. We reserve all rights of disposal such as copying and passing on to third parties.

To view the User Log

1. Choose the From date and To date, from the calendar picker.

2. Select the name from the Name drop-down list. If a particular user has been selected, the
report will only show the operation of that user. If “All Names” is selected, the report will
show all the actions performed by all users on the system.

3. Click the view report @ button to see a preview of the report.
4. Click save as CSV or XSL file to save the report in a CSV or XSL format in the PC.

5. Click the back EJ button to return to the Audit Log page.
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APPENDIX A Selecting Events, Devices and
Cardholders for Reports

Devices
Cardholder
s
All All Selec | All Selec | All Selec | All Selec
Read |Read |ted/ [Input [ted/ |Outp |[ted/ |Card |ted/
ers, |ers Omit |Point | Omit |ut Omit |hold |Omit
Input Read |s Input | Point | Outp |ers Card
s ers Point |s ut hold
and s Point ers
Outp S
Events ut
Point
Panel Tamper X X X X X x x x
Tamper Restored x x x x x x x x
Panel AC Failure x X x x x x x x
Power Restored X x X x X x x x
Alarm x x x x
Alarm Restored x X x x
Door Forced Open X X X x
Door Held Open X x x x
Door Closed x x x x
Duress X X x x x
Access Denied x x x x x
Access Denied - X x x x X
Passback
Exit Denied - Passback X x X x x
Access Denied - Timed X x x X x
APB
Access Denied - Wrong X X X x x
PIN
Invalid Schedule x x X x x
Invalid Card x x x x
Invalid start Date X x x X x
Invalid End Date x x x x x
Armed X X X X X X X
Disarmed x x x x x x x
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Armed By schedule X X X x

Disarmed By Schedule x X X X

Bypassed X X X x

Access Granted x x X x x

Exit Granted x x X X x

Access Granted - Soft x X X X x

APB

Exit Granted - Soft APB | x x x x x

PIN Changed X X x x x
All All Selec | All Selec [ All Selec | All Selec
Read |Read |ted/ |Input [ted/ |Outp |ted/ |Card |ted/
ers, |ers Omit | Point | Omit |ut Omit | hold | Omit
Input Read |s Input | Point | Outp |ers Card
S ers Point |s ut hold
and s Point ers
Outp s

Events ut
Point

Door Access Enabled x x X x

Door Access Disabled x x x x

Door Locked x x x x

Door Unlocked x X X x

Door Momentarily X X X X

Unlocked

Door Locked By X X x x

Schedule

Door Unlocked By X X X x

Schedule

Turned On x x x x

Turned Off X X x X

Duration On X x x x

Duration Off X X x X

Turned On By Schedule |x x x x

Turned Off By Schedule |x x x x

Clock In x x x x x

Clock Out x x X x x
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APPENDIX B Configuring Alarm Events

Devices
Cardholder
s
All All Selec | All Selec | All Selec [ All Selec
Read |Read |ted/ [Input [ted/ |Outp |[ted/ |Card |ted/
ers, |ers Omit | Point | Omit |ut Omit | hold |Omit
Input Read |s Input | Point | Outp |ers Card
s ers Point |s ut hold
and s Point ers
Outp s
Events ut
Point
Panel Tamper X X X X X x x x
Panel AC Failure x X x x x x x x
Alarm x x x x
Door Forced Open X X X x
Duress X X x x x
Access Denied x x X x x
Access Denied - x x X X X
Passback
Access Denied - Timed x x x x x
APB
Access Denied - Wrong | x X X X x
PIN
Invalid Card X x x x
Invalid End Date x x x x x
Exit Denied - Passback x x x x x
Invalid Schedule x x X x x
Invalid Start Date x X x X x
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23.1

23.2

23.3

APPENDIX C Activity Transactions

This appendix list the various Activity transactions found within each category.

Alarm Activity

No Transactions

1 Access Denied

2 Invalid Schedule

3 Invalid Start Date

4 Invalid End Date

5 Duress

6 Access Denied - Wrong PIN
7 Access Denied - Passback
8 Access Denied - Timed APB
9 Exit Denied - Passback
10 Invalid Card

11 Door Forced Opened

12 Door Held Open

13 Panel Tamper

14 Panel AC Failure

15 Alarm

Restore Activity

No Transactions

1 Door Closed

2 Tamper Restored

3 Alarm Restored

4 Power Restored

Valid Activity

No Transactions

1 Access Granted

2 Exit Granted

3 Access Granted, Soft APB
4 Exit Granted, Soft APB

5 PIN Changed
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6 Disarmed
7 Armed
8 Turn On
9 Turn Off
10 Door Locked
11 Door Unlocked
12 Door Locked By Schedule
13 Door Unlocked By Schedule
14 Door Momentarily Unlocked
15 Door Access Enabled
16 Door Access Disabled
17 Armed By Schedule
18 Disarmed By Schedule
19 Bypassed
20 Turned Off By Schedule
21 Turned On By Schedule
22 Duration Off
23 Duration On
23.4 Time Attendance
No Transactions
1 Clock In
2 Clock Out
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24

APPENDIX D Email/SMS Configuration Table

This appendix provides information on how to select the appropriate item options with
reference to the events list. For each event, an "X" indicates the possible selection that can be
made under the devices and cardholders column.

For example, in order for Access Easy Controller to send an email or SMS when an "Alarm" or
"Alarm Restored" occurs on “Input 1”. The following must be set:

Devices:
Selected Device Only option and choose only “Input 1”.

Events:
Selected Events Only option, choose "Alarm" and "Alarm Restored".

Cardholders
All Cardholders option

For this scenario, never choose Selected Cardholders Only option for cardholders settings or
Selected Readers or All Readers option for devices setting. These settings will result in no
events that will meet the criteria, because the events for "Alarm" and "Alarm Restored" will
never come with a cardholder's ID and it will never happen on a reader.

Devices Cardholder
s

All All Selec | All Selec [ All Selec | All Selec
Read |Read |ted/ |Input [ted/ |Outp |ted/ |Card |ted/
ers, |ers Omit | Point | Omit |ut Omit | hold | Omit
Input Read |s Input | Point | Outp |ers Card
S ers Point |s ut hold
and s Point ers
Outp s

Events ut
Point

Panel Tamper X X X X x x x x

Tamper Restored X X X X X X X X

Panel AC Failure x X x x x x x x

Power Restored x x x x x x x x

Alarm x x x x

Alarm Restored x x x x

Door Forced Open X x x x

Door Held Open X X X x

Door Closed x x x x

Duress x x x x x
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Access Denied X x X x x
Access Denied - X x X x x
Passback
Exit Denied - Passback X X x x x
Access Denied - Timed X x x X x
APB
Access Denied - Wrong X X X x x
PIN
Invalid Schedule X x x x X
Invalid Card x x x x
Invalid start Date x x X x x
Invalid End Date x X x X x
Armed x x x x x x x
Disarmed x x x x x x x
Armed By schedule x X X x
Disarmed By Schedule X X X X
Bypassed X X x x
Access Granted x x x x x
Exit Granted X x X X X
Access Granted - Soft X x x X x
APB
Exit Granted - Soft APB | x X x X x
PIN Changed X x x x x
Door Access Enabled x X x x
Door Access Disabled X x X X
All All Selec | All Selec | All Selec | All Selec
Read |Read |ted/ [Input [ted/ |Outp |[ted/ |Card |ted/
ers, |ers Omit | Point [ Omit |ut Omit | hold |Omit
Input Read |s Input | Point | Outp |ers Card
s ers Point |s ut hold
and S Point ers
Outp s
Events ut
Point
Door Locked x x x x
Door Unlocked x x x x
Door Momentarily x X X x
Unlocked
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Door Locked By X X x
Schedule

Door Unlocked By X X x
Schedule

Turned On X x
Turned Off x x
Duration On X X
Duration Off x x
Turned On By Schedule x x
Turned Off By Schedule x x

Clock In x X x x
Clock Out x X X X
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25 APPENDIX E Setting up a Timeserver

This appendix provides information on how to set up a timeserver on Windows 2000, XP Pro
PC. The following section uses Windows 2000 and XP Pro to illustrate how the timeserver is
set up.

25.1 For Windows 2000

1. Click Start M button and select Run button.
Type “regedit” in the window.

Run EHE

Type the name of & program, Folder, document, or
Intermet resource, and Windows will open it For you,

~

[a]4 I Cancel | Browse. .. |

3. Select HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/W32TIME/
PARAMETERS.

iz Fegiztey Editor
Aegisry  Edl Vew Faverbes Hebs
% |_) pwenum =] [Hane Tupe _Dita
70 swmel 3] | Delindi) REG_SZ fvelue Fest 161)
= sy hi [ LocanTP REG_DWORD 00000001 1)
i j Wm“ b Fariod REG 52 Speciathow
B B ek =
® & SmEvanl 2b] e REG_5Z MIGDG
7 10 swousio
) Syamorilog
(=1 Tapitv
(= Tepin
= ) 1ga
L TinfSw
=1 TOPSZUSE
7 rdd
=) Trabwies
] Ll
# ) vhed
(= 1 ubabs
= ) Update
L1 UPs
[#-] wtiub
[ [ wstecan
= [J UsBSTOR
% [ Ubtlkan
=0 VigsSave
=] wvaagp
[ES
= ] WXTme
1 Enum
[
 Seennty

4. Right click “Local NTP” and select Modify.

Registiy  Edt View Favoeies Help

71 sysauda :I Marne | Type | Data

ﬂ ?Psf"SU“LW aB] [Defauil] AEG_SZ {value not set]
=] Tepsm i oqallIe REG_DWORD 000000001 (1)
2'3 DTQ':W %Perm AEG_SZ Specialken
B T -

21 Thisw ¥ Dilate REG_52 Mis0hS
7] TOPAZUSE Rename
-0 biddd
=0 Tikwhs
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5. Enter “1” for Value data field and click the OK button.

Edit DWORD Value [ 2]
Walue name:
|LocalNTP
Walue data: Baze

' Hewadecimal
" Decimal

o]

Cancel |

6. Right click “ReliableTimeSource” and select Modify.

MHame | Tvpe | Data
[Detault) REG_S5Z [value not zet)
LocalMTR REG_DWORD 0x00000001 [1]
Penod REG_5Z SpecialSkew
[ab] type REG_SZ NISDS
S —— REG_DWORD 000000000 [0)
| Modify |
Delete
Rename

7. Enter “1” for Value data field and click the OK button.

Edit DWORD Value
Walue name;
I RelisbleTimeSource
Walue data; Baze
|1 ¥ Hesadecimal
= Decimal
K I Cancel
Notice!

If HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/W32TIME/
PARAMETERS doesn't contain the “ReliableTimeSource” settings, user will have to create one.
Follow steps 8 to 9 otherwise proceed to step 10.

8. Right click on an empty space in the right panel and select New/DWORD Value.

Mame | Type | Data
[Drefault] REG_S5Z [walue not zet]
LocalMTP REG_D'wORD 000000001 [1]
Period REG_5Z SpecialSkew
type REG_5Z MISDS
REG_D'wORD 000000001 [1]
Key
Sting W alue
Binary Value

P 0RD YW alue
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9.

10.

Key in “ReliableTimeSource”.

Mame | Tvpe | Data
[Drefault) REG_SZ [walue ot et]
LocalMTP REG_DWORD 0x00000001 (1)
Period REG_S5Z SpecialSkew
type REG_SZ NISDS
REG_DWORD 000000000 (0)

Click the Start ﬂl button and select Settings > Control Panel.

A0L for Broadband
Metscape 7.1

Mew Office Document
Open Office Document
Wwindows Update
WinZip

Set Program Access and Defaults

Frogramsz 4

Documents L4

B3 Control Panel

@ . v , Metwork, and Dial-up Connections
earcl
Printers
@ Help a Taskbar & Start Menu...
Run...
-T Shut Down...

11. Double click on Administrative Tools icon.

12.

D e @m0 B ¥ ¥ 5

]
Accesbity AddFemove AddFemove’, Admnidrative [ Sutomatc Dabe/Tme  DherviceComm Displsy  Folder Options
Opticnz Hurchvasion: Progans . Vool Upsdates: Misnaget
; Yy 7 = : g .
L i i S &’
A P L om O D @ G W
Game Irberret dovaPlugin  Eeyboad Mal Mouze Metwork and  Phoreand  Powees Opliona
Contspllars Diptasrs Dislup Con Moxdam
b p f
® 2 3 ¢ &8 @ %
Regonal  Sconnaizand  Scheduled  Scunds and  Symanlsc Spatem Ustes and
Opticnz Cameras Tasks Mulireds  Livellpdsts Pastwceds

Double click on Services icon.

Fo- A

wit

Costripu i Diats Soumces  Ewand Viswser | b st Local Sacusty Micsasoll MET Micrasoll HET Pailoimancs Peisons Weh
Seracer  MorGfesant  [0DEBC) Seric. Pobcy  Framewor: 1... Framewod: 1 Manager
-
5 | o |
Server Servaces [/ Telnel Server
Extensions Aedminiztistion
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13. Scroll down to “Windows Time” and double click it.

| acton View || & & [ E@m (& NE2[ > = 0 =

Tree I Mame / | Description | Status | Startup Type | Log On s | ;I
% Services [Local] % Simple Mail Transpor.. Transportz . Started Avtomatic LocalSystem
% Smart Card Manages a... b arwal LocalSysten
% Smart Card Helper Prowides su... b arwaal LocalSystem
% SOLSERVERAGENT M anual LocalSystem
% Still Image Service Started Automatic LocalSystem
% Syztem Event Motific... Tracks spst..  Started Automatic LocalSystem
% Tazk Scheduler Enables ap..  Started Avtamnatic LocalSystem
% TCPJIP MetBIOS He... Enables su..  Started Automatic LocalSystenn
% Telephory Provides Te...  Started b arwaal LocalSystem
Telnet Allows are... b arwal LocalSysten
% Uninteruptible Powe...  Manages a... b arwaal LocalSystem
% |tility b anager Startz and ... td arwaal LocalSystem
%VNE Server Started Automatic LocalSystenn
%Windows Inztaller Installz, rep... b arwaal LocalSystem
%Windows tanagem .. Provides sy Started Avtamnatic LocalSystem
%Wlndom tanagem... Provides gy, Started b aral anaISystem
Automatic e
%ereless Configuration Provides au... GEGUE LocalSystem
%kastation Provides ne...  Started Automnatic LocalSystem
%Wolld Wide Web Pu.. Provides W...  Started Autornatic LocalSystem

14. Select “Automatic” from the Startup type drop -down list and click the Start button.

indows Time Properties [Local Computes)

Gwﬂ!l,og&nl Rw] Deperdarh}iml

Semvice name:  WIZTime:

Display name: f-.wm.-uﬂm

Descnphon |S|:¢s the compater clock

satptpe [T - |

Service status Stopped

“fou can specdy the start paramedars that apply when pou start the senvice
from here.

Stait pararneters: I
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15. Once Service status is “Started”, click the Apply and OK button to exit.

Startup type: Aukarmatic j
r Al
Service statuz  Started

Start I Stn-p | Eause Eestme |

‘You can specify the start parameters that apply when you start the service

from here.

Gtart parameters: I

)4 || Cancel ||.- Apply I

16. Reboot PC.

25.2

1.
2.

For Windows XP Professional

:!-" .
Click Start button and select the Run button.
Type “regedit” in the window.

= Type the name of a program, Folder, document, or
E Inkernet resource, and Windows will open it Far wou,

Cpen: | v|

I Ok, H Caniel ][ Browse. .. ]

) |

Select HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/W32TIME/

TIMEPROVIDERS/NTPSERVER.
Right click “Enabled” and select Modify.

Marme Type Data
(DeFauIt) REG_SZ {value naot set)
AIIannnstandar... REG_DWORD Q00000001 (1)
[ab]Diltame REG_S7
ses SlLSSS 000000001 (1)
[R¥] IrputPi W 000000000 {0

ify Binary Data
Delete
Rename

CAWINDOWS system32w3Ztime, dil

Bosch Security Systems B.V.

Software Manual

2021-06 | v2.0.3 |



244 en | APPENDIX E Setting up a Timeserver

Access Easy Master Controller

5.

6.

8.

Enter “1” for the Value data field and click the OK button.

Edit DWORD Value
Walue name:
Enabled |
Walue data; Base
| | (%) Hexadecimal
) Decimal
[ Ok l [ Cancel ]

Select HKEY_LOCAL_MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/W32TIME/
CONFIG
Right click “AnnounceFlags” and select Modify.

Marne Tvpe [Caka
(Default) REG_37 (walle nok sek)
0X00000005 (5)
EventhgFI- Modify Binary Data Ox00000002 (2)
[R¥]Frequency? 000000004 {43
[¥]HaldPeriod | Delete 000000005 (5)
LargeF‘hasE Rename Ox00138600 (12300000

Enter “5” for the Value data field and click the OK button.

Edit DWORD Value

Walue name:

|.-’-‘-.nn0unceFIags |

Walue data; Baze
|E | (%) Hexadecimal
) Decimal
[ QK l [ Cancel
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9. Click the Start button and select Control Panel.

é Internet . } My Documents

Internet Explorer

- ) My Recent Documents P
f -l E-mail L"j Y =

Cutlook, Express _9 My Pictures
Macromedia Y )
Dreamweaver MX < My Music

g‘ My Computer

@ My Metwork Places

Microsoft Word

Lakus Mokes
E—-— Cantrol Panel

S O®OE ©

Snaglk 7 Set Program Access an
Defaults Provide
et o comput
| Printers and Faxes
Adobe Acrobat 5.0 };ﬁ SR
Command Prompk @) Help and Support
p Search
Adobe ImageReady 7.0
= run...

All Programs D

@| q Off |§| Shut Dawn

‘g start M 3 ‘Wwindows Explarer = | 4 3 Microsoft Ware

10. Double click on Administrative Tools icon.
Acpress ([ Control Paned

ﬂ Control ffanel £l $ i
Accessbity  Add Hardvir s
B Sechto Catagory View Options

See Als 2 @ "ir_lj

B Windoves Updats

11. Double click on Services icon.

Aeickens | 4 Admiatrative Tooks

12. Scroll down to “Windows Time”.

windows Time home - | 1 st | Startup Type | Logonas |

Ty T sk Seehier Ensblesa ...  Rated  Aubomale Local Systern
Shom the service R TCRMIP MABICS Hel. .. Ensbles su...  Stated  Automatic Lechl Servios
Enstit the serve B Telephorry Provides T... Manissl Local System

P Teknt Enables a1, Dizsbiad Loscal System
mdn o i B Terminal Services Alowes k... Started  Manual Local System
Pairdae dute dod Time SYPSICORS G Themes Provides .. Sated  Automalic Locel System
IF this servion is shogped, date and time: Ml Local Sexvice
syrectronization wil be unavalshie. IF this Manesal Local Service
wervios 5 dissbled, oy services that

wxphcithr deperd on & will il bo stact,
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13. Select Stop the service.

*% Services (Local)

Windows Time

Stop the service
Restart the service

14. Once service is stopped, click Start the service.
Windows Time
Start the service

15. Reboot PC.

Notice!

If user is using windows XP professional with service pack 2 for the timeserver, user has to
bypass the firewall protection. Follow steps 1 to 9.

From the desktop, click the Start button and look for Connect To and select Show all

connections.

___)vanl-

___J My Recent Docwmenis  »

@ £ - ol

pE— W mve
LY wnndows Explorer S v etk
-{mﬁw'. [}'f-""'d“"‘

e_. ;q:rltnwm RO e

B PAC
B Sroret

L POTIRE S Sl Fases
P wirsless Netvork Conmedton
a Boyme MG it and Suppert
Facomeds Crearreaver ’J Search
Pl
= Run,

@;ou-‘n!ﬂ

AR Programs b

T et sy - e Al

f start

Bl Renams ta crrecion

“|Be
& M Trex v D i
Dial-wp
"] F}:ﬂ;o-ﬂh e Pac i Dscorvecied, Freweled  Agere Sy
Chings Wi e Srgrat D Docorrecied, frewsled  Agese Syl
Fireval p8T00

) i Wit LAl ¢ Kigh Speed Intemet
‘ ::f: s s m LAY wv High-Spetd 1n e Coreected, Frenaled B eadkzem
== LA o bigh-Speed Inter..,  Duabled, Firewalled Indeif])
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-+ Area C sbatus

Staivs Connected
Durmtion nar
Speed 100.0 Mt

imn I[m!lw-t

Aowa your compuler 1o Acosss reaources on & Mool
et

[#] Shorr icon in notfication arsa when connected
] Moty e whveens this cormeaction has lrilad or no connecity

Click on Settings button.

Windows Fresaal

Y ]
or preventing acosss to tha compater from E
e Infamet

The following screen will appear, click on the Properties button.
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6.

The below screen will appears, click on Exceptions tab.

Wincraes Frawall helors profect your compuier by craventing Lnauthosted usens
from gaing aces b2 your somgnier Brough the intema or g network

@ 500 foonmmendsd]

This satting blockos o custsda scuroe from connesting o tha
comguter, with the Susapton of B sekectad onthe Eeetons b

[ Dent allcw excoptions
Sefect tha when you connedt o publc netwodcs in less secure

oecatang, such B aposs Fou wil not be rotied when Windows
Frrewal blocis progrens. Selectons. on the Esseptons tab wil be
grond

9 108 frect recommended)
Barid uang th seting: Tumwng off Vilrsioma Frewal miy make the
sorgader mone wineratie 16 vruses and rinden

Windows Frewal i Laing your non-domain setfinga.

Ik 2

=
Click on the Add Port button.

s Firewall

Wit Frebl b Blothory Patsreey reteire Srrnilard sl 1 e
programs and servicss salached balow . Addrg moceplons allows some prograsa

[AddPogem | AsPm J[ B ][ Deee ].

(5] Displary & protification when Windows: Firewall blocks & program

Vbt e e gy of allcwing expeptions ?

Enter the following data in the following fields.
Name: “NTP”

Port number: “123”

Add a Port

Use these settings to open a port throuch Windows Firewall. To find the port
number and pretecel, conault the decumentation for the program or acrvice you
want to use.

Hame: |NTP |

Port number: |123 |

OIcp ©LOF:

What are the rigks of opening a port 7

o) (o

X

Click the OK button to save the settings.
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26 APPENDIX F Initial Setup To Access Easy Controller

Before connection is made to Access Easy for Master, there are few conditions that must be

taken into consideration. They are:

1. If the central monitoring computer (CMC) is not connected to a network, and acts as a
stand-alone.

2. If the CMC is connected to a Network.

For case 1, having the CMC as a stand-alone unit, either IP address for the Access Easy for
Master or CMC can be changed to suit each other.

For an initial set-up, a notebook or a Personal Computer, either stand-alone or taken from an
existing network have to be used. For either case, there must be a 10Base-T Ethernet card
installed and with a running web browser program such as Internet Explorer.

Connect the Access Easy Controller server and notebook using the industrial standard UTP
Category 5 cable as shown below.

UTP Cat. 5 Cable terminated with
RJ45 connector on both ends.
Macdmium Length of 100m

Access Easy

Controller
;

Motebook with network card installed

Notice!
The cable has to be terminated and polarized accordingly as shown.

PC CROSSOVER PC
TX+1 [ 11 TX+
TX- 2 2 TX-
R+ 3 1 ) 3 RX+

4 4
51 1 5
RX- 6 6 RX-
TI == )T
§ meeee——— §

The above drawing shows the “Transmit (T+ & T-)“ and “Receive (R+ & R-)“ lines between both
end of the connectors being twisted. The wires for pins 4, 5, 7 and 8 are connected without
twisting at both end of the connectors, but are not drawn above. The drawing below shows
the full pin-to-pin connections with cable color coding.
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26.1

26.1.1

R.J45 Plug Cable Colour RJ45 Plug
Pin (standard) Pin (twisted)
I J—
g 1 White/Orange 3 ;
s ! Qrange B k:
= 3 Yyhitelsreen 1 o=
£ 4 Blue 4 £
k: 5 VWhite/ElLe 5 8
o 3] SrEEN £ n
S i White/Brown i K
T A Brown A £
—_ ] —_

The individual conductors should be arranged as indicated above, taking reference to the pin
numbers on the left (standard).

Procedure to Set the IP Address of Computer

This section provides procedure to set the IP address for the PC and Macintosh.

For PC Users
Follow through the procedures to set the IP Address of the PC.

Notice!

The example described here is based on Windows 98 and Internet Explorer 5. Differences
might appear for the dialog box, displays, or description if other version or different operating
system is used. However, the principle of setting is the same.

1. Click on the M button, followed by Settings | Control Panel.
@) L
T

2. Double-click on the memak jcon, the Network dialog box appears.

Configuratiorn I Identificationl Access Control I

The fallowing network, components are installed:

{ Client for Microsaft Metwark s e
Client for Metw!are Metwarks
S8 Dial-Up Adapter

S8 Microsoft PPP over ATM Adapter

SR Microsoft Witual Private Mebworking Adapter - Use this scroll bar to
| | v view the installed

network components.

Add... | EHemowve | Broperties |

Primary Metwaork Logon:
Client for Microzoft Metworks j

File and Print Sharing... |

— Naserinkiam
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4.

7.

Use the Scroll Bar to look up for TCP/IP from the list as shown in the following diagram.
However if this component is not found, proceed from step 4 to step 7 to install it, else
skip to step 8.

Metwork EHE

Configuration | Identificationl Access Cnntrnll

Look for component similar to this.

The following netwaork, componernts are installed: If the installed Network Adapter has

- - - - = a "specified™ description such as 32-

g?gﬁ\:ﬁr\l[}) Ih-iLllc:mAscht\-"utual Private MHatws gAdapleJ Bits PCl Fast Ethemet Adapter
> Diaklp Adapter [NDIS3], look for it instead.

% TCRAP -» NE2000 Compatible

@ . . , That is, TCP/IP - 32-Bits PCI Fast
File and printer sharing for Microgoft Metworks

Ethernet Adapter [NDIS3].

Service for Metw/are Directory Services -
| | i
A HEmEVE | Eieperfies |
Primany Metwork, Logon:
Client for Microsoft Networks j

File and Print Sharing... |

To add the TCP/IP component, click on the Add button. The Select Network Component
Type dialog box appears.
Select Hetwork Component Type EE

Click. the type of network. component you want ta install

Add...

-'.f_ Pratacal Canoel

Frotocol iz a language’ a computer uzes. Computers
muzt uze the zame protocol bo communicate.

Click on component type Protocol and click on the Add button. The Select Network
Protocol dialog box appears.

Click on Microsoft and TCP/IP as shown below.

Select Hetwork Protocol E2

Click the Metwork, Protocal that you want to install, then click O, If you have
3 an inztallation dizk for this device, click Have Disk.

Manufacturers: Metwork Protocols:

IF/SF-compatible Protocal ;I
Microsoft 22-bit DLC
Microsoft DLC

MetBEL

Wikl support For STk

Hawe Digk. . |
] I Cancel |

Click on the OK button to proceed with the component installation. Follow through the
on-screen instruction to complete.
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Notice!

You might be required to have your Windows Installation Disk in your CD ROM drive.

8. Continuing from step 3, click on the Properties button. The TCP/IP Properties dialog box
appears.

TCP/IP Properties EHE

Bindngs | Advanced | Ne®lDS |
DMS Configuration I Gateway I wiMS Configuration P Address

An P address can be automatically azsigned to this computer.
If wour network, does not autoratically assign IP addrezses, ask
wour network. adminiztrator for an address, and then type it in
the zpace belaw.

¥ Obtain an IP address automaticall

= Specify an [P address:

|FEddiess: | i . . |

Gupret hask: | . . A |

QK I Cancel

9. Click on the Specify an IP address radio button. This will enable the field for IP Address
and Subnet Mask.
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10. Enter the IP Address and Subnet Mask as shown. This will be the PC's IP Address for this

initial set-up.
TCP/IP Properties

Bindngs |  Advanced | NetBlDS |
OMS Configuration I [Fatewmay I WINS Configuration [P Address

An IP address can be automatically azzigned to this computer.
IF your network, does not automatically aszign IP addreszes, ask
your hebwark, adminigtrator for ah address, and then tpe it in
the space below,

™ Obtain an IP address autamatically

= Specify an IP address;

IPAddess 129, 2 . 0 . 40 |

Subnet Mask:  [255.255. 0 . 0] |

Ok I Cancel

11. Click on OK button.
12. Reboot the computer in order for the setting to take effect.

26.2 For Macintosh Users

Follow through the procedures to set the IP address for the Macintosh.

1. Click on the Apple icon to show a list of control function.

Select Control Panels > TCP/IP. The TCP/IP dialog box appears.
_i File Edit Uiew Special Help

About This Computer Adobe Garmme
£D Apple System Profiler Appearance
) AppleCD Audio Player Apple Menu Dplions
(4 Automated Tasks » FAppleTalk
§ Caleuatar E::lf:;g::tlnn Manager
7 Chaoser Control Strip
Date & Time
i}, Favorites DialAssist
E Faxstatus EdiiCOew
% Graphing Calculator Energy Saver
I:L Internel Rccess » Extensions Manager
[A Jdigsew Puzzie File Exchange
Key Caps File Sharing
&) Memory DR General Controls
| E§ Nelwork Browser Isinennl
| E] Mote Pad RAunt o
Launcher

(@ mecent Applications M |pcation Manager
B Recent Documents ¥ MaclinkPlus Setup CW

‘ & Recent Servers M Memory
| ¥ Remote Access Status Menuscriplt
‘ [ Scrapbook Menuscript PPC
Madem
g ::'r::l‘:;:unn HMonitors & Sound
HMouse
| 4§ Stickies Hiraiiare

POFWriter Shortcut
DuickTime™ Sellings
Remote Access
Speech
Startup Disk

L3

Texl
-
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3. Enter the IP Address and the Subnet mask fields as shown below. This will be the
Macintosh's IP address for this initial set-up.

O =———1CF/IP [ADL Office) =—"———H
Connect via: [ Ethernet i]
— Setup
Canfigure : [Manuall}.-' i]

F éddress: [129.2.040 |

Subnet mask: | 255.255.0.0 |

Router address:

Search domains :

Marne server addr.:

[@]

4. Click on the Save button when prompted. This message will appear when you attempt to
close the dialog box.

f Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

(o) (G

26.3 Settings to be Made to the Web Browser

26.3.1 For PC User

Follow the procedure to set up the web browser options.
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1. From the Windows Control Panel, click on the memetopions jcon. The Internet Options
dialog box appears.

Internet Properties [ 7] x|

General l Smiyl Cunhsntl [:ufvn:!'u:lnal F'rr.gama] Adianr.udl

—Home page
‘f'ou can change which page to wse for your home page.

Address: | A /ey DOSCH COM
Uouin | useDefet | Use Blank

Temparary Internet fles

|k Fages you view an the [remet are stored 1 a special folder
L@ Y for quick viewing later.

Delete Fies.. | Setiinge..

The History folder contans inks to pages you've wvisted, for
quick access bo recently viewed pages.

Days to keep pages in histone: IZ] 3: Clear Hestory

Calors... | Fonts... | ].angum..l A«::g:sihiw...l

0k | Concel | pek

2. If you wish to show the Access Easy for Master Login page every time you activate your
web browser program, then change the home page Address field to the IP address of
Access Easy for Master. Otherwise, leave it as what was defined previously.

Notice!

The Network Administrator should assign the IP address if the Access Easy for Master is to be

connected to the network.

3.

Under the Temporary Internet files section, click on the Settings button to go into the
next dialog box. Confirm that the Check for newer versions of stored pages radio button
is set to Every visit to the page option, as shown in the following diagram. If it is not,
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click on the corresponding radio button. This step is necessary in order for the view in
View Activity to be updated periodically.

Internet Options
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9.

10.

Under the Connections tab, click on the LAN Settings button The LAN Settings dialog

box appears.

Local Area Metwork [LAM] Settings

—Autormatic configuration

Automatic configuration may averride manual settings. Tao ensure the
uze of manual seftings, dizable automatic configuration.

u itamatically detect settings

™ Use automatic configuration script

Sddiess I

— Prawy server

¥ Use a progy server

W Bupass prosy server for local addresses

Address: |129.2.EI.EH3 Fort: |80 Advanced... |

ok I Cancel |

Click on the Advanced button. The Proxy Settings dialog box appears.

Proxy Settings

—Servers
[ Tupe Prosy address to use Port
HTTF: [120.2.0.86 |80
Secure: 1292088 : a0
ETP: [120.2.0.86 : Jao
Gopher: IEEFES : a0
Socks: I : I

v Use the same proxy server for all protocols

— Erceptions

Do not use prosy server for addresses beginning with:
L
[N

=l |129_== iI

|Jze zemicolonz [ ] to separate enties.

] I Cancel |

Enter the default IP address of the Access Easy for Master in the Exceptions list box as

shown above.

If the IP address of the Access Easy for Master(s) has been assigned, continue to enter
the address in the Exceptions list box, separating each address with a semicolon “;”. The
next screen-capture shows the default IP address for Access Easy for Master, and three
assigned Access Easy for Master IP addresses: 129.3.0.202, 129.3.0.203 and 129.3.0.204.

i~ Exceptions
ml, [onotuse prosye server for addresses beginning with:

= |129.2.0.41;‘l29.3.0.202;129.3.0.203;129.3.0.204] =

!

Uee semicolons [ ; | o separate entries.

Click on the OK button repeatedly to exit the Internet Options setting.

Close the Control Panel.
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26.3.2

For Macintosh Users

1.

2.
3.
4

5.

6.

Launch the Internet Explorer for Macintosh.
From the Toolbars, click on Preferences.

Under Web Browser, select Advanced (see diagram below).

Select “Always” option for the Update pages radio buttons for the Cache section.
=——|nternet Explorer Preferences——"—————05

— History

== Web Browser

Remember the last D places wizited.

& Always

— . Connections

Q3 Browser Display

2 ‘web Content

@ Horne fSearch SLaslic

@ Lianguage/Fants Update pages: ) Once per session () Never

o AR Size: [20 | MB [ Empty Now |

3 Java

@ Security Location: M3 Internet Cache™ on volume ““Macintosh HD™
@ Security Zones

O Ratings

@ Advanced

= Forms AutoFill
] Suppart multiple connections

2 Forms dutoComnplete
] Shovw server messages

2 AutaFill Profile

Max connections:

= Receiving Files _ Offline Browsing

i3 Download Options
2 File Helpers

o]

[ utamatically connect to the Internet if a page is not cached

2

Cancel I

Scroll down the listing to look for Proxies item.

- Internet Explorer Preferences -

B

QD Forrns AutoComp lete
Q@ dutoFill Profile

Method: | Normal =

If you are sccessing the Internet through & network at your company

b=t it
o Ecur! : or organization, vou can aelect internal servers {gateways) to
QO Seourity Zones mansge |nter net sccess. Contact your network administrator for
@ Ratings mare | nformation.
@ ddvanced @) Enabled () Disabled
< Forms utoril Protocol:(NT__%)

- Reccivieg Files Address: hitp:/¢ [129.2.0.86 | Port: B0 |
@ Download Options User name: | ]
& File Helpers Password: | ]
Cooki
. Cookies [O] use proey for local servers
= Netwark = = 5
List the sites you want to connect to directly, bypasaing the proxies
Protocol H
. Pm u_m o aet above, Put a zpace or comma babween each site,
e 1292042
@ Site Passwords
= E-mail
i General
2 Cancel | | 0K ﬂ

Enter the Access Easy for Master default IP address into the list box as shown above. IP

addresses entered here will bypass the proxies and connect directly.
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7. If the IP address of the Access Easy for Master(s) has been assigned, continue to enter
the address in the field, separating each address with a space or a comma “,”. The
screen-capture shows the default IP address for Access Easy Controller and three

assigned Access Easy for Master IP addresses: 129.2.0.45, 129.2.0.44, and 129.3.0.80.
1292042 1202045 1202044 1283080

8. Click on the OK button to close the dialog box.
With this settings done, we can proceed to access the Access Easy for Master.

Now run the web browser program from Windows /Macintosh. Enter the Access Easy for
Master default URL address as shown.

Notice!

As the current configuration has no connection to the network or modem, accessing an

Internet address is not possible. An error message will appear, a sample of which is shown
below.

Enter default URL Address for
Access Easy for Master

Z cannot find server - Microsoft Internet Explorer

| e et View Favotes Tooks tee | agdress[eYmpinaazons o] oo [

A N P (- W - RS A

Back it e Stop  Refresh  Home | Search Favonites Histoy Mail Prirt

|»

ﬂ The page cannot be displayed

The page you are looking for is currently unavailable, The Wweb
site might be experiencing technical difficulties, or vou may need
to adjust your browser settings.

Flease try the follawing:

1. Press the Enter key or click on the m button. This should bring you to the Access Easy
for Master User Login page.

2. Proceed with the login (see the following NOTICE).

Notice!

If the Access Easy Controller is connected to the CMC via a hub, as in a network
configuration, the UTP Cat. 5 cable connecting the Access Easy Controller and the hub must
be polarized accordingly as shown on the following drawing.
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26.4

RJ45 Plug Cable Colour RJ45 Plug
Pin {standard) Pin {One-to-One)
I— —_—

1 White/Qrange 1
51 [ TETIN 7 g
= | T Il i 2
g = Blie i 3
E ] VWTIE/DILIE ] E
= a STeen a =
2 7 TYRTETEravwn 7 2
< 5 Brown 5 T

e——

Setting the Access Easy Controller IP Address Through
Address Resolution Protocol (ARP)

An address is a set of unique numbers by which you identify your PC or Access Easy
Controller.

A MAC address is the hardware address of the network device.

With the help of the “arp” command, the address of the Access Easy Controller can be
customized according to your network. You need not know the previous address of your
Access Easy Controller to use the “arp” command, but you will need to know the mac address
of the Access Easy Controller . The MAC address is listed in the System Audit log of the
Access Easy Controller. To find out the MAC address, you will need to first log in to the Access
Easy Controller and follow the steps as shown on the following page:

Click on Panel Admin link from the home page of the Access Easy for Master. Click on Panel
Setup on the left panel menu selection. Click on Audit Log link to bring you to the page as
shown in the following.

( Panel Admin (0
Panel Setup

. Metwork Settings . Input Point Co-figuration . Set Date & Time
. Auto Logout Timer . Audit Log . Default Settings
. Zard Format . Company Profile . Ernail/S$MS Configuration
Gelection Criteria for Audit Log
{:} User Log
Fromi pay: Month: vear
To Day. Month: vear

Marne: All Mames »

@ Systermn Log

Check the System Log radio button, and click the list

button to show the report.
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The following show the report generated. Take note of the hardware address, which is the
MAC address that we need.

Selection Criteria for Audit Log

Bosch Security Systems Pte Ltd
3eC Jalan Penizpin Singapoere S77LE0

System Log
Tuasdey, 12 Nov Z002 11:-43:42

Product Mame :
|Hardware Address (MAC) ©00;04:5FB0E6:BC |

Internet Address v 129,2.0,200

Last BootTime g Sat Mow 2 02 37:04 GMT 2002
Current Baot Timme g Tue Mow 12 10:51:46 GMT 2002
Mo, of Coavertor's Exist 1

Conuartor & 1 : FRaeadar Dorts: 01,02,02,04

Reader IO 01-08

SIM szeria nurnber PR ——

Selection Criteria for Audit Lo

With the MAC address, we could now use “arp” to change the IP address of the Access Easy
for Master. From any of your remote PCs, issue the following commands from the command
prompt.

If you are using Windows NT or Windows 98
arp-s <new address you want to specify for your Access Easy for Master> <MAC address of
your Access Easy Controller>

ping <new address you have just set> to check connectivity to the Access Easy Controller.

For example, if you want to change the address of your Access Easy for Master to 129.3.0.99
and the MAC address of your Access Easy Controller is 52-54-4c-0-0-2c, the command will be :
arp -s 129.3.0.99 52-54-4¢-0-0-2¢c

ping 129.3.0.99

If you are using Windows 95

arp-s <new address you want to specify for your Access Easy for Master> <MAC address of
your Access Easy Controller > <address of your PC>

ping <new address you have just set>

For example, if you want to change the address of your Access Easy for Master to 129.3.0.99
and the MAC address of your Access Easy Controller is 52-54-4¢-0-0-2c and the address of
your PC is 129.3.0.77, the command will be:

arp -s 129.3.0.99 52-54-4¢-0-0-2¢ 129.3.0.77

ping 129.3.0.99

If you are using Unix/Linux and 0S/2

arp-s <new address you want to specify for your Access Easy for Master> <mac address of your
Access Easy Controller > temp

ping <new address you have just set>
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For example, if you want to change the address of your Access Easy for Master to 129.3.0.99
and the MAC address of your Access Easy Controller is 52-54-4c-0-0-2c , the command will be :
arp -s 129.3.0.99 52-54-4¢-0-0-2c temp

ping 129.3.0.99

After you have issue the ping command to the Access Easy Controller, it should rebooted.
After it has rebooted, it will resume operation using the new IP address that you have set.
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