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Introduction
Synchronization

Upon first use, but also when restarting the Configuration Browser, a dialog box may appear
inviting you to synchronize the BIS platform with Access Engine.

# Initialization of "AccessEngine” [Access Engine)

Synchranization between Platform and "AccessEngine” [Accesz Enaine):

\lj) Tour currently running Access Engine configuration differs from the configuration you are about to
load.

**ou are upgrading an old version. *

If the: lozal computer which pou are working on niow iz the target computer far thiz configuration
with Access Engine, please synchronize now. Cancel the synchronization if pou are uzing this
computer to prepare a configuration for a different BIS-system and you must not affect the local
spztem.

Othenwize the configuration of the local Access Engine of thiz computer will be ovenaritten
immediately and ireverzsible!

= Mare Info Synchronize | Cancel

This dialog can contain various reasons for its being shown:
-  You are trying to update a configuration
—  You are trying to load a configuration from a different system

md 0

Notice!

If you have stored several configurations please check the settings on the BIS Manager tabs
System start / stop and Load/Save Configuration before synchronizing, to make sure you are
loading the correct configuration.

The button More Info will reveal an additional window giving more detailed information.

2018-1114.6.1 | CM
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% Initialization of “AccessEngine” (Access Engine)

Synchronization between Platform and “AccessEngine' [Access Engine):

L3
\lj) “r'our curently running Access Engine configuration differs from the configuration pou are about to
load.

*'ou are uparading an old version, *

[ the local computer which vou are warking on now iz the target computer for this configuration
with Access Engine, please sunchronize now. Cancel the synchronization if vou are wzing this
computer to prepare a configuration for a different BIS-system and you must not affect the local
sypsterm,

Othemize the configuration of the local Access Engine of this computer will be overnaritten
immediately and irreverziblel

Synchronization information:
Operators: 0 deleted, 0 modified, 1 added.

Added operators;
BIS

Do you still want to continue?

= Mare Info Synchronize | Cancel

Click Synchronize to confirm that you wish to continue. A progress bar is shown briefly during
the synchronization.
Click OK to confirm the successful completion of the synchronization process.

# Initialization of “AccessEngine” (Access Engine)

Synohronizalion between Flatform and "AccessEngine” [Access Engine]

Synchronization process for the subsystem 'ooessEngine” (ccess Engine] was suocesshully
completed

: ]

Manual Synchronization

You can force a synchronization manually, e.g. if you find that certain devices are not being
shown in the platform. Right click on the connection server Access Engine in the
Configuration Browser and select Synchronize at any time to realign the data.

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM
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% BIS Configuration Browser
File Edit Extras Help

+ x & 7 %
= ¢ iConnection servers
= 5§ BAS-TE + 2
Vil —
Remove

Synchronize

Properties...

This mode of access also lists any discrepancies, so that the synchronization process can be
cancelled if no significant changes are missing.

Thus unnecessary actions can be avoided. If the BIS platform and Access Engine both have the
same data-status then no synchronization is necessary, and this will be reported by a pop-up
window.

This feature can be used for troubleshooting. If problems occur in the display, accessibility or
functionality of access-control installations, then the synchronization function can be invoked
to check the data-status. If the pop-up window below appears, then a data-mismatch between
platform and access engine can be ruled out as the cause.

Synchronization between Platform and AccessEngine DZ|

\!\_) Mo synchronization steps needed!

2018-11|4.6.1 | CM Configuration Manual Bosch Sicherheitssysteme GmbH
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System overview

The Access Engine (ACE) software, in conjunction with Bosch access hardware, is a complete
access control system within the Building Integration System (BIS). It encompasses all the
essential features of any standalone access control system, plus a wide range of optional
enhancements.

Like the other BIS engines, the ACE takes full advantage of all the extra BIS features, such as
interactive location maps and action plans for powerful, fully integrated alarm management.
Alarm messages and access control events can be displayed with graphical location
information and workflow instructions.

ACE uses the standard BIS user interfaces and their flexibility of customization. Additionally
ACE offers specific access configuration interfaces for cardholders, access hardware and
access rules.

The main benefit of the Building Integration System family is the integration of a wide variety
of security and safety systems on the same premises. By combining ACE with other BIS
engines (e.g. Automation and Video) you can design smart security solutions tailored exactly
to the requirements of your tender.

The Access Engine runs on a single-workstation, in a client-server system, or within a
distributed environment with a central server and local or regional servers.

In the distributed multi-server environment all devices, cardholders and authorizations can be
managed from the top-level server.

Pos. Description (single-server system)

1 Central BIS server with Access Engine and Video Engine SW

2 Multiple workstations for alarm management or enrollment

3 Enrollment devices such as card printer, signature scanner, enrollment reader,

camera for ID photos
4 Access controllers

5 Access readers

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



10 en | System overview Access Engine (ACE)

6 Door strikes
7 IP camera
8 Digital Video Recorder e.g. DIVAR for alarm recording
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3.2

Administration rights for operators and workstations
Introduction to authorizations and profiles

Administration rights for the access control system determine which system dialogs may be
opened, and which functions may be performed there.

Rights can be assigned to both operators and workstations.

The rights of a workstation may temporarily restrict the rights of its operator, because
security-critical operations should only be performed from workstations that are especially
secure.

Rights are assigned to operators and workstations in bundles called Profiles. Each profile is
tailored to the duties of one of a particular type of operator or workstation.

Each operator or workstation may have multiple authorization profiles.

Overall procedure
To configure the workstations and operators of an access control system the normal order of
tasks is:
1. Create the workstations in the dialog:
BIS Configuration browser > Administration > ACE Workstations
2. Create workstation profiles in the dialog:
BIS Configuration browser > Administration > ACE Workstation profiles
3. Assign profiles to workstations in the dialog:
BIS Configuration browser > Administration > ACE Workstation rights
4. Create operator profiles in the dialog:
—  BIS Configuration browser > Administration > Authorizations
(for access-control functions of the BIS user interface)
—  BIS Configuration browser > Administration > ACE User profiles
(for functions of the ACE user interface)
5. Assign profiles to operators in the dialog:
BIS Configuration browser > Administration > Operators

Creating Workstations

Introduction

Workstations are the computers from which operators operate the access control system.
First a workstation must be “created”, that is, the computer is registered within the access
control system.

Depending on its physical location, an access control workstation should be carefully
configured regarding its usage, for example:

—  Which operators may use it

—  What credentials are necessary to use it

—  What access control tasks may be performed from it

Creating workstations
Dialog path
BIS configuration browser > Administration > ACE Workstations
1. Right-click DMS and select New object from the context menu, or click # on the toolbar.
2. Enter values for the parameters:
—  The Name of the workstation must match the computer name exactly

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM
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3.3

—  Description is optional. It can be used, for example, to describe the function and the
location of the workstation

— Login via reader Leave this check box clear unless operators are to log on to this
workstation by presenting cards to an enrollment reader connected to this
workstation. For details see the section 2-Factor Authentication, page 19

—  Automatic logout after: The number of seconds after a logon via enrollment reader
is automatically terminated. Leave at O for unlimited time.

See also
—  2-Factor Authentication, page 19

Workstation Profiles

A workstation profile is a collection of rights that defines the following:
—  The menus of the dialog manager and the dialogs which can be used at a workstation
—  Which user profile(s) an operator must have to in order to log in at this workstation.

ol 0

Notice!

Workstation profiles override user profiles

An operator can employ only those of his user profile rights which are also included in the
workstation profile of the computer where he is logged on. If the workstation and operator
profiles have no rights in common, the user will lack all rights at that workstation.

% BIS Configuration Browser

File Edit Extras Help
BB License = M o4 |:'L ® 2
B Sewver stucture ) )
Profile: name: [wP-Server Description: |Authorizations at server
@ Intormation
Eﬁ] Authorizations Funictiors “iew
& Operatars Main Menu ‘Tes ~
Personnel Data ‘fes
% ACE User Prafiles Persore Yes B
Companies Yes
PFrint Badges Yes
% ACE Workstation Rights Cards Yes
FIN- Code Yes
B ACE Workstations e e
Blacklist Yes
Aieas ‘fes
Change division ‘ros ¥
User profile
Agsigned profiles: Available profiles:
inistration .
% Narme Description Name ] Description
Config Dialogs | ACE dialogs and applications of the Config Lodge Wisitar-, Guardtour- and Path-dialogs
@ Locations System Data | only dialogs to manage models and authoriz Perzonnel Data | only dialogs with personnel data
UP-Adrinistratar | All available dislags of the spstem
% Connections
@ Infrastructure J
% General Settings
g} Logging / Protocol < i S
o
? Tools 3 | >
» v X
& BIS Ready :IE E:%MgtSsCustomer_ConfigurationACE

Dialog path
Configuration browser > Administration > ACE Workstation Profiles

Creating workstation profiles

1. Click I:gr) to create a new profile
2. Enter a profile name in the Profile Name field (mandatory)
3. Enter a profile description in the Description field (optional but recommended)

2018-1114.6.1 | CM
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4. Click or Apply to save your changes
5. Add functions and user profiles as described below.

Assigning execution rights for system functions

1. In the Functions list, select the functions that are to be accessible to this workstation
and double-click them to set the value in the Execute column to Yes.
—  Likewise ensure that all the functions that are not to be accessible are set to No.

il

Assigning User profiles to Workstation profiles
In the User Profile pane.
The Assigned Profiles list contains all user profiles authorized to log onto a workstation with

2. Click or Apply to save your changes

this workstation profile.
The Available Profiles field contains all other profiles. These are not yet authorized to log onto
a workstation with this workstation profile.

1. Click the arrow buttons between the lists to transfer selected profiles from one list to the

mud o

other.
2. Click or Apply to save your changes
Notice!

The default administrator profiles for the user (UP-Administrator) and the workstation (WP-
Administrator) cannot be changed or deleted.

The profile WP-Administrator is irrevocably bound to the server workstation. This guarantees
that there is at least one user who can log onto the server workstation.

34

Workstation rights

Use this dialog to manage the assignments of Workstation profiles to Workstations. Every
workstation must have at least one workstation profile. If it has multiple profiles then all rights
in those profiles apply simultaneously.

Dialog path
Configuration > Operators and workstations > Workstation rights
BIS configuration browser > Administration > ACE Workstation rights

Assigning Workstation profiles to workstations

The Assigned Profiles list contains all the workstation profiles that already belong to this
workstation.

The Available Profiles list contains all workstation profiles that have not yet been assigned to
this workstation.

1. Inthe list of workstations, select the workstation you wish to configure
Click the arrow buttons between the Assigned and Available lists to transfer selected

profiles from one to the other.

3. Click or Apply to save your changes

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM
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Notice!

The default administrator profiles for the user (UP-Administrator) and the workstation (WP-
Administrator) cannot be changed or deleted.

The profile WP-Administrator is irrevocably bound to the server workstation. This guarantees
that there is at least one user who can log onto the server workstation.

3.5

Authorizations

Introduction

Use the Authorizations dialog to create bundles of user rights for operators of the BIS system:
BIS Configuration browser > Administration > Authorizations

Access Engine operators have separate dialogs:

BIS Configuration browser > Administration > ACE <dialog name>

Procedure

1. To create a new authorization, click the button New in the Authorizations list field and
overwrite the default name. To rename or delete authorizations from this list click
Rename or Delete.

2. If the Divisions feature is licensed and in use, use the Authorized for divisions pane to
restrict the authorizations to one or more of the divisions that you have previously
defined.

3. Use the check boxes to add, modify and delete rights to access the various controls,
address lists and state lists of the system.

4. Click Apply to save changes.

Configuration authorizations

1. To create named bundles of rights only for the dialogs of the configuration browser, click
Modify... in the Authorization for configuration pane.
The Configuration authorizations popup behaves like a miniature of the main
Authorizations dialog.

2. Click New to create new configuration authorizations, and overwrite the default name.

3. Select the desired authorizations from the list, and click OK to save.

Click Edit or Delete. To edit or delete existing entries.
Rights can be assigned for all configuration browser dialogs, or for a subset.

2018-1114.6.1 | CM
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Configuration authorizations rgl
Configuration authorizations: Access to following pages are allowed
e Edit Delete  all pages
" onfollawing pages:
Unlimited O
0
0
0
[ S
[ Con
I Tirm
[
] Dete
O
O
O
0
0O
O
0
0
[ S
(m}
ak

3.6 User Profiles

Introduction to user profiles

Note: The term User is synonymous with Operator in the context of User rights.

A user profile is a collection of rights that defines the following:

—  The menus of the dialog manager and the dialogs which are visible to the operator.

—  The capabilities of the operator in those dialogs, basically the rights to execute, change,
add and delete the elements of those dialogs.

User profiles should be carefully configured, depending on the person’s experience, security

clearance and responsibilities:

Dialog path
BIS configuration browser > Administration > ACE User profiles

Creating a User profile
1. Click Ij:l, to create a new profile
Enter a profile name in the Profile Name field (mandatory)

3. Enter a profile description in the Description field (optional but recommended)

4. Click or Apply to save your changes

Notice!
Choose profile names that clearly and accurately describe the profile’s capabilities and

mud o

limitations.

Adding editing and execution rights for system functions

1. Inthe list pane, select the functions (first column) and the capabilities within that
function (Execute, Change, Add, Delete) that are to be accessible to this profile. Double-
click them to toggle their settings to ves.
—  Likewise ensure that all the functions that are not to be accessible are set to No.
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2. Click or Apply to save your changes

3.7 Operators

Use the Operators dialog to assign bundles of user rights, “authorizations”, to operators of the
BIS and ACE systems.

Notice!
IMPORTANT: Change the default passwords for the system users Administrator and BIS, as

md 0

soon as possible, because these users have unlimited authorizations.

3.7.1 General operator settings
For use of the General operator settings tab, see BIS configuration help.

3.7.2 ACE operator settings
Special authorizations govern the use of ACE dialogs and applications. These authorizations
are defined in so-called ACE User Profiles and then assigned to individual users.
When a new user is created he automatically receives the default profile UP-Administrator,
which gives unlimited edit and execute rights for Access Engine dialogs and applications.
Use this dialog to restrict the rights of an operator, as required.

Use the arrow buttons il and _ll to move profiles out of the Assigned profiles list box,
and replace them with profiles from the Available profiles list box.

Check box: Global administrator

Certain data can be specially protected using the setting Administered globally, which
appears next to the ID photo on the Persons dialog. Only operators that have the Global
administrator right can edit these data. All other operators have read-only rights for these
data.

Select the check box Global administrator to assign this special right to the operator.

3.7.3 ACE API Access rights
Use the tab ACE API Access rights to define the rights of an operator regarding the Access
Engine Application Programming interface (API).
The choices are:
—  No access (default)
— Read-only access
- Unlimited access

3.7.4 Additional check via external system
This feature provides an additional 1/O check via an external system.
Examples of additional checks for a cardholder who has already authorized himself with valid
credentials:
—  Video verification is required that the credential is being presented by its true owner.
- Video verification of a cardholder’s vehicle registration.
— Video or weight verification to prevent tailgating .
Checks for radio-active and other kinds of contamination.

2018-11|4.6.1 | CM Configuration Manual Bosch Sicherheitssysteme GmbH
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AMC LEVEL:
Output Signals

No. Name Description

13 externalAcActivate Activate external access control system
Input Signals

No. Name Description

3 externalAcAllow Allows access if set to ‘1’ (mandatory).

4 externalAcDenial Denies access if set to ‘1’ (optional)

Control logic steps

The following additional control logic steps are added:
—  Set the <activate external access control system> output to signal the external system,
so that a decision is expected.
—  Await a number <n>ms. The value <n> is a configurable timeout (by 1/10 sec steps,
minimum = 10/10 sec.). A value of 0 means: no external check.
—  Evaluate the <external access decision - accepted> input or the <external access
decision - denied> input while waiting.
— If one of these inputs is set, the access will be granted or declined, and no more waiting
is necessary. Otherwise at the end of the waiting time the AMC will decline.
— In case of a denial an ‘access denied by external system’ event message is generated.
—  Reset the <activate external access control system> output
—  after a signal (accept or deny) has detected.
— if no signal (accept or deny) arrives, then at the end of the waiting time.
The procedure is according to the time chart below:

Bosch Sicherheitssysteme GmbH
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& = Card autharized IZE:I Decline
=Ext Bystem  (|qput 1) O Open
autharized

= Ext. System {Input 2]
i — declined

Qutput
+ Time

Input 1 ﬂ Result:

Mo access, too early

—
Input 1 Result:
Access
O Open
— PESUIL:
Input 1 Access
Q Open
A
Input 1
Input 2 g Result: ‘

E Mo access

The input signal is required to rest the requested time of m=1 second
(m is configurable in 1/10 sec steps, minimum = 10/10 sec.).

Event Messages

No. Name Description
1050 MLD_EXTERNAL_AC_DENY Access denied by external system.
1051 MLD_EXTERNAL_AC_TIMEOUT External system timeout.

Entrance Parameters (pE)

Name Type Description

EXTACDELAY |TIME_T / Decimal The duration (in 100ms units) the access controller
will wait after setting the externalAcActivate signal
for the externalAcAllow signal.

EXTACPULS |TIME_T / Decimal The duration (in 100ms units) the externalAcAllow
signal has to be active. Default: 10/10 = 1000 ms
(minimum = 500 ms).

li is not necessary to edit this parameter in the
Config.browser
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3.8

MAC LEVEL:
On the MAC level the new parameters EXTACDELAY and EXTACPULS for the entrance are
forwarded to the AMC.

DMS LEVEL:

On the DMS level the additional check is configured for door models in the configuration
browser.

Two additional parameters for the door model are available:

EXTACDELAY: External Access Delay

This is the time to wait for an answer of the external system in 100 ms units, (e.g. 30 means 3
seconds) Dialog text: ‘Waiting time external access decision’ .The default value is 0, i.e. no
additional external check.

If this parameter is set >0, check results are expected from the external system, otherwise no
access will be granted. If this parameter is set >0, then it must not be less than 10/10 (1s)

EXTACPULS: Duration of external signals
The duration the external signals are active. Note: The parameter EXTACPULS is set to its
default value. It is not available in the configuration browser.
If this additional check is configured and the card/tag is authorized, and an accepted signal
from the external system is set, the AMC will open.
If a denial signal is set the AMC will send a message ‘access denied by external system’ to
the DMS.
If no signal is set the AMC will send a message ‘external system timeout’ to the DMS.
The messages are sent to the corresponding reader device and are forwarded to the access
control system. They can be used there to create alarm messages.
The additional check by I/O also works if DMS and the overall access control system are
offline.
Access authorization check:
—  AMC checks if the MAC is offline, and
—  permits the access if this complies with the rules, or,
— if access is denied, the process is terminated and a message sent.
—  AMC checks via I/O, if these are configured and not yet rejected
— if access is denied, the process is terminated an a message sent.
-  AMC requests the additional video check via MAC and DMS, if these requests are
configured and not yet rejected
— If access is denied, the process is terminated and a message sent.

2-Factor Authentication

The 2-Factor Authentication is a feature that enables a double identification of user. With this
feature the user has to identify himself by entering an ID-number and presenting a card to a
reader. Configuring the 2-Factor Authentication means to configure a workstation with a
dialog reader.

On the BIS Server, start the BIS Configuration Browser and click the tab System Start/Stop
> Start (Configuration Browser).

Go to Administration > ACE Workstation and create a workstation if necessary and activate
Login by Reader.
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4 BIS Configuration Browser
File Edit Extras Help

»
A License v oy | % Discard_|
@ Server structure
=
o Information + ltg = X
i
R Authorizations Eroe I?_MS Workstation |
H VM-WIN2008EN-MS
& Operators (=] AC3-aP5
B ACE Licenses -1 ac3-ApTwi02 Name: [AC3400136T1

@ ACE User profiles
% ACE \workstation profiles
B ACE \workstation rights

B ACE Workstations

(=) AC3X0013BT1

Description:  [ACI<00136T1 —

Login by reader: [#
Automatic Logout after: |0

Check, if a dialog reader is configured for the required workstation: BIS Configuration

Browser > Infrastructure > ACE Card reader.

For the feature to work, the operator must also be recorded as a cardholder in the access

control system.

Select BIS Configuration Browser -> Administrator -> Operators, and select an operator.
—  Select the tab ACE Operator Settings

—  Enter a name in the search field and click Search person.
—  Select a person from the result list and click Assign person.
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4 BIS Configuration Browser

Eile Edit Extras Help

o -
& License v Apply | %  Discard |
@ Server structure
O Information

e + 2 %
i Authorizations )
@i Operators 4 BS
B ACE Licenses éa

& ACE AR

@ ACE User profiles @ John Doe

B ACE Workstation profiles
% ACE Workstation rights

% ACE Workstations

On the BIS Client proceed as follows:
—  Start the BIS as usual.
—  Log in with the operator name as

General operator settings  ACE operator settings | ACE API Access rights

[ Assign profiles
Assigned profiles Auvsilable profiles
Name | Deseription Name | Description

UP-Administrator - All available dislogs of the system = | El a: Peson and Visitars onfy

[ =]

Global Administrator [~

[—Assign person
Lestname: [ Search person
First name: |
| Last name | First name. | Date of bith B
Abbott Elizabeth
Adams Kian
Adams Sarsh
Adams Thomas
Ahmed Edward
Ahmed George
Bhmed Kavrlen

described above and start the Access Engine. As a

result you will get a message that asks you to present a card to the reader.

Fle Edit Extas Help
BB Detector types v

E states

| % os

Apoly

ACE FIN codes
ACE Card coding configu
ACE Card reader

[~ Workstations

ACE Card definition

“IB i
; =] AC3- 02
ACE Custom fields g ACIXDO13BTT

=] YM-WIN200BEN-MS

~Card reader

Type: |PegaSys HITAG SN USB -
Card usage default: |Personal card |Card used for pers

CoMport: [0
Serial number inverted: [~
Baud rate: |3600
Data bits: lE—
Parity: m
Stop bits: l1—

Timeout: |100
Resetto default
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Notice!

o In this case only one reader is listed, see “PegaSys Hitag SN USB” in the example above.

l If there are more than one readers listed, the Login Reader must always be the first reader in
the list.

3.9 Setting up a Workstation

You must configure Internet Explorer. Open IE properties using the desktop icon (right mouse

button) or IE's options menu.

Internet Properties

General | Securty | Privacy | Content | Connections | Programs | Advanced |

Home page
% *f'ou can change which page to use for your home page.

Address: | hktp: ff <name of the login server =/ |

Uze Default ][ Uze Blank ]

Temparany Intermet files
< Fages you view on the Intemet are stored in a special folder
@ Y for quick viewing later.

[Delete Cookjes...] [ Delete Files... ] [ Settings...

Hiztom

The Histary falder containg links to pages vou've visited, for
quick access to recently viewed pages.

S T "
[rays to keep pages in history: IL2D * Clear Higtory

[ Colors... ] [ Fonts. .. ] [ Languages... ] [Acc:gssibility... ]

[ 0K, ][ Cancel H Apply ]

The name of the login server is entered as the home page. Then select the Security tab.

Internet Properties

| General| Security | Privacy | Content | Connections | Programs | Advanced |

Select a Web content zone to specify itz zecurity settings.

® € 0 @

Internet Local intranet Restricted
sites

Trusted sites

° Thiz zone containg Web sites that you

trust not to damage your computer or
data.

Security level for this zone

Custom
Cuztom settings.
- To change the settings, click Custom Level.
- To use the recommended zettings, click Default Lewvel.

[ LCustom Level... ] [ Default Lewvel ]

[ QK ][ Cancel ][ Apply ]

Select Trusted Sites in the selection window and click Sites....
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Trusted sites

You can add and remove Web sikes From this zone, All Web sites
in this zone will use the zone's security settings.

Add this Web site ko the zone:
| http: i <name of the login server =| | [ Add

Web sites:

http: fibosch-demo-pc
httpe filocalbost

[]require server vetification (https:) For all sites in this zone

[ (04 l [ Canicel ]

Clear the check box Require server verification (https: ) for all sites in this zone. Make the
following two entries in the upper input field:

—  http://<name of the login server >

-  http://localhost

Click Add after each entry to enter them into the list field below, then click OK to verify the
changes.

Now click Custom Level... on the Security tab.

Security Settings

Settings:

@ Activel controls and plug-ins ~
@ Automatic prompring for ActiveX controls
) Disable
(%) Enable
@ Binary and script behaviors
() Administrator approved
() Disable
(%) Enable
@ Download signed Activel controls
() Disable
(%) Enable
) Prompt

@ Download unsigned Activey controls
£ oL
< |

| £

™

Reset cusktom setkings

Resetkor |Low vi[ Reset ]

[ Ok, ] [ Cancel ]

Activate all ActiveX elements and click OK. Confirm the following message by clicking OK.

1\ s o ange

Restart Internet Explorer to open the new home page.

3.10 Starting the Workstation

When starting the workstation for the first time, there might be a delay while some software is
downloaded from the BIS server to the client workstation.. After the delay, the BIS system
login is shown.
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3.11

# nttp:/7bosch: demo-pc/Html-Login/login. htmi?lang=en-us - BIS Client Application Version 2.0.474.0 =1E3]

© BOSCH

Building Integration System

oK Change password

Copyright © 2006 Bosch Sicherheitssysteme GmbH

@ Devices
@ Cperatars
D=

@ Hew detectors

Building Integration System - get the power to manage

no map defined for this location

Building Integration System

Fire - Intrusion - Access Control - Video -Public Address - Autamation - and mare ...

i map getoee o hicioastan

—. Z Ta T

Starting the Access Engine Dialog Manager

The dialog manager can be started exclusively from client workstations. The BIS server can
also be used as a workstation.

Click " =21to call the Access Engine's dialog manager. A short check of user rights and a
composition of the dialogs occurs, based on the user and workstation profiles before the
dialog manager shows the menus and dialogs.

Initializing...

[ Feading dialog hierarchy...
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3.12

ACE Debug Logfiles

To configure the logging for ACE components select the dialog Administration > ACE Debug
logfiles

The right to make changes in this dialog must be assigned under the dialog Administration >
ACE User Profiles dialog.

The default configuration is that no check boxes are selected. This setting provides only
minimal logging for ACE.

File Edit Extras Help
R License v Apply ¥  Discard
[25 Server structure
o Information
ﬁﬁ Autharizations
& Operators DMS log files
Eﬁ ACE Licenses Description g:?hen;tgllds?rd lodfiles gzgtpeoﬁended lodfiles
P& ACE User profiles » OMS [l [
5 ACE Workstation profiles Teminal [ [l
ACE Workstation rights
ACE Workstations
MAC log files
MAC name ggzthenisctgllds?rd lodfiles {Cgﬁstpeoﬁended lodfiles
,,,,,,,,, ) B &

DMS log files

Under DMS log files you can configure two kinds of logging:

—  DMS. All the logs created by server processes.
If you select one of these check boxes the logging starts immediately.

— Terminal. All logs created by ACE workstation and Configuration Browser dialogs.
If you select one of these check boxes the logging will begin after you save and reload the
configuration.

MAC log files
Under MAC log files you can configure the amount of detail logged by the Main Access
Controller.

mud 0

Notice!

MAC restarts automatically

If you make and apply any changes to the log file check boxes, then the MAC process will
restart automatically. During the usually short restart period it will not be able to handle
access requests.

The amount of detail for both DMS and MAC log files is set by the check boxes. Use them as

follows

- Select none of the checkboxes (default setting) if the default minimal logging is sufficient.
Note that clearing the check boxes does not delete existing log files. Delete the files
manually if they are no longer required.
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—  Select the check box Create Standard logfiles (Technician) if you require moderate
detail in the log files.

—  Select the check box Create Extended Log files (Support) for greater detail, and if
requested by technical support
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4.2

Creating and Administrating Areas

Divisions

BIS may be used to provide joint access control for a facility which is shared by multiple
mutually independent or semi-independent clients, hereafter referred to as Divisions.

This optional BIS module is contained in every Access Engine system. In the standard product,
all records are assigned to the division Common. Further divisions can be added at any time.
Without data changes these divisions will not have access to the personnel data of the first
division. They can easily be switched to another division using the Change Division dialog in
the Access Engine system. Only device data must be clearly identified later as either common
or client (division)-specific data.

When installing the system, the division Common is created. If you order the Division software
extension, the number of other divisions ordered is activated according to the licence. Since
this applies to the entire system, creation and configuration is done in the BIS Configuration
Browser.

When installing further divisions, an arbitrary line is marked in the list. Click the % button or
right-click and select Add new division in the context menu. A new list entry with the standard
designation New division <no.> is created below the divisions already installed.

Select and type over the existing column contents to modify the default entries. Assign a color
to the particular divisions for the additional distinction and marking, so that devices and
installations of these divisions are marked accordingly.

% BIS Configuration Browser.
File Edit Extras Help
[ELT” Divisions i| e

B, Tres stucture Division [ coor ] Description

» \ Cammon | \ Common Division

fig Detector placement

M ACE Aupas Division |
Division II
Division Il

*

I@ Administration

{771 Locations
@ Connections
@ Infrastructure

Eﬁ General Settings
g} Logging / Protocol

'E? Taols

B BIS Ready [ E:\MatS\Customer_Configuration\ACE

Access control Areas

Introduction to Areas

Secured facilities can be divided into Areas. Areas can be of any size: one or several buildings,
single floors or even single rooms.

Some uses of Areas are:
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—  The localization of individual persons within the secured facilities.

—  The estimation of the number of persons within a given area, in case of an evacuation or
other emergency.

—  Limiting the number of persons or vehicles in an area:
When the predefined population limit is reached, further admissions can be rejected until
persons or vehicles leave the area.

- Implementing access sequence control and anti-passback

The system distinguishes between two types of access-controlled areas

- Areas for persons

—  Areas for vehicles (parking lots)

Each area may have sub-areas for finer granularity of control. Areas for persons may have up to

3 levels of nesting, and areas for parking lots only 2, namely the overall parking lot and parking

zones, between 1 and 24 in number.

The default area, which exists in all installations, is called Outside. It serves as the parent for

all user-defined areas of both kinds: person and parking lots.

An area is not usable unless at least one entrance leads into it.

Device Editor DevEdit can be used to assign a location area and a destination area to any
entrance. When someone scans a card at a reader belonging to an entrance, the person’s new
location becomes the destination area of that entrance.

md 0

Notice!

Access sequence control and anti-passback require both entrance and exit readers at the
areas' entrances.

Turnstile-type entrances are strongly recommended to prevent accidental or deliberate
“tailgating "

Procedure for creating areas

Prerequisites

As a system operator you require an authorization from your system administrator to create

areas.

Dialog path (ACE)

BIS Configuration Browser > Locations > ACE areas

Dialog path (AMS)

1. Inthe AMS dialog manager select Main menu > Configuration > Device data
_.-l-._
= =

2.  Click Areas L

_|_

3. Select the node Outside, or one of its children, and click in the toolbar.
Alternatively, right-click Outside to add an area via its context menu.

All areas created initially receive a unique name of Area plus a numeric suffix.

4. Inthe popup window select its type, that is Area for persons or Parking lot for vehicles.
Note that only Outside can have children of both types. Any sub-area of these children
always inherits the type of its parent.

—  Areas for persons can be nested to three levels. For each area or sub area you can
define a maximum population.
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- Parking lots are virtual entities consisting of at least one parking zone. If the
population of a parking lot does not need to be limited by the system, 0 is displayed.
Otherwise the maximum number of parking spaces per zone is 9999, and the parking
lot main pane displays the sum of all the spaces in its zones.

Procedure for editing areas
1. Click an area in the hierarchy to select it.
2.  Overwrite one or more of the following attributes in the main pane of the dialog.

Name The default name, which you may overwrite.

Description A free-text description of the area.

Maximum number of Default value 0 (zero) for no-limit.
persons / cars Else, enter an integer for its maximum population.

Note: An area cannot be moved by dragging and dropping to a different branch of the
hierarchy. If necessary, delete the area and recreate it on another branch.

Procedure for deleting areas.
1. Click an area in the hierarchy to select it.

>

2. Click Delete or right-click to delete via the context menu.
Note: an area cannot be deleted until all its children have been deleted.

Creating areas for vehicles (parking lot, parking zone)
If you select an area type of Parking lot a popup window appears.

Harne starts | Central parking Bpphy

Mame Zounk | Aadd
Central parking_02 15 Delete

Central parking_03 50
Central parking_04 100

OF | Cancel

1. Enter a name in the field Name starts with to create a trunk name for all its parking sub-
areas or parking zones.
Up to 24 parking zones can be created using the Add button, and each will have the
trunk name plus a 2-digit suffix.

2. If the system is to limit the population of these areas, enter the number of parking spaces
in the Count column. If no population limit is required, enter O.

Note: The maximum population of the entire parking lot is the sum of these numbers. Only

parking zones can contain parking spaces; the parking lot is only a virtual entity consisting of

at least one parking zone. The maximum number of parking spaces per zone is 9999.
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Creating entrances for parking lots

As with normal areas, parking lots require an entrance. The appropriate door model is

Parking lot 05c.

For monitoring the population of a parking lot 2 entrances with this door model are required

on the same AMC, one for ingress and one for egress.

Prerequisite

Create a parking lot with at least one parking zone, as described above.

Dialog path

Connections > tab Device data

Procedure

1. In the device hierarchy, create an AMC, or select an AMC that has no dependent
entrances.

2. Right-click the AMC and select New entrance

3. In the New entrance popup window select Entrance model Parking lot 05c and add an
inbound reader of the type installed at the parking lot entrance.

4. Click OK to close the popup window.

5. Select this newly created entrance in the device hierarchy.
— Note that the system has automatically designated the reader as an Entry reader.

6. In the main editing pane, on tab Parking lot 05c, select from the Destination pull-down
menu the parking lot that you created previously.

7. Right-click the AMC again, and create another entrance of type Parking lot 05c as above.
— Note that this time you can only select an outbound reader.
—  Click OK to close the popup window.

8. Select this second newly created entrance in the device hierarchy
— Note that the system has automatically designated the second reader as an Exit

reader.

4.2.1 Limiting populations in access areas
Prerequisite
The operator’s ACE User profile requires special permission to limit the population of access
areas.
1. Navigate to Administration > ACE User profiles
2. Load the operator’s profile in the Profile name box
3. Select Areas from the list of dialogs
The Special functions box appears at the bottom of the dialog
4. Select the check box Set maximum number of persons in the Special functions box.
5. Click Apply to save the changes to the profile.

Procedure

Dialog path: Client main menu > System data > Areas

1. Load the name of the area in the Area name box

2. Click the Edit button and enter the maximum population in the Max. number of persons
box

3. Save your settings
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Connection Server AccessEngine
Device Editor basics

Introduction

The ACE Device Editor, DevEdit, is best used for adding and deleting a smaller numbers of
entrances and devices, or for adding, modifying or deleting individual parameters.

DevEdit is not suitable for creating large hierarchies of devices from scratch. For bulk data use
the import function.

Opening the Device Editor

To open the Device Editor (DevEdit) in the BIS Configuration Browser, click Connections and
select AccessEngine in the Connection servers tree. The device tree is shown to the right of
it.

File

Edit  Ewxtras

Help

+ X T-? v Apply ¥ Discard
=) Connection servers
=B SERVER Device data | Device type assignment

B Ycoessnsine

Th

E-gp DMS
- Bl MAC
= AMC 4-W-1

=l DM 0121

L [ Doorl
----- B WIEL Reader-1

N M WIEL Reader-2

=M DM 01a-2
..... [ Door-2
..... B WIEL Reader-3
----- M WIEL Reader-4

Any devices that have already been configured appear in the device tree. The tree can be
viewed by clicking the * symbol to expand one level, and the {g icon in the toolbar to expand
the entire tree.

The main part of the dialog, to the right of the Device Editor, shows the configurable
properties of the device that is currently selected in the device tree.

Using the DevEdit toolbar
The main DevEdit toolbar buttons have the following functions:

Button Shortcut Description

+ Ctrl + N Creates a new device below the selected node.
Alternatively, right-click the node to invoke its context menu.

Ctrl + E Creates a new extension board AMC-EXT on the selected AMC.
Alternatively, right-click the node to invoke its context menu.
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':'"EE Ctrl-A Expands and collapses the hierarchy.
(]
Q) Ctrl-K Refreshes the data by reloading them from the database.
If more than one DMS is present then this button invokes a
dialog to select between them.
by Del Deletes the selected item and all beneath it.

Device-tree levels

—  All devices belong to a DMS. Only one DMS can be edited at one time. That DMS must be
selected when you enter the Device Editor.

- To edit a different DMS click the refresh button me to re-invoke the DMS selection dialog.

- Below the DMS are the Main Access Controllers (MAC)

— Below the MACs are the local access controllers of type Access Modular Controller
(AMC).

—  The next levels contain the devices controlled by the AMCs, and their dependents.

The following table lists the more common devices and their icons:

@Jor AMC 4W - with and without connection to the DMS

@or E AMC 4R4 - with and without connection to the DMS

)”4 Entrance

Door, Barrier, Turnstile

=]

i Reader

w AMC extension board
. Digital input (DIP)

& Digital output (DOP)

When you create a new device in the tree the system increments numeric suffixes to the
device names, to ensure uniqueness.

Properties pane

The main pane of the dialog shows the configurable properties of the device that is currently
selected in the device tree. Depending on the type of device selected, the properties may be
grouped into several tabs.

Saving changes

To save the changes you have made to the configuration, click the Apply button.

Newly created or modified items are marked with an asterisk (*) until they are saved. It is
recommended that you save new items before deleting others.

You can only exit DevEdit by saving or discarding all changes:

Consistency checks
DevEdit will not allow you to create invalid configurations. For example, you cannot create an
AMC below another AMC.

2018-11|4.6.1 | CM Configuration Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE)

Connection Server AccessEngine |en 33

5.2

As in the bulk import process, all configuration changes are checked for accuracy and
completeness. Any errors detected are listed in detail in a dialog box:

List of errors g‘
[ Obiect | Ewomumber | attribute Name' [Value 'BMC 4341
B= | AMC 44/ DevEditdsd 19090 already exists in database
Help

To locate the misconfigured device in the overall configuration, select it in the left-hand
window of the errors dialog.

After closing the errors dialog the device will be brought into focus in the device tree, and the
misconfigured parameter in the main editor window.

You cannot save a configuration until all errors have been corrected.

Refreshing the display of the device tree
Click the Refresh button m to ensure that all changes made in various dialogs of the
Configuration Browser and the device editor are displayed correctly and completely.

MACs and RMAC:s in flat topologies

Access Engine topologies

An Access Engine system can have one or more Data Management Systems (DMS) .

— If it has one DMS, then its topology is called flat or non-hierarchical, even if multiple
computers are involved.

— If it has more than one DMS then its topology is called hierarchical.

A computer that hosts a DMS is known as a DMS server .

This chapter deals with the configuration of MACs and RMACs in flat topologies only.

The MAC

A Main Access Controller (MAC ) is a set of processes running on a computer. The MAC
maintains the access control data of the local access controllers (AMCs) connected to it in the
device tree; it makes access-control decisions that affect multiple AMCs, and it replenishes
the AMCs’ data if their connections are temporarily lost.

MACs are subordinate only to the DMS in the device tree.

Every DMS has at least one MAC. One MAC can run on the same computer as its DMS, but it is
easier to maintain a configuration where each MAC has its own computer, which is known as a
MAC Server .

The RMAC

MACs may be twinned with redundant MACs (RMACSs) to provide failover capability, and hence
more resilient access control. In this case the access control data are replicated automatically
between the two. If one of the pair fails, then the other takes control of the local access
controllers below it.

Note on the illustrations in this chapter and subchapters
IP addresses in the form *.*.*.dd (where dd is an integer) stand for IP addresses that differ
from others in the diagram only by their last digits.
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5.2.1 Configuring a MAC on the DMS server without RMAC

DMS SERVER
IP:** *20

For a minimal system configuration one MAC is required. In this case the MAC can reside on
the DMS server.

Procedure

On the DMS server open the Device Editor and create a MAC in the device tree as described in
the section Using the device editor.

Select the MAC in the Device Editor. On the MAC tab, supply the following parameter values:

Parameter Description

Name The name that is to appear in the device tree,
For example MAC-1.

Description Optional description for the benefit of system operators

With RMAC (check box) <Leave blank>

RMAC Port <Leave blank>

Active (check box) Clear this check box to suspend temporarily the real-time
synchronization between this MAC and DMS.

This is advantageous after DMS-updates on larger systems, in
order to avoid restarting all the MACs at once.

Load devices (check box) |Clear this check box to suspend temporarily the real-time
synchronization between this MAC and its subordinate devices.
This shortens the time needed to open a MAC in the device

editor.

IP address Localhost 127.0.0.1

Time zone IMPORTANT: The time zone of the MAC and all its subordinate
AMCs.

Division (If applicable) The Division to which the MAC belongs.

Because this local MAC has no redundant failover MAC, it is not necessary to run the
MACInstaller tool for it. Simply leave the two RMAC parameters on the MAC tab blank.

5.2.2 Preparing MAC server computers to run MACs and RMACs
Introduction
This section describes how to prepare computers to become MAC servers.
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By default the first MAC in an Access Engine system runs on the same computer as its Data
Management Server (DMS), however, for enhanced resilience, it is recommended that the
MAC run on a separate computer, which can assume access control tasks if the DMS
computer goes down.

Separate computers where MACs or RMACs reside, are known as MAC servers regardless of
whether they host a MAC or an RMAC.

In order to provide failover capability, MACs and RMACs must run on separate MAC servers.

Procedure

Ensure that the following conditions are met on all participating MAC servers:

1. All servers have the same version of the same operating system as the DMS server, with
the latest Windows updates.

The Administrator user on all servers has the same password

You are logged on as Administrator (if using MSTC, use only /Admin /Console sessions)
Disable IP V6. Note carefully the IP V4 address of each server.

Enable .NET 3.5 is on all participating computers.

Note: On Windows 7 this is an installation. On Windows 10 and Windows Server
operating systems it is enabled as a feature

6. Reboot the computer

ok wnd

5.2.3 Configuring a MAC on its own MAC server

DMS SERVER
| REEREE20

MAC. SERVER
IESISAR

Prerequisites
—  The MAC server computer has been prepared as described in the section Preparing MAC
server computers to run MACs and RMACs, page 34

Procedure
1. On the DMS server, deactivate the MAC by clearing the check boxes Activate and
Load devices for this MAC in the device editor.
2.  On the MAC server, stop the MAC process using the Windows program services.msc.
3. Start the MACInstaller.exe
—  For ACE this is found on the the BIS installation media
\AddOns\ACE\MultiMAC\MACInstaller (see the section, Using the MACInstaller
tool, page 40 below).

4. Step through the screens of the tool, supplying values for the following parameters.

Scree |Parameter Description

n#

1 Destination Folder The local directory where the MAC is to be
installed. Take the default wherever possible.
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Scree |Parameter Description

n#

2 Server The name or the IP address of the server where
the DMS is running.

2 Port (Port to DMS) The port on the DMS server which will be used
to receive communication from the MAC.
Use 6001 for the first MAC on the DMS, and
increment by 1 for each subsequent MAC.

2 Number (MAC System Number) Set 1 for this and all MACs (as opposed to
RMACs).

2 Twin (Name or IP address of Leave this field blank as long as this MAC is to

partner MAC) have no RMAC.

2 Configure Only (radio button) Do not select, because you are not configuring a
MAC on the main DMS login server.

2 Update Software (radio button) Select this option because you are configuring a
MAC on its own computer (MAC server), not on
the main DMS login server.

5. After completing the tool, reboot the MAC server or, alternatively, start the MAC process
on the MAC server using the Windows program services.msc.

6. On the DMS server, select the MAC in the Device Editor.

7. Onthe MAC tab, supply values for the following parameters:

Parameter Description
Name The name that is to appear in the device tree,
For example MAC-1.
Description Optional description for the benefit of ACE operators

With RMAC (check box)

<Leave blank>

RMAC Port

<Leave blank>

Active (check box)

Select this check box now

Load devices (check box)

Select this check box now

IP address The IP address of the MAC server computer.
Time zone IMPORTANT: The time zone of the MAC and all its subordinate
AMCs.
Division (If applicable) The ACE Division to which the MAC belongs.
See also

—  Device Editor basics, page 31
—  Configuring a MAC on the DMS server without RMAC, page 34
— Adding RMACs to MACs, page 37
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5.2.4 Adding RMACs to MACs
Introduction
MACs may be twinned with redundant MACs (RMACs) to provide failover capability, and hence
more resilient access control. In this case the access control data are replicated automatically

between the two. If one of the pair fails, then the other takes control of the local access
controllers below it.

Notice!

Do not add RMACs to ordinary MACs until the ordinary MACs are installed and running
correctly.

Data replication could otherwise be prevented or damaged.

DMS SERVER
IP:** * .20

MAC. SERVER
|P:* *.*.22

MAC. SERVER
IP:*.*.*.26

Prerequisites

— The MAC for this RMAC has been installed as described in the previous sections, and is
running correctly.

—  The MAC server computer for the RMAC has been prepared as described in the section
Preparing MAC server computers to run MACs and RMACs, page 34

Procedure

On the DMS server, in the Configuration browser

1. In the Device Editor, select the MAC for which the RMAC is to be added.
2.  Onthe MAC tab, change the values for the following parameters:

Parameter Description

With RMAC (check box) Clear this check box until you have installed the corresponding
RMAC on the redundant failover connection server

Active (check box) Clear this check box to suspend temporarily the real-time
synchronization between this MAC and DMS.

This is advantageous after DMS-updates on larger systems, in
order to avoid restarting all the MACs at once.

Load devices (check box) |Clear this check box to suspend temporarily the real-time
synchronization between this MAC and its subordinate devices.
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Parameter Description

This shortens the time needed to open a MAC in the device
editor.

3. Click the Apply button
4. Keep the Device Editor open as we will return to it presently.

On the MAC server for the MAC

To reconfigure the MAC to partner with an RMAC, proceed as follows.

—  On the previously prepared MAC server computer, run the MACInstaller tool (see Using
the MACiInstaller tool, page 40) and set the following parameters:

Server: Name or IP address of the DMS server computer

Port: 6001

Number: 1 (all MACs have Number 1)

Twin: IP address of the computer where the RMAC will run.

Update software: Select this option, as you are configuring a MAC server, not the
DMS server.

On the MAC server for the RMAC

To configure the RMAC, proceed as follows:

—  Onits own separate and prepared MAC server computer, run the MAClnstaller tool (see
Using the MAClInstaller tool, page 40) and set the following parameters:

Server: Name or IP address of the DMS server computer

Port: 6001 (same as for the MAC)

Number: 2 (all RMACs have Number 2)

Twin: IP address of the computer where the twin MAC is running.

Update software: Select this option, as you are configuring a MAC server, not the
DMS server.

Return to the Device editor on the DMS server

1. IMPORTANT: Ensure that both the MAC and RMAC, on their respective computers, are
running and visible to each other on the network.

2.  Onthe MAC tab, change the parameters as follows:

Parameter Description

With RMAC (check box) Selected

A new tab labeled RMAC appears next to the MAC tab.

RMAC Port 6199 (the static default)

All MACs and RMACs use this port to check whether their
partners are running and accessible.

Active (check box) Selected

This enables synchronization between this MAC and its
subordinate devices.

Load devices (check box) |Selected

This shortens the time needed to open a MAC in the device
editor.

3. On the RMAC tab supply values for the following parameters:
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Parameter Description

Name The name that is to appear in the device tree.
For example, if the corresponding MAC is named MAC-01 then
this RMAC could be named RMAC-01

Description Optional documentation for ACE operators
IP address The IP address of the RMAC
MAC Port 6199 (the static default)

All MACs and RMACs use this port to check whether their
partners are running and accessible.

See also
- Device Editor basics, page 31

5.2.5 Adding further MAC/RMAC pairs

Introduction

Depending on the number of entrances to be controlled, and the degree of fault tolerance
required, a large number of MAC/RMAC pairs can be added to the system configuration. For
the exact number supported by your version, please consult the corresponding datasheet.

DMS SERVER
IP:*.**20

MAC SERVER
([Pl )

MAC SERVER
|pERE

: MAC SERVER MAC SERVER
P |prr* g6 IP:** %24  f

Procedure

For each additional MAC/RMAC pair...

1. Prepare the separate computers for MAC and RMAC as described in the section Preparing
MAC server computers to run MACs and RMACs, page 34

2. Set up the MAC as described in the section Configuring a MAC on its own MAC server, page
35

3. Set up the RMAC for this MAC as described in the section Adding RMACs to MACs, page
37
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Note that each MAC/RMAC pair transmits to a separate port on the DMS server. Therefore, for
the parameter Port (Port to DMS) in MACInstaller.exe, USe:

- 6001 for both computers in the first MAC/RMAC pair

- 6002 for both computers in the second MAC/RMAC pair

- etc.

In the Device Editor port 6199 can always be used for the parameters MAC Port and RMAC
Port. This port number is reserved for the “handshake” within each MAC/RMAC pair, whereby
each knows whether its partner is accessible or not.

Notice!

Reactivating MACs after system upgrades

After a system upgrade MACs and their AMCs are deactivated by default. Remember to
reactivate them in the configuration browser by selecting the relevant check boxes in the
device editor.

md 0

5.2.6 Using the MACInstaller tool
MACInstaller.exe is the standard tool for configuring and reconfiguring MACs and RMACs
on their own computers (MAC servers). It collects parameter values for a MAC or RMAC, and
makes the necessary changes in the Windows Registry.

Notice!

Because the tool makes changes to the Windows Registry, it is necessary to stop any running
MAC process before reconfiguring it.

md 0

The MACInstaller tool can be found on the BIS installation medium under the following path:
\BIS <version>\AddOns\ACE\MultiMAC\MACInstaller.exe
Through a series of screens it collects values for the parameters below.

Scree |Parameter Description

n#

1 Destination Folder The local directory where the MAC is to be
installed.

2 Server The name or the IP address of the server where

the DMS is running.

2 Port (Port to DMS) The port number on the DMS server which will
be used for communication between the MAC
and the DMS. See below for details.

2 Number (MAC System Number) Set 1 for all original MACs.
Set 2 for all redundant failover MACs (RMACs).
2 Twin (Name or IP address of The IP address of the computer where the
partner MAC) redundant failover partner for this MAC server is
to run.

If not applicable leave this field blank.

2018-11|4.6.1 | CM Configuration Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE)

Connection Server AccessEngine | en 41

Scree (Parameter Description
n#
2 Configure Only (radio button) Select this option if you are reconfiguring a MAC

on the main DMS login server.
See below for details

2 Update Software (radio button) Select this option if you are installing or
reconfiguring a MAC on its own computer (MAC
server), not on the main DMS login server.

See below for details

Parameter: Port (Port to DMS)

Port numbers have the following numbering scheme:

— In anon-hierarchical system, where only one DMS server exists, each MAC and its
corresponding RMAC transmit from the same port number, usually 6000. The DMS can
communicate with only one of each MAC/RMAC pair at a time.

—  The DMS receives signals from the first MAC or MAC/RMAC pair on port 6001, from the
second MAC or MAC/RMAC pair on port 6002, and so on.

mud 0

Notice!

DMS receiver port in hierarchical systems

Note that the numbering scheme for DMS receiver ports is different in hierarchical systems.
For details see MACs and RMACs in hierarchical topologies, page 127

5.2.7

Parameter: Number (MAC System Number)

This parameter is to distinguish original MACs from RMACs:
—  All original MACs have the number 1.

— All redundant failover MACs (RMACs) have the number 2

Parameter: Configure Only (radio button)

Select this option to change the configuration of an existing MAC on the main DMS server, in
particular to inform it of a newly installed RMAC on a different computer.

In this case, enter the IP address or hostname of the RMAC in the parameter Twin.

Parameter: Update Software (radio button)

Select this option on a computer other than the main DMS server, either to install an RMAC or
to change its configuration.

In this case, enter the IP address or hostname of the RMAC’s twin MAC in the parameter Twin.

New MAC commands in BIS

Introduction
In BIS Version 4.4 two new commands were added to the context menu for MACs in the BIS
client. To invoke them, right-click a MAC in the BIS Client > Device Overview tab > Devices >
AccessEngine > Devices
- Switch
swaps the roles of the currently active MAC and its redundant backup RMAC. The active
MAC becomes the redundant MAC and the redundant MAC becomes the active MAC.
—  Synchronize
starts a synchronization of all the MAC database tables with the DMS.

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



42 en | Connection Server AccessEngine

Access Engine (ACE)

5.3

Creating and configuring local access controllers

Creating an AMC local access controller
Access Modular Controllers (AMCs) are subordinate to Main Access Controllers (MACs) in the

device editor.

To create an AMC:

1. In the Device Editor, right-click a MAC and choose New Object from the context menu

or

2. Click the ** button.
3. Choose one of the following AMC types from the dialog that appears:

AMC 4W (default) with four Wiegand reader interfaces to connect up to four readers

AMC 4R4

with four RS485 reader interfaces to connect up to eight readers

Result: A new AMC entry of the chosen type is created in the DevEdit hierarchy

Local Access Controller - Variants and Extension boards

AMC2 4W Access Modular A maximum of four Wiegand readers can be
Controller with four configured to connect up to four entrances.
Wiegand readers. The controller supports eight input and eight
output signals. If needed, extension boards can
provide up to 48 additional input and output
signals.
AMC2 4R4 Access Modular A maximum of eight RS485 readers can be

Controller with four
RS485 reader-interfaces

configured to connect up to eight entrances.
The controller supports eight input and eight
output signals. If needed, extension boards can
provide up to 48 additional input and output
signals.

AMC2 8I-80-EXT

Extension board for the
AMC with eight input
and output signals

Make additional signals available.
Up to three extension boards can be connected
to an AMC

AMC2 161-160-
EXT

Extension board for the
AMC with sixteen input
and output signals

AMC2 81-80-4W

Extension board for
Wiegand AMC with eight
input and output signals

Mixing controller types within one installation

Access control systems are normally equipped with only one type of controller and reader.

Software upgrades and growing installations can make it necessary to supplement existing
hardware components with new ones. Even configurations combining RS485 variants (AMC
4R4) with Wiegand variants (AMC 4W) are possible, as long as the following caveats are

heeded:

—  RS485 readers transit a "telegram" which contains the code number as read.
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5.3.1

—  Wiegand readers transmit their data in such a way that they must be decoded with the
help of the badge definition in order to preserve the code number in the correct form.

—  Mixed controller operation can only function if both code numbers are constructed the
same.

Activation/Deactivation of controllers

When first created, a new controller has the following option (check box) selected:
Communication to host enabled.

This opens the network connection between the MAC and the controllers, so that any changed
or extended configuration data are propagated to the controllers automatically.

Deactivate this option to save network bandwidth, and so improve performance, while
creating multiple controllers and their dependent devices (entrances, doors, readers,
extension boards). In the device editor the devices are then marked with grayed icons.
IMPORTANT: Be sure to reactivate this option when the configuration of devices is complete.
This will keep the controllers continually updated with any configuration changes made at
other levels.

AMC parameters and settings

General Parameters of the AMC

=}
E-ae DM5 AMC 4-R4 l Inputs ] Outputs ] Terminals ]
E% MAC
=-f&] AMC 4-R4-1
%ﬂ-’lh DOOR Name : |AMC 4-Ri4-1
----- [ Door-1 Description: [apC
- mg OSDPV,
=M DOOR2
- ! Door-2 Communication to host enabled: [v
...... B OSDPV

Contraller intefface

Interface type:

DR -
0
=

IP address / host name: |,&,M|:2-D|:|K3

PC com port:

Bus number:

Port number: |10001

Program: |LEMV5221.HLIN “HID, AMC-4R4 j
Power supply supervision: [

Mo LAC accourting: [

Division: |[:|:||T||'|'|ur| J
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Configuring AMC parameters

Parameter

Possible values

Description

Controller name

Restricted
alphanumeric:
1-16 digits

ID generation (default) guarantees unique
names, but these can be overwritten
individually. If overwriting it is the user's
responsibility to make sure the IDs are
unique. We therefore recommend that
Network connections to DHCP servers use
the network name.

Controller description

alphanumeric:
0 - 255 digits

This text is displayed in the OPC branch.

Communication to
host enabled

0 = deactivated
(check box is clear)
1 = activated (check
box is selected)

Default value = active

The check box displays the current setting
and can also be used to change it.

The status of the host connection is indicated
by the following icons in the Explorer:
Controller variant:

active

not active

AMC2 4W

&

AMC2 4R4

&
¢

Deactivation provides a means of creating
and parameterizing devices to be included in
the access control system at a later date. The
devices should not be activated, and thus
added to the host's database, until put into
operation. This also reduces useless polling
of the devices by the host.

For security reasons after a software upgrade
all controllers are set offline (check box is
clear). This ensures that the installation can
continue running with the old software, and
can be brought up to speed with the new
software step-by-step.
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Include new controllers in the installation
gradually by checking their respective boxes.

Controller Interface

Interface Type

COM

UDP

COM where connection to the AMC is via one
of the MAC COM ports.

UDP (= user datagram protocol) where
connection is by network. Where this
connection type is selected, the parameters
"host name” and "remote-controlled port”
become settable.

With the interface type "UDP", DIP switch ”5”
must be set on the AMC.

In addition, it is recommended to set switch
”1” to ON.

PC COM port

numeric:

with COM-ports:
1-256

with UDP-ports:
1-65535

Number of the COM ports at which this AMC
is connected to the MAC. For ethernet
connections via converters, virtual COM-ports
are generated and shown here.

With type "UDP" enter the port via which the
MAC will receive information from the AMC. If
this port is unknown the field can be left
empty and a free port will be selected
automatically.

Bus number

numeric:
1-8

Using the interface adapter AMC-MUX up to 8
controllers can be configured on one COM
port. In such cases enter the unique address
of each AMC as given by its DIP switch.

Note: Switch 5 can be ignored here because
only the first 4 switches are used for
addressing.

For UDP connections use the default setting
(=0)

IP Address/
Hostname

Network name or IP
address of the AMC

This input box is only settable if UDP is
selected as the port type.
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If IP addresses are allocated by DHCP then
the network name of the AMC should be
provided so that the AMC can be located
after a restart even if the IP address has
changed.

For networks without DHCP the IP address
must be given.

UDP Port

numeric:
1-10001 - with
default configuration

This input box is only activated if UDP is
selected as port type.

This is the AMC port which will receive the
MAC-messages.

Further Parameters

Program

alphanumeric

File name of the program to be loaded into
the AMC. The available programs are located
in the BIN-directory of the MAC, and can be
selected from a list. For convenience the
protocol and the description are also shown.
This parameter is set automatically as
programs are loaded automatically depending
on which readers are connected, and the
parameter is overridden in the case of a
reader/program mismatch.

Power supply
supervision

0= deactivated (check
box is clear)

1= activated (check
box is selected)

Supervision of the supply voltage.

If the power supply drops then an
informational message is generated.

The supervision function assumes the
prerequisite of a UPS (uninterruptible power
supply), so that a message can be generated.
0 = no supervision

1 = supervision activated

No LAC accounting

0= deactivated (check
box is clear)

1= activated (check
box is selected)

Select this check box for AMC devices that
work jointly to provide access to parking lots,
where only the parent MAC keeps account of
the number of units entering and leaving.
Note that, if this option is selected and the
AMC offline, the AMC will not be able to
prevent access to overcrowded areas, as it
has no access to the full population count.

Division

Default value
"Common”

This is a read-only informational field.
"Divisions" are a means of dividing an access
control installation between multiple
autonomous parties, created and maintained
in the BIS Manager.
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Configuring AMC inputs

AMC 44 Inputs lDutputs] Terminal&]
RENE | Serial resiztar J Parallel resistar Tirne model Meszages
01, AMC 4455 2k2 i K2 <MNo time model> 03, Open, close, Line cut. shart circuit
EiE,';t'f.l.ME. 4W8 none nu:uﬁe . <Mo tirﬁe n'u:u.c-lel>. o,
04, AMC 4-4/-3 nome none <Mo time model: 0o,
05, AMC 4-4/-3 none none <Mo time model: 0o,
06, AMC 4-4/-3 none none <Mo time model: 0o,
07, AMC 4-4/-3 none none <Mo time model: 0o,
0a, AMC 4-4/-3 none none <Mo time model: 0o,
[npLt type
" Digital mode single & Apalog mode, 4 state
Events Resistors
: zerial parallel
Time model: | <Mo time model> | it Fr
: o [ { il 1K
pen, cloze ~ 1K K2
Line cut, short circuit [ o HEE = K5
i 1K8 " 1KB
i !  2KZ2
- 2K7
(i3 T 3K3
e " 3K3
= Ak
i i
& ik
i i

This dialog is divided into four panes:

—  List of the inputs by name

— Theinput types

—  The events which will be signaled by the inputs
—  The resistor types used with analog mode

Parameters of inputs
The parameters of the AMC inputs are described in the following table:

Column Description

name

Name Numbering of the input (from 01 to 08) and name of the appropriate AMC or
AMC-EXT.

Serial resistor | Display of the set resistor value for the serial resistor.
"none" or "---" = digital mode

Parallel Display of the set resistor value for the parallel resistor.

resistor "none" or "---" = digital mode

Time model Name of the selected time model
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Messages Indenture number and designation of the messages which will be generated
00 = no messages

01 = if events Open, close were activated

02 = if events Line cut, short circuit were activated

03 = if both event options were activated

Assigned Using Entrance Model 15 the signal name of the DIP is displayed.

Use the Ctrl and Shift keys when clicking to select multiple inputs simultaneously. Any values
you change will apply to all the selected inputs.

Input type

The resistors can be operated in Digital mode or Analog mode (4 state).

The default is Digital mode: only the door states open and close are detected.

In Analog mode the wire states Line cut and Short circuit are detected additionally.

Door open sum of the serial (Rg) and parallel (R;) resistor values: Rg + Ry

Door closed is equal to the serial resistor values: Rg

Circuit break |sum of the serial (Rs) and parallel (R;) resistor values approaching infinity.

Short-Circuit | sum of the serial (Rgs) and parallel (R;) resistor values is equal to zero.

Events and Time models

Depending on the operation mode, the following door states are detected and reported:
Open, Closed, Line cut and Short circuit.

Select their respective check boxes to enable the AMC to transmit these states as events to
the overall system.

Select a Time model from the drop-down list of the same name to restrict the transmission of
the events to the times defined by the model. For example, the Open event might only be
significant outside of normal business hours.

Resistors

The resistors are set to "none" or "---" in the default Digital mode.

In Analog mode the values for the serial and parallel resistors can be set by selecting their
respective radio buttons.

none, 1K, 1K2, 1K5, 1K8, 2K2, 2K7, 3K3, 3K9, 4K7, 5K6, 6K8, 8K2 (in 100 ohm)

Depending on the resistor value selected, only restricted ranges are available for the
corresponding resistor.

The following tables show in the left columns the selected values, and in the right columns the
available ranges of the other resistor.

Serial Range Parallel Range
"none" or "---" 1K to 8K2 "none" or "---" 1K to 8K2
1K 1K to 2K2 1K 1K to 1K8
1K2 1K to 2K7 1K2 1K to 2K7
1K5 1K to 3K9 1K5 1K to 3K3
1K8 1K to 6K8 1K8 1K to 3K9
2K2 1K2 to 8K2 2K2 1K to 4K7
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2K7 1K2 to 8K2 2K7 1K2 to 5K6
3K3 1K5 to 8K2 3K3 1K5 to 6K8
3K9 1K8 to 8K2 3K9 1K5 to 8K2
4K7 2K2 to 8K2 4K7 1K8 to 8K2
5K6 2K7 to 8K2 5K6 1K8 to 8K2
6K8 3K3 to 8K2 6K8 1K8 to 8K2
8K2 3K9 to 8K2 8K2 2K2 to 8K2

Configuring AMC Outputs - Overview
This dialog page provides the configuration of each output on an AMC or AMC-EXT, and
contains three main areas:
— list box with an overview of the parameter that is set for every output
— configuration options to the outputs selected in the list
— definition of conditions for the activation of the outputs
AMC 4-W| Inputs  Outpuits l Terminals]
Outpuk ] Action bype | b aw. duration ] Delay | Period | Pulzing | Diuration J Count Time model Meszag
01, AMLC 4-44-8 uzed by an entrance | 000, <Mo time model> [
02, AMC 44/-8 u;ed b_l,l _.?n entrapce !_ 00a, <Ma time model? .[ &
- R ! R b
0B, AME 408 used b_';' an enlran.ce | . . - 000, <Ma time rnodeI; [
07, &ML 44w-8 1 0 i i 1 ] 0 000, <No time models [ 3
08, AMC 49/-3 1 i} i} 1] 1 1] 1] 000, £Mo time model> (15
< | >
Dutput data -
Ctate  Events-
Input activated -~ Create events: [ Tirne model: |DDD, <Ma tirme madel: lj
|mput nomnal :

Input ghort circuit tamper

MORMODOOR, Door-7
j OO0, 7

Door openied unauth [1a, DM 01a-6

fLLL LT

i~ Behaviour ~ Pulzing
Input open tamper
Input enabled :
InEut dieabled Action type: |1 - Follow state - Ehable: ). |
Output set
Output reset
Door open | Max. duration: |0 B0 Pulze width: |! 1410 zec.
Door closed
Delay: {0 IBC. # of pulzes: [
Droor left open
Reader shows access arar Period: | IEC.
Reader shows access deni
Tima madal ankiva b
¥
Output I Opl | Description | FParam11 J Paraml2 | Op2 | Drescription Parameter21
03 Cioor open 10b. O 10b HORMDOOR. Door-B
03 aR Door opened unautharised . 106, DM 10b MORMDOOR, Door-B
05 Door open Ma DM Dab

Selecting AMC outputs in the table

To configure output contacts, first select the corresponding line in the upper table. Use the
Ctrl and Shift keys to select multiple lines, if required. Changes made in the lower part of the

window will affect only the outputs that you select.
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07, AMC 4-w'-8
08, AMC 4-w/-8

Output ] Action type 1 ax. duration Delay ] Period ] Pulzing ] Dwration Cournt J Time model _1 Meszages ]
01, AMC 4-9/-8 uzed by an entrance | 000, <Ma time model> i1}
02, AMC 4078 uzed by an entrance | 000, <Ma time modeal> aa
] i] ] 1 1] ] oo
0 0 I 1 oo

000, <No time model>

entrance | an
1 1] a a 1 I a 000, <Ma time madel> ]
1 1] a a 1 1] a 000, <Ma time model> oo

Lfnes Whose outputs have already been assigned via a door model, or elsewhere, are shown in
light gray with the information "used by an entrance!". Such outputs cannot be configured

further.

Lines selected by you are in dark grey.

Parameters of AMC outputs

Column Description
name
Output current numbering of the exits at the respective AMC or AMC-EXT
01 to 08 with AMC and AMC_lO08
01 to 16 with AMC_lO16
Action type |indication of the selected action type
1 = Follow state
2 =Trigger
3 = Alternating
Max. length in seconds the signal [1 - 9999; 0 = always, if the converse message
duration fails to appear] - only with action type "1"
Delay delay in seconds until the signal is given [0 - 9999] - only with action types "1"
and Il2ll
Period period in seconds the signal is given - only with action type "2"
Pulsing activation of the impulse - otherwise the signal is given constantly
Duration impulse length
Count number of impulses per second
Time model |name of the selected time model
Messages marking of the message activity
00 = no messages
03 = events are reported
Assigned Using Entrance Model 15 the signal name of the DOP is displayed.

Outputs: Events, Action, Pulsing

All entries from the list above are generated by using the check boxes and input fields in the
dialog areas Events, Action, and Pulsing. Selecting a list entry indicates the respective
settings in these areas. This also holds for the multiple choice of list entries, provided that the
parameters to all selected outputs are equal. Changes to the parameter settings are adopted

for all entries selected in the list.
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- Everts
Create events: v Time model: !DD‘I, niomnal week
Behaviour- Pulsing
Action type: 12 - Trigger vi f Enable:

Maw. duration: ii’: $EC.
Drelay: 11 zEC.
Period: 110 sec.

-

Pulse width: |0 1410 sec.
# of pulzes: |0

Select the check box Create events if a message should be sent for the output activated. If
these messages are to be sent only during special periods, e.g. at night or at weekends, then

assign a suitable time model.

The following parameters can be set for the individual action types:

Action type | Max. Delay |Period Pulsing/Enable | Pulse width | Number of
duration pulses
Follow 0 = always 0- no yes 1-9999 None
state 1-9999 9999
Trigger no 0- 0-9999 yes 1-9999 1-9999
9999 if pulsing is | disables period
not
enabled
Alternating | no no no yes 1-9999 no
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Pulse diagrams

A = polled state
B + C = steady
D = pulsed

1 = Delay time
2 = max. activation time
3 = Pulse width
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A = polled state

B = steady

C = pulsed

1 = Delay time

2 = Action period
3 = Pulse width
4 = Pulse count (=2)
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AMC output data
The lower part of the Outputs dialog contains:
- Alist box with the states available for the selected outputs.

— Atable with the outputs and the states that are configured to trigger them.
Output data

e

Door clozed A
Door left open ;
Door open

[oor opened unauthorised
Host communication down
Host communication ok

Input activated

Input dizabled

Input enabled

Input normal

Input open tamper

Input short circuit tamper

Output reset
Output set 3
Boumar Fail 3
< | >
J Output f| Opl |Descripti0n Param11 Faraml2 | Op2 |Descripti0n Farameter21 Farameter22
J o7 Dioor open 10b, DM 106 NORMDO...
J 07 OF  Door closed 10b, DM 106 NORMDO...
o7 OR Door opened ... 10b, DM 106 NORMDO...
J 07 OF  Doorleftopen  10b, DM 10b - MORMDO...  AND | Door left open 10b.CM 106 WORMDOOR. ...
x|
=]
il

Configuring states to trigger outputs

You can configure the outputs you have selected above to be triggered by individual states or

logical combinations of states.

—  Select one or several outputs in the upper list box.

—  Select a State from the State list.

— If there are several devices or installations to a selected status which can transmit this
state, the button »lis activated beside the button ..
Click - (or double-click the status) to create for each selected exit an entry of its status
with the first device (for example, AMC, first entrance) and the installation (for example,
first signal, first door).

E =it ﬂ Operandl | D escription | Faram11 | Faraml2
04 Output set a0, AkC, AMC 4442 | Out, 07, AMC 44052

By clicking »J, the selected status is transferred to the list and created together with an

OR-shortcut for every installed device (for example, all AMC entrances).

E wit ﬂ Operandl D ezcription | Faram11 | Faram12

04 Cutput zet 00, AT, AT 4402 Out, 07, ARC 4982
04 OR Cutput zet o0, AT, AMC 4002 0 Out, 02, AMC 4982
04 0R Clutput zet o0, AakC, AMC 44002 Out, 03, AMC 4482
04 OR Cutput zet 00, AT, AMC 4442 Out, 04, ARC 442
04 OR Cutput zet 00, AT, AMC 442 Out, 05, ARC 442
04 OR Cutput zet 00, AT, AMC 3472 1 Out, 0B, ARC 42
04 OR Cutput zet 00, AT, AMC 4472 Out, OF, ARC 442
04 ] Cutput zet 00, AT, AMC 4442 1 Out, 08, ARC 442
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—  Several states can be assigned over one OR-shortcut.

Exit | Operand Dezcription Pararnll Pararnl2

04 Cutput =et 00, AkC, AW 4052 0 Out, 07, ARC 4402

04 R [mput rarrnal 00, AMC, AMC 442 In, 01, AMC 4592
4 aR Dioor open (&a, Timemagm L0 s

Shortcuts with AND are also possible:

— A status must already be assigned to which another condition is added by selecting it in
an arbitrary column.

— Then another status is selected and connected to the marked status by clicking ..

mud 0

Euit & ‘ Operard] | Description ] Pararn11 ] Param12 | Dperand? | Description | Parameter21 | Parameter?2
04 Output zet 00, AMC, AMC 43052 Out, 01, AMC 44402
04 {ul3] Input normal 00, AMC, AMC 4452 In, 01, AMC 4452
m- OR Door open 0Ba, Timemgm <<l sy AMD Door opened unautharized | 0Ba, Timemgm A
Notice!

Up to 128 OR-shortcuts can be assigned to every output.
To every assigned condition, one AND-short cut can be created.

After a status is assigned for a device or installation, this can also be assigned for all other
existing devices and installations.
—  Select the assigned entry in an arbitrary column.

All

—  This status is created for all existing devices and installations by clicking

Modifying the parameters of outputs

List entries can be changed.

With several devices or installations to which the assigned status could match, the first
devices and installations of this type are always set.

In the columns Param11 and Param21 (with AND-shortcuts) the devices (for example, AMC,
entrance) are displayed. The columns Param12 and Param22 contain special installations (for
example, input signal, door, reader).

If several devices (for example, I/O boards) or installations (for example, additional signals,
readers) exist, the mouse pointer changes while pointing to this column.

E xit ﬂ Operand] | D escription Faram11 Faramlz2 |
04 Clutput zet 00, AMC, AMC 4442 Out, 07, AMC 44002
04 B3] [nput normal 00, AMC, ARC 4402 In, 07, A 40002
04 OR D'oor open 0&a, Timemgm £ 1 s

A double-click on the column entry adds a button brings up a drop-down list of valid entries
for the parameter.
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Exit % | Operandi D escription Farami1 Faraml2 |
04 Output set 00, AMC, AMC 4452 Out, 07, AMC 4-4/-2
04 R [rput narmal 00, AMC, AT 4482

01, ARMC 4-wi-2

01 AT 42
0z, AMC 44802
03, AMC 4442
04, ARC 4472
05, AMC 4442
OB, AMC 44872
a7, AT 4482
08, AMC 442

04 OR Dioor open 0Ba, Timermgm

Changing the entries in the columns Param11 and Param21 updates the entries in columns
Param12 and Param22:

E xit ﬁ Operand] Dezcription Faramni1 Fararml2

04 Clutput set 00, AMC, AMC 40042 Qut, 07, AMC 4002
04 5 D'oor open 06a, Timemam L |10

04 OR Input normal 01, AMC_I0, AMC_I0TE_002 I, 07, ArC_I0TE_002_1

md 0

Notice!

This is only possible for columns Param11, Param12, Param21 and Param22.

If there are no other options (for example, because only one entrance was configured), the
mouse pointer does not change and all field are grey. If this entry is double-clicked, this is
interpreted as a deletion command, and the message box for verifying the deleting appears.

Deleting the states that trigger outputs
Selected assignments can be removed by clicking <1 '<' (or by double-clicking the list entry). A
message box will request confirmation for the deletion.

If several states have been associated with an output, then they can all be deleted together as
follows:
—  Select the first list entry (the one which has no entry in the column Op1) and then click
the '<<' button «l.
—  Alternatively, double-click the first entry.
— A popup window appears. Confirm or abort the deletion.
—  If you confirm deletion then a second popup asks whether you wish to delete all
associated entries (answer Yes), or only the selected entry (answer No).

To delete additional states that qualify the first state by an AND operator in column Op2, click
anywhere in the line and then click the 'minus' button _-J, which is only active if a qualifying
AND state is present in that line.

State description

The following table provides an overview of all selectable states, their type number, and
description.

The list field State contains these parameters as well - they are indicated by scrolling right on
the list.

State Type | Description

Input activated 1 Local input
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Input normal 2 Local input

Input short circuit tamper 3 Local input with resistor configured
Input open tamper 4 Local input with resistor configured
Input enabled 5 Local input activated by time model
Input disabled 6 Local input deactivated by time model
Output set 7 Local output, not current output
Output reset 8 Local input, not current input

Door open 9 GID of the entrance, door number
Door closed 10 | GID of the entrance, door number

Door opened unauthorized 11 GID of the entrance, door number, replaces "Door

open" (9)
Door left open 12 GID of the entrance, door number
Reader shows access 13 Reader address

granted

Reader shows access denied | 14 Reader address

Time model active 15 Configured time model
Tamper reader 16 Reader address

Tamper AMC 17

Tamper I/O board 18

Power fail 19 for battery powered AMC only
Power good 20 for battery powered AMC only
Host communication ok 21

Host communication down 22

Reader Messages 23 (Details depend on the current software version)

LAC Messages 24 (Details depend on the current software version)

Configuring outputs

Beside the signal assignment with door models or with individual assignment, conditions can
be defined for outputs which are not allocated yet. If these conditions occur, the output is
activated corresponding to the set parameter.

You must decide what will be switched over the output. In contrast to the signals that can be
associated to a specific door model, its doors, and readers, in this case the signals of all
devices and installations connected to an AMC can be applied.

If, for example, an optic, acoustic signal or a message to the UGM is to be triggered by the
input signals Input short circuit tamper and Door opened unauthorized, those input or inputs
which can be considered are assigned to the corresponding destination output.

Example in which only one contact was selected in each case:
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Example with selected contacts:
A single entry is created for every contact by clicking »lor removing the not required contacts
after assigning all contacts:

E xit ﬂ Operandl Dezcription Pararn1 Faraml2
4 [nput ghort cir.... 00, AMC, AMC 44042 I, 07, ARMC 42
oA Dioor opened ... 0Ea, Timemam < My

Example with all contacts:

E wit ﬁ Operandl Dezcription Param11 Faraml 2

n4 [rput ghort circuit tamper 00, AMC, AMC 442 I, 07, AME 44842

04 0R Input ghart circuit tamper 00, AMC, AMC 4402 I, 02, AME 4442

04 A Irput ghort cincuit tarmper 00, AMC, AMC 4442 I, 03, AR 442

04 R [nput ghart circuit tamper 00, AT, AMC 442 I, 04, A 4482

04 0R [nput ghart circuit tamper 00, AkC, AMC 442 I, 05, AMC 44882

04 oR [nput shart circuit tamper 00, AMC, AMC 44002 In, 0B, ARC 44/-2

04 aR Irput ghort circuit tarmper 00, AMC, AMC 442 I, 07, AR 4042

04 A Irput ghort cincuit tarmper 00, AMC, AMC 4442 I, 08, ARMC 4042

04 0F Door opened unauthaorized 0Ba, Timemarm

04 0R D'oor opened unauthaonzed 03a. Entrance B:B REVDOOR, Revalving Door

E «it ﬁ O perand] Drezcription Faramn11 Faraml2

04 [nput ghort circuit tamper 00, AMC, AMC 44042 I, 07, ARC 4442

04 OR [nput short circuit tamper 00, AMC, AMC 4002 I, 03, ARC 44042

n4 1R [nput ghort circuit tamper 00, AMC, AMC 44042 Ir, 05, AT 4402

04 0R [nput short circuit tamper 00, AMC, AMC 4002 I, 06, ARC 44042

04 aR Door opened unauthorized 0&a, Timemngrm

04 OR Door opened unauthorized 3a, Entrance B:B REVDOOR, Revolving Doar

The same conditions can be installed on several outputs if, for example, in addition to an
optical you also need an acoustic signal, a message should be sent to the UGM at the same

time:
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E st f",u Dperandl Deszcriphion Faraml1 Farami 2

n4 Input short circuit tamper 00, AMC, AMC 44042 In, 01, AMC 44042
04 OR Input short circuit tamper 00, AWC, AMC 4-404-2 In, 02, AMC 4442
04 R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44042
04 0R [rput zhort circuit tamper 00, AMC, AMC 4002 In, 04, AT 4-4/-2
04 aR [nput short circuit tamper 00, AWC, AMC 44042 In, 05, AMC 44842
04 R Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
04 0F [nput short circuit tamper 00, AWC, AMC 4442 In, 07, AMC 4-40-2
04 oR Imput short circuit tamper 00, AT, AT 4402 I, 02, AMC 40/-2
04 A Dioor opened unauthorized 0Ea, Timerngrm SO

n4 OR Droor opened unauthonized 03a. Entrance B:B REDOOR, Bevalving Doar
& Input short circuit tamper 00, AMC, AMC 44042 In, 01, AMC 44042
5 0F [nput short circuit tamper 00, AkC, AMC 4442 In, 02, AMC 4-40-2
& 1R Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44842
& R Input short circuit tamper 00, AMC, AMC 44042 In, 04, AME 44042
] 0R Input short circuit tamper 00, AWC, AMC 4442 In, 05, AMC 4-40-2
& oA Input short circuit tamper 00, AMC, AMC 44042 In, OB, AMC 44042
] 0R [rput zhort circuit tamper 00, AMC, AMC 4002 In, OF, AT 4-4/-2
] OR Input short circuit tamper 00, AMC, AMC 44042 In, 08, AMC 44842
& R Dioor opened unauthorized 0&a, Timerngrm LEg I

07 [nput short circuit tamper 00, AWC, AMC 442 In, 01, AMC 4-40-2
7 1R Input short circuit tamper 00, AMC, AMC 44042 In, 02, AME 44042
07 OA Input short circuit tamper 00, AMC, AMC 44042 In, 03, AMC 44042
07 OR Input short circuit tamper 00, AWC, AMC 44042 In, 04, AMC 4442
07 oA Input short circuit tamper 00, AMC, AMC 44042 In, 05, AMC 44042
07 0F [nput short circuit tamper 00, AkC, AMC 4442 In, 06, AMC 4-40-2
7 0R [nput short circuit tamper 00, AMC, AMC 44042 In, 07, AMC 44042

List of all existing states with the default values for the Parameter11/21 and 12/22:
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Diezcription Fararn1 Farar 2

Input activated 00, AMC, AMC 492 [, 01, AMC 442
Irput normal 00, AMC, AMC 44052 1 In, 07, AME 4002
[rput ghart circuit tamper 00, AMC, AMC 442 | [n, 01, AMC 44042
[rput open tamper 00, AMC, AMC 44052 1 [n, 07, AME 4402
|nput enabled 00, AMC, AMC 492 [n, 01, AMC 4-4%/-2
Input dizabled 00, AMC, AMC 4%/-2 1 [n, 01, AMC 4-3-2
Olutput zet 00, AMC, AMC d44%/-2  Out, 07, AMC 42
Output reset 00, AMC, AMC 482 Out, 07, AMC 4-04-2
Cioor open 0&a, Timemgm £ s

Door clozed 0Ba, Timermgrm £ s

Cioor opened unauthorised 0&a. Timemgm £ s

Droar left open 0&a, Timerngrm £ s
Feader zhows access granted Th-Reader IM
Reader zhiowsz acces: denied Th-Reader IM
Time model active a0a, <Mo time model:
T armper reader Th-Reader IM
Tamper Ak C

Tamper [0 board 00, AMC, AMC 4-40/-2
Poweer fail

Fower good

Host communication ok
Hast communication dowe

Defining signals on the Terminals tab

The Terminals tab lists the contact allocation on an AMC or AMC-EXT. Once entrances are
created, signal assignments are indicated according to the door model selected.

You cannot make modifications on the Terminals tab of the controller or the extension boards.
Edits are only possible on terminals tab of the entrance page. For this reason terminal settings
are displayed on a gray background. Entrances which are displayed in red indicate the signal

configurations of the respective outputs.
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CAMC 4-F|4| Inputs I Outputs ~ Terminalz
Signal allozation of AT 4-B4" with 12 zignal pairing
Board T.. | entrance [rput zighal entrance Output zignal
AMC 4-F4 01 DM 01a Dvoor contact DM Oa Release door
AMC 4-R4 0z
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-R4 0e
AMC 4-R4 07
AMC 4-R4 0a
BPR HI 01
BPR HI 0z
BFFR HI-1 01
BFR HI-1 0z
d | ol
5.4 Creating and configuring entrances
54.1 Entrances - background

Terminology: Entrance vs Door model

The term Entrance denotes in its entirety the access control mechanism at an entry point:

The elements of the entrance include:

—  Access readers - between 1 and 4

- Some form of barrier, for example a door, turnstile, mantrap or boom-barrier.

— The access procedure as defined by predefined sequences of electronic signals passed
between the hardware elements.

A Door model is a template for a particular kind of entrance. It describes the door elements
present (number and type of readers, type of door or barrier etc.), and enforces a specific
access control process with sequences of predefined signals.

Door models greatly facilitate the configuration of an access control system.

ACE is very likely already to have a door model for your requirements: first choose the type of
entrance (door, turnstile, boom, mantrap, elevator, etc.), then the number of readers, and
then any peculiarities of the entrance.

The following flowchart helps in the selection of a suitable door model.
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Type of entrance

Yes Yes

Yes Definitions of arming and disarming authorizations are
necessary. These will be assigned like access

2 2
authorizations.
DM 01 ) ( DM 10 ) ( DM 14 >/

'

Yes DM 03 !
Yes
2 o 2
Yes Yes DM 06
o *You can configure an inbound or an
= outbound reader.
=) )
= Inputs (DIP) and outputs (DOP) can be used to Only inbound reader with
push button,
connect several davices.
‘Yes Yes
 The parking lot will be devided info parking areas.
These areas will be assigned like access
o authorizations
z
o
z
Each floor will be defined and assigned like access

authorizations. Single floors can be set public =
without authorization check

Each floor will be defined
and assigned like access
authorizations.

After selecting a door model and specifying the reader type the entrance elements are created
in the software, along with their default controls. These can be customized later if required.

5.4.2 Creating Entrances

Selecting a door model:
The following table lists and briefly describes the door models available:

Door model 1 simple or common door

Door model 3 reversible turnstile for entrance and exit

Door model 5 parking lot entrance or exit

Door model 6 Inbound/Outbound readers for time & attendance

Door model 7 elevator control

Door model 9 vehicle boom barrier and rolling gate

Door model 10 simple door with IDS arming/disarming

Door model 14 simple door with IDS arming/disarming and special access rights
Door model 15 independent input and output signals

Important characteristics of door models.

— Door models 1, 3, 5, 9 and 10 include an option for additional card readers on the
inbound or outbound side.

—  Alocal access controller that is used within door model 05 (parking lot) or 07 (elevator)
cannot be shared with another door model.
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—  When an entrance has been configured with a door model and saved, the door model can
no longer be swapped for another. If a different door model is required the entrance must
be deleted and reconfigured from scratch.

Variants of individual door models

Some door models have variants (a, b, c, r) with the following characteristics:

a inbound and outbound readers

b inbound reader and outbound push button

c inbound OR outbound reader (not both - which would be variant a )

r (Door model 1 only). one reader for the sole purpose of registering persons at an
assembly point , for example in the case of an evacuation. No physical barrier is
involved in this door model.

Checks for completeness

The OK button to conclude the configuration only becomes active when all mandatory values
have been entered. For example, door models of variant (a) require inbound and outbound
readers. Not until a type is selected for both readers can the entries be saved.

Selecting readers for local access controllers:

The list of readers presented for selection will be tailored to the controller type you selected.

- For AMC 4W types only Wiegand-readers are available, both with and without keyboard.

—  For AMC 4R4 the readers in the following table are available. Do not mix protocols on the
same controller.

Reader name Wiegand- BPR-Protocol I-BPR- HID-Protocol
Protocol Protocol

WIE1 X

WIE1K (Keyboard) X

BPR MF

BPR MF Keyboard

BPR LE

BPR LE Keyboard

BPR HI

BPR HI Keyboard

TA40 LE

TB30 LE

X | X | X | X | X | X | X | X | X

TB15 Hi1

INTUS 1600

I-BPR

I-BPR K (Keyboard)

X | X | X | X

DT 7020

OSDP X
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OSDP K (Keyboard) X
OSDP KD (Keyboard X
+Display)

HADP X
HADP K (Keyboard) X
HADP KD (Keyboard X
+Display)

RKL 55 (Keyboord + LCD) X
RK40 (Keyboard) X
R40 X
R30 X
R15 X

Creating entrances using OSDP readers
In case of an OSDP reader the dialog appears as follows:

+ x &

[\/ Apply ] [X Discard ]
B¢ Connection servers
-5 AC3X0052UN2 Device data | Device type assignment
g7 + S x
E‘"tﬁﬂ DM5 OSDF K |Option5 | Door corrtroll Additional settings | Offline locking system | Keycabinetl Cards |
EI& MAC
EE AMC 4-R4-1 .
- Bl DMola-2 Name : |aSDP -1

l Door-1 D
. 1-BPRP-
‘ .pH -BPR-1
2 AMC4-R4-2
B TV O1e-1*

ion: [0SDP K

»

l Tir-1*

Division: ICommon

Type: [0SDP K

Activate encryption: [

By default the Activate encryption check box is cleared. Select it only if you are using readers
with OSDPv2 secure support

The following types of OSDP readers are available:

OSDP

OSDP standard reader

OSDP Keyb

OSDP reader with keyboard

OSDP Keyb+Disp

OSDP reader with keyboard and display

The following OSDP readers have been tested:

OSDPv1 - unsecure mode

LECTUS duo 3000 C - MIFARE classic
LECTUS duo 3000 CK - MIFARE classic
LECTUS duo 3000 E - MIFARE Desfire EV1
LECTUS duo 3000 EK - MIFARE Desfire EV1
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OSDPV2 - unsecure and
secure mode

LECTUS secure 2000 RO
LECTUS secure 4000 RO
LECTUS secure 5000 RO

Notice!
Caveats for OSDP

mud 0

defaults.

Do not mix product families, e.g. LECTUS duo and LECTUS secure on the same OSDP bus.
A customer specific key is generated and used for encrypted data transmission to the OSDP

reader. Ensure that system is properly backed up.
Keep the keys safe. Lost keys cannot be recovered; the reader can only be reset to factory

For security reasons do not mix encrypted and unencrypted modes on the same OSDP bus.

General door-model parameters

DM 014 ] Terminals]

Entrance name: |k (1 4

Entrance description: |0k 01a

Location: iDutside

Degtination: | DOutzide

Led Lo

Diivizion: ‘D:ummnn _]

Parameter

Possible values

Description

Entrance name

Alphanumeric,
between 1 and 16
characters

The dialog generates a unique name for the
entrance, but that name can be overwritten
by the operator who configures the entrance,
if so desired.

Entrance description

alphanumeric: 0 to
255 characters

An arbitrary descriptive text for display in the
system.
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5.4.3

Location

Any defined area
(no parking lots)

The named area (as defined in the system)
where the reader is located.

This information is used for access sequence
control: If a person attempts to use this
reader, but the current location of that
person (as tracked by the system) is different
from that of the reader, then the reader will
deny access to the person.

Destination

Any defined area
(no parking lots)

The named area, as defined in the system, to
which the reader allows access.

This information is used for access sequence
control: If a person uses this reader their
location will be updated to the value of
Desintation.

Waiting time external
access decision

Number of tenths of
a second

The time for which access controller waits for
a decision from the access control system.
before making its own decision.

Division

A read-only field

The defined division to which the reader
belongs. The default division is Common.

model 14)

Latency alarm device 100 - 9999 The time span in which the door opener can
(only for entrance be activated without an alarm being released.
models 10 and 14) This is a reader parameter which is set and
then sent to the readers.
The unit of this parameter is one tenth (1/10)
of a second.
Arming Area One letter: A Entrances of an IDS group will be activated
(only for entrance through Z together by the activation of the area's

readers.

Additional 1/O checks
Additional I/O checks can, for example, help identify a visitor based on Automated Number-
Plate Recognition (ANPR ).

The AMC gets 1 input via AMC 1/O contact:
—  Visitor authorized Additional 1/O check
The AMC prevents access in the case of a ‘not authorized’ signal.
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+ X ﬂ) v  Apply | X  Discard |
E-40) Connection servers

- Fg VM-ACE4DTU1-EN Device data | Device type assignment |
e Fh AccessEngine + IIE o

E"'ﬁ?ﬂ DMs " Parkingdot 05¢ I Parking zones ~ Teminals |
=@y MAC
E@ AMC-RCWM Signal allocation of ‘AMC (86482' with 42 signal pairing
- E-omota-1
H | T. | entrance | Input signal entrance Output signal
6482 01  Parking-lot 05-1 Door contact Parking-lot 05-1 Release door -
G482 02 Parking-lot 05-1 “"Regquest to exit” button Parking-lot 05-1 Door is unlocked
] ’"4 DM 10a-1 G452 03 Parking-lot 05-1 Passage locked Parking-lot 05-1  Stoplight green
El-{gé AMC 086482 6482 04 Parking-lot 05-1 Passage completed Parking-lot 05-1 Alarm masking
-4 aMC_1016_002_1 5452 05  Parkinglot 05-2 Dioor cortact Parking-lat 05-2 Fielease doar
10 AMC_1016_002_2 482 06 Parkinglot052  "Request to exit” button Parkinglot 052 Door is unlocked
El’”‘ Parking-lot 05-1 E482 07  Parkinglot 05-2 Pazsage lacked Parking-lot 05-2 Staplight green
e l Barrier-1 G482 08  Parking-lot 05-2 Paszage completed Parking-at 05-2 Alarm masking
""" W [BPRK-1 16_002_1 01 Parking-lot 05-1 External access decision accep... Parking-lot 05-1 External access ...
B ]‘ Parking-ot 05-2 16002 1 02 Parking-lot 05-1 External access decision denied
[ Barrier-2 16_002_1 03  Parkinglot 05-2 External access decision accepted Parking-lot 05-2 External access deci..
i I-BPRK-2 16002 1 04 Parkinglot 052 External access decision denied
16002 1 05
16002 1 0B
1R N2 1 N7 =
& o

The following functions are performed by the AMC:

Card Status Signal = 1:ANPR authorized Signal = 0: ANPR not authorized
Card authorized Access Invalid vehicle number’ event
Card on blacklist Not authorized - blacklist Not authorized - blacklist

Card expired Not authorized - expired Not authorized - expired

Card not authorized for this reader |Not authorized Not authorized

It is possible to open the barrier manually even if the visitor is not recognized.

For that functionality a switch is connected to the AMC I/O contacts.

The AMC sets an output signal Additional check active before the input signal is analyzed.

If a new visitor is registered, the license plate info must be entered by the operator in the BIS
(for reports) and in the ANPR system (for scanning).

ANPR will recognize for a registered vehicle from its database.

5.4.4 Terminals

Configuring Terminals
In its contents and structure, this tab is identical to the AMC Terminals tab.

DM Olb  Terminalz l

Signal allocation of 'AMC 4-FB4' with 3 zignal pairng

i | E[= | entrance Input signal entrance Cutput zignal
01 Dk 0la Dioor contact Ok D& Releaze door
02 DM Db Door contact DM 0b Release door
03 DM Db "Request to exit™. ..
04
05
0e
07
0g

o S e ) e ) e ) e S e S e o
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Here, however, it is possible to make changes to the signal assignment for selected entrance
model. Double-clicking in the columns Output signal or Input signal opens up combo-boxes.

DM 0le Teminalz l

Signal allocation of ‘AMC 4-FB4' with 3 zignal pairing

B. | e | entrance | Input signal | entrance Cutput zignal
0 M DMDa Dioor contact Ok 0 a Releaze door

] I:IE_ D_H b Door contact DM Db Release door
] 1] "Request to exit"ﬂ

04

. < not assigned
0 05 Hequest to ex
0 06 Bolt sensor

o o7 Pazzaqe locked
0 e Sabotage

Similarly it is possible to create additional signals for the respective entrance. Double-clicking
in an empty line brings up the appropriate combo-box:

DM Olb  Teminalz l

Signal allocation of ‘AT 4-R4' with 8 signal pairing

B.. | f | entrance ] [nput zignal ] entrance Output zignal

0 0 DMOla Cioor contact Ok D& Releaze door

0 02 DMOlb Door contact DM Ob Releaze door
0 03 DMOlb "Request to exit™___

n o5

0 0&

o or

o0 os

Signal assignments which are inappropriate for the entrance that you are editing are read-only,
with a gray background. These can only be edited while the corresponding entrance is
selected.

A similar gray background and pale foreground color is given to those outputs which were
parameterized in the Outputs tab of the AMC.

md 0

Notice!

The combo-boxes are not 100% context-sensitive, therefore it is possible to select signals
that will not work in real life. If you add or remove signals on the Terminals tab, test them to
ensure that they are logically and physically compatible with the entrance.

Terminal Assignment

For each AMC and each entrance a Terminal tab lists all 8 signals for the AMC on 8 separate

lines. Unused signals are marked white, and used ones are marked blue.

The list has the following structure:

—  Board: numbering of the AMC Wiegand Extension (0) or the I/O extension board (1 to 3)

—  Terminal: number of the contact on the AMC (01 up to 08) or the Wiegand extension
board (09 to 16).

—  Entrance: name of the entrance

—  Output signal: name of the output signal

—  Entrance: name of the entrance
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— Input signal: name of the input signal

AMC 4-F|4| Inputsl Outputs  Terminals |
Signal allocation of "AMC 4-Fd' with 12 zignal pairing
Board | T. | entrance | Input signal entrance Output signal
AMC 4-A4 M DM a Droor contact Db 07 a Relzaze door
AMC 4-R4 02
AMC 4-R4 03
AMC 4-R4 04
AMC 4-R4 05
AMC 4-R4 06
AMC 4-R4 o7
AMC 4-R4 08
EFF HI o
EFF HI 02
EFR HI-1 o
EFR HI-1 02
B 1 | )|

Changing the signal assignment

On the terminal tabs of the controllers the assignment of the separate signals is only displayed
(read-only). On the terminal tabs of the respective entrances, however, it is possible to
change or reposition the signals of the selected entrances.

A double-click on the entry to be changed in the column Output signal or Input signal
activates a drop-down list, so that a different value can be selected as the signal for the
entrance model. If you select Not assigned, the signal is released and can be used for other
entrances.

Thus you can not only change signals, but also assign signals to other contacts in order to
optimize the use of the available voltage. Any free or freed contacts can be used later for new
signals or as new positions for existing signals.

Notice!

In principle all input and output signals can be freely selected, but not all selections make
sense for all door models. For example it would make no sense to assign IDS signals to a door
model (e.g. 01 or 03) which does not support IDS. For more details see the table in section
Assigning Signals to the Door Models.

mud 0

Assigning signals to door models

In order to avoid incorrect parameterization the pull-down menus for assigning signals to
doors models, the menus offer only those signals which are compatible with the selected door
model.

The following signals are available for inputs and outputs:

Table of input signals

Input Signals Description

Door sensor

Request to exit Button to open the door.
button
Bolt sensor Is used for messages, only. There is no control function.

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



70

en | Connection Server AccessEngine

Access Engine (ACE)

Entrance locked

Is used to lock the opposite door in sluices temporarily. But can also be
used for permanently locking.

Sabotage

Sabotage signal of an external controller.

Turnstile in normal
position

Turnstile is closed.

Passage completed

A passage was completed successfully. This is a pulse of an external
controller.

IDS: ready to arm

Will be set by the IDS, if all detectors are in rest and the IDS can be
armed.

IDS: is armed

The IDS is armed.

IDS: request to arm
button

Button to arm the IDS.

Local open enable

Will be used if a doorway arrangement opens the door without involving
the AMC. The AMC sends no intrusion message but "door local open".

External access
decision accepted

Signal is set, if an external system accepts access

External access
decision denied

Signal is set, if an external system accepts access

Table of output signals

Output Signals

Description

Door opener

direction

Sluice: lock opposite

Locks the other side of the mantrap. This signal is sent when the
door opens.

Alarm suppression

... to the IDS. Is set as long as the door is open, to avoid that the
IDS creates an intrusion message.

Indicator green

Indicator lamp - will be controlled as long as the door is open.

Door open too long

Pulse of three seconds. If the door is open too long.

Camera activation

Camera will be activated at the beginning of a passage.

Open turnstile inbound

Open turnstile
outbound

Door is permanent open | Signal to unlock a door for an extended period.

IDS: arm

Signal to arm the IDS .

IDS: disarm

Signal to disarm the IDS .

activated

External access decision | Signal must be set to activate external access system

Mapping table of door models to input and output signals
The following table lists meaningful assignments of signals and door models.
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Door
Model

Description

Input Signals

Output Signals

01

Simple door with
entry and exit
reader

Readers for time &
attendance
External access
decision available

- Door sensor

- "Request to exit" button
- Bolt sensor

- Entrance locked

- Sabotage

- Local open enable

- External access decision
accepted

- External access decision
denieded

- Door opener

- Sluice: lock opposite
direction

- Alarm suppression

- Indicator green

- Camera activation

- Door open too long

- External access decision
activated

03

Revolving door with
entry and exit
reader

Readers for time &
attendance
External access
decision available

- Turnstile in rest position
- "Request to exit" button
- Entrance locked

- Sabotage

- External access decision
accepted

- External access decision
denieded

- Sluice: lock opposite
direction

- Open turnstile inbound

- Open turnstile outbound
- Alarm suppression

- Camera activation

- Door open too long

- External access decision
activated

05

Parking lot entrance
or exit - maximum of
24 parking zones
Readers for time &
attendance

External access
decision available

- Door sensor

- "Request to exit" button
- Entrance locked

- Passage completed

- External access decision
accepted

- External access decision
denieded

- Door opener

- Alarm suppression

- Indicator green

- Door open too long

- Door is permanent open
- External access decision
activated

06

Readers for time &
attendance

07

Elevator - maximum
56 floors

09

Vehicle entrance or
outgoing reader and
push button
Readers for time &
attendance

External access
decision available

- Door sensor

- "Request to exit" button
- Entrance locked

- Passage completed

- External access decision
accepted

- External access decision
denieded

- Door opener

- Alarm suppression

- Indicator green

- Door open too long

- Door is permanent open
- External access decision
activated

10

Simple door with
entry and exit
reader and IDS
arming/disarming

- Door sensor

- "Request to exit" button
- IDS: ready to arm

- IDS: is armed

- Sabotage

- Door opener

- Camera activation

- IDS: arm

- IDS: disarm

- Door open too long
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Readers for time &
attendance
External access
decision available

- IDS: request to arm

- External access decision
accepted

- External access decision
denieded

- External access decision
activated

14 Simple door with - Door sensor - Door opener
entry and exit - "Request to exit" button - Camera activation
reader and IDS - IDS: ready to arm - IDS: arm
arming/disarming - IDS: is armed - Door open too long
Readers for time & |- Sabotage
attendance - IDS: request to arm

15 Digital contacts

Assigning signals to readers

Serial readers (i.e. readers on an AMC2 4R4) and OSDP readers can be enhanced with local I/
O signals. In this way additional signals can be made available and electrical paths to the door
contacts shortened.

When a serial reader is created the Terminals tab of the corresponding entrance shows two
input and two output signals for each reader below the controller and (if present) the
extension board signals.

md 0

Notice!
These list entries are created for each serial reader regardless of whether or not it has local I/
Os.

These reader-local signals can not be assigned to functions and parametrized like those of
controllers and boards. They also do not appear on the Input signal and Output signal tabs,
nor can they be used for elevators (e.g. to exceed the 56-floor limit). For this reason they are
best suited for direct control of doors (e.g. door strike or release). This does however free up
the controller's signals for more complex parametrized functions.

Editing the signals

When an entrance is created the Terminals tab of the corresponding entrance shows two
input and two output signals for each reader below the controller. The Board column displays
the name of the reader. The standard signals for the entrance are assigned by default to the
first free signals on the controller. In order to move these to the reader's own signals they
first have to be deleted from their original positions. To do this select the list entry <Not
assigned>

Double-click in the Input signal or Output signal column of the reader to see a list of possible
signals for the chosen door model, and so reposition the signal. Like all signals these can be
viewed on the Terminals tab of the controller, but not edited there.

md 0

Notice!
The status of reader signals can not be monitored.
They can only be used for the door to which the reader belongs.
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5.4.5 Predefined Entrance Model Signals
Entrance Model 01

L’j\[;

Model variants:

01ia Normal door with entry and exit reader
01b Normal door with entry reader and push button
0ic Normal door with entry or exit reader

Possible signals:

Input signals Output signals
Door sensor Door opener
"Request to exit" button Sluice: lock opposite direction
Sabotage Indicator green
Local open enable Camera activation
Door open too long

Notice!
Singling function, especially the lock of the opposite, can be parameterized with DM 03, only.

mud @

Alarm suppression is only activated when the alarm suppression time before door opening is

greater than 0.
This entrance model can also be advantageous for vehicle entrances, in which case a

secondary reader for trucks and cars is also recommended.

Entrance Model 03

Model variants:

03a Reversible turnstile with entry and exit reader
03b Reversible turnstile with entry reader and push button
03c Turnstile with entry or exit reader
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Possible signals:

Input signal Output signals

Turnstile in normal position Open turnstile inbound
"Request to exit" button Open turnstile outbound
Sabotage Entrance locked

Camera activation

Door open too long

Additional signals using mantrap option:

Entrance locked Sluice: lock opposite direction

Alarm suppression

Configuration notes for mantraps:

When the turnstile is in normal position the first input signal of all connected readers is

switched on. If a card is presented and if the owner has access rights for this entrance, then :

— If at the entrance reader the first output signal is set at the entrance reader for the
duration of the activation time.

— If at the exit reader the second output signal is set at the exit reader for the duration of
the activation time.

When the Request to Exit (REX) button is pressed then the second input signal and second

output signal are set. During this time the revolving door can be used in the enabled direction.

Entrance Model 05¢c
[

(VX

—
G

=

Model variant:

05c¢ Parking-lot access entrance or exit reader

Possible signals for this entrance model:

Input signals Output signals
Door sensor Door opener
"Request to exit" button Door is permanent open
Entrance locked Indicator green
Passage completed Alarm suppression
Door open too long
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Both the entrance and the exit of the parking lot must be configured on the same controller. If
parking lot access has been assigned to a controller, then that controller can govern no other
door models. For the entrance to the parking lot only an entrance reader (no exit reader) can
be assigned. Once the entry has been assigned then selecting the door model again permits
you only to define the exit reader. You can define up to 24 subareas to every parking lot, of
which one must be contained in the card's authorizations in order for the card to work.

Entrance Model 06

v X v X

_cisosen | rooson |

Model variants

06a Entry and exit reader for time & attendance

06¢c Entry or exit Reader for time & attendance

Readers which are created with this door model do not control access but are used
exclusively for time & attendance purposes. They do not control the doors but only forward
card data to the time & attendance system.

As a consequence, no signals are defined. These readers are usually installed within an already
controlled area.

mud 0

Notice!

In order that valid booking pairs (entry time plus exit time) can be created in the time &
attendance system, it is necessary to parameterize two separate readers with door model 06:
one for inbound clocking and one for outbound

Use variant a when entrance and exit are not separate. Use variant c if the entrance and the
exit are spatially separate, or if you cannot attach the readers to the same controller. Make
sure that you define one of the readers as inbound reader and one as outbound reader.

As with any entrance it is necessary to create and assign authorizations. In Access Engine the
Time Management tab in the dialogs Access Authorizations and Area/Time Authorizations
lists all time & attendance readers which have been defined. Activate at least one reader in
the inbound direction, and one reader in the outbound direction. Authorizations for time &
attendance readers can be assigned along with other access authorizations, or as separate
authorizations.

If more than one time & attendance reader exists for a given direction, then it is possible to
assign certain cardholders to certain readers. Only the attendance times of assigned and
authorized users will be registered and stored by the reader.

mud o

Notice!

Other access control features also affect the behavior of time & attendance readers. Hence
blacklists, time models or expiry dates can also prevent a time & attendance reader from
registering access times.

The registered entry and exit times are stored in a text file in the directory: C:\Mgts
\AccessEngine\AC\TAExchange under the name TAccExc EXP.txt and held pending export
to a time & attendance system.
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The booking data are transmitted in the following format:

ddMMyyyy; hhmm[s] ;Direction [0,1]; AbsenceReason; Personnel-Nr.

d=day, M=month, y=year, h=hour, m=minute, s=summertime (daylight saving), O=outbound,
1=inbound

The export file is not sorted by person but contains all bookings in chronological order, as
received by the administration module. The field separator in the file is a semicolon.

Entrance Model 07 variants

Model variants:

07a Elevator with max. 56 floors

07b Elevator with max. 56 floors

Entrance Model 07a
Signals:

Input signal Output signals

Release <name of the floor>

One output signal per defined floor, with a
maximum of 56.

Upon summoning the elevator the card owner can select only those floors for which his card is
authorized.

The elevator door models can not be mixed with other door models on the same controller.
Using extension boards up to 56 floors can be defined for each elevator on an AMC. The card's
authorizations must contain the elevator itself and at least one floor.

Entrance Model 07¢c

Signals:
Input Signal Output Signal
Input key <name of the floor> Release <name of the floor>

For each defined floor an output and input entry exists - up to 56.

Upon summoning the elevator and pressing a floor selector button (hence the need for input
signals) the card's authorizations are checked to see whether they include the chosen floor.
Moreover with this door model it is possible to define any floors served as public access, i.e.
no authorization check will be performed for this floor, and any person may take the lift to it.
Nevertheless public access may itself be governed by a time model which limits it to certain
hours of certain days. Outside of these hours authorization checks will be performed as usual.
The elevator door models can not be mixed with other door models on the same controller.
Using extension boards up to 56 floors can be defined for each elevator on an AMC. The card's
authorizations must contain the elevator itself and at least one floor.
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Entrance Model 09

1
G
Possible signals:
Input signals Output signals
Door sensor Door opener
"Request to exit" button Door is open long-term
Entrance locked Traffic light is green
Passage completed Alarm suppression
Door open too long

For the barrier control, an underlying control (SPS) is assumed. In contrast to door model 5c,
you can configure this entrance and exit on different AMCs. Moreover there are no subareas,
but only a general authorization for the parking area.

Entrance Model 10

e \.

Eereey

cwan
meaw X

Ty

cman

Fmeaw X

Model variants:

10a Normal door with entry and exit reader and IDS (intrusion detection system)
arming/disarming

10b Normal door with entry, REX (request for exit) button and IDS arming/disarming

10e Normal door with entry, REX button and decentral IDS arming/disarming

Possible signals:

Input signals Output signals

Door sensor Door opener

IDS: is armed IDS: arm

IDS: ready to arm IDS: disarm [only DM 10e]
"Request to exit" button Camera activation

Bolt sensor Door open too long
Sabotage

IDS: request to arm button
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i

Notice!
This door model requires keypad readers. Cardholders require PIN codes to arm/disarm the
IDS.

Different procedures are required depending on which readers are installed.

I-BPR readers: (e.g. DELTA 1010, INTUS 1600)

Arm by pressing key 7 and confirming with Enter (#). Then present the card, enter the PIN
code and again confirm with the Enter (#) key.

Disarm by presenting the card, entering the PIN code, and confirming with Enter (#).

BPR reader: (including Wiegand)

Arm by pressing 7, presenting the card and entering the PIN code. There is no need to confirm
using the Enter key.

Disarm by presenting the card and entering the PIN code. Disarming and door-release occur
simultaneously.

Special features of DM 10e:
Whereas with door models 10a and 10b every entrance is its own security area, with 10e
multiple entrances can be grouped into units. Any one reader in this group is capable of
arming or disarming the whole unit. An output signal Disarm IDS is required to reset the
status set by any of the readers in the group.
Signals:
—  Door models 10a and 10b:

- - Arming is triggered by a steady signal

— - Disarming is triggered by the discontinuation of the steady signal.
—  Door model 10e:

— - Arming and disarming are triggered by a signal pulse of 1 second's duration.
[Using a bistable relay it is possible to control the IDS from multiple doors. In order to do this
the signals of all doors require an OR operation at the relay. The signals IDS armed and IDS
ready to arm must be replicated at all participating doors.]

Entrance Model 14

@ \ &

Model variants:

14a Normal door with entry and exit reader and IDS arming / disarming

14b Normal door with entry, push button and IDS arming / disarming

Possible signals:

Input signals Output signals
Door sensor Door opener
IDS: is armed IDS: arm
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IDS: ready to arm Camera activation
"Request to exit" button Door open too long
Bolt sensor

Sabotage

IDS: request to arm button

With door model 14 it is possible to form secured areas where the IDS (Intrusion detection
system) can be armed from any reader in the area. In such a case the signals IDS armed and
IDS ready to arm need to be replicated at each entrance.

In contrast to model 10 door model 14 can use readers with or without keypads. Another
difference is the assignment of arming/disarming authorizations. Only card owners with the
proper authorizations can arm/disarm.

In the case of keyboard readers, arming and disarming is performed as with door model 10.
In the case of non-keyboard readers, arming is not achieved by entering the PIN code, but by
using a switch near the reader which has the same function as key 7 of the keypad readers.
After using this switch, the status of the alarm device is displayed by the reader's colored
LEDs:

— Disarmed = alternating green and red light

- Armed = constant red light

Arm by presenting a properly authorized card.

Disarm by using the switch and presenting a properly authorized card.

Door-release is not automatic upon disarming, but requires the card to be presented again.

Entrance Model 15
Possible signals: These default names can be overwritten.

Input Signal Output Signal
DIP DOP

DIP-1 DOP-1

DIP-63 DOP-63

Unlike other door models, entrance model 15 manages those inputs and outputs of a
controller which are still free, and places them as generic inputs and voltage-free outputs at
the disposal of the whole system.

Unlike the output contacts of other door models, those of entrance model 15 can be
individually browsed in BIS's graphical user interface.

A checkbox Keep state in the screen for Device type assignment allows the user to save the
input and output (DIP and DOP) signal statuses if the AMC, MAC or superordinate systems
have to be restarted.
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5.4.6

5.4.6.1
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—  Activate the checkbox to save the latest signal statuses (0 or 1) in case of a restart.

— Deactivate the checkbox to allow resetting to default values in case of a restart.
Reinstating DOPs after restarts

When a MAC or AMC is restarted, it normally resets the state values of its subordinate DOPs
to the default value O (zero).

To ensure a restart always resets a DOP to last state that was manually assigned to it, select
the DOP in the device tree, and select the check box Keep state in the main window.

Special door models

Elevators

General notes on Elevators (Entrance Model 07)

Elevators cannot be combined with other door models on the same AMC controller.
Elevators cannot be used with the reader options Group access or Attendant required

Up to 8 floors can be defined on one AMC. An AMC extension board offers 8 or 16 additional
outputs per extension board.

Hence, using the maximum number of the largest extension boards it is possible to configure
up to 56 floors with RS485 readers, and 64 floors with Wiegand readers, if a special Wiegand
extension board is used in addition.

Differences between entrance models 07a and 07c

In the access authorization dialogs of the Access Engine System you can assign specific floors
to the authorization of a person.

If the elevator was created using the entrance model 07a a cardholder presents their ID card
and the floors for which they have permission for become available.

With the entrance model 07c the system checks the authorization for the selected floor after
the person has chosen it. The marked floors public are available for each person regardless of
authorization. Together with a time model the public function can be restricted to the
specified time model. Outside this period the authorization will be checked for the selected
floor.

Wiring scheme for elevators:

The following picture shows the connection scheme of an elevator using door model 07a.
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Legend:
- A =Key board of the elevator
- B = (solid line) AMC-Output signals
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—  C = (broken line) Connection to the elevator controls

— D =up to three I/O-Boards can be connected to an AMC, if its own eight inputs and

outputs are not sufficient.

— E = Data and Power supply from the AMC to the I/O-Boards

—  F =The elevator's floor selector

- G = Reader. Two readers are configurable for each elevator.l

The following picture shows the connection scheme of an elevator using door model 07c.
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Legend:
- B = (solid line) AMC-Output signals

O==MNWhrO O @

—  C = (broken line) Connection to the elevator controls

— D =up to three I/O-Boards can be connected to an AMC, if its own eight inputs and

outputs are not sufficient.

— E =Data and Power supply from the AMC to the I/O-Boards

- F =The elevator's floor selector

— G = Reader. Two readers are configurable for each elevator.
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Like parking lots, elevators have the parameter Public. This parameter can be set for each
floor individually. If the parameter Public is activated access authorizations are not checked -
so, any cardholder in the elevator can select the floor.

If desired, set a time model for the entrance model: Outside the defined time zones
authorizations will be checked.

Floors for entrance model 07

Use the Floors tab to add and remove floors for the elevator, using the Add and Remove
buttons.

Elevator 07 Floors | Terminals |

Avaiable exits /floors: |4/ 4

GiplD | Mame | Descrption | targetlocation | Division il |
85 Floor Dulside Comman

66 Floor Outside Comman Femove
67 Floor-2 Outside. Common
B8 Floor-3 Outside. Common

Target locations for a floor can be any Areas except parking lots and parking zones.

Only one Area can be assigned to an individual floor. The choice of areas offered in the combo-
boxes is therefore reduced after each assignment, thus preventing unintentional double-
assignments.

Elevator 073 Flomrs ]Termlnals]

Available exits / floors: |4 /4

GrplD | Mame Drescription | target location ‘ Diivision Add

|Dutside ﬂ
- R
£ Floor:] Building B - fitness center ~ m

E7 Floor-2 P
Building C - extension
E2 Floor-3 Euilding C -

extension - 1. floor Elevator 0Fa  Floors 1 Terminals]
Building C - extenzion - 2 foor
Building C - management
Building C - manaaing board Available exits / floors: |4/ 4
Building C - secretam

GrplD Narme Description | target location | Division
ES Floar Building C - extension - 1. floar Comman
515 Floar-1 Building C - extension - 2. floar Comman

|Dulside ﬂ
SR Floce-3 Buiding B - kitchen ] D

Buiding B - server room
Building B - fitness center
Building C - extension
Euiding C - management
Euiding C - managing board
Euiding C - secretary

When using entrance model 07a it is possible to make individual floors publicly accessible by
checking the Public access box. In this case no checking of authorizations takes place. The
additional assignment of a Time model would nevertheless restrict access to pre-defined
periods.

Elevator 07 Floors ]Terminals]

Avallable exits / floors: |4/ 4

| Mame | D escription | target location | Dix Audd

GirplD

E5 | Floor-4 | Building B - staff restaurant v Co
EE Flaar-5 Building B - kitchen I <hia time modell Con Remove
E7 Flaar-& Building B - server room I <hia time modell Coi
515} Flaar-7 Building B - fithess center v <hia time modell Coi

On the Elevator tab above the upper list box in the Access Engine dialogs Access
authorizations and Area/time authorizations select first the required elevator and then,
below, the floors to which the cardholder is permitted access.
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T =2 | d4 Ch - e Divisian: | Mew division 2 7

Authorization narne: |

Description: |

Entrance] Time management  Elewator 1 Parking Iot] Alrmng]

Elevators:

Areatime
authorizations Mame Description |State |Diviswon

@W Elgvator 07c Elevatar 07c ] Cammon

Acsess profiles

A Floors:

Areas

Mame Description From To | Stake ‘
92 Floor Building C - extension Building C - extension - 1. flaor v
N Floor-1 Building C - extension Bullding C - extension - 2.floar [w
Reset areas Floor-2 Building C - extension Building C - managing board |
unkn ewn Floor-3 Building C - extension Building C - secretary v
(@
5.4.6.2 Door models with intruder alarms

Arming and disarming intrusion detection systems - DM 14
In contrast to entrance model 10, DM 14 can be armed/disarmed.

Mew entrance

3

Settings -

Entrance model: IDM 14a; Common door with entry and exit reader and 105 rearming [arming authmizati-j

b ax. number outputz/auhorizations: |8/ 4

FReaders -

1zt inbound reader: JWIE‘I Reader: \Wiegand Reader j

15t outbound reader: |WIE1 Reader: Wiegand Reader j

2nd inbound reader [optional]:

2nd outbound reader [optional): ‘: <Mo reader defined: j

1] LCancel

An arming area is designated by a capital letter on the first page of the entrance. By assigning
an entrance to an arming area, the arming at one reader will apply to all entrances of that
area.

Authorizations for arming with Entrance Model 14

The first tab of the entrance 14 dialog contains an additional parameter for creating "Arming
areas". Several model 14 Entrances can reference the same arming area, so that any reader in
this area can arm or disarm the IDS (intrusion detection system).
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DM T4a | Aming authorizatinn&] Temninals

Hame: DM 14a

Description: |0 14a

Location: 1Dutside

Destination: | Outzide

Divisior: |E|:|mm|:|n

1 L 4 140
: -

Latency alarm desdcs:

Arming area: |f—'«

WLm

In this case the signals IDS armed and IDS ready to arm need to be replicated on the inputs
of the other entrances. When a second entrance model is created for the same arming area
then the device editor does the replication for you. The description of the signal of the second
door will be expanded by the signal no. of the corresponding signal of the first entrance
model: e.g. 1:04 [= the fourth signal on board 1]

DM 186 | Armlﬁg al.l“l‘hurléaln‘:ms:; Terminials

Signal allocation of 'AMC 4-R4' with 18 signal pairing

J Board T enhrance Input signal entrance Output signal
| AMC 4R4 01 DM 14b Door contact DM 14b Release dao 4 |

|AME 4-R4 02 DM 14b :04:ID5 armed DM 14b Aurming IDS =l
i AMC 4R4 03 DM 14b 1:05:1DS ready t___

| iAMC 4R4 04 DM 14b Arm 1D

| | AMC 4-R4 05 DM 14b "Request lo exit".._
| har ama NE | Mhd 14k Tiror rantank ihd 141 Palasea daor

After creating an instance of entrance model 14 the additional tab Arming authorizations lists
the authorizations generated by creating it. The user can freely choose names for the arming/
disarming authorizations.

2018-11|4.6.1 | CM Configuration Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE)

Connection Server AccessEngine |en 85

Dt 145 Arming authorizations l Terminals

Name of dizarming ]Disarmed-1
authorization:

Deszcription:

Wame of the armin 1Armed-1
authorization:

Description:

When collating authorizations, all created instances of entrance model 14 are listed on the tab
Arming of the dialogs Access authorizations and Area/Time Authorizations. Authorizations
for arming and disarming can be assigned separately.

ctainmeny | 1 I | B4 5 €«o

Division: |Mew division 2 %

Authorization name: |

Description: |

Entrance | Time managemantl Elevalor] Parking lot  Aming ]

Areaftime MName |Description

| Fram

Ta | Armed

‘ Disarmed | Division

autharizations Management DM 14a
SErver room DM 14a
?ﬁ DM 143 oM 143
Building & DM 14a
Access profiles
| |
5.4.6.3 DIPs and DOPs - DM 15

Creating Entrance Model 15:

Building C - extension
Building C - extension
Outside of the syskem
Outside of the system

Building C - management
Building C - secretary
Building C

Building & - flaor 1 - right

R

This entrance model offers independent input and output signals.

Seflings

(FUEEEREERRIOP/DOP 15: Digital

Mar. number oulpuls/auhrizations: [2/0
Number of DIPs (inputs) of 0 [0 —

Mumnber of DOPs [outputs) of 2 |0 =

v Comnrnan
v Cornrnan
v Common
v Comnrnan

If all reader interfaces are taken only this entrance model becomes available. You can define
this entrance model as long as there are at least two signals free.
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5.4.6.4

To AMCs with elevators (model 07) or parking lots (model 05c) it is not possible to assign this
entrance model.

Mantrap door models
Creating a Mantrap

Entrance models 01 and 03 can be used as "mantraps" for the singling of cardholder accesses.
Use the check box Mantrap option to make the necessary additional signals available.

New entrance

Settings

Entrance modsl: [DM Ma: Common daor with enly and exit reader |

Maz. number autputs/auharizations: |8 /0 ¥ Martrap option

You can combine all model types 01 and 03, but set this option on both entrances belonging
to the mantrap.

Along with the usual signal assignments for the door model, the mantrap option requires
additional signal assignments of its own.

Example: mantrap on one controller

Turnstiles are the most common means of singling access by cardholders. In the following
examples we have therefore used door model 3a (turnstile with entry and exit reader).
Mantrap configuration with two turnstiles (DM 03a):
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Turnstile in rest position (door

Turnstile in rest position {door inside) |

outside)
\ = =
| \\ - .
| Passage locked (door outside) == rg—ls/ Passage locked {door inside) |
I R | =
Release tumstile entrance (door = 5 P ] Release tumstile entrance (door
outsida) J g{— 5| 5 -nlg | insidea)
| =12 2 [
- = I 5 i Y
| Release tumstile exit (door outside) r___...:-'_"ﬁp'— =] E - ""'-—-—-..__1 Release tumstile exit (door Inside)
2 | 2|z \
| = & ]
Door lock of oppaosite direction (door = Door lack of opposite direction (door
outsida) EE IEE Inside)
{potentialfree, normally - = = (potentialfree, normally
(potent N EE EE | LA
N - el .- :\_
= [Shy s
gl—‘ E r::| s =
1 = 0 = “"""\-q%:
| =
Alarm masking (door outside) %:/ -1,""-::::-# Alarm masking (door inside)
—_ —

= 17 BOSCH | 2 BascH !
Inbound reader Outbound reader Inbound reader Qutbound reader
Door outside Door outside Door inside Door inside
Outside Mantrap Inside

Connections to the door locks for the opposite direction ensure that only one of the turnstiles
can be opened at any one time.

mud 0

Notice!

The output signals (Out) 3 and 7 are to be set potential free (dry mode)

The signal "door lock of opposite direction" is active on the 0. It is to be used for outputs 3
and 7 "normally closed".

Example: mantrap on two controllers

Mantrap configuration with two turnstiles (DM 03a) which are distributed across two
controllers:
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1_
—

oo W ER L o VL EER oo JEEN EER o N EELM EEL
]| i | 1/
ng| o i ng | (o Ui ng ng | [no

|
o
AMCZ 4R4 (outside) AMC2 4R4 (inside)

A+ |Cut] |Out Out | | Out Qut| | Out 4l |Out | |Out
Rdr1 1|12 || a2 | " 3 |4 Rart | | 2 || rar2 3|l
120 (112 1 1 1 1 1 1 1 1213 1 12 (1 1

g | Door lock of | Door lock of 1
opposita opposite
direction direction
{potential Tumstile
free, in rest
normally position
closed)
Release Alarm Rel Alarm
E‘a:.:szge tumstile masking tumstile masking
g entrance Release entrance
turnstile turnstile
axit exit

v X v X v X v X
2 BOSEH % BOSEH %2 BOSCH 7 BOSCH |
Inbound reader Qutbound reader Inbound reader Outbound reader
Door outside Door outside Door inslde Door inside
Outside Mantrap Inside

Connections to the door locks for the opposite direction ensure that only one of the turnstiles
can be opened at any one time.

md @

Notice!

The output signal (Out) 3 is to be set potential free (dry mode)

The signal "door lock of opposite direction" is active on the 0. It is to be used for output 3
"normally closed".

5.4.7

Doors

Configuring a Door: General Parameters

Description: [4MC-RCWMETD =

Manirap opton: I~

Division: [Commen =

Door | Options | Events

Figure 5.1:
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"Common"

Parameter Possible values Description

Name Alphanumeric, up to | The generated default value may optionally be
16 characters replaced by a unique name.

Description Alphanumeric, up to
255 characters

Division Default division is This is a read-only field. Assignments to

divisions are performed in the device editor
DevEdit for each door in the device hierarchy

Only for door models 01 and

03 if a mantrap is configured:

Mantrap option 0 = deactivated
(check box is clear)
1 = activated (check

box is selected)

A mantrap exists where two combined doors
use door model 01 or 03. Activate the
mantrap option for both doors. The doors will
also require special physical wiring.

Configuring a Door: Options

Door  Options | Events|

Outof order. [~
Urlock doot: g - Door s in nomal mode: |
me modet <o time modsl> |
ine: 50 1/10 sec
cctvatintine: 19 1710 s
corineitia: [0 110 sen.
ine: [300 1/10 sec.
00 |1 - Dissbls "request o e button mmedfatly =l
Door contact [
Bolt cortact [~
Extended door opentime ¥
handicaped persons)
Parameter Possible values Remarks

Manual operation 0 = check box is clear
1 = check box is

selected.

0 = the door is in normal mode (default), that
is, it is subject to access control by the
overall system.

1 = door is excluded from the access control
system. The door is not controlled and does
not generate messages. It can only be locked
or unlocked manually. All other parameters
for this door are turned off.

This parameter must be set for door and
reader separately.

0 = Door is in normal
mode

Unlock door

1 = Door is unlocked
2 = Door is unlocked
depending on time
model

0 = normal mode (default) - the door will be
locked or unlocked depending on the access
rights of the credentials.

1 = unlock for extended period - access
control is suspended for the period.

2 = unlock for a time period defined by the
time model. Access control is suspended
during the period.
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3 = Door is open
depending on time
model after first
passing through

5 = Door is blocked
long-term

6 = Door is blocked
depending on time
model

3 = locked as long as the time model is active
until the first person gets access - then open
as long as the time model is active.

5 = blocked until manually unblocked.

6 = locked as long the time model is active -
there is no door control, the door cannot be
used while the time model is active.

Time model

one of the available
time models

Time model for door opening times. If the
door modes 2, 3, 4, 6, and 7 are selected the
list box for the time models is available.

The selection of a time model is required.

Max. lock activation
time

0-9999

Time span for the activation of the door
opener, in 1/10 of second - default: 50 for
doors, 10 for revolving doors (03), and 200
for barriers (05c or 09c).

Min. lock activation
time

0-9999

Minimum time span for the activation of the
door opener, in 1/10 of a second.
Electromagnetic locks need some time to de-
magnetize - default: 10.

Door inertia

0-9999

After activation time has passed, door may be
opened in this time span, without an alarm
being issued, in 1/10 of second. Hydraulic
doors need some time to built up pressure -
default: 0.

Alarm open time

0-9999

If the door stays open after this time span, a
message is issued (door open too long), in
1/10 of a second - default: 300.

0 = no time out, no message

Door strike mode

List box entry

0 = REX (request-to-exit) button is disabled
after activation time

1 = REX (request-to-exit) button is disabled
immediately (= default)

Door contact

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = door has no frame contact

1 = door has a frame contact. A closed
contact usually means that the door is closed.
(= default)

Bolt contact

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = door has no bolt contact (= default)

1 = door has a bolt contact. A message is
issued when the door is opened or closed.
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Extended door open
time

(handicapped
persons)

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = the lock activation time is normal.

1 = the lock activation time is extended by the
factor set in the system-wide EXTIMFAC
parameter. This is to give disabled persons
more time to pass through the door. (=
default)

Configuring a Door: Events

Doar | Options Evens |

The follawing everts wil be available for use under “Assaciations’

Parameter

Possible values

Remarks

Intrusion

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = no intrusion message. This is useful if a
door can be freely opened from the inside.
1 = Upon unauthorized opening a message
will be triggered. Another message will
indicate the subsequent closure. (default)

Door state open/

0 = deactivated

0 = no "door open" message is sent (default)

closed (check box is clear) 1 = a message is sent upon opening or
1 = activated closing.
(check box is
selected)
5.4.8 Readers

Configuring a Reader: General Parameters

I-BPRK Options Door control  Additional settings  Cards

Mame :

Description:

Division:

Type:

Activate encryption:

I-BPR K

Common

I-BPR K ~

Supported only by OSDP v2 readers.

Parameter

Possible Values

Description
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Reader name

alphanumeric,
restricted to between
1 and 16 characters

The default value can be replaced by a unique
name.

Reader description

alphanumeric: 0 to
255 characters

A free text description.

restricted to between
1 and 16 characters

Division Default "Common" Only relevant if Divisions are licensed and in
division. use.
Type alphanumeric, Type of reader, or group of readers

Configuring a Reader: Options

I-BPR K Options | Door control I Additional settings I Offline locking system | Key cabinet | Cards I

FIMN code required: IEI = PIN code turned c;l
Time model for PIN codes: Ima time modell> LI

Access also by PIN code alone: [

Reader terminal / bus address: |-| .,I

Attendant required: [

Membership check: ||:| - ho check LI
Membership time model: Imc time modell= LI

Group access: |-|

Deactivate reader beep f access granted: [

Deactivate reader beep f access denied: [

VDS - Mode: [

Mzz. time for aming: (5

1/10 Sec.

Parameter

Possible values

Description

PIN code required

0 = PIN code turned
off - no input
necessary (default)
1 = PIN code turned
on - input always
necessary

2 = PIN code
controlled by time
model - input only
necessary if outside
of time model

This field is only enabled if the reader has an
input device.

Note that checks on the card, such as its
authorizations and access sequence (if
enabled), take precedence over the
correctness of the PIN.
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Time model for PIN
codes

one of the available
time models

The selection of a time model here is
mandatory if the parameter PIN code
required parameter is set to 2.

Access also by PIN
code alone

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Determines whether this reader can also
permit access based on a PIN alone, that is
without a card, if the access control system is
so configured. See Access by PIN alone, page
102

Reader terminal / bus
address

1-4

For AMC 4W: Numbered corresponding to the
Wiegand-Interfaces.

For AMC 4R4: Numbered like the jumpered
address of the reader.

Attendant required

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = visitor needs no attendant (default)

1 = the attendant must also use the reader

Membership check

List box entry

Note that Membership check only works with
card definitions predefined in the system
(gray background), not with customized
definitions.

0 - no check

Membership check is off, but the card is
checked for authorizations as normal
(default)

1 - check

The card is checked only for company ID, that
is for membership of the system.

2 - depending on time model

The card is checked for company ID
(membership) but only during the period
defined in the membership time model.

Membership time
model

one of the available
time models

The time model enables/disables the
membership check.

The selection of a time model is mandatory
for Membership check option 2.

Group access

For readers with keypad:

Minimum number of valid cards which must
be presented to the card reader before the
door is opened. The group can consist of
more cards than this number; in which case
the ENTER/# key is used to signal that the
group is complete. Thereupon the door is
opened.

For readers without keypad:
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The exact number of valid cards which must
be presented to the card reader before the
door is opened.

The default value is 1.

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Deactivate reader
beep if access
granted

If activated (1) the reader remains silent if an
authorized user is granted access.

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Deactivate reader
beep if access not
granted

If activated (1) the reader remains silent
when an unauthorized user is denied access.

The “Deactivate Reader Beep” functions depend on the respective reader firmware.
The firmware of some readers may not support this function.

VDS mode 0 = deactivated
(check box is clear)
1 = activated
(check box is

selected

If activated (1) the signalization of the of the
reader is switched off.

Max. time for arming |1 - 100 [1/sec]

Maximum time for feedback from intrusion
panel that arming is completed.

Network and Operation modes

This tab is only displayed for networked biometric readers.

Templates are stored patterns. They can be card data or biometric data.

Templates can be stored both on devices above the reader in the device tree, and on the
reader itself. Data on the reader is periodically updated by the devices above it.

The reader can be configured to use its own templates when making access decisions, or only

to use the templates from the devices above it.

Parameter Description
IP address: The IP address of this networked reader
Port: The default portis 51211

Templates on server

Card only

The reader reads card data only.
It authenticates them against data from the overall system.

Card and fingerprint

The reader reads both card data and fingerprint data.
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Parameter

Description

It authenticates them against data from the overall system.

Templates on device

Person dependent verification | The reader allows settings of the individual cardholder to

determine which Identification mode it uses. The personnel
data offers the following options:

—  Fingerprint only

- Card only

—  Card and fingerprint

These are described later in this table.

Fingerprint only

The reader reads fingerprint data only.
It authenticates them against its own stored data.

Card only

The reader reads card data only.
It authenticates them against its own stored data.

Card and fingerprint

The reader reads both card data and fingerprint data.
It authenticates them against its own stored data.

Card or fingerprint

The reader reads either card data or fingerprint data,
depending on which the cardholder offers first.
It authenticates them against its own stored data.

Configuring a Reader: Door Control

I-BPR K Options Door control | Additional settings  Cards

Reader blocking: | (i = Reader iz in nomal mode w

Time model to block reader: | zno time model =

Office mode: [ ]

Manual operation: [

Check time model upon access:

Additional verification: []

Host request timeout: 1f10 sec,

Open door if no answer from host:

Parameter Possible values Remarks
Reader blocking List box entry 0 = Reader in normal mode - no blockade (=
default)

1 = Reader is permanently blocked -
permanent blockade

Bosch Sicherheitssysteme GmbH

Configuration Manual 2018-11|4.6.1 | CM




96 en | Connection Server AccessEngine

Access Engine (ACE)

2 = Reader is blocked depending on time
model - blockade according to time model set
with Time model to block reader

Time model to block
reader

one of the time

models defined in the

system.

Blocks the reader according to the time
model selected.

Office mode

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Allows this reader to be used in Office mode ,

Manual operation

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = reader in normal mode (= default)

1 = reader is effectively removed from the
access control system, that is “out of order”.
No commands are received. All other
parameters for this reader are turned off.
The parameter must be set independently for
both the reader and door.

Check time models
upon access

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

0 = Time models will not be checked. There is
no time-restriction for access.

1 = If the cardholder has a time model
assigned to it, either directly or as an area-
time authorization, the time model will be
checked.

(= default)

Additional verification

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected

0 = host verification is not required

1 = host verification is required (default)
(IMPORTANT: Activation of this option is
required for additional video verification by
the operator of a BYMS or BIS system)

Host request timeout

0 = deactivated

0 = AMC works without host verification
(does not work with Area Change or Person
Countings). This control is only active if Host
verification is deactivated (0) and Open door
if no answer from host is activated (1)

1 to 9999 = using the reader requires a BIS
inquiry. The inquiry has to be answered
within the specified time span. If the time
expires, the AMC checks the parameter Open
door if no answer from host and decides for
itself. Values are 1/10 of a second. (Default =
30)
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Open door if no
answer from host

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

This control is only active, if the parameter
Host verification is set.

0 = does not open the door if a host decision
is needed but cannot be retrieved (offline
operation).

1 = opens the door after time out if it can be
released from the AMC. (= default)

Check parking ticket
credits

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

If activated (1) the parking ticket credits are
checked.

Check overstayed
parking

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

If activated (1) it is checked if the parking
period was too long.

Configuring a Reader: Additional Settings

Additional settings

I-BPR K Options Door control Cards

Access sequence chedk | (- Deactivated ~

Time management: [_]

Double access contral

Enable: []
]
minutes

Door group ID:

AntiPass-Back tmeout:

Random screening

Fandom screening

: [
Screening rate: I:I
]

Timeout random screening Minutes
REX button active when IDS armed:
Fead permanently:
Parameter Possible values Remarks

0 - Deactivated

1 - Activated;
deactivate upon LAC
malfunction

Acess sequence
check

0 = reader takes no part in access sequence
checking (= default)
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2 - Activated; leave
active upon LAC
malfunction

3 - Activated; use
strict sequence
checking even when
LAC malfunctions
(note: update
person's location
manually)

An activated sequence check can handle
persons who are set UNKNOWN in the
following ways:

1 = The first reading of the card will be down
without checking the location. All controllers
must be online.

2 = The first reading of the card will be down
without checking the location.

3 = Checking the location will be down for
every reading the card during LAC
malfunction.

checking generally.

completely.

checking for all readers.

In the BIS platform there is a MAC command to activate or deactivate all access sequence

To deactivate access sequence checking for a time period, a value is given in minutes with a
maximum of 2880 (= 48 hours). Setting the value "0" deactivates access sequence checking

Note: This command can modify access sequence checking only for those readers where the
parameter Enable access sequence is set. It does not deactivate/activate access sequence

Time Management

0 = deactivated

(check box is clear)
1 = activated
(check box is

selected)

In activated (1) the Ace process collects data
for the time attendance system.

Double access control

(anti-passback control)

Enable

0 = deactivated

(check box is clear)
1 = activated
(check box is

selected)

0 = without double access control (= default)

1 = with double access control

Within the time span set by the Duration
parameter, this reader and other readers in
the group cannot be used with the same
card.

If this parameter is activated, a door group 1D
must be used, even if only one reader is used.

Door group ID

Letters
A-Zanda-z and"-"
2 characters

Readers can be grouped using a Door group
ID. Presenting a card at one reader will block
subsequent bookings at all readers in the
door group (Default = =) until the time out
elapses.
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Anti-passback time
out

1-120

The reader can be used with the same card
after this time span has elapsed. As soon as
the card is used at a reader outside the group
the blockade is lifted immediately.

Values are minutes - default = 5.

Random screening

0 = deactivated
(check box is clear)
1 = activated
(check box is

0 = no random screening

1 = random screening according to the factor
will have no admittance until unblocked by

selected the dialog Blocking.

Screening rate 1-100 Percentage of random screening for an
extended check. Available if random
screening is activated.

Timeout random 1-120 With in the set time the user is subject to the

screening

random screening. Values are minutes -
default = 5.

REX button active
when IDS armed

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

For DM10 and DM14 only: REX push buttons
are disabled by default when the IDS is
armed. This would make it impossible to exit
the monitored area. This new reader
parameter enables the REX button even when
the IDS is armed.

This parameter also needs to be set where a
reader is used instead of a push button.

Read permanently

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

The reader read permanently if the reader has
the respective firmware of the manufacturer.
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Configuring a Reader: Offline Locking System

R15 I Dptionsl Croar controll Additional settings

Key cabinetl Cards I

R eader function: IHead only

El

Rules for the description: ILDcking system settings

wirite to card only:

Access even at wiite eror:

Wwiite to card onlp if authorized:
‘Wwiite to card only if LAC iz online:

i S Bl Bl

|

Parameter

Possible values

Remarks

Reader function

This box must be selected if a motorized card
reader is used

Rules for the
description

“Withdraw” means to make the card invalid.

Write to card only

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Access even on write
error

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Write to card only if
authorized

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Write to card only if
LAC is online

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)
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Configuring a Reader: Key cabinet

RIS I Dptionsl Door controll Additional settingsl Offline locking system  Few cabinet | Cards I
— Key retumn
r
| M ame | Select &l |
Deselect al |
Parameter Possible values Remarks

Check key return

0 = deactivated
(check box is clear)

Instructs the access control system to ensure
that a key has been returned to a Kemas key

1 = activated
(check box is
selected)

cabinet before allowing the keyholder to
leave the premises.

Configuring a Reader: Cards

Card validation
Motorized card reader: N
Withdraw card: [

Triggering criteria:

WIETK Header] Cptions l Door control ] Additional settings l (Cffline locking system ] Biometrics ] Key cabinet Cards

[1Blocked zard

[]Wigitor card

[1Card is blacklisted

[ Inwahd bime model

[Irwalid areastime model

[ Mo authonzation

[ Ahways collect

[ Collect visitor cards on collecting date
[ Callect vizitor cards on last day of validity

[ Collect other cards [no wisitor cards] on collecting date

[ Callect other cards [no visitor cards] on last day of validity

[ Timne model defined and invald, independent of access and reader parameters

[ AreasTime model defined and invalid, independent of access and reader parameters
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Parameter

Possible values

Remarks

Motorized card
reader

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Select this check box if a motorized card
reader is used

Withdraw card

0 = deactivated
(check box is clear)

In the case of a motorized card reader
Withdraw means physically retain the card.

1 = activated In the case of other card readers Withdraw
(check box is means that the system makes the card
selected) invalid.

Triggering criteria

0 = deactivated
(check box is clear)
1 = activated
(check box is
selected)

Select from this list any criteria that should
trigger the action Withdraw card.

md 0

Notice!

Motorized card readers can only be used with IBPR readers.

5.4.9

See also

—  Access by PIN alone, page 102

Access by PIN alone

Background

Keypad readers can be configured to allow access by PIN alone.

When readers are so configured, the BIS operator can assign individual PINs to selected
personnel. In effect, these personnel receive a "virtual card" that consists solely of a PIN. This
is called an Identification PIN . By contrast a Verification PIN is a PIN used in combination with
a card, to enforce greater security.

The operator can enter PINs for personnel manually, or assign to them PINs generated by the
system.

Note that the same personnel can continue to access using any physical cards that are also
assigned to them.

Prerequisite authorization for Operators

Authorization for a cardholder to access by PIN alone is only grantable by operators with the
special authorization to assign virtual cards. To give an operator this authorization, proceed as
follows.

1. In the BIS Configuration Browser navigate to Administration > ACE User profiles
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2. Select the User profile that is to receive the authorization:
Either enter it in the text field Profile name or use the search facility to find the desired
profile.

3. In the list of dialogs, click the cell containing Cards
A popup window called Special functions appears near the bottom of the main window
pane.

4. In the Special functions pane select the check box for Assign virtual cards (PIN)

[

5. Click or Apply to save your changes

Assigning an Identification PIN to a cardholder
See the ACE operation manual online help section: Permitting access by PIN alone

Setting the length of the Identification PIN for all reader types
The length of manually entered or system-generated PINs is governed by the parameter set in
the system configuration.
—  BIS Configuration Browser dialog
Infrastructure > ACE PIN Codes > (the lower dialog pane)
Identification PIN code configuration > PIN code length

i BIS Configuration Browser
File [Edit Extras Help
ﬁ Detector types o
E States

EE ACE PIN codes PIN code configuration

E ACE Card coding configu. Hllgwed number of FIN code irigls: B

ACE Card reader
[ ACE Card definition
E ACE Custom fields separaie IDS-PIN: ]

ldentification PIN code configuration
FIN code length b W

Apply X Discard

PIN code length:  [¢ 1,.-|

-y—

Configuring a reader for access by PIN alone.

1. Inthe BIS Configuration Browser navigate to Infrastructure > ACE Card reader.

2. In the Workstation pane select the workstation to which the reader is physically
connected.

3. Right-click the workstation and add a reader of type Dialog Enter PIN or Dialog Generate
PIN.
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5.4.10

4. Select the reader in the Workstations pane.
A custom reader configuration pane appears to the right of the Workstations pane.

5.  Verify that the drop-down list Card usage default contains the default value Virtual card.
Use PIN as card.

2

6. Click or Apply to save your changes

7. In the BIS Configuration Browser navigate to Connections.

8. Select the reader at the entrance where you wish to configure access by PIN alone.
9. In the Options tab, select the check box Access also by PIN code alone.

10. Click B or Apply to save your changes

Extension board - AMC...EXT

Creating an AMC-I/O-EXT (I/O Extension Board)

Extension boards provide additional input and output signals, if the eight contacts located on
the AMC are not sufficient for the connection of the necessary contacts (for example, with
elevators).

These extensions are physically connected to the associated AMC and can be installed only
below the respective AMCs in the Device Editor. The corresponding AMC entry is selected in
the explorer for the creation of an AMC-EXT, and the entry New Extension Board is chosen in
the context menu New Object.

Mew object Chel+1
Delete object  Chrl+L Mew extension board Chrl+E
Notice!
[ J
] Clicking the + button in the toolbar of the Device Editor creates new entrances only.

Extension boards can be selected using the context menu.

A selection dialog for the creation of the extensions appears.

AMC 1O extensions &l

Marmne | Typ |Nurnrner “ | Add

AMC_IOOG_O06_1  AMC_IO0S 1

Cancel

AMC-EXT is available in two variants:

- AMC_I008: with 8 inputs and 8 outputs

- AMC_l016: with 16 inputs and 16 outputs

- AMC_4W extension: with 8 inputs and 8 outputs

The selection dialog contains an entry with an AMC_lO08. By double-clicking the list box in the
Type column, you can also place an AMC_IO16.
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AMC /O extensions E|

Mame | { Tvp
AMC_I00S_005_1 IAMC_IOEIB

| Murnmer | add

<] |

L AMC T

Cancel

o]

You can connect up to three extensions to one AMC. A mix of the two variants is possible.
Click Add to create more list entries. These can all the column entries can be customized.

AMC /O extensions E|
ame | Tvp | Mummer | | fidd |
AMC_IO0S_005_1 AMC_IO0G 1
AMC_TO0S_005_2 | AMC_IO0S 2 1ELE
AMC_IO0S_008_3 | AMC_IO0S 3
0K Canicel ]

Extension boards are numbered 1, 2 or 3 as created. The numbering of the signals begins for
each board at 01. The signal number In combination with the board number provides a unique
identification. The signals of the extension boards can also be seen on the tab of the AMC to
which they belong.

Together with the input and output signals on the AMC up to 56 signal pairs can thus be
provided.

Extension boards can be added as required individually or at a later date up to the maximum
number (3 per AMC).

Creating an AMC2 4W-EXT

It is possible to configure special extension boards (AMC2 4W-EXT) for controllers with
Wiegand reader interfaces AMC2 4W). These modules provide an additional 4 Wiegand
readers connections as well as 8 input and 8 output contacts each. Thus the maximum
number of readers and doors connectable per AMC2 4W can be doubled to 8.

mud o

Notice!

The AMC2 4W-EXT can not be used as a standalone controller, but only as an extension to an
AMC2-4W.The doors are controlled and the access control decisions are made only by the
AMC2 4W.

The AMC2 4W-EXT can only be used in connection with an AMC2 4W. As it only has Wiegand
reader interfaces it is not usable with the AMC variant AMC2 4R4.

Like the 1/O extension boards (AMC2 8I-80-EXT and AMC2 161-160-EXT) the AMC2 4W-EXT is
connected via the extension interface of the AMC2 4W. The extension board has neither
memory nor display of its own, but is controlled entirely by the AMC2 4W.
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One AMC2 4W-EXT and a maximum of three I/O extensions can be connected to each
AMC2-4W.

To create an AMC2 4W-EXT in the system right-click the desired parent AMC2 4W in the
Explorer and select New object > New extension board from the context menu.

md 0

Notice!
The ** button in the tool bar of the Device data editor can only be used for adding entrances.
Extension boards can only be added via the context menu.

The same selection dialog appears as for creating I/O extensions, except that the list for an
AMC2 4W contains the additional element AMC_IO08_4W.

are I Tvp | Murnner Ql Add

AMC_IO0S 011_1 | AMC_IOD8 1

AMC 1003 49 |
AMC 016

Cancel |

The list entry AMC2 4W can only be added only once, whereas up to three I/O Extensions can
be added.

The button Add adds new list entries. In the case of an AMC2 4W the maximum number is 4
whereby the fourth entry is created as an AMC2 4W-EXT board.

Extension boards are numbered according to creation order 1, 2 or 3. The AMC2 4W-EXT
receives the number O (zero). The numbering of the signals for the AMC2 4W-EXT continues
from that of the controller, namely 09 to 16, whereas for each 1/O board the numbering begins
with 01. The signals for all extension boards are also shown on the tab for the relevant AMC2
4W.

Together with the input and output signals of the AMC2 4W up to 64 signal pairs can be
provided.

Modifying and deleting extension boards
The first tab contains the following controls for configuring extension boards.

Parameter Possible values Description

Board name Restricted The default identification guarantees a unique
alphanumeric: name, but it can be overridden manually.
1- 16 digits Please ensure that the ID is unique. Network

connections with DHCP servers should use
the network name.

Board description alphanumeric: This text is displayed in OPC branch.
0 - 255 digits
Board number 1-3 Number of the board connected to the AMC.

Display field, only.
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5.5
5.5.1

Power supply 0= deactivated (check | Supervision of the supply voltage.
box is selected) With voltage breakdowns a message is
1= activated (check generated at the end of a delay.
box is selected) The supervision function assumes the use of a

USV, so that a message can be generated.
0 = no supervision
1 = supervision activated

Division Default value This read-only field is only applicable where
"Common” the Divisions feature is licensed and used.

The tabs Inputs , Outputs and Signal Settings have the same layout and function as the
corresponding tabs for the controllers.

Deleting extension boards
It is only possible to delete an extension board when none of its interfaces is occupied. The

associated signals must first be configured on a different board before the delete button
and the context menu option Delete object become usable.

AMC2 4W-EXT

Because readers which occupy extension boards can not be removed or reconfigured singly,
they need to be deleted along with their corresponding entrances. Not until then can the
AMC2 4W-EXT be removed as well.

Additional Information

Optional additional readers

Optional additional readers at entrances

Door models 01, 03a, 03b, 06a, 14a, 14b can have a maximum of two inbound and two
outbound readers.

To configure these additional readers click Connections menu, Right-click an AMC controller
in the Device Editor and select New Object > New Entrance

Prerequisites:

— There are enough connections available on the responsible door controller

—  The first reader is configured before the second in each direction.

Printing summaries of AMC signals

To print an overview of the signals assigned to an AMC, click Connections menu > (Device
Editor) > Select an AMC controller > Open its Terminals tab and click the Print button.

To aid the technician it is usually beneficial to place a printout within the enclosure that
houses the AMC.

Configuring anti-passback control

Three parameters influence the behavior of the anti-passback control:

—  ANTIPASS: Activation/deactivation of control

—  ANTIPGRP: Marking of readers establishing the blockade, whenever a reader of this group
is used
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ANTIPTIME: Wait time, until a reader from this group can be used again

Default setting for ANTIPASS is 5 minutes.
If reader parameter ANTIPTIME is set to "0", this reader takes no part in the control.
If ANTIPASS = "1", the following is valid for ANTIPGRP:

ANTIPGRP = "--": This reader takes part in the anti-passbackcontrol and terminates

a blockade.

ANTIPGRP = "AA": This reader takes part in the anti-passbackcontrol and initiates a
blockade. Whenever within ANTIPTIME the card is read at a reader from the same group,
the persons gets no access.

An example shows what consequences different group settings have:
Assume a room with

door model Ol1a

an entrance reader = "RDR-E"
an outgoing reader = "RDR-A"
ANTIPASS =1

ANTIPTIME = 5

The following settings are possible through variations of ANTIPGRP:

RDR-E: ANTIPGRP = "AA"; RDR-A: ANTIPGRP = "AA"

Upon entering the room, the anti-passback control is activated with 5 minutes. If within
this time the entrance or outgoing reader reads the card, the access is denied, because
both readers have the same group ID. Therefore this combination is not useful.

RDR-E: ANTIPGRP = "AA"; RDR-A: ANTIPGRP = "--"

Upon entering the room the anti-passback control is activated with 5 minutes. Because
the outgoing reader is configured as "deletion reader", access is granted after reading the
card. Simultaneously, the blockade is deleted. Further bookings are possible at the
entrance reader. Note that there will be no new blockade established at the outgoing
reader. For example, the card can be presented multiple times at the outgoing reader. As
a consequence, double bookings are only possible at the outgoing reader.

RDR-E: ANTIPGRP = "AA"; RDR-A: ANTIPGRP = "AB"

Upon entering the room, the anti-passback control is activated with 5 minutes. Because
the outgoing reader belongs to another group, access is granted. The blockade of the
"AA" group is terminated, so that the card can be offered again immediately at the
entrance reader. For the "AB" group, a blockade is established. This combination makes
sense, if a blockade is intended in the exit direction. Double readings are not possible at
the entrance nor at the outgoing reader. Only the sequence entrance reader - outgoing
reader - entrance reader - outgoing reader works.

RDR-E: ANTIPGRP = "AA"; RDR-A: ANTIPGRP = ""(no data)

Upon entering the room, the anti-passback control is activated with 5 minutes. Because
the outgoing reader belongs to no group and is not a "deletion reader", ANTIPTIME is not
reset. The blockade of the entrance reader will continue for the time set even if the
outgoing reader gets a reading.
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5.5.2 Flow charts of procedures in Access Control
O Step in process valid for
most door models
‘ In = Input signal
Qut = Quipul signal

In 2: Door strike (Db,
with exit push button}

Out 1: Release door

Cardholdar
authorized?

Door strike
{In 2 s8t)

[False]
¥ Lac CARD NOT
AUTHORIZED

[True]

Door released (Out 1
on)

Open door (In
resat) within
max. lock
activation time?,

[False] (Lac: NO ACCESS
(Timeout)

[Falz&]

disabled
Immediately
?

Max_ lock activation
time passed

[True]

[False] [Clesed]

Laec: DOOR OPEN
TOO LONG
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Both doors closed (In
1,245 set)

Authorized card at
reader of deor 1 read.

Door 1 redeased (Out
1,23 on; In 5 reset)

Open door 1 within
max. lack activation
timea {In 1 resat)

Lac: ACCESS (Out 1

Dwoar 1
closed? {In 1
s&17)

[True]

[Falsa]

Door strike of doar 2
(In 6 set)

Door 2 nat released

3
Door closed within
alarm open time
{In 1,245 set, Out
23 off)

Doar strike of door 2
(In & sat)

Door 2 released (COut
4,56 an; In 2 reset)

Cpen door 2 within
rmax. activation time
(In 4 raset

Door closad (In 4 sat)
within atarm open
time

(In 1,25 set, Out 5,6
off)

Lac: DOOR OFEN
(Crut 4 offy

Slulce consists of two DMO1b

In = Input signal
Cut = Cutput signal

Door 1:

In 1: Deor contact

In 2: Passage locked
In 3: Door strike

Ot 1: Release door
Out 2- Door lock of opposite direction
Out 3: Alarm masking

Door 2:

In 4: Deor contact

In 5: Passage locked
In B: Door strike

Out 4: Release door
Qut 5 Door lock of opposite direction
Out B Alarm masking

{Out 4.6 off, Out 5 on)
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[Reader in normnal made (In 3 not sat)]

Door strike

{In 2 set)

Reading card

Authorized
o enter
parking lot?

[True]

Release door
(Cut 1, 4 on}

Open (In 1
reset)

[Falsa]

Lac: CARD NOT
AUTHORIZED

barriere?

[True]

Stoplight tums green
{Out 1 off, Out 3: on)

Passage
completed?

[False|

Lac: NO ACCESS
(Timeout)

{In 4 s8t?)

[True]

Parking lot entered;
Lac: ACCESS
(Cut 3 off)

Bamiere Closed

{In 1 set) within [False]

Lac: NO ACCESS
(Timeout)

[Closed]

Lac: DOOR OFEM

[True]

TOO LONG

DMOSc:
Enter a parking lot

In = Input signal
Out = Quiput signal

Entrance:

In 1: Door contact

In & Door strike (works anly
If reader paramelar
JUSEEXITP=1}

In 3: Passage locked

In 4: Passage completed
Cut 1; Release door

Out 2: Door |s permanent
apen

Out 3: Stoplight green
Out 4: Alarm masking

Exit:

In 5: Door contact

In 6: Dioor strike (works only
if reader parameter
JUSEEXITP=1)

In 7: Passage locked

In 8: Passage completed
Out 5: Release door

Out 6 Door is permanent
open

Qut 7: Stoplight green
Qut & Alarm masking
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Press button to start
GMA, activation
(In 4 zet and
immeadiataly reset)

Ready to
arm? (In 3
sat?)

[False] GMA not ready to
activate (Reader LED

keeps red)

[True]

Reading card
(Reader LED green)

oz ed

Card not &

(Reader LED keeps
red)

Authorized
to activate

[False]

Press button o start
GMA deactivation

Reading card
(Reader LED green)

Card not authonzed
(Reader LED keeps

not actival
{Out 2 keeps on; In 2

Authorized [False]

DM14: GMA activation by use of a
reader without keypad

In = Input signal
Out = Qutput signal

In 1: Door contact

In 2: |05 amed

In 3: |DS ready o arm

In 4: Arm DS

In 5: Door strike (DM14k)

Cut 1: Release door
Qut 2: Arming IDS

GIMA is not activated
(Out 2 keeps off)

Quitput signal LED on,
GMA s activated (Out
2on; In 2 set)

DM14: GMA deactivation by use of
a reader without keypad

In = Input signal
Gt = Qutput signal

Ir 1: Door contact

In 2: IDS armed

In 3: |DS ready to arm

In 4: Arm DS

In 5: Door strike (DM14b)

Out 1: Release door
Cut 2: Arming IDS

to deactivate
GMAT?

red) keeps set)

[True]

| Output signal LED on, i
GMA is activated

| (Out 2 off; In 2 reset} F

Diagram: Arming / Disarming
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Entrance model 10 Entrance model 14 Entrance model 14
only with keypad reader with keypad reader with reader without keypad

. Activain the ready 1o amT |
fenction pushing the |~
tusnion.

. Checholthe camddata | Cowckolihecon dain |

P gy

LB
E
iz
P
H

| Check of the arming Check of the arming
authorization | authorization
(Aetheatn the wering artering | : '
IDS armed IDS armed 1DS armed
Entrance model 10 Entrance model 14 Entrance model 14
only with keypad reader with keypad reader with reader without keypad

WSN @ BoscH

Check of the disarming [ Check of the disarming

authorization | | authorization ‘

DS disarmed IDS disarmed.
and release door To release the door the card must be read again.
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5.5.3

Configuring Random screening

Introduction to random screening

The random screening option is used to select for additional security checks random persons
entering or leaving a site. Upon presenting their card at a suitably configured door the
selected person's record receives a block for the whole system. The event recorded in the
event log. The person is denied access through all doors, and invited to proceed instead to

security personnel.
After performing the additional checks the security personnel uses the ACE GUI to manually
remove the block from the person's record.

The random screening process

<
| )

—

H 2 1

1. Cardholder presents card; Random screening places a system-wide block on the
cardholder's record.

2. Cardholder is diverted to security booth

3. Cardholder undergoes additional security checks. ACE Operator removes the block from
the cardholder's record. See, page 116

4. Cardholder leaves the security booth, bypassing the original reader

Prerequisites for random screening

Only persons authorized to pass through the entrance in the defined direction can be
randomly selected. As authorizations are checked before random screening takes place
any unauthorized person will immediately be denied access, and will not be included in
the random selection process.

Only persons that have not been exempted from screening can be randomly selected.
Exemption is configured in the ACE application > Cards dialog > Other data tab > check
box Excluded from random screening

The entrance should be of mantrap or turnstile type to prevent one person’s "tailgating"
another without presenting their own ID.

A card reader must be present for the relevant direction of passage.

Random screening is configured for each reader separately.

Only an operator with the necessary permission in their profile can configure random
screening for a reader.

—  Configuration Browser > Administration > ACE User profiles

There should be an ACE workstation in the immediate vicinity for removing any blocks
placed by the system on persons' records.
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Configuring random screening for a reader

To configure a reader for random screening proceed as follows:

1. Inthe Device Editor, DevEdit select a reader at the door where random screening is to
take place. Select the Additional settings tab.

File Edit Extras Help

+ X & v fpply | [X Discard |
=-¢ Connection servers

= i SERVER Device data | Device type assignment
:
) Engine 72 =

=) . )
E""tlgl] DMS WIE1 Reader] Options l Door cortrol  Additional settings | Offline locking system ] Biometrics ] Key cabinet l Cards ]
=By MAC
=5 AMC 4-W-1
=-{l DM 01a-1

Access sequence check: |3 - Activated; use stict sequence checking even when LAC malfunctioj

Time management: [~

)"‘ DM 01a-2 Double access control
Enable: [

Door group |0

Anti-Pass-Back timeout: |5 minutes

Random screening
Random screening

L3

Screening rate

Bl
S|
Timeout random screening: (30 Minutes
REX button active when 1DS amed: [
=[5

Read pemanenthy:

Select the Random screening check-box.

3. In the Screening rate field, enter the percentage of persons to be selected for screening.

4. Optionally enter a number of minutes in the field. Timeout random screening.
After a randomly selected person has been denied access, and their record blocked, the
system waits for this number of minutes before automatically removing the block. There
is no need in this case for security personnel to remove the block from the person's
record manually.
Note: if the field remains empty, or contains the value 0, then there is no time limit for
the block, and it must be removed manually by security personnel.

5. Save your settings.

Switching random screening on and off in the BIS client Device Overview
Prerequisite
Random screening has been configured in the device editor, DevEdit
Procedure
— Right click a reader in the Device Overview and select

- Random screening on

or

- Random screening off
Note: The Screening rate and Timeout parameters are automatically read from the
configuration, and not requested by pop-up dialog. Thus it is essential to configure the reader
in DevEdit beforehand.
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Notice!

In ACE and AMS clients the screening rates of readers can be adjusted from the following
dialog:

Main menu > System data > Random screening

md @

Notice!

Selection is at random. It is therefore possible, e.g. with a screening percentage of 10%, for
the next person entering also to be selected. The configured screening percentage is
achieved gradually as the number of bookings increases.

5.6

Removing blocks placed by random screening

The ACE operator deletes the block in the Access Engine client as follows:

1. Navigate to Main menu > Blocking

2. Enter the name of the person who has been blocked, to display their record

3. In the Blocking pane of the Blocking dialog, select the current random screening block
from the list.

4. Click the Delete button.

5. Confirm the deletion

Assigning detector types

In the dialog detector types (Infrastructure menu) all BIS installed devices can be configured
as regards their statuses, data transmissions and the commands they will accept from the
user interface.

When Access Engine is installed a number of detector types are created which can be
modified, deleted or added to as required.

For further details please consult the online help for that dialog.

% BIS Configuration Browser

Elle Edit Eztras Help

States fom
5| | @2 x ) BOSCH
% Detectar lypes i

-~
“% ACE PIN codes Detector types Commands 3
ACE Card coding config. e e Detector type commands Further possible commands:
ALE Card reader Access request reply Door open permanent .

ACE Card definiti = Access Engine Access sequence monitoring ondoff Global access sequence monitoring
s AlC gennion ACE Enor Entry/Esit blacking LAE coldstart
[i&] ACE Custom filds : % Grant access LAC warmstart

i ACE,_Gereral detector Manual mods on/olt MAC coldstart
ACE_Log MAL warmstart
ACE_R_Event Relay setfeset

Lo AMCID

- AREA
DIP

- DMS _J

- DOOR
DoF

T | » | | ( s

o MAC
READER

— - AMC2I0-MET
Administration = - &pplicationLauncher
- BOSCHOPCSMNMPserverdEl

@ Locations =+ Building automation
=+ BYMS
= DEROD receiver

@ Connections - Dibos DVR
= Divar State mappings l Symbuls}

Event |
@ lofiastuchuie : F;?nDID:‘gC " The reported states will be applied to the system without changes
= B LSNipaneIs ¥ The reported states are mapped:

R - Matrix switcher
+ - Message poal + £ %

é] Logging / Pratacol =/ Dperator Reported states States »~
+- PSManSys stiing: 01000301 4101 - Access =
= - Seriex 3000/7000 panels sting: 0100000 4076 - Init stark

Toals = Timer string: 0100000 4077 - Init end

videnl st |P Vid string: 010007 04 40078 - Device blocked
» £ sling. 01000206 4079 - Fingerpiink enabled v
< > b
ﬁ BIS Ready @ C:4MgtSiCustamer_Configuration\ACE
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5.7

In Access Engine there is a special detector type for every device. Whenever a controller or
entrance is created in the device data editor (DevEdit) the corresponding detector type is
automatically assigned. The mapping can be seen on the additional tab Device Type
Assignment in the device editor.

[BIEIES

% BIS Configuration Browser
File Edit Extras Help

+ X P Ve *® ) BOSCH
=4 Connection servers o
= By BAS-TEST-NE Device data  Dievice type assignment
il [T
BIS addiesses
= |§ AccessEngine ~

Areas
= Devices

429 AMC 4R4

=9 AMC_1008_001_1
-39 AMC_|008_0m_2
' 42§ BPRHI

-9 BPR HI-1

-2 BPR HI-Z

% Administration

Error L
[+ GuardT our
w

@ Locations ol
an b
) ) H
@ Copoections Properties of ‘Devices BPR HI-5
Description: | )

@ Infrastructure

i Detector type: READER =
2 J -]
General settings r t
g] Logging / Protocol
? Tools

»

ﬁ BIS .F!eady @ E"\MgtS\Eustnmel_Eﬂnliguratinn\A‘EE

If certain devices require other detector types, e.g. with a bigger command set, then the new
detector type can be defined using the detector types dialog and later assigned to that
specific device. In this way the default assignments of detector types can be customized and
overridden. The changes made here will persist for future use in the device data editor.

Hierarchical cardholder management

Overview and benefits

In large multi-server systems it may be beneficial to allow lower level ACE servers some degree
of autonomy in the creation of cardholders and devices. They can then continue to create
cardholder and device data if connection to the top-level server, that is the server with the
main database, is temporarily lost.

When the connection is reestablished, cardholder data that was created at lower levels is
normally merged with the cardholder data from the top-level server.

Device data temporarily created at lower levels in the hierarchy is normally overwritten by
data from the top-level server.

Introduction to the ACE Hierarchy Tool
The ACE Hierarchy Tool in the directory <installation drive>:\MgtS\AccessEngine\AC\bin is a
tool for the following tasks:
— Defining the role of the server on which it is executed. The role can be
—  top-level server (Level 3)
—  mid-level server (Level 2)
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-  bottom-level server (Levell)

Defining the Type of data transfer, that is how the data created at lower levels should be

handled when connection to the top-level server is reestablished. There are the following

possibilities:

—  The lower-level data is merged with the higher-level data. This is the default type for
replication from top-level server to mid-level server .

—  The lower-level data is deleted and overwritten by data from higher levels. This is the
default type for replication from mid-level server to bottom-level server .

Defining the Data to be transferred, that is whether only the access control data

(cardholder data) is replicated down the hierarchy, or both access control data and

device-dependent data together.

—  Only access control data. This is the default value for replication from top-level
server to mid-level server

—  Access control and device data. This is the default value for replication from mid-
level server to bottom-level server

See below for a detailed description of the categories of data for replication, that is, which
data are access control data, and which are device-dependent data.

Categories of data for replication

Access control data (cardholder data) are the following. These data are always replicated
down the hierarchy.

Companies

Person classes

Persons

Cards

Visitors

Blocks on Persons, including all that person’s cards.

Authorizations for personnel and visitors

Active Wiegand card definitions

Authorization profiles, including their assignments to personnel and/or visitors.
Time models including Special Days

Note that time models, including special days, must be created and maintained only on
the top-level server

Device dependent data are the following. These are usually replicated only from mid-level

server to bottom-level server

Assignments of readers to Authorizations

Workstations including Authorizations and Profiles
ACE Areas including named places and parking-lot data
Guard tours

Access sequence control
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The following diagram illustrates a simple ACE server hierarchy.

il

3 top-level server. (Level 3) This server carries the master cardholder
database. Time-model data for the hierarchy resides only here.

2 mid-level server (Level 2) This server is a child of the layer above and parent
of the layer below. Cardholder data is inherited from above, but can also be
created here and propagated downward..

1 bottom-level server (Level 1 also child server of 2).
Parent A server that passes data down the hierarchy. Parents can be either level 3
or level 2
Child A server that receives data from further up the hierarchy. Children can be

either level 1 or level 2

Gray arrows | Replication of access control data (cardholder data) alone.

Black arrows | Replication of access control data (cardholder data) and device data
together.

Defining a hierarchy: order of work

The ACE Hierarchy Tool affects only the server on which it is started. In order to build up a
hierarchy of ACE servers it is necessary to log on to each machine in turn and locally register it
as a member of the hierarchy.
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5.7.1

5.7.2

When you register a child server you are always required to specify its parent server. During
the registration process all ancestor servers, from which this child server is to receive data,
need to be accessible over the network for data consistency checks and assignment of unique
IDs.

For this reason hierarchies are built in a top-down manner. Always start with the top-level
server and progress downwards.

Modifying a server that is already in a hierarchy

To modify the attributes of a server, that is one or more of:

—  The server's Parent server

—  The server's Type of data transfer

—  The Data to be transferred

...you will need to first delete the server from the hierarchy, and then re-register it.

See also
—  Deleting a server from the hierarchy, page 123

Launching the ACE Hierarchy Tool

You must use a Windows account with Administrator privileges to run the ACE Hierarchy Tool .
To launch the tool, double-click on its executable file HierarchyTool.exe in the folder
<installation drive>:\MgtS\AccessEngine\AC\bin

Registering the top-level server

Prerequisites for registering a top-level server

—  BIS with ACE is not just installed but up and running on the server.

— No BIS client is running on the server.

—  All participating servers are running exactly the same version of BIS.

—  The currently loaded configuration is up to date. There are no unsaved modifications
pending.

— If you launch the tool on the top-level server you require only the username and password
of a BIS operator on the local machine.

The ACE database of this machine thereby becomes the main database for the entire
hierarchy. Changes made in this database will be propagated to all child servers and their
descendants.

Procedure for registering a top-level server

1. Logon to an administrator account on the intended top-level server

2. Start the hierarchy tool executable from <installation drive>:\MgtS\AccessEngine\AC\bin

3. At the logon prompt window enter the username and password of a local BIS user with
BIS administrator privileges
Result: The hierarchy tool verifies the authorizations of the BIS username you have
entered.
—  If not verified, an error message will appear.
- If verified, the screen Select the function of this computer appears.

4. In the pull-down list Function, select Top level server.

Click the Next button

6. The tool prompts for confirmation that the local Access Engine will be stopped, and the
MACs cold-booted.

o
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5.7.3

—  Click No to abort the procedure.
—  Click Yes to continue. Status messages describe the restart of Access Engine.

7. Finally a summary screen shows the state of the hierarchy. At the moment it contains only
the name of the top-level server.

8. Click the Exit button.

Registering a mid-level server

Prerequisites for registering a mid-level server

—  BIS with ACE is not just installed but up and running on the server.

— No BIS client is running on the server.

—  All participating servers are running exactly the same version of BIS.

—  The currently loaded configuration is up to date. There are no unsaved modifications
pending.

— If you launch the ACE Hierarchy Tool on any server that is NOT the top-level server you
will require
—  The username and password of a BIS operator on your local node.
—  The username and password of a BIS operator on your local node's parent server. A

child server server can have only one parent server.

The registration process

When a non-top-level server is added to the hierarchy, the ACE Hierarchy Tool needs to climb
up the hierarchy to register the child with the top-level server . Data is transferred down from
the top-level server differently, according to whether you are adding a mid-level server or a
bottom-level server .

mud o

Notice!

MACs, DMSs and other necessary services on the local node will be stopped and restarted
("cold started") in the order required to maintain data-consistency throughout the hierarchy.
Depending on the number of dependent door controllers there may be a considerable delay
until they have received fresh data, and are able to process access requests again.

Procedure for registering a mid-level server
1. Logon to an administrator account on the intended mid-level server server.
2. Start the hierarchy tool executable from <installation drive>:\MgtS\AccessEngine\AC\bin
3. At the logon prompt window enter the username and password of a local BIS user with
BIS administrator privileges
Result: The hierarchy tool verifies the authorizations of the BIS username you have
entered.
- If not verified, an error message will appear.
- If verified, the screen Select the function of this computer appears.
4. In the pull-down list Function, select mid-level server .
5. Click the Next button.
Result: The Select parent server screen appears.
6. Enter the name of the parent server, and the username and password of BIS user with
BIS administrator privileges on the parent server.
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5.7.4

7. Click the Test connection button to verify that the parent server +is accessible on the
network.

Result: The hierarchy tool verifies the network connection and the authorizations of the
BIS username you have entered. Both conditions must be fulfilled for the Next button to
become active.

8. Click the Next button.

9. The tool prompts for confirmation that the local Access Engine will be stopped, and the
MACs cold-booted.

—  Click No to abort the procedure.
—  Click Yes to continue. Status messages describe the restart of Access Engine and the
registering of the local system with its parent server .

10. Finally a summary screen shows the state of the hierarchy, with the server you have
added and its parent server. Note that the tool makes the following default selections:
—  Type of data transfer: Merge data from parent and local server
- Data to be transferred: Only the access control data (persons, cards, authorization

profiles)

11. Click the Exit button.

12. In the BIS Configuration Browser click Connections > AccessEngine > <name of each
MAC> and verify that the check box Active is selected on the property page after their
"cold start". If not, select these check boxes now.

— If the ACE synchronization popup appears at this point, click Yes.

See also
— Introduction to the ACE Hierarchy Tool , page 117

Registering a bottom-level server

Prerequisites for registering a bottom-level server

—  BIS with ACE is not just installed but up and running on the server.

—  No BIS client is running on the server.

—  All participating servers are running exactly the same version of BIS.

—  The currently loaded configuration is up to date. There are no unsaved modifications
pending.

— If you launch the ACE Hierarchy Tool on any server that is NOT the top-level server you
will require
—  The username and password of a BIS operator on your local node.
—  The username and password of a BIS operator on your local node's parent server. A

child server server can have only one parent server.

The registration process

When a non-top-level server is added to the hierarchy, the ACE Hierarchy Tool needs to climb
up the hierarchy to register the child with the top-level server . Data is transferred down from
the top-level server differently, according to whether you are adding a mid-level server or a
bottom-level server .
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Notice!

MACs, DMSs and other necessary services on the local node will be stopped and restarted
("cold started") in the order required to maintain data-consistency throughout the hierarchy.
Depending on the number of dependent door controllers there may be a considerable delay
until they have received fresh data, and are able to process access requests again.

5.7.5

Procedure for registering a bottom-level server

1. Logon to an administrator account on the intended bottom-level server .

2. Start the hierarchy tool executable from <installation drive>:\MgtS\AccessEngine\AC\bin

3. At the logon prompt window enter the username and password of a local BIS user with
BIS administrator privileges
Result: The hierarchy tool verifies the authorizations of the BIS username you have
entered.

—  If not verified, an error message will appear.
- If verified, the screen Select the function of this computer appears.

4. In the pull-down list Function, select bottom-level server

5. Click the Next button.

Result: The Select parent server screen appears.

6. Enter the name of the parent server, and the username and password of BIS user with
BIS administrator privileges on the parent server.

7. Click the Test connection button to verify that the parent is accessible on the network.
Result: The hierarchy tool verifies the network connection and the authorizations of the
BIS username you have entered. Both conditions must be fulfilled for the Next button to
become active.

8. Click the Next button.

9. The tool prompts for confirmation that the local Access Engine will be stopped, and the
MACs cold-booted.

—  Click No to abort the procedure.
—  Click Yes to continue. Status messages describe the restart of Access Engine and the
registering of the local system with its parent server .

10. Finally a summary screen shows the state of the hierarchy, with the server you have
added and its parent server. Note that the tool makes the following default selections:
—  Type of data transfer: Allow only data from the parent server
— Data to be transferred: Access control and device data

11. Click the Exit button.

12. In the BIS Configuration Browser click Connections > AccessEngine > <name of each
MAC> and verify that the check box Active is selected on the property page after their
"cold start". If not, select these check boxes now.

— If the ACE synchronization popup appears at this point, click Yes.

Deleting a server from the hierarchy

The deletion process and its consequences

If you delete a child server, it is deleted from the databases of its parent server and of the top-
level server.

Deleting a server from the hierarchy does not delete the database entries that the server
created and propagated while it was a member.
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Notice!

There is no way to delete an entire hierarchy in one session.

The hierarchy must be deleted bottom-up by running the ACE Hierarchy Tool on each server
in turn, and deleting it.

5.7.6

5.7.7

Procedure for deleting a server from the hierarchy

1. Logon to the server that you want to delete from the hierarchy.

2. Start the hierarchy tool executable from <installation drive>:\MgtS\AccessEngine\AC\bin
3. At the logon prompt window enter the username and password of a local BIS user with
administrator privileges

Result: The main window of the ACE Hierarchy Tool appears

Select the server in the System hierarchy pane of the main window

Click the Delete button

Confirm the deletion in the popup window.

Result: The server disappears from the System hierarchy pane of the main window
Click the Exit button

© o N oA

Modifying a server in the hierarchy

To modify the attributes of a server, that is one or more of:

—  The server's Parent server

—  The server's Type of data transfer

—  The Data to be transferred

...you will need to first delete the server from the hierarchy, and then re-register it.

See also

—  Deleting a server from the hierarchy, page 123
—  Registering a mid-level server, page 121

—  Registering the top-level server, page 120

Starting and stopping replicators in BIS

Introduction to replicators

A replicator is a computer process that reads or writes data between ACE servers, according

to the settings for Type of data transfer and Data to be transferred for each server.

—  Atop-level ACE server has one write-replicator process for each of its children.

— A bottom level ACE server has one read-replicator process for its one parent.

- A lLevel 2 ACE server has both of the above kinds of replicator, one for its parent and one
for each of its children.

After the server hierarchy is configured, the ACE database table contains the following

hierarchy data:

—  The servers

—  The replicator processes

—  The replicators’ status: stopped/running

When to start and stop replicators

Normally the replicators are started and stopped by the DMS Master process according to its
data tables. It is not necessary to start or stop or start replicators manually, except for the
following exceptions:
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—  You need to stop a replicator process to temporarily protect a level 1 or 2 server from
being overwritten by its parent while it is performing local tasks.
—  You will need to start replicator process if you manually stopped it.

Viewing replicators in the BIS Configuration Browser

An ACE connection server in the BIS device editor shows a new node Replicators below the

Access Engine node. The replicators are named after the servers on which they reside.

The example below shows the view from the configuration browser of a Level-2 server. It has
one child server BISACEDEV1 and one parent server BISACEDEV3. Each child server has the

sub-addresses Event and State.

+ X 'w Apply X Discard
=1- ) Connection servers

=-Fg BISACEDEV2 | Device data | Device type assignment
Be 3

BIS addresses

El@ AccessEngine
. Areas
[+-{F Devices

..... Ermor

[+--| 34 Guard Tour

& Log

. H=m
Elﬂ BISACEDEV1
L 0 Evert

Starting and stopping replicators from a BIS Client
If the configuration with the ACE server hierarchy has been loaded in BIS, and the client
restarted, then the same servers will appear in the BIS client as follows.

=4 Devices

B virtuell E: AccessEngine.Replicators

""" B9 Operators Addresses | Sub addresses | Sensors |

------ E Event log - Address State Type Fast access com... Descrig

E—J@ AccessEngine &9 BISACEDEVI PROCESS Server: BISA
B Areas &) BISACEDEV3 PROCESS Server: BISA
E GuardTour

m Devices

E Replicators

(LY

To start or stop a replicator process, right-click the replicator in the Address column of the
Addresses tab and select Start or Stop.
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5.7.8

BIS/ACE messages
The following messages are sent from ACE to BIS regarding hierarchical cardholder
management:
- Mapped on Event sub-address:
- 0x07000005, the message sent by the replicator to signal that it has started.
- 0x07000006, the message sent by the replicator to signal that it is stopping.
-  Mapped on State sub-address:
- 0x07000009, the message sent by the DMS master process to signal that it has
started the replicator.
- 0x07000007, the message sent by the DMS master process to signal that it has
stopped the replicator.

Replication in detail
This section describes hierarchical data replication in greater detail than is normally required,
and is included for reference purposes.

All access control data (cardholder data) from the top-level server is replicated to each mid-
level server (level-2) and merged with the data that has been locally generated or modified at
level-2.

Merging means that cardholder data will only be overwritten at level-2 if it has been modified
or deleted at Level-3.

md 0

Notice!

Consistency of card encodings

In order for data to be merged at all, the customer must ensure that cards with the same
codes are not created independently on different levels.

5.7.9

All access control data (cardholder data) from each parent server is replicated to the server’s
own descendants, but not to the descendants of its siblings.

Device data is replicated only to those Level-1 servers where the devices are connected. Each
Level-1 server receives a copy of its own device data that is maintained on its parent Level-2
server. After this replication, no data created previously at Level-1 will persist at Level-1.

A full automatic re-synch happens only when the network connection between a server and its
parent server is established or restored. As long as the network connection persists it is only
the changes at the parent level that are continuously replicated to its child.

ACE device data from the Level-2 server is replicated to Level-1 servers immediately, and each
Level-1 server receives from Level-2 only the data pertaining to its own devices.

After replication the data becomes active in ACE immediately. The BIS configuration, on the
other hand, needs to be updated and reloaded manually in the BIS Configuration Browser by a
Level-1 administrator user, whenever new devices are added or old devices deleted.

Limitations of the current version

—  The hierarchy must be completely within the BIS Common Division

—  The hierarchy supports a maximum of 255 ACE time models, which must all be configured
on the Level-3 Top-Level Server.
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5.8

—  BIS operator data is not replicated. Therefore the management of BIS operators,
including their authorizations, must be carried out separately on each BIS server.

— A BIS/ACE server must contain no person or device data while it is being registered in the
server hierarchy.

—  The operating system and BIS version of all servers in the hierarchy must all be of the
same language.

—  The servers in the hierarchy must all be of exactly the same BIS version. During a BIS
update all data transfer is stopped until the version numbers are the same.

-  Extended ACE functionality, such as key cabinets (Deister or Kemas), parking-lot
management and “PegaSys” Offline Doors have not yet been tested thoroughly in a server
hierarchy.

MACs and RMAC:s in hierarchical topologies

Introduction

Review the chapter MACs and RMACs in flat topologies, page 33 regarding definitions and
procedures for the configuration of MACs and RMACs in general.

The current chapter covers the differences between the configuration of MACs and RMACs for
flat and hierarchical topologies.

In short, the main difference is that a MAC does not simply fail over to another computer, but
to the next level up the hierarchy. This strategy provides extra resilience.

mud @

Notice!

Training recommended

In view of the complex and specialized nature of this topic, Bosch recommends that the
persons involved attend appropriate technical training.

Note on the illustrations in this chapter and subchapters
IP addresses in the form *.*.*.dd (where dd is an integer) stand for IP addresses that differ
from others in the diagram only by their last digits.
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Prerequisites

The hierarchy of servers has been set up as described in the chapter Hierarchical

cardholder management, page 117

The hierarchy is configured top-down, because each DMS server, except the top-level

server, needs to register with its parent in the ACE Hierarchy Tool.

Each DMS server has at least one MAC. The first MAC can reside either on the same

computer as the DMS (for example, MAC-B1 in the illustration), or on its own MAC server

computer (for example, MAC-M1 in the illustration).

NOTE: MAC-M1 in the illustration plays no part in the procedures described here.

—  For setting up MACs on the DMS server, see section Configuring a MAC on the DMS
server without RMAC, page 34

—  For setting up MACs on a MAC server, see section Configuring a MAC on its own MAC
server, page 35

RMACSs never reside on the same computers as the DMS or the MAC. They always reside

on their own MAC servers. For configuration of RMACs, see section Adding RMACs to

MACs, page 37

but in the MACInstaller tool set the main parameters as described in the next section.
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Procedure: Setting MACInstaller parameters in hierarchical systems

In an hierarchical system, where multiple DMS servers exist, the RMAC for a MAC on the
bottom level, actually interacts with the DMS on the middle level. Thus, in the illustration
above, bottom level MAC-B1 fails over to RMAC-B1, one level higher.

When using MAClInstaller.exe (see Using the MACInstaller tool, page 40) on the MAC and its
RMAC, set the parameters as follows:

On the computer where the MAC is running

Server: Name or IP address of the DMS server computer on its own level. In the
illustration the IP address for the Server parameter for MAC-B1 is the one that ends
in 26.

Port: 6001

Number: 1 (all MACs have Number 1)

Twin: IP address of the computer where the RMAC will run. In the illustration the IP
address ends in 24.

Update software: Select this option, as you are configuring a MAC server, not the
DMS server.

On the MAC server computer for the RMAC

Server: Name or IP address of the DMS server computer at middle level. In the
illustration the IP address ends in 20.

Port: 6201 (The DMS port number is the MAC port number plus 200)

Number: 2 (all RMACs have Number 2)

Twin: IP address of the computer where the twin MAC is running. In the illustration
the IP address ends in 26.

Update software: Select this option, as you are configuring a MAC server, not the
DMS server.

Note that by convention the MACInstaller parameter Port: (Port to DMS) for the RMAC, at
middle level, is 200 greater than that of its partner MAC at bottom level, as illustrated by the
following table.

“Port to DMS” for MAC (bottom level) “Port to DMS” for RMAC (middle level)
6001 6201

6002 6202

600n 620n

See also

- MACs and RMACs in flat topologies, page 33
—  Hierarchical cardholder management, page 117
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6.1.1

6.1.2

Infrastructure - System Configuration
Card Definition

Use this dialog to define data transmitted from the reader. New card definitions can be added
to the system at a later date.

The following types are predefined by the system, and are not modifiable:
— 32 Bit CSN - Standard MIFARE (32 bit)

—  HID 26 - Standard Wiegand 26 bit code = active (default)

—  HID 35 - HID corporate 1000

- HID 37 - HID 37 bit code - CN-H10304

- EM 26 - EM 26 Bit code

—  Serial readers (AMC 4R4/LACI) - 64 bit

—  HID 48 - HID corporate 1000

— 56 Bit CSN - Standard MIFARE Desfire

HID 26 is the default card type, and appears in the list Active card types

Active Card Types

For readers with L-Bus or BG900 protocols the list entry Serial Readers must be added under
Active Card types in the Configuration Browser (Infrastructure > ACE Card definition) in
order to make the manual input mask Dialog (Bosch) available in Access Engine for manually
entering card data.

Creating and Modifying

The button with the green plus sign (%) above the right-hand list box creates a new list entry.
In contrast to predefined data these newly created list have a white background and can be
edited and modified at any time. Double-click the fields Name, Description and Number of
Bits to edit them.

The name can have a maximum of 80 characters, and the description 255. The number of bits
is limited to 64 (if a higher number is entered then this will be reset to the maximum as soon
as the text field loses input-focus).

md 0

Notice!
Bit lengths are used to differentiate between Wiegand definitions. Therefore each new
definition must have a unique bit length which has not been used by an existing definition.

» To modify data double-click the relevant field. To delete first select data and then click
the red x () button.

md 0

Notice!

Only list entries created in the dialog (with a white background), can be modified in both the
left and right-hand lists.

Deletions are only allowed in the right-hand list, and only on list elements created since
installation.

When a list element is selected (in left or right-hand lists) then its encoding is displayed in the
lower part of the dialog. This part of the display is inactive if multiple list entries are
selected. The display shows bit-data in 5 rows and as many columns as the number of bits in
the definition.
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6.1.3
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Each column of the Field row can be given a label which determines how that part of the code
is to be interpreted. The labels available are as follows:

F Facility: marks the code part for
facility affiliation

C Code no: code part containing
the individual card number

El Even 1: bit to balance the first The declaration
Even Parity Mask of these values
activates the
check box for the

E2 Even 2: bit to balance the
second Even Parity Mask

corresponding
o1 Odd 1: bit to balance the first line.

Odd Parity Mask

02 Odd 2: bit to balance the
second Odd Parity Mask

1 Fix bit values contained in the

o code

In the case of the labels E1, E2, O1 and O2 it is enough to select the check-box on the
corresponding row. The box on the Field row will automatically be marked accordingly.
Explanation:

The signal sent by a reader when presented with a card is made up of a series of zeros and
ones. For each card(-reader) type the length of this signal (i.e the number of bits) is exactly
defined.

In addition to the actual user data, which are saved as code data, the signal also contains
control data in order to a) identify the signal as a card signal, and b) verify correct
transmission.

In general the fixed zeros and ones are useful for identifying the signal type.

The parity bits, which must yield either a zero (Even Parity) or a one (Odd Parity) as a
checksum over selected bits of the signal, are used to verify correct transmission. The
controllers can be configured so that they calculate one or two checksums for Even Parities
and one or two checksums for Odd Parities.

In the list control, those bits can be marked in the respective lines for the parity checksums
(Even1, Even2, Odd1 and Odd2) which should be included in the checksum. In the top line
(Field) for every checksum used a bit is defined to balance the checksum according to the
parity type. If a parity option is not used, the corresponding line simply remains empty.

Activating / Deactivating card definitions

Up to 8 card definitions can be active simultaneously. The definitions to be activated must be
moved to the left-hand list Active Card Types. This is done by (multi-)selecting one or more
definitions on the right-hand side, and clicking the left arrow ( < )button.
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No more than four definitions can be moved at once. Once four definitions are in place then
any surplus are discarded from the move. To add more definitions to Active Card Types it will
be necessary to delete one or more of those present by (multi-)selecting and moving them to
the right-hand side using the ( > )button, thus deactivating them.

md 0

Notice!

In the case of readers with L-Bus or BG900 protocols the list entry Serial Reader needs to be
activated. This is in order to make the manual input dialog Dialog Bosch available for
inputting data in the Access Engine dialog system.

6.1.4

Creating card data in the Access Engine dialog system

Manual data input

Different input methods are invoked within the access control system, depending on whether
Wiegand or Bosch cards are being used.

For all Wiegand definitions (HID 26, HID 35, HID 37 and 32 Bit CSN) the entry Dialog
(Wiegand) is generated, which allows the Customer code to be entered and modified as well
as the card number.

Dialog (Wiegand) Record ID [gj

Card no.: 2245
Customer code:  {gooooooi so

k. Cancel |

For serial readers the entry Dialog (Bosch) is generated with additional fields for Version and
Country Code.

md 0

Notice!
The values of the populated fields are defined in the Configuration Browser dialog
Infrastructure > ACE Card definition and can be overwritten, if required, for individual cards.

Data input by input reader

In addition to manual data input any workstation can be equipped with an input reader for
collecting card data.

For this purpose select an appropriate reader from the predefined list in Configuration
Browser > Infrastructure > ACE Card Reader.

If the chosen reader is an input reader for Wiegand cards (DELTA 1200 iClass RS232 BKL or
DELTA 1200 Prox RS232 BKL) then all active Wiegand card types will be listed along with the
reader (in Access Engine > Personnel data> Cards > Reader:Combo box arrow). One of these
card types must be selected in order to ensure the correct saving of the card encoding. That
is, the reader itself can not be selected directly but only indirectly via the choice of Wiegand
definition. If the required entry does not appear in the pull-down list then a different entry
needs to be activated in the Configuration Browser, or a different selection made in Access
Engine.
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|0 card ho.; Reader.. |iki

v  Standard wiegand 26 bit code

Authorizations Dialag {\Wiegand)
Dialog (Bosch)

In the case of input readers with Hitag, Legic or MIFARE read-processes the actual reader
entry is generated and can be selected from the list directly.

1D card no: |

w DELTA 1200 LE BKL USE

Dialog (wWiegand)
Authorizations l Other da Dialog (Bosch)

With Divisions (multi-party capability) enabled

If the access-controlled facility is divided among multiple parties (aka "Divisions") it is possible
to configure a code area on the card that allows the operator to distinguish between the
various Divisions' cards. Use the optional fields (only selectable where Divisions have been
installed) to define the position of the start bit and the length of the Division coding on the
cards.

Fange of division code within card data

Skart: 5: Length: 3

6.2 Configuring card codings

The coding of the access control cards ensures that all card data is unique.

Dialog path
BIS Configuration Browser > Infrastructure > ACE Card coding configuration
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= BIS Configuration Browser

= Edt Extras Help
B states v Apoly ¥ Dicod @) BOSCH
@ Detector typas ~
ACE PIN codes

| ACE Card coding config..

— Card default code data

ACE Card reader  Hexadecimal Wersion: |
ACE Card definition & Decimal Countycoder [T
ACE Custom fields Facility cade: |-|
— Check membership anly walues
" Hevadecimal 1. value: [150
@ Decimal 2. value: |IJ
3. wvalue: |D
4, walue: |D
_ : <_ = i i
|Heady IB C:\MgtSSCustomer_Configuration\BERP COnfig -éJ

Entering numbers in the dialog

To avoid errors in card-coding, all numbers can be entered in decimal or hexadecimal formats.
Select the radio buttons Hexadecimal or Decimal according to the instructions of the cards’
manufacturer. Any values already entered are automatically converted internally.

The main dialog pane is divided into two groups, which are described in more detail below:

—  Card default code data

—  Check membership only values

Card default code data

Use these fields to define values for the Version, Country code, and the Facility code which
are assigned to the card number when the card is enrolled in the system.

If the card is enrolled manually at an operator workstation, then a dialog appears displaying
the default values which may be customized for each card.

Code no. | Only the facility code is entered (hex or decimal).
complete
(default) [ Card default code data

" Hexadecimal Yersion: I
% Decimal Country code: I
Facility code: |-|

Entering encoding data:

The facility code is provided by the manufacturer as a decimal value: 56720
Select the radio button Decimal and enter the facility code.

Click the Apply button to save the data.
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Code no. |Version, Country Code and Facility Code must all be entered as decimal values.

split Card default code data

™ Hexadecimal YWerzion: |0
* Decimal Countre code: |0
Facilty code: 4

Entering code data:

The data are provided by the manufacturer as the following decimal values:
Version: 2

Country code: 99

Facility code: 56720

Enter the data in the appropriate text boxes.

Click the Apply button to store the data.

Notes on inputting default code data:
The default data are stored in the registry of the operating system and each badge number is
added at encoding time. Registration takes the form of an 8 digit hexadecimal value with
leading zeros as necessary.
If the code numbers are transferred completely then the system may convert from decimal to
hex, pad to 8 places with leading zeros and save the appropriate system parameter.
- Example:
- Input: 56720
—  Conversion: DD90
-  Saved as: 0000DD90
If the code numbers are transferred separately (split form) then only in decimal form. They
are converted to a 10-digit decimal number which is constructed as follows:
- Version: 2 digits
—  Country code: 2 digits
—  Facility code: 6 digits
- If any of the 10 digits are still empty then they are padded with leading zeros
- Example: 0299056720
This 10-digit decimal value is converted and stored as an 8 digit hexadecimal value.
- Example:
- decimal: 0299056720
—  hexadecimal: 11D33E50

Notice!

The system validates hex values, in the case of split code numbers, in order to prevent the
input of invalid country codes (above hex 63 or decimal 99) and invalid facility codes (above
hex F423F or decimal 999,999)

mud 0

Notice!
If the card capture occurs via a connected dialog reader then the default values are assigned
automatically. It is not possible to override the defaults when capturing from a reader.

mud 0

In order to do so the capture type should be switched to Dialog

Manual entry of the card number is in decimal format.
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When saving the data a 10-digit decimal value (with leading zeros) is created, which is then
converted to an 8 digit hexadecimal value. This value is now stored with the default code data
as the 16-digit code number of the card.
- Example:

— Input of the card number: 415

- 10-digit: 0000000415

—  Converted to hexadecimal: 0000019F

—  Combined with the default Code data (see above) and saved as the code number of

the badge: 11D33E500000019F

Check Membership only values
Checking for membership only means that the credential is checked only for membership of a
company or organization, not to identify an individual. Therefore do not use the
Membership check only for readers that give access to high-security areas.

Use this options group to enter up to four company or client codes. The data can be entered
as decimal or hexadecimal, but are stored as decimal values in the operating system's registry.

1~ Check membership only values

" Hexadecimal 1. value: ’1507

f* Decimal 2. walue: ’07
3. walue: ’07
4 value: g

Select the reader in the Device Editor, DevEdit, and activate the reader parameter
Membership check.

Only the company or client codes within the card data are read and verified against the stored
values.

md 0

Notice!
Membership check only works with card definitions predefined in the system (gray
background), not with customized definitions.

6.3

Enrollment readers

Introduction

An enrollment reader is a special card reader that is used for one or more of the following
tasks:

—  Capturing card data in order to register a cardholder in the system

—  Retrieving cardholder data from the system

—  Authenticating ACE operators for the ACE client.

Enrollment readers were hitherto always connected directly to an ACE workstation, (normally
via a USB or COM port).

As of ACE Version 4.5 any card reader connected to an AMC device can be used as an
enrollment reader, in addition to its access-control tasks. However, because it has only one
channel (port), a reader cannot do both simultaneously.

Note on configuration menus

Dedicated enrollment readers that are connected directly to the workstation via USB or COM
ports, are configured in the Configuration Browser in the dialog Infrastructure > ACE Card
reader.
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6.3.1

6.3.2

Enrollment readers that are also access readers are first configured hierarchically below the
AMC access controllers of ACE servers in the Configuration Browser Connections menu. They
must then be configured as enrollment readers in the dialog Infrastructure > ACE Card reader
also. See Configuring a non-fingerprint reader for access control and enrollment, page 139

Configuring a serial enrollment reader

To configure an enrollment card reader on a serial port, proceed as follows:

1. Inthe Configuration Browser, in the dialog Infrastructure > ACE Card reader, select the
desired workstation from the Workstations pane.

2. Select the reader type from the combo-box Reader type

3. Specify the number of the COM port used.

—Ioix]
File Edit Extras Help
B etector types v Apply X Discard @) BOSCH
B states
"B ACEPIN codes —Card reader
[#] ACE Card coding configu
- g oo R Type: [BoschRar -]
) ACE Card reader ] ACTACE 52008 eader for Mifare
'ACE Card definition [, BoschRdr Card usage default: Intus Bosch reader for
r FroxPro
ACE Custom fields Serial number inverted: |RDR 7080AKF BOS [Wiegand
DELTA1200MF RS232BKL  [DELTA 1200 MF RS232 BKL
DELTA 1200HI1 RS232BKL  [DELTA 1200 HI1 RS222 BKL
Readerfunclons. | p| 74 1200LERS232BKL  |DELTA 1200 LE RS232 BKL
DELTA 1200 Prox RS232 BKL [DELTA 1200 Prox RS232 BKL
DELTA 1200iClass RS232 BKL |DELTA 1200 Class RS232 BKL
DELTA 1200LEBKL USE DELTA 1200 LE BKL USE
DELTA 1200HI1 BKLUSE  |DELTA 1200 HIT BKL USE
COM port: [DELTAT200MF BKLUSB  |DELTA 1200 MF BKL USB Admitto ARD-EDMCVD02-USE
ARD 1200EM USB |ARD 1200EM USE
ARD EDMCV002 USB |Admitto Mifare Classic and DesFire EV1
Baudrate. | PegaSys MF BC USB PegaSys Mifare USE Reader
PegaSys MF SN USB PegaSys Mifare USB Reader for SerialNumber
Databits: |PegaSys HITAG BC USB PegaSys Hitag USE Reader
PegaSys HITAG SN USB FegaSys Hitag USE Reader for SerialNumber
Parity: |PegaSys Legic BCUSB Fegadys Legic USE Reader
PegaSys Legic SN USB PegaSys Legic USB Reader for Seriallumber
Stopbits. |Pe03SYs LegicAdvant BC USB. [PegaSys Legic Advant USS Reacer
1pbits | pegaSys MF Desfire BCUSB  [PegaSys Mifare Desfire LISE Reader
PegaSys MF Desfire SNUSB  |PegaSys Mifare Desfire LUSB Reader for SeriallNumber
Timeout: |Dialog Dial
Reset o default
@ Administration
7] Locations
@ Connections
@ Infrastructure
=
General settings
(=) Logging / Protocol
B
»
MKl | |
& BiS |Ready [ C:\MgtS\Customer_Configuration\ACE4.0 TU1 I i

For the remaining data for each reader type the default parameter settings are usually
sufficient.

For an up-to-date list of the reader types that can be selected from this dialog, consult the
release notes for your ACE version.

In the Access Engine Person dialogs both directly connected readers such as these, and also
access control readers connected via AMC controllers, can be used as enrollment readers by
selecting them from combo-boxes next to the buttons Reader... and Record card.

DELTA Readers with USB interface

Introduction
Readers with USB interfaces require virtual COM ports. Every reader delivered includes drivers
for setting up virtual COM ports.
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Procedure

1. Execute the driver installation program for your DELTA reader, for example: PL-2303
Driver Installer.exe.

2. Connect the reader to the ACE workstation's USB port.

3. Open the Device Manager program for your version of Windows, for example: Start >
Settings > Control Panel > Administrative Tools > Computer Management > Device
Manager

4. From the list of device types unfold the node Ports (COM & LPT) and note the number of
the COM port that was configured by the installation program, for example: Prolific USB-
to-Serial Comm Port (COM<number>)

f .-ﬂ*
e Back - -J I’f /'A_‘ Search |i_' Faolders | _‘; 3 x n '
- o 3 \a
| Address !“ Administrative Tools v| £d o
Mame = Size  Tvpe Date Modified
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Data Sources (O e ——
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%Internet Inform3 =) File Action Wiew Window Help |_—_ 1] =]
Local Security Po ——— — |
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@Performance Syskermn Tools - Computer |
%Services Event Yiewer g Disk drives
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Shared Folders

Local Users and Groups s DVDJCD-ROM drives
Performance Logs and Alerts 124 Floppy disk controllers
Device Manager \g Floppy disk drives
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@, sound, video and game controllers
Storage volumes

|
v
&

5. In the Configuration Browser go to Infrastructure > ACE Card Reader and enter the
number you have just noted in the COM Port field.
6. Select the appropriate reader type choose from the pull-down list.

6.3.3 RF IDeas Readers with USB interface
Introduction
Readers with USB interfaces require virtual COM ports. Every reader delivered includes drivers
for setting up virtual COM ports. Proceed as follows:
1. Locate the appropriate drivers for the reader as per the manufacturer’s instructions.
2.  Connect the reader
3. The operating system should detect unknown hardware and automatically install it.
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4. If automatic driver installation fails, manually install or re-install the driver via the Device
Manager for your version of Windows, for example: Start > Settings > Control Panel >
Administrative Tools > Computer Management > Device Manager

5.  From the list of device types unfold the node Ports (COM & LPT) and note the number of
the COM port that was configured by the installation program, for example: Prolific USB-
to-Serial Comm Port

6. In the Configuration Browser go to Infrastructure > ACE Card Reader and enter the
number you have just noted in the COM Port field.

7. For Reader type choose the pull-down item RW300 (for IClass readers) or ProxPro (for
proximity readers).

6.3.4 Configuring a non-fingerprint reader for access control and enroliment

1. Ensure that the reader is connected to the reader’s interface on an AMC.

2. Inthe Configuration Browser Connections > Connection servers > [your connection
server] > AccessEngine, create within your device hierarchy an entrance with that reader.

3. Click the Apply button to save your settings.

4. In the Configuration Browser Infrastructure > ACE Card reader, select the workstation to
for which the reader is to become an enrollment reader.

5. Click the green plus ¥ button to add a reader to the workstation.

6. Select the reader type Access reader from the drop-down list. Note that this reader type
can be used only once per workstation.

7. Click the Apply button to save your settings.

6.3.5 Configuring a fingerprint reader for enroliment use only

Introduction
For a general introduction to fingerprint readers, see Fingerprint readers, page 142

Procedure

1. Connect the fingerprint reader to your network.

2.  Run the AccessIPConfig tool (which has its own online help) to configure the network
parameters of the fingerprint reader.
—  Click the Scan for fingerprint readers button
— Double-click the desired fingerprint reader in the list
—  Click the Set IP... icon
— Inthe Set IP address dialog, select reader type Enrollment reader, and select the

appropriate Card Type for your ACE installation.

—  Carefully note the IP address for use later in this procedure

3. Inthe Configuration Browser, navigate to Infrastructure > ACE Card reader, select the
workstation to which the fingerprint reader is attached.

4. Click the green plus ¥ button to add a reader to the workstation.

5. Select the fingerprint reader in the device tree. Note that each reader type can be used
only once per workstation.

6. Enter the IP address that you set for this reader in the AccessIPConfig tool.
NOTE: If you changed the port number in the AccessIPConfig tool, ensure that you set
the same port number here also.

7. Click the Apply button to save your settings.
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Registering a duress finger

When recording fingerprints for cardholders it is possible to define a finger that a cardholder
can use if placed under duress. Use of this “duress finger” at the fingerprint reader will then
trigger a silent alarm in the system. See the ACE Operation Guide for details.

See also
—  Fingerprint readers, page 142

6.3.6 ACE operator login via enrollment reader

Introduction

For additional security, ACE operators can be configured in so that they can only enter the
ACE client interface by presenting their cards at the enrollment reader connected to that
server.

Procedure
1. In the Configuration Browser, locate the enrollment readers configured for an ACE server
by clicking Infrastructure > ACE Card reader.

Notice!
If multiple enrollment readers are configured on the same ACE server.
For logging in to the ACE client uses the enrollment reader that was configured first, i.e. the

uppermost in the list.

In order to configure a different enrollment reader for ACE login, remove any readers that are
above it until the desired reader is uppermost. Any reader that you remove can be added
again later, if required.

ol 0

2. In the following example the reader intended for login is PegaSys MF Desfire BC USB:

Type: [PegaSys MF Deshre BCUSB -

Caed wange cufout [Pers onal card Caed vaed for part =
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3. Go to Administration > ACE Workstations and select the check box Login via reader:
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| BB ACE Workstsbons (e

Automaii Logout aiter [0 Seconds

Workstation |
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4. The cardholder who is to log in to ACE via the enrollment reader needs to be associated
with an ACE operator. The procedure to do this is described in the section 2-Factor
Authentication.
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6.4

5. Save and reload the configuration, restart the ACE client.
The cardholder can now log onto ACE only by presenting his card to the enroliment
reader.

See also
—  2-Factor Authentication, page 19

Configuring PIN Codes

Dialog path

Main menu > Configuration > Options > PIN codes

BIS Configuration Browser > Infrastructure > ACE PIN codes

This dialog sets system-wide parameters for both kinds of PIN code:
-  Verification PIN

- Identification PIN

1 BIS Configuration Browser
File [Edit Extras Help

&% Detector types v  Bpply ¥  Discard

E Snates

") ACE PIN codes PIN code configuration

E8 ACE Card coding configu. Allowed number of FIN code ials:  [B |
[ ACE Card reader
8 ACE Card definition
[# ACE Custom fields separate IDS-BIN. [

ldentification PIN code configuration
FIN code length 8 o

FiN code length:  [¢ 1,.-|

PIN code parameters

Allowed Number of PIN Code Trials

The number in this field (3 by default) defines the allowable number of attempts to enter a
PIN at a keypad reader (possible values: 1 to 10). Cardholders who do not enter the correct
PIN code within the specified number of attempts are blocked system-wide, even at card
readers that do not require PINs.

You can only clear this block by using the Blocking dialog at an Access Engine workstation.

PIN Code Length
This text box sets the length of all verification PINs throughout the system. The range of valid
values is 4 to 9 (6 by default).
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Notice!

Do not change the setting PIN code length while the system is running. This would lead to all
assigned PIN codes becoming invalid and needing to be recreated.

Separate IDS PIN
If no separate IDS PIN is set, then a verification PIN can be used to arm the IDS.

Only if the check box is selected do the input fields for the arming-PIN become editable in the
Cards dialog. When the IDS PIN is set the verification PIN can no longer be used to arm the

IDS.

Identification PIN code configuration:
This text box sets the length of all Identification PINs for use with the feature Access by PIN
alone. The range of valid values is 4 to 8 (8 by default).

Additional steps for configuring Identification PINs for Wiegand and OSDP readers
If and only if you are using Identification PINs on Wiegand or OSDP readers, perform the
following steps.

1. In the Configuration Browser, navigate to Infrastructure > ACE Card definitions.
2. Select Input mode, with Description Manual input in the Available card types pane.
3. Use the arrow button to transfer it to the Active Card types pane.
4. Click the Apply button.
Card types
Active Card types: Available card types: l’?_,
Name MNumber of... |Description MName Number of... |Desciption
HID 26 26 Standard Wiegand 26 bit ... ﬂ 32 bit CSN 32 Standard Mifare (32 bit)
Input mode 64 Manual input HID 37 37 HID 37 bit code, CN-H10...
i‘ HID 35 35 HID corporate 1000
Serial readers (AMC2 4R 4... 64 Serial readers (AMC2 4R4...
EM 26 26 EM 26 Bit Code
Bosch code 63 Bosch code data record (...
Input mode 64 Manual input
Figure 6.1:
° Notice!
If you transfer Manual input to the Active Card types then LBUS and BG900 protocols will no
] longer work.

6.5

Fingerprint readers

Configuration using the AccessIPConfig tool
All fingerprint readers must be set up in the AccessIPConfig tool before they can be

configured in the Configuration browser. Consult the tool’s own online help for details of
usage.

Start the AccessIPConfig tool from the Configuration browser:
Tools menu > ACE Configuration and fingerprint devices,
or directly from the file system:

MgtS\AccessEngine\AC\Bin\AccessIPConfig.exe
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Reconfiguring a fingerprint reader that is already in use

A fingerprint reader that is already in use cannot be configured in the AccessIPConfig tool.

This is indicated by a yellow warning triangle next to the icon of fingerprint reader in the

Network name column in the tool.

To put the reader out of use without disconnecting it from the network, proceed as follows:

1. Locate the reader in the Configuration Browser > Connections > Connection servers >
[your connection server] > AccessEngine, > tab:Device data > (find the fingerprint reader
below its entrance in the device tree) > tab:Network & Operation modes

2. Setaninvalid IP address, that is, one that is not currently displayed in the
AccesslIPConfig tool.

3. Click or the Apply button to save.

4. In the AccesslPConfig tool, click the Scan fingerprint readers button to refresh the list.
The yellow warning triangle will have disappeared from the reader’s icon. Now you can
proceed to reconfigure the reader in the tool.

Afterwards, remember to set the correct address again in the Configuration Browser.

mud 0

Notice!

Fingerprint reader -- single channel

A fingerprint reader has only one channel, which at any one time can be used either for self-
configuration (via the AccesslIPConfig tool), or for access control or for enroliment. It can
perform multiple tasks sequentially but not simultaneously.

6.5.1

Configuring a fingerprint reader for access control

Introduction

As of ACE Version 4.6 fingerprint readers can be used for access control in different operation

modes, depending on whether the reader is currently online or offline.

—  Online: Fingerprint templates are stored on the DMS server and downloaded to the
devices temporarily whenever required.

—  Offline: Fingerprint templates are continually updated on the fingerprint reader while it is
online, in order to enable access control even when the reader is offline.

—  The capacity of a fingerprint reader to store fingerprint data is limited. For the
current maximum number of users, consult the datasheet corresponding to your
version of Access Engine.

—  Which of the offline options is used (Fingerprint only, Card only or Card and
fingerprint) may be determined either by the stored properties of the cardholder, or
by those of the reader. The reader parameter Person-dependent verification must
be selected for the offline option in the cardholder properties to take effect.

Prerequisites

—  Persons authorized for access by Fingerprint only must nevertheless have cards. This is
because the fingerprint reader transmits only card data to the system when it recognizes
the cardholder’s fingerprint.

If fingerprint readers are used, then at least two are necessary in any configuration:

—  First configure a fingerprint reader as an enrollment reader, to record fingerprints and
cards for the ACE system. See Configuring a fingerprint reader for enrollment use only, page
139

—  After that, configure at least one for access control at an entrance. Follow the procedure
below.
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Note that the procedure for recording cardholders’ fingerprints is described in the ACE
operation help.

Procedure

1. Connect the fingerprint reader to your network.

2.  Run the AccesslIPConfig tool (which has its own online help) to configure the network
parameters of the fingerprint reader.
—  Click the Set IP... icon
— In the Set IP address dialog, select reader type Access reader, and select the

appropriate Card Type for your ACE installation.

—  Carefully note the IP address for use later in this procedure

3. If the ACE client is running, close it.

4. In the Configuration Browser Connections > Connection servers > [your connection
server] > AccessEngine, create within your device hierarchy an entrance with fingerprint

readers.

5. Select your fingerprint reader in the device tree.
6. On the Network & Operation modes tab in the main dialog pane set the following

parameters:
Network |IP address |The IP address that is set for this reader in the AccessIPConfig
tool
Port Use the default port 51211 for all fingerprint readers

The following parameter options are mutually exclusive (radio buttons)

Fingerprint | Card only | The card scanner, not fingerprint scanner, in the reader is used.
|
templates Card and Verifies that the person using an access card is really its owner, by
on server R . . ) .
) fingerprint |scanning both card and fingerprint.
(Online
mode)
Fingerprint | Person - The identification mode of the fingerprint reader is read from the
templates |dependent |settings given to the individual cardholder in the ACE client
on device |verification | Personnel data > Persons > tab:Fingerprints.
(Offline The mode set there will be one of the three following options.
mode) Fingerprint | Only the fingerprint scanner in the reader is used
only
Card only |Only the card scanner in the reader is used.
Card and Both the fingerprint and the card scanner are used, to verify that
fingerprint |the person using the access card is really its owner.

Palm vein readers

Biometric verification
Biometric verification means allowing a cardholder to enter only after they present biometric
proof that they are the true owner of the ID card (or equivalent credential).

At least 2 biometric readers must be configured in the system, before biometric ID verification
can be profitably used:
— Areader connected to an operator workstation for enrollment of biometric data.
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— One or more readers at entrances to verify the identities of cardholders.

Prerequisites:
—  The palm vein reader is licensed and configured in the software of the manufacturer. You
have defined the following:
— IP address of the reader
— Reader ID (1 or 2) to distinguish between readers on the same biometric controller.
—  You have carefully noted the reader’s password, as provided by the manufacturer

Configuring the palm vein reader on an operator workstation
Dialog path
- BIS configuration browser > Infrastructure > ACE Card reader

Procedure
1. Inthe Workstations pane, select the workstation to which you want to connect the palm
vein reader.

2. In the Workstations pane, click the green plus icon.
3. In the Card reader pane, enter the following data:
—  Type: Select Palm vein sensor from the drop-down list.
— IP address: Enter the IP address of the palm vein reader controller.
— Reader ID: Select the palm vein reader ID from the drop-down list.
- Password: Enter the password that has been provided by the manufacturer of the reader.
4. Click Apply to apply and save the changes, or
click Discard to cancel the changes.

Creating a biometric controller in the device tree
Dialog path
-  BIS Configuration Browser > Connections

Procedure

1. On the Device data tab, right-click a MAC device and select New biometric controller
from the context menu.

2. Inthe PCS controller dialog, enter the required data:

— Name: Enter the name of the controller.

—  Description: Enter a description.

— IP address: Enter the IP address of the palm vein reader controller.

3. Click Apply, to apply and save the changes, or
click Discard to cancel or remove the applied changes.

Adding a palm vein reader to a biometric controller

1. On the Device data tab, expand the device tree, right-click a PCS controller device and
select New palm vein reader from the context menu.

2. Inthe PCS palm vein dialog, enter the required data:

—  Name: Enter the name of the palm vein reader.

— Description: Enter a description (optional).

—  Division: Select a division.

- Reader terminal / bus address: Enter the reader ID, 1 or 2.

—  Number of retries: Enter the maximum number of attempts allowed.
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- Password: Enter the password that has been provided by the manufacturer of the reader.
3. Click Apply, to apply and save the changes, or
click Discard to cancel or remove the applied changes.

6.7 Office mode

Introduction

The term Office mode describes the suspension of access control at an entrance during office

or business hours. The entrance remains unlocked for these hours, to allow unhindered public
access. Outside of these hours Normal mode applies, that is, access is granted only to persons
who present valid credentials at the reader.

Office mode is a typical requirement of retail, educational and medical facilities.

Prerequisites

For office mode to operate, the following requirements must be met:

In the configuration (device tree)

— One or more entrances must be configured to allow extended unlocked periods.
— At least one keypad reader must be used at the entrance.

In the client (Persons dialogs)

—  One or more cardholders must be authorized to put the entrance in and out of office
mode.

—  Their cards must be valid and allow access to the entrance outside of office mode hours.

6.7.1 Configuring an entrance for office mode

Procedure

In the Configuration Browser

1. Navigate to Connections > Connection servers > [your connection server] >
AccessEngine

2. Create within your device hierarchy an entrance with at least one keypad reader.
3. Select the keypad reader
4. On the Door control tab, select the check box Office mode
5. Click the Apply button
6.7.2 Authorizing and instructing cardholders to set office mode

The procedures for authorizing cards to set office mode, and for starting and stopping office
mode at a keypad reader, are described in the ACE operation help. Search for Office mode.

6.8 Custom Fields for personnel data

Introduction

Data fields for personnel are customizable in many ways:

—  Whether they are Visible, that is, whether they are displayed in the ACE client at all

—  Whether they are Required, that is whether a data record can be stored without valid
data in the field

—  Whether the values they contain must be kept Unique within the system

- What data type they contain (text, date-time, integer etc.)

—  Where (on which tab, in which column and in which row) in the ACE client they will
appear

- How large they will appear
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6.8.1

—  Whether and where the data will be used in standard reports

It is of course still possible to define entirely new data fields with all the attributes listed here.

Previewing and editing Custom fields

Dialog path
— In the Configuration Browser, navigate to the Infrastructure menu > ACE Custom fields
The main window is divided into two tabs

Overview This tab and its sub tabs (Address, Contact, Additional person data, Additional
Company data, Remarks, Card Control and Extra Info) are read-only, and
contain a roughly WYSIWYG overview of which data will appear on which tabs in
the ACE Client.

Details This tab contains a list of editors, one for each predefined or user-defined data
field.

Previewing

To preview in the Configuration Browser the effect of any change made in the Details tab,
click the Apply button and go to the Overview tab.

To see in the ACE Client the effect of these changes, click the Apply button and open the
relevant dialog in the ACE client. It is not necessary to reload the configuration or to restart
the ACE client. However, if the modified dialog is currently open in the ACE client, it will be
necessary to close and reopen that dialog.

Editing existing data fields

On the Custom fields > Details tab each data field, predefined or user-defined, has its own
editor window where its attributes can be modified.

Click in the editor of the field that you wish to modify. The active editor will be highlighted.

Combo box w - Tab: Bdra info v

||

Maxdmum
Medium
Minimum|

The editable attributes of custom fields are explained in the following table.

Label text Description

Label Label is the label of the data field as it appears in the client. It can be freely
overwritten to reflect the terminology used on your site.

Field type Field type is the type of the data, and determines the dialog control that
the operator will use to make entries in the client. Each field type provides
consistency checks for its particular input values, to ensure valid dates,
times, text lengths and numerical limits.
- Text field

—  Click the ellipsis button next to it to specify the number of

characters allowed.

—  Check box
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Label text

Description

- Date field
- Time
-  Date-time field
-  Combo box
—  Enter the valid values for your combo box in the text field
provided. Separate them with commas or carriage returns.
—  Numerical input
—  Enter your minimum and maximum values for the numerical input
in the spin boxes provided.
—  Building control 1 and Building control 2
—  These are special controls that can be relabeled here (in the Label
field) and linked to commands in the client Ul. Thus you can give
specific users permission, via their cards, to perform special
operations within the site. Examples of such operations are the
turning on of floodlights or the control of special equipment.

Visible

Clear this check box to prevent the data field from appearing in the client.

Unique

Select this check box to make reject data field contents that are not unique.
For example, personnel numbers should be unique for all employees.

The green light means that the data field is not currently used in the
database.
The red light means that the data field is currently used in the database.

Display in

Use this drop-down list to select the client tab on which the data field
should appear.

Required

Select this check box to make the data field mandatory. For example, a
surname is required for each personnel record. Without a surname the data
record can not be stored.

Note that the editor will not allow a required data field to be set invisible via
the Visible check box.

For ease of use in the client it is highly recommended that all required fields
be placed on the first tab.

Position

Use the spin boxes for Column and Row to position the data field on the
tab named in the Display in drop-down list.

Note that the editor will not allow you to select a position that is already in
use, or to overlay existing data fields.

Use the Width (percent) spin box to set the size of certain resizable
controls, such as text fields. 100% means that the control will occupy all of
the slot that is not already occupied by the data-field label.

Dimension

Use the spin boxes for Column and Row to specify the number of columns
and rows to be occupied on the tab named in the Display in drop-down list.
Note that the editor will not allow you to overlay existing data fields.

Creating and editing new data fields
On the Custom fields > Details tab each data field, predefined or user-defined, has its own
editor pane where its attributes can be modified.
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Click the New field button to create a new custom field with its own editor. The active editor

pane will be highlighted.
The editor has the same dialog controls for editing existing data fields, see the table above,

plus two extra:

Use in reports (check Select this check box to enable the new data field to appear in
box) standard reports.

Sequence number (spin | The sequence number determines the column that the data field
box) will occupy in standard reports.

Notice!
Only sequence numbers 1..10 are currently addressable by Badge Designer and Reports.

mud o

6.8.2 Rules for data fields
—  Location of data fields
—  Each field can only appear on one tab.
—  Each custom field can appear on any selectable tab.
—  Fields can be moved to other tabs by changing the entry in the Display in pull-down
list.
—  The label can contain any text: maximum length 20 characters.
—  The custom text fields can contain any text: maximum length 2000 characters.
—  Any field can be made a required field, but its Visible check box must be selected.

Notice!

Urgent recommendations before productive use

Agree and finalize the field types and their usage before using them to store persons’ data:
Each data entry field is assigned to a specific database field so that data can be located both
manually and by report generators. Once data records from custom fields have been stored in
the database, then these fields can no longer be moved or changed without risking data loss.

=

6.9 Audit Trail

The Audit Trail Report uses the system log of the ACE to select the safety relevant events of
the last n days. As the amount of data can increase very quickly, the installation default is 30
days.

The number of days can be modified in the registry key: HKLM\ Software\Wow6432Node
\Micos\SPS\Default\Loggifier\SysKeep\Q@value

Restart the Access Engine after any changes in the configuration

Calculation of event space:

Every event is stored in the system data log of the AccessEngine. Individual events are e.g.:
- door open,

- access,

- dialog start,

- personal single data change from dialog,
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- import

Notice!

Each event needs a maximum of 8KB disk space (usually only 1-4 KB)

Normal systems need only up to one 100MB file per day. If you import very much data (>
10.000), you need a multiple of 100 MB files per day (the files are automatically generated by

ACE if needed).

md 0

It is possible to backup the older files from the directory . .\MgtS\Access Engine\AC
\LgfLog\ and copy them only for the Audit Log Report (after midnight the older files will be
deleted again).

Roughly 3-5 GB of disk space are required on average for 30 days of operation. For a more
accurate estimate, observe the disk space used over a typical cycle of normal operation, and
extrapolate from this for the required period.
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7 Integrating a Kemas key cabinet

Introduction
The following section briefly describes the functionality of a Kemas key cabinet and how to
integrate it with an existing Bosch ACE or AMS system.

Prerequisites

— A Kemas key cabinet is ready for use and its IP address is known.

— The Kemas key cabinet system supports readers that can read and write Bosch standard
card encoding.

Functionality

—  The system prevents personnel from leaving the premises before returning their keys to
the assigned compartment in the Kemas key cabinet .

— The system creates an alarm with the state Access denied (key) if a person attempts to
leave the premises and the key has not been returned.

—  The system prevents personnel from leaving the premises if the connection to the Kemas
key cabinet is interrupted.

—  The system creates an alarm with the state Access denied (offline) if a person attempts
to leave the premises while the connection to the Kemas key cabinet is interrupted.

—  The system creates an alarm with the state Key cabinet offline if connection to the Kemas
key cabinet is interrupted.

Limitations
The current version supports only one per ACE or AMS system
Concurrent operation of a Kemas key cabinet with a Deister key cabinet is not supported.

Notice!

Data security risk

An unencrypted network connection (http) between ACE or AMS system and a key cabinet is
a data-security risk. Ensure that all necessary measures are taken to protect the network
traffic in the overall system from unauthorized access.
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7.1 Configuring Kemas within the access control system

Creating BIS states for the key cabinet
1. Inthe BIS Configuration Browser navigate to Infrastructure > States
2. Create a new state list with the name Key cabinet
3. Create 4 new states, with the following texts (these are examples used throughout this
document):
- Access denied (key)
- Access denied (offline)
- Key cabinet online

- Key cabinet offline

Configuring BIS states for the reader

1. Inthe BIS Configuration Browser navigate to Infrastructure > Detector types > Access
Engine > READER

2. Create two state mappings for READER. Note: case sensitive!
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Reported state State
0200003a Access denied (offline)
02000037 Access denied (key)

Configuring BIS states for the key cabinet

1. Inthe BIS Configuration Browser navigate to Infrastructure > Detector types > Access
Engine > KEYCABINET

2. Create two state mappings for KEYCABINET. Note: case sensitive!

Reported state State
0c000200 Key cabinet offline
0c000201 Key cabineit online

Configuring the Kemas key cabinet

In the BIS Configuration browser navigate to Tools > ACE key cabinet configuration
Click New

For the key cabinet type, select Kemas

Enter the name and the internet address of the key cabinet

Turn on the key cabinet

Click Save.
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Configuring the reader
Readers that are to be connected to the Kemas key cabinet need to be configured in the
Device editor.
1. Inthe BIS Configuration browser navigate to Connections
2. Select the desired reader in the Device editor tree view
3. Open the properties page of that reader
Select Check key return and then the Kemas key cabinet
4. To prevent the AMC from allowing egress without permission from the key cabinet,
configure the following parameters. Click the Door control tab.
—  Enter avalue > 0 for the parameter Waiting time for response
—  Clear the check box labeled Open door if no answer from host

Completing the configuration in BIS ACE

1. Load the modified configuration in BIS Manager

2. In the BIS Configuration Browser, navigate to Connections > Connection Servers > DMS
3. Right-click and select Synchronize from the context menu.
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8 Integrating a Deister key cabinet

Introduction

The following section describes how to integrate a Deister key cabinet with an existing ACE
system.

A key management system can consist of

— 1 key terminal with

— 1 or more key cabinets, where each cabinet contains

— 1 or more key panels, and each panel typically contains

- 8, 16 or 32 slots for key tags.

The minimum configuration is one terminal with one cabinet containing one key panel.

A single ACE system can manage multiple key management systems, each with its own key
terminal.

Preparing the hardware for installation
1. Start by physically assembling the Deister key management system including all panels,
and inserting all key tags in their intended slots.
2. Connect the Deister key management system to the network.
In the BIS Configuration Browser navigate to Tools > ACE Key Cabinet Configuration
4. Click the button Key Cabinet Configuration.
Result: The Key Cabinet Configuration window appears.
5. Select the Activated check box and click Save,
—  ACE will connect to the terminal and configure all inserted keys automatically,
avoiding the need to configure keys individually afterwards.
—  Note: Nevertheless the BIS ACE operator will be able to browse the key states and

w

reconfigure the system after this initial configuration.
6. Follow the configuration procedure below.

Configuration in the ACE software: Overview

The integration of a Deister key management system in BIS Access Engine (BIS ACE) consists

of three phases.

— In the BIS Configuration Browser: Entering the parameters of the key management system
in BIS

— In the ACE client: Defining the names of keys and key groups

— Inthe ACE client: Granting to ACE cardholders permission to take selected keys from the
Deister key cabinet.

Limitations

Before proceeding, consider the following limitations. If in doubt on the applicability of any

point, please contact Bosch technical support through the proper channels.

— If a Deister key cabinet integration is used in ACE configurations where cardholders have
multiple cards:

— Only one access card can be used with the Deister key cabinet.

— By default this is the first card listed in the ACE client dialog Personnel data > Cards
for that user. A different card can be selected, but automatically never more than
one card.

—  The key cabinet cannot be opened during a re-synchronization of ACE and Deister cabinet
data.
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—  The full re-synchronization of a Deister key cabinet with 2,000 users, after a break in
network communication with ACE, can take around 10 minutes.
—  Deister key cabinets are limited to 2,000 users and 64,000 key assignments.
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Notice!

Data security risk

An unencrypted network connection (http) between ACE or AMS system and a key cabinet is
a data-security risk. Ensure that all necessary measures are taken to protect the network
traffic in the overall system from unauthorized access.

8.1

Configuring a new Deister system in ACE

1. Inthe BIS Configuration Browser navigate to Tools > ACE Key Cabinet Configuration
2. Click the button Key Cabinet Configuration.
Result: The Key Cabinet Configuration window appears.
3. Click the New button
4. Select key cabinet type Deister in the popup window, and press OK

Parameter values for terminals

1. Enter parameter values for the terminal the terminal.
NOTE: IP and Bus addresses can be read from the terminal display; see below How to
read the terminal display.

Display name A name for the terminal.
This name is displayed in the list of terminals on the left hand side of the
Key Cabinet Configuration dialog window.

IP-address |P address of the terminal.

Port number Enter 2101 for unencrypted or
2601 for encrypted communication

Bus address Enter the bus address of the terminal

Division (Only if using the Divisions feature of BIS ACE)

Enter the BIS ACE division to which the terminal belongs.

ACE operators can then view and use only the cabinets within their own
divisions.

Parameter values for key panels and additional cabinets

Add key panels and cabinets (or racks) to the key management system. Note that the dialog
window starts with an initial minimum configuration of one cabinet (or rack) and one panel, to
which you may now add. Every cabinet requires at least one panel.

Repeat these procedures for all key panels and additional cabinets (or racks) that belong to
this key management system:

In the text field labeled Rack name, enter a display name for the cabinet (there must always
be at least one cabinet per system). This name will appear in the terminal display.

Key panels

The dialog always starts with one key panel within the cabinet, labeled with a sequential

integer in a square box, e.g. [1].

1. To add further key panels to the same cabinet, click the Add panel button. New key
panels will be labeled [2], [3] etc. automatically.
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2. Enter values for the panel’s parameters:
NOTE: Bus and Route addresses can be read from the terminal display; see the section
below: How to read the terminal display.

Bus address

The bus address of the terminal

Route address

The route address of the panel. (This parameter is needed to release a
specific key from ACE dialog System data > Keys)

Type

The type of the panel, e.g. FLEXX 16

Key cabinets

1. Click the [+] tab to add a new cabinet (rack) to the system. Give each a new Display
name for the terminal display, and enter parameter values for each key panel in the new
cabinet, as described above.

NOTE: Addresses can be read from the terminal display; see below How to read the
terminal display.

2. When all cabinets and key panels have been added, select the Activated check box.

3. Click the Save button to save the definition of the Deister terminal in ACE.

8.2 How to read the terminal display

The following illustrations explain where to find the essential information in the terminal

display.

Note that the layout of the terminal displays may vary from one firmware version or language
to another. If in doubt, please consult the Deister handbook that was delivered with your

Deister system.

—  The startup screen shows the name of the terminal (1) on the first line:

i

—  Click the terminal’s green Return key to display the next screen
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8.3

# Description Value on screen
2 Bus-address of terminal 21

3 Type of panel FLEXX8

4 Route address of panel 25

Note: CAB 01/02 means that this is the first of two cabinets.

If multiple cabinets are connected you can press the down-arrow button to get details
about the next cabinets:

# Description Value on screen
2 Bus-address of terminal 21

3 Type of panel FLEXX16

4 Route address of panel 26

Modifying an existing Deister system in ACE

To modify the settings of a Deister key cabinet, proceed as follows:

1.
2.

o ok w

In the BIS Configuration Browser navigate to Tools > ACE Key Cabinet Configuration
Click the button Key Cabinet Configuration.

Result: The Key Cabinet Configuration window appears.

Select the desired terminal from the Terminals list

Click the Edit button

Clear the Activated check box

Click the Save button
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7. Click the Edit button again
8. Modify the desired parameters.
—  For example: Under Port no. Enter 2601 for encrypted communication (the default
value is 2101)
9. Select the Activated check box
10. Click the Save button to save the definition of the Deister terminal

Resetting a Deister key cabinet

To reset a Deister key cabinet, that is to remove any previous settings, proceed as follows:
1. Click the Reset button

Clear the Activated check box

Click the Save button

Select the Activated check box again

orwbd

Click the Save button again
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9 Distributed systems
9.1 ACE distributed Installation

For a distributed BIS-ACE installation:
- Install the BIS on the first machine.
— Install the ACE on the second machine.

Installation of the BIS as a Server for the Access Engine

Start the BIS-ACE installation and select the packages as follows:
— Disable all other packages.

—  Select Access Engine under the login server.

—  Select the tools.

Continue with the installation. On this installation you will find:

—  The BIS database

—  The reporting database

- The BIS manager

Installation of the OPC Servers
To install the OPC Servers (referring to the Engines like Access Engine and Automation
Engine):
—  Select the package Door Controller.
Do not select any other features
Continue the installation. On this second installation you will find:
—  The ACE services
—  The ACE database
After the installation of the OPC Server, change to the BIS server machine to get the BIS-ACE
parameterized and proceed as follows:
—  Start the BIS Manager and login with BIS/BIS.
—  Start the configuration.
—  Create an Automation Engine configuration.
—  Log onto this configuration.
—  Activate demo mode.
—  Navigate to Administration > Server structure
—  Add the name of the host in which the OPC Server is installed as you can see below.
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&

File Edit Bdras Help

BIS Configuration Browser

2 License

Information

£ Authorizations

B Operators

{8 ACE Licenses

% ACE User profiles

B, ACE viorkstation profiles
8 ACE vorkstation rights
&, ACE workstations

-]

) BOSCH

Login server

Server name:

[ACHACEWS2

After logen the server identites ta the client by

Modiy

(®) .. server name mapping to. )AE:"'AEE W52 Edit
) . the IP-adhess [recommendsd i using a frewall
Aditional connesction server
Servername Hog)
TESTENDZE
Rename
Delats

Clignt authentication method

(®) BIS verifies authentication

Important:

Banduwidth cantrol of netwark
[ Limit used bandwicth

(=5 Logging / Protocol

below:
&

File Edit Extras Help

Lirnt masiroum transmission spesd to:

Important Note:

BIS Configuration Browser

+ X P

v Apply Discard

£ ) Connection servers
B AC3ACES)

Selection of Windows authentication makes additional steps necessary, like the exchange of the login
page. Please consuilt the online help for more detailed information

1 Mbps

The masimum transission rate apples to the entire system, and is shared betwsen the logaed in
dlients. Each client has a minimum of 128 Kbps banduidth
Considered are thase clients only with Netimiter instalied,

() windows verifiss authertication

Navigate to Connections and add a new connection using the server name as illustrated

- oM

© BOSCH

TESTENOZB

Then load

=) AMC4-R4-1-E
€ AMC 4-Rd-Em

Communication to host enabled:

Device data | Device type assignment

+ | X
a8

S-in DMS ANC 4-R4 | nputs | Outputs | Teminals |
=By MAC

Description: [AMC 4-F14-1 Elmat

=2

Controller interfa

Interface type

IP address / host name

PC com pot:

Bus number:

Port number:

fuoe =]
-
=
I —
o

Program

Power supply supevision

No LAC accounting:

Division:

the configuration again.

LCMYEOBRUN - I-BPR, AMC-4R4

-
-

(Common -

Load the configuration in order to register the changes.
Right click on the new added connections and select Add
On the new window select Access Engine in order to add the ACE in the System.
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md 0

Notice!

When trying to add the ACE in the new defined connection, a message “This is not the actual
connection” may be generated.
In that case close the Configuration browsers. Load the Configuration usual. Then you can
properly define the Access Engine Connection.

Enabling the Access Engine Processes to work over Firewall
Complete the steps on adding process to Firewall using the Setting as below:

b Control Panel\All Control Panel Items\Windows Firewall\Allowed apps

_I:I-

i(-) - b |ﬂ <« All Control Panel ltems » Windows Firewall » Allowed apps

v C,| | Search Control Panel »p ‘

Allow apps to communicate through Windows Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

MName

7-Zip File Manager
ACE Card Personalization
[ ACE Card Personalization Configuration

M acsp.exe
M ACTA-3.exe
[ AEOPC.exe
M Amp.exe

[JBranchCache -
BranchCache -
[ BranchCache -
BranchCache -

[l CalTa-3.exe

Content Retrieval (Uses HTTP)
Hosted Cache Client (Uses HTTPS)
Hosted Cache Server (Uses HTTPS)
Peer Discovery (Uses W5D)

:?g'Chaﬂge settings

Private  Public  ~

OO0OoOoOoooooooE
EEOROREKERER R R

w

Allow ancther app...

| oK || Cancel |

The firewall cannot be configured only by opening ports, because some ports are assigned

dynamically.

Make the following settings instead:
1. Click Windows Start button > Settings > Control Panel > Windows-Firewall

2. Select tab Exceptions

3. Add the following programs, found in path [Install-path]\MgtS\ AccessEngine\AC\BIN

- ACSP.exe

- ACTA-3.exe

- AEOPC.exe

-  CALTA-3.exe

- CDTA-1.exe

-  GTM-2.exe

-  Loggifier-2.exe
- Master-3.exe

- querySrv-2.exe
- REPS.exe

—  TAccExc.exe
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- SfmApp-4.exe (found in path [Install-path]\MgtS\AccessEngine\CP\BIN

- DMS.exe
- LAC.exe
found in path [Install-path]\MgtS\Access Engine\MAC\BIN

Communication between MAC and AMC:
—  MAC connects to AMC via port 10001 (UDP)
-  AMC connects to MAC (UDP configurable)

9.1.1 SQL Server for BIS database connections
The following settings have to be done on the PC where the corresponding SQL Server is
running.
1. Port settings (UDP):
For Windows 7, Windows Server 2008 R2, Windows 8.1, Windows Server 2012 R2:
Start the Windows Firewall via “Start” - “Control Panel” - “Windows-Firewall”
Select “Advanced settings”, do the following for Inbound Rules
Add new Rule
Rule Type: Port (TCP)

For all Operating Systems:
—  Allow UDP port 1434 for SQL Server Browser service

1. Port settings (TCP):

For Windows 7, Windows Server 2008 R2, Windows 8.1, Windows Server 2012 R2:
Start the Windows Firewall via “Start” - “Control Panel” - “Windows-Firewall”
Select “Advanced settings”, do the following for Inbound Rules

Add new Rule

Rule Type: Port (TCP)

For all Operating Systems:
-  Allow TCP port 443 for SQL Server Browser service

1. Program settings (Sqlservr.exe):

For Windows 7, Windows Server 2008 R2, Windows 8.1, Windows Server 2012 R2:
Start the Windows Firewall via “Start” - “Control Panel” - “Windows-Firewall”
Select “Advanced settings”, do the following for Inbound Rules

Add new Rule

Rule Type: Program

Allow the following program:

For all Operating Systems:
- C:\Program Files\Microsoft SQL Server\MSSQL10. (INSTANCE NAME)\MSSQL\Binn

\sglservr.exe

(In case of a 64 Bit Operating System the path can be
C:\Program Files (x86)\Microsoft SQLServer\MSSQL10. (INSTANCE NAME) \MSSQL

\Binn\sglservr.exe)
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9.1.2 SQL Server for BIS Reporting Services connections
The following settings have to be done on the PC where the corresponding SQL Server is
running.
Allow Port (TCP) for ReportingServices, by default 8080.
To find out the port which is used from the SQL Server for the BIS Reporting Services:
Open “Reporting Services Configuration Manager” - Connect to the RS Instance you use with
BIS - Open view for “Web Service URL” - the TCP Port number is available)

1. Port settings (TCP):

For Windows 7, Windows Server 2008 R2, Windows 8.1, Windows Server 2012 R2:
Start the Windows Firewall via “Start” - “Control Panel” - “Windows-Firewall”
Select “Advanced settings”, do the following for Inbound Rules

Add new Rule

Rule Type: Port (TCP)

For all Operating Systems:
—  Allow TCP port (e.g. 8080) for BIS Reporting Service connections

9.2 IPsec for a distributed system

Notice!
Note, that using the IPSec will reduce the system performance.

md 0

To start the firewall open the Control panel:
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@ - 4 v Control Panel » All Control Panel ltems

] 0‘ | Search Control Panel

Adjust your computer's settings

=+
8 User Accounts

| Network and Sharing

Action Center

Administrative Tools

Color Management Credential Manager

Default Programs Device Manager

Display Ease of Access Center

Fonts Internet Options

Keyboard Language

Notification Area Icons
Center

Power Options m Programs and Features

@ Sound

RemoteApp and Desktop
Connections

Taskbar and Navigation g Text to Speech

I E Windows Firewall

Select Windows Firewall

View by:  Largeicons ¥

AutoPlay

* Date and Time

,..
-

§ &

Devices and Printers

Folder Options

iSCSI Initiator

Mouse

Phone and Modem

Region

System

Troubleshooting

Windows Update
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@ @ . |‘ » Control Panel » All Control Panel ltems » Windows Firewall v 0| | Search Control Panel

s Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature Internet or a network.
through Windows Firewall

# Change notification settings l @ Private networks Not connected @‘

@ Turn Windows Firewall on or
off l @ Guest or public networks Connected @

@ Restore defaults

@ Advanced settings

Troubleshoot my network Windows Firewall state: On

MNetwerks in public places such as airports or coffee shops

Incoming connections: Block all connections to apps that are not on the list
of allowed apps

Active public networks: s bosi-eng.global

Motification state: Do not notify me when Windows Firewall blocks a
new app

See also
Action Center
Network and Sharing Center

—  Select Advanced Settings

File Action
= nE 2

@ Windows Firewall with Advance [0 L | Actions
I Inbound Rules Name = Enabled  Endpoint 1 Endpoint2  Authentication mode MI

[%‘ 2 ACE-TEST Yes 7218045 172180221 Requireinbound and | 5 ey Rue,.

» B, Monitoring | NewRule.. | T Filter by Profile »
Filter by Profile & 7 Filter by State 3
Filter by State v e »
U= ' |G Refresh
Refresh [= Export List.
Export List... E Help
Help

— Right click on Connection Security Rules and select New Rule.
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Rule Type

Select the type of connection security rule to create.

Steps:
Rule Type
Endpoints
Requirements
Authertication Method
Pratocol and Ports
Prefile

Name

What type of connection securty rule would you like to create?

) Isolation
Restrict connections based on authentication criteria, such as domain membership or
health status.

) Authentication exemption
Do not authenticate connections from the specified computers.

) Serverto-server

Authenticate connection between the specified computers.

) Turnnel
Authenticate connections between two computers.

® Custom
Custom nule.

Note: Connection security rules specify how and when authentication occurs, but they do not
allow connections. To allow a connection, create an inbound or outbound nule.

—  Select Custom and click Next > to continue.

Requirements

Steps:

Rule Type

Endpoints
Requirements
Authertication Method
Protocol and Ports
Profile

& & & & & & &

Name

Bosch Sicherheitssysteme GmbH

Specify the authentication requirements for connections that match this rule.

When do you want authentication to occur?

() Request authentication for inbound and cutbound connections
Authenticate whenever possible but authentication is not reguired.

9] Require authentication for inbound connections and request authentication for
outbound connections

Inbound connections must be authenticated to be allowed. Qutbound connections are
authenticated whenewver possible but authentication is not required.

® Regquire authentication for inbound and outbound connections
Both inbound and outbound connections must be authenticated to be allowed.

) Do not authenticate
Mo connections will be authenticated.
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Select Require authentication for inbound and outbound connections and click Next >

to continue:

Authentication Method

Specify how authentication is performed for connections that match this rule

Steps: e 5
. e nmede || Connection Security Rules
Rule Type What authertication method would you fike to use?
@ FRule Type und and ., %2 NewRule.
@ Endpaints —~ .
i O Default T Filter by Profile
@ Reguirements Use the authentication methods spectied in IPsec settings. T Filter by State
@ Authentication Method .
() Computer and user (Kerberos V5) View

@ Protocol and Ports N _—_

Restrict communications to connections from domain{oined users and computers. G Refrech
@ Profle Provides identity information for autharizing specific users and computers in inbound and L.} S

outbound nules. = f
i ’_‘ 2 Export List...

() Computer (Kerberos V5) Help

Restrict communications to connections from domainjoined computers. Provides identity

information for authorizing specfic computers in inbound and outbound rules

!p! city custom ||rst and second authentication settings.

Customize Advanced Authentication Methods x
First authertication Second authentication Add First Authentication Method

e A g 8 S e 8 e

-

Specify computer authentication methods to use d
negotiations. Those higherin the list are tried first.

First authentication methods

uring IPsec

Specify user authentication methods or a health o
during IPsec negotiations. Those higher in the list|

Second authentication methods

=

Method

Additional Information

Method Additional Information

[] First authentication is optional

Select the credential to use for first authentication:

O Computer (Kerberos V5)
Computer (NTLMv2)

() Computer certificate from this certification autharity (CA):

Signing algorithm: |54 (3faut)

Certficate stors type

Root CA (default)

[] Second authertication is optional

A second authentication cannot be specified whe|
keyis in the first authentication methods list

Preshared key (not recommended) |

Select Advanced and click Customize.

On the next screen click Add.
On the next screen select Preshared key and type a password into the Input field.

Click OK to confirm and click Next > to continue.

[Testac]

Preshared key authentication is less secure than other
authentication methods. Preshared keys are stored in plaintext.
‘When preshared key authentication is used, Second

Authentication cannot be used
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Protocol and Ports
Specify the protocol and ports to which this rule applies.

Steps:

Rule Type

Endpaints s Protocol type: [ Any

Requirements Protocol number: ‘g

Authentication Method

Protocol and Ports Endpoirt: 1 port: | A1 Ports

Profile |

Name Example: 80, 445, 5000-5010
| A1 Ports

BExample: 80, 445, 5000-5010

To which ports and protocols does this rule apphy?

—  On the Profile and Ports screen click Next > to continue.
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Profile
Specify the profiles for which this rule applies.

Steps:

@ Ruls Type When does this rule apply?

& Endpoints

@ Requirements [+ Domain

@ Authentication Method Applies when a computer is connected to its corporate domain.

@ Protocol and Ports [v] Private

@ Profile Applies when a computer is connected to a private network location, such as a home
orworl place.

@ Name | Public

Applies when a computer is connected to a public networlk location.

—  On the Profile screen activate Domain, Private, and Public and click Next > to continue.
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Name
Specify the name and description of this rule.

Steps:
Rule Type
Endpoints
Requirements

MName:
Authertication Method |Testir|g BISACE

Pratocol and Ports

Frofile Description {optional):
Narme Testing BIS ACE when |PSec is corfigured.

—  On the Name screen enter the name and a description for your Connection and click
Finish.

File Action VWiew Help
e a[E B
7 i e e e (.
Q3 Inbound Rules Name 5 Enabled  Endpoint1  Endpoint2  Authentication mode Ml
&Y Outbound Rules = ound and ..
$ig Connection Security Rules | o) ¢ e Debleule 17218045 172180221  Requireinbound and .. T Moot
p B, Monitoring cut 7 Filter by Profile 3
Copy 7 Filter by State »
Delete View 4
Properties (G Refresh
Help |z Export List...
Help
. .
& Disable Rule I
& cut
Copy
K Delete
Properties
Help
(<] m [2][<1 n [ >
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Right-click on the new rule under Connecting Security Rules and select Properties.
i

Windows Firewall with Advanced Security = =] =
File Action View Help
o= nE= B
@ Windows Firewall with Advance e e R T I o Actions
\gbo:nd zuRlels Name e Enabled Endpoint 1 Endpoint2  Authentication mede || Connection Security Rules -
B Outbound Riles & ACE-TEST Yes 17218046 172180221 Requireinbound and . | & pew Rul
R.. Connection Security Rules B 4% New Rule..
= &Testmg_BlSACE No Any Any Require inbound and ..
* Monitaring 7 Filter by Profile »
B Firenall [ Il SF_Ciltar bue Ciat
: 0 3
5 i Testing_BISACE Properties 5 ing Setti
Y Conn.ectlon Security Rul ng_L pel G Tunneling ings -
I ﬁ Security Associations 4
‘ e l F.{emote o " Connections from Endpoirt 1to Endpoaint 2 will pass through the specified
\ Protocols and Ports | Authertication i MBE0S tunnel endpoints. Tunnel endpaints are generally gateway servers.
Profile Note: When IPsec tunneling is used, the authentication mode must be set to
4 jre inbound and outbound” or " jre: inbound and ch utbound”
| ." Specify profiles to which this rule applies. ﬁz{rﬂgq;t';);y%i:;:) Pl B hai ad S ok
= Domain =
Use |Psec tunneling
Private
S [] Apply authorization
I Exempt |Psec protected connections I
Interface types
! gppmf;the interface types to which this e Local tunnel endpoint {closest to Endpoint 1)
Pud: Ay | [ . |
IPsec tunneling |Py6: ‘WTY ‘
5 whether IPsec tunneling should be 5
‘I UE::W < Remote tunnel endpoaint (closest to Endpaint Z):
Pud:  [Any | [ e |
IPvE: [y |
[ o o= [ om
< 3 [ > |[=] [ >

On the Testing BISACE Properties dialog select the Advanced tab and click Customize
under IPsec tunneling. Then click OK to confirm.

On the next screen Customize IPsec Tunneling Settings activate Use IPsec tunneling and
Exempt IPsec protected connections.

—  Then click OK to confirm and finish the action.

In order to enable IPsec on other machines which are part of your test set up, you have to
repeat the steps as described above on each one of these machines.

If the first machine is the BIS server, the other machines could be the BIS_ACE client machine
and the Connection server (OPC-machine).
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10

Optimization of large installations

Introduction

This section describes the optimization of large installations of Access Engine (ACE) within the
Building Integration System (BIS).

In a large ACE installation BIS handles the alarms and ACE handles the access control.

Overview

The Access Engine consists of:

— Database Management System (DMS)

—  Master Access Controllers (MAC)

—  Access Modular Controllers (AMC) to which the card-readers are connected.
The following illustrates the hierarchy of ACE
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Level 1

BIS Server F DMS & MAC
Server

‘ MAC Server l sns MAC Server l

Level 2

Reader

Master Access Controllers (MACs)

MAC servers are intended to provide redundancy at the level of a building. 1024
Authorizations are available per MAC server, and each MAC server can be in its own time zone.
MAC servers can also be used for load balancing. The maximum number of MAC servers
depends on the data volume. All messages from lower levels must be forwarded to the first
level. The smaller the number of AMCs and card readers per MAC, the more MACs can be
used.

For instance, 10 MACs with 100 AMCs each cause the same load on the DMS and BIS systems
as 100 MACs with 10 AMCs each.
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10.1

There is only ever one BIS with one DMS system. For this reason their hardware should be
generously proportioned: for example multi-processor systems with fast storage, a minimum
of 1 Gbit, preferably 2 Gbit network adapters, and sufficient memory.

MAC servers on the second level need not be so generously proportioned, but should take
account of the number of AMCs and the amount of traffic at the card readers. Bosch
recommends between 100 and 150 AMCs per MAC.

Recommendation: In general it is safer to have one MAC too many than one too few, and
consequently system overloads and insufficient Authorizations.

Considerations for capacity planning

The following points should be considered when planning a large installation

Number of card readers per AMC

Each AMC can serve 8 card readers, however the simultaneous use of all 8 leads to poor
response times, because the AMC tries to send all requests to the same MAC concurrently.
Recommendation: Do not connect all 8 readers to an entrance which is prone to peak traffic
periods, e.g. a main entrance.

Number of AMCs per MAC

Each MAC can serve up to 150 AMCs, which in turn can serve 8 connected card readers. Each
time a card is read the AMC checks with the MAC whether the cardholder is authorized. This is
especially time-consuming where anti-passback or access-sequence controls are in operation.
Recommendation: At heavily frequented entrances connect fewer AMCs per MAC
Recommendation: Activate the setting DMS > MAC > AMC > Reader > tab: Door control >
Open door if no answer from host

If the MAC fails to respond this setting will activate offline mode, and allow the AMC to make
its own access decisions.

Recommendation: If using the simpler door models, set the parameter Host request timeout
to 0. This allows the AMC to make its own access decisions at all times.

Overload of the DMS/1.MAC on the main server

It is a potential bottleneck if the 1.MAC resides with the DMS of the Access Engine and BIS on
the same server computer.

Recommendation: The 1.MAC should serve fewer or less-busy AMCs.

Recommendation: Use full versions of SQL Server for BIS and ACE databases and locate these
on separate computers with fast network connections.

Recommendation: Install BIS and ACE on separate server computers.

Recommendation: Besides network and CPU, disk I/O is crucial to the performance of ACE.
Storage should be optimized for small, rapid bursts of I/0.

Recommendation: Deactivate debug-logging in the DMS and on every MAC (see separate
documentation for the deactivation of log files).

Recommendation: Other CPU-hungry OPC servers should be located on their own Connection
server computers.

Effect of BIS downtimes

Alarms and messages from ACE are passed to BIS via an OPC server. If BIS goes offline the
ACE messages are buffered for later re-synchronization with BIS. The longer the downtime,
the more time-consuming is the re-synchronization when BIS returns.
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In addition, when BIS restarts it runs all the Associations (“Triggers”) for the messages
accumulated in the last 5 minutes of downtime.

Recommendation: Reduce the number of minutes of accumulated messages. The default value
of 5 is set in the following registry key:

HKLM\ SOFTWARE\Wow6432Node\Micos\SPS\DEFAULT\AEOPC\DeltaTOnline\@value=5
Note: If you change this parameter, messages and alarms that are older than the number of
minutes in the parameter @value will no longer be processed.

Performance-relevant registry entries

The following registry entries can be used to reduce data traffic between BIS and ACE, and
thus improve performance.

HKLM\ SOFTWARE\Wow6432Node\Micos\SPS\DEFAULT\AEOPC

EnableAreas Messages about the number of persons present in a designated Area

EnableDBChanges Messages about each individual database change

EnablelmportExport | Turns import/export messages on and off

EnableMsgCopy Copies all parameters, including values, to an attribute

EnablePatrols Turns messages about guard patrols on and off.

Recommendation: Set the @value for the following entries to 0 (zero) and reboot:
EnableDBChanges and EnableMsgCopy

Recommendtaion: If no ACE Divisions are required, remove the line OPCUSTOMER1 from the
GlobalParameters database table.

Assignment of readers to Authorizations

When a reader is assigned to an Authorization the MAC re-sends all authorized cards to the
AMC controllers,

Recommendation: Put as many card readers as possible into each ACE Authorization. This will
make the assignment of multiple card readers to persons much more efficient.
Recommendation: if multiple readers are to be assigned to an Authorization, then assign them
in a single batch (saving only once). Otherwise the authorized cards are transmitted to the
AMCs after ever change.

Recommendation: if possible, create the Authorizations (along with their assigned readers)
before assigning them to persons with cards.

Using digital inputs and outputs (DIPs and DOPs)

Data traffic between MAC and DMS and BIS is increased considerably whenever BIS sends
commands to or queries the status of digital inputs and outputs. A small mistake in the
programming of DIPs and DOPs in BIS can severely hinder data traffic.

Recommendation: Use the DIPs and DOPs only for relatively rare alarms.

Avoiding two thirds of all access messages

Besides the access message itself, each entry or exit at a reader creates the Door open and
Door closed messages.

Recommendation: In the BIS Configuration Browser, deactivate the door open/closed
messages under

DMS >MAC >AMC >Door >Events > Door state open\close
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Note: Any messages from configured door sensors will still be processed, as will the message
Door open too long

Mitigating MAC cold-starts

During a MAC cold-start, the MAC receives its data updates automatically, but is not fully
operational until the last record has arrived. This downtime can be considerable in the case of
large data volumes (over 10,000 records).

Access sequence controls are only possible when the MAC is fully updated; therefore
communication between the MAC and its AMCs is suspended during the update.
Recommendation: Activate the setting DMS > MAC > AMC > Reader > tab: Door control >
Open door if no answer from host

During the time where the MAC is unable to respond, this setting will activate offline mode,
and allow the AMC to make its own access decisions and admit known, authorized cards.

Avoiding cold start of the 1.MAC during BIS upgrades
Every BIS upgrade automatically triggers a cold start of the 1. MAC . For treatment of
subsidiary MACs see the next section. Nevertheless the cold start of the 1.MAC can be
avoided provided there have been no changes to the MAC software between the two BIS
versions.
This procedure may be worthwhile if large data volumes are involved, and their transfer would
cause excessive downtime for the 1. MAC.
Prerequisites: Technical support has confirmed that there has been no change in the MAC
software between the BIS versions.
1. Deactivate all MACs in BIS Configuration Browser:
Menu: Connections > Pane: Connection servers > AccessEngine > Pane: Device data >
DMS > MAC
On the MAC tab, clear the check box labeled Active
Result: The MAC icon appears overlaid with an X
2. Stop the MAC’s Windows service:
Windows Start > services.msc
Stop and deactivate the service Access Engine (MAC)
3. Create a backup of the MAC database: Make a copy of the folder
<installation drive>:\MgtS\Access Engine\MAC
4. Proceed with BIS Upgrade. Note that the upgrade process will still trigger the cold start,
but the MACs will not respond, because they were deactivated at the start of this
procedure.
DO NOT allow the upgrade process to reboot the system at this time, but first...
5. Verify that the MAC’s windows service is still deactivated (see the procedure above)
6. Reboot the system
7. Copy the .DAT and .IDX files from the Db folder of the MAC backup (see above) into the
now updated folder <installation drive>:\MgtS\Access Engine\MAC\Db\
8. In services.msc, set the Access Engine (MAC) service to Automatic and re-start the
service.
9. In the Configuration Browser, reactivate the 1. MAC:
Menu: Connections > pane: Connection servers > AccessEngine > pane: Device data >
DMS > MAC
On the MAC tab, select the check box labeled Active
Result: The MAC icon appears without the X
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10. Reactivate the communication with each AMC individually. Note that the BIS upgrade
procedure deactivates the AMCs, but does not reactivate them afterward. This gives the
installer the opportunity to test the upgraded system thoroughly, piece by piece.

In the Configuration Browser click menu: Connections > Pane: Connection servers >
AccessEngine > Pane: Device data > DMS > MAC > AMC

Select the check box Communication to host enabled

Result: The AMC icon appears without an X

11. Thoroughly test the configuration by makings bookings at readers and sending commands
to entrances.

Testing a BIS-ACE upgrade

During a BIS-ACE software upgrade all AMC controllers are deactivated. This gives the installer
an opportunity to test the update on individual controllers.

Recommendation: Activate the setting DMS > MAC > AMC > Reader > tab: Door control >
Open door if no answer from host

this setting (the default setting) will activate offline mode, and allow the AMC to make its own
access decisions. It mitigates the bottleneck of only a small subset of MACs being online.
Recommendation: After an update reactivate only 1 or 2 MACs, or 10-20 AMCs, at a time, and
allow a few minutes between phases of reactivation.

Avoiding or allowing cold starts on subsidiary MACs

During a BIS upgrade Subsidiary MAC servers should have their software updated before they
resume communication with the newly upgraded DMS MAC system. In contrast to the BIS
upgrade procedure on the 1. MAC server, the upgrade on subsidiary MAC servers always
prompts as to whether a cold start is desired.

Planning personnel imports carefully

If several thousand personnel records require modified Authorizations, updates or deletion
then plan the import for a time of least impact to the users.

Note: It does not matter whether you are starting the import from a group dialog, or an
application using the API in a background process.

Assigning online and offline (“PegaSys”) Authorizations

The ACE dialog System Data > Authorizations allows you to assign both normal online
Authorizations and offline “PegaSys” Authorizations, on their respective tabs.
Recommendation: Allow the Authorizations time to spread through the system down to the
controllers, even after the dialog itself shows the desired settings. To be certain, an installer
can see in the UDP-log of the MAC whether records are waiting to be transmitted to the AMC.
Recommendation: The process of assigning Authorizations can be shortened for individual
cards by using an enrolment (read/write) card reader from the ACE dialog Personnel Data >
Cards > tab: PegaSys > button: Encode card

Transmission of offline (“PegaSys”) Authorizations

Unlike online Authorizations, offline (“PegaSys”) Authorizations do not start to work when the
first set of card data has been sent to the AMC controller. Offline Authorizations are not
transmitted to the controllers until all sets of card-data, including online Authorizations, have
been transmitted to the AMC controllers.
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11 Achieving EN 60839

Introduction

EN 60839 is a family of European international standards for the hardware and software of:
— alarm and electronic security systems

—  electronic access control systems

To ensure compliance of your access control system with this standard, parts of the
configuration may need to be adapted. The following list contains the most important parts,
for a complete list, please consult the standard as adopted in your own country.

Special requirements for EN 60839-11 compliance

— EN 60839 Grade 4 requires OSDP readers with encryption enabled. Without OSDP or
without encryption the configuration can only achieve Grade 3.

—  EN 60839 Grade 4 requires Active Directory (LDAP) or Windows accounts for all
operators of the access control system, and enforced password strength, including a
minimum length of 8 characters.

- Network and electric cabling must be laid in a secure area or encased in pipes.

—  Access to the configuration mode must be strictly controlled. This can be achieved, for
instance, by locating the computers in secured areas, and by timeouts on login sessions,
particularly timeouts for inactivity at application and operating system level.

—  Only the card readers may be mounted in non-secured areas; all other devices must be in
secured areas.

—  The wiring of door contacts must not prevent the door’s opening for an emergency
evacuation triggered by a fire- or intrusion-prevention system.

—  Any duress alarms must be made visible in the alarm-handling program (e.g. BIS).

—  Verification PINs must have a minimum length of 4 characters.

— Identification PINs must have a minimum length of 8 characters.

—  The main server computer, connection servers, MAC servers and clients must be
synchronized with a network time server.

—  Power monitoring must be enabled on local access controllers (e.g. AMCs).

—  Offline functioning of local access controllers (e.g. AMCs) is only permitted during
network failures. For example, the AMC’s Host timeout parameter must not be set to 0.

—  The alarm-handling program (e.g. BIS) must be configured to sort alarms by priority.

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



178 en | Configuring Smartintego locking systems Access Engine (ACE)

12

Configuring Smartintego locking systems

Intended audience
Persons responsible for the configuration of 3™ party locking systems within Bosch access
control systems.

Introduction
As of version 4.6 ACE supports the integration of the Smartintego digital locking system from
Simons Voss technologies. BIS ACE supports 1 Smartintego configuration per MAC .
Smartintego applies two different methods of access control:
—  Centralized: the Smartintego locks are assigned via a Gateway access controller to a
MAC.
—  All functions of the main access control system, such as location tracking, are
maintained.
—  These functions are only available as long as the MAC is online.
— Decentralized: A whitelist is stored locally on the Smartintego doors.
—  When a door is online, card numbers can be individually assigned to and deleted
from the whitelist by the main access control system.
Assignments are made in the Cards dialog (Smartintego tab) of the access control
system client. See the Operation help for details.
—  When a door is offline, it will unlock for cards that are stored on its whitelist.

md 0

Notice!

Logging of events while in offline mode

When a door comes back online, event logging is limited to whether or not the door was used
at all while offline, not which card used it, when, and in which direction.

The authorization process with Smartintego
The Smartintego card reader first tries to authorize access via the main access control (AC)
system. If connection fails it searches its stored whitelist for the card number.

2018-1114.6.1 | CM

Configuration Manual Bosch Sicherheitssysteme GmbH



Access Engine (ACE) Configuring Smartintego locking systems | en 179

Present
valid card

Access request sent
to AC system

Card
author-
ized?

Answer
from AC
System?

Card on
white
list?

Unlock door

Do not unlock door

k.

Prerequisites

—  You have purchased the digital locking system and physically installed its hardware
components at your site. These typically include, for online mode, Smartintego Gateway
access controllers, plus Locking cylinders or “SmartHandles”.
Smartintego includes configuration tools that are not part of the Bosch access control
software.

- Your cardholders are using MIFARE Classic or MIFARE Desfire cards.
Smartintego uses the Card Serial Number (CSN), and this variant must be assigned to the
cardholders in the ACE client, Cards dialog.

- You have received from the installer one AES -key per MAC, containing exactly 16
characters (8-bit ASCII only).
Note: Ensure that this key and all passwords are kept safe. They are not recoverable if
lost, and they are essential for extending or modifying the system.

—  You have received from the installer a configuration file in CSV format, containing the
names and network addresses of the hardware components installed.
Note: The names of doors and locks can be modified after importing the configuration.
These names will not be overwritten by subsequent imports.

Notice!
Do not edit the CSV file
Corrupt or unusable configurations may result.

mud o
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Procedure

1. Inthe BIS Configuration Browser navigate to Connections > Connection servers > <your
ACE connection server> > Access Engine

2. In the Device data column, select the MAC to which the GatewayNodes will be
connected.

3. In the main window for the MAC, in the text field AES-Key for SimonsVoss gateways
enter the AES key that you received from the installer.

4. In the Device data column, right-click the MAC and select Import SimonsVoss
configuration from the context menu.
A file selection window appears.

5. Select the CSV file that you received from the installer and click the Open button.
A popup window appears

6. In the popup window, select what you wish to import; either:
— all the changes in the CSV file

or

— only modifications and additions (i.e. no deletions).

7. (Optional) Click the Details button if you wish to preview the changes in a popup
window. Click OK in that popup window to close the preview.

8. Click OK
The changes appear in the Device data column under the selected MAC

9. Make any parameter changes you require (see next section).

10. Click the Apply button to save your changes.

Parameters for customizing the Smartintego configuration
Introduction
The access control system provides Smartintego-specific parameters for customizing the

Smartintego installation to your needs.

In the BIS Configuration Browser > Connections > tab: Device data tree select the Gateway ,
the entrance, the door or the reader, and set the following parameters, as required, in the
main pane of the dialog:

Parameters
Level in Parameter Values Description
device data
tree
Gateway Gateway Combo-box, either | Gateway groups help to minimize radio

group empty or frequency interference between
containing integers | Gateways.

Gateways within the same group are
polled sequentially. Therefore, in case of
interference, assign Gateways that are
located close together to the same group.
If the Combo-box is empty, or you require
a new gateway group, type an integer to
create a new gateway group named by
that integer.

Otherwise, assign the gateway to the
group by selecting one of the list entries.
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Level in Parameter Values Description
device data
tree
Entrance Waiting time | Integer. Tenths of a | The entrance will try for this length of
external second. time to get a decision from the access
access control system, before searching its own
decision whitelist for the card number.
Door Unlock door Check box This option is recommended only for the
(Options configuration phase, not for daily use.
tab) If this option is selected, a valid card will
effectively put the door into office mode .
Max lock Integer. Tenths of a | The duration of the signal that unlocks
activation second. the door. This may need to be increased
time for disabled persons.
Reader Short-time Check box If selected, the reader uses a standby-
(Additional |activation mode, which makes it more responsive at
settings the cost of increased power draw.
tab)
Check Radio buttons: This option determines how frequently
readiness - 1x daily the system checks the reader for
- Every readiness. High frequencies increase the
<integer> power draw.
minutes
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13

13.1

Offline Doors - System components

The following sections describe the various components of ACE Offline Doors, focusing on
elements that are common to ACE and ACE Offline doors.

E‘:_\.I\'.L"Illlll
g Endraak

Workstation

The same dialog interface [1] is used to create personnel data for the access control system
and for the locking system. Only a single step is required to allocate both access
authorizations for the BIS Access Engine system and access rights for the PegaSys system.
Lists outlining the status of authorization allocations for the locking system can be called up
via the same menu items as used for access control.
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13.2

13.3

13.4

13.5

13.6

13.7

13.8

Server

The software for the access control system and the locking system runs on this computer [2].
The Configuration Browser for the BIS system is also used to configure the readers [3] for the
locking system.

PegaSys data is managed in special tables of the Access Engine database.

DELTA read-write units

The following readers can be used as read/write units:

- DELTA 7020

— DELTA 1000 with special firmware

—  DELTA 1010 with special firmware

At least one of these readers [3] must be available. Ideally, these are placed at entrances used
on a frequent basis (e.g. the main entrance) so that authorization for the locking system is
extended at the same time as access is granted to the secured facility.

However, it is also possible to install these readers at special locations, independently of the
access control system, so that PegaSys rights are not extended automatically but have to be
obtained specially.

Card

No special cards [4] are required for the offline system. The data required for the locking
system is written to separate sectors of the access control card.

AMC2 4R4 Controller

An AMC2 4R4 [5] (= access control panel with RS-485 reader interface) is required for the
DELTA 7020/1000/1010 [3] that is used as a read-write unit for the locking system.

The readers dedicated solely to access control [6] can use any protocols and read procedures,
and can be operated with any AMC2 variant.

Access control readers

These readers [6] have nothing to do with the locking system; they simply regulate access
requests in the BIS Access Engine system. Cardholders who are able to use the doors in the
offline locking system [9] can also have authorizations for doors in the online access control
system.

Read-write unit at the workstation

This device [7] is connected directly to the workstation computer via a USB interface and is
used to transfer authorizations to user cards and system-related data (e.g. door and time
initialization data) to special system cards [8]. It can be used simultaneously as an enrollment
reader for cards from the online system.

System cards

Different system cards [8] are required for the locking system to transfer relevant data - e.g.
initialization data - to the door terminals [9].
The following system card types are available for the locking system.

Facility cards
This card contains general system data such as system identification code, data type and
record size. It is used as an "initialization card" both for the software and each door terminal.
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Door initialization cards
Used for transmitting door data to the relevant door terminal.

Time initialization cards
Used for transmitting time models and the time to the door terminals.

Clock initialization cards
Used exclusively for transmitting the clock time (date and time accurate to the minute).

Blocked cards
Information about blocked cards can be transmitted to the door terminals using these cards.

Booking cards
Access data saved in the door terminals can be retrieved and transferred to the database
using this card type.

Battery-replacement cards
Cylinders can not be opened for a battery change (for example) until a battery-change card
has been read correctly.

Disassembly cards
The cylinder can not be removed from the door fitting until a disassembly card has been
scanned at the door.

13.9 Mobile read-write unit (optional) - timesetter

In order for the times to be updated, particularly following a power failure at the terminals,
this unit writes the current date and time to clock initialization cards. These cards can then be
used to reset the terminals.

13.10 PegaSys - door terminal/cylinder

This read unit checks the identification of an individual door or its group against the access
rights for the cardholder.

The access rights on the badge must be continually updated via special readers with write
capability [3].

If an emergency opening is required, e.g. if the electronics fail, the terminals have mechanical
cylinder locks.
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14

Offline Doors - Device Data Editor

With the introduction of PegaSys components a new reader type (DELTA readers) has been
created. This can be selected on an AMC2 4R4 in the Configuration Browser of the BIS system
when an entrance is configured.

These readers with write capability are created as access control readers and are usually also
assigned door control functions. However they can also be used simply for the offline system
to load authorizations to the card.

mud @

Notice!
If a write function is required, it is necessary to use the DELTA 7020 reader.

14.1 Adding hardware components
Open the Device Data Editor in the Configuration Browser.
—  System start/stop tab in the BIS Manager
—  Start button to launch the Configuration Browser
—  Selection of loaded configuration and logon with authorized user
—  Connections menu item
—  Select the entry AccessEngine in the Explorer.
4 BIS Configuration Browser , i - |
File Edit Extras Help
+ X &P
E-§) Connection servers )
=g AC3X0052UN2 Device data | Device type assignment
i |
DMS-Server |
Name: IDMS
Description: ’W
ding egratio D D D D D g Lo 0
Division: IQ,
System start/stop Tmsmitmessagel Evert / Restore corfi ion | e
i — C:AMgiS\Cust a BIS Configuration Browser
Curert corfiguration: : S
File Edit Extras Help s A
 Start/stop syst
. (7] tocations
(@5 mnfrastructure.

—Configuration

e e
0 e

lThe service was started (Installed products:
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Devices are created in this dialog:

1. Select the entry MAC in the device overview.

2. Select the option New object ... in the popup menu .

3. Mark the entry AMC2 4R4 in the selection dialog for the controller.

File Edit Extras Help

+ X {P v Apply X Discard

=) Connection servers - N
=5y ACIXDOS2UN2 Device data | Device type assignment Define access contraller [é] )
i BT |, o ) 3

g DMS MAC ] AMC 4-R4. Access Modular Controller 4 RS 485 -

- MAC
Name: [y ok | Cancel |

B MAC-02
Description: WAL

“ e ——

Active: v
Load devices: v

IF‘address:,ﬁ ’D_ ID_ ,1_

Jime zone: |[GMT+D1:DD] - Belgrade. Bratizlava. Buj

Division: |Common J

4. Select the option New object ...> from the popup menu for the new controller New
entrance.
5. Choose the desired door model from the selection list.

Notice!
You can use any door model when creating the reader - more information about door models
can be found under the item AccessEngine in the online help for the Configuration Browser.

md 0

6. Select the entry DELTA 7020 for at least one reader.
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File Edit Extras Help

+ x 13) v Apply X Discard
E-€) Connection servers
=-Fg ACIX0052UN2 Device data | Device type assignment
VIR EEEEE 4 a2 x
a
E‘"El;ﬂ DM5 AMC 4-R4 l Inputs ] Outputs ] Teminals
- By MAC
%j AMC 4- New object 3 Mew entrance Ctrl+M
& MAC-02 Delete object Ctrl+L Mew extension board Ctrl+E
1
r N
New entrance l&]
Communic Options
Controller Entrance model: |DM 01a : Common door with entry and exit reader j
Max. number outputsfauthorizations: | 7 /0 [ Mantrap option
IP
Readers
1st outbound reader: |DT?DZD : IBPR. Reader with write function j
Pow 2nd inbound reader {optional): | : <Mo reader defined= j
2nd outbound reader {optional): | ; <Mo reader defined= j
OK. | Cancel
.
Notice!

The following readers can be used as read-write units for PegaSys authorizations.
DELTA 7020

DELTA 1000 (with special firmware)

DELTA 1010 (with special firmware)

To configure, select the entry DELTA 7020 in the reader type list.

14.2

Configuring the read-write unit

If this reader is also used as an access control reader you may configure it as such. For further
information about the relevant parameters, please see the online help for the BIS
Configuration Browser.

Parameters for extended reader functions, which can be used to configure the settings for
the locking system, have been combined on the Offline Locking System settings tab.
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File Edit Extras Help

+ X &P [v  sply | [X Discad |
=) Connection servers

=g AC3X0052UN2Z Device data | Devics type assignment

[Fil ) AccessEngine | 20 =

=] - N
E-gn DS D'I—.-’DZD] Options ] Door control | Additional settings  Offline locking system l Key cabinet ] Cards ]
2B MAC
5 B AMC 4-Rd-1
= E@J Reader function: |Save locking sywstem j
=M DM 01a-3
i Door-3 Rules for the description: f the validity period expired
W DT7020 _
" & DT7020- Write to CE.II'd onty: [
E@ AMC 4-W-2 Access even at wite emor: [V
By MAC-02 Wirite to card only if authorized: [
Wihite to card only f LAC is online: |

Reader function Read only (= default setting)
This reader is purely an access control reader
and is not part of the locking system.
All other parameters in this area are
deactivated.
Read/Write
This reader has access control functions and
is also activated for the locking system.
Activation of the following functions.

The drop-down list is only enabled when the selected reader
type is a DELTA 7020.

The Read only setting prevents readers from using the Write
function at certain times, for example, when offline system
components are not available or (in cases where several write-
capable readers exist) when only a select few are to have write-
capability, such as during peak periods of use.

Write to card The access control and door control functions

only for the online system are deactivated.
Deactivated (check box is cleared (default
setting)): The usual access control checks are
performed after data is written to the card.
Activated (check box is selected): No access
control performed after data is written to the
card.
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This check box should be selected if the reader is only used as
a read-write unit for the offline system. Otherwise the
additional signal traffic would cause unnecessary delays.

Access even with Access control (in the online system) does
write error not depend on the success of the write
process (in the offline system).
Access control is performed even after
unsuccessful write attempts.
Deactivated (check box cleared): If it is not
possible to write to the card, access is also
denied.
Activated (check box is selected (default
setting)): The write process has no impact on
the access control.

Write to card Rights for the locking system will only be

only if authorizedwritten to the card if the cardholder has
(online) access authorization for the
entrance.
Deactivated (check box cleared (default
setting)): Data is always written to the card.
Activated (check box selected): Data is only
written to the card if valid authorization is
present.

If the check box is selected the write process will be prevented,
even if authorizations are only temporarily suspended (e.g. by a
time model).

Only write if LAC The rights are only written to the card or

online updated when the Local Access Controller
(LAC) is guaranteed to have received the
latest data from the access control system.
For security reasons any deletions due are
always performed.
Deactivated (check box is cleared (default
setting)): Data is always written to the card.
Activated (check box selected): Data is only
written when there is a connection between
the controller and MAC.

If this check box is selected and the check box Access even on
write error not selected, then the online system denies access
if the LAC/MAC link is broken and the card's offline data is not
up-to-date.

Rule for writing In the default setting, the validities are
extended when two thirds (66%) of the
validity period specified for the person has
expired. See also .

This parameter can be used to extend validity
periods by individually specified amounts.
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Possible values:

Locking system specification

Always write

[when ... of the validity period has expired:]
16%, 33%, 50%, 66%, 83%, 100%

Locking system specification - see Standard validity, page 197.

14.2.1 Changing the reader type
As a rule, readers with write capability are installed at major entrances (e.g. as the entry
reader at the main entrance), so that when personnel enter the site in the morning, the access
rights for the locking system are automatically updated.
When refitting an installation with PegaSys, at least one reader in the facility must be replaced
with a write-capable reader. The Configuration Browser on the BIS system does not allow the
subsequent modification of door models and their readers.
Staying with the example of the entrance reader at the main entrance, the existing entrance
would need to be deleted and a DELTA 7020 reader added in its place.
If an existing entrance is deleted it is also removed from all access authorizations. All
authorizations would therefore need to be added to the new entrance.
To avoid this laborious and error-prone process, the drop-down list Type has been added to
the first page of the reader configuration.

g BIS Configuration Browser x . s - - —

| File Edit Extras Help

I + x & v Apply | [X Discard |

-4 Connection servers
=B AC3XD052UN2 [ Device data | Device iype assignmen)
[ “emEmm o, ma
E'ELQEI DMS DT7020 |Options I Door control | Addttional settings | Offline locking system | Ke'ycabinetl Cards I
B MAC
E%;ﬁﬂ E:d;::all Name: 0770201

[ Door1 Description: |OT7020 a
-Hi [FBPRK-
: -Hi [FBPRK-
=-MM DM 01a-3

----- [l Door3

..... = DT702( T ICommon LI

=By MAC-02

This drop-down list is set up for all readers so that replacements can be configured by
selecting and assigning the type DELTA 7020, without the need to delete existing entries.
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Notice!
The original reader type designation (on the left tab) and other specific information is not
adapted when the type is changed.
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14.3

Dialog read-write unit

In contrast to the online system, where a card number can also be entered centrally, offline
data can only be transferred to or read from a card by peripheral read-write units. These read-
write units can be either dialog readers connected directly to the workstation or access
control readers (e.g. DELTA 7020, DELTA 1000, or DELTA 1010).
The dialog reader for writing and reading system and user cards from the offline system, as
well as recording card data for the online system, is installed using the online system.

— In the BIS Configuration Browser, open the Infrastructure menu and then the dialog ACE

Card reader.

—  Select the relevant workstation in the Workstations field.
— In the Type drop-down list, select the PegaSys reader that corresponds to the card-type

used.
Reader name Reader type Coding
PegaSys-MF-BC-USB MIFARE Classic Bosch Code

PegaSys-MF-SN-USB

MIFARE Classic

Serial number

PegaSys-MFDESFire-BC- MIFARE DESFire Bosch Code
USB EVl

PegaSys-HITAG-BC-USB HITAG 1 Bosch Code
PegaSys-HITAG-SN-USB HITAG 1 Serial number
PegaSys-Legic-BC-USB Legic Prime Bosch Code
PegaSys-Legic-SN-USB LEGIC prime Serial number

PegaSys-LegicAdvant-BC-
USB

LEGIC advant

Bosch Code

In the personnel data dialogs of the Access Engine, the connected reader can be selected for
data transmission on the next new start of the Access Engine
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15 Offline Doors - Configuration dialog
15.1 Getting started

After the PegaSys component is installed, the configuration dialog for the component is
located in the system data menu of the Dialog Manager for the Access Engine and can be
opened by clicking the

PegaSys
Configuration

button.

15.2 Locking systems

During installation the locking systems node is added as a base entry in the explorer tree (left
dialog pane). Autonomous systems that operate independently from one another can now be
set up under this entry.

Setting up systems
—  Select the base entry Locking systems.
Systems that have already been set up appear in a list on the right hand side.

Building Integration System - Access Engine - Dislog-Manager - http/localhost/Documents/DigMgr e N

« Main menu H " 7}

Mame ~Lodcking system
o Locking system
Authorizations \/ + EI
l Name | City | Type | Card type | Division
Access profiles

A

Areas

Reset areas
unknown

Random
sCreening

PegaSys
Configuration

—  Click the i.l button (above the list field) to set up additional systems.
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F N
Create new locking system ﬁ

MName : I

Location : I

Division : ICnmmnn

Type : I Pegasys

Led L] Lo

Card type : IMifarE

Read fadility card Cancel |

Name Give the system a unique name.
This information also appears in the access
rights dialog.

Location The location provides more precise

information about the systems.
This information also appears in the access

rights dialog.

Division If you have set up divisions, you can also
assign the individual systems to one of these
divisions.

Type "PegaSys" - is cardis the only one supported

offline locking system for now.

Card type Display field (HITAG1, MIFARE classic, LEGIC
prime and LEGIC advant) - is informed by the
connected read-write device.

—  Place the facility card for this system on the read-write unit and then press the Read
facility card button.

-

Read the facilitycard

Pleaze place the facility card for the new
guztem oh the reader.
K.eep the card on the reader until it iz
completely read.

.= N — i i
When a facility card is read, the system offers to create a working copy. This option should be
accepted at least once for each facility card to guard the original from accidental overwriting

or loss.
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i

Notice!

If data unsuitable for the size of the record is added to the card, a message appears after the
facility card is read indicating that the data has been corrected automatically. In this case a
new facility card must be written and the door terminals reinitialized with it.

Click Yes to confirm that a new facility card should be written.

A list entry and another Explorer entry with the specified name are generated. Depending on
the version of the facility card read, the Explorer entry contains a different number of
subentries required to configure the system - see also Configuring locking systems, page 195.

{é Building Integration System - Access Engine - - ments/DigMgi

« Main menu

ka2

Authorizations.

Reset areas

v e

E' Lodking system
oy "

stem

~Fadiity

Parameter Value

Locking system PegasysSystem

B City TestLocation
EW H . Door groups Type PegaSysv2.1
H Object number
Access profies : . Doors Card type Mifare Classic
H Card sector 12
% Time models e yres) =
H § satieres Max, number of single doars 2
H Max. number of door groups 216
i List of Ingress/Egress ... | | | M&x. number of bookings 2000
= Max. number of blocked cards 250
Sequence lock Off
MAD Off

unknown

Random
screening

Person Types

Calendar
Sequence lock.

[~ Single door authorization 1
Key cabinet

[~ Single door authorization 2

Mifare MAD
[ Activate MAD
Wte facity card

[~ Advanced

Import doors and groups | Check user card | Create disassembly card |

User card

48 : Two days (48 hours) ~| [+ jﬂl

’75tandard validity (hours):

|Reader:Mifare Desfire [ [Num |

Dialog

md 0

Notice!

List entries with a white background can be modified at any time. As an additional indicator,
the mouse pointer changes when moved over one of these fields: %El

Double-clicking in the relevant list field activates write mode - press the ENTER key to exit the
field after making any changes.

The number of licensed door terminals is displayed under the list field for the individual

I 65500
systems.

This value is the upper limit for all of the locking systems. The basic version of PegaSys
includes 25 door licenses with the software. The number of licenses can be increased in
multiples of 25.

Mumber of doors licensed ;
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Overwriting the card type

i~ dllgemeine Optionen

[ Kartentyp Oberschreiben

When overwriting system cards, a confirmation prompt appears once for each system card
type - after that, the card is overwritten without further warning.

Deleting systems

Selected list entries can be removed again using the il button. To avoid accidental deletion
the user is prompted to confirm.

Click Yes to confirm that you wish to delete the system.

15.3 Configuring locking systems

A system is configured in four steps which can be invoked from the corresponding tree node.
Each type of node has its own icon; the icons of selected nodes contain a yellow checkmark.

Explorer node When selected

<System name>

Doors

Icon
Door groups '

Time models e

The following sections describe which settings are configured, where and how.
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153.1

(Sub)system

Specified system parameters and the data read from the facility card are displayed in the list
window for this entry.

e L —

{é Building Integration System - Access Engine -

-
3|

P

b= I Doors

Resetareas
unknown

Random
screening

PegaSys
Configuration
ki
Person Types.
Calendar

O

Key cabinet

m

em
' Door groups

@Y Time modets

[ estteries

H List of Ingress/Egress ...

~Fadilty

Parameter value

Lodking system Pegasyssystem

City TestLocation

Type Pegasys-v2.1

Chject number 39321

Card type Mifare Classic

Card sector 12

Size (Bytes) E)

Max. number of single doors 2

Max. number of deor groups 216

Max. number of bookings 2000

Max. number of blocked cards 250

Sequence lock off

MAD Off
Sequence lock
™ single door authorization 1
™ single door authorization 2
Mifare MAD
[ Activate MAD

Wiite faciliy card
- Advanced
Import doors and groups | Check user card | Create disassembly card |

User

’VSEndard valdity (hours):

48 : Two days (48 hours) -[= =&

Dizlog

[Reader:Mifare Desfire [ [Num |

Locking system

Location

Type
Object number

Card type

Card sector

Data size (Bytes)

Name of the system as specified
at setup.

Name of the location as specified
at setup.

PegaSys-<Version no.>
Customer-specific code

Information on the reading and
coding method:

-  HITAG 1

- MIFARE Classic

- MIFARE DESFire EV1

- LEGIC prime

- LEGIC advant

Area on the card where the
coding of PegaSys authorizations
begins.

Number of bytes required to
store the authorizations.
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48 = default - the record length
must be adapted depending on
the size of the system - see also
the table in Possible data
structures, page 213.

Caution:

If using HITAG1 check these values carefully when first
setting up the system, as this card type does not have a
function to prevent areas already in use from being
overwritten accidentally.

Max. number of single Upper limits for the system,

doors defined by card type and data
Max. number of door size.
Remark:

groups
Blocking cards i.e. Transport

Max. number of bookings cards that can be used to

Max. number of blocked transmit blocked cards to the
cards terminals.

Standard validity

Furthermore, a Standard validity time for User cards can be set here. This will be used by the
Cards dialog in Access Engine as default when assigning PegaSys authorizations.

ser card

Standard validity (hours): 43 : Two days (48 hours)

=

The drop-down list contains a number of predefined periods and the option of selecting a

specific number of hours.

One day (24 hours) = Default setting
Two days (48 hours)
One week (7 days) encoded or the rights were
One month (30 days) extended.

One year (365 days)

Max. card validity The validity defined in the dialog

system ...

—  Valid until - Date (in online

authorization dialog)
—  Valid until - Date (in the

offline authorization dialog)

- Block
—  Deletion

User setting Freely defined period - in hours

[1to 17520 (two years)].

Fixed periods that are counted
from the moment the badge was
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The input field for entering the
hours is activated when this
option is selected.

md 0

Notice!

Click the nearby EI button to save any changes in the validity period of user cards.

Warning!
If the default value is changed, all personnel to whom the default validity period was assigned
receive new values the next time their badges are updated.

Extended functions

Check user card

When the facility card is read, the card segment and the access code for offline
authorizations are defined for the user cards. In order to check whether the settings are
correct, the current settings can be written to a user card by pressing this button. A valid
yet expired user card is created without authorizations. If this function fails, the system
cannot be put into operation with these user cards and this facility card.

Each card technology has different prerequisites:

HITAG 1

The preset start sector on these cards could be blocked. The start sector is a facility
card parameter and can be adjusted in this dialog.

MIFARE Classic

The preset start sector on these user cards may have already been encoded using a
different code from the one on the facility card. If the start sector was set
incorrectly, it can be modified in the same way as with HITAG1.

In MIFARE Classic, the start sector of an application (such as PegaSys) can also be
defined via the MAD (MIFARE application directory) of the user card. If the MAD is
activated, the access code to the sector with the MAD must be known - see also
Configuring MAD (for MIFARE Classic only), page 199.

LEGIC prime/advant

With LEGIC, it is assumed that the user cards have been preformatted and that the
required segment already exists on the user card. The required segment is displayed
in the LEGIC segment parameter. All readers (online and offline) must have
authorization to access the preset segment. This authorization may have already
been programmed into the readers at the factory or set at a later time via so-called
initialization cards (=SAM63). If the system is rebuilt and new user cards are
ordered, the so-called PegaSys segment can be installed directly by the card
manufacturer.

If the segment is missing from the user card then, when the user cards are encoded
by the dialogs (offline configurator and badge dialogs), an automatic prompt asks
whether the segment should be created. If the dialog read-write devices have the
necessary authorization (preset via XAM card), or the customer has an IAM LEGIC
card that gives him authorization for just this preset PegaSys segment, then the
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required segment can be created and data written onto it. The offline segment is
only created once. It should then be possible to read/write data to the user card
from all (online/offline) terminals.

Caution!
The software performs no checks as to whether data is already stored on the user card. If the
card technology does not protect that data then it may be overwritten.

—  Creating a disassembly card
The disassembly card can be created from any system card (except the facility card).
Cylinders that belong to this offline system can be disassembled using this card. System
affiliation is transferred to the offline terminals via the facility cards.

Writing facility cards

Sequence lock

[ Single door autherization 1
[ Single door autharization 2

Mifare MAD
[ Activate MAD

Write facility card

If any facility card parameter, the Sequence lock or the MIFARE MAD settings are changed,
then the facility card should be updated by pressing the Write facility card button. The online
system uses the new settings directly. Leave the check boxes for the Sequence lock empty
(i.e. switch Sequence lock off) unless use of this PegaSys feature has been carefully prepared
in advance.

mud 0

Notice!
If you change data on the facility card, remember to update the door terminals with it.
Otherwise the terminals will continue to operate with outdated settings.

Configuring MAD (for MIFARE Classic only)

When the MAD is switched on, the A and B access codes can be configured in the MAD sector
of the user cards. AO to A5 and BO to B5 are default codes and therefore known to all
companies (i.e. access is enabled for everyone). Only the A code is transferred to the offline
terminals via the facility card because the terminals only need to read and not write data to
the MAD, if it is activated. The online system uses the B code to write the MAD for the offline
system to the user cards.
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i

Notice!
The MAD cannot be configured for Mifare DESFire EV1.

15.3.2

Door groups

The segmentation of badges allows only a relatively low allocation of individual doors in
comparison with door groups. This is because it is more convenient and common to assign
authorizations to door groups than to individual doors.

Creating door groups
The required door groups are created as records in the list field without a link being initially
established to individual doors.

= saing et sy s v SRS RSB T

« Main menu

~Door groups
+ @ x|
Authorizati
uthorizations Door groups (6/216)
W Mo. | Organization MName Division
L Test Doorl |Cnmnnn
Access profies 2 Test Door2 Common
3 | Test Door3 Test | Common
4 Test Door4 Test | Common
5 Test Door 5 test | Common
6 Test Door 6 TEST | Common

List of Ingress Egress ...

JH

Reset areas
unknown

<%

Random
sCreening

The creation dialog for the door groups is opened by clicking the i‘ button.

F ™
Create new door group M

MName : I

| Save I Cancel |

Specifying a designation (name) for the door group and clicking the Create button generates a
further list entry with its own ID number. The Division configured when the system (Locking
systems, page 192) was set up appears in the Division column. It can be reset separately for
each door group causing these door groups (as authorizations) to appear only within their

own divisions.

md 0

Notice!
Wherever possible use descriptive names for the door groups.
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A limited number of door groups can be created depending on the data size and card type -
see also the table in Possible data structures, page 213. With the default size of 48 bytes and
HITAG1 cards, the upper limit for door groups is 240 (for LEGIC and MIFARE, 256). The

number of door groups already created, and the maximum number, are displayed in the list

Door groups (4/218)

header:
M. |Drganizatior1 Mame Division
1 Test Group 1 Comman
2 Test Group Doors 2 | Comman
3 | Test Door Groups 3 | Common
4 | Test Door Groups 4 | Common
Copying door groups

Existing list entries can be copied, to make data-entry easier.
—  Select a list entry.

—  Click the button above the list field. The following dialog opens:

- =
Create copies ﬁ

Quantity =
Save | Cancel |

L =

—  Enter the number of copies you wish to create.
—  Click the Save button to generate the list entries.
In order to guarantee that the designation is unique, the entries are assigned the
designation of the selected entry and a sequential number (e.g. Door groups n).
The designations for the door groups can be modified at any time by double-clicking the
relevant line in the Name column. The sequential number in the first column (No.) identifies
the door group and cannot therefore be modified.
The number of copies that can be made depends on the card size. The arrow buttons in the
Create copies dialog do not allow the selection of a value higher than the available remaining
quantity and the dialog no longer opens when the maximum value is reached.

Deleting door groups
Door groups that are no longer required can be selected in the list and deleted by pressing the

il button. At this point, a security prompt appears, which must be confirmed to avoid
accidental deletion.
Click Yes to confirm that you wish to delete the door group

mud 0

Notice!
Door groups that still have doors assigned to them can only be deleted after these
assignments have been canceled.

The doors are assigned in the next configuration step.
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15.3.3

Doors
A list entry must be created and configured in this dialog for each door terminal in the locking
system. These can then be assigned to certain door groups.

Creating doors
In this list field an entry is generated for each door terminal.

1]3%] ﬁ I™ Berschtigungen andetn

i Beschiag 0001
i Beschiag 0002
i Beschiag 0003
i Beschiag 0004
i Beschlag 0005
eschlg DIDE:
eschlag D007
& r Beschlan 0005 | [

Pressing the + button opens the dialog for creating the doors.

F B
Create new door ﬁ

11T S Bezeichnung i Gruppe 0001

2l ik |

Mame : |

| Save | Cancel
L

When a designation is specified for the door (Name), clicking the Save button generates a
new list entry, which can then be assigned and configured.

md 0

Notice!
Wherever possible use descriptive names for the doors.

md 0

Notice!
The maximum number of licensed doors - see Locking systems, page 192 - relates to all doors
of all systems, but can be increased by purchasing extensions.

Assigning doors

The list field of the dialog contains a column for each door group created. Select the relevant
check boxes ¥ to assign the doors to the door groups. First activate edit mode by selecting
the [MISSINGDISPLAYTEXT: Change authorizations] check box.

There is no limit to the number of door groups to which a door can be assigned.

md @

Notice!
Doors marked red are doors whose configuration has been changed but whose door card has
not yet been encoded. The door designation turns black when the door card is encoded.

Configuring doors
The parameters under the list field are used to configure the selected door.
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Door settings
[ Unlocked long-term (Toggle)  Door unlock pulse (s): 3 = Division: |Common

¥ Time check Opening-times model: |D : <Mo open/dose function = j Location: |

Led Lo

v Check door group

Unlocked long-term  Users with a special authorization can
(Toggle) also unlock this door for an extended
period - e.g. an office with public
access.
Default setting = deselected (check box
cleared)

Time check Setting that determines whether time
models and validity periods are taken
into consideration at all.

Default setting = check box selected

Checking door groups An authorization for the locking system
can consist of individual and/or door
group authorizations. If this parameter
is not selected, only individual
authorizations are considered and
checked.

Default setting = check box selected

Door opening time (s) Time in seconds (1 - 255), defining how
long the door contact should release
the door for opening.

Default setting = 3

Opening-hours time  Selection of a time model - the door is

model unlocked automatically for specified
periods defined by their start and end
times.

Division Selection of a division with which the

door should be associated. The default
division is the one selected for the
locking system, but it can be modified
separately for each individual door.

Location The location of the door (e.g. city,
building, corridor, etc.). When access
rights are allocated the location
parameter is used to group and help
identify individual doors.

Copying doors

Doors can be copied in the same way as door groups. To simplify the data entry, first a single
door is created and configured, then copied as required.

—  Select a list entry for the copying process.

—  Click the button above the list field. The Create copies dialog opens:

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



204 en | Offline Doors - Configuration dialog Access Engine (ACE)

—  Enter the required number of copies you wish to create or select them using the arrow
keys.
—  Pressing the Save button generates the required list entries.
In order to guarantee that each designation is unique, copies are given a sequentially
numbered suffix (e.g. Door n).
The designations for the doors can be modified at any time by double-clicking the relevant line
in the Name column. The ID number in the first column (No.) cannot be modified.
The number of copies that can be made is limited by the licenses available. The arrow buttons
in the Create copies dialog do not allow the selection of a value higher than the available
remaining quantity and the dialog no longer opens when the maximum value is reached.

Deleting doors

Selected list entries can be removed again using the 1] button. At this point, a security
prompt appears, which must be confirmed to avoid accidental deletion.
Click Yes to confirm that you wish to delete the list entry.

Filters for doors

On offline systems with a large number of doors, sorting the doors alphabetically can have a
negative impact on the overview and make working more difficult. Filters located above the
list field can be used to adapt the view in different ways and reduce the display to a small
number of relevant entries.

Dioors

Filter
Location: | j Door: | [ Browse Division: |<Any= j
Organization: | j Door group:| [ Browse
Location Filters out all doors in a specific location.
Organization Filters out all doors within a specific door
group.
Door Filters out all doors with a specific

character in the name. The columns show
all door groups - the groups containing
the relevant doors have selected check
boxes.

Door group Filters door groups with a specific
character in the name. The lines show all
doors - the doors contained in the
relevant door groups have selected check
boxes.

Browse In the default setting, the system searches
the start of the name for the characters
specified in the top three fields. If this
option is enabled, entries that contain the
specified characters at any point in the
name are selected.

Division Only doors or door groups from the
selected division are displayed.
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Default setting: Any - i.e. entries from all
divisions are displayed.

Writing door cards

In contrast to the BIS Access Engine access control system, configuration data in the offline
systems cannot be distributed via system components and transmitted to the relevant
installations; instead, it must be brought to the devices via another route. In the System
overview, various system cards have already been mentioned - one of these system card types
is the door initialization card, to which door parameter settings are written and which are
scanned at the door terminals. After configuration, a door is selected in the list and then the
Write door card button is pressed and one of the door initialization cards is placed on the
read-write unit of the workstation computer.

A dialog box prompts you to place the badge in position and then shows the progress of the
write process.

A message appears indicating that the write process was successful and then the time is
recorded and displayed in the Last coding field as confirmation.

=

Notice!

Only the configuration data from one door can be written to a door initialization card. Not
until the data has been transferred to the door terminal can the card be used for other write
processes. Any existing data is overwritten.

mud 0

Notice!

The time models are also stored on a door initialization card. The time models should
therefore be created in advance if possible, otherwise each door will have to be initialized
again with time cards.

The new doors, door groups and parameters are transferred to the terminals via these door
initialization cards. During the data transmission process, the LED on terminals lights up
orange. Successful transmission of the data is then confirmed.

Checking the cards

Before the current card is written, the system checks whether it is actually a door initialization
card. If the card has already been encoded in a different way (e.g. as a time or booking card),

a warning to this effect is displayed with the option of overwriting the card and using it in the

future as a door initialization card.

mud 0

Notice!

If the parameter Program > Overwrite the card type (menu bar) is selected, a confirmation
prompt appears once for each card type - after that, the card is overwritten without further
warning.

Facility and user cards cannot be overwritten with a different card type.

15.3.4

Time models

The dialog has three sections, the list window in the top half contains all the time models and
their assignment to the days of the week. Special days (e.g. holidays) that differ from the
norm can be defined at the bottom left. Several days can be grouped to form a holiday period,
in the window to the right.
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F Building mW
e —
« Main menu ‘ ‘ @)
Name r~Time model
=) ' Locking system * x| #) The first time model can be assigned to doors orly
Authorizations :
| =l b PegasysSystem Time models (3/16)
MNo. | Name Day model | from until Mo Tu We Th Fr Sa Su Holiday
Wy N —
v v v v v v v v
Access profies - I Doors 2| Time model 2 10800 | 1300 v v r C e r r
3 | Time mdel 3 1 17:00 19:00 |l r |l |l |l Iv v |l
A - . Batteries
Areas
= List of Ingress/Egress ...
| e
Reset areas
unknown
Random
screening
Peg
Lk
Person Types
Calendar
' Key cabinet
| x| + x|
Fixed holidays (1/10) Holiday periods (1/2)
No. | Name | Holiday Na. INama from until
1| Holiday | 07/05/2014 1 Holiday period | 10/05/2014 | 04/05/2015
[~ Daylight saving time
Tom | 22 00/00/0000 j untl | 2 00000000 j
Wiite time card I Wirite time only Encoding of the last time model: |un/nujnnun 12:00:00 AM
[ReaderMifare Desfire [ oM [

Dialog

Time model vs time period

A time model can contain up to four time periods in one 24 hour day. Start and end times
typically delimit periods where different regulations apply (e.g. extended door unlock). The
periods can be any length and can overlap. Each period can be allocated to any day of the
week or holiday.

The user is thereby responsible for ensuring that the period limits are set and allocated to the
days in a logical and consistent manner.

The entirety of all time periods and their allocations to days makes up the time model, which
can be used as an entity in the system.

Creating time models

Time models can be used to restrict allocated authorizations or perform automatic door
opening and closing operations. A maximum of 16 time models, each with 4 time periods can
be configured for each system.
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~Time models
+ il *) The first ime model can be assigned to doars only
Time models (3/16)
MNo. | Mame | Day model | from | untl | Mo | Tu | We | Th | Fr | Sa | Su | Holiday |
1 Time model 1) 1 08:00  18:00 [w [v [v vl vl v v Ird
2 | Time model 2 1 06:00 | 13:00 v v Il r |- - -
3 | Time mdel 3 1 17:00 18:00 |l |l |l |l |l v Ird |l

Like the other configuration data, time models are also created by opening the creation dialog
with the il button.

~
Create new time model E

Mame I'I'lme model 1

Day model : I 03:00 AM _Ij until: I 1300 FM _Ij
Save I Cancel |

Make sure that no list entries are selected, otherwise other time periods will be created
instead of a new time model.

The time model is assigned a unique designation (Name), as well as time limits related to the
period. Clicking the Save button creates a new list entry with the information provided.

Notice!
If possible, use designations that indicate which time models are affected.

mud 0

- Time models with the same start and end time can also be created. This can be used to
lock the door automatically at the specified time.

Configuring time models

The time models and activity periods (first and third columns) have fixed sequential IDs. [the
time model with the sequential number 1 cannot be assigned to personnel, but only for
operations like extended unlocking, for example.]

In addition to the name and start/end times, each entry contains seven check boxes for
weekdays and one for a holiday.

Selecting the relevant check boxes defines the days on which the activity period should apply.
When the Holiday check box is selected, the time period is applied to all defined holidays and
holiday periods.

Notice!
The maximum number of available time models (16) applies separately for each system.

mud 0
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15.3.5

Creating additional time periods
To create additional time periods, first select from the list the time model to which the new

period should be added. Then click the button il as when creating a time model. The Name
field contains the name of the selected time model and cannot be modified.

r N
Create new time model [&J

MName : | New time model

Day mode! : | BE00 AM J;I until: 43
Save | Cancel |

If you define new limits for an activity period then a new list entry is created which has the
same number (first column) and the same name (second column) as the list entry that was
selected. The number of the period (third column) increases by one.

The weekdays on which the new period should apply can now be defined. It is possible to
activate several time periods for one day.

A maximum of four periods can be defined for each time model in this way.

Deleting time periods

Selected list entries can be removed again using the il button. At this point, a security
prompt appears, which must be confirmed to avoid accidental deletion.
Click Yes to confirm that you wish to delete the time period.

Holidays, holiday periods, daylight saving time

Compared to the normal week, holidays represent an exception and must be treated
differently in terms of control functions. A maximum of ten holidays can be defined for every
system, together with the date on which different activity periods should apply.

Holiday periods are also times with deviant time periods. Holiday periods may extend over
several days - e.g. company holidays. Two holiday periods can be defined for each system

Creating holidays
The buttons for creating and deleting holidays are located above the Fixed holidays list

window. The creation dialog is opened by pressing the il button.

Create new holiday ﬁ

MName : |

Date : |

| Save | Cancel

A unique designation (Name) and the Date when this holiday next occurs are specified.
Clicking the Create button creates a list entry with the information provided.

oL

b
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+ x|
Fixed holidays (0/10)

Mo, | Mame Holiday

A fixed sequential ID, as well as the name and date of the holiday, are assigned to the entries -
the last two fields can be moved and modified as required by double-clicking the edit state.
A maximum of ten holidays can be defined for each system.

Notice!

Holidays are created with a specific date and must be redefined and adapted every year.

mud 0

Deleting holidays

Selected list entries can be removed again using the il button. At this point, a security
prompt appears, which must be confirmed to avoid accidental deletion.
Click Yes to confirm that you wish to delete the holiday.

Creating a holiday period
The creation dialog is opened by pressing the il button.

F B
Create new holiday period u

Marmne : ||

Time period : I ::II until I —1

| Save I Cancel |

A unique designation (Name) and a start and end date must be specified before a new list
entry can be created using the Save button.

e
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+| X|

Holiday periods (1/2)

Ma. | Mame

from until

—Daylight saving time

1 | Holiday period | 10,/05,/2014 04/05/2015

W Automatic  Tom | 77 00/00/0000 :Il until | 22 00/00/0000 :Il

Two periods can be defined for each system.

md 0

Notice!

Holiday periods are holidays that cover several days, and are created using specific data.
Consequently, they must be redefined and adapted every year.

Deleting a holiday period

Selected list entries can be removed again using the il button. At this point, a security
prompt appears, which must be confirmed to avoid accidental deletion.
Click Yes to confirm that you wish to delete the holiday period.

md 0

Notice!
When the Holiday check box is selected for a time period, this applies for all defined holidays
and holiday periods - it is not possible to differentiate between the holidays.

» The maximum number of holidays (ten) and special holiday periods (two) refers to the
maximum number simultaneously stored on the terminals, not the maximum within a
specific period (e.g. calendar year). If more are required, then expired holidays or holiday
periods can be deleted to make room for them. However these must then be propagated
to the terminals using time initialization cards.

This increases the administrative workload.

Daylight saving time
The daylight saving time setting can be defined (automatically) by the system or by making

manual entries in the two date fields (from / to). Date information entered manually must be
adapted every year.

Davlight saving time

[ Automatic  fom [5a 01/01/2000 — until | Th 01/12/2040
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15.3.6 Writing time cards
In contrast to the BIS Access Engine access control system, configuration data in the offline
systems cannot be distributed via system components and transmitted to the relevant
installations; instead, it must be brought to the devices via another route. In the System
overview, various system cards have already been mentioned - one of these system card types
is the time initialization card, to which parameter settings of all time models and the current
time are written and which are scanned at the door terminals.

White time card [ Write time only

The time models are ignored if the Write time only check box is selected and then the Write
time card button is pressed.

A dialog box prompts you to place the badge in position and then shows the progress of the
write process.

A message confirms whether the write process was successful. If the clock time was not the
only element selected then the time is recorded and displayed in the Last coding field.

Notice!
With the HITAG card type, more than one time card may be required to accommodate all the
time models.

mud 0

The time models are transferred to the terminals via these time initialization cards. During the
data transmission process, the LED on terminals lights up orange. Successful transmission of
the data is then confirmed.

Notice!
The Time check door parameter must be selected so that the time models are taken into
account at the terminals.

mud 0

Checking the cards

Before the card on the enrollment reader is written, the system checks whether it is actually a
time initialization card. If the card has already been encoded in a different way (e.g. as a door
or booking card), a warning to this effect is displayed with the option of overwriting the card
and using it in the future as a time initialization card.

Notice!

If the parameter Program > Overwrite the card type (menu bar) is selected, a cofirmation
prompt appears once for each card type - after that, the card is overwritten without further
warning.

mud 0

The parameter is only reset when the configuration program is restarted.
Facility and user cards cannot be overwritten with a different card type.

15.3.7 Updating the date and time
In addition to the door and time model data, the current time stamp (date/time) is also
written to the transport cards. Depending on the size of the facility being secured, there is a
certain time delay before the cards can be scanned at the doors.

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



212 en | Offline Doors - Configuration dialog Access Engine (ACE)

In order to gain the most precise time data, especially for bookings, a mobile read-write
device (timesetter) should be used. This unit allows the times to be updated on the transport
cards immediately before scanning at the terminal. This ensures that the time delay remain
withins the tolerable limits.

Scanning the system card

1. The timesetter must first be initialized with the facility-specific data. To achieve this it is
initialized once using a facility card.

2. In addition to the door and time model data, the transport cards described above (door
initialization and time initialization cards) also contain the current system time. These can
be used to provide the timesetter with the time data.

3. Place the system card (facility or transport card) on the read head of the device (gray
field).

4. Press 1.

5. Hold down 1 and press 2.

Writing to the transport cards

Immediately before the transport cards are scanned, their time data should be updated —door

and time model data remain unaffected.

—  Place the transport card (door initialization or time initialization card) on the read head of
the device (gray field).

- Press 2.

md 0

Notice!
The write and read process is indicated by an LED display. For details on what the color
sequences mean, please see LED display signals, page 218.

154

Booking cards

Successful and unsuccessful access attempts are saved in the door terminals. The last 800
bookings are saved in a ring buffer. These can be retrieved with special booking cards and
entered in the database.

First booking cards are created, then the bookings retrieved from the terminals, then the
cards scanned via the dialog. Different card types accommodate different numbers of
bookings: HITAG1 holds 32, MIFARE holds 244, LEGIC holds 294. You must therefore create
sufficient booking cards and set up appropriate retrieval schedules.

Creating booking cards
A booking card must be initialized before the bookings can be scanned.

Mew eventdog card .. Read eventdog card Print

—  Place the booking card on the read-write unit at the workstation.

—  Select the booking dialog in the Explorer list.

— In order for the terminal to accept a booking card as new, create a new booking card or
empty a used one by clicking the New event-log card... button.

A message indicates that the booking card was created successfully.
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Reading the bookings on the terminal

This system card can then be presented at the read unit of the corresponding terminal. While
the LED shows orange, the terminal is writing data to the booking card. If the booking card is
removed during this time, the data transfer will be interrupted. When the LED flashes green
three times, the bookings have been successfully written to the card.

The memory of the terminal is erased during this process, i.e. the bookings cannot be
retrieved after this again.

Scanning booking cards

The card with the transferred bookings is then scanned via the dialog reader.

—  Place the booking card containing the access data on the dialog reader.

—  Select the booking dialog in the Explorer list.

—  Press the Read event log card button.

The read data will be shown in the list field. The following data is listed for each booking: date
(with time), surname, first name, event, door no., personnel no., company

The data read can be printed. Furthermore, all bookings are saved in the database and can be
converted back to list format, printed, exported and edited further at any time using special
reports in the Dialog Manager of the Access Engine.

Possible data structures

Door groups 256 512 768 1024

Individual doors

2 48 80 112 144
(= default)

4 52 84 116 148

8 60 92 124 156

16 76 108 140 172

Tab. 15.1: The figures refer to the dataset length in bytes.

mud 0

Notice!

HITAG1 cards can only be encoded with the default size (48 bytes). Only 240 door groups are
possible instead of the 256 specified above.

The specified data sizes apply for PegaSys Version 2.0. PegaSys Version 2.1 with additional
battery status requires 5 more bytes so the memory size is increased from 172 to 177 bytes.
HITAG1 is an exception: only a maximum of 200 door groups are possible with a constant 48
bytes.

15.6

The dataset length should be selected in line with current requirements. Do not order storage
space in anticipation of possible requirements. As data is written to all enabled sectors,
increasing the storage space can significantly lengthen the time required for extending or
renewing authorizations.

Batteries

The last known battery status of the PegaSys terminals can be viewed in the Batteries dialog.
The battery status is only available from Version 2.1 of PegaSys (depending on the facility
card).
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—Batteries
Battery status
Na. | City | MName Low battery Battery Ok Division
1 Main Entrance 08/05/2014 04:29:51 FM | Common
Main Exit 08/04/2014 - 08/07/2014 | Common

List of Ingress/Egress ...

The messages Battery LOW and Battery OK are written when the terminal attempts to access

the user card.

There are three battery warning levels:

1. at 3.9 V:the next 5 badges receive a warning message consisting of a date and the
number of the terminal.

2. at 3.6 V: when an access attempt is made with a user card, a RED signal is issued for 1
second together with 3 acoustic beeps. The next 5 ID badges receive a warning message
the same as the first level.

3. at 3.4 V: when an access attempt is made with a user card, a RED signal is issued for 3
seconds together with a continuous acoustic beep that lasts 5 seconds. The next 5
badges receive a warning message the same as the other levels.

These battery-level warnings are available with terminal Firmware Version 4.1 and higher. The

measuring tolerance is approx. 100mV for each level.

With every move to a higher warning level, messages are written to the next 5 user cards (one

each). With every move to a lower warning level (e.g. after a change of batteries), 5 positive

messages are issued including date and terminal number. As soon as a user card receives a

battery status message, no other status messages can be written to this card until it has been

updated on the online terminal, i.e. automatically read and reset.

The status message (positive or negative) is updated in the database if no other newer

information is available.

The Batteries dialog provides in its upper list an overview of the terminals with weak battery

messages.

—Batteries
Battery status
Mo. | City Mame Low battery Battery Ok Division
1 Main Entrance |08/07/2014 10:00) 08/05/2014 04:25:51 PM | Common
z Main Exit 08/06/2014 08:17 | 12MT2013 061523 PN | Common

As soon as one of the batteries is changed and the online system receives a positive status
message, the entries disappear from this list. If the Show all doors check box is selected, all
doors are displayed together with their battery status. The lines marked in red contain
terminals that have a weak battery or have not received a positive battery status message.
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—Batteries

Battery status
Mo. | City | MName Low battery Battery Ok Division
1 Main Entrance |08/07/2014 10:00| 08/05/2014 04:25:51 PM | Common
2 Main Exit 08/05/2014 04:28:27 PM | Common

[T show all doces
Mew battery-replacement card Read battery status Battery replaced

In some cases, terminals are used only rarely. In this case, the battery warnings would not be
retrieved frequently enough, and the battery status would not be updated. For this reason all
terminals with a Battery OK date older than one year are marked red as if a warning had been
issued.

The date for the Battery OK display can also be set manually to the current date by pressing
the Battery replaced button.

The user card with a battery status message can be read directly on the dialog reader by
pressing the Read battery status button.

Battery status messages in the BIS
Battery status messages can also be displayed in the BIS.

13 12 Emergency alarm BIS&larm wav
12 13 Malfunction GO BISAlarm.way
" = e
o » e
8 15 Malfunction ground BISAlarm.wav
6 16 BEreakdown Centr. Part. BISAlarm.way
5 28 BlSAlarm.way
3 30 Zone -off BISAlarm.wayv
2 1 BlSAlarm.way
1 18 BlSAlarm.wav
0 62 BISAlarm.wayv
5000 50 BlSAlarm.way
[ 5001 B0 PegaSys Battery LOW BISAlarm.wav
states Audio files:
Malfunction of system: [ (57) Malfunction P4 ] Malfunction of - |(6) Breakdown Centr. Part | ’V

The states 5000: PegaSys Battery OK and 5001: PegaSys Battery LOW are added to the
states list of the BIS Configuration Browser.
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- Detectar types - Commands
e Rename Deleie r~ Detector type commands———— Further possible commands:
Access request reply -
[l Access Engine = Access sequence monitoring on
- ACE_Emar Block door
- ACE_General detector < | Dioor blocked as pertime model
- ACE_Log Dioor open permanent
- ACE_R_Event Entry/Exit blocking
- AMC_IO v | Bxtended door opening as perti
- AREA Bxtended door opening as perti
B:':‘S Delete | global access sequence monito
..DOOR rant access
. DOF LAC coldstart
- GUARDTOUR Copy | Attibute | Poremeter ] }‘”‘Cl warmstart | _'lll
- KEYCABINET
- MAC
- READER
- AMC2-0-MET
[+ ApplicationLauncher
[+~ BACnetOPCeerver
- BACnetOPCserverl
[#- Bosch VideoSDK
[~ BOSCHOPCSNMPserverAE1
- Building automation State mappings | Symbolsl HEPUTtI
[~ BVIP famity
& BVMS £~ The reported states will be applied to the system without changes
- DE600 receiver ¥ The reported states are mapped:
[+- Dibos DVR
[ Divar + &£ X
[+ Event log Reported states | States il
- FAT string: Od000007 4226 - Bxport abort
- FPAR000 string: 0d000003 4227 - Export delay
- G-Series Panel sting: 01000659 5000 - PegaSys Battery OK
B LSN panels sting: 01000658 5001 - PegaSys Battery LOW JZI
[+ Matrix switcher
[+ Mes=age pool | | | &
- Operator Mizscellaneous values will be ...:
& PSMEHS"'_S ... discarded
= E.?"Te e | @ ..mappedto:  |270 -Message [

—  Select the entry Access Engine > DMS in the Detector types list.

—  Add both statuses (with the status numbers 01000658 and 01000659) to the list on the
Status mapping tab.

Only one message (Battery OK or Battery LOW) is displayed on each terminal, even if the

online system receives up to five messages.

Battery replacement card

The New battery-replacement card button creates a battery-replacement card for cylinder-
type terminals because they require clearance before their batteries can be changed.

A battery-replacement card can be used for all cylinder-type terminals in a system.
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16 Offline Doors - System limits

Offline Locking Systems per Access 1

Engine

Systems per Locking System 1
A System is a subdivision of the overall ACE Offline
Doors locking system. Each System is governed by
its own facility card.

Doors per Locking System 65,000 total distributed across all Door Groups.

Door Groups per System A maximum of 1024 door groups can be defined on
any one facility card.

Time models per System 16

Holidays per System 10

Holiday periods per System 2

Bosch Sicherheitssysteme GmbH Configuration Manual 2018-11|4.6.1 | CM



218 en | LED display signals

Access Engine (ACE)

17

LED display signals

Signals for user cards
Door opened with single-unlock function:

Door opened with extended unlock function:

Door closed with extended unlock function:

Battery change request:

Special signals
Read-write confirmation for system cards:

No badge in range:

Read/write error:

Invalid authorization:

Time invalid:

Door initialization missing:

Facility data missing:

Data transmission:
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17.1
17.1.1

Display with explanations

Signals for user cards

Door opened with single-unlock function

Meaning The door is unlocked with a single-unlock
card. This message also appears if the
door is already unlocked for an extended
period.

Booking entry valid single door booking
or
valid door-group booking

Door opened with extended unlock function

Meaning The door has been unlocked by an
extended-unlock card, or by a time model.

Booking entry Door unlocked

Door closed with extended unlock function

Meaning The door has been locked by an extended-
unlock card, or by a time model.

Booking entry Door in normal mode

Battery change request

Meaning Red LED signal of one to three seconds'
duration. As long as the battery is not
completely empty, a card-specific signal
will follow.

If the batteries are empty, no further signal
will be displayed and no bookings will be
possible.

The battery change request is only
displayed for user badges.
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17.1.2

Booking entry The battery low entry is shown after every
25 bookings.
Solution Replace batteries.

Special signals

Read-write confirmation for system cards

Meaning A system card was successfully read or
written.
Booking entry Initializing

No card in range

Meaning The electronics have been activated,
however no card has been detected in
front of the reader.

Booking entry No booking made

Solution Present the badge to the reader again.

Read/write error

Meaning Failed to read or write to a system card.

Booking entry No booking made

Solution Present the system card to the reader
again.

Invalid authorization

Meaning The card has no valid authorization.

Booking entry Access denied, card blocked,
Not authorized,
Access denied, card expired
or
Booking outside of time frame
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Solution

Time invalid

If necessary, change the authorization for
this badge.

Meaning

Booking entry

Solution

The terminal does not know the current
time.

No booking made

A time initialization card must be created
and scanned at the terminal.

Door initialization missing

Meaning
Booking entry

Solution

The terminal has not been initialized.
No booking made

A door initialization card must be created
and scanned at the terminal.

Facility data missing

Meaning

Booking entry

Solution

Data transmission

Meaning

The terminal has not been initialized for
this facility.

No booking made

The terminal must be initialized with a
facility card.

The LED lights up orange while data is
being exchanged between a system card
and a terminal.

The duration depends on the volume of
data to be transferred. The read/write
process is then signaled.
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17.1.3

LED displays for mobile read-write device

Write-confirmation for time model cards

Meaning Data has been successfully written to time
model card.

Read-confirmation for the time model card

Figure 17.1:

Meaning The time model card has been successfully
read.

Read-confirmation for facility card

Meaning The facility card has been successfully
read.

Read/write error

Meaning It was not possible to read or write to the
system card successfully.

Solution Hold the system card to the reader again.

Facility data missing

Meaning The timesetter has not been initialized for
this facility.
Solution The timesetter must be reinitialized with

the facility card.

Time invalid

Bosch Sicherheitssysteme GmbH Configuration Manual

2018-11]4.6.1 | CM



224 en | LED display signals Access Engine (ACE)

Meaning The timesetter does not know the current
time.
Solution An appropriate time initialization card must

be created and the timesetter must be
synchronized.

Key:
The length of the colored bars in the examples shown indicates how long the signals are. The
length shown here indicates that the signal remains lit for approx. 1 second.

green LED
red LED
orange LED

blue LED

* })) - additional acoustic signal
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Glossary
1.MAC (first MAC)

The primary MAC (Master Access Controller) in a
BIS Access Engine (ACE) or Access Manager
(AMS) system. It can reside on the same
computer as the DMS, but it can also reside, like a
subsidiary MAC, on a separate computer known as
a MAC server.

Access Sequence Monitoring

The tracking of a person or vehicle from one
defined Area to another by recording each scan of
the ID card, and granting access only from Areas
where the card has already been scanned.

ACE large installation

A large installation in BIS Access Enhgine (ACE) is
defined as one having more than 10,000 active
cards, or more than 150 AMC controllers

AES

The Advanced Encryption Standard (AES) is a
worldwide standard specification for the
encryption of electronic data
anti-passback
A simple form of Acces Sequence Monitoring in
which a cardholder is prevented from entering an
Area twiice within a defined time period, unless
the card has been scanned to exit that Area in the
meantime. Anti-passback deters a person from
passing credentials back through an entrance for
use by an unauthorized second person.
Assembly point

a designated place where people are instructed to
wait after evacuating a building.

Automated number-plate recognition (ANPR)

The use of video technology to read and process
number plates, typically of road vehicles.

Data Managenent System (DMS)

A top-level process for managing access control
data in Access Engine. The DMS supplies data to
MACs, which in turn supply data to AMCs.

DMS server

Hardware: A computer that hosts the Data
Management System (DMS) of Access Engine.

Door model

A stored software template of a particular type of
entrance. Door models facilitate the definition of
entrances in access control systems.

Entrance
The term Entrance denotes in its entirety the
access control mechanism at an entry point: It
includes the readers, some form of lockable
barrier and an access procedure as defined by
sequences of electronic signals passed between
the hardware elements.

Gateway (Smartintego)

An access controller device that controls
Smartintego card readers via radio signals.

IDS
Intruder detection system, also known as a
burglar alarm system.

MAC (Main Access Controller)
In access control systems a server program that
coordinates and controls the Local Access
Controllers, usually AMCs (Access Modular
Controller)

Normal mode

In contrast to office mode, normal mode grants
access only to persons who present valid
credentials at the reader.

Office mode
The suspension of access control at an entrance
during office or business hours.

Identification PIN
A Personal Identification Number (PIN) that is the
sole credential required for access.

Verification PIN
A Personal Identification Number (PIN) used in

combination with a phyisical credential to enforce
greater security.

RMAC

A redundant main access controller (MAC) that is
a synchronized twin of an existing MAC, and takes
over management of its data if the first MAC fails

or gets disconnected.
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MAC server

Hardware: A computer in an Access Engine
network, separate from the DMS server, where a
MAC or an RMAC is runs.

Smartintego

A digital locking system from Simons Voss
technologies. Smartintego is integrated with some
Bosch access control systems.

tailgating
Circumventing acces control by closely following

an authorized cardholder through an entrance
without presenting one's own credentials.

Whitelist (Smartintego)

A whitelist is a list of card numbers that is stored
locally on the card readers of a Smartintego
locking system. If the reader's MAC is offline, the
reader grants access for cards whose numbers are
contained in its local whitelist.
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